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I nvention The present invention is in the field of
support for electrical conputers and digital
processing systens. Mre specifically, the present
invention relates to security software and processes
for protecting a personal -type conputer systenis

har dwar e, software and data from destr.uction

unaut hori zed nodi fication or unauthorized access due
to malicious conputer code derived froman externa
data source. WO 20051027402 PCT/ 52004/000028 3

naci grouna OT Inc tnvenrlon It is well known that
conputer systens are subject to attack by intruders
who utilize malicious conputer code downl oaded onto
the systemto steal or corrupt data or applications
resident on a conputer system or to otherw se
conprom se the integrity of the system Both network .
and st apERSIONEL COPEHETER INTERVE RSECURIEY [SYSTEMC N
. intrusion. The intrusion typically is the result of
mal i ci ous code gai ning access to and changi ng the
content of a portion of the conputer systems contro
software. Because the Iosﬁw&&agggpronise data and the
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cost of recovering fromsuch intrusions can be
excessi ve and even devastating, The field has been
and continues to be highly notivated to devel op
technol ogi es whi ch deduce or prevent susce tibility
t OWPRWERE t acks. U.S. Patent No.- 6,578, F4{U$R04/000028
Hel big, Sr. is an exanple 0f a nethod and apparatus
for enhancing a conputer systenis security from =~
intrusion by an intruder's malicious code. However,
the Hel big technology at least in part is hardware
dependent in that it redigldefsheInyeptiobcessor device and
multi-logic controller circuit to acconplish its

utility. E%Fenﬁ}i&ﬂmngsiﬁ g%eﬁﬁfﬂ)ﬂ‘ﬁﬁﬁmeﬁ%@ﬁmﬂmr& and

security tec ogy 1s disclos n U S Patent No.

6,578, Ryocegsing; sysivms.  More SMMr the P&é‘iﬁ‘ﬁ&" n Ries f°
conpr i sewritywoftwareand atoecssas fir protegtingagersenal-type OmpHtersygiem’s
two sepaddah®, Silvar! dndHakyHine destriétion Cehaith@tzed afodifivation or
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nmodem SA¥PA-t or and keyboard). However, this technol ogy
requires duplication of certain central conponents,
whi ch can add appreciable to the cost. of inplenenting
the technol.ogy. Cenerally, any solution which requires-
or is hardware driven will tend to add cost to the

i mpl ementati on of the technology, and potentially
conplicate retrofitting the technol ogy to an existing
conputer system Recognizing the benefit of a software
driven solution to the intrusion problemthat does

. not require adding hardware to the system the field
has devel oped non- hardware dependent conputer
security technol ogi es. Exanpl es of WO 2005/027402

PCT/ US2004/ 000028 © 4 non- hardwar e dependent ‘conputer
system technol ogies include U S. Patent No. 6,526,488
to Wiite gt aj. White describe a software driven

met hod for controlling access to and corruption of

i nformati on on a conputer system cause by a PC virus.
The White technol.ogy works by dividing all stored data
into partitions, at |east one of whichis a "wite
recoverable"” partition. If a command is issued to
wite to or nodify any data stored in a"wite
recoverabl e" partition, the conmand is executed el se
and the new or changed data is accessed for -the

remai nder of the session, with nodifying the "wite
recoverabl e" partition. However; this



technol ogy requires the establishing such partitions,
and noving existing data to than, and does not

protect any data that is not in a "wite recoverable"
partition. Another exanple of a software driven
sS¥QIPYYMPS U. S. Patent No._ 6, 480, 962 t o. PFEEBHHEPe002S
Touboul describes a system and nethod for protecting a
client conputer systemduring runtine fromhostile
downl oadabl es. A hostile downl oadable is data
inmported from an ext er HBgRSHPHRQOIBRAEEUOR o t he
Internet) that contains malicious conputer code.
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Recognizing the benefit of a software driven solution to the intrusion

problem that does not require adding hardware to the system, the field has
developed non-hardware dependent computer security technologies. Examples of




In one specific form the present invention relates to
an intrusion secure personal conputer system
conprising: a central processing unit; a data st or age
neans; a nmenory means; a primary operatln ste

vi VP Y5020 hi ne oper at i ng gystem providin 2f"§’8?
secondary operating environnent functioning separat e
fromthe primary operating systemand controlling
oper at i ons of the personal conputer systemw thin the
i sol at edms-htrdna‘adgpenqmrcamputg systamytechnolngiestinchaja &J. S Patent No.

| east ook am&&m&gg wm&@scmaweqnvénnne%em&dnmung
conmuni cat I q n.

Che per aabrestd sl shmholth o cBRRR o § BbuBEN S coull 15 B T
code cde Whitetechnplogy warksdy dividing stk siered detadnto pasitions ptdsastane
dat a sowt'wlm:h isia “arieirdvoverable? parfitian. tfarcommbndds jssued®virite to or

i nventi Qhbdify ﬂﬁa‘sﬁnﬂ ifi Qf $wiRé . %c@&?dble@%ﬁﬂnﬁﬁé’&&ﬂnmﬁs
'executable trua ons o K ut er r % {H‘
aninad a*rc#a@ of Sy 48 e P g
execut aljession, &ty lm!lﬁons theowrite) recoverabled cpagivien.at Howgver, this

envi r onnghiclogh fefuires excstablishitg suals partitivhs, ambmdwing eRisting data to

seconda AN m pﬂﬁrd%& d MW&M islnBf iRk “White péc@ve}a%ﬁ" partition.

i sol ate erating ~ environnent on the personal
conputer, wherein primary data files of the personal
conputer -are prevented from being accessed by

mal i ci ous CadwthéreRimpldofaxdiavartalivalatctrity (s1).. Paterlt No)6R0,962

f‘goghg; é«ﬁ ?I@t?)bﬁl' Cr uﬂ deicﬂﬁ‘es ?g&g:ﬁﬂtand RYBOd Fop ‘g %hﬁé & Client
-conput er*® ‘f‘?‘ﬁvh %F‘f‘c “5’&§ '&“b‘ﬁ'é‘ hg %Pé@efq”gﬁ{% £ o hgptile
dat a sodpwoadeblmﬂ%mgmdw@m@eﬁmvéquomagﬂzahmet)m
sof t war eomtyiml matisiviseomputericodel Abdoedingihd Toabqubmehodathe computer
conput ef :enmém&h B sdt B@se&ﬁfti Mis ﬁeﬁﬂ@' ﬁkh?&uﬁ&&taﬁﬂ: Set of

t he per ctr(m)m‘, | rrar ‘{jﬁ f'ihom b%yplges
accesse AN ous co er el 03t a ) )
sour ce; W*Hé effoes SyEpidions “%"BF H/Vé?‘%° ?qs%sf"%‘ﬁ“%ﬁ‘lﬁg‘ﬂ?én file,

per sonaloveresepfmengry phodessot tithd, etd. Hpnptvmc the Towbouldéchnology is
an i sol ajspe SPEEPHipeAticR IF AnrdRABH T no:larwimﬁ% Bfthélist or table of
seconda fs\‘{sﬁf%@&o Shiohd. w?ey b6 banhdlSbeS “?evgxﬂ?cﬁ gpi ; % ”@% that

system ni ng conjunctl

from a [EOFERYSs ot H@’FS&HPIF@“S SQ“@MMPP’%%E“{SW@&H&P““mmmd
conput etis prevented dshevialation of thestowjphulesat i on def i ni ng
primary operating system perm ssion codes to limt

access  to am&agggl SR R B e G B By 43 et i

source to th enV|r

cont r ol “agfomplishing gheis itend P&ﬂ’@?"a‘i‘?‘ﬁ@"% wrpuspprdin the fighd for
an ext emmved alttmiatives commster i spdteom fsexudtyseshmologies that prolide more.

node wi tc&hﬁi‘eﬂehﬁve'sﬁlﬁﬁ&ﬁ b} R6YIEM & mamﬁwm ARERRE conﬁﬁ@rcode
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for the duration of the session; and establishing
connectivity with the external data source via the
node under control of the secondary operating system
to isolate operative comuni cation with the external
data source to the isolated operating environnent,
and protecting the personal conputer from



mal i ci ous code derived fromthe external data source.
6a The present data security technol ogy eradicates

the threat potential of malicious code downl oadedfrom
an external data source onto a personal conputer or

t RO PPKBMO€A i ci ous code ipcludes viruses FEUPBPURYY
worns and such that nmay be | oaded onto a conputer
froman external data source, such as the Internet, a
network or an external data device (i.e., a floppy
drive, OBlRO\ate 8ceftwire dijve compuesrsystens scoufity fechnology that was
appl i cat jefafivedy habdwareihdepéndént i 8y dgek hot feqfid ddditioEof components to

t echnol Ofexisfl>obloleEebystbly il o TPhddp IRkl Adtifonally, i
fromintru rgm FeCdr Pen %BmM1 acker .
| ntr usi oHOub DR Rsnehrisbdo bavera 3R GTIBNIEE, SYpgy security
dat a cor teehpolpgyrthatds not daibgserferdistas table) dapeasiant, qnd dges not require
Vi I USes) thé i par@ioning Of e Exsting Gata dicHle stéubturelol BieRomMputériipstem.
downti me and technical service costs required to
recover. fromexposure to these nmalicious codes. The
present inventive software technol ogy does not rely on
file scanners, virus definition patterns, Cyclica
Redundancy Checks (CRC) checks, Nanme Address

Transl ations (NAT), or simlar strategies of current
dat abase driven security technologies. Rather, the
present inventive software. technol ogy exploits
certain inmut abl e hardware and software conmuni cation
rel ati onshi ps underlying and basic to the system
architecture of a conputer to insure intrusion
prevention. Because the present inventive software
technol ogy i s not database driven, it does not
require malicious code definition updates. Therefore,
it is not susceptible to. new nmalicious codes orto

mut ati on of existing malicious codes. Further,

hackers, cyber-terrorists and internet predators
cannot breech a conputer systemrunning the present

i nventive software even if they possessed the source
code and the conplete design specifications. Again,
this is because the security features of the present

i nvention are not database dependent, but derive from
the intrinsic architectural relationships of the
conmputer's hardware and operating system software.

| mpl enentation of the present inventive software
technology is unconplicated. If the user conputer is
on an intranet network, in nost cases installation

of the present inventive software will not require
nodi fi cations of the
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i ntranet network. A conputer. system conprising the

present personal conputer Internet security software

i ncludes the typical elenents and features of a

personal conputer, such as a CPU, a data storage

device (e.g., a hard drive); @ tenporary nenory nmeans
(e.g., RAM; and an operating system (herein, the

primary operating systemor PGS, e.g., WNDOAS

XP(r)). Additionally, a conput er system con‘plrl ZI ng

the present inventive s ftware 0 i ncl udes a
soft\alare application e 5'6“ "h@hﬁﬁ&vﬁ?tgg‘gn i nventi on

and at | east one I/O connection in operative

comuli atsreeifianform. ta rissest inuentidatrelate t @e . intigion cwbury , personal
dohfpul%?(%ﬁtéimcomﬂriﬁr@ S0dEnFA Mbééssnﬁbe uﬁ‘t o aRg! sty HESs; a memory

ot her ~ ext er nal

er,
BEE L Bitbark Srapledcatp Pl BATLH TR SPHAUBHE T BH oA, solted
segoidarypparatitgnenvaerenent fuactiooing lsearata framt the plimary dperatvigdsystem and
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%gléqnn}eat ﬁlé%?t I%aah?r}gdflqugﬂl,tputéllo rORFFL B oa%[pta/esep@fryg@atlon with an

ek@mat datisoerce, venefdirothppettiosal ,compaiel §Yelehis Secéd MéM Shalicious code

otk U@ ! L i 32&&! f?o%?th?%ﬂb%l data 3B’ €S€Nt i nventive

tware provides an rusi on secure personal
comput er system by establishing a separate and
substiaahothérl spedfcob@el thd prosent ﬁmdent@ﬁ?é]&lé@tbk sindbrt ép‘bﬁbahon stored

a%ng){egé}&gg rﬁstr&c?éjtﬁ_a? 8’8 r‘]"e%vmpruo n gg%({ag%sm%ﬁg’é @Bﬁ d”%ﬂ'@ggtqnn@ personal
. GofpHtem C(Oswmg fexaeutabiminstjuctionso & samt isaleley sreatingtepvifanoent, and

éxBeutdbld lﬁﬁrfuh‘tldﬁﬁ’ﬁfr atsécﬂiﬁdﬁy §§éi‘£ﬂng Rkt %Et%hél'mptgmqméﬁt@é operating
oper at | Oh% sol at e envi r onnent

PRES b b Bl oyle” P B i R e iona computer ae
Rigvenied frompeing acogbsediby eaficionscpdg fRAMIN enteinal data ssdroe. age
(on a data storage device, e.g., hard drive) to the

secondaey amier &béd'f@ ﬁbhﬁ;ttﬁénprésbnt |h\.5ienNUnt Riakest B8 security method for
0 at ed envi ronnent that

AR OB Sinal o Rt TS, 00 Y3 faraar eoiera st source
‘@mpé?"miﬁhe ¢tara of deading pedftwars, applicatipn bstelieble omtheersogal computer,

vﬂ@féuv\ﬁ\é Roftwifd éﬁﬁ&tu@@ﬁr’oféﬁts% W%ﬁ%ﬁ%g%%nﬁrlnggr% (tiag%n fi I?s from being

%f&%%ﬁ%ﬁ’y BBl &% Jamats ien dalouss, KRG e daiyare gppication on

they gersoral Ichreputero thet iestalegd eapplidatiap  defining GnieolatedipPerating environment
ifARMgOh bordddf SREAMG 3y ¥tem, the secondary operating system functioning in
conjunction with and separate from a primary operating system on the personal computer, and
the installed application defining primary operating system permission codes to limit access to a
node connectable to the external data source to the isolated operating environment under
control of the secondary operating system; initiating an external data source interface session
via the node within the isolated operating environment, and allocating a volatile memory space
and a temporary data storage space to the secondary operating system for the duration of the
session; and establishing connectivity with the external data source via the node under control
of the secondary operating system to isolate operative communication with the external data
source to the isolated operating environment, and protecting the personal computer from
malicious code derived from the external data source.



operating system WD 2005/027402 PCr/US2004/ 000028 8
The isol ated operating environnent includes along wth
the second operating system the SOS s associ at ed
software applications, such as a browser and e-nmail
applications. Qther software applications nmay be
included within the isolated operatl ng environnent
under control or the SCS, |nc?ud| ng word processing,
spread- sheet, ganes and ot her software applications as

a user nmay desi re.. Inclusion of these other software
applications is limted only bythe si ze of t he

i sol ated operating envirqonment, the deS| ar anet ers
of the secongXresent dpa seruity Jechplpsy fradisgtes tRofeptial of

speci f imslicipusgodsidowileadedfzom & extormpldate sourct huto gpeewesi tomputer
| nvent iopthie likeC Ma€16us odEBAAEL Virdbes TRfaHS, bvBﬁnstaH@sdEﬁ {hE¥aAaY be
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dat 2 et 851 208hed SR Lot B DEAL L0 a0 s o
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conput éwsanﬁth@ph@avr&t(w. apleqshnm Ayt e@vam@n hlehwll there be the
i ncl udidowgntimened eoithivalsenive Eatsi repird/16 r6ver 858 ekpoady tof thdse
act i valdafflous cods@sequently initiating an external data
source intérface session activates further execution
the software application, including allocating

vol ati| e neHppgsepyinvengiypjsoftvseiteshaniony dney nqd selvomsfile scanpsrs,
(on a oisadefinitiom patteetsy Coxdiyal tl&dﬁdtlmcgemﬂﬂde(CRCp FREIR] Nage

igﬁgl‘i‘mﬁ\d@@ﬁeﬁﬁ?ﬁu&rﬁ%i %9&%&@&&‘&?&@1 E%Y'c gat base ven :
int he %@y%ﬁn ot et algagleﬁawpfeﬁmf'ﬂ%m&ﬁsgw g’é’d‘ﬂ E’%
i's W&M‘i‘w Ryyare gemmypicationsel atipmships underlying

oper at M@asytmhuwst&h arshitestode af £ compluter to i3 fritfuyitn prevention.
C OMUN Beckhie @kt présksd irfvediRe Wk%ﬁndﬂ%& & nobdhtdbhse hﬁvehn?does

dag
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i sol ate I'ng envi ronne

data afi®" °é’“§‘f‘1dﬁﬁﬂ"t?r”é“"’é‘9“ eficxistingmplicigus sodes.Furthey, hackers,
sy st enmeyder-tetreristsoan inteznet fredatars ¢antat bekchra chmputertshstem running
ext e: P&ie petRént iffventive Softwiie SVBYY ifthe)SlosdEd m@r%dﬁ%' doli€nd
R e el e
present invention are not database dependent, but derive from the intrinsic
architectural relationships of the computer's hardware and operating system
software. © Implementation of the present inventive software technology is
uncomplicated. If the user computer is on an intranet network, in most cases
installation of the ﬁresent inventive software will not require modifications of the



9 Brief Description of the Drawings Fig. 1 is a block
di agram of a typical overall connection scheme between
a stand- alone conputer and the Internet. Fig. 2 is a
bl ock di agram of a typical overall connec '

bet REEH ”'é\ﬁz Intranet and the Internet. Fi %hf’/gsz}?og)@agw
bl ock di agram of a general interconnect schene for
certain internal conmponents of a typical conputer.
Fig. 4A is a block diagram show ng the interconnect
scheme wké's ekigfidgahtfamétitiorkal  conponents of a typical
PC-type conputer systemw th a software application
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t he i nt@mpaeach as mlﬁfﬂgﬁ &bra@ﬁfeh&t@ gl, athexdrdrive); a temporary
conmpon |
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showi n e nterconnect e .f.0 r JBal
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Fig. 5 Eﬁ s&.@Jn Lhy g&? Eo@,sewouﬁeeﬁs nra
over | a)Ps aye , &
2005/ ozmm Péﬂfmoggeda‘mdem 0% f’g S‘b‘i”

di agr arrcrodvablh datpstersgeroediahvent i on shovm ng the conputer
in a state of connect|V|ty with the Internet and that

the locati Oﬂ}eetht'.s m&eHl SaHedn & Moglg&me rsonal

internet (in I'S.15

Vi 1t ualComBYE Syt vﬁfgﬁe %m pe Ao F"‘rsﬁm?'ﬁl@ %?"afSP‘Msd
menory sefondine opsoatipg tuvironmming(SOEBon the gompuieek Ingludeh withinthe
t he pr agohiiéd dperdsiiplntifoniest\d d¥gcdnd Gpetalitip siisein (SOS)yfunctioning
of con Qﬁﬁs&dn&ﬂﬁ a{erﬁ'oylfe §hﬂl§:§ bptedtingfteiniad cohﬁﬁlﬂt% cSthputer

action o%tr:ranons wi tﬁe nsolate operating environment. The isolated operating
environmeat includes an allocation of volatile memory (RAM) and data storage
- (on a data storage device, e.g., hard drive) to the secondary operating system. It
is within the isolation of the isolated operating environment that all access to and
manipulation of any data from an external data source occurs. The present
inventive software includes coding as necessary to limit or modify operation of the
primary operating system to accdmplish this isolation of any extemnally derived
code to the isolated operating environment under control of the secondary
operating system.



mal i cious files downl oaded fromthe internet is
isolated to the virtual operating system environnent
contained in the volatile nenory of the conputer. Fi g
6C is a block diagram of the present invention show

t hWORHHFM%r in a state of connectivity WTH® zlo??@"ms
Internet and that upon activation of the "purge"
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(e.g., a USB data storage device) for p‘ractice in the

resent_invention. The software applicati
PL}P‘EOH“V of sub-applicatijgns or sub-routi %&T&%%Bg&%ze

to 100n) as are necessary to acconplish the various
functions and operations of the present invention.
Al though in a preferred enbodi nent, the software
application 100 was | oaded onto t he conputer's hard
drive 26, the sof t eatsiledestription of thegentiop be | oaded
onto or nmade available to the conputer 20 in any of
the manners as.are current|y know or evel
for | oadi nﬁe%mﬂaw@féh&aw“@'f#@%#@méﬂs @H&‘P Bh&s ofthe
sof t waresemniaventiin e praphieatlyant schemetically dbnspated: rLikrUpianmts in
initi t Bilar el

&Hl nuq% Oir@ ?C@Q{sexgét? By Iik? Mrundbb®, 2R APLifilar e ements are

appllc vaar defin IS
oper at’FH@“@Wﬁ ¥ dikerapmbersamth H’"’ﬁ‘@ GWEE a5 ﬁ’eﬁ‘ﬂ%lf

data storage allocations separate from the pri mary

operating ‘?Xesér?ﬁgerr%)tng goﬁﬁﬁ%ﬁ‘ hﬁémégecnﬁ‘ﬁy Shitem )i)ro ects the files

speC| fical gﬂj ﬂitsl@'

Aot i veREABHET'S stangalops Qrmaﬁenaawﬂ%tﬁoewem ectefthy oy malicious

al : 0C ajoll® Bomthinéd BELHIS dawmo?mmqm RAExteinplodata sbﬁﬂ:g; such lae the

vol at i Y, 2 C «

o1 Ao e ok Yelngabckised Bons BMicher 0%, IC  “trojan®)
par t i tAlghough e present system 1%@@@@5%&18@@%@40%&0@*%%6 such as

2?05/ QXPd Qg stitfwi MSﬁQ%&tQQQQﬁ&daﬂtéd foedTednypule? Gervatk, datlaas an
stora n S
confi gﬂ}“’“‘% fs s sﬁmgnfﬁ a% 24 *Fﬁ'o%li ﬁq‘ggs { A ak lfrﬁ%rﬁet 14 is typlcally

envi ronne
i sol atdcessses iy cempyien gt (erfor an igtpriet 18, by anintpmet iﬁﬁveaﬂ sce Fig.
Z eg 8 In dzarv%a aﬂﬁﬂé@&ﬂ ndde R/ Dependidpn)the configuratibnwi theicompter 20 (or
u { \Yj
o oot i all 167 HccBE 16 RBEL Bl R AEY'S AIRENMuct by Fimodem, o
secon d&f\yorg pgflavgveutmved &‘M"@E‘&t%ﬁ’sha“lvl’ﬁf? Wécwabés thegomputer
enbodi 7050t the dtranétna) dhe Infetiret BOIn tiksexamplt MEFERS, the Ihyrgret 20

oper at; h{%ﬁ?ﬁe%&rﬁw THOMEY 94 vialall bRt Rfvel B gf@giﬁ' osure

herein r operating systens are practil I'e" with
the present technology by one of ordinary skill in
the art, dapepftsdginventivecofopat sdchivdogyl inintended foo prattive with a

conput i | o
exgprrpl : {.ndzagot(e mﬁiputexuyéém 0?1] agf:a?ﬁ rtnﬁhgm%#te C) 20 20 8s in Flg 3.
i mage The eompoter 6f Ctaf?e“ab P@gfémy eopfiguratiomor Iaalglgaégﬁ@dpglumng
menor ydd@ﬁ-rté js{ laf-fopd 3fbthiez Aévisks Bavifiga CPIY, stitkgeiasid connectivity to the

53" el b ke bl AR oo Bty SRS fresn
st or agsysysm m £omprises 8 cpmpwter AQte whish is ﬁomeaﬁtbgm permheral
devices 40, such as a keyboard, monitor and printer through a number of
input/output (1/0) ports 22. Also connected to the computer via an YO port is an
Internet node 16. The node device 16 can be any of a number of such devices

known in the art and compatible with the configuration of the computer 20 to




practicing th.l s preferred enbodi nent, the SOS 126 was
established in secondary nenory or SOE partjt]

U0 FROAN t he secondary ta partition (V_ngwg@m}oﬁg
on the hard drive storage 26. Although RAM has been
used in practicing the present system any simlarly
responsi ve and volatile nenory controllable by the

SCs 12?,,ecﬂB¥H ! ?Qt i Cc%?gﬁsﬁ hid Eﬁp&re e las %ﬁoﬁgﬁ e dProuters.

Li kew's 5 acconpl i
al t or Adthbuah theperiphers dgxices 4008 theagdmlp asgifusiatestin 6@. engmple
its em 3ta@ ExeiRaltB the¢bmphies 2t0/ g}id lﬂtﬁndeﬂ?nd 3@ &lﬂé by one of
|nage usS anll s n (0]

0 e gii?t&hﬁlgf@ye “ESRWPE Rer figge the
and psanee hdvsing @srthetcompREr 29 ty m@demc or andthere The structure and

condi irRfen ldir tni §th€1°r&9h1 t@f‘ 100 Snc‘ﬁ&'THﬁB eme@Ocohﬁecaa
yet connecte rlve

Ind « FEmREReAap Rt e typgl ebiie Solf pnd fhanp one of
vi a wordidary kel fimtheramet Cdntrol of the Intetnet sade 16cand dbwrpenpheral

est abyb3bgdo ispicatiyhcifplisied HdRSusaM mﬁ&«m ﬁ;g céﬂiﬁult&rﬂo to

and ot her software app L ons,

as ar &hh %E’f 2151 %“’Bt}e h‘ B&L"ﬁ% foj the Hﬁ{]ﬁ ?% 'ihﬁrmmp“ter 20
pr act coreprises the @tSORterRM fea&ums mdadompegnnest;plbdtqf a®Copsfuch as a
the S%ula?gf aﬁhg ﬁ@ ohéo déh%efze volatile

vi deo si gn “i%?
roni ¢ Breomale gud b2, 399 2 bm/aeéemameats 3%he
SOS 126 | oaded into the secondary operati ng

envi ronne rﬁaél 4 C is B afogeedetﬁﬁe%f ﬁéﬁ%ﬁo 9%@%‘1? PChtéfpe computer

illustrat

ica
| o2 Sompsiag (oA Gresya SHATBY teRADiSEhMRY (8 e cxample, the
r econsbmbinedsbnipater addsof@kee applidafion systap p@isdllustratethintah off-line

the sg da&saa% WpE' &ﬂnﬂu\érds?%;tglg) wohi- beAlc&nyﬁQJa after

t he re#erre i ment exe ractlcec

usi ng BEALBAA A COpreapPicHion. Purpgar 5 Sa0f) eFcutigipr rio o
syste mtabltshmg a aorinectiquao thel Inttéraet 10As inflicated mmTig 4A dathe ofi-line
that Qphdition N@SEE fﬂ?eaidi&ﬁﬂ &ta bhpHeRE rcahPmnfsyﬁtﬁ Rkl are

t hose.ancil Il ar

oos inlfigonngaied, and uiee rempolps s L0 end B copauters prrgery
i Nt hepSainglsySem,dsds tmmsale Funm,ghe foiftiwareapplidation i@dfoidkfining

Ingg nglgers ls%laltedoé etnnﬁ dﬁfn’uﬁe% tl.l'{]e@(;ﬂfl; o  system, 10 is

' ot rnfetfnsdey b %&e W’Jﬁ FSherompater Ao Seae dryics

t 0o | oxduldibela hadidaveasshown,andaxiliarydrive (etg.alfloppy or CD drive, not
shown), a chip (such as an EPROM, CMOS, etc.), a kernal, firmware or other
storage means. The ordinary skilled artisan is able to select and practice a storage
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120 in the volatile memory (RAM) 28 of the computer 20, and similarly, an
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SOS 126 may be practicable in the present system 10. Likewise, the V-drive 116
may be accomplished by alternative means as well, such as by having or being its
own storage medium.
Activation of the master image file 100 causes the establishment of the V-
drive 116 and the secondary operating environment126, and jmts the computer 20
into a “pre-online” condition. In this condition, the computer 20 is not yet
connected to the Internet 14, but the V-drive 116 and the SOE 120 (loaded with
the SOS applications) via which the Internet 14 is to interact have been
established. The SOS 126 includes an operating system and other software
applications, such as a browser, as are selectable by one of skill in the art for
practice in the SOS 126. A visual representation of the SOS 126 in the SOE 120
is communicated via a video signal through the CPU 24 for display on the monitor
48, '
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3. o, 1R et PRl S o SRR ey s action

c onneWes theresydtant similys isolatiomef adsowsepanplication gperating under control
of the SOS 126 in the secondary operating environment 120. By having the virtual
SOS with its browser functions isolated strictly to the SOE 120, the only signal
communications between CPU 24 of the real computer (and primary operating
system) 20 and the SOS 126 are contro} signals, such as video, audio and printer
signals - which are directed to a peripheral device and not to the file structure of
the user’s computer 20. Therefore, even if the peripheral device signals did carry
malicious code, the code does not pass from the peripheral device and cannot
affect the file structure of the user’s computer 20,

As shown in Fig. 4B, in the pre-online condition, a functioning connection
(double-headed arrow) between the masterimage file application 100 and the CPU
24 is established. This results in the SOE 120 being established in memory 28
and SOS 126 being loaded/installed in the SOE 120. Additionally, this causes the

 establishment of a data storage partition (V-drive) 116 on the storage device 26,
if one is not already present fro a prior activation of the master image file 100.
However, there is not yet a functioning connection between the CPU 24 and the
Internet node 16. Once the V-drive 116 and the SOE 120 is established and the
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communicate with the Internet 14. The Internet may now be accessed via the SOS
126 within the isolation of the SOE 120.

A video representation of the SOS 126 running in the SOE 120 is displayed
on the monitor 48 as a SOS desktop video overlay 56 stacked on the primary OS
video display 54, see Fig. 5. The SOS 126 running in the SOE 120 is controlled
from the SOS video overlay 56.

Table [ is a general outline of the present inventive software’s
requirements. Table II is a detailed outline of the present inventive software’s
requirements, sufficient in combination with the other teachings and figures set
forth herein, to allow one of ordinary skill in the art to practice the present
invention. Additionally, the ordinary skilled artisan will appreciate in view of
these teachings that the order in which the requirements are set forth and their
grouping are subject to modification without departing from the scope of the
present as described and claimed herein.
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states: Installgfé Q@pen sécrhdetion to the video card
2.1.6 Open a connection to the sound card
2.1.7 Open 2 connection to the printer
2.1.8 Open a connection to the keyboard
2.1.9 Open a connection to the mouse
22  Form Network Bridge Between the POS and SOS
2.3  Set Intranet Access Permissions
24  Set Internet Access Permissions
2.5  Set File Access Permissions
2.6  Set File Sharing

“

3 Secondary Operating System (SOS) System Specifications _
3.1 Execute Secondary Operating System (SOS) Platform Application
3.2 Install SOS
3.2.1 Check Pre-Installation conditions
3.2.1.1 Check for POS compatibility
3.2.1.2 Check for processor compatibility
3.2.1.3 Check for sufficient memory (RAM)
3.2.1.4 Check for sufficient data storage (hard disk) space
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4.2.1.1 Close the Internet Interface
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1. 3.3 Abnormal Mode Operation: Error conditions
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to be included in the SOS transfer files from the SOS partitions to the POS hard drive. In
this mode, there will not be an Internet connection.

1.3.3 Abnormal Mode Operation: Error conditions causing shutdown
No capability to intercept and act upon abnormal conditions shall be provided
beyond those supplied with the selected off-the shelf software.

1.4 Shutdown
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2.1.2 Open a connection to the CPU
Depending on the SOE environment selected, the CPU must either be emulated
or a connection to the POS CPU must be made.

2.1.3 Open a connection to the external data source (Internet)
The SOS shall accept a DCHP from the Internet server or from the router.

2.1.4 Open connection to data storage device (hard drive)
A minimum of TBD available disk space shall be available for the installation and
operation of the SOE. This requirement is a function of the SOE selected and
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Addi t i%oR@$ paptitionnyeadnly madep| ocked frominitiating or
receiving Intranet activity, except to pass data to
and wélz% @peos yonmectipgty theyisien FasH0028 24 from SOS,
as | ong as Theryidesseand shall beassuipgd to bo SYGARS Fﬂ?@ﬁﬂ@f“so or 800x600.
Acces Freferpily, asiiendad (JVGA driver (forthe ¢rideq shall e caulated, Ay will be
| nt er rigpregistesthythecordimpy skilled yriseata His Seld developsyonerof erdingny akill in
| nt er rtBaardkpeys thappsherwidpsgrds ar driwers sy bE praghipabledn the presep ipvention.

and in the tenporary partltlon Al incomng data is.
rout etk 6qm“£~1€98°¢"°Pé‘gH\‘ caggk | p address and al |

out  goi nglndRreeried embed 'msat 3 “ffh"é° éf’%‘iST'F“ gD sound output
regar %rong’eﬂa"q"pwa 5 ‘S@f ol gtgé%‘ ta to the POS,
o g&y e
downl

Users g dta I‘?gﬁfgy 5’(:‘5% B‘Wem'?!}%mgt ored in the POS.

,y ccess §grall E\ ovved No wite access
shaII Jeﬁ‘ W& :

utput ‘des! e prmter shan %e lrangferred to the POS as a print job
(format TBD — could be RAW or ASCII text).

2.1.8 Open a connection to the keyboard
Standard keyboard input shall be allowed when the SOS is the active window in
the POS.

2.1.9 Open a connection to the mouse _
. Standard mouse input shall be allowed when the SOS is the active window in the
POS.

2.2 Form Network Bridge Between the POS and SOS
A network bridge is formed between the SOS and the POS, with the SOS being
assigned a default [P address.

2.3 Set Intranet Access Permissions
User has access limited to the default gateway from within the SOE. Additionally,
the POS is blocked from initiating or receiving Intranet activity, except to pass data to and



The SOS shall have the capability of exporting files
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runni rﬁ%xh&ht&\% .FiIbR ﬁlbe ghdlid'dE] m@ Qtitel uctlon
megabyk gandidudi coddTRYo (€ POR S@ﬂes%ur he shbl based on file
oper atekiaiiony o eerarﬁ.@tﬁ%eaq).méaﬁht vérGonPdfathd akth Gpk o b eem the

PCS f Gtroliit@ombfmaliBelsR6dedo e POS partliidhl mum di Sk space of
200 nmegabytes (this may be changed based on the SCS

operating system selected) shall. be available in the

SCE f Qr sdebhiapPOpahiiny BystemBUS)HysteR Speifieatiblse’

decrypt i onThe BOS iREForion@RhE soRGiky visible idt8e GeSTREIBY ek pr@ded the

copy @perhtihg systeni ®lichoWip Ye Gded todRcenIbe infetnet. IThE BSOS FeSidés!in a layer

t he PGithin\e SUHMnY @6b7d Aid itdependénP6Xat/FUS0028 25 3. 2

Instal! SOS The SOS software inmage shall be delivered

t 0 t hé.JuEsicue Secwnparg i Opeiating Sybtdni{SOS) Plktfarm Spflication

I nst al | at i Inna Qeefigned enbodihet,| the @pstatidpesystomn ailizadnia) the GDS is

of t he co@Berfiallyraviilaide asiiffthie shell) (BramylestofepeEing systerhdtbat RS been

The SGXcedfally privtcddivithalie SOS indude:hWinGewsa8(WindowpEE, Windogys XP

envi r andbinix. ( SCE) .
: The master copy of the SOS operating files shall reside on the POS. The Master
copy of the SOS shall be protected from changes when the SOS is running in Normal
Mode. A minimum disk space of 200 megabytes (this may be changed based on the SOS
operating system selected) shall be available in the POS for the SOS master copy. A
minimum disk space of 200 megabytes (this may be changed based on the SOS operating
system selected) shall be available in the SOE for the operational copy of the SOS after
decryption, :

The operational copy of the SOS shall be 2 copy of the master copy of the SOS

as it exists in the POS.
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3.2. 1. for processor conpat i b| I|ty The

| nstal '11%' 0&&&9&[&9@. o a.fﬁfor T pr ocessor
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or equial léﬁh& 02 sﬂﬁr g@g,%{i’&tﬁnﬂ\gi‘maﬁon shall be

shal | gﬂf‘g {eﬁ he error an

instal lation. 3. 2 1 3 Check for sufficient nenory

(RAM B&qimaé PPOS Byolfaflifigy™ shal | check for

sufficient &M POSTLI the §§S‘bﬁmﬁhtﬁ@§0&
installation is about 64 negabytes, or other anobunt as
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3.2.1.3 Check for sufficient memory (RAM)

The installation program shall check for sufficient RAM The minimum RAM
requirement for installation is about 64 megabytes, or other amount as is selectable by the
ordinary skilled artisan. On ERROR the tnstallation program shall notify the user of the
error and abort the installation.

3.2.1.4 Check for sufficient data storage (hard disk) space
The installation program shall check for sufficient free hard drive space. Minimum
hard drive space (TBD depending upon the SOS operating system selected). Minimum



The installation program shall check for sufficient
5%05@9,[‘& drive space. Mninmum hard drive pgpasRodcobi2s
ependi ng upon the SOS opegati ng system sel ect ed).
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partition size shall be sufficient to contain the SOS

partition, the User Save partition, and the Tenporary
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addr es gererRiitke®lidHing Gotailibh Ristd Hifd Usechitidcr & thSiBidmed dn a diak-up
t he US@nncRon Gfel softivie 1B abdeheth® Sttind Tromh tHé AdfautiMial-up networking

‘connectdyfds intHRPORODA MIBOR &8 fistalladEREHrant $hll obfyltheigerof @8error
t he de brt B BlsrakbBod €t WOr Ki ng - settings in the PCS.

On ERROR the installation programshall notify the

user of.2ihen&khand Set@aditdhort the installation. 3.2.2
Check and Set Partitions 3.2.2.1 Create SOS Tenporary

dat a sQRAJErdaR/SOS Teddpordry AatRifirdge pirioni [ € residing

on the PGS hgfsHatiheia\ie reAM@g]omblpbs h&l dfivel WheyduliRst tum on the
SOS, tlkes} @emmiparaly patitioh shellbe IAF lirgd enclpt Yo doatafthe intemal file
enough aflceatin BbRi The £1B&oiild bexciladie th hdcémmatlafe @ddRion 4l Blet. Ahis Partition
The fi kil séditked ven the 8OSB keminated HGRANBO fbplacd RitH b freshrrapy of the
files. bikil Bmpuriry pdriitivn at cablodrirt-teofdied SSed when t he SOS

is termnated. It shall be replaced with a fresh copy

of t he 3.2l 0keatSPRURF Savealata strage pattitbach start-up of

the SOS. 3.This2isa file ekt aestdels ohl/aby POSViardl&ive. Theoo flrge scalable to
parti t agmibhdage ddditienaf filésand/bayhe deipnlefexisting fike POS har d
drive. The file is scalable to acconmmodate additi onal
files 31D Copn8OSapplication fitds exi sting files. 3.2.2.3

Copy SOS apfheiinstailation prograss cdffies ther8@8\ opesating ystemofiletn the POS
copi es peitiors@3hohrad drivietaya fojdet davighatdddy themser[he rE@@llation program
part i t isesgesyn defhudt fathrand Glename fonghese filed. The usersshilidnable tb ipgdify the
t he usdefaultmath. i nstal | ati on program suggest a default
path and filenane for these files. The user shall be

abl e t 3%fctiUpgate ROS fdpsf aul t path. 3.2.2.4 Update POS
Hi |l es The permissions in the POS must be updated to facilitate SOS access and to define

user access to the Intranet, Internet, and files.

3.2.3 Set Permissions

3.2.3.1 Update program registry entries
DLLs, EXEs and software keys are entered into the POS registry and/or
initialization files.
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the Intranet, Internet, and files. 3.2.3 Set

Perm ssions 3.2.3.1 Update programregistry entries
DLLs, EXEs and software keys are entered into the POS
registry and/or initialization files. WO 2005/ 027402
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wi T aygd ds¥ey, Blantd hgihidted eboot (if
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As knO O One O or di nary SKI he art, a e

|ten1Iogo can be created to facrlrtate a user'’

i ni ti aty 08 KfapRiSho¥tads Bifohal) © the present | nvent ive

sof twar e apRl kfo@h kdPbhe of erdiary sikit iRAH 3! LheruGRINEPIREN beRFeated to
known tgeiRiiea Qbr QilinBR5Pand ki dobesd 18 tHepResedl rfwen@vemhre application.
item' | ogo can be created to facilitate a user’

regi st rﬁvqu%taeod%ment i nventive software
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t he SCQacilitate auser’s registration of the present inventive software application via the Internet.

3.3 Startup/Initialize the SOS
The SOS Startup code verifies availability of all necessary partitions.- See Section
3.22.
The SOS Master copy shall be written to the SOS Image partition. The SOS shall
be activated from the SOS Image partition.
: The User shall be logged in to the SOS. Default SOS login provided with the SOS
selected shall be used.

" The User Save partition is accessible by the SOS, and any user save setting are
imported into the SOS. A fresh, empty Temporary data partition is created upon SOS
activation.

Ifthe SOS is activated in Normal mode, an Internet connection shall be established
using the defauit web browser and email programs provided by the selected SOS.
If the SOS is activated in Safe mode, no Internet connection shall be allowed.



- The SOS Startup code verifies availability of all
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accessi 33 Oyeatd o SHapyd? 808 MntagéFe Save setting are

i nported i ntThid fRitiSRShall He delddivhe tHRSDS TE1TMRzAY It §l1 Be replaced
partiti QuithiaSresh/cBpY Tethel SO bpAaling sptdnl pantitio B eadtf statEupSFRe SOS.
is activated inNormal node, an Internet connection

shal | ba.32sAnkthieMahory (RAMY td 185 def aul t web browser

and emai | progkaibidie RAUESedBectidn. 1. 158 AR6chR feg®f mdnfory (RAM)

t he SOS férsheNOS) VAl 86lmide anithite GRRS0SN0 | nt er net
connection shall be all owed. W) 2005/ 027402 28
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Al | ocat 8.3rdeg Link SUS todeipyraiy i) Stofspe PhARI®OS) shal | be
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A new copy of the SOS shall be created fromthe Master

SCS | nags.4 20 LikkrSOS (38 .UBerdSake DadaStdikige®aidivesmt i on wi t h

Dat a St or ageA [idkas thedIsér\Saye fagtitioh $hialDbe es@HIRRAGH fe@diGrite Ghode.
the Hard Drive Partitions shall be made for use of the
SCS. 3. 3.34.31 Read:@niy@inkt SOST@POY ary Data St orage
Partition A Ineomilsngie,the BO$dutd shill temadisdetssible inGéadainyGhode.
in read-wite node. 3.3.4.2 Link SOS to User-Save

Dat a St 83&gSuspend lntraugt Abcess anid Activiphe User Save
partition sHhdd Intrinst astivitylfothe ithed thedefudoghteway)tsballbe dnwed.
3.3.4.3 Read-Only Link SOS to POCS I n nornmal npde, the
PCS dat &3$hEstablisk amBxternatRats Source(Tntarnet) Sonadrtign node.

3. 3. 5 Susperianermelmode; & ovgreetion toithd Imernét\shalibe opened, using the setting
: determined at installation. .

In safe mode, no Internet connection shall be allowed.

3.4 Run the SOS
The user is allowed to select one of two modes for operation of the SOS.

3.4.1 Safe Mode Operation
In safe mode, the user does not have access to the internet.

3.4.1.1 Master File Modification

The user shall be able to modify the SOS Master file. Allowed configuration
changes allowed would include selected wallpaper, backgrounds, color schemes, screen
savers, screen resolution and color depth. '

User-allowed modifications shall be written to the Master SOS File.
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full read-wite access.
3.4.2.6 Maximum limit of access to the POS partitions
The user is allowed to access any POS Hard Drive Partitions (files and folders) not
explicitly for the use of the SOS in read-only mode. Access permissions shall be set in the
SOS so that the POS permissions are unchanged.

4 Termination SOS Operations and Closing of SOE

4.1 Abnormal Termination of SOS and/or SOE (Error Conditions)

No additional esror processing is provided beyond that of the selected POS, SOE
and SOS. The SOS Master file and the SOS Temporary partition are always be
overwritten at start- up, so that no special processing is need from clean-up on abnormal
termination.
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PCTI U§&QQA{ 8 30 4.2 Normal Term nation SOS

Oper ati ons and d osi ng of SOE 4.2.1 Disconnect from
the | @223 @ree hitchoBORARCloited @ SUSE | Nternet is

t er m nat edRAM4ssindd td tHel SUBRIAINR rdidatedr net I nterface All
prograns used to access the Internet (browser, enail,
et C.) 42nM ISuipendine SO D&Y parttios. 2 Di sconnect fromthe
SCS parti t TrsDSBodt fle it clobdC Nudemhe thik paRition @& cvelritten at the next
t enporaivitidialf the SOBr age partition The SOS tenporary
Data Storage partition is deleted. 4.2.2.2 Disconnect
from tdi2s83 Beaere Eavmetabdectdbrotod€PPSIti ti on Any open
User Save TlielROS cannectioa tethe Intrtuiveis tisered Sancemigd apérationon,
and the User Save ‘partition is closed.

§ SOE & SOS Uninstall Component

Uninstalling the SOE & SOS, all associated programs, files, menu items, and
shortcuts that were uniquely installed for the SOS can be deleted from the primary
operating environment and POS in any of a number of manners known to one of ordinary
skill in the art.

Figs. 8A to 8G are block diag1'arﬁs-il]usuaﬁng various sections of the
software requirements set forth above in Table II.
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During a SCE 120 isolated Internet session, external

data fi| edfanyofithe dowsplaaded filgs darsecantain malisiqusgode (c.g., viruses,
| nt er weims] thojedis, erc.l) e dEty@Iviromherit EwHHEHth @Perate is within the

ex e np h?g d%jini& e SOE gz% dpdmﬁlﬁ\ L!\E ﬁLlfm G s An%gty%gta gﬁ{tmon

a-Cc accesse Ternet Sesaro
eX| st 116, Theeeforgeapsrgmplifiad;in fig, 66+ the paly Skys thap gan berpffected by
down| dededicibig coxle s limiled s thadedies imthe SOE 128) Sé, evdh if $OS files

conpu t; '

the SIE® 8""“%‘%'1?&%&‘%% ipehaihofe ks s SOS by 116
t he dBwFA Eyptgd filg enly exigsor ealwﬂy bg ereatd inor Sigm tbgaéE 120 by
(e. g. the\SIOSuBG_ SCoanﬁéﬂﬂr)](, g Ble@@she reil?;or)!puﬁall'm)t ﬁﬂ&l&’ei %f the SOE
envir t ey can operate is within e
08 158 Euﬂnlbg#&‘%ﬁ:@g’}@&aiz% or Wi thin the isolation of

the secondary data partition 116. Therefore, as

exenpl i fi Auhileth&atgve A€3criptioh contajhs mang Spdcifit, thieo siwld not be

?If If :g | ntrﬁ’%i %th' &P%h@ osqgﬁaé? OZ(%E P]n}/&ﬂloho tuf QEffer as
exemp ﬁcatlons of one or another preferred embodiment thereof. Many other
variations are possible, which would be obvious to one skilled in the art.
Accordingly, the scope of the invention should be determined by the scope of the
appended claims and their equivalents, and not just by the embodiments.

WHAT IS CLAIMED 1S
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126a & 126b becone corrupted, including the files in
the SOS data partition 116, these corrupted file only

exi st or can only be opened in or fromthe SCE 120 by LLOYDWISE

the SCS 126. Consequently, no file on the real
conmputer 20 outside of the SG 120 can becone
corrupted. Wile the above description contains many
q§g,ecifi cs, these should not be construed as

W% ati ons on the scope of the invention, but rather

PAn PHEERIN ddcemé | g?Fé%n% cOf uer Y8R bY ri%frﬁj red

enbodi nent there Many o variations are
pOSS|(bI e, abénrtral\psatessiheg me ous to one skilled in the

@ccorg n lX the scope of the invention should
be de({' rmh gi} tade TEEP® of the appended clains and

t hei r(mzqwa/mefemr? mé&gk:not just by the enbodi nents.
WHAT |'S CLAIMED IS: LLOYD WSE 32 dains 1. An

i ntrd8on %éﬂmlaéy PEEEAAGISYS®Mut er syst em conpri si ng:

Er;e?angvfe a[l | Irs?fa?cﬁ?‘ hﬂ% ngg%@tmé' @s%ngatp? VidRG2%h isolated

oper aiecbgdambsmatuhg)eranrwhhtemlfummwmmgesep@:raaé iffd@n the primary
system providing an isolated secondary operating
envi raRgrating SyA cﬁﬂ%ﬁoatii%'ﬁi‘&t@QT?WH% Ré tbe.mﬁynal computer

por soRarma ﬁé”}ea@%k?‘fé’@%{eééﬁdw SRR FifctmetPand

secondgry atpeleast n@nenvmpﬂtmmmt e(ﬂd))(chnr&ictlbaasm ooperative
I nput / out put gl /0. connection in oEer ative
commfAANgAUN R 'Wt"ﬂtha?f‘ @%Eeé'i‘%'ﬂat@é? 'C®our ce, wherein

the REASRITING YRR YRS bRstfcH Sahrba MR hSiaYs code

code contai ne In a fi ade m t he externa
dat a cmbaioed ila fRe daihmlaanimdtcﬁn teg sktemalf dath sonrds,.
wherein the external data source is a global conputer
net wor k.

2. The computer system of claim 1, wherein the external data source is a global

computer network.

3. The computer system of claim 1, wherein the external data source is at least
one external data source selected from the group consisting of: a computer
workstation, a personal-type computer, a computer dock, a local area network,

an intranet, and a wide area network.

4. The computer system of claim 1, wherein the virtual -machine operating
system comprises software for defining a virtual machine environment in
memory and a virtual drive in storage, and operational control software limiting
operative communication with the external data source to the virtual machine

environment and the virtual machine drive.
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3. The conputer systemof claim1l1l, wherein the
external data source is at |east 20 one external data

source selected fromthe group consisting of: a LLOYD WISE

conmputer workstation, a personal -type conputer, a

conmput er dock, a local area nmetwork, an intranet, and

a wi de area network. 4. The conputer system of claim
ei,n the virtual macthe op rati

, . whe tem
S frpreiad TobReRlFes opefenih G PLE P faaniifuson from an
SiinaPasRNYourBe cBﬁfHPn%)hgé‘tﬂé stepd bf:ual drive in storage,
and operational control” software limting operative
conmuii catprovidiig BAntintugirn aecdre parsersbgoowuter system of claim
virtual machine environnent and the virtual machi ne
1drlve 30 LLOYD WSE 33 5. A nethod for securing a

persqipl GARBHAG' aRYy 8kRMMAIN @atd Nédurse Oimtérf4dB agkssion, wherein
external data source conprising the steps of

ipitigtingithey externaltdaia seHrescptartacsessioan C%&%Lﬁfé|§/a?§%9éﬁ1V'ﬁua|
n‘%%?rgbé é)?erénnsgg %étér)n V\%e IélWﬁ a'ﬁgl cfé? n%étaewﬂﬁlal H@cﬂm‘% #H\ﬁr%nment

rern 1ni at1 ng externa

il aemspuUane ai vittealfdive inessrage; smdises activation of a
virtual rmachi ne operati n? system of claim1 and
¢

def i {8 a SRRRHERINGreRARNGETRY WIlhHhR: SXternal ABIA, SaEce, under
Mot @los i evlr{lha‘?t HMétHmne aggﬁﬁdéi'np) t&hl 1gphi OIESIate operative

connectivity t he exter urce un
cummunlcaobnlvhm theréxtatnahdata samuropéo #ie wguaymmrteoenwronment
solateLr(F:) rativ conmmuni cation with the, exter.nal

g the i fya fR SSENTRIHE CREIUET SYSERLHRENINtUgion from the

&8 Béféa%o&}[:éve to secure the conmputer systemfrom
Intrusio romthe external data source. 15 6. A

software application stored as executabl e inst ruct| ons

n.,a c uter .readabl e dlun1a nsta on
€ PSSR ARG Stoeie i Xttt b Etrygar®s 8 & computer
ﬂeaahbfé%bemn BAH n@é}ana@cﬂé @heéj?@d%hé!f ¢otepatey) é&ﬁﬁﬁ%lhg
(i1) executable instructions for a secondary
oper ali)i ng exesutablefinsinidtions forvan isotated epeeatingtenyironment; and

oPer 2l "0 S FHIE® ool EF 58"

aslecon%ry operatlng system
functional within the isolated operating environment on the personal computer,
wherein primary data files of the personal computer are prevented from

being accessed by malicious code from an external data source.

7. The software application of claim 6, wherein the isolated operating
environment executable instructions include primary operating system (POS)

permission code for modifying the POS permissions.

8. The software application of claim 7, wherein the secondary operating system
executable instructions include primary operating system (POS) permission

code for modifying POS external data source related access permissions.
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20 wherein primary data files of the personal conputer

are prevented from being accessed by malicious code ||oypwisE

froman external data source. 7. The software
application of claim®6, wherein the isol ated operating
envi ronnent executable instruations include primry
operating system (POS) 25 perm ssion code for

nodi fyi ng the POS perm ssions. 8. The sof re .
%pbhe sattware gpPligalion of claierdi wheredn §'&&ﬁ£ﬂf‘9' data source is at

IQQQr Bﬁé%uﬁé’éts%'%ctééef%at?g c%d‘ ! ESSSiSEHE df@'n‘é‘ﬁﬁork node, an
rimary operating system erm SSI on code f

emdnrfaj'da‘ga dﬁceﬂr&tawll/&jde\ace;our ce related access

perm ssions. 30 LLOYD WSE 34 9. The software

application of claim8, wherein the external data

FOUTRE sSftihre lpphtatRIe of Oslhine Belvber@id fHeORetbrd4ryogperating
consisting of a network node, an external data

sisteroe exendtablie | instrdetionse. inglude. primaryoPpeeating system (POS)

aBnstph g% Jor efldiod R B Tae ke PR BREAER s .

primary operating system (PCS) perm ssion code for
nodi fying POS internet related perm ssions. 11. The .
$bf Ther eotywpra epplicatiast of| elpim 7/, whereinnthenseserdamiapperating

SRTER. Bl ETLIRE B RS b oo

pEehissibA EodeSor ﬁfbﬁlfpm m@snﬂ@t_Sperarassﬁm sof t war e
appl ication of claim wherein the isolated operating

envi r onnent executable i nstructions include

Jllgglt e} E réolgﬁalfﬁloﬁh%?kblgﬁn a§3 wlﬁreﬁ?tt bN&dited operating

per at envi ronmnmen twar e

apatdreaéntosxedutabiaiinstizctionseneludetihstailativracede for checking and
operating _environment execut abI e instructions include
$‘?ﬁ§[‘§ltm%tﬁodﬁ$e€6’(ﬂ’@r?tﬁlg eHERMRMand  setting the

i sol ated operating environnment, wherein the

installation code checks 20 for a current

it BstThd aoiftoware oapilidation obf tdiains of2, warheraippthiec asdlated operating

14. Th f | f cl 1 wh ' he .
L e soTuar g ang Sl o cl AU ISP DS o
?ﬁl‘ghgﬁé iiated @dﬁ‘??gﬁ %ﬁ§|?6rYrHéHt eréf‘élﬁfthéhﬁﬁbllé‘t@orf &b6de checks

urrent 1 nst on condition of the software
tvd curagntanstallation condition of the software application.

14. The software application of claim 13, wherein the installation code copies
any files from the software application as are necessary in view of checking for

the current installation condition of the software application.

15. The software application of claim 13, wherein the installation code
establishes short-cuts as are necessary in view of checking for the current

installation condition of the software application.

16. The software application of claim 6, wherein the isolated operating
environment executable instructions include code checking and setting the

isolated operating environment start up requirements.
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25 15. The software application of claim13, wherein

the install ation code establishes short-cuts as are LLOYD WISE

necessary in view of checking for the current
installation condition of the software application. 30
16. The software applicationzef claim®6, wherein the
i sol ated operating environnent executable
i nstructions include code checking and setting the
i sol ated operating environment start up requirenents.
; f e i ' 0 i i
fe, T uRer ariaith ShPIGTRL I KU E 1B RIS Ao DooRtel Mperating
anviroament estant up mequitemientseshdede” "fogshressS ecbritiar gecondary

Fsratng SnvEmImen G50 ke allocafipn S YAl Mgty to the SOE,
AoRLAGE df Ydth&stSidge REMe S ReEA®D QNINY PorlditROrPbf B Yrimary

oper ati ng syst em.part Itions anql connect ons, st at €. Qf
dperatime isyatenn \paritiorREand comnectiongli stats obfintigret aetvilys READ

QPR ibfedy T S RRECbreB mvSEm PRRiene

operating o0 environnent executable instructions
i ncl ude code checking and setting the |jsolated

theraei ngftwiare r apphsalion uat i ¢laim uivrhareinr she 1isolatpd operating
GBI PR AR aPLeGh TR 0T EhetRB 384 3dtho e

isdlawdieparatihg asivirbwment rurtibte sequiieniéhts The sof t war e
application of claim18, wherein the isol ated
operating environnment runtine requirenents are set to

owt de St i t i S. ,
R el tpdicafith, (oSl 38, crelf 3852 (Mo operating
@pplonesdritoontirherbquineBentshareaiet td brovid®htileadt tweruat moges.

. envi ronnent executable instructions include code

checki ng and setting the isolated operating

SHV ihan gBﬂ\tNag{i éc;?;gnlacrgnﬂ%ﬁ eHE Riatm 48; Wﬁ@r&?fﬁ\é’a‘iﬁlateg_ operating

applicatron wherein the Isolated operating .
&virmvherd munatimeereeireaisdnts ians tsetita ipooddé rat lleakd & owre mode with

checking and setting the ..solated operating
BRG A camcAit @ik el SRSt &55P: o ng:

21. The software application of claim 6, wherein the isolated operating
environment executable instructions include code checking and setting the

isolated operating environment exit requirements.

22. The software application of claim 6, wherein the isolated operating
environment executable instructions include code checking and setting the
isolated operating environment exit requirements comprising:

(1) disconnecting a secondary operating environment ( SOE) from an
inet,

(ii) closing a node interface,

(iii)  freeing an SOE volatile memory allocation,

(iv)  flushing atemporary data storage allocation,

(v) disconnecting from any SOE files and partitions,
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(i) disconnecting a secondary operating environnment (

SOE) froman inet, (ii) closing a node interface, 30

(iiti) freeing an SCE volatile nenory all ocation, LLOYD WISE
(iv) flushing a tenporary data storage allocation,

(v) disconnecting fromany SQ files and partitions,

LLOYD WSE 36 (vi) refreshing SOE boot file, and

(vii) restoring an_intranet connection. 23. The

sof t vile d§fes @Ql%QEot?OQSI'!ﬁ @d, wherein the isolated
oper g [HIBIN St e instructions
i nclu le')ncor ét&ﬁ‘\glcil ng a%aeessettlt%g the isol ated
operating environment requirenents. 24. The software

pI'cat| n of ¢ m,.6 he i sol ated o ratln
250 b sovag cCrRish; R oiaEt ; Sng eI dBe o BREAEY' 8ferating
éﬁ\ﬁ@ﬁ'nﬁkgwtaéﬁecﬁﬁé&lbnmsw&@noh@ ihdadat esieorpeskingdand setting the
envi ronment requirenents, including: (i) allocating
mnkata;bnner@ﬁlhlg?rlwoame@@T@UIW%Sat| le nenory for a
secondary operating environnent (SOE), (ii) allocating

and connecting to a data storage space, providing a

ZHONTRR iseftwiaPe Aappidatioh Bf 0@133\5" 69 whereinofthe hisolated operatlng

personal conputer, 15 (iii) connecting to an externa
@a\(l@r@aﬁmche@a@ble( ms)trulgpgm dnﬁgdg %Q@pbﬁgt angd settlng the

¥bRTRLBRRf Pl SRR s PREIED ©

provi@ ng allguatingcandcohneeting Itcmtaereg)ibntdfevcﬂamBumemory for a
(vii) providing a connection to a nouse and a keyboard
ggcangary Qge@éiﬁﬁlﬁrwrronme@t@@ﬁ)) form ng a network

or i dgg betzs\?o%%t.@ Catd ORABENN B fwa@fs@ﬁg&egar e, [fBiding

the op era stem o
c@mwtlen to a%entﬁnl pe@nﬂs.lstn,g mmt dmuefpmsmaltoempmgr a
per sonal uter frommalici ous code 25 derived from

an ex@'@rna?o dingdn AneeXieing fefasPUrhe "ofeps of :

(iv)  providing a connection to a video card of the computer,

(v) providing a connection to a sound card of the computer,

(vi)  providing a connection to a printer of the computer,

(vi) providing a connection to a mouse and a keyboard of the
computer, and

(viii) forming a network bridge between the secondary operating

system of the SOE and the primary operating system of the personal computer.

25. A security method for protecting a personal computer from malicious code
derived from an external data source comprising the steps of:

(i) loading a software application installable on the personal
computer, wherein the software application protects the personal computer's
primary data files from being accessed by malicious code from the external
data source;

(ii) installing the software application on the personal computer, the
installed application defining an isolated operating environment including a

secondary operating system, the secondary operating system functioning in



(i) loading a software application installable on the

personal conputer, wherein the software application

protects the personal conputer's primary data files LLOYD WISE
from bei ng accessed by malicious code fromthe

external data source; 30 (ii)7installing the software

application on the personal conputer, the installed

appl i cation, de n.isol ated operating environgent
ARG, n Gl Srtel hEra Pl PorBne petemcon i personal
ea@patdrn tarkl Th8 MnstIRdi @pplication defNiHg\psmary 7operating system
conjunction with and separate froma prinary’ operating

§9§F'§ﬁh°@nCQdfé3 e ligdna¢cessdepatnade egithadtiable rtet 4h¢ exkternal data

SHRRECE! L L0, A5 R BBER BRIt pasegoncar

bpetdtiagesystemal data source to the isolated oper ating

envi rgnnent under control of the secondary
oper aflihg ¥jtatiag a(l.ewrrﬁah.d@t%tsphgceamt@s(a@ ﬁas&aat\aa the node
Ha° t

PRHITE o TealeRt BRIy Balirchrhol, NARE AIBLAMH o' JBiatile memory
space ahd a“rtmnptyrarys riatzestmmbaspawm thiey sdedradany @pagating system
gﬁﬁcedto t he fs condar oR(grati ng system for the

Be dyratign eiHaesessioBnandng 10 (iv) establ i shing
connegyy Vi b¥ta\M|§l'ﬂnbh€orﬁ'@c‘ﬁ(/W|W|gﬁttﬁeS&Héﬁ%l Vda'?}atl?&lrce via the
node under control “of the secondary operating syst
node slmthirecmimlaoﬁ e sesondaiyc aperting systee t@nselatealoperatwe
data sour.ce to.

STTERER gt e edhel S5 a0urch Gnthar oY operating
eRdroritREhtY 8Ad droRBtihG ehepbrIonal caiAbate? s fralicious code derived

from the external data source.



