; 789: e3enf f g4i A*j . dnbmin2 7 MAY 2003 METHOD AND APPARATUS FOR THE DYNAM C

FI LTERI NG AND ROUTI NG OF EVENTS Field O The Invention The present
invention relates to the field of event nanagenent systens, in 5 parl?&UW&W3
to dynamc filtering and routing of events within the event managenent
system Background Information |Information technology (I T) has evol ved
from mai nfranme-only conputing to conplex, highly distributed conputer
systens spanni ng across desktops and 10 departnents through networks. These
di stributed conputing environnments provide benefits, including the
flexibility to select any nunber of platforns, domains, tools, and network
configurations. The distributed environnents, however, may be conpl ex.

Further, there nmay exi st ﬁl&%ﬁﬁ C Jf éil‘th;ﬁﬂEi nt egrati on between
software tools and pl g E i i nt products
(e.g., Platinum DBVI'si 12 %%ggg%gg ﬂﬁ@ﬂ@*gﬂigﬁﬁgd toa specific

function or area of expertise such as a solution for database nonitoring

......

and managenent, job scheduling, or managi ng database reorgani zati ons. Each

poi nt product provides a specific capability and each al i a

di stinct ingerf ..On the other hand, utilizing frame mmwmum“mmwaﬁy

provi des anrélﬁg-&}ﬁm ution, although tool functionaltty IS
significantly sacrificed. 20 - Further, maintaining the curréfhf“enterprise
envi ronment ut i 108 PrrgeTEinveBtondglates i the figid of gvenkspendesmigntaystams, in 7 vay 1003
poi nt products or framework technol gy involves a | arge anount of resources
and rondy fRastisular taxbygamicAlicring and reuting of eyents within{hegyeptananagemest an

integrated systemfor providing tools that utilize a conpatible interface

e e 110 and ra v o events” " AT
Background Information *G00002*

Information technology (IT) has evolved from mainframe-only computing to

complex, highly distributed computer systems spanning across desktops and

10  departments through networks. These distributed computing environments provide
benefits, including the flexibility to select any number of platforms, domains, tools,
and network configurations. The distributed environments, however, may be complex.
Further, there may exist a lack of compatibility and integration between software tools
and platforms. For example, conventional point Qroducts (e.g., Platinum DBVision

15  product) are generally directed to a specific function or area of expertise such as a
solution for database monitoring and management, job scheduling, or managing
database reorganizations. Each point product provides a specific capability and each
also includes a distinct interface. On the other hand, utilizing framework technology
provides an integrated solution, although tool functionality is significantly sacrificed.

20 * Further, maintaining the current enterprise environment utilizing either conventional
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5 wthout significantly sacrificing tool functionality. _ Summary O The

I nvention An object of the present invention is providing an integrated
system for routing events occurring in point products through a comiohMAY 2003
event managenent system Another object of the present invention is the
dynamic filtering of events across 10 nodes of an enterprise. An aspect of
the present invention provides a nethod for routing a subscription request
defined by an event filter. The nethod parses the event filter into an

eval uation tree having at |east one subexpression, |ocates the at |east one
subexpr essiPeint preducieerdramenosk feghnolpgy volves a darggananahebdpiosecst 8 i ncl udes a
node specific 15 field. If the at |east one subexpression includes a node
speci fi ¢ fimsindy fromdT peganizdtienisso creates a |ist of nodes and event nmanager
contact information, and transmts the subscription request to at |east one
event nmanager | Acenrdidglyna veed oiststibraan intsgriated bysthanifoo nraviding togls thet nodes.
Brief Description O The Drawings 20 FIG 1 shows an exenpl ary enbodi nent
of an ent englizeseconfpatible ingeréme dyndnniv emt dllow filtecingdiduguangdfievents t y of nodes.
FIG 2 shows an exenpl ary enbodi nent of a suite of integrated point
product § ofwithhet signéfioantly saoxfeihg ool fun@tidnhlvig] 320478.1 .2 7 MAY 2003

Summary Of The Invention

An object of the present invention is providing an integrated system for routing
events occurring in point products through a common event management system.

Another object of the present invention is the dynamic filtering of events across

10  nodes of an enterprise.

An aspect of the present invention provides a method for routing a subscription
request defined by an event filter. The method parses the event filter into an
evaluation tree having at least one subexpression, locates the at least one
subexpression and determines if the at least one subexpression includes a node specific

15 field. If the at least one subexpression includes a node specific field, the method also
creates a list of nodes and event manager contact information, and transmits the
subscription request to at least one event manager located on a node that is included on
the list of nodes.

Brief Description Of The Drawings

20  FIG. 1 shows an exemplary embodiment of an enterprise of the present invention
including a plurality of nodes.

FIG. 2 shows an exemplary embodiment of a suite of integrated point products of the

present invention.
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FIG 3 shows an exenpl ary enbodi nent of a bl ock di agram of an event
managenent system of the present invention. FIG 4 shows an exenplary
enbodi nent of event information communi cated between a plurality of InbMA%7003
of the event nmanagenent system of the present invention. 5 FIG S shows an
exenpl ary enbodi nent of a flow diagram of a routing process according to
the present invention. FIG 6 shows an exenplary enbodi nent of a flow

di agram of a routing process according to the present invention. FIG 7
shows an exenpl ary enbodi ment of a bl ock diagram of a data exchange system
10 of the PFHaSehows avenstipbwmy ermeaditnens ¢f Dbloek flipgiamri 7n eveny managsmenige ment
system of the present invention nmanages an enterprise (e.g., a conputer

net wor k susysteasofithd presdnt swverdionet wor k (LAIC or wi de area network (WAIF),
correlates event information occurring in the enterprise, and takes
correcti ve Fih 4stdwomsexsapatdy enbqlirects béevenniatbrmetsporosenypadatedibesveelThe event
managenent systemreceives, for exanple, event nessages from conpatible

poi nt pr oddelusality dbfrioded dfehedierr pidagemenfsyssdnovfithe prefdnGinvdntionhe ent erpri se
100 may include a plurality of nodes 110, 120, 130 which may, for exanple,
be conngct G.Byshaw e sRidpld i erbb&iem of a Aowaikgrdns of 4 Putigx@OPdse, a physi cal
box such as a personal conputer, server, etc. that runs 20 an operating
system | na@RrdxCihayryseaiBaegitioent of the present invention, a node may be
a personal conputer having a conpatible point product installed onit. In

an exenpl apyG.ednewt feSlenlary BRLGIBSRBE 2 NBW I BN of 4 ALY HBEesiBNAgENMENt
system 140 nanages events on the nodes 110, 120, 130 where the events are
gener at ed, 353rding to the present invention.

FIG. 7 shows an exemplary embodiment of a block diagram of a data exchange system

10  of the present invention.

Detailed Description

The event management system of the present invention manages an enterprise
(e.g., a computer network such as a local area network (LAN) or wide area network
(WAN)), correlates event information occurring in the enterprise, and takes corrective
15  actions based on predetermined response policies. The event management system
receives, for example, event messages from compatible point products within the
enterprise. As shown in FIG. 1, the enterprise 100 may include a plurality of nodes
110, 120, 130 which may, for example, be connected by a network (not shown). A
node is, for example, a physical box such as a personal computer, server, etc. that runs
20  anoperating system. In an exemplary embodiment of the present invention, a node
may be a personal computer having a compatible point product installed on it. In an
exemplary embodiment of the present invention, the event management system 140

manages events on the nodes 110, 120, 130 where the events are generated,

-3.
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[ NYC] 320478.1 2 7 MAY 2003 minim zing the novenent of data on the
networ k and keeping actions such as eval uation, reporting and autonated
correction of data close to the source. In an exenplary enbodi ment P MAE(0)
present invention as shown in FIG 2, the event managenent system 270 may
be included in a suite 200 of integrated tools S including conpatible point
- products used to, for exanple, nanage applications, databases, desktops,
networ ks, and systens. The tools 230, 240, 2SO0, 260 nay use-a set of common
services 210 to share data relating to events. A director 220 is, for
exanmpl e, a MiREREEE ﬂ@mmegtroaﬂhﬁa@a?hwwork avdkeening agans ushi@ini ng in a
conventional server conputer for conpatible point products 230, 240, 250,
260. | n an esxlugivnareportiog anthadimaser copectigneof gpta skose tojthe eawrdeon, the director
220 runs under Wndows NT and W ndows 95, and operates as a single console
t hat al | ows usellsart exempbwy embbdimens ofithe pvdasert irviehtianeas shoveew RlGcl.ukl ng
conpati bl e point products 230, 240, 2SO0, 260 in the enterprise. The primary
manageabl e ewentimanhgemehosystei 250 miyibeiizehdichyn 4 histe@0@ nf integraéagdodnt 15 system
of the present invention is a structured nessage called an event. An event
r epr esefit s incliidingiednipatibla point predues ssed tu, forcamhploananagemplichpngr to a
resource in the enterprise. Events are sent and received by conpatible

poi nt pr odulatabasas) deskvdis) netdiRg @hd systenish Thewe t230p24a0230e 60 mypiem Events
are, for exanple, the basic building blocks of real-tine information
processi ng seis@ointhoiBEREEs 11080 Sire s ieking 2eveMB NIASdifdetot DB ik ¥er f undanent al
el enrent of publishable, sharable information and the format in which the

events shoukginpie, Ikart adoRftbregiehtidafilePinkdrR@e (GUNB ninlngGh Wcenvehtichal event
i ncl udes, for exanple, predefined fields for the fundanmental information

necessary fefveAdtnpRwe ir cbﬂgﬁﬂﬁ’e me?rMueQ%@mb,rm, 3402118 8n Exdddpldrpt 0 two
categories: -4 [NYC] 3204738.1 2 MAY 2003 identifying fields and

non-i dggt i feriyddinlenfbdfie pretRbink EntioRGnd Hilcttt 286 Runk Lfd Wiklids WRkeD toget her
forma uni que key for t%e event, distinguishing it from another event.

Noni dent i Yiilokk 9 45 B bl &l oneldBhsciEhPillhs 09Rlo idl Bid kD about an

event but do not participate in the key of the event. The event nanagenent
system of 16, Of fRes PiclidiEtohBRitd haMErbdIRD46Ma0SId0lSE04hed O be ext ended
by a user by dyna%%cafﬁlf aﬁ%i nggguey éaﬁer pa%srs ’ang’thﬁs, uﬁ?quel y defi ni ng
the respectue gvent structure. Accordingly, the addition of key value
pairs to an event structure enables a point product to publish the

uni quet y- def i nedy gk hake LIS Sl th otai8y floBR blded Decause

it would not have been-uniq I ne e predetermned Tields 10 of

the evant. s?@e@é?[ﬂ%'p@ésé(nt‘?mﬂﬂ&{*ﬁ Q5er B RVEDE cafibd UELWRE APGRRAI NG Lo an

enbodi nent

represents information about some significant occurrence by or to a resource in the
enterprise. Events are sent and received by compatible point products and event
managers in the event management system. Events are, for example, the basic
building blocks of real-time information processing used to manage the enterprise.

20  Events define the fundamental element of publishable, sharable information and the
format in which the events should be maintained and transmitted. The structure of an
event includes, for example, predefined fields for the fundamental information

necessary for any event record. The predetermined fields fall into two categories:

-4-
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25 30 of the present invention is defined below, for exanple, in the C

| anguage. typedef struct PT EVENTIi ntVersion;|l* Event structure version *|PT
CHART* Node; | * Node of event *| PT_CHAR T*Cl ass;|* Event class 7 7 MAY 2003
*I PT_CHAR T*I nstance; | * Originating product instance *| PT_CHAR T*Nane; | *
Event nanme *| PT_CHAR T*Time;|* Event tine (yyyymudd hh24ni ss)

*| PT_CHAR T*CondTi ne; | * Condition time (yyyynrdd hh24mi ss) */ PT CHAR

T* Agerit Node; / * Node where detecting agent is running*/PT_CHAR T*Evngr Node;
/* Node where responsible event ngrruns */PT EVENT TYPE _Type;/* Event type

(EV DI SCRETcEntlfy)ng_ﬂ‘ddQ'EmREﬁPid}'ﬂfHﬁng fieles plent®ing fieRBapofidds thypakea ET~RE
S| LENCE _*/ PT_CHAR T*RespPolicy;|* Response Policy*/PT CHAR T

*Descr; g@m&r folth lacaﬂlqbe kéy thNKCkveR QishiBglishing@it FroMA¥oR@O&eht. Dbnl5 20 25 30
35 PT_ CHAR *Descrld; | * Message string key for MsgPut*/PT CHAR
identifying fields are fields that add additional information about an event but do not
participate in the key of the event. The event management system of the present
5 invention allows the event structure to be extended by a user by dynamically adding
key value pairs and thus, uniquely defining the respective event structure.
Accordingly, the addition of key value pairs to an event structure enables a point
product to publish the uniquely-defined event that otherwise would not have been
published because it would not have been uniquely defined by the predetermined fields
10  ofthe event.
An exemplary embodiment of an event structure according to an embodiment

of the present invention is defined below, for example, in the C language.

typedef struct _PT _EVENT

{
15 int Version; /* Event structure version */
PT CHAR' T *Node, /* Node of event */
PT CHAR_ T *Class; /* Event class */
PT CHAR T *Instance; /¥ Originating product instance */
PT CHAR_T *Name; /* Event name */
20 PT CHART *Time; /* Event time (yyyymmdd hh24miss) */
PT CHAR' T *CondTime; /* Condition time (yyyymmdd hh24miss)
*/
PT CHAR T *AgentNode; /* Node where detecting agent is running
*/
25 PT_CHAR T *EvmgrNode; /* Node where responsible event mgr
runs */
PT_EVENT TYPE Type; /* Event type (EV_DISCRETE..))
*/
PT _RESP TYPE Response; /* Response type (EVRE_SILENCE...)
30 */
PT CHAR T *RespPolicy; /* Response Policy
*/
PT CHAR T *Descr; /* Description
*/

-5-
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_T*DescrFields;I* Field list for substitution in nessage*/doubl evVal ue; | *
Value (for conditionlalarmevents)*/intLevel;l* Alarmlevel (for type=EY
ALARM SET) *| PT_CHAR.T *IntKeys;|* Application specific internal 27 MAY 200
keys*/i nt NunKey; | * Nunber of keylvalue pairs follow ng*/PT_CHAR- T**Keys; | *
Array of other key (attribute) names*/PT_CHAR T**Val ues;|* Array of other
key(attribute) val ues*/BOOLArchived;|* Bool ean flag, TRUE if event
archived*/ PT_CHAR T*1d;|* Unique event id *I PT_CHAR T*Condl d;|* Condition
id *lintRepeat Count;|* Count of duplicate events of this typeused for storm

suppr essi oz | Count; | * He mes : i W s P

*| PT_CI%AR_%*ZJ‘GW%EM 1 * G Cg) %sceltg'*/ i n/f) %%%%%gi%e)}-ﬁr% I létan flag,
Response agt.i Lnprogress*/ BOALSILenced; 4* ; .

si | enced*/ %%:—_%)ﬁ_rﬁ* Pr oduct Nagrré]‘;mf *le%’oﬂuéfld?fg%'e%@“yﬁ% 't ?!e?l%g}

product ¥/ PT T*1 nstanceType, |* Typ i.astance in

| nst ance*/ VBl *|pcal Param | * %%f% to aﬁf‘ﬁ}ﬂfgfégfcg’@gg{ag{rgaevgrg{)a with event
*/ PT_CHAR.T *AuthString; /* Piacehol de Afor aullzaori zation string, some

f orm of e\é% tA’fﬁ%t(;{E:@Sig‘ at uF®e%) 40 PTAEEREF V9T9RF~ 1 Trouble ticket id
*[ PT_CHARZT= ; I'* Trouble ticket, status *| PT EVENT; The

i dent i f%i nd’ f—pf stof the exe%f)gfr" ' eve/EtA ?’éatf?gdée,c’ffp}é f"agg%’ﬂuct,

i nst ané®, type, /condition time if the t iis ngt discrete, event tine if
the type i 4" 6 [NYC] 320478. 1MVumfes VY Blerber Y eue Pags follog, al ue pairs
i ncl udi ng the cdntents of the keys field array and values field array (with
the field, RlofHdRafpl e Nunkey&K9¥rcl udi/hd" 2 ROABeT*ey (lird4te) ig"ehe nunber of
key value pairs¥in their respective field arrays). Al of the other

predef Lthed RI_EHAR_&r e non-i defitialydsng /" diremy of Ther kew@tikisuipesalusé cat egori zed
into a plurality of types including, for exanple, discrete events,

condi tions B@L al arms. Di scr etlechévgdnt s /ABeclegrefiags TREECheviemdirehivad t hat

sonet hing occurt/ed at a particular tinme and are conpletely self contained.
The occurr dHCE€HAR Ta di scret e*8vent has*ndnigeegventadd does not dét updat ed.
A faildd | YoLHAR Enpt, for ex@oplld, nelf Conditlow idhe generation "f a

di screte evemt. Conditions ar 8epearGustit/s Chet of dudlicse evertef Bistire of

sonet hi ng wedifori storpeugpressémt  over a pert/od of time and nay have attri butes
that are updated. The events dlegCoured bf HerprrodescRetar(tionded..by*4 hat
product. GaMeICHARyT only the resi&fen o*pGMMtOfenduct can update or clear
the co@fliti on e¥ents generated at the point product. The contents of

di screte anat conditi on event s AcemTakant/*r Balleanffagy Resporsa activaud t he

ent er pri septdgeks*¢annot be changed wi t hout 15 changing the occurrence that
causes the my@nt. An al arm i sSilénzed;exanml Boodan iflag,eXipmesikheedn of ot her
events based on*/a user configurable policy. Accordingly, the user could

cl ear a0 alrRF WFRMR_@&nyti me W t KPrddutdamky V' NBrotilae nemadf subantiigwodeaused it .
Simlarly, the 1 arm can persist beyond the clearing of an event upon which
the al arm BT &I 20 As shoWsiancdhge, 3, Tipa of wewpdeaan ynseimbodi nent of an
event managenent/ system 300 of the present invention includes an event
manager 310wikvent archive 328ocgPanim Cor Hediaballod®al al arm rul e store 340,
and a npgsponse engi ne 350. In an exenpl ary ewhetisRiata with bes: present
invention, an event manager 310, event s chive 320, event (NYC] 320478.1
2 7 MAY 20G8r eprarelmat or 330, 3pdih@trims PON SBaRAdii & gordthodiz&ionatngded on al |

nodes of the enterprise and thgn@ldmBrevent csliH Signditei S i ncl uded on a
central node allow ng events to be stored ang managed | ocally.

40 PT_CHAR_T *TTId; /* Trouble ticket id */
PT CHAR T *TTStatus; /* Trouble ticket status */
} _PT-EVENT:;

The identifying fields of the exemplary event are node, name, product,

instance, type, condition_time if the type is not discrete, event time if the type is

-6-
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In an exenpl ary enbodi rent of the present invention, an event managenent S
system may, for exanple, receive event nessages from point products; for
exanpl e, throughout an enterprise. Events are managed on a node of % RMAY 2003
enterprise where the events are received by an event manager 310 | ocated on
t he respective node. The event manager 310 may, for exanple, receive all
events, maintain the states of previously sent events, naintain a |list of
subscriptions, and route events to the 10 appropriate subscribers. In an
exenpl ary -enbodi rent of the present invention, the events and their state
and the | gikcreik, Silkes&alupbhityificindiyg e cohtontedf thokaysfield Ayahdwaludsn Fi g. 4,
the event manager 402 of node a 401 and the event nanager 411 of node b 410

al so recei yedamgptwiththefiem] fopekatdpPMiahE e RY Bbludidghmamdéidndiddihgalic node b 410.
The event manager 411 of node b 410 al so provides events to the 15 event

corr el at or ndhlitr 8NkdyRMRicaird A&V REIeciR RIS A AL Al §0hé 6GEY prefefigyent
informati on from poi nt product 415, where events are actually occurring.

Event nmanaggns 498on-fiibdtiffRigHeasn. for exanple, the events and their
associ ated state and a 'St of subscriptions. Each event manager may have a

| ocal mpnory dapd SLAL fray BL ARKDAOL LRSI A BEU L AYE ARt O ed. The

bl ackboard may kept persistent 2 'l e ed storage, Pof recovery

mmnager) | TRACS T kP SRR RICN sy Thocht PEASR MRS R Elyd B Ve
cvent - managa Rt B B B R B B e B T erory.

a1 the. eveRreeRER U0 elengha b b 385 X o BUEL A Rl B "LV o
an exenpl PO AR BEY FRGR e daHTCRUCATOR SHE CUBICTdRagonent
Yt o oPv i Rt G PEeorE RS b si8 BSCARRI B e Sdhe cyent

managenent systemaqf th resent .ipyention is ructured to ry or
express ouf"@yg?lvcﬁ arthI"i‘tFﬁ 'g‘?%ﬁ “l?‘ﬁte& %5?@8’?5 d@(“/lé?‘fai’yﬂyr"g]r“f’ttaé‘? ?‘ﬁ‘geg't er than
node t hrough event subscription. Event subscription allo t he

speci fi cat Higtprafoct - Senerally. Tty fitacErvERPE! BPdidh gar yhdpig o Wa&tﬂ% event .
Determ ning the events of interesf to a particular 10 process can be

anal ogi zedondgiongyehe@erated ah e Pringriedeeit Apasntatial diseisierand SGIHRNIY recor ds
matching criteria on various fields of the record. The request of the
present i nf&RisirReEnt ediaformaion abops thecanteprisg thph sanngiRerchangsd sithput ¢ i s not
solely a request for data already in existence, but an ongoing request for

a col | &2t i ghpngine theaseurenpe thateppess fha even. dclamgs. fesgxample @ \\hen a

subscription is nmade for an event such as, for exanple, an event
interpretation of other events based on a user configurable policy. Accordingly, the

user could clear an alarm at anytime without resolving the condition that caused it.
Similarly, the alarm can persist beyond the clearing of an event upon which the alarm
is based.

20 As shown in FIG. 3, an exemplary embodiment of an event management
system 300 of the present invention includes an event manager 310, event archive 320,
event correlator 330, alarm rule store 340, and a response engine 350. In an exemplary

embodiment of the present invention, an event manager 310, event archive 320, event

-7-
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occurring at a point product 415, a subscription request is sent to event
manager 411 on node b 410. The event manager 411 receives the request and
adds this request to its list of outstanding requests which nmay be gtyomgd)n
for exanple, in menory. The event manager 411 checks outstandi ng events
previously stored, for exanple, in a 20 blackboard, to see if it matches
the request criteria. Each matching event is forwarded, e.g., published, to
the requestor, e.g., the subscriber' of the event. Any new events which are
received and match the subscription criteria are also forwarded. This may
conti nue unbirtlatoh?30 atvbz respinsoengie 358nrahduded-08 afl Ny@ls o3 #@478mEise 2 7 MAY
Z003 I n an exenplary enbodi nent of the present invention, a subscription is
assi gned a andilguirhbulelne 340 is incfudededa cehirel nodeé glirovihewnt tabelgdbmdr oup from
whi ch this request came, uniquely defines the subscription. A subscription
i s cancel ednd hanaged dovplle, by calling an APl with a returned request handl e
fromthe original 5 subscription. This results in sending a cancel nessage

to the event nmanageéxeiiptaby édiodiB&ROE the peeséi tiesition] &) evEhEm@idgsthentBnager can
then match the cancel request to the original subscription and renove it

froma groGosshRtydeet@nle, kdeeive ¥t m@fﬁagﬁ%m@mpwm&ﬁopmmpﬁ;ed on a
node are received by t he event manager of the node. The event nanager al so

receives an&o@om & Dferfide. EOGHERE $afsgtll oY nBILSARSGRerpiRWHetethd 0 node and
ot her nodes. Upon receipt of an event, the event nanager al so assigns an

event ID. THEEHERcNBNBIRS Wil REdH-OCA 0ildcatel Bn BEGRIpebtivePoONElet | ON and i f

so, the event manager checks, for exanple, a blackboard to determne if the

cvemt oLy Ag B 16 B T Wbl b5 BB AT [, 255 gned
orL ot 19 OGNS T ke MRa PR e vert Lo
1,20 o LIGLASR, 34 G5 SUGT ol R BRI 2 1 2
e 1L b B B B AR B B e et

cvent Tena0er 2l e by AR PRRS BRSO BRSPS (o

event other tha tches the
request, the eve n r..forwards the event .to.the reqguestor, In the case
of qan updatr%an?%ergtl l:gﬁ‘bqad??’o‘ﬂ% a[SP rqesive ﬁ%e“ém\i ation fﬁ?)ragtfeee g"ﬁﬁﬁfrella@r mat ched

agai nst -10 Cl, 320478, 1 2 7 NAY, 2003 e . request. Accordingly, it is
o otial e 0L deraD! e cvspbmintiar a0 ot S Al GRS s Seiniedfs) . Event
filters describe iden%tﬁyhggﬁgr% eria for th% events. of interest and all ow
speci f iCat | SHLEPTIAPT B0 - oPC RERLRATASE L RSP Ty e h e Bheci fi ed for each

of the . . . .
information from point product 415, where events are actually occurring. Event

manager 402, 411 maintain, for example, the events and their associated state and a list
of subscriptions. Each event manager may have a local memory data store,
blackboard, where statefull events are stored. The blackboard may be kept persistent
20  in afile based storage, for recovery of the information across generations (process
invocation of the event manager). The clients subscribing to events are responsible for
reestablishing the respective subscriptions across new invocations of the event

manager. Accordingly, the subscriptions may be maintained in memory. The local
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5 fields of an event including key value pairs of the extended event
structure An event filter is, for exanple, a Bool ean expressi on nade up of
subexpressions that conpare a field of an event with a user specifi &y MAY 200
value. Event filters are, for exanple, simlar to the "WHERE" cl ause in
Structured Query Language (SQ.). The fundanental subexpression of an event
filter is, for exanple, a phrase conparing a field of an event 10 with a
val ue, e.g., node=ptisun20. The subexpressi on node=pti sun20 nmeans that the
node field of the event nust exactly match the string "ptisun20". Any of

the fields QénthREiveVLRAinfided Eriall@hEdioni Cecdvdibpthe thént ARbfef.i Bled i s used in
the exanple, wth the exception of the keys field array and values field

array whi chyif b RnRnReehndr MRt invedlio® X8 Rh P cortdat®BRnRffrdniie key val ue
pai rs added was: 15 key value FileSystem/usr, an exact match filter for

this key vahy lpﬂé)cfefs.v\ﬂl"gndexgﬂ iﬁﬁyéxﬁtﬁ)ldfiné:n't Bﬁﬁé’gxfegéﬁ‘tt)ﬁlvex{t%f the evddf t her, testing

for the existence of a key th any value co e done by testing that it

not match ' i Lol event
filters mal)a}Tl %gééé?e\é?égé{fn@ogp%scﬁggé@)&%tgédrn?ﬁgﬁ%gu ﬂﬂ%gmg?%?rgggpf or exanpl e,
in a confi ation fil h. fl.at ile, in a database, in nenory,
as C so§r cgﬁg@%ﬁe&(l %;'%W?/C%ggo& eg%agﬁo%sﬁmgé %@%8%‘?%} , etc.”Filtering is also
avai l abl e on the,val ues of key value.pairs_of [ earlier
exanpl e, there ?/%cggga%aéﬁmm}éisysgg}gf et revs\nergﬁnvglﬁtloe?S%OC| autrég%tovqgf‘ye}’?t hat is
-11 [NYQ 320478. 1| 2 7 ~fAY 2003 the nape of .a i fi ile system The
desired eveRPSSSTRFAnG “E)tgreft%%W%?pege’rblﬁgf&?tﬁn? ?tﬁgﬁ.@% °§Fn{‘“? i nst ance
fusr. The filter, nmechanismfor correspondi ng val ues of. a. key specifies the
oy and & o e SHRICTRL F Pl g psr ghon DU Ble v Sttt eiadBing b Gi st  ngui <h
keys from ot her fi@l ds, of the event that allows a_ different name space for
the keys f rooR{eRss eh eﬁP@H@fﬁhﬁétﬁerﬁt'i Retganiging eevéﬂlféﬂffl.me’ieﬁbt°§3ﬂ‘}fté’% s
"keyfield.[nanme]". An exanple testing far the value /usr of a key val ue
pai r widd d BseFessap be analegized, for ranle I-priting & datphase qugsy thatrpquestsex enpl ary
enbodi nent of the present invention, the event filter ma% i ncl ude
conpar i son e{eEdsdrasshingeriteriaen varigugifigidy of theygeerdr ThsgsAeasseighe psts@h speci fi ed
with the operator "like". Afilter, for exanple, could be 10 node=pti sun05.
Afilter ndRtemtiomdifirs fogyenemaldaa basgauensin Gl ihispat solsina esrauest fs dae#) woul d
be node |ike "(glt_i sun[ O- 9%}; The followng is an exenplary |list of event

d gno

t he evgtp&ct

filter conpieRdydn ewiplencg: Bgoingyreguaskior g Keliecten efgyenty thathave yelda t han ox
equal ), > (greater than), < (less than), _ (equal), like (matches a regul ar
expr essi on)occyriog@¥ipt. (case 15 insensitive string match), and ! _ (not equal).

In an exenpl ary enbodi nent of the present invention, the foll ow ng tokens,
pr oductlibon rul eVhewsdueseriptionf is made fogah ievdnt sush ab,fpr expwpleeth ¢¥shting yet anot her
conpil er conpiler (yacc) nmay be used. % oken NO MORE TOKENS 20 % oken
FI LTER % okospureing atsopolaREodugicl S subyariptior Gt BART tog shbmardges4il> BOOLEAN
% oken <keywp> COWPOP 25 % oken <keywp> SEPARATOR % oken <keywp> LEFTPAREN
% oken <keyomped&d GHI PRRENemapegerrdil Hl restivestbe eaguésd andpddsithis regiesfto/itseduce
conflict */ -12

list of outstanding requests which may be stored, for example, in memory. The event

manager 411 checks outstanding events previously stored, for example, in a

20  blackboard, to see if it matches the request criteria. Each matching event is forwarded,
e.g., published, to the requestor, e.g., the subscriber of the event. Any new events
which are received and match the subscription criteria are also forwarded. This may

continue until the subscription is canceled.

-9.
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[ NYC] 320478.1 2 7 MAY 2003 % eft BOOLEAN % ype <eval p> filter % ype
<eval p> statenent %05 statenent: FILTER filter NO MORE TOKENS filter: NAVE
COVPOP NAME FUNC PART SEPARATOR NAME COVPOP NAMVE_ NAVE COVPOP FUNC RARMAY 2003
SEPARATOR NAME filter BOOLEAN filter 10 ~ LEFTPAREN filter RI GHTPAREN In an
exenpl ary enbodi nent of the present invention, the event nmanager 411 nmay be
i npl enented as a daenon (e.g., an-agent programthat continuously operates
on a UNI X server and provides resources to client systens on the network).
Upon receiving an event, the event nanager 411 determ nes the disposition
of the event, 1%namedemgiangembeliment of thepesemnlinveatiiyn, n edseneentishe event and
whet her the event state has changed. The event manager 411 also wites the
event to a dssigid aqinikyut [Rwtieh itds fotrmedaMhenalgie D tifidka eatggrdup foorawhictl | ent s t hat
subscribe to the event content. For exanple, the event nmanager 411 may
provi de evehis réqits barne, uaiquély defiees ereabsceiptisre | Atkubscriblidn &wdnded, Rrent nmanager
on a node 402. The event archive 412 may include an event archive 20

servi ce progxesseby chllbig@¥ YHI wathGeiithed tedusst hiCefrdth Aeasiiial r eads event s
fromthe event archive. Subscribers may 1 nclude any event correlator 413

i nstanceg t hgbsclgord M RENs it'écRdil B2 aictDh&GadeQo i@ vaM GRha@P i iy exanpl e,
a director containing a resource 0Object or a product subscribing to update

event s a00ubukliRSRERTHS The oferPRkiERl ool ihRCIHE bl gl gugxohange

servi ce (DEX). event corre or 413 may I nclude, for exanple, an

event cor I SRl s SEHEE ufl R0R homT|aRAER! o A EERBLAD AdRens dosor bed

i n copendi ng pat ent Icatron attor t nu 1/ 25548,

48,2, 2ty e A B e o R B oo 2

I ncor por at eﬂxe?éel{t %{agﬁée? ?@‘r’] %%ﬁ$éssm§n%dé§tﬁhy all Jeamsﬁggrg{tbg fp?oclé%g{ fr@ﬁ g{s cy

specified in corre armis-a even provi des

notificati on 4t Q. Supser i t%erlf ofr K i gni fvi cant e‘gzeopdi tai Qn or. gecurrence. The
det er mi Nat | SH° 8% aﬁ APSEm RS 1§ ﬁ@?ﬂ%‘é’ THE 3° prBsBALE LY YF e event, the
presence of ev%nﬁﬁr t'I%Ie gve%)t( Ll%}xg.grépde%r%tn%% 2f tx\g]gv%nfaiggtcgr?c{ition and if so, the event
manager checks, for example, a blackboard to determine if the event matches an
existing condition. If so, the condition event is assigned a condition ID of the existing
condition and applied as an update to the existing condition. Further, if archiving is
15  enabled, the event is archived. In an exemplary embodiment of the present invention,
for example, the archiving may include storing the event in a database such as a flat
file archive. A separate file may be used for each calendar day. Events may be written
to the archive for the day of the time stamp in the event as newline delimited records in
the order in which they are received. The event manager also checks all outstanding
20  subscription requests. For any event other than a condition update, if the received

event matches the request, the event manager forwards the event to the requestor. In

the case of an update to a condition, it is the event as updated that is matched against
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event occurs, or the recurrence of a particular event within a fixed tinme
w ndow. Further, an alarm may be a conbi nation of the recurrence of
particular event within a fixed tine w ndow when certain state or st AMA2003
are present. The events that determine if an alarmoccurs nmay be due to
events on the sanme 10 node as the event correlator 413 or may cone from one
or nore other nodes 401, 410. An alarm may al so be associated with an

aut omat ed response policy on declaration allowi ng a response engine 414 to
handl e any automated notification or correction of the alarm The event
correl at or ther8juestn Accadingly, it éy thenpdated@yerd thattharewent maneest farwerdyér si on of a
received event, or an entirely new event that can be correl ated by another
15 al ar m r tHegequestent s may be correl ated through an alarmrul e. The basis of
an alarmrule is the determ nation of the events that should be anal yzed.

Al arm rul es canEwat fit@atiedriboiddeifying crfleriz for sheraykms efigferesbandsdbwof event s
represent a significant occurrence to which to respond. The alarmrul e may
i ncl ude a desifichtiin dfivadnd fodgi of cormpaisbithageantve spaceiedSorXach bifthe r epr esent an
occurrence and a definition of the response of the event managenment system
to the §ccHiekiebfs eviitdndladitd keyofallRPairedbfthé Otlerided Vet sthRAird. odin &fenbne or nore
events. An alarmrule nmay be defined, for exanple, through the director

404. - 14 [ WMedis, 380k ERplk, a Boléarh¥reddiOBmidteuy SFSIRERsRRBItIE cébfarexecut es a
response policy. The response engine 414 includes a plurality of processes.

The responggldRhih 6vent With b QSer S¥RMMRUSalu8. EQ&H Gidtbrs @eDioR SRdndle, GRANRKNI NG a | i st
of actions connected by logic statenents that is I nvoked by a triggering

al ar m genejRi-AIBNE HFuse Vif Slrud@td 8halyQangihde (JBtht TR findshidls can be S
defined and be perforned in the response policy. In an exenplary enbodi nent

of the subexpression of an event filter is, for example, a phrase comparing a field of an event

10  with a value, e.g., node=ptisun20. The subexpression node=ptisun20 means that the
node field of the event must exactly match the string “ptisun20”. Any of the fields of
the event structure can be used as the node field is used in the example, with the
exception of the keys field array and values field array which require a special syntax.
For example, if one of the key value pairs added was:

15  key value
FileSystem  /usr,

an exact match filter for this key value pair would be

keyfield FileSystem = “/usr”. Further, testing for the existence of a key with any value
could be done by testing that it not match a null value, e.g., keyfield.FileSystem != “{l.
20  The event filters may be stored any place a text string could be stored, for example, in
a configuration file such as a flat text file, in a database, in memory, as C source code
(e.g., hard coded in a program), etc.
Filtering is also available on the values of key value pairs of the event. Asin
the earlier example, there may be a key “FileSystem™ with an associated value that is

11-
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present invention, the multiple actions nmay be in a |listed sequence, or
added with logic to nake each action contingent upon the receipt of a
return code of another action or a specified field sent in the al arhv MAha003
response policy may be created by defining a set of actions and conposing
an expression that references one or nore of these actions in 10 a | ogi cal
sequence. The actions nmay be gl obal and called by nultiple response
policies. In an exenplary enbodi mrent of the present invention, the response
engi ne 414 al so adds information about the success of each action to the
triggering tid matma et spdeeficciilepysedn. ofheafesiesicdverss apy offllyibs threy fdve catmwnpl i shed,
for exanple, by sending an update al arm event that updates the event with

t he sequentfllasyseemyteeinseincé huer. Stthe filtetimechbfisiadompdoetednding ealtigspd adky t he step
(e.g., enumil/page), and in the event archive the nane of the action step.
Thi s i nf or npédif@R theEkeyRAd Re6 BesBsbcladdodil. A spedificlmtax islusedto diskiagmpsar y

enbodi nent of the present invention, the response engi ne 414 may i ncl ude,

for exanpl eeydfrdih bfhbr RAEIACEIRe evRnSIBAANEWE BIERESL nadihpacd f0f the kpysFERSS. The
first process subscribes to events sent by an event correlator 413 running

on the samghZflednled Adifs HShd HRnf OHRAPHEK RHEEYIRIA Adne]UPAR ck@RMEPt Of an
al arm that has an associ ated response policy, the first process invokes the

second proqgsg b iRVl bR LB Spair WAd b, & RirigESS can | nvoke mul tiple

i nstances of the second process dependi ng upon the settings in

configurati i Qcj.at e 1 i I .Jhe second
-15 [ NYC ggg%%%kgéhégﬁﬁ %%# gggggg?xéesgﬁgﬂﬁﬁ%wﬁgﬂ%ﬁgﬁgﬁﬁgﬁmﬁéguiring t he

sending of Y SRACHIRP that Flol e bBRpdrdibh SpdhiBE88ch &0 32@@9%@1?%&%9% acti ons.

: t
The third process o e response engi ne 414 may a response

POl oy act \0fl SAURL O BeSBbuck Gl AGREE 3/ BlBISLERR pouCh 25 sendi ng an

emai | nessage, 1'nvo , sending’a page, writing a nessage to a 5

( sy 0 ol AL plonf of Rl e MR S LRRBRITOPAD T ovent

nanagenent‘ayii§y1of t he present invention may include a routing algorithm
The routing""

node like “ptisun[0-9]+”. The following is an exemplary list of event filter
comparison operators: >= (greater than or equal), <= (less than or equal), > (greater
than), < (less than), = (equal), like (matches a regular expression), likeci (case
15 insensitive string match), and != (not equal).
In an exemplary embodiment of the present invention, the following tokens,
production rules, and event filter definition implemented using yet another compiler
compiler (yacc) may be used.

%token NO_MORE_TOKENS
20  %token FILTER
%token <symp> NAME
%token <symp> FUNC_PART
%token <keywp> BOOLEAN
%token <keywp> COMPOP
25  %token <keywp> SEPARATOR
%token <keywp> LEFTPAREN
Y%token <keywp> RIGHTPAREN
/* get rid of expression grammar shift/reduce conflict */

12
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al gorithm may be stored, for exanple, in random access nenory or a disk
drive within a conventional conputer system such as an | BM personal
conputer. The routing 10 algorithm anal yzes an event filter to det ed rfi W 2003
the event nmanagers that should receive the subscription request. The
respective event managers will be the event managers on nodes of the
enterprise that have point products that could create events that my
satisfy the event filter being analyzed. In an exenplary enbodi nent of an
event structure of the present invention, the 15 event structure includes,
for exanpl épleftBOLALEANde specific fields: agent node, node, and event
manager nodétypd revalp>dileenpl ary enbodi nent of the present invention, the
routi ng al getyp¢ kevalpetsatemanes whet her a node specific field is included in
the event f%%ter and if so, the event filter should be routed to an event
manager on the respective nodes indicated by the node specific fields. For
exanpl ej i fstatdmeeney entFILTER dilten®_MORE d@EKENYeA or node=nodeB", then the
routing algorithmw |l determ ne, for exanple, that the event filter may be
routed to tilereventNAMIRGEOMPSIP NONME A as indi cated by the subexpression
"node=nodeA" and |t hEUbe RARTESERRATOR NIMEEQMPORMNAMEed by t he

subexpr essi on " nodeNdddEe BOMPOR Gbdikh PARTI SEPARAEPR &édviBssi on in an - 16

[ NYC) 3204T8 | |2 FltedBOQDBANduUtent filter which includes a field naneg,
conpar dior and a \vaLEETPARBNUTiet RUIGETRARENSed in an event filter to conbine
subexpressions. In an exenplary enbodi nrent of the present invention as
shown in FI G 5]nahexemplary embodiment of the present invention, the event manager 411

may be implemented as a daesmon (e.g., an'agent program that continuously operates
on a UNIX server and provides resources to client systems on the network). Upon
receiving an event, the event manager 411 determines the disposition of the event,

15  including whether it has already received the event and whether the event state has
changed. The event manager 411 also writes the event to a local event archive 412 and
routes the event to all clients that subscribe to the event content. For example, the
event manager 411 may provide event information to the event correlator 413 and the
event manager on a node 402. The event archive 412 may include an event archive

20  service processor. The event archive 412 service processor reads events from the
event archive. Subscribers may include any event correlator 413 instance that has an
alarm rule subscribing to the event and, for example, a director containing a resource
object or a product subscribing to update events about the contents in a central storage
such as a data exchange service (DEX).

25 The event correlator 413 may include, for example, an event correlator service
processor. The event correlator 413, as described in copending patent application
attorney docket number 22074661/25548, filed on December 31, 1998 and entitled

13-
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routing algorithm for exanple, parses the event filter into an eval uation
tree including 5 one or nore subexpressions as shown in 510. In 520, the
routing al ogorithm ! ocates each of the subexpressions of the eval udt] MAY 2003
tree and in 530 determines if the subexpressions include node specific
fields (e.g., agent node, node, and event nanager node). In 540, the
routing algorithmcreates a list, e.g., a full list, of at |east one of the
nodes referenced in node specific fields of the evaluation tree and
information 10 necessary to contact a particular process, event manager, on
t he respectSXEEMAXD VETHOD EORR YINANHGCORRELATION RFdFVRNY Towhichiisy an
exenpl ary enbodi nent of the present invention, the routing algorithm may
obt ai n t he hexegninicarporatge by cafertmetin itn éroiretptimplentepts afuser-rokiangHeeified &1 4 owi ng a
predeterm ned algorithm c pattern or accessing contact information stored
in a centr abrrdlstichatk. tncalentibatypewy elrat thetgkeddesmot ficatienmensiibsdiberstof manager
contact information for each of the respective matchi ng nodes may be

provi ded, fasignificantloadititiy oroctumnaice.0The determbtion dftanrabeurtni may ia¢lgde the hm
transmts the subscription request as defined by the event filter to, for
exanpl e5 t lpeeseie € a bingle eeard,the praseagesa deeleintek istigglstaie(s) Wikenfanbthet | st. The
algorithmfor the determ nation of the full node list froma given filter
coul d be 2Qvaitbedirsdr tht edcupRBBRE & partibulbehtWitiin 9AxddimSwideakupSubNode( PT
CHAR T* pzFilter, PT CHAR T***subArray, int* count). A function, for

exanpl e, S\mﬁu&n&m&ﬁ’ﬁﬂhﬂ@ﬁ éibimibh bf theirédufbnce ¥ &phrtibaGKIveRMGHitiRN a
nmyCal | backDat a, &handl eFor Thi sSubscri ption), nay be provided with the

respective 48 Ane WMARKEKhenlcbrthil¥le 3206648 relpresest. 7 MAY 2003 contact
information, for exanple, by the filter SvcLookupSubNode and transmt the

subscri ption regyesfentsQhdt AEeMBAPEGH i2}4fm BEAESmay e RRQYBvdnts dnltife SXATP! €
below, the full list as provided by the function SvcLookupSubNode(PT_CHAR

1 o P2Fl! o i eWRnrlcorre Rt A S 8Yma) Bme O Bhd ormBR%1HRPnbdeE0H, a0 MKI NG
subscriptions througﬁ acall to a ?UI’IC'[I on
An alarm may also be associated with an automated response policy on declaration
allowing a response engine 414 to handle any automated notification or correction of
the alarm. The event correlator 413 can create, for example, an alarm, a modified
version of a received event, or an entirely new event that can be correlated by another
15  alarm rule.

Events may be correlated through an alarm rule. The basis of an alarm rule is
the determination of the events that should be analyzed. Alarm rules can be created to
define which single event or set of events represent a significant occurrence to which
to respond. The alarm rule may include a description and logic describing the events

20  that represent an occurrence and a definition of the response of the event management

system to the occurrence. The result of correlation is the creation of one or more

events. An alarm rule may be defined, for example, through the director 404.
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SvcEvent SubRegi ster to each of the respective event nmanagers as determ ned
fromthe event filter. SvcLookupSubNode(filter, &array, &arraySize); for
(1=0; 1++; lI<arraySize) 10 SvcEvent SubRegi ster(array[lJ, filter, 7 7 MAY 2003
nyCal | backFuncti on, nyCal | backData, &handl eFor Thi sSubscription) In an
exenpl ary enbodi rent of the present invention, the routing algorithm my
deternine the respective nodes which to route a subscription request based
on a "like" operator in node specific fields. Wien a node reference field
includes the "like" 15 operator rather than a fixed node string, the value
of the node spedht respanseenginest 4eweculss agespansaipkicst | Tie sespense sering Hder ence.

| nstead, the routing algorithmdetermnes all the event nmanagers which are
active. Subsdedeenpluyality pfprocedses. Tloe respoabe piflicy Frefog exampde, @Jegital nanagers are
determ ned. 1n an exenplary enbodi nent of the present invention, a

communi cat iesprebsignenontrindigamiiss of sntipnieneeatddrizy ladid stptements datissumokedlsy event
managers 20 whi ch have sonme uni que characteristic, such as being registered
to a wel |l kndggerfghlaliP gperdtedyy the eecdrelatacid B v Mudipdndctimessiades, and
determ ne the respective nodes of the processes. Each of the respective
nodes aise cleénaddendbe pad@mied irathy resporish polivyd dis am@demiplarhanbadieere xpthessi on
provided by the event filter. For exanple, an expression may be node |ike
"ptisun. *" présBntin@NHGIE B raultipte dttibnsBiag be ndised deqiienad, or adied diitRJogid | sunOl ,
ptisun02, ptisun03, ptisun33, etc. It would not, however, match a node

- 18[ NYC] 320 #éRe dach actioh chiiheéQipoR thetie&ibt of 4 Returh k&de oThndBdriavorforant
managers nmay include, for exanple, ptisunOl and ptiHPOlI. OF the active

event managgdified it SRPIMIBSINh. IHe! rekpBRdeGB1i} ey dredtst by inigialdE0! .
Accordingly, the resultant |ist moulg only include contact information for

ptisunOl, nPctiinl HRObnPRsih ak Stpr&Sioh Chal Rl Bnckighel dr InfoBd ofihdsk @ticAs i 1 N an
exenpl ary enbodi nent of the present invention as shown in FIG 6, the

routingoal gabkibdlRqube. Gh8IRIRs mMAFHE BRbAINGI BMRA by WuldiE resftnge an eval uati on
tree including one or nore subexpresSions of the event filter as shown in

610. In 62Qitige mQHgk%lﬁ%g&%B&i%p&{tﬂ SELGSin} dntifn, PRIBNESSHLME can be

| ocated in'the evaluation tree. For exanple, the first tine the routing

al gori thm dg 6f:0h ifSndofmdtion 4RSI MERELSL0 p%}ﬁ&@oﬁ%tﬁ@ﬁig&@% VAldiegi on tree,

it will locate the first subexpression. ocat 1 ng expression, the

routing 2l oR LGRMARLEEN RS skl RUBGHRISAS! AP knshuosapyiafie Specific

field (e.g., agent node, note even nager no f so, at

B e S e T e S T R e
i or it onorpisid, b BpssPincllch o praRhPRES TR o SRl QUG Mol o1 i nea
ot or mi ne. vRsPRER “bhor it bRt gl B A8kt RudOH BB 2 L o g st a
[Tt of modes capbrie Rty Soreianan oL Berest i S Wi pAf sl 10 2
Converted TRV fr Buriers thlesset o RADP R et SR GG b St ore, a

ery is created and perfornmed agajnst the respec e data tabl e and/or
dat o stor o HR SRS SIRSEERES (o FRARS 0L N AR SYPRLeREelnton {AREyIns S s garge

20  node 410 as the response engine 414. Upon receipt of an alarm that has an associated

response policy, the first process invokes the second process to perform the policy.
The first process can invoke multiple instances of the second process depending upon

the settings in configuration files associated with the respective processes. The second

15
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2 7 MAY 2003 query (e.g., at least one of nodes and event nmanager contact
information) are provided to the list. The results are appended to the |i st
if the |ist already exists, otherwise the list will be created and pr/d¥AYdaH
with the results. After the routing algorithmprovides information (e.g.,
at | east one of nodes and 5 event nmanager contact information) to the |ist
in 640 or a determ nation that the subexpression can not be converted into
a query against a data store in 660, the routing algorithmwll return to
the | ocating step 620 until no nore subexpressions can be |located in the
eval -uat i on praces.petfornmreotabiéon squisngthe siding df svéntcandedlls the @ pradess r out i ng
algorithmw ||l again proceed with step 630, and so on. In 620, however, if
no nore 10 tspdrfoxmpraey sthenstianse The tlatdgaipcashef thoresponge aggerdild haytatsansm t s t he
subscription request in 650 as defined by the event filter to, for exanple,
t he r especperManeyesionseprige a&iondeqinidg echllito tHelopethtihgd syktiest suchas an exenpl ary
enbodi nent of the present invention, the inplenentation of the routing

al gori t hm mendingumlenthél mdsage Sxeoki g schpS sending afpape wirding b lneksagead ¥ zes an 15
event filter and provides a single opaque data structure that can be
accessed 1t gil¢jof RiwariRgdhd dveit 0% sinjlls Adtivbik Bahapandh pHtdchpSNMPItepent

i ndi vidual requests to event managers to fulfill the subscription request

as determ ned by, i\&empldty bkt bt ABpREHR irdentidAl the event management
Pt Event Subscri be(PT_CHAR'T* filter, 20

voi d(*Even ts%?l_érﬁ bagk bradk é‘l’v}:ﬁtﬁ)—ﬁ_ﬁ%ﬁ&&éﬁ RAlub®y alE&it%E‘f@ﬂuﬁni _
PT_EVAR EVENTS _RES event Res, PT_I'PC_REQUEST Ttequest), void*EvCbArg, void

(*Subscri ptal\%ggm hbaskdeng! s g,&ﬁ@%ﬂ;@&égﬁc@a#mﬂ@ & MO NGyigid  EVENT

SUBSCRI PTI evSubscri ption, vol n an exenpl ary enbodi nent of
t he present, i ' [ I ' [ lity of
P fa cofRPEomdulE: s QLth slh £ LA M WDronal BfipHALSTIR Bhetfgd! | Lot s

data structures for the encapsulation I ndi vi dual "subscripti

Lot0 2 18! "UgRrifit AhaRBSA! dvBl ARk b ARG B bvelithha B BFHHARGecel AT exanpl e,

the subscription request. The respective event managers will be the event managers on
nodes of the enterprise that have point products that could create events that may
satisfy the event filter being analyzed.
In an exemplary embodiment of an event structure of the present invention, the
15  event structure includes, for example, three node specific fields: agent node, node, and
event manager node. In an exemplary embodiment of the present invention, the
routing algorithm determines whether a node specific field is included in the event
filter and if so, the event filter should be routed to an event manager on the respective
nodes indicated by the node specific fields. For example, if the event filter was
20  “pode=nodeA or node=nodeB”, then the routing algorithm will determine, for
example, that the event filter may be routed to the event manager on node A as
indicated by the subexpression “node=nodeA” and the event manager on node B as

indicated by the subexpression “node=nodeB”. A subexpression is an expression in an

16-
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[ NYC] 320478.1 Z 7 MAY 2003 by having a base return of a function be an
opaque data structure, such as an exenplary data structure PT~EVENT

SUBSCRI PTI ON as shown bel ow. PT EVENT SUBSCRI PTION, for exanple, ircl MALH03
t he outstandi ng individual subscription requests and provi des an acsessor
function to expose it, for exanple, to a 5 client (e.g., director). The
data structure allows other nethods such as_functions acting on the data
structure to reveal the contents of the data structure w thout the user
accessing the fields of the data structure directly. Accordingly, the

internal st@n@fRer(vhich inclhd® AN Eorhplddtyi fhdalvaRBl Cb@enclives #ONt ent s of
the fields of the data structure) may change w t hout inpacting an external

user of thesddaf an SlehtifitdtiGeondtiing Mibaipr&XeAR! ary enbodi ment of the present
invention, the routing algorithmincludes, for exanple, a first data

structure (Subsgrjptl i €
CHART*nodegbne;ﬁfkﬂ%éﬂgﬁéégﬁﬁgﬁgéy@&B?HE$Q$EE%E§gﬁ%%$;PB%ﬁggﬁgg?; struct

L L T S

wor ki ngti 507 B EOURPETEEA BBl 215 Dol AR P pr

EVENT SUBSCRIL PTLON: . PT Event .Subscyipti.on pkovi n event filter and a
List of al Ihr?y‘%%“%‘g‘gﬁeg?‘%rb@ ofl eseggllu% ?“o‘geerag%h“eés3t%?f%te§‘.“6fgs, P st for the
respective event

su expressE(;nls tmecliu'de node specific fields (e.g., agent node, node, and event manager

node). In 540, the routing algorithm creates a list, e.g., a full list, of at least one of the
nodes referenced in node specific fields of the evaluation tree and information

10  necessary to contact a particular process, event manager, on the respective nodes (e.g.,
event manager contact information).

In an exemplary embodiment of the present invention, the routing algorithm

may obtain the event manager contact information by, for example, following a
predetermined algorithmic pattern or accessing contact information stored in a central

15  data store that may be looked up on demand. Event manager contact information for
each of the respective matching nodes may be provided, for example, by a function. In
550, the routing algorithm transmits the subscription request as defined by the event
filter to, for example, the respective event managers identified on the full list. The
algorithm for the determination of the full node list from a given filter could be

20  embodied, for example, in the function int SvcLookupSubNode(PT_CHAR_T*
pzFilter, PT_CHAR_T***subArray, int* count). A function, for example,
SvcEventSubRegister(array[I], filter, myCallbackFunction, myCallbackData,

&handleForThisSubscription), may be provided with the respective event manager

-17-
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PT Event Subscription also provides a working list which provides

subscri ption requests which are being changed. Subscription List iﬁi p@f ]
exanpl e, a basic element 21 [NYC] 320478.1 2 7 MAY 2003 of the f ? @W,
and provides a list of separately defined el enents needed to fulfill the
subscription. Subscription_List includes information about each request
such as an individual request handl e which uniquely identifies an

i ndi vi dual request to an event nanager (e.g., inner process conmunication
(I1PC) request), for example, i pcRequest; 5 the respective event manager
contact i nfeontagitinformations fopgxample by Htitier $elpokupiubode and HanspHEhe t he event
defined in the respective event filter may occur, for exanple, nodeNane.
The i ndi vi dubdcriptimnreguestap teukspettivetmodgse defi ned by the structure
Subscription List. In an exenplary enbodi nent of the present invention, the
full list is, fdadsshkovanilths exampledrabov,dlt i list dsiprdvadtd by she fusétiog

next Subscription. For exanple, | O each elenent of the list points to the
next el emervebdokiipSubNode(PAnGHARe T ipnBiltere PE nEMAR oT * b Arrayt inffodont t o
not hi ng. Accordingly, the size of the full |ist does not have to be

pr edet ersm ned. beliteratsd readngsubsoripaoiationetni caf totalfengaibesent i nvention, the
event managenent system provides a nechanism for exanple, a ciient

regi st er ed SidbeRESupRegistectdlchdhastithelasgettivtevent managers as determined from the

Subscri ptionCal | backFuncti on(PT STATUS st atus, void*

Subscri pti aréglditeackAr gument, PT EVENT SUBCRI PTI ON evSubscri ption) for
notifying, for exanple, a client that a subscription request has changed.
Thus, the subscrivptdoREpSBNoBaS er &Bﬁ%i, earaldigysfor(1ed;j 1@t , such as a
director, to Viewdalsizot atus of the PT Event Subscription structure and the
changes, e.g., addition and deletion of 20 requests, that were made. The
regi st ejoed subsgkimlehSubRaditbredtayfIY Ml &y OaRYacRF GRtHH, @vyChiibackdataki ng | i st
whi ch i ncl ugesdlcR@ThRGURSHStidnhat are bei ng changed as of, for exanple, the
i nvocation of the client registered subscription callback function. 22

[ NYC] 320478.1 In 2n dxeMplary BfiBodmititio€the prdsentdhvertidn, (hegomtingratgbrishbscri pti on
cal | back function may al so provide the outstandi ng subscription requests,
e.g., full thiysdetermhii®@ thea@stivaaddsinobich toxbuten serklipohkedusttiasedrontry al so be
used for initial subscription and any subsequent additions or deletions.
For exanpl elike’ gprtaior@nétR spedifdfivis. | whevendde@efeRhdd fidd incRileth@Olflie at ed wi t h
subscription list entries including | PC requests that armto be cancel ed.

Det er mi i ngog\etaair BRNer tHMR 2Nl inBék dtiisd, tHenaluddethea0ad dpedifis field cdehetbeons nay be
acconpl i shed through, for exanple, a value of a mnor status in the status

structure, [Bld SfLdls PasRedetscd. NBsieddl BB touting apbaihatdstathetes aptieon cal | back
function. On a conplete change to an event filter (e.g., all old requests

cancel ed ar@emwna%éay@ﬁfcﬁ arthc B ehbsequéiRlyCRAL hbds forl AOCS £ tROadiRY et | NVoked
twice, once with the deletions and once wth the additions. In an exenpl ary

enbodi ment Rinab4e alidSRAMed. NVER ek &platytenbBYiRRht m&%ﬂ%ﬁiﬂﬁw&ﬁi%h%n al so
i ncludes a function, int PtEvent SubscribeCancel ( PT EVENT_SUBSCRI PTI ON

evSubscri ptdogiMunich@én GARGRIchAMsR ndy ARmBhe AVPIELERELANS event managers
20  which have some unique characteristic, such as being registered to a well known
TCP/IP port on a node to receive event messages, and determine the respective nodes
of the processes. Each of the respective nodes are checked to see if any of the nodes
match the like expression provided by the event filter. For example, an expression
may be node like “ptisun.*”. This expression would match nodes that are named

25  ptisun0l, ptisun02, ptisun03, ptisun33, etc. It would not, however, match a node
-18

[NYC] 320478.1



15 In an exenplary enbodi nent of the present invention, the routing

al gorithm perfornms a query to one or nore data tables or data stores
determ ned from anal yzi ng subexpressions of an evaluation tree of al’ MAY 2003
respective event filter. As shown in FIG 7, the data tables and data
stores may include, for exanple, an event catalog 720, a software inventory
"730, a product table 760, a node table 740, a filter data store 20 750, and
a renote nonitoring data store 770. The event catal og 720 nmay i ncl ude
fields of an event which are not specific to where the product reporting
the event ipSHPOStEel 1R fictivOev@ntSheapérs May tetudsder édaaipld pitsua@leaid i s about
such as product nane, event nane, type of event, description, description

| D, i nstangeHPYREOS Ao aetivé bvét ntah@eaddb%xp}&aton%u[d\lmbh BEQAFBbUt not 2 7 MAY
2003 extended keys used by this event. In an exenplary enbodi nrent of the

present i nygAPHLNAcchRiSslY, MefibhRt WBMd BRlyRidydcdeatatiarmhdiRnitaist al | ati on
of the respective dat abase such as the DEX 710 or the installation of a

poi nt prOdBH&mO%th&dﬁﬁMzk%ﬂﬁmgﬁoHﬂﬂﬁ&hﬁﬂu&bﬁmﬁxent catal og 720 with the
events generated by the point product. In an S exenplary enbodi nent of the

present si nventi gn,, &%ngremdoﬂfm&l(é‘fme [s)peséﬂt inlvBRiofllak Sk in B¥G FoThed USET

through an event filte eation proce s 1 ncl udlng popd]atlng pick lists of

options fof ou\f‘?t%'a%UﬁthI‘d %r‘lﬁarﬂ@e%‘é?s@é fhe BM H‘e%ﬁ@ebfdﬁ%e plnlifip events

tttuérgt
avai lable in enterprise escribed at1 num Provi sion nmon

SerVI ces R%Bgo n&r@s&g’g ?r%SSton%roﬂht% érb‘i’ﬁi% e{n6]t89§r150a{h' cﬂ{nn echnol ogy,

inc.) which'is ere| ncor erence |n its ety. The

lists are p f xa er at a 720 t hat
my b, § oPBY i ferisa sy B GRRG CBHLDS I R epiee 120,
exenpl ary enbodi prese .'nv ntion he, event. managenent system
of the pre§é‘ﬁ‘t‘q? gklefetﬁff tdﬂeﬁ’ﬁ)? t‘r'?gla[]?alé‘ °6?’E‘W§Fé‘lals P,%ﬁ?{%?‘&}n %gg “?ﬁ% sof t war e
i nvent Qry 73 i nclu rec r _eac uct i.nstalled on a
node. 87 Peetusf e/ Viladafedr S i amstswﬂg?’t%ﬁ%%fe SEPTRSTEARS vher e
each of th |nt uct.s ar.e i alled and.a lis i ns s being

moni t or ed. qH“flﬂt%‘t‘tP‘d‘r ga‘?ﬁwemss@énﬂu%fé‘dﬂ ?Spe‘dgﬁ? F‘ﬁi er (product
)D) and a ode |dent|f|er node )D) to formthe ctive eIa |onsh|ps
Furt her, ?tgsvean @gﬂebet rear 1) BiE St Sppf SHOESTRRFA node ray
have nore than one product installed on jt. The software |nventor 20 730
may be i nclRUGBN ManesercoRiseidniormatiqads Mdﬂealr%f%ﬁaﬁn@ﬁeﬁteaﬂ%’ ng where
a given product is installed may be useful to deternine the nodes t hat

coul d have 2BPs9ded todha list ifthyglist elrfeaéveﬁfts,d&ewseﬁleu st wilberopptgd 2890478.1 2 7
MAY 2003 In an exenpl ary enbodi ment of the present invention, the event
catalodS72@“&#&d§6ﬁ¥hﬁﬁ@bFWW@ﬂtory 730 may be |ocated, for example, in a
single relational data store. Accordingly, an event filter may be

ef fectively traHs{ten @9 howeyen iidhe sbgxaesgign isnot determined to include a'node

specific field, in 660 the routing algorithm will determine whether the subexpression
may be converted to a query against at least one of a data table or data store, for
example, that will result in a list of nodes capable of having an event that will match
20  the subexpression.
If it is determined in 660 that the subexpression may be converted to a query
against at least one of a data table or data store, a query is created and performed

against the respective data table and/or data store in 670. In 640, the results of the

19
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to determ ne what nodes could have such an event occur on them For
exanple, a 5 query nmay be used for a filter referencing a product nane
e.g., __ "product Name=Pl| at Perf Mgnt Ora". Accordingly, the routing aldePMhﬂw3
will, for exanple, performa query against the event catalog 720, to get
from'the product nane reference in the event catal og 720 an associ at ed
praduct LD. The product )Dis, for exanple, a generated key that is used
across all of the database tables when referring 10 to the product. In an
exenpl ary enbodi mrent of the present invention, the product 117 coul d be,
f or exanpl guetyliegnarteasooneaf nodes egdevenihamgyidoorrt infoemathrs) arscbvidedr ef er ence
information (e.g., a record) fromthe software inventory 730 that
associ at es tathghigis iThalresnhidlare wpehdel tp tiediscif theAist dwady existsrotifeneiselthaay be used
by the routing algorithmto query the event 15 catalog 720 for products
that may geRewillR cidakdats pRolde withigntsultkor exanpl e, in the filter

"nane=Dat abaseDown", the event nane is DatabaseDown. A query could be

perforned agai n%ﬁeﬁtﬂ@rcﬁft’tﬁﬁ'ﬁlg@ I__}S?QVlae"sQnFoﬂnﬂ@)hQé@ AGehdte dTHhogHdGhé can
generate events with that name. omthe |list of products, a query against

the sof sware@erdt méﬁf%epédﬁta@@lf&rﬁidh&x)Q@th@@@ﬁn%ﬁo g€l ersiieuion mah@k nodes such
products are installed. 20 Based on perfornmance and ease of integration in

the dynam GukRpRbdidtdah A8t ¥ cohiGted RS ¥ qudr) ag SR ABLE stotd 8 6@U€iﬁé’roﬁﬁ1¥g i ncl ude
nmul tiple queries, nested queries, or a single query wth suitable

conj unct i V%{S% rififn WABr-HA0E tfl@focﬁ {?1% s }S%Eé uf S mcié Eﬂﬂe%re&%ﬁ tfshemmy be

constructed Tor the other fiel s in e event catalog 720, using the event

25 (NYC] 330428 idng oo facfiee ﬂ%&hﬁ&g?&ﬁo&ﬁ SRR Ry AEOdUCt S

t he event catal og arere e respectlve and then

wher e t hOS% e%%{'lﬁgrlxj&/ lf e}%m d)tr%cegctl %Ltl-n ?tgg 6 h a{u]‘r!:soeg( rfB'G%é X}o%pé%d % ore:of the

present inv Ion e event Ca alog nay i ncl ude
type of o€Ven descri ption escr.i Jely 1D, i nst nce, lype and of the 5
aadi i dal iR e, 0 @grﬁmthmﬁ%‘sma*aﬁt ol P dihe "t ai rs to

an event stgpct escri b lication attorney
docker numeﬁaﬁ%ﬁaﬁﬁﬂ'ﬁgﬁo‘% i toofob ROERIE N PPHe (BRE MRl 11 g’ NVerHo
AND APPARAT%‘J“’B‘ECAQ %U@ﬁ FXTENS| BLE EVENT STRUCTURE which is herein

i ncor por at é P RS n it s entlrety This approach may be taken for

each 10 individyal subexpressi.on he filter with t full bei ng the
uni on of nodes ﬁb?h?ﬁ%@é$¥%ﬂpﬁgﬁ %SRE?QEEPSW“’ ﬁ@’%?%ﬁﬁ%?u?’ le 760 may
i nclude a description, of the duc %ép |on% s used by the
product, dd&tip 5"65?”(5?“‘%“? ‘F‘g #cl’ p&% ats’r‘i‘é%ﬁf' that érf‘?gyz{:%@‘ master for a
uni que product node table 740 may | chu e, for exanple, all the
nodes d i FYEIH pfqy es a single opaque data structtre that can be accessed to

determine a list of subscription handles that represent individual requests to event

managers to fulfill the subscription request as determined by the routing algorithm

such as

int PtEventSubscribe(PT_CHAR_T* filter,

20  void(*EventCallbackHandler)(PT_STATUS status, void*EvCbArg,
PT_EVAR_EVENTS_RES eventRes, PT_IPC_REQUEST request), void*EvCbArg,
void (*SubscriptionCallbackHandler)(PT_STATUS status, void*SubCbArg,
PT_EVENT_SUBSCRIPTION evSubscription, void*SubCbArg).

In an exemplary embodiment of the present invention, the routing algorithm
25  includes a plurality of data structures for the encapsulation of individual subscription

requests into a single meta subscription transaction. This may be done, for example,
20-
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managed environnent including properties of the node such as the operating
systemrunni ng, the version of the operating system hardware type,
processor speed, and the master for a unique node ID specific to t hd ThiAlel003
tabl e 740. In an exenplary enbodi nent of the present invention, sone of
this informati on may be obtained, for 20 exanple, through a discovery
process including maki ng OS specific calls to retrieve various key
attributes of the systemand putting that information into a nessage that
can be sent to the central DEX data store and parsed and inserted into the
node t abl e byhsvispeheseirgtuifiloGa fimctipibe aroetaqueditastipa@re, fuph aggmnpl e, may be
included in the DEX 26 [ NYC] 320478. 1 ~ 7 MAY 2003 710. The routing

al gori t hm regmpjeyrdatastrha@nred®dt &VEXT 8FBSQRIRIAON stshowsbelev.at ed to fi el ds of
the event to be used in routing determ nation which are not contained in

t he event @at BVEYT7UBSERIMITION) ir¢xample,dandludes ére ontseanding melivadwae t ype and

i nstance were specified, a query may be perforned by the routing algorithm
agai nst a rsesfapidnequésts andprballésanQicsedsilr urktion ®,expese i fderdngple,ushng t he
instance field specified in the filter. The result of the query may be used

to det esn Rfedth€g! SisRARES I MR BAGRECIR allOR e hétBods e dsifitictions dcgfgiest . 1 n
an exenpl ary enbodi nent of the present invention, a renote nonitoring

product regh$hedats MchRNbir8MdERhé htdnBoritRsReCdhiuvard \GidRuadedterwhi ch it is
submtting 10 events, for exanple, in a renpote nonitoring data store 770.

Renpt e noNibQkdiRgihk FicRs B @dHth sGuME: birbdlg. ARcAYRBIy, AR EmARtraRt ance t hat
is located on a different node than the product s |ocated. In an exenplary

embodi ment (gf Ehfa%u%&st&riﬁddi@iayageﬁtheglandtcbﬁteﬁtyeme RIASOEME Bhta S¥RhGE) MY al so
provi de the rnstance, node and event manager to a renote nonitoring data

Store 770. S/ \iend0M)itioll ifph IR PRl RSt Y aufiRnfLT T er ent 1S nodes

noni toring I arices on a single no a searcha data store including

L 0 U AR IS L L R

i nformation of a par may e respective

nodes to tr}gch[uie?,tf?%&gamiefag}spda%lgn%gdrgﬁ&hgcr{pﬁgfiﬂ{s% all events about the

node of intéeres se eve -ances on the respective node
which will be repor agers on other 20 nodes due to renote
nonitoring). Fui (%$§%§E${€%ﬁ§£%g%gte nonitors nmay be on different nodes
moni toring a siggle.dnstanc Accordi ngly, by having the instance and event
manager node in ?F@Hr I %x§§ﬁF90ring data store 770, additional event 27
(NYC] 320478 | prZe Ydi3gpnagers that need to be contacted to get

t hese events abg%r &F [ 8 lmﬁstbe determ ned. The filter data store
potan b
ic Tl r

750, for exanpl : ] .he respective synbolic
filter nanes. ngmgsgg§ nd#%ﬁaéﬁgﬁgoﬁsed for a subscription

instead 5 of the filter needing to be fully specified. The synbolic nane

wll ut 7aq%ghxs&gggaiggg@u&rg tl*TtC;E]'VEiL?If ?@g@c f ﬁ(ﬁ%arrpl e, inthe filter data

store 750. As the filters may ange dynam cal |l y "and subscri ptions are
ongoi ngp changesygefettshctd®T BVENPNSUBSERETIONt €r shoul d be automatical ly
handl ed, for eanple by the“event“API. The event APl will, for exanple,
encapsul at e regipgt efiARI ThGitepiot i fication of the update for the synbolic 10

filter used in Ghg:SURSERPHICON 11§flHgStst; The event APl may retrieve the new
definition, cangfcd é@faﬁﬁwﬁsm&i #23 pT BYENT SBscRypTif al gor i thm
wih the new 1 WiRledeT BVENSSBRSCRAATONA PISEVERY SUBSCREBGRNS Wi th the

respective event” managers using the new filter defrnition. Accordingly, the

routing al goritpp PR JuBlcriptisiTRtoPide e ¥nd fIRr hild 4 18% o £48 e SkiSHaRdid@0 tO
dynam cal ly obtain the respective updated filter 750.

subscription requests, e.g., full list, for the respective event filter.

PT_Event_Subscription also provides a working list which provides subscription

requests which are being changed. Subscription_List is, for example, a basic element
21-
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15 In an exenpl ary enbodi nent of the present invention, the event
managenent systemincludes registering interest in subject changes. A watch
can be established on any subject changes to an event nmanager. The WW?ZUUS
is, for exanple, a nethod whereby a conmunication layer will notify a
client when new processes are running on machines that match certain
criteria, nanely that an'event manager is running on 20 that node. The

wat ch, for exanple, may be inplenmented as a function. The results of the
wat ch may be analyzed to determine if they match the criteria of the

ori gi nal fidftlerfull lift, add pi®edes atlBESF sapBatblyefijdd etomens rebded to Adi@ll han be
formed. Further, the user registered 28 [ NYC] 320478.1 2 7 MAY Q03
subscri pt i gobsedptidnaSbickiptéd 0kt MRdeLinforvakathbbx dacH defjyest dueh usar of the
addition of the subscription to the node. In an exenplary enbodi nent of the

present i Ngdivid@d reqube h@(m&hi@nnﬂqe&r?menﬁﬂ@taﬂmmml giRGes dnféveat i on i f the
list of nodes needed to satisfy a filter changes while 5 the subscriptions

are out st anginager é@fﬁ'.?inﬁ&‘iﬁ@ceﬁ@dbnﬁﬁlﬁﬁ&ﬁon {10C) R, fbr exaniple, iftRequleske”

operator was used and anot her event nmanager starts running or becones

vi si bl esi n R el W EntddnGEer 3Bnt2¢t itibRiof Aot exafpROBAMGRBLSME thenas
installed on a new node; or an external referencé (e.g., synbolic name used

g.
to referen %dﬁyﬁ@r@ RRGVEM %ﬁﬁye%% ttfe! rhsg)‘é"f-’t?vle;é’g%d_? iﬁ\i}\ﬁx‘;}rﬁ;}{ %Eﬁ’rr forRRGRd 1ts

definition, eftectively changing t _ e filter 1S 10 mapped

to a data Sfabe. oy ffdeh BLELDS i ol LhdtAGa b ARETLO Lhe Tespective

data stores that the query runs agal nSt cou potentially change the

resul tS of SR AHENY o ARCOALIOLY o IS EYPBF  DRRAGCIRBLIBYAL T ) Lhe

present invention Imcl'udes Mot 1 on query’ reésu may
cont roi 1 60 byorRelel GEREE A F fakdl BB b el R i e s er vi ce
Conmuni a1 88k G Bnnoirit et eRetlRy B ol AT Sl Semr Sl et ar ea

basis wthi he respective data store,. fog. e | the DEX 710. A subject
area is, f&ﬂe lf—ﬁH%‘Szgn?th’é‘gnéﬁ%orﬁﬁgﬁyeth7ﬁﬁ? 0{ the wsbg‘?esf%&a@ﬁ e, a
grouping of tables wthin the database. In an exenplary enbodi nent of the
present in\Pé?fﬁeB‘Hme‘)t{\'Ahe event published 20 indicates what subject area was
updat ed. The evxt managenment s steP i ncl udes a.tracki ng nechani smfor
query change. TH22} Xemplagy gpbadithent of fhe presgRidpyentiqny fhegy agageMSRk of dat a
and the subject areas used in running the query, may be stored.

Subscri pti ST grovirlseamechapis SoesRmBlges Jigny egieipred seppomption cabbagk \py 2003
subj ect, areas used woul d be created. Upon receipt of an update event for
one of Phe UpAtieR SpbsgriptipnCallbackluneign(RE,STHETYR 5taMS, vPHE results of the rerun
woul d be comgar,ed_ with the prior query results and suitahle additions or
del eti ons ofbiE@Hn riBrckdyamentdTa ¥ ENTLBUBCRITTION ¢voybespdonddol d be nmde.

S In an exenplary enbodi ment. of the present invention, the routing

al gori t hm mo8fving msranplepcligatdhat g spossaptionteqyestdiapaiangsd. cdwsiths ng each
subexpression of the evaluation tree of the event filter to narrow the |ist
of nodes wabssripinnegatipagk ifynctipn aasyfa ghigyt. sich @f a dirgptoreto gy e stais ofvent
filter "nane=Dat abaseDown and name=Ser ver Down" includes a first
subexpr essitehP T Fyrpi=behsetipiiva Bwsiureand thg chinges e@n ddditibexsrdstesion af
"nane=Ser ver Down" conbi ned by the conjunctive "and". The

20  requests, that were made. The registered subscription callback function may also

provide a working list which includes the requests that are being changed as of, for

example, the invocation of the client registered subscription callback function.

22-
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routing algorithmmay, for exanple, determne the list of nodes which may
have the events occur on it by anal yzing each of the subexpressions
individually. As a result, the conjunction is treated as an "or". 27 MAY 2003
Accordingly, the list of nodes includes all nodes that have a product that
can create a DatabaseDown, as well as all the nodes that have 15 a product
that can create a ServerDown. One field, for exanple, may not have two

di fferent values and thus, an event cannot occur that matches this filter.
Accordingly, the routing algorithm using the conjunctive "and" between the
subexpr essi on, Father tldadientregigeret aibseriptivo delladufisictdon migal§oprotile event
defined by the filter. Thus, the routing algorithmw ||l not provide this
subscri pti diz custueéiag silciiptivnnagess, e2( fllhlis. Thetediskeedasnbexiptign e of detecting
a poorly forned user subscription. Inmediate notification could be given to
the user t balbatlofufi¢tioh neiyRilNohe\sdd foLi@ifal Sbiséiption ahdgnrySyibdeguant and t he user
woul d be nade aware of this error and be able to correct the subscription.

For other a&fitids of #d16t@InS. FétRaidPB) a daBl onQleRAbA Wil VAR WOk listubscri ption 30
[ NYC] 320478 1 2 7 MAY 2003 needs to be routed. For exanple, if

conj uncgi OB%;MMt&f Wil édBEbrip%ioHQfstéiﬁ&é‘s'dneﬁﬁ’cﬁ P reduedts klat hidhto PAEHRTeRsd. ver Down
and node=nodeA, evaluation of the node subexpression would result in a

single _nOdﬁeteﬂmﬁlﬁ%,heﬁwm%%rﬁggiimﬁéms Qddiddag oP@éI&_io%k‘Qﬁ?BéeSSi on woul d
result in nodeA, nodeB, and nodeC. Therefore the union of the results of

the eval uakidfhoRthed Al o BErRHDSXRRESEL A bl in ik UBNL WcoldsT) woul d

be nodeA, no an e conjunction 1n this exenplary filter

5 an and. prierAHS phds oot Bkl Sullaiion AfiSk liRon-ofp add! ti onal

events w Il "be recefv er was routed to ee nodes.
nodeC. s PREFiSIHERE o ATFR LY, o) R AR AR e ke © T Cer e
though 8 heg i FreRanPe o mng B v FolsrorkF PAE e bR BT g oyst em
ARG I T R R R T
i o, mHyR SRR Y s et > o P BUPRRBITHRECT el ds of ¢ e
event str u%&EﬁGEﬁ?gS6'Q§Cﬁﬁ’%8ﬁte§18ubscription), for canceling a group of
subscriptions.
15 In an exemplary embodiment of the present invention, the routing algorithm
performs a query to one or more data tables or data stores as determined from
analyzing subexpressions of an evaluation tree of a respective event filter. As shown
in FIG. 7, the data tables and data stores may include, for example, an event catalog
720, a software inventory 730, a product table 760, a node table 740, a filter data store
20 750, and a remote monitoring data store 770. The event catalog 720 may include
fields of an event which are not specific to where the product reporting the event is

installed or to a specific instance that the event is about such as product name, event

name, type of event, description, description ID, instance type, and all of the additional
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of the ftelds of the event structure stored in the event catal og can be
automatically translated to provide |ocalized versions of the event
filters. In an exenplary enbodi nent of the present invention, the n@é@%@%@m
(e.g., any of the interprocess conmunication such as a subscrlptlon request
to an event manager containing an event 20 filter) that pass from one
process to another when crossing node boundaries (e.g., the processes are
runni ng and comruni cating on different nodes) are mappable. The

comuni cation | ayer of the event managenent system of the present

i nvent i on, dxteadddske3d udeNBEC 1826048, Ih an eRentplik ¥mbOdiRentrd tiequiesepiage of a
nmessage and provi des a conversion mappi ng that may be invoked by a

recei vi ng dochatiod, thih e feontionmepbe providad eith theninaallagmeoftharegpeetibodi nent  of
the present invention, fields and keys of the event such as product nane,
name, type,dacbadistitoss the DBX 740dr the ynsaditason @ffagpoirg ptodiet} ehlichntag ielwelear act er
set that can have uni que representati ons across all code~ages, e.g.,
portabl e chpdaiigahe &@ht catalldgsS20twWiihsthé edntsi gehdrated ByIfid hoint prdpdtNsanwi t hout

| oss. Accordingly, a one to one mapping froma character in one code page

to a suist ahixemplA) &olimdnPof the pREdMe InveRibR, e GRIIok bxa8ipls bf tht dirddlorexenpl ary
enbodi nent of the present invention, the portable character set includes,

for exanpl guidel'® ug?%&%h%%v&ﬁﬁ%ﬁcreatﬁm pil(QeQun&udn‘}g %di)ulatm%&ck Rsts | bf i ). k, I,

m n, o, p, q, r, s, t, vV, W, X, VY, Z, A
K L( M;\l O, op@oﬁfgrJ{A&Eé/ﬁm%ti@v@gw%xcgu&oﬂ’m ﬁre@s%o?if%e&cné% advaﬂableﬁl’tgﬁ“‘ % &

exenpl ary efRachIBR0kestibdd FPRKASR B uiNESduRBn S&bﬁe@ﬂ&&fené@@ﬁ&@”‘?m system

includes a one to one wor tra ation of the keys of the |anguage. 15

Accor di ngl yye, %H lh&f (« c%epf’é’%%l:ﬁfnu&' z?éh%l %g ;&J‘)ﬁv}ﬁ&?ﬁ% e%ﬁf‘tﬂ%c[{h@&b xt ended

key nanes, onpari'son operators Have cat ups

substitfi g@il%ﬁénge %_:]12 eﬁereF)p e i RAYH 39) ulafed! by, #‘ Je)%\qg)leaqvgérh}xg&e egche

constructe i've ["anguage. ore the

subscrlptlo fef Hat, so that a
single for ma alo an \élgatﬂlggé ’Ctgr exl?iglpr é%’g?gé‘r@ggp\%&lﬁ% oéml ‘ﬁt%@pr etation of
the filter. Al1l1l.20 of el ds | ent (exce mnm@e ext ended

key nanes) and (Hhat 8 FHSEWs‘BHE gl ceisteseh Tt o ftvel HEERnGl?

bstit ut t .1 bi - di 1.1 at b
B R A T o T tfé%aﬂ%waaégﬂaéin but
h th t f d s t Cl] 320478. 1
27 2008 sy BRGeBRE S S RARG T b

not be gonverte anguage

Aocor di gl yepRts SofrSeh ARt e FPEaBE eﬂi*f}%f% aﬁg%mfgevr ﬁ;a{; oo ke
P oot ot i R el R o e e B pea e et BBt e s or i bed

above are illustrati X | es e
use a product 1Xenti?1e roduct Emp a ncPc{e 13enm'1er (node ID) to form the

respective relationships. Further, a given product can be installed on multiple nodes

and a node may have more than one product installed on it. The software inventory
20 730 may be included, for example, in the DEX 710. Information indicating where a

given product is installed may be useful to determine the nodes that could have a

particular type of event occur on it.
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invention and it should not be construed that the present invention is
limted to these particul ar enbodi nents. Various changes and nodifications
may be effected by one skilled in the art without departing fromthég BHAY 1003
or scope of the invention as defined in the appended clainms. 33 [ NY(
320478. 1 2 7 MAY 2003 What is clained is: 1. A nethod for routing a
subscription request defined by an event filter conprising the steps of
parsing the event filter into an evaluation tree, the evaluation tree

i ncluding at | east one subexpression; |locating the at |east one

subexpressi on; detresxemplangembodirhent af thk eeesént dnventgmbibx pvans sitdng V2| udes a
node specific field; and if the at | east one subexpression includes a node
speci fic fiaad efivearemvemneryd30 nty belocated,| feasdampleinaf sirglarethdosab datevent manager
contact information, and transmtting the subscription request to at | east

one event nsaia0&scotddty,af et flterane, Behulifectivily tRamkldde thto b dhthieast hedry 2. The
nmet hod of claim 1, wherein the at |east one event manager creates an event

that sati sft @seiife What iBdeR cOWB AR QB ADE&NT dbclrvd tRdt@NForfekahgle, a 3. The
met hod of claim1, further including: querying a filter data store to

dynam cal | \jueRtnddyte wirit £ditseRtentink b ffodudt namBee gt hod of claim 1, wherein
the event nanager contact information is provided by a function. 5. The

met hod of F“bﬁidﬁ%tﬂiamg*’:“l&tb@&MFﬂ%ﬂdd' R€cordIR{IST (AR Ruffe él%oritﬂ&ﬁ will, fopast one
subexpressi on can be converted to a query agai nst a

example, perform a query against the event catalog 720, to get from the product name
reference in the event catalog 720 an associated product ID. The product ID is, for
example, a generated key that is used across all of the database tables when referring
10  to the product. In an exemplary embodiment of the present invention, the product ID
could be, for example, the name or an integer. This ID can then be used to reference
information (e.g., a record) from the software inventory 730 that associates a physical
node with a product.
An event name field may be used by the routing algorithm to query the event
15  catalog 720 for products that may generate the respective event. For example, in the
filter “name=DatabaseDown”, the event name is DatabaseDown. A query could be
performed against the event catalog 720 to determine what products can generate
events with that name. From the list of products, a query against the software
inventory 730 could be made to determine on what nodes such products are installed.
20  Based on performance and ease of integration in the dynamic construction of the
query, for example, the query may include multiple queries, nested queries, or a single
query with suitable conjunctives. As was done for the event name, similar queries

may be constructed for the other fields in the event catalog 720, using the event
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| east one of a data table or data store; and if the at |east one
subexpressi on can be converted to a query against at |east one of a data

tabl e or data store,

queryi ng against the at |east one of a data tafdl7eMgii)

data store to obtain at |east one of nodes and event manager contact

information. 6. The

met hod of claim 1, further including: querying an event

catalog to obtain a product identifier associated with a product in the

event filter; -34

2 7 MAY 2003 referencing the product identifier in a

software inventory to associate the product with one or nore physical
nodes. 7. Tarlogglhaddetdrmideahaprbdudivintiiesaventrvetalogi 73 thatl e eelatediortie an event

specified in the at

| east one subexpression; querying an event catalog to

det er mi ne aespeaive fivldeand thelieheae tHoad produttsgeaninstaliel. tthan exeatplary quer yi ng a
software inventory to determ ne one or nore nodes where the one or nore
product s arembbdisiead dfelik prsentlii@entioh,thclothér fild3iimmtht evartiedtalof 720m@ay r ansmit ti ng
further includes: transmtting a callback handle to the at | east one event
manager, Whigdl@ienygesT edént| RadGHption leyigtién M RGRAEe lype addedl (Tthed Node uses the
cal | back handle to notify an event occurnng at the node. -35

. AE. AyUsAf &d&iﬁ@ndﬁ%ﬂénd‘é@@yﬁ@ﬂy ex/éh&_m@aﬂtioﬁ ke Vald¥/daifYd arfeent™ Af . Ay. . AU
A ASh . Ah. AyU9. Ah. AT A . Ay. A A A A A Ay. Ay

structure is described in copendmg patent application attorney docket number

22074661/25529, filed on December 31, 1998 and entitled METHOD AND

APPARATUS FOR A USER EXTENSIBLE EVENT STRUCTURE which is herein

incorporated by reference in its entirety. This approach may be taken for each

10  individual subexpression of the filter with the full list being the union of nodes

returned from each subexpression.

The product table 760 may include a description of the product (e.g., version),

files used by the product, description of the files used by the product, and the master

for a unique product ID.

15 The node table 740 may include, for example, all the nodes of interest in the

managed environment including properties of the node such as the operating system

running, the version of the operating system, hardware type, processor speed, and the

master for a unique node ID specific to the node table 740. In an exemplary

embodiment of the present invention, some of this information may be obtained, for

20  example, through a discovery process including making OS specific calls to retrieve

various key attributes of the system and putting that information into a message that

can be sent to the central DEX data store and parsed and inserted into the node table.

As shown in FIG. 7, the node table 740, for example, may be included in the DEX

[NYC] 320478.1

26



*Rij () ragkxz}D:

D~yt ni d_ZU] ca] ca] ca] ca] ca] c*a] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] cRa] c*a] ca] ca] ca] ca] c”a] caU]ca]cal D7= P r 17 MAY 2003
8KCan-{ 9], ~&{vql gb] X] c] ca] ca] ca] ca] ca] ca] ca] c”a] ca] ca] ca] ca] ca] ca] ca] cal] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]calca]ca]ca]lcal ri YIQAMPS!I'I1"#"K"{vpke’
ZU] caV] ca] caV] ca] caV] ca] caV] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca
] ca] caU] ca] ca] ca] ca] ca]ca]ca]cal K'U'Y" ™ "x"|" "OHHVHYHHH2S: Su|
$$$%zuoj d_YTke' Z] caV] ca] caV] ca] caV] ca] caV] ca] caV] ca] caV] ca] caV] ca] caV] ca] ca
V] ca] ca] calea] erd Gadsali salisabheslonal oM a2k f8M aii BYREGLS refatedd6 ((((h*, -

000) 014<7@'R7_788- 99| wr mhc”~Yke f] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca

] ca] ca] ca] gpidsal gkeal AlarM fa § cRMLRRhEM R 58 YbCRhGAYH GRnd9-
; 4===: >g>k>z>} >>AkCEEE HLLLLRSS 0S| wr mhc] X] ca] caU] ca] ca] ca] ca] ca] ca] calc

a]scglcalcaleealte ]?? 2] KabaAt yaggtw@ammltﬁﬁlﬁa} ahealgal cal cal ca) ca

WYYYYYUZZ A\ BAEN (aaa} xs ca] ca] ca]ca]ca
2 i psiten st s e b S
cal cal ca] cq]bqea] il Al el C%L&aﬂec&]qggasa@g]&a& gLeleplfabal salcal cal cal cal

ca] ca] ca] ca] ca] cal'nt nsSnnho 80860 rrs VVVWWW} xsni cMY] cal

L Ca] cal ca Gl OLPE & CRFEAERIHNE > SReoqpn BB apsTns U b 8 FRaly ca) oy cal ca
] ca] ca] ca] c%%gaéca] cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] cal # val wmhc”Y] ca] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

ca] ca] ca]caU] cal ca al cal cal cal] cal ca] cal.ca!l: 5{t-p*7
2?L| w]r rrh]c"Y]U]ca] *’t"é’} ]ﬂ&@]&%{]@ﬁ# 8@%‘ ]eéf’a*} L‘g%‘ctb?}‘ % ec‘&%'c Ca) ca] ca]oca] ca
ca] caj] ca] ca ca] ca ca! 03ERcVZ|
}#0&1/#2% s} L?FA"&C Zf%‘%ffﬁ"&&%’ géueaé ei]ecfaﬂpeaﬂveapg %%}qlaa]lw]ﬂ@&}%] ca] ca] ca] ca
] ca] ca] ca] cal ca%oc{a] calJ.ca] ca] ca] ca]ca]ca %{gal sGEAEVc*& gt 94 xrmhc”~Y] cal]ca] c
a] ca] cdPcaldyey ]ec‘?i]‘&‘&]ll%éf%?tég]o!%‘]"&%] tstoxt &) Bamoly @8’]“&‘5‘]“&% %a] ca] ca] ca]
ca] cal ca] ca] cal cal cal %-1*WI
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calca]ca]c l]lca] caJcalcalcalcalcalcalcalcalca ijcEIO% & ()- 10% & ()-
10% & () - oguict is Jocatedodn-prgremplapyygrabrdgngny of the grereny iyoatipn( the |
10% & ()-10% & ()-910% & () -
10% & () - y#eYouanggemenaysten)maykelso| pryyiadhe omsagee node and ogent manaeeq 9:210: 910% &
()-8F10% & ()-3f 10% & ()-+s10% & ()- D. iK-KY
Z109&' () - 1@exmote ynoniteying dajasgre 0. (Sinog myygle fgmote mogigorg Jnayghe ogdifierent

15  nodes monitoring instances on a single node, a searchable data store including
instance, node, and event manager node allows the determination of information of a
particular node. This may be used to add the respective nodes to the list to which to
subscribe to receive all events about the node of interest (e.g., those events about
instances on the respective node which will be reported to event managers on other

20 nodes due to remote monitoring). Further, multiple remote monitors may be on
different nodes monitoring a single instance. Accordingly, by having the instance and

event manager node in the remote monitoring data store 770, additional event
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D7i K- K, # 109&' ()-9! 109%&' ()-3MLO%&' ()-Y ,Z109%&' ()-y&G 109%&' ()-Y
mo%& ()-,109%&k ()-7= P r iK-KF1
109 ()-y@ GLOY%&R' ()-L-109%&' ()-F+109%&' ()-,) 109%&' ()-& nl0%&' ()- 3% 10%d MAY-2003
8KO' _"an}si KF1 10%& ()-' mlO%& () -
101010Y: 109%&' ()-f8GLO%&R ()-f5s10%&k ()-L310%& ()-n-{9i K- K&F10%&' () -
c109& () - &109& () -10%& ()-10%& ()-S10%& ()- 10%& ()-9], ~i K- KS#109%&' ()-L!10%
& ()-F F10%&' ()- @O0%& ()-y9 109% ()-310% ()- @10%& ()- &vri K- KY110%&' ()-fS/
109 ()- -109%& ()-Y+10% ()- @ 109%& ()-L' 109& ()-yFo%d0%& ()-i}si KY110%& ()-s
' 9109%&' () - dhadeB\ihatOfedd 10)beyBRIAGE®RIo(get the@¥REN) atwB (hodis(ancamidwé6si K! ' | 109&' ()
- 1@'10% ()- '@!'10%m& ()- - 109 ()-! - 10%9g& ()-!-
10%gxgx& ( Mdetdgmiigéd=! 9" OMLO%&' ()- 10 10 10Y: 109%& ()-f8GLOY& ()-!\y9
109 ()-"! Xy9' 10%& ()-' QAIdEQ\ =! y#10%&' ()-F
The filter data store 750, for example, may include the filters and the respective
symbolic filter names. The symbolic filter name can be used for a subscription instead
5  of'the filter needing to be fully specified. The symbolic name will uniquely reference
a filter defined, for example, in the filter data store 750. As the filters may change
dynamically and subscriptions are ongoing, changes to the definition of the filter
should be automatically handled, for example by the event APL. The event API will,
for example, encapsulate registering for notification of the update for the symbolic
10  filter used in the subscription request. The event API may retrieve the new definition,
cancel all of the old IPC requests, rerun the routing algorithm with the new filter
definition and reestablish new IPC requests with the respective event managers using
the new filter definition. Accordingly, the routing algorithm may, for example, query
the filter data store 750 to dynamically obtain the respective updated filter 750.
15 In an exemplary embodiment of the present invention, the event management
system includes registering interest in subject changes. A watch can be established on
any subject changes to an event manager. The watch is, for example, a method
whereby a communication layer will notify a client when new processes are running
on machines that match certain criteria, namely that an event manager is running on
20 thatnode. The watch, for example, may be implemented as a function. The results of

the watch may be analyzed to determine if they match the criteria of the original filter.

If it does, then a subscription to that node can be formed. Further, the user registered
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| 109& () - ! 10b@riptio th@dRiop- 1 1111111 pVB=" AIlo%&'()-Ilocy&'()-llocy&'()-
| 109& ()-! 109& ()-11111""eF8=" A

109 ()-!109& (0 an éxkOfRary mbddideit (Of thie pOkdit (1) vehtl@if/®ie(eyenit hiahdgefiient vNB=! 109&
()-B10% ()-% A 110% ()-!'10% ()-!'10% ()-'A
1"D'E"H'| " Byiedd prodbdes hofcafion Halfs sl 00 des nced 048 sft)sfy 4 AR changedwhile
F109%&' ()-U'wy'a"p"q"t"u"fL2=I10%& ()-!'10% ()-'A
5  the subscriptions are outstanding. The nodes may change, for example, if the “like”
operator was used and another event manager starts running or becomes visible in the
network after an original call; a point product was installed on a new node; or an
external reference (e.g., symbolic name used to reference a respective event filter)
within a filter changed its definition, effectively changing the filter. When the filter is
10 mapped to a data store query to determine its routing, changes to the respective data
stores that the query runs against could potentially change the results of the query.
Accordingly, the event management system of the present invention includes
notification of when the query results may change. Updates to the respective data
stores, for example, may be controlled by a respective service processor. For example,
15  the service processor may provide notification of an update through an interprocess
communication message. Further, an event may be published on a subject area basis
within the respective data store, for example, the DEX 710. A subject area is, for
example, the node table 740. It may be, for example, a grouping of tables within the
database. In an exemplary embodiment of the present invention, the event published
20 indicates what subject area was updated.
The event management system includes a tracking mechanism for query

change. The results of the initial query, for example, rows of data and the subject

areas used in running the query, may be stored. Subscriptions for update events for the
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events occur on it by analyzing each of the subexpressions individually. As a result,
the conjunction is treated as an “or”. Accordingly, the list of nodes includes all nodes
that have a product that can create a DatabaseDown, as well as all the nodes that have
15  aproduct that can create a ServerDown. One field, for example, may not have two
different values and thus, an event cannot occur that matches this filter. Accordingly,
the routing algorithm, using the conjunctive “and” between the subexpression, would
determine that no node could exists for the event defined by the filter. Thus, the
routing algorithm will not provide this subscription request to any nodes.
20 This would be an example of detecting a poorly formed user subscription.
Immediate notification could be given to the user that no such events will ever exist in
the system, and the user would be made aware of this error and be able to correct the

subscription. For other sample filters, the goal is to optimize where the subscription
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10  managers located on nodeB and nodeC will evaluate the respective requests even
though they will never find a match for that filter.

The filtering system of the present invention is designed to operate in a
client/server environment where clients and servers could be running using different
code pages. Additionally, the event filters of the present invention, for example, may

15  be configured so that at least predefined fields of the event structure and the contents
of the fields of the event structure stored in the event catalog can be automatically
translated to provide localized versions of the event filters. In an exemplary
embodiment of the present invention, the messages (e.g., any of the interprocess
communication such as a subscription request to an event manager containing an event

20 filter) that pass from one process to another when crossing node boundaries (e.g., the
processes are running and communicating on different nodes) are mappable. The

communication layer of the event management system of the present invention, tracks
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system includes a one to one word translation of the keys of the language.

15 Accordingly, all of the names of fields in the event, except the extended key names,
and the comparison operators may have catalog lookups for substitutions in the current
language. This allows a filter to be constructed in a native language. Before the filter
is used in a subscription, however, it can be translated to a common format so that a
single format can be used by any remote receiver in the interpretation of the filter. All

20  of the names of fields in the event (except the extended key names) and the
comparison operators may have catalog lookups for substitutions in the current
language. A bi-directional translation can be applied so that a user can view the event

filter in the local language, but have the event filters used and stored by the system in a
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3. The method of claim 1, further including:
querying a filter data store to dynamically obtains updated event filter.

4, The method of claim 1, wherein the event manager contact information is provided

by a function.

5. The method of claim 1, further including:

determining if the at least one subexpression can be converted to a query against at
least one of a data table or data store; and

if the at least one subexpression can be converted to a query against at least one of
a data table or data store, querying against the at least one of a data table or data store to

obtain at least one of nodes and event manager contact information.
6. The method of claim 1, further including:

querying an event catalog to obtain a product identifier associated with a product in

the event filter;
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8. The method of claim 1, wherein the transmitting further includes:
transmitting a callback handle to the at least one event manager, wherein the at
least one event manager located on a node uses the callback handle to notify an event

occurring at the node.

-35-



