SYSTEM AND METHOD FOR PROTECTED OPERATING SYSTEM BOOT
USING STATE VALIDATION FIELD OF THE INVENTION [0001] The
present invention relates generally to the field of computing. More
particularly, the invention provides a mechanism to ensure that a system
proceeds from a known safe state, and this mechanism can be used to boot
a system in a way that provides sufficient assurance of the system's correct
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more keys from being distribgiegdtaex ingppigiesite circumstances.
BACKGROUND OF THE INVENTION [0002] Computer security is often

dependent on being able to predict the behavior of software components. In
general, the security of a system may flow from the premise that a known
program whose behavior is understood, which proceeds from a known good

FIELB O TYHRENENRYNtable manner. Conversely, the thwarting of security -
which may involve getting a computer system to behave in ways that are
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behavior is not understood. Thus, one aspect of providing security for a
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where predictability of behavior is particularly important is in the loading of
from %%nép%ﬁarﬁhg% HHPRSROAHEHEHRS HtiSugh the operating system

itself may be designed to provide some level of trustworthiness as to its
BACKEROUNDOHidHBeIdNEENdH@N operating system has been loaded is a
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realiz¢d IDREOBOHE WINBQWSadperatingaystents emplay iaind state in which its behavior is
not understood. Thus, one aspect of providing security for a computing environment includes
verifying that a known program is being used, and that it is proceeding from a known good state.
[0003] One area where predictability of behavior is particularly important is in the loading
of an operating system and its components. Although the operating system itself may be designed to
provide some level of trustworthiness as to its behavior, the time before such an operating system
has been loaded is a time when the system is particularly vulnerable to attack, since the
infrastructure that protects the operating system from attacks may not have been established yet (or
may be in the process of being established). Thus, ensuring that the operating system loads in a
predictable way is important for protecting the operating system from certain classes of attacks.
[0004] One type of security breach that can flow from non-secure loading of an operating

system relates to the protection of the key (or keys) that enable certain restricted functionality. By

way of example but not limitation, the MICROSOFT WINDOWS operating systems employ a
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system key, or "SYSKEY," that is used to protect various processes by
making the correct performance of those processes dependent on the
availability of SYSKEY. For example, the key needed to decrypt private
information that is stored by the operating system in encrypted form may be
derivable from the SYSKEY. [0005] Conventionally, the keys needed to
perform restricted operations are protected by the logon procedure.

systen] ¥RICRISRG KBAF AWSE COTEEGHY ArIRENISAIRIITREISES By, @Xk@ﬁ%‘ﬂﬁz‘ rrect

correct logon credentials, such as a username{fassword combination) prior

perforyansph dhRIa §osessts WP eydeahonike HRIFOKEY 9 fSIbiaG bAncTamplgstic key
neede@QH LY AR AICAIR ARG IR BYSIRMWy ARl pemidhesHsR R diRieRd form may

number of tries (e.g., three) before concluding that the user has failed to
be deriygbls pioipehy FRIsEYpe of limit on the number of attempts to logon
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logon program to be loaded with the operating system, then the use of keys
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roblem that occurs with verifying the security of an operating system load.
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re-OS programs that run during a system boot procedure), and there are
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legitimate machine states during a load, and identifying, all such states and
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. implications. It may pbe more efficient to let the load proceed without any
c1rcunaﬂ@1?ﬁfﬁ Y&here it can be verified to take place correctly.

[0006] One problem that occurs with verifying the security of an operating system load
process is that legitimate operating system loads can involve many different programs (e.g., there
are numerous different “option ROMs,” which are pre-OS programs that run during a system boot
procedure), and there are numerous different procedures that can be performed as part of an
operating system load. Thus, there are a nearly uncountable number of different legitimate machine
states during a load, and identifying all such states and verifying that the machine is in a known
good state may prove to be an infeasible task. However, not all parts of the load procedure have
security implications. It may be more efficient to let the load proceed without any attempt to

evaluate its security, but then set the environment to a known good state before starting any

procedure that could affect a security-related function, such as the distribution of keys. More
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evaluate its security, but then set the environment to a known good state
before starting any procedure that could affect a security-related function,
such as the distribution of keys. More -2 generally, an arbitrary system can
be allowed to run for some time without any type of security evaluation, as
long as the system can be set to a known good state before allowing any
actions that have security implications to take place. [00071 In view of the

eplselallale NtiL B esH ek AdReaha MMl AV eieeman dNeasy WRAcKs Alri
generthgeprior alrt. U%/IéMARY OF E'II'HE INVENTION [00081 The presaepr%l;t invention ny

evalugipigedons idheaxitforae periindiysteaerhtfate brtumatandes smetetions that

have st‘lgtql}%qrﬁ?;cggoyﬁngg(%@erformed correctly. When a machine is
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draw A& PEHAEDEE, the operating system loader is started, and may perform
various preliminary tasks. After the operating system loader is started and
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Preferably, the validation is, performed by a validator that runs, in. )
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loader can be predicted. Thus, it can be assured that a correct loader operating under a correct
machine state will not load a component that would cause data that enables protected functions
(e.g., cryptographic keys, such as the system key) to be distributed under inappropriate
circumstances.

[0010] Preferably, the validation is performed by a validator that runs in a high-assurance
environment. A high assurance environment is one in which it is possible to provide a relatively
high degree of assurance that processes performed in it will run in the manner they are expected to.
Thus, the assurance that the validator will operate correctly is derived from the fact that the
validator is verified by a process that runs in the high-assurance environment, (e.g., by verifying a
signature of its binary), and from the underlying trust that processes in the high-assurance
environment will be carried out correctly. (Or, at least, there is a level of assurance that the high-

assurance environment will not interfere with, or permit interference with, the correct operation of a
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validator is verified by a process that runs in the high-assurance environment,
(e.g., by verifying a signature of its binary), and from the underlying trust that
processes in the high-assurance environment will be carried out correctly.
(Or, at least, there is a level of assurance that the high- assurance
environment will not interfere with, or permit interference with, the correct
operation of a -3 process that operates within such an environment; one

procesPusiIHLRAME A BEPakE R AN L IAEIBAL MR DAL INRIEMEINUS Perust that
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detailed description of preferred embodiments, is better understood when
8 Al coRREfHURRN A IRYERiR AP ATRSEE A SE - purpose of

illustrating the invention, there is shown in the drawings example
BRIEGODER/CRIPT O © IVHEIDRAWMINGS the invention is not limited to the

specifi hods and instrumentalities , disclosed. In the drawings: [00131
o e B o A N S e B e i of preferred
embo%i@pﬁﬂ@ i@lfﬁéherinn&ﬂﬁrc]mmyellnerémnlemﬁeﬁmadtih{iﬂ&&ﬁﬂ. tlﬁﬁpgdﬁcad)_tbai(vings. For the
ia of a system that employs a process se correct operation is ..
purpogg b SRS WSrH R S5 s P esn 1S AR GrARPLY Sgpsirictions of the
invenﬁ@ﬁrypt_eﬁ/ﬁietbysit@mﬂmtipnﬁ_teﬁtﬁi&mk:lrg/ﬂtedpéatﬁcftimmatﬂmﬁti@misztﬁﬁnentalities
disclogggr%;gv%%wdbé/ rr}lak[ng decryption dependent on a system key; [00161 FIG. 4

. rawings: ) N
isd |agran$of an example boot process with validation in accordance
[0013] FIG. 1 is a block diagram of an example computing environment in which aspects

of the invention may be implemented;

[0014] FIG. 2 is a block diagram of a system that employs a process whose correct
operation is dependent on a system key;

[0015] FIG. 3 is a block diagram of an encrypted file system that protects encrypted data
from unauthorized decryption by making decryption dependent on a system key;

[0016] FIG. 4 is a flow diagram of an example boot process with validation in accordance
with aspects of the invention;

[0017] FIG. 5 is a block diagram of an example validator in accordance with aspects of the
invention; and

[0018] FIG. 6 is a flow diagram of an example process of protecting a system key in

accordance with aspects of the invention.



with aspects of the invention; [00171 FIG. 5 is a block diagram of an example
validator in accordance with aspects of the invention; and [00181 FIG. 6 is a
flow diagram of an example process of protecting a system key in
accordance with aspects of the invention. -4 DETAILED DESCRIPTION OF
ILLUSTRATIVE EMBODIMENTS Overview [00191 Several processes that
may take place under an operating system are dependent on one or more
DETARYRIPDISE RIFEFONPOFIPLAPERSSIP RN KD VRN G trolled by an
authentication program, such as a logon program, which refuses to enable
Overvig¥ of the key(s) unless the user provides correct credentials, such as a
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program may be effective at gating access to the keys, an operating system
the usgs ey IdstRPHES RAREENTAL 1SHERRT & WifFIERE BarPOHE AP RRRINAHAGT hus, by the logon
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program. Thus, when keys are distributed in this manner, protecting the keys
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process. Exemplary Computing Arrangement [00201 FIG. 1 shows an o
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a suitable computing environment and is not intended to suggest any
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dependency or requirement relating to any one or combination of
components illustrated in the exemplary operating environment 100. [00211

ExemplaeyIO@Rbi@ihis Qrehatigfeat with numerous other general purpose or special

purpose computing system environments or configurations. Examples of well
kﬁgﬁmlco ti1n§hOWS an exemplary computing environment in which aspects of the

invention may be implemented. The computing system environment 100 is only one example of a
suitable computing environment and is not intended to suggest any limitation as to the scope of use
or functionality of the invention. Neither should the computing environment 100 be interpreted as
having any dependency or requirement relating to any one or combination of components illustrated
in the exemplary operating environment 100.

[0021] The invention is operational with numerous other general purpose or special
purpose computing system environments or configurations. Examples of well known computing
systems, environments, and/or configurations that may be suitable for use with the invention
include, but are not limited to, personal computers, server computers, hand-held or laptop devices,
multiprocessor systems, microprocessor-based systems, set top boxes, programmable consumer
electronics, network PCs, minicomputers, mainframe computers, embedded systems, distributed
computing environments that include any of the above systems or devices, and the like.

[0022] The invention may be described in the general context of computer-executable

instructions, such as program modules, being executed by a computer. Generally, program modules
-5



systems, environments, and/or configurations that may be suitable for use
with the invention include, but are not limited to, personal computers, server
computers, hand-held or laptop devices, multiprocessor systems,
microprocessor-based systems, set top boxes, programmable consumer
electronics, network PCs, minicomputers, mainframe computers, embedded
systems, distributed computing environments that include any of the above

inclu&ym%s?bﬁ%\fgfﬁ% @}&%Q,%Bh?pd&&%@d&%tmﬁ%%wac}ié? %m%@gigﬁlar tasks or

. the general context of computer-executable instructions, such as program
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through a communications network or other data transmission medium. In a
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represent multiple logical processing units such as those supported on a
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bus, and a |ocal bus using any of a variety of bus architectures. By way of
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architéViehHERIIRIE B ks SMiTa CRAMERL ARSI AUEEs(WGAD OhsafenhapkREtture (MCA)

ISA (EISA) bus, Video Electronics Standards Association ocal bus,

. (VESA) |
bus, EghantsdrlSRer &I Tbpentiemidregiones %&&f%ﬁé@@%&?&ﬂ%@*) local bus, and
PeripNéRZ Za1iR MUt Infheosysi@ TP orsbld Laiayndlsa BeNeplamentrd)astae system bus 121

oint-to-point connection, switching fabric, or the like, among the .
may a3 RLETSE e ofck BO[BbEAR BB ST PRoRYHICHNS fRBRIHEY thediis o ppng the

comne@ARpLkerdeasable media. Computer

[0024] Computer 110 typically includes a variety of computer readable media. Computer
readable media can be any available media that can be accessed by computer 110 and includes both
volatile and nonvolatile media, removable and non-removable media. By way of example, and not
limitation, computer readable media may comprise computer storage media and communication
media. Computer storage media includes both volatile and nonvolatile, removable and non-
removable media implemented in any method or technology for storage of information such as
computer readable instructions, data structures, program modules or other data. Computer storage
media includes, but is not limited to, RAM, ROM, EEPROM, flash memory or other memory
technology, CDROM, digital versatile disks (DVD) or other optical disk storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or any other

medium which can be used to store the desired information and which can accessed by computer
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readable media can be any available media that can be accessed by
computer 110 and includes both volatile and nonvolatile media, removable
and non-removable media. By way of example, and not limitation, computer
readable media may comprise computer storage media and communication
media. Computer storage media includes both volatile and nonvolatile,
removable and non- removable media implemented in any method or

110. deaiRQIeMMifRY Iﬁ@fi@gﬁ%dn@émﬁgﬁﬁ@%ﬁe%m@riﬁ@@g@tmﬁs, data structures,

instructions, data structures, pro%rfam modules or other data. Computer
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or other optical disk storage, magnetic cassettes, magnetic tape, magnetic
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and includes any information delivery media. The term "modulated data
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example, and not limitation, communication media includes wired media
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the above should also be included within the scope of computer readable
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(ROM) 131 and random access memory (RAM) 132. A basic input/output

! ; P
acces %?éw&é@r(Bﬁeﬁsr)ﬂz&efa&ﬂp@rms%%erﬁ%%%&PH&%%BYrgvﬁgfef example, and

not lidiitefRatiam beyearh RIeopRAIEWIEIRIER ML tesplitaYi SH PRoRSE IS ShalkktProgram
is typically stored in ROM 131. RAM 132 typically contains data and/or
mOduk?Po)gggrﬁr}ﬂ(%‘ﬂﬁé%nfﬁglﬁ%\ﬂéYmmediately accessible to and/or presently being

opes2Rd ahOYORRPCRSSING MAil 1120 ifRYud@ytateXxaaR bl @non tembvitaton,
FIG. 1 illustrates operating system 134, application programs 135, other

volatijs/ganxplatile G s ¢t UABCINSHANP Y Y AR EAHBP 510 e ‘i tBista(ss @ hard disk
drive MaAtiaise:hieladenIh ek iemevaiRlednovEereoailelatile magnetic media, a magnetic disk

drive 151 that reads from or writes to a removable, nonvolatile magnetic disk 152, and an optical
disk drive 155 that reads from or writes to a removable, nonvolatile optical disk 156, such as a CD
ROM or other optical media. Other removable/non-removable, volatile/nonvolatile computer
storage media that can be used in the exemplary operating environment include, but are not limited
to, magnetic tape cassettes, flash memory cards, digital versatile disks, digital video tape, solid state
RAM, solid state ROM, and the like. The hard disk drive 141 is typically connected to the system
bus 121 through a non-removable memory interface such as interface 140, and magnetic disk drive
151 and optical disk drive 155 are typically connected to the system bus 121 by a removable
memory interface, such as interface 150.

[0027] The drives and their associated computer storage media discussed above and

illustrated in FIG. 1, provide storage of computer readable instructions, data structures, program
-7-



volatile/nonvolatile computer storage media. By way of example only, FIG. 1
illustrates a hard disk drive 141 that reads from or writes to non-removable,
nonvolatile magnetic media, a magnetic disk drive 151 that reads from or
writes to a removable, nonvolatile magnetic disk 152, and an optical disk
drive 155 that reads from or writes to a removable, nonvolatile optical disk
156, such as a CD ROM or other optical media. Other

modul&MAYARIRMERRIPAER AR PN ANERRtIC EERRHIET. SIFRARINGAIR Adtis

can be used in the exemplary operating environment include, but are not
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hard disk drive 141 is typically connected to the system bus 121 through a
operatigh petABy hife ARSI IMEEABR S LEh ARTBFREERM AT i ARt PEagRm data

137. Shigride darshopficaldisk oy ae ypicaly: CRERRGISAIOIRE BUSEHA
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data 147 @rgrareenaHEarrat Husberafr conibitsrstiiga meumpep dss sy srent copies.
A uscPRfylHalFIGH IR Gank RIBMARISIPIAGaHT CaRED taadARIR IRSHULIGAS such as a

data structures, program -7 modules and other data for the computer 110. In
keybopyds 192 iiddieintine dpuics dizl apenealy iecfifiedrined agstshingaskeadipigouch pad.

Other SYptRMe31H4s ARRIGRHAN RISYIAMNKIL 4 RINPhBFRIBHNOPUIGS 34D sAltite dish,

program data 147. Note that these components can either be the same as or
scannefel St Higm! Biseratthg BpsiBry udricasie b SrIgratRd toaBe pqepssing unit 120

throug QAI@NiRpaEHIRAS61 6mehRreotam datd thd 4y RBMAING S8 d 8dnnected by other
application pro?%;?ms 145, other program modules 146, and program data

interfacgand bEnAR iSFe M LARBEE H HIBRREROTHAE 2t YefivhaGHR] sy (HRB)- A
monitBHTiEre0t 6QRIESpAMIRIPIAZHEIRY IS QBRI AL RENAHOR KIS D€ via an interface,

computer 20 throu§h input devices such as a keyboard 162 and pointing

such a3& yadepdteERri S PeddieniP 4heAmABIILE OIS SrRvaln Fudideats

peripHBRVLAPUIEES06 SRAVR )k PRANIRCIYdeRIPIHRRNOBEwIRYALEKy BRBEnRBEed through an
satellite dish, scanner, or the like. These and other input devices are often

output-BeHRRGE ¥ EHASbtessing unit 120 through a user input interface 160 that
is[gogfedietbensstanibunabeperay ReLannesied byvaihiahentasiasasdichl

bus structures, such as a parallel port, game port or a universal serial bus

connegtjeits) o0 SR AN SIMROASRY LS 0P AR aREe SearbEd e thsd (5 e
compS¥Stes0 hlas beh piasandnieHaeter, s as, a Yiles iatesfaceklPO; dpasiditiordédr other

commt(bne nrgt%]cg rﬁg eT gg&%%l@ﬁ%l%llsc uic?ecsllflr?a%}? g]regll of the elements described above relative
to the computer 110, although only a memory storage device 181 has been illustrated in FIG. 1. The
logical connections depicted in FIG. 1 include a local area network (LAN) 171 and a wide area
network (WAN) 173, but may also include other networks. Such networking environments are
commonplace in offices, enterprise-wide computer networks, intranets and the Internet.

[0029] When used in a LAN networking environment, the computer 110 is connected to
the LAN 171 through a network interface or adapter 170. When used in a WAN networking
environment, the computer 110 typically includes a modem 172 or other means for establishing
communications over the WAN 173, such as the Internet. The modem 172, which may be internal

or external, may be connected to the system bus 121 via the user input interface 160, or other

appropriate mechanism. In a networked environment, program modules depicted relative to the
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peripheral output devices such as speakers 197 and printer 196, which may
be connected through an output peripheral interface 195. [00281 The
computer 110 may operate in a networked environment using logical
connections to one or more remote computers, such as a remote computer
180. The remote computer 180 may be a personal computer, a server, a
router, a network PC, a peer device or other common network node, and

comptYEHGatY RPHARZMARLG! AhPHINGHIEMENIE AGFHIRR AR ErSIANG iR 1BS way of

computer 110, althOlﬁ%only a memory storage device 181 has been

exampig,stpshegtiimation, TAE- lblssiratss iemedn anmbisriten moerany ifelageesiding on
memdf;}pé\l:ﬁ@al ReYQII(bANIpLI AR RaMGle REGR R EBNALK {MMANb Wi Bk B8 ary and
a

so include other networks. Such networking environments are
other gisitihohpHAE B HiBSSUREYSHARIN K SSHSETEA CRUBTRE it an BEsUARK:
the Internet. [00291 When used in a LAN networking environment, the
~ computer 110 is connected to the LAN 171 through a network interface or
Action gepigstedy k¥oKen used in a WAN networking environment, the computer

1}@§(ﬂi0@ﬂ)’cﬁ?ﬁﬂiﬁﬁl§ @d‘?‘ﬁ’gﬁﬁbﬂﬂéﬁf &Hﬁ&ﬂwmﬁmiﬁ%rocesses that take

communications over the WAN 173, such as the Internet. The modem 172, .
place Wihin thaybdrmesmidecadidandicmegriset ahsHtBdliethe SR ks BusTPIKEY
used BfaHORUSRORPHTTNEITA0E WEDo Rl AIHE s RRRIRALBIR MEEARRISMulh @ key, but is not a

___networked environment, program modules depicted relative to the -8 ]
limiting gy3malel b Breiesd R EBE A HeosStRigh? Peferh desadhipA L nique,
cryptcHREREe. A9 ERIRY Ay aff@xarple. iaN LRkl MBatamifid i dIMSrai@st the two

remote application programs 185 as residing on memory device 181. It will

machiggsifediffaaritetthd MetvioPROCEHHBELSTICBARITA YR SEBHRIAR HRdkihierbe

portabRe@GS oheplakiishing MmeARMURIALORSHEK-REIVERNHTECEQRRUIBEN IK1AY he
used. Action frotected by légés [0030] A .computing environment may employ

employqehio SR EhRE @i P cekee s that aileb Ip ridsiGa i il BArBhment

deewsy foFter RIvRCAPPRIRMINsysRasHEIEckeYpdte S raicENat RPdMent on a
the MICROSOFT WINDOWS operating systems is one example of such a

key. Fragess i ateRe R e Blein AT4Ss iorapeiate s Eeie e Shokdd, Rsnpis hat

process RU2CRSPHRRERAIISIR tRAGIYenLhRieg@Rhjsalyskandem pritRaHass kY that can be
i.e,, given two machines, it is likely that the two machines have different

l.e
managed B #p QR IRS SR AN L A8iSBRG AR EIATSIIPRES s RULIHIRET ¢ fgmore generally to

any operation or series of operations that can be performed on a computer. It should be further noted
that, while this example shows a process that is dependent on a cryptographic key, the term
“process” as used herein is not limited to processes that perform cryptographic operations.

[0032] As shown in FIG. 2, if key 204 is available as an input to process 202, then process
202 operates correctly. On the other hand, if key 204 is not available as an input to process 202,
then process 202 does not operate correctly. A key protection mechanism 206 controls access to key
204 —i.e., mechanism 206 either provides, or does not provide, process 202 with key 204,
depending on whether the relevant security conditions have been met. For example, a user may have
to log in and provide a correct password before mechanism 206 will enable use of key 204.

[0033] It should be noted that the denial of key 204 in order to prevent process 202 from
operating correctly is sometimes a desired result. For example, the encryption/decryption of files is

one example of a process 202 that is protected by key 204. The correct decryption of a file may be
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portable from one platform to another - at least to the extent that effective
mechanisms are employed to ensure that a platform's key is unavailable
outside of that platform. [0031] FIG. 2 shows an example system in which a
process runs that is dependent on a key. Process 202 is dependent on key
204 in order to operate correctly. It should be noted that process 202 is not
limited to the traditional notion of a process - i.e., a unit of execution that can

depenBEntBANREEL RYIQYD SPLTAUNE SYSIEM ML APRAYaHAN HGERRARRSE nPhYelf, then it

rather refers more'generally to any operation or series of operations that can

may bgelesarabienion bs deebraponert i Blsouné theroraser vHpsedheHapbWRNo fisigser to log in
may ifRAPIERNRVSHAPIASESDHERY iHEGRENGIL S ABACHRIPH AP RIC KRKJRELRITE. ¢ , in

"process” as used herein is not limited to processes that perform

the cageyta §ralshitapiseratoHs. (oD PG ioRdWAT L. 2D 0icRBYIABA J8csvafRbRY 204

depenﬁ&ﬁ%ﬂr}Hé'Tr&%%ﬁ??e“c%ﬁ%&ﬁ&ﬁi&ﬁ%%ﬁ% gfé? QR&E‘%?ffrs@Qféﬁfétl')bf@E&tbm to disrupt
other hand, if key 204 is not available as an input to process 202, then

processgsdbakneed WddsdistpsdratecB ShsstRF A ey Patdetiv A it BgfisMiesbenism 206°s
abilit PRI AGRESS s ah 20 aningr. RiSMNAQRRENRERIQUITES OGS NOb4 for

i
provide, process 202 with key 204, depending on whether the relevant

their coupqHiQPEBHMBoHRSAVE Hais dspenderyalahssrbles therthal deavingkeyii to disrupt

the pré@dgrovide a correct password before mechanism 206 will enable use of key
204.40033 It should be noted that the denial of key 204 in order to prevent
pl808dk 2B rdrhdperainig ESRkKOR UBHiEgeemRle QFPrasett thalis dependent

on keg20MMeEsHhexa orvdesryntieraaffilesrit 00 R aXameieBha PIRCSERHVZEFS) 302
that is protected by key 204. The correct decryption of a file may be -9
that stqegselflge it BReREEdLAB KPS Bl IfeREY DISdPE ARFOPESHIEHy Iog Hidr noted that one

purposdITRORAIR BisPlidhentd praaxDetesi apipay dbmpaerpiinend éedeted by a
. to proceed, since the inability of a user to log in .may indicate that the _

thief ledﬁ?pfa@}ti%%%le;a@%a%%&ﬂ%@fe s REHEhgea o (&g R 1s
providbe eaSESOS @ SIHSIB i chbiypitk Al BRtesH@ MEe ENanEMmO 6 iapiakse 306,

access to key 204 dependent on the relevant security conditions being me

) t
whichgs gtered Qe fifio kbyVober @ fa&%ﬁﬂSﬁ&é@ggégtfrf‘éfﬁﬁeéav&seseﬁ&%grﬁ?n@& § 302
retrieW¥hEACHYPER] FREVOY LRNEItBHEsAte @Bt MesNpRISM L0085 (BbPbctRe, the substance

disrupté)rocesses in this manner is dependent on those Brocesse_s‘ requirin

of deqgyptehiilfn? OfhisitieoioB SpbrlmdRrake itlfs s deiushdrt s ady EGprghows these

two iéignaet of dRNYIBgdpay.2dd: BIeRYps tHeaEEESSle, and decrypted file 308 is the same
file after it has been encrypted, stored, retrieved, and decrypted by EFS 302.)

[0035] It will be noted that one input to EFS 302 is content key 310. Content key 310 is
preferably a symmetric key that functions as an input to a cryptographic method. Content key 310 is
used to encrypt file 304 in order to create encrypted file 306, and is also used to decrypt encrypted
file 306 in order to create decrypted file 308. It can be appreciated that storing key 310 in some
easily retrievable place could quickly render EFS 302°s ability to protect the data ineffective: If the
content key is easily available on a hard disk, or if it is easily derivable from some known feature of
the laptop (e.g., the processor serial number), then it would make no difference whether the files
were stored in encrypted form, since a thief could easily find the key and decrypt them. Thus, it is
desirable to protect the key by deriving it in some way that can only be done with the cooperation of

the true owner. One way to protect the key is to use a key generator module 312, which receives key
- 10 -



[0034] FIG. 3 shows a specific (but non-limiting) example of a process that is
dependent on key 204. In the example of FIG. 3, the example process is an
Encrypting File System (EFS) 302 that stores files in encrypted form, and
also decrypts the encrypted files. It should be noted that one purpose of
such file encryption is to protect data on a laptop computer from being
recovered by a thief in the event that the laptop is stolen. When a file 304 is
204 aSfpGIAIRd iRESI BRI ARG FFR 7984 Bms397 X tent that key 204
_encrypts file 304, and turns file 304 into encrypted file 306, which is stored
will oly jpg iy @Néfed Andoy RBPraprEEkSIIEIRS A ¥ PEESTe IE RSB IR S OBt coggent key
310 w@l@%n[(?%keél&%%?éw@é? il 306 ARdiASERPIS UL OB IREAIR RRCHIPHEATE the
308. (In practice, the substance of decrypted file 308 is the same as that of

derivagigginbramrendken A8 isnaeicaaomytim avalahibiysohsse? Ao Thatariay seeken is
affordi{®8aRg a8 afils3 U Iutherouginal iley and. q‘%ﬁ@ﬁﬁfﬂ)l@l@ﬁﬂ%\iﬁlﬁ%%%% requires

file after it has been encrypted, stored, retrieved, and decrypted by

that thepses) (Rl DenEoYEl A S ThBa I EEShen2tisaadinantiey hebeeitekgy 310 will
not b 3dfldiritesierablyep Qyremstiisgkey. that functions as an input to a
c%pto raphic method. Content key 310 is used to enca/pt file 304 in order to )
crd9R0bndipietr flectng keynd ¢ ATen hstre 8 vRItAb UBARTYtel ome demipstances is
imporfISles iR E1aate sleerypisthiile RB8ndt SirRGS P BEsEAta Al IRHNGHEMIRL b rrect

in some easily retrievable Iolace could quickly render EFS 302's ability to
securify GRINEXhESctatd IRBHERMITe 988 IR dEENYREYGRASESIRE SORIRSBRABTVATHAF Present. As

descrifigkp &6l itigcangilYFHafivahlenamsamasewd feat i af a thadastepa( @y result in

the processor serial number), then it would make no difference whether the

misusgissORERS Lo FRRFIHISHBDISEFRIIN SRR BRI R S8HS FRTRRARERELAMRF
opera@8EEyRtdReh Tdpisodihe drritabinipoRtaie¢ivhadae: R e iR bt S8MR presumed
way that can only be done with the cooperation of the true owner. One way = .
to be 3515 GrBEALASE e A o T aesh oAt Sresdieddagtow thah FRtER dei@{pachine is
bootedsifl 2RAREIR1E) 3R ARiYaSE BefiRNtked dmbadisimiapdof key 204. Thus,
to the extent that key 204 will only be provided under appropriately secure
circumstances, it is likewise true that content key 310 will only be derivable

Boot RPidessapproprale gifgaaatances. In other words, by making the derivation of
content key 310 dependent on the availahility of key 204, whatever protection

islUHdldetil(e keiowa T hmisal sgeiivaet tbshte it aye3ed b p Beghisre cfure-

PIOYBRNG keyiABA fleaiiesinhal $be esaroegAnyychr avidiigedcestgigiured to begin

Password, then it can bte agsured that content key 310 will ) )
executing instructions at some fixed address at the time that’it 1s powered on. The instructions

typically contained at this address are known as a “BIOS” 402, or “Basic Input/Ouptut System.” At
the conclusion of BIOS 402’s execution, BIOS 402 starts execution of small programs called
“option ROMs” 404. Option ROMs are programs that perform very basic early-boot functions, such
as setting the hardware password for the machine, or selecting which of several operating systems is
to be booted. After option ROMs 404 execute, the machine is instructed to load the Master Boot
Record (MBR) 406.

[0039] MBR 406 is an executable program. Typically, MBR 406 resides on the first sector
of a computer’s hard disk, and begins by looking up which partition to use for further booting in the
partition table. (For example, a disk may be partitioned for use with different operating systems, and

each operating system may require a different boot procedure.) After the correct partition has been
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not be available unless the user correctly logs in. [00361 Thus, protecting key
204 from being given out under the wrong circumstances is important, since
other processes may depend on key 204 being given out only when the
correct security context (e.g., a legitimate, logged in user, who tenders the
correct password) is present. As described below, one way to cause a
machine to distribute key 204 in a manner that may result in misuse is to

looke®0B! B IRNASERG MR BRESUIS RO VEBNEBERE WD RICBIQRUSSAMIRA MR, Boot

the operating system can re&lace the correct components (where the correct

sector&ﬁ%ﬁgﬁ@g@é tb[i‘dgﬁ?ﬁi‘ég‘ 0 qgéli§5|31@d)ﬂ%qggg|§é(§tg@4y_aq:l%@} 0 that will ultimately
load tRASPIRRIBPSAEHeBcHDAE belonethdheRayre4hei S RARDIG I8, RORIgE Nt @ show how

known (safe) environment before key 204 can be distributed. Boot Process

such 3 Gemgeacnt HAEktBhiIb0 37 £1ID1e BpRPECS el HagiivRBE B s vshinse to boot

proce@ifcyaeq iRANPBRt Ayecedure. [00381 Initially, the machine is powered on. A
tyﬁ((?:al machine is configured to begin executir%a%instructions at some fixed
a

48k aPyiingthe taeithat posratag svstamdapdsrtifbisd virai clasdanaed
machidb ligegdressiareiiasnn @n@ciBiOS s QnBASIGINRYHYQYRIHPYIRSical machine

At the conclusion of BIOS 402's execution, BIOS 402 starts execution 0

or a vistal el S Bs e dagiondn reeitraed b, TPtFIROIE S eoprpYRan, S gperates in
a highPRIRFMEHNRRSIM SR YPAAbHINGHANST SEth ASnseliRarRaIRAYONEEBbed below), and

assword for the machine, or selectini which of several operating systems is

therefggehesp sts@mrtistssRiF RURMS AbrdraEactndhal dbnivaditation 410 is being
done d8addie MasiehBook RerpichMRRL KOS (GRIL MBR 4R RN @K GBI erating

program. Typically, MBR 406 resides on the first sector of a computer's hard i
systergiadghd 9tin s BT RIGKiHYS T ohrnen s o 9 foAASRALY-dbistRRs SR & provide
some RARI M i3RI dEOReNRIDRIRaf disko B bR BASIHINRRIAIN LISR (M BiHEERBItS (e.g., the

operating systems, and each operating system may require a different boot

hardwgrg A8 iRE R RY ThdhEdiTard pdirtiiEh Fas(BERH Wilk 8bReP B Mirt 2Bep to the time
that |ds3ASRISERMIG {0rihe PROLEEEIOLENS asapeiatad fith HealdriiianBeahe time that

sector then commences the process of loading the operating system loader

logon pipetiat $iff (HRLIEHPNBHAHRE elsPaRfod Rttt Hhings: ah dhn qesrating system will
do aftMBERs 40151 SHaWMNiD e prb Bree ] s tBONEcELCHD REOPORORENT VORI fit

compOnohis Conla DY foadea. T those Lomponents could cause Iogbn prograns 418 to misbehave
in a manner that could result in distributing key 204 under inappropriate circumstances, thereby
compromising the security of all components that depend on the protection of key 204 as described
above. Thus, protection of key 204 can be achieved by exerting tight control over the state of the
machine from the time that the operating system loader 410 is run until the logon program has
completed.

[0041] Validation 450 takes place during the time that operating system loader 410 is
running. Validation includes validating the loader and the machine state, and may also include
setting the machine state to a known good state. The basic idea behind validating and setting the
machine state is to place the machine in a state where, if the loader executes while the machine is in
that state, then the loader will not load any rogue components or otherwise behave in ways that

would result in security breaches. Validation 450 ensures that the loader code is, in fact, the code

that has previously been verified to behave correctly, and also ensures that the machine is in a state
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procedures that use MBR 406. [0040] During the time that operating system
loader 410 is running, the loader and machine state are validated (450).
("Machine," in this context, can refer to either a physical machine or a virtual
machine.) The validation is performed by a trusted software component that
operates in a high-assurance environment (an embodiment of which is more
particularly described below), and therefore there is some degree of

under &SR AMEELY IO HY %ﬁb@]ﬁkf@q&%k&@@t@ﬁ%& quﬁ IShREiRY nfiRAfhe alre ady is

correctly. In essence, by vaIidatin]%athe relevant aspects of the machine state

in thatyafe. o drankging e mashiaerin lmhyatebAtrolbbawpmiscatpae taaidhpytechnique is able
to lev¥aldating,laader¢l0) LisRASAIDIRAN oM de SRS eNElRf s SHRD6E dhathachine

illegitimate or rogue versions of operating system components (e.g., the

will alyg  ABStHAISHTergERS tsanedrRasthlieby, thecfad 189S thibsdevien oA degioperating

systeﬂ?f@a(d%? 440 f@ﬂ@@oﬂ@%&\%'&’&?ﬂn@@&%@, $48484 Q@hﬁgﬁéﬁ%ﬂiﬁ&fﬂﬂﬁ%ased on this
components from being loaded up to the time that logon program 418 is run

obseryatigipdttaHt becapssiaid rahetifstientd thaudasheksirld s or Ahil(cdo at the
time tAfiESptibn IRaAAE 494Upr 1890008 UM (L8 RALGAIRSABERSS L ke84 from

and If rogue components could be loaded, then these components could

numeross SHITSEA sregranted theo asidyerdtberfintaton that dramndiridrald hgplaced in as a

result GiSEBENE: KX IZEMENASK D ARNFPRHRISIGIHF UMSIAIBRS t8NR#BRAYIne the behavior of the
compromising the security of all components that depend on the protection of

machipg grcgedpapl Piabersevarious riusatisndsiragduiess Eapsnt lidrriGeygynot to be
conceBXRS N eh ot centolvehthestate ohihe o NRChINEIIOST HR1time Ahad 1h8s as the

operating system loader 410 is run until the logon program_has completed.

machifegepiy b Rltredon AsetiRedepiRte Ak mserhlo st SPLimHY Bstem
lopdanf 1Qns preteing: Mabs@iaminglydescvatidalingdne laderdanddiento two stages:

machine state, and may also include setting the machine state to a known

stage hadtragite Sire basid o ietihg baifia g ands o ee Aodering istalements stage

2 is viRdaiRaq 4be)maahinerinsasltaigcvhgrperifohes OaerRYes e iR peento stage 2 at a
machine is in that state, then the Igader will not load any rogue components

well-dg gz BEaV i WaSS e svaAbRaLonm eidaigndrehe by c-mentioned
prografeligiations4nat ensiesihat thalorpeicrde wlindagiddheseads thadehdskill in the art

previously been verified to behave correctly, and also ensures that the

that "isiaind9EsiAd ShRl 212 MR UHRHGh Y AR Bl BESTR R opragRpsis to
assuni@ithetycsasfyimoddast §0e coackine sifkadyeibehavior of a program can be affected by

the environment in which it runs, executing the trusted code in a high-assurance environment means
that the trusted code will operate correctly: (1) the trusted code can be trusted to perform its function
correctly in an environment that conforms to some expectations, and (2) the high-assurance
environment can be trusted to correctly provide an environment that conforms to such expectations.)
Stage 2 may then validate (according to some defined standard) any information that it has received
from stage 1. The dividing line between stage 1 and stage 2 reflects the fact that there may be some
aspects of a boot procedure that can be performed without any security verification, and without
having any consequences for some security-related task (such as the distribution of key 204), as
long as the relevant programs and state can be validated at some point before events could be set in
motion that could cause such a security-related task not to be performed correctly. Moreover, there

may be problems with attempting to validate state too early in the boot process: the actual execution
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in that state, or by placing the machine in that state). It will be appreciated
that this technique is able to leverage the existing (safe) state of the machine
to ensure that the future states of the machine will also be safe, and this
leveraging is made possible by the fact that the behavior of the operating
system loader 410 is not only known and understood, but also tightly
circumscribed. Based on this observation, it will be appreciated that

path (NA/LALRRAR0 ShAYLBAIRKERIAKE [998R VatBiBle, 3D NS LB RESRHPR define the

__ ROMs 404, or MBR 406, is executed), since the wide variety of code from
differgpgnbestiscairabierdplrbédnashinn syastprea sy atas ersumaneshianay make

sense QYR Qiﬁﬁ@%@l@&ﬁorﬁ%&%&fﬁmﬁim&@%rﬁlﬁg%ﬁaﬁgiWRHHuI'fft g to

impossible, to determine the behavior of the machine while executing all o
deterrpipaw hehetanyifereshadhe MishinefasyesshipreprsferhifiSage th thus represents the

portiofTGRENBEMitR Rt siRteRibe: MAchinRis A RKionto hesturied ORORGRE: and

410, as long as the machine can be placed in a legitimate state at the time

machigisstpie At YRl slidcrlsnmagsoubaging phsierrsHeptsBaihtark abvadisg imipthat
procesf@de AR dgidivigeshinieyvR S0 eSirRiaas Juffd? anthaeme(4ddhich point all

Preferably, before stage 2 is entered, the code that implements stage 2 is

relevaps facirss Fase) thenashins srerrbdaisdiad SherBrabIva RIaks AL tHevieRRd state,
which @t@e%ﬁ@aﬁy%@ﬂﬁewal&@ﬁ@e@slf%ﬁ%m%tG&etﬁHMﬁtgﬁtqﬁd@'hlb@éd@%@ﬁmme ina

validation is the above-mentioned program that runs in a_hi%%ﬁ-assurance
state (Bl R SHEAPIPIGITBR AridersiotirpgRABS e The SRiRGhPHatdR the dpaghpspsges where the

dividiA@emOBEHNRY absoluiadfalibiity, s MRIBIYHREMs el hereile watifces (c.g.,
basis to assume that the code will do its job correctly. Since the behavior of

What dessoigalnpdanndearakibbieny Ve BaliBrddnOmdRRic patmd, Bsdeitigb

repres¥HSIEdd0E Lt AR MY DAIRY GO SAVIRINEMh BANShADAT HRasHRd AP8Rt, for future
will operate correctly; (1) the trusted code can be trusted to perform its

actiong, theigRorstebliyriation dhlresimainleadtebrriris 1odb e wlpthatbigsiimate behavior

can feafig1{2)dRIshighrigssy ranaalepVirRAs B4 R trHsted dposeriaaiy piayitad
an environment that conforms to such expectatigns.) Stage 2 may then

proceduiie e (EEESTHRR TS SR UBANIS SR RIBFEY ASPIHTIFRHLHLT R ReRQE possible
executREEHuEE: foosrestage i.iJ BErbvidiogitie hetwesisiagebtiansiaam?ireiasisate

the fact that there mag be some aspects of a boot procedure that can be

behaviprse (ifedontheuRaml Gecdiiig e incio dha sl Ry drirecedes any events

(e.g., ﬁm)saau@rtqaﬁl éobhgmﬁl ceshiyietaiad kask éﬁtﬁteats%&hge@‘%ﬁc}fg@%ti@m &f dRiing keys
04), as ong as the relevant programs ang state can e validated at some

to be %‘6?@6%}83819&%368 ST %?o%iﬂﬂ%ﬁ%&at‘éfﬁﬁgé%%%ﬁ gnd stage 2 allows

one toSREL4itYsikded SAskn @t to BewqEeraiRe coreatyaliatedVestatb €6 some time, and then
start whatever components are necessary to verify behavior (e.g., a high-assurance environment),
and then use such components to validate the current state of the machine (or force the machine into
a known good state), at which point the process of doing something that can later affect security

(e.g., the distribution of keys) can be allowed to proceed.

Validation 450
[0043] Validation 450 is, in essence, the act of verifying that the operating system loader
410 (or, more specifically, in a preferred embodiment, verifying that stage 2 of the loader) is a

known trusted program, and ensuring that the machine on which it is running is in an known good
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may be problems with attempting to validate state too early in the boot
process: the actual execution -13 path that a legitimate boot procedure can
take is quite variable, so it becomes difficult to define the difference between
valid or invalid machine states under such variable circumstances. It may
make sense to simply allow the load to proceed through any of these
variable states, without trying to determine whether any state that the

state. TRAGNNG RARSERIDIRUAIR VAt a9t & TR ERBF ?ﬁ@?xgﬁg@r 100 & i€oader

load that proceeds without any validation. At the end o e 1, the loader

progragAYtonsaEHinEatatdsdhe anuardadedinsagans thaginis. brhiesebiubspiioh @9 changing

the reRNGRAMAEine s tRAL R QERISEHCANRXGAMIS: WitheHEANY BRSWHES behave
restrictions, up to a certain point - at which point all relevant factors about the

correcihachise Er@ivand R aminthd hiadHine st &Ban A R8I gR-IAtageon a known

machi¥OigfkessanbalinBullifies s eifsct of any prior actions that might have
placed the machine in a_state that is unacceptable from a security

st9dbint berfdr st poihe rptisetiead procexsunimaretisdodigrditg e performed in a
varietPSIVERR SRER LRl siagsnis, R g IBNh SRESHIE IR IBS £ IFEHRSIRANS RN may be

(e.g., What does the loader code look like? What tasks need to be done as
cryptgarPBIcHE (5889, A e e sy AL SAZERMIST HatlebrtotsH theWrroanpapieble way),

againHIWIRIDY thae shavidealateaneuehnigtcdRHiubdiRp ACHOMR the BB WAHPfaking a hash
variation in legitimate load behavior is small enough that legitimate behavior

over the aHEREREFE SRS diFREEN BT anesitthals BERRKEI Qe sIeY hbsdightly
differéA€iBRALYsI0R Rﬁ@l@@f%ﬁ@@mﬁﬁﬁfﬁﬁiﬂ WikeTRiGREERR QM RAMI@ShETY between the

variables make the number of possible execution paths sosgéeat that It is

knownpfiegliftd W hg tHERIRG IR HR RS T R e seSTdFN Ao FE g fesrply
validatiéhQthesriand dtheadbdding e $oeuldiRaa 0¥ 8ROM HhtN L il PIBFEHRSI@BY, but that

. events (e.g., the loading of the logon program) that could have an affect on
is not QXETRiHiFSLitiVEs Caisthg WA HBT Y StRIRAY G TSRS SPnte §f MHogssaregmponents
that atbRbWiH RO IR BEWREMSfaaefdrancttinasts 3 pYesrane denpon@isafRitialy change

system in a "raw" (or "open," or "unvalidated") state for some time, and then

! th
over tiuhgt |HEHRVEPROP B EREECERS Hrcudlidnyan %mw Berialsr(doghegspecifics of the

progriigirasSs WARES AMdeNMRThveand henoy sensdehcampnRRenimiccalidate the
current state of the machine (or force the machine into a known good state),

validating iREPBERY the process of doing something that can later affect security
(qan4¥)e diprieutinn irkeyslcadlibatiaiowes, teprRaaechivalidationdbek state — is

preferably performed by setting all of the relevant “sources” of state to known values. Typically, the
relevant state that can affect an operating program comes from three sources: the CPU, the chipset,
and the memory. Thus, these items can be put into a known good state at the time of validation —
e.g., the CPU can be put into a known state — e.g., ring 0, with the program counter pointed at a
known location, all data registers set to zero, and all memory other than the memory in which the
loader program is stored being set to zero. If the loader has been verified to behave correctly when it
runs with the machine in this state, then the combination of examining the loader and placing the
machine in the known good state should ensure correct behavior up to the time that logon program
418 is run. As discussed above, one of the benefits (although not the only benefit) of correct
behavior up to the running of logon program 418 is that rogue components will not be loaded that

would cause key 204 to be distributed under inappropriate circumstances.
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[0043] Validation 450 is, in essence, the act of verifying that the operating
system loader 410 (or, more specifically, in a preferred embodiment,
verifying that stage 2 of the loader) is a known trusted program, and
ensuring that the machine on which it is running is in an known good -14
state. Thus, validation has two parts: (1) examining the loader program (or
stage 2 of the loader program) to ensure that it is the known, trusted

PO MANLSPRIRYERA EnANHE L2t NP LR [RIRNRNAGRIRGIRIAE of the

to a known good state under which the loader is known to behave correctly.
operatfipbsypEHISEOBT FREYS SRR ER Y ’hevdd BasBive pcseamanepiaitthg wHidation
proce HROMWR BPACVRESIRG WitReRave e kaQWhNaYalidQdd phe fistRafe@hsured by

the validation -'i.e., examining the loader - can be performed in a variety of
embodyig the Wb dataphsst BReRiAEcHhERAL Ry Bk O Hh3MINAE KHBRMCPIBRERE
envird¥YRIER MRYRempIYPIRGtARRiceIY §@9@,%ge&&ﬁ@g%%%@@izaéﬁm%§ AQURIRG set of

stored in some non-spoofable way), against which the actual program that is
functipgsnbyg whisberesidparduehAeero Blets WrRcaiAbsahasroriratinges wgnp will perform

accord M ipteat differens iortaneps i f SaitimAIsUMIQL AN HANINRVEIHIGINY operating

different images, so a hash that is computed in a way that requires complete
systergehtitySBiRaRT IS RAGHIT brolghom elruthe RighirgUraemerestng system from the

other QERYERRLINPRILALRSIIRNINE sT¥ieR@hl vealidation isyresipenadiia 8odbnent, such

that ensures that the program is what it is supposed to be, but that is not o
as a hyRenyisesgirictitial maghipramenitRiioh o HEYEEABARS A s&{orees partitions,

whichPARUAM CAMBRNERIShRY & KBPWRIERRR fixesm@Reh DAY RAHRAIMAMR from each
tests on program components that may change over time. The component

other, g BeRBITHSHRPGATHIEDFEALER B YRER Y6 R dH SRR B FC PREGRSHT may
have dhauigReipeyalifatedt rernyeniianisanedmitedisdianytRarbishiRs IephRiesly

for validating a program. [0045] The second part of the validation - i.e.,

proteqiy i ARt S TR R ERISSYatd Desv P eny IS RTea B SattiRg s aithat runs

in sucthg KBIR veflirsRUIGRSTRhstatedaiknavsa MalHes dd MRiGalhe it reteapkestate that the
that can affect an operating program comes from three sources: the CPU, the

high-gsiiiaRte ShTHEERRY. CRRGS, THESH HLME L1 HUbmIG A RIGMHE Yddtet be subject

to attaligraintbatsinetné walidationmeetnine arkdt ¢ R PdtdNigea ko BMRastaitorrectly.
ring O, with the program counter pointed at a known location, all data

Addit?é%igeé@sgms ahoye ST O B IR IRy IS SRRLFARgrage (ic., the

ability to store some datum and to release that datum only to a particular object to which the datum
has been sealed), and the validator could use this sealed storage to store any keys that are to be
distributed. It should be noted that the validator could be an integral part of the high-assurance
environment, but could also be a separate component that runs in the high-assurance environment.
[0047] FIG. 5 shows an example of a validator 550 that performs validation in accordance
with the procedure described above. Validator 550 has the ability to evaluate loader 410 for
correctness and/or compliance with some set of known standards. Additionally, validator 550 has
the ability to evaluate and/or affect machine state 502. Using the combination of these abilities,
validator 550 can ensure that loader 410 will behave correctly, by ensuring that loader 410 is the
loader that is expected to be running, and by ensuring that the machine on which it is running is in a

state in which loader 410 is known to behave correctly.

-16 -



loader program is stored being set to zero. If the loader has been verified to
behave correctly when it runs with the machine in this state, then the
combination of examining the loader and placing the machine in the known
good state should ensure correct behavior up to the time that logon program
418 is run. As discussed above, one of the benefits (although not the only
benefit) of correct behavior up to the running of logon program 418 is that

rQ@Y§s3ONRRRENLY N AIRERG W%}%&WWH&@&Q%&&&M portion 504,

distributed under inappropriate circumstances. - 15 [0046] It should be noted

and a {pagernspeaeicrpti atfernprddessien profecamsIsad ket dheratngn to a wide
varietCHEAN ALRoRs'RIUE! %H@%@ﬂtﬁoya@fesﬁmﬂwpe%ﬂfﬁsiﬁmm%géé}ﬁt:&'ﬂ@ relates

validation process itself is being performed correctly. Correctness of the

to the yafidation pracustadsr iradestied by- éhasedyiHy tHedrataats aharesteef instance of

loadelaﬁgﬁm&h%%@dmdﬂﬁ@? 21 010D RIS WBR R CARPUIRD SRAFRNERTT0 EAure that loader
example, there may be a small, operating system that performs a limited set

410 copfapinefip M BRCRBIRRGRSY RS d MEH dReTEE BPHI A IRE sRimhiapd with general

portioAPRRINE BYSIREhiIk AR oaccording to its specifications. Such an
operating system could be run together with other operating systems on a

siff&ohaifiléatanadpésidisasmwonratichah Hignaeyifsridesopbs g sy il be
provide@b iR 165aer (IeSRISARH LS MMIEPPIOSRIS PR sysienheQieRe RATICEd the

by a supervising component, such as a hypervisor or virtual machine

operatigySeMAHE WS IR HYPRIVRTPERFGBES IREHNGReET iR deeribed above).
Valid&BY 90 MaDtsrHial: e, M aesyiseN Mt dingi foS@. &S O T MLEBALIE SRR facility

from each other, and in which an operating system can run.) Moreover, the

508. SerlRdsragn R LEHIBhBIRY Hag RaiveealAdluRlseRRaS§ S AMBEHHE Firdfonment.
Scale$YNaas tabidigIBRENAY Pelenthas APpHES:s 20ANSHO RO RIOIRSISa R R Rent to seal

cryptographic keys. The validator could be a program (or "agent") that runs

arbitrary Jath 19 HigHLeiaited BRirsmiishEAmmeRc Nl [SHS e datalas sample, the
loadet@bE X iRMithes (b RN ASS WANGR L RATRRNENM KSaltasagdiussesktofacility 508

resist attacks- the validator would not be subject, to attacks from qutside the

will PrRYEnLARY, AP BFR AR Rt eadebaRs ChG Rt BARLtRMHRSRAIE the key 204.

Thus, Aeditienallyrcischetedabayr the Mg tRSSHEINSE fRsMi AR TOeMCEda MREPUHRN 506, and
sealed storage (i.e., the ability to store some datum and to release that

loadergsper G MYTHY R FAHREUIAMObIERT I SHiEN ¢ tatuRf AR BeloAEaRS igRyrtion 506
believiRenialistatonso el e s sariebsiaragepropaieBNYkaysiibat At dniart, the key is
sealec{j}}l?zts%%ﬁggééﬁg@lgo%eog gg?r(ljpg}l%%g ?h\e{‘? Pr?callla%reg ?};Jel %abl?de%:r(])rl g&?c? srgg%aZrtO?floader 410.
In such an embodiment, the loader-specific portion of the validator 506 can be eliminated, because
the sealed storage mechanism itself essentially ensures the presence of a correct stage 2 loader
before the key can be unsealed, since the binary for a known correct stage 2 loader is part of the

metric that goes into the seal.

Example Process of Protecting SYSKEY

[0050] FIG. 6 shows an example process of protecting a key in accordance with the
aspects of the invention described above. At some point after a machine is started, an operating
system loader is executed (602). During the execution of the operating system loader, the loader and

machine state are validated (604), thereby ensuring that the loader will behave in a predictable
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environment, but could also be a separate component that runs in the
high-assurance environment. [0047] FIG. 5 shows an example of a validator
550 that performs validation in accordance with the procedure described
above. Validator 550 has the ability to evaluate loader 410 for correctness
and/or compliance with some set of known standards. Additionally, validator
550 has the ability to evaluate and/or affect machine state 502. Using the

mann&ORRINAHOR BistheseiBRIINiISR « VALAIAE PoRIGAME RsAE AR %H%ﬁjﬁfe‘b]egwglidated, the

behave correctly, by ensuring that loader 410 is the loader that is expecte

loaderds ysad ihipgd HifPBy e AYHIRAYBHE RIGLPIHEDIPSHSiCRINSNeHRiigIshpizg loaded
(606) SREIRNNED pader Ak QN iR RehaYR eoltRRIYslo 1R hat the future

Structurally, validator 550 may comprise two components: a general portion
behaviggpof Bisd epdisadfckngyet et JoraoH Sodhe dnsdiraab 6rgyR campsmisrigaer the
operaGREIS &' $s G0HARID O] SoiiS o Y RAHR 1S %m%ﬁ&@g@r@ué@t@m@&y. '

Loader-specific portion 506 is code that specifically relates to the validation

of a particular loader 410 - i.e., the code that understands what a correct

OtheriPRiRASR eninreeeAL0 (or stage 2 of loader 410) would look like, and that
performs tests to ensure that loader 410 conforms to this understandin

THS Ibaderhaydie priedohas o casrBrnisnsnhirs mﬂaegé%tlﬁaﬁ%%éeﬁed not

merel {0 6P ERE-EPIAR] &?a‘ﬁﬁ%d@@' EnlQ04Q]nvalidatey 228 IetheafomPaARRPhHAkem to perform
%Oliir%;ately decidgs whether kzéézm will be pr_ovide%to thg loader (wi%%tw will P

some {Hactiodp sriiae v it d heiatemyhilrstemyinge velidyitndodpersan g Eteriain

functibh @A 6RNABIWIBIgpTBNRRK RRIIE dohYe 3 |A8REhPIASH 2, RSeRFHRAdvithout any
above).. Validator 550 may protect key 204 by sealing key 204 to validator

sort o5EtfifiHagelréd Uip FaGRPRIETI RGN 8662 S s 3t aYl iekatify BoB g tégperformed
beford @RS Rch @ pEHBFANER LKOBNHING RAVIIONMENR!, refRiRdERReR ideilibrd disk). In
508 ma% permit components running in a high-assurance environment to seal

general FMACh S 34 RRREET a8 betl AnrRaP iy et baTBHL Al cand Lhatths gppliance part

doesn@2équiren gxaampleldben |oadieisRaecHic ROIRN RS, of validator 550 may seal
kﬁ# 204 to itself. Sealed storage facility 508 will prevent any component
0

0Pt anMioseRYCEpaE ! S3HIbIF 586 RIS i BTy R HEY B4 clensing payprticular
set of 28¢siooRRIRGieH hesauseHtCasuRNde ehianBivkuntnaleadsspaeifipecific sets of

portion 506, and loader-specific portion 506 will only distribute key 204 tq a

keys tRypRfbicHiar 10EGF SRt e ortidCEDE BRRIEN AR FHRSK dariser R &G PR Iy but
valida€bsthbereebinaeRr o iae ey DAYt eF et adinanty dhekey isoftware stack.

[0053] Additionally, keys do not necessarily need to be released through a logon

procedure, but rather can be provided through arbitrary validation procedures. For example, a DVD
player binary could get, say, the DVD function keys after the validator has determined that the
player is the correct binary, but without requiring a logon.

[0054] Additionally, some programs could work in some form without validation, but then
require a type of validation before being permitted to expose certain functionality. For example,
telephony application could start with no logon required, but may require a logon before the keys
can be distributed that would permit cryptographic functions of the application to work.

[0055] It is noted that the foregoing examples have been provided merely for the purpose
of explanation and are in no way to be construed as limiting of the present invention. While the

invention has been described with reference to various embodiments, it is understood that the words
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sealed based on a combination of components that includes the validator and
stage 2 of loader 410. In such an embodiment, the loader-specific portion of
the validator 506 can be eliminated, because the sealed storage mechanism
itself essentially ensures the presence of a correct stage 2 loader before the
key can be unsealed, since the binary for a known correct stage 2 loader is
part of the metric that goes into the seal. Example Process of Protecting

whichhiREEe¥nl A0R0hE G §SHANR 3P RXRAIRIGPARGEHEHLAIEGHNG thieXBYds of

accordance with the aspects of the invention described above. At some point

limitagigay- & widehinkheugh fsdinyansioarhsmbe ey deseriRsdder snexeb uedergpepto particular
meanDHIARG NS SESHEOM QLIRS aRefANG sy e Iapdrbdhe leadeiand MmaskiiGilars

state are validated (604), tﬁereby ensuring that the loader will behave in a

discloped diesieipierather rifigninF i e rendons i duprtierp B saeivalest thaiqsagermethods and
uses, & RAEBNGRIRIERUBLEEMY YPGB HSnatRsS USRI BRGH Baving the

operating system while preventing rogue components from being loaded
benefiigrighega fhiapprraligationd®aot iset Bameross amedifispioasdhereto and

chang®&aRy BRakhe fHiHsat Behauiar RbReNOads sl Qyma ROtIE #8RUItish hGts aspects.
loading of rogue components.) After the operating system is loaded, the
logon program is run, which gates access to the key. Other Example
Embodiments [00511 It should be noted that the mechanisms of the present
invention can be used not merely to perform an operating system load, but
can be used generally to allow a system to perform some function in a raw
(unvalidated) state, while requiring validation to proceed with certain
functions. For example, a computer may perform some functions that can be
performed without any sort of validation (e.g., the computer can act as a
radio), but validation may have to be performed before the computer can
perform more sensitive functions (e.g., reading files from the hard disk). In
general, a machine can be viewed as both an appliance and a general PC,
and that the appliance part doesn't require validation/logon, but the general
PC part does. [00521 Moreover, the validator is not limited to either
releasing/not releasing a particular set of keys to the logon program, but
could more generally be configured to release specific sets of keys to
particular software stacks - e.g., there is one software stack that can get a
first key, but
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validator might release a second key only to a "more heavily validated"
software stack. [0053] Additionally, keys do not necessarily need to be
released through a logon procedure, but rather can be provided through
arbitrary validation procedures. For example, a DVD player binary could get,
say, the DVD function keys after the validator has determined that the player
is the correct binary, but without requiring a logon. [00541 Additionally, some

WhatR§QoiSmegould work in some form without validation, but then require a type
of validation before being permitted to expose certain functionality. For

example, telepho lication coucl% tart with no logon required, but ma

e RS BR LG R G CBAPHB ISk SR A SO AR EE s to perform
a metlosyipiogaping functions of the application to work. [0055] It is noted that the

foregoing examples have beenéjr vided merely for the purpose of

explana Baﬁigigaggr@)ﬁ{%glw&gbq@%(geﬁstrued as limiting of the present

inventiorvaldatiie ghike iideatitioor hasrbaresslessiidddaddtty reference to various

embodiments, it i%unders aod that th%wor s -18 which ha\fga een used

herein af@WBREs B deBaHpRS Al HHBRTAL PYASH RS fyns 1 m a known

state; hmitations. Further, although the invention has been described herein with

referenc rticular means, material n%eem odiments, the inventjon is )
ot oA S e L B (T o e A LT /SR on which
said oppuretitignys Gsa wnalyteqhvalent structures, methods and uses,

id etihi sdendsdasal fukaob hidvalent struct thod d

such as are with%n \;lla? SCope %1;) tsha(? dalp%ggrdgg dclaims. Those skilled in the art,
having the berfefit o1 te et Ings of IS ’specification, may effect numerous

modifications thékatorgnadid hage oorivay be opadeingthoutmeparting from the
scope and spirit of the invention in its aspects. -19 What is Claimed: 1. A
computer-readable medium encoded with computer executable instructions

to2péHeaPmaUtEtaddderpedineg: el shing hrivbseriating Bipshesigscomprises:
validatingthe-denti, Pprprasiness Ak saiddagaiaianayring that a machine
on which said operating system loader runs is in a known state; and

3. The computer-readable medium of claim 2, wherein said logon program ensures that a

user provides credentials as a condition to said logon program granting access to said key.

4. The computer-readable medium of claim 1, wherein said key is usable to decrypt an

encrypted operating system partition.

5. The computer-readable medium of claim 1, wherein said act of validating the identity or
correctness of said loader, and said act of ensuring that a machine is in a known state, is performed
after all of the following have executed:

a basic input output system;
an option ROM;
a master boot record; and

a boot sector.
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if the identity or correctness of said loader validates, and if said machine on
which said operating system runs is in a known state, then: providing a key
to said loader; and allowing said loader to load an operating system. 2. The
computer-readable medium of claim 1, wherein the method further
comprises: running a logon program that gates access to said key. 3. The
computer-readable medium of claim 2, wherein said logon program ensures

tr@tﬂl%ﬁﬁ@ﬂg@ﬁi%@ﬁﬁﬂﬁlﬁl@ @l&ﬁ’i@g!t-\gﬂeﬁgiﬁ@(ﬂd%? BRIAYAH R g the identity or

granting access to said k%y. 4. The computer-readable medium of claim 1,
correqijigssethsaiddqedyisndamid st g BALHPRSHIBP &Y A AKRY St fate, are performed

after PRHHON 0Psah A SIMRYESYHeRNRRIR Mad km.aicelaim 1, wherein said act of
validating the identity or correctness of said loader, and said act of ensuring

that a machine is in a known state, is performed after all of the following
hay@ lexecuiadearbakiblinptouipeft dysie6) whereiptiaid R M, walidasier Bgeiformed

record; and .a poqt sector. -20.6. The computer-readable medium of claim 5, . .
ater {0 RS ARG INE BT B LB NneL APl Toamhey pitons
have saittdctaohernsdithgathabasroachindng im arknowmstateoare peoome degfter &

portion of said (%gl ratin sgst?mela%dergas executed. 7. The

1solation from other 10ns_1§.maintai a ervisor, . T
COmpUter- 1A pIE it bf Q&M 6 rein said act of validating is

performed after all or substantially all of an operating system has started, or

aler RGP AL PR IR NAVESR TedHEASH Qfi g RRLULRAS . a validator that
comprising an environment from which some degree of isolation from other

perforpriisher |sdptma eahedlisyid eRmenesoit and ndesipheanetndaiahereiowrises:
claim 1, whergiisaif iR¥dfealRAdq a validator that performs said

validating act and said ensuring act, and wherein the method further
comprises: said validator unsealing said key.
9. The computer-readable medium of claim 8, wherein said key is sealed to at least said

validator, and wherein said validator validates at least a portion of said loader.

10. The computer-readable medium of claim 8, wherein said key is sealed to said validator

and to at least a portion of said loader.

11. The computer-readable medium of claim 1, wherein said machine comprises a physical

machine.

12. The computer-readable medium of claim 1, wherein said machine comprises a virtual

machine.

13. The computer-readable medium of claim 12, wherein said key is revealed only if an

architecture of said virtual machine has not changed or is valid.

14. The computer-readable medium of claim 1, wherein said act of ensuring that a machine

is in a known state comprises:
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9. The computer-readable medium of claim 8, wherein said key is sealed to
at least said validator, and wherein said validator validates at least a portion
of said loader. 10. The computer-readable medium of claim 8, wherein said
key is sealed to said validator and to at least a portion of said loader. 11. The
computer-readable medium of claim 1, wherein said machine comprises a
physical machine. 12. The computer-readable medium of claim 1, wherein

said ma%%lﬁa@ﬁﬁ@%ﬁﬁ%ﬁ ViEe mﬁpﬂi&%ﬁ@aﬁ@oﬁ%ﬁﬂﬁﬁa@%ﬁﬂ%{ﬁ state with said

medium of claim 12, wherein said key is revealed only if anarchitecture of
knows gfat¢irtual machine has not changed or is valid. 14. The computer-readable
medium of claim 1, wherein said act of ensuring that a machine is in a known

state comprises: -21 evaluating a current state of said machine and. .

c e O e AR RS 0 6 W BEACHY A0 FRROI ensuring that a machine
is in adaroputetesdaptsesedium of claim 1, wherein said act of ensuring that a

machine is.in a known sta}te %om rises.. se&ti a current state Of‘f@é

d
machine’f6"B8 BSHEISRERWI Satd RASWRSSTALE, T8 rHE CBMbT-TRaNASTa

medium of claim 1, wherein said loader is an entire operating system, or an

R NSBRGR R A0 ARSPEREEYS IR Pt A\HSIGM JA0 REIHRIMING @nﬁ?@%ﬁérating

an operating system under circumstances that provide assurances as to the
systerpeRalBnignBratiesioee eharsgBestHtDPINsing: a validator that evaluates the

correctness or identity of an operating system loader that will load the

ogerating syséeorg], and that further evaluates a state of a machjne on which

saift ‘OpErn RITTYBE&rARAT BhBPRBSTHATREEHRBY YIIthS B s iaRss that provide

assurdh@opetatingrelistentyloddes bisoproeesswithdagdingthe operating system
depending on whether or pot the correctness or .identity of the operating
o TS L e R TSR S R L R B Esgsiem loader

that williosdo tallpirgtisaidyepahating hysrhlaasdanindgrecese of a machine on which said
operating system loader will operate, which either allows or disallows the operating system loader
to proceed with loading the operating system depending on whether or not the correctness or
identity of the operating system loader is verified, and which places said machine in a known state

prior to allowing said operating system loader to proceed.

18. The system of claim 17, wherein a key is sealed to said validator, and wherein said
validator unseals said key and provides said key to said operating system loader if said operating

system loader is allowed to proceed.

19. The system of claim 17, wherein said validator evaluates the correctness or identity of
the operating system loader, and evaluates the state of the machine, after the operating system
loader has started operation, but before the operating system loader has initialized a kernel or a

device driver.

20. The system of claim 17, wherein said validator comprises:
a general portion that is common to a class of validators; and

a specific portion that is specific to said operating system loader, and that is
22 -



18. The system of claim 17, wherein a key is sealed to said validator, and
wherein said validator unseals said key and provides said key to said
operating system loader if said operating system loader is allowed to
proceed. 19. The system of claim 17, wherein said validator evaluates the
correctness or identity of the operating system loader, and evaluates the
state of the machine, after the operating system loader has started

replacRREIHAR PHREIAIG REARRAING iR LASH IR IPNAARY R&EIDGLANSC a

~_device driver. 20. The system of claim 17, wherein said validator comprises:
differeppeprraiingorisaHand$common to a class of validators; and a specific
portion that is specific to said operating system loader, and that is -22

I ble with a diff t portian in.t h id validator i [
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17, wherein said machine comprises a physical machine. 22. The system of
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of booting an operating system comprising: executing a basic input output
system, an option ROM, a master boot record, and a boot sector; starting an

opsralipg:SiRiSMeRURT arvapeiating spittpRRyapRgisystem loader; validating
a state of a machingc on which said operating system loader executes; if said

operatinGSy&tEH L 1R QUSRS IRl PRYREHR TV FeRRSSFRROS Gefeprds and a

boot seetoyalid, then allowing said operating system loader to load an operating
system. 24. The method. of claim 23, wherein a key that is necessary to

correctlyS BEIFAANERES R SRR Tinder said operating system is sealed

to a validatafzthat pedopnssaicaatsolovabgating an operating system
loader and validating a machine state, and wherein the method further
ff % r:h 4 %lﬁfecutes;
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valid, ‘8‘1en allowing said operating system loader to load an operating system.

24. The method of claim 23, wherein a key that is necessary to correctly perform at least one
function under said operating system is sealed to a validator that performs said acts of validating an
operating system loader and validating a machine state, and wherein the method further comprises:

if the operating system loader and the machine state are valid, then unsealing said

key and providing said key to said operating system loader.

25. The method of claim 23, further comprising:
after said operating system has been loaded, executing a logon program that gates

access to said key.

26. The method of claim 23, wherein said logon program either allows or disallows
components of said operating system to use said key depending on whether a user successfully

completes an authentication procedure.
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25. The method of claim 23, further comprising: after said operating system
has been loaded, executing a logon program that gates access to said key.
26. The method of claim 23, wherein said logon program either allows or
disallows components of said operating system to use said key depending
on whether a user successfully completes an authentication procedure. -23
27. The method of claim 23, wherein said acts of validating said operating

systeffdaasbband cvalidatng R IANIBR SIAIRIRALRIPE Efﬁ%%gr%% SARm loader and

operating system loader has performed at least one action. 28. The method
validagng|said PrAChRE fitesHRIPSERRIBTodiRItTdnerdieE sAG By easter loasdesr tonmed at
least Maiglating said machine state are performed at a point in time before resetting

the machine state will prevent the loader from functioning correctly to load

said operating system. 29. The method of claim 23, wherein said machine

cadrisesatphiysicdhimezhingerdth sHid aneibiochifl slaigs2id, opbengig spickm loader and

.. machine comprises a virtual. machine. -24 . . . : :
validating sai ma([:ﬂﬁle state are performeg at a point in time before resetting the machine state will

prevent the loader from functioning correctly to load said operating system.
29. The method of claim 23, wherein said machine comprises a physical machine.

30. The method of claim 23, wherein said machine comprises a virtual machine.

-4 -





