
;e3e  ,6Ts3 0 MAY 2002  WO 99/35577 PCT11B98/01940  NETWORKING SYSTEMS  The
present Invention relates to networking systems and the forwarding and
routing of information therein. being more particularly directed to the
problems of a common method for managing both cell and packet or frame
:witching in the same device. having common hardware, common (QoS (Quality
of Service) algorithms. common forwarding algorithms: building a switch
that handles frame switching without interfering with cell switching.
Background of Invention Two architectures driving networking solutions arc
cell switching and frame forwarding. Cell switching involves the
transmission of data in fixed sine units called cells. This is based on
technology referred to as Asynchronous Transfer Mode (ATM). Frame
forwarding transmits data in arbitrary size units referred to either as
frames or packets The basis of frame forwarding is used by a variety of
protocols, the most noteworthy being the lnternet Protocol (Ip) suite. The
precept invention is concerned with forwarding cells and frames in a common
system utilizing common forwarding algorithms. In eo-pending U.S. patent
application Serial No. 581,467, tiled December 29.1995. for High
Performance Universal Mulit-Ported lnternally Cached Dynamic Random Access
Memory System. Architecture and Method. and co-pending U.S. patent
application Serial No. 900.757, filed July 25. 1997, for System
Architecture for and Method of Dual Path Data Processing and Management of
Packets and/or Cells and the Like, both of common assignee herewith, a
promising solution of common cell/frame forwarding is provided. Most
traditional Internet-style host-to-host data communication is carried out
in variable size packet format. interconnected by networks (defined ac a
collection of switches) using packet switches called routers. Recently, ATM
has become widely available as a technology to move data between hosts,
having been developed to provide a common method for sending traditional
telephony data ac well ac data fear computer-to-computer communication
3'~ PLAY 2002 WO 99I355~~ PCT/I B98/01940 The previous method employed was
to apply Time Division Multiplexing (TDM) to telephony data, with each
circuit allocated a fixed amount of time on a channel For example. circuit
A may be allocated x amount of time (and thus data), followed by y and z
and then x again. as later described in connection with hereinafter
discussed Fig 3. Thus each circuit is complelely synchronous This method.
however, has intrinsic limitations with bandwidth utilization, since if a
circuit has nothing to send its allocated bandwidth is not used on the
line. ATM addresses this bandwidth issue by allowing the circuits to be
asynchronous Though bandwidth is still divided among fixed length data
items. any circuit can transmit at any point in time, The ITU-T
(International Telecommunications Union - Telecommunications, formally the
CCITT), is an organization chartered by the United Nations to provide
telecommunications standards defined four classes of rvice: I) Constant Bit
Rnte for Circuit Emulation. i.c. constant-rate voice and video: 2) Variable
Bit Rate for 



ccnnin voice end video npplientions: 3) Dato for Connection-Oriented
Traffic; end 4) Oattt for Conneetionles:Oriented Traffic. These services,
in torn, arc supported by certain "classes" of ATM traffic. ATM moves data
in fixed size units called ccllc. There arc several types of ATM "types",
these are referted to as ATIr1 Adaptation Layers (AAL), these ATM
adaptation layers are defined in ITU-T Recommendation L363. There are 3
defined types: AAL1. AAL3Id and AALS. AAL2 has never been defined in the
ITU-T recommendations and AAL 3 and AAL 4 were combined into one type. With
respect to the ATM cell make-up, there is no way to distinguish cells that
belong to one layer as opposed to cells that belong to another layer 'lhe
adaptation layer is determined during circuit setup: i c. when a host
computer communicates to the nelwark. At this time. the host computer
informs the network of the layer it will use for a specific virtual
circuit. 1L1 has been defined t~ he used for real-time applications such as
voice or video: while AALS has been defined for use by trnditionat datagram
oriented services such as for~~~arding IP datagrams. A series of AALS cells
are defined to make up a packer. The definition of an AALS packet consists
of a stream of cells with the P'I7 bit set to 0, except for the tact one
(as later if)uctrated in Fig 1 ) This is referred to as a segmented packet.
Thus. in current networkmF technology data is transported in either
variable size packets or fixed size cells depending on the tyrcc of
switching de~ices installed in the network Routers can he connected to each
other directly nr tlirougli ATM netw~nrk~ If connected direcrly , then
packets arc arbitrary sine: but if connected by ATM switches. then all
pickets exiling the re~uter arc chopped into fired st~e cells of 53 hy~tes
-2   3 0 MAY 2002 WO 99I35577 PcTnB9aroi94o Network architectures based on
the Internet Protocol (IP) technology are designed as a "best effort"
service. This means that if bandwidth is available, the data gets through.
If, on the other hand, bandwidth is not available then the data is dropped.
This works well with most computer data applications such as file transfers
or remote terminal access. This does not work well with applications that
can not retransmit, or where retransmission is of no value, such ac with
video and voice. Getting a video frame out of order makes no sense, whereas
file transfer applications can tolerate such anomalies. Since the packet
size is arbitrary at any point in time making specific delay variation
commitments between any two frames is almost impossible, as there is no way
of predicting what type and size of traffic is ahead of any other type of
traffic. The butlers that must handle the data, moreover, mast be able to
receive the maximum data size, meaning that that buffering scheme must be
optimized to handle larger data packets while at the same time not wasting
too much memory on smaller packets. ATM is designed to provide several
service categories for difierent applications. These include Constant Bit
Rate (CBR), Available Bit Rate (ABR). Unspecified Bit Rete (UBR) and two
versions of Variable Bit Rate (VBR), real-time and non-real-time. These
service categories are defined in terms of Traffic Parameters and QoS
Parameters. Traffic Parameters include Peak Cel) Rate (constant bandwidth).
Sustainable Cell Rate (SCR), Maximum Burst Size (MBS). Minimum Cell Rate
(MCR) and Cell Detay Variance Tolerance. QoS parameters include Cell Delay
Variation (CDV). Cell Loss Ratio (CLR) and maximum Cell Transfer Delay
(maxCTD). As an example, Constant Bit Rate CBR (e.g. the service used for
voice and video applications) is defined ss a service category that allows
the user at call setup time to specify the PCR (peak cell rate, essentially
the bandwidth), the CDV, maxCTD and CLR. The network must then ensure that
the values requested by the user and accepted by the network are met: if
they are met) the network is said to tae supporting CBR. The various
classes of service direct the network to provide better service for some
traffic as opposed to other types of traffic. In AT'M, with fixed length
cells, switches manage bandwidth utilization on a fine effectively by
controlling the amount of data each traffic flow is allowed to put on a
line at any moment in time. They ganenlly have simpler buffer techniques
arising from the fact that there is but one size of data unit. Another
advantage is predictable network delays, especially queuing latencies at
each switch. Since all data units are the same size. this helps to ensure
that such traffic QoS rarameters as CDV are easily measurable in the
network. In non-ATM networks (i.e. frame-based networks), frames can range
anywhere from, say, 40 bytes to thousands of bytes, rendering it difficult
to ensure a consistent CDV (or PDV, Packet Delay Variation) since it is
impossible to predict   3 0 MAY 2002 WO 99135577 PCT/1898101940 the delays
in the network. lacking consistent transfer times of indr~~idual packets 8y
earvtng data into smaller unus. ATht can increase the nhiltty of the
network to decrease the latency of transmitting data from one h~ct t~
another Such also allows far easier queue and buffer management at each hop
through the network A dicad~~~ntage. ho~~evtr, is that a header is atlded
to each cell making the effective bandwidth of the network Icsc than if the
network had a larger Iransmission unit Far example, if 1.000 bytes are to
be transfetscd from one host to ~n~ther, then a frame-based solution would
append a header (approximately 4 bytes) and transmit the entrre frame rn
less than n second. In ATM, the 1.000 bytes is chopped into 48 bytes with a
S bytes header: i.e. 1.000/4R = 20.833 (or 21 cells). Each cell is then
given a 5 byte header increasing the bytes to be transmitted by 5 ' 21 =
105 extra bytes. Thus ATM effectively decreases the available bandwidth to
the actual data by approximately 1t)n bytes f or aheut 109A: the decreasing
of end-to-end latency also decreases the available handwidlh for data
transmission For some applications. such as video and voice. latency is
more important than bandwidth while for other 



applications, such ac file transfers. better bandwidth utilization
inere~se~ performance rather than decreased hop-by hop latency. Recently.
the demands on more bandwidth and QoS have grown many fold due to new
applications for multimedia services, including the before described video
and voice. This is forcing the growth of ATM networks in the core of
traditional picket-based networks. ATM, because of its fired packet size,
brings reduced processing time in networks and hence fatter forwarding
(i.c. lower latency) It also brings with it the ability to take advantage
of traffic elassifiemion Stnee the cells, ac earlier pointed out, arc of
fixed size. traffic patterns can be conuoNed through Qo5 a~tignments: i e.
networks can carry trnditianal packets lin cell formal) and constant
bandwidth stream data (e.g, voice/~idcn based data) As will suhsequentlv he
detnonctrated, most conventional networking systems inherently ate designed
for either forwarding frames nr cells hut not both In accordance with the
present invention, on the other hand, through use of novel search
alporithrnc. Qc~S management and management of packeUcell architecture,
both cells and frames can he tcancmitted in the rtmc Aevice and with
significant adeant;tge over the prior techniques, as later more fully
explained -4   3 0 MAY 20Q2 WO 99/35S77 Obiects of Invention pC'T/I
B98/01940 An object of the present invention) accordingly, is to provide a
novel system architecture and method) useful with any technique for
processing data packets andlor cells simultaneously with data packets, and
without impacting the performance aspects of cell forwarding
characteristics. A further object is to provide such a novel architecture
in which the architected switch can serve as a packet switch in one
application and as a cell switch in another application, using the same
hardware and software. Still a further object is to provide such a system
wherein improved results are achieved in managing QoS characteristics for
both cells and data packets simultaneously based on a common celUdata
packets algorithm. An additional object is to provide a common parsing
algorithm for forwarding cells and data packets using common and similar
techniques. Other and further objects will be explained hereinafter, and
are more particularly delineated in the appended claims. Summary In
summary, from one of its important viewpoints, the invention encompasses in
a data networking system wherein data is received as either ATM cells or
arbitrarily-sized multi-protocol frames from a plurality of UO modules any
of which can be cell or frame interfaces) a method of processing both ATM
cells or such frames in a native mode, i.e. not transforming frames to
cells, using common algorithms for forwarding based on control information
contained in the cell or frame and in such a manner as to preserve QoS
characteristics necessary for correct operation of cell forwarding;
processing the packet/cell control information in a fotvvarding engine with
common algorithms not dependent on context-sensitive information contained
in the cell or packet, and passing results including QoS information to an
egress queue manager; passing the cell/ packet to the egress I/O transmit
facility in such a manner as to provide a minimal cell delay variation
(CDV) so as not to impact correct cell forwarding characteristics; and
controlling the transmit facility so as to provide a common bandwidth
management algorithm for both cell and packets and all without impacting
the correct operation of either cells or packets. _5_ 



3 0 MAY 20U2 WO 99/35577 PCT'/I B98/01940 Preferred and Nest mode designs
and techniques are hereinafter presented in detail. Drawines The invention
will now be described in connection with the accompanying drawings in which
the before mentioned Fig. 1 is a diagram illustrating an A7M (Asynchronous
Transfer Modc) cell format; Fig.2 is a similar diagram of an Internet
Protocol (1P) frame format for 32 bit words: Fig.3 is a flowchart comparing
Time-Division Multiplexing (TDM)) ATM and Packet Data frame forwarding;
Fig. 4 is a block diagram of the switch of the invention with the cell and
packet interfaces; Fig. 5 is a block diagram of a traditional prior art
bus-based switching architecture, and Fig. 6, its memory based switch data
flow diagram; Fig. 7 is a block diagram of a traditional prior art
cross-bar type switching architecture) and Fig. 8, its cross bar data flow
diagram; Fig. 9-10 arc interface diagrams illustrating, respectively, a
cell switch with a native interface card, a packet interface on cell
switch, and an AALS packet interface on cell switch, all with a cross-bar
or memory switch; Figs. 12 and 13 are similar diagrams of a packet switch
with native packet interface cards and with AALS interface, respectively,
for NxN memory connection buses; Fig 14 is a block diagram of the switch
architecture of the present invention, using the word "NeoN" in connection
with the packet and cell data switch as a trade name of NeoNET LLC, the
assignee of the present application; Fig. 15 and 16 are diagrams
respectively of extended parsing function flows for forwarding decisions
and an overview of such functions and Fig. 17 is a diagram of the
forwarding elements; Fig. 18 is a first stage parse graph tree lookup block
diagram, and Fig. 19 is a second stage forwarding table lookup (FLT)
diagram; Figs 20 and 21 are respective diagrams of parse graph memory on
power up and of a simple illustrative IP 



multicast packet; Fig. 22 presents an initialised lookup table, with all
entries pointing to unknown route/cell forwarding -6   3 0 MAY 2002
PCTII898l01940 WO 99I35577 information. and FiF 23 illucrratcc the lookup
table after adding an illustrative IP address (209.6.34.224/32); and Fig 24
is , queuing diagram for scheduling system operation Further I3ackeraund
'1'0 preferred Embodiments of In~~ention Before ~r~ceedrng to illustrate
the preferred architecture of the invention, it is believed necessary to
review the limitations of the pnor and ~f current network systems, which
the present invention admirably overcomes. Current networking solutions arc
designed either for switching data packets or cells. As before stated, a11
types of data networking switches must receive data on an ingress port,
make a forwarding decision, transfer data from the ingress port t~ the
egress port and transmit that data on the appropriate egress port physical
interface. Beyond the basic data forwarding aspects, there are different
requirements for cell switching versus frame forwarding. As before crated.
all current technology divides switching elements into three types:
bridges, routers and switches, and in particular. ATM switches. The
distinction between bridges and routers is blurred in that both forward
datagrnmc and typically most routers also do bridging functions ac well.
thus the discussion focuses on decagram switches (i.e. roofers) and ATM
switches. It is in order first tn investigate the basic architectural
requirements for these two types of switching devices based on current
solutions, and then to present the reasons why curtent solutions do not
provide mechanisms to allow simultaneous transfer ~f cells and frames
without severely impacting the correct operations of either ATM switching
or frame forwarding. 7ltc novel solution based on the present invention
will then be clear. Roofers typically ha~c a ~ide variety of physical
interfaces: LAN interfaces, such as Elhernet. Token ring and FDOI, and
wide-nice interfaces, such Frame Relay, X.25. TI and A7M. A roofer has
methods for receiving frames from these various interfaces, and each
interface has different frame characteristics. For example, an Ethemet
frame. may he anywhere from 64 bytes to 1500 bytes. and an FDDI frame can
be anywhere from 64 bytes to 4500(including header and trailer) bytes The
roofer's 1/O module strips the header that is associated with the physical
interlace and presents the resulting frame, such as nn IP dataeram, to the
forwarding engine. The forwarding engine looks at the If' dcstrnati~n
address. Fic 2, and makes an appropriate forwarding decision 77te result of
a forwarding decision is to tend datagram t~ the egress port ac determined
by the forwarding tables. The egress port then attaches the srpiniirete
nct~rk-dcrendcnt header and transmits the frame out the physical interface.
Since _7.   3 ~ MAY ~ ZOQ2 WO 99I35577 PCTII B98/01940 different interfaces
may have different frame size requirements. a router may be required to
"fragment" a frame, i.e. "chop ' the datagram into useable size. For
example, a 2000 byte f~DDI frame must be fragmented into frames of I500
bytes or less before being sent out on a Ethernet interface. Current router
technology offers "best effort" service. This means that there are no
guarantees that datagrams will not be dropped in a muter-based network.
Furthermore) because routers transfer dntagrams of varying sizes, there are
no per datagram delay variation or latency guarantees. Typically a router
is characterized by its ability to transfer datagrams of a certain size.
Thus, the capacity of a muter may be characterized by its ability to
transfer 64 byte frames in one second or the latency to transfer a l500
byte frame from an ingress port to an egress port. This latency is
characterized by last bit in, first bit out. An ATM switch, by comparison,
has only one type of interface) i.e. ATM. An ATM switch makes forwarding
decision by looking at a forwarding table based on VPWCI numbers, Fig. 1.
The forwarding table is typically indexed by physical port number, i.e. an
incoming cell with a VPWCI on ingress port N Gets mapped to an egress port
M with a new VPWCI pair. The table is managed by software elsewhere in the
system. A11 cells, no matter what the ATM Adaptation Layer (AALx), have the
same structure, so that if ATM switches can forward one AAL type, they can
forward any type. In order to switch ATM cells, several fundamental
criteria must be met. The switch must be able to make forwarding decisions
based on control information provided in the ATM header, specifically
VPWCI. The switch must provide appropriate QoS functions. The switch must
provide for specific service types, in particular Constant Bit Rate (CBR)
traffic and Variable Bit Rate (VBR). CBR (voice or video) traffic is
characterized by low latency and more importantly low or guaranteed Cell
Delay Variation (CDV) and guaranteed bandwidth. 



The three main requirements of implementing CBR type connections over a
traditional packet switch are low CDV, small Delay and guaranteed
bandwidth. Voice, for example, consumes a fixed amount of bandwidth, based
on the fundamental Nyquist's sampling Theorem. CDV is also part of a CBR
contract) and plays a role into the overall Defay. CDV is the total worst
case variance in expected arrival time and actual arrival time of a
packet/cell. In so far as an application is concerned, it wants to see data
arrive equidistant in time. If, however, the network cannot guarantee this
equidistant requirement, some hardware has to buffer data - equal or more
than the worst case CDV amount introduced by the network. The higher the
CDV, the higher is the buffer requirement and hence the _g_   3 0 MAY 2002
PCTI1B98I01940 WO 99I35577 higher Delay: and. as illustrated earlier. Dctav
is not good for CBR type circuits. Packet-based networks traduionally queue
data at the egress based on priority of traffic. Regardless of how data is
queued, traffic ~tth low delay variation requirements will get queued
behind one or more packets. Each of them could he maximum packet size, and
thin inherently contributes the most to delay v~anatton on a packet-based
network There arc many methodologies used to manage bandwidth and
priaritics. From a Network Atanagement point of view, a network manager
usually likes to carve out the total egress bandwidth into priorities.
There are several reasons for carving this bandwidth: e.g it ensures the
manager that control traffic (Higher Priority and Low Bandwidth) always has
room on the wire even during very high line bandwidth utilization, or
perhaps a CHR (Constant Bit Ratel traffic will be guaranteed on the wire,
ete. There are numerous methods to address bandwidth per traffic priority.
Broad classes of these mechanisms are Round Robin Queuing. Weighted Fair
Queuing and Priority Queuing. Each methodology will be explained fo'r the
sake of discussion and completenece of this document. In all cases of
queuing, traffic is put into queues based on priaitics, usually by a
hardware engine that looks at a celUpacket header or control information
associated with cell/packet ac the ceillpacket arrives from the hackplane.
It is how data is extracted/de-queued from these queues that differentiates
one queuing mechanism from another. Simple Round Rohin Queuing 'Ibis
queuing mechanism empties all queues in a round robin Cushion. This means
that traffic is divided into queues and each queue gets the same fixed
bandwidth. While a clear advantage is simplicity of implementation) a major
disadvantage of this queuing technique is that this mechanism completely
loses the concept of priority. Priority must then be managed by buffer
allocation mechanisms. The only clear advantage is simplicity of
implementation. Weighted Round Rohin ?his queuing nrechanicm is an
enhancement of 'Simple Round Robin Queuing ', where a weight is placed an
each queue by the network manager during initialisation time. In this
mechanism, each priority queue is serviced hated nn the weight If one queue
is allocated IOq'o of the bandwidth, it will be serviced IOr7c of the time.
Another queue may ha~~e 509o ~f the allocated handwidth. and will be
seniced 509 of the time. 'the major dranback is there i< unused handwidth
on the wire when there i~ no traffic in a queue of the allocated bandwidth
This results in wasted hand~idth 'There i<. rn~remer, nn accpctatton ~f
racket st~e in the de-queuing algorithm, which is crucial for 9_   3 'fl
PRA`f 20fl2 WO 99I35577 PCT// B98J01940 packet-hated cwitchec (ii~~ing
equal weight to all packet sizes thrn~~~ off the bandwidth allocation
scheme. f riority Queuinc In this qucuine mcchanicm. outrut queues are
serviced purely based on priority. The Highest Priority Queue gets sen iced
first, and the Lowest Priority Queue gets scr~~iccd last. In this
mechanism. Higher Priority Traffic always preempts the Lower f riority
Queue. The draback of this type of mechanism is that the Lower Priority
Mechanism may recuit in ~cro bandwidth. The adcantage of this mechanism,
besides being simple, is that the bandwidth is not wasted: so long ac there
is data to send, it witl be sent. There is. however, no association of
packet size in the de-queuing nlgorithn~. which is crucial for packetbased
switches. Giving equal weight to all packet sizes throws off the bandwidth
allocation scheme, as belore noted. from the ahocc examples, there is a
need to strike a balance between Priority Queuing and Weighted Round Robin
Queuing, along with packet size. This calls for a solution provided by the
present invention where . hilth priority traffic is st:rviced before lower
priority traffic, but each queue is serviced at (east within its bandwidth
allocation. In addition to the above requirement) the output buffer should
be filled with data from a queue even when the bandwidth of that queue is
exhausted, including with other bandwidth eligible queue data. This
technique enforces bandwidth per traffic queue requirement and also dots
not waste bandwidth on the wire and is embodied in the invcnlion 



Architectural lssue~ in Switch Design Current switching solutions employ
two distinct soiutions 1 ) memory and 2) cross-bar. These solutions are
illustrated in Figs. 5 and tS showing a traditional bus-based and memory
based architecture, and in Fig. 7, showing a traditional cross-bar
switching architecture. In the traditional memory-based solutions
represented b~~ Fig 5, data must first be placed inside of main memory from
the !/O cart T'hic data transfer takes several cycles ac bits ate moped
from the UO module to the main memory. Since se~~eral different 1J0 modules
must transfer data t~ common memory, contention for this resource occurs
Main memory pro~~idec both a buffering mechanisrn and a transfer mLchanism
for data from one physical port to another physical port lhc rate of
transfer is then highl~~ dependent on the spend of the egress port and the
ability of the system to move data in and out of main memor~~ and the
number of interfaces that must access main 10   3 0 MAY 2002 WO 99I35577
PCT/IB98/01940 memory. Ids more fully shown in Fig. 6, the CPU interfaces
through a common bus, with memory access. with a plurality of
data-receiving and transmitting VO pons 111, tf2, etc.. with the various
dolled and dashed lines showing the interfacing paths and the shared
memory, as is well known. As pointed out previously, the various accesses
of the shared memory reeult in substantial contention, increasing the
latency and unpredictability) which is already substantial in this kind of
architecture because the processing of the control information cannot begin
until the entire packet/cell is received. Furthermore. as the accesses to
the shared memory are increased, so does the contention; and as the
contention is increased. this results in increasing the latency of the
system. In the traditional memory-based switch data flow diagram of Fig. 6,
thus, where the access time per read or write to the memory is equal to M,
and the number of bits for a memory access is W, the following functions
occur: There is the write of data from the receive port H I to shared
memory. The time to transfer a packet or cell is equal to ((8'8)/W)'h1,
where 8 is equal to the number of bytes for the packet or cell. M is the
access time per read or write to the memory and W is the number of bits for
a memory access . As the packet gets larger so does the time to write it to
memory. This means that if a packet is destined to an ATM interface as in
Fig. 5, followed by a cell. the cell is delayed by the amount of transfer
time from main memory, and in the worst cast this could be N packets (where
N is the number of packet, non-ATM interfaces) including the contention
among other reads and writes on the bus. If, for example) B=4000 bytes and
M is RO nanoseconds (for a 64 bit-wide bus for DRAM access), then ((4000
8)/64)  80 = 40.000 nanoseconds for a racket transfer queued before a cell
can be sent, and OC 48 is I70 nanoseconds per 64 byte cells. This is only
if there is no contention on the bus whatsoever. 1n the worst case) if a
switch has l6 ports and all the ports are contending simultaneously, then
to transfer the same packet would require 640,000 nanoseconds dust to get
into the mcm~ry) and the came amount to get out-- a total time of about I
.3 milliseconds. This occurs if between each write into memory. anther pert
has to write to memory as well. So for n=16 ports. n-1. or 15 ports hare to
gain access to memory This mcan~ that IS ports' 80 nanoseconds = l2fb
nanoseconds arc used by the systtm before the nexl transfer mto memory of
the original tort can occur. Since there arc 'a000 bytes' 8 hitc/t,vtell(,4
bite = 5110 ~ececce~. each aceecc is separated by 1~0~ nan~aeconds, and the
full transfer takes 500'   3 b MAY' 2002 WO 99I35577 rcrnB9sro194o t 2t70 =
6()t).400 nanoseconds, So the total is system time plus actual transfer
time which is 600.t>00 nanoseconds + 40,000 nanoseconds = 0.10.000
nanoseconds for the transfer into memory, and another 640,000 nanoseconds
out of memory. This calculatwn. moreover. does not include any CFU
contention issues or delay because of egress port buoy, which would make
this calculation even larger. There arc similar disadvantages in
traditional cross-bar bated solutions as shown in Fig. 7, before
referenced. where there is nn main memon . and buffering of data occurs
both at the ingress pon and egress port. In the memory-based design of
Figs. 5 and 6. buffer memory is shared across all ports, making for very
efficient utilization of memory nn the switch In the cross-bar arproach of
Fig. 7, each port must provide a large amount of memory, so that the
overall memory of the system is large as there is no common sharing of
buffers. The ctoss.bar switch is only a conduit for the transfer of data
from one physical pon on the system to another physical port on the system.
If two pons are simultaneously to transfer data to one output port, one of
the two input ports must buffer the data thereby increasing the latency
anti unpredictability as the data from the first input port is transferred
to the output port. The advantage of a cross-bar switch over a memory-based
switch, however, is the high rate of data transfer from one point to
another without the inherent limitation of main memory contention on the
memory-based switch. In the traditional crossbar switching architecture
system of Fig. 7, the CPU interfaces through a common bus, with memory
access, to an interface with the various dotted and dashed lines of Fig. B
showing the interfacing paths and the shared memory, as is well known. The
Cf'U makes a forwarding decision based on information in the data. The data
must then he transmitted across the cross-bar switch fabric to the egress
Fort. But if other tralGe is being forwarded t~ that egress interface, then
the data must he buffered in the ingress interlace for sv tong at the
amount of time it takes to transfer tlse emire cclllpacket to the egress
memory. There is: A Write of data frotn the receive tort tf I to local
memory. The time to transfer a packet or cell is equal to ((BR1IW)AI, where
B is equal to the number of hytcs for the packet or cell. M is the access
time per read or write tn the memory and W is the number of bits for a
memory access . As the packet gets larger so doss the time to writs it tt,
memory. 



f3 Write of data from the recei~~c port IV I to local memory of egress port
If 2. The time to transfer a packet ~r cell is equal t~ (tB `R1/1~')'~1 +
T. where f3 i~ equal to the number of bytes for the packet or   3 0 MAY
2002 WO 99I35577 PCTI1898101940 cell. M is the access ume per read or write
to the memory, W is the number of bits for a memory access and T is the
transfer time of the cross-bar switch As the packet gets larger. so does
the time to transfer it acrncc the cross bar switch and write it to Ic~cal
memory. 1'or a racket transfer fnllmved by a cell transfer to an egress
port. the calculation is the same as for the memory-based solution of Figc
5 and 6. The packet must be transferred to local memory at the same:peeds
as for the memory-based solution The advantage that there is no contention
for central memory, does not alleviate the problem that a packet transfer
in front of a cell transfer can cause delays that prevent the proper
funetionina of very fast interface speeds. The goal is to create a
switching device running at high speeds (i.e. SOhllrl' defined rates) that
provides the required QoS. The device should he scalable in terms of :peed
and ports. and the device ahould allow for equal-time transfer of cells and
frames from an ingress port to an egress. While current dc~ignc have
started to come up with very high speed routcrs. they have not,
however~been able to provide all the ATM service requirements, thus stiN
maintaining a polarized set of networking devices, ii.e. routers and ATM
switchcc. An nptirnal solution is one that achieves very high speeds and
that provides the required QoS support and has interfaces that merge ATM
and Packet-based technologies on the same interface. Fig. 3. This will
allow the current invectmcnt in either networking technology to be
preserved, yet satisfy bandwidth andQoS demands. The issues in merging
interfaces on a data switch port that accepts ATM cells and treats certain
ATM cells as packets and others ac AThI flows, accepts only packets on
other interfaces and only cells on yet another set of interfaces. is shown
in later-discussed Fig. 4. These issues ate three fold: a) Forwarding
decision at the ingress interface for packet and cells, h) switching packet
and cells through the switch fabric and, c) managing egress bandwidth on
packet and cells 'i'hc present invention, based on this technique of the
previously cited co-pending applications, explains how tn create a general
data switch that merges the two technologies (i.e. ATM switching and packet
switching) and sol~~cc the three issues listed above interlace Issues
Switch Designs The purpose of thtc section is to compare and contrast ATAI
and Packet-based switch designs and various interfaces on either type of
ttch deign Specit-really it identifies f,roblems with both devices as they
pertain to forwarding 13   3 0 MAY' 2002 p~'ngg8101940 WO 99I35579 packets
or cells: i.e. issues with AITt switches fnrwardmg packets. and issues with
Packets switches forwarding rolls. Fig. Typical Design of an ATh4 Switch 



Ac prcvioucly explained, defined within the ATtvl standard there arc
multiple ATM Adaptation Layets ( AAL IAALSf , each one specifying a
different type of cer~~ice from a wide spectrum of services: namely.
Constant Bit Ratt (CBR) to Uncpecified Bit Rate (UBRI. Constant lift Rate
(AALI) contract guarantees minimal cell loss with low CDV, while
Unspecified Bit Rate contract specifies no traffic parameters, and no
quality of Service guarantees. For the purposes of this invention it is
convenient eo limit the discussion tn AAL I (CBR) and AALS (Fragmented
Packets). Fig. 9 illustrates cell switching with native cell interface
cards, showing different modules of a generic ATM Switch with native ATM
interfaces. The cells arriving from the physical layer module (PHY) ue
processed by a module called Policing Function Module, which validates per
VCI established contracts (services ) for inrnming cells: e.g Peak Cell
Rate. Sustained Cell Rate, Maximum Burst Rate. Other parameters such as
Ccll Delay Variation (CDV) and Cell Loss Rate (CLR) arc guarantees provided
by the box based on the actual design of the cards and the switch. The
contracts are set by the network manager or via AT'M signaling mechanisms.
Cell Data from the policing function then goes, in the exnmple of Fig. 9
.to a Cross Bnr-type (Fig. 7) or Memory-based Switch (Fig 5). Cells are
then forwarded to the egress port which has some requirements of shaping
traffic to avoid congestion on the remote connection. To provide egress
tthsping, the design will hove to buffer data on the egress side. Since ATM
connections ore based on a point-tapoint basis, the Egress shaper module
also hoe to translate the AT'ht Hcadcr. This is because the next hop hoc no
relationship to the ingress VCWPI. Native Packet lnterface on ATM Switch As
mentioned in the 'Background' section, if an ATM switch is to provide a
method that facilitates the routing o! packets. there have to be at least
two points between two hosts where packets and cells networks meet. This
means that current cell switching equipment has to carry interfaces that
have native packet interfaces, unless the switch is sitting deep in the
core of the ATM network. It is now in order, therefore, to examine the
design of such a packet interface that connects to the ATM switch. A
typical Packet interface on an ATh1 S~~~itch is shown in Fig. 10.
elaborating on packet interface on the cell switch. The phy~~ical interface
~~~ou)d put incoming packets into a buffer and then they arc fed to the
"Header Lookup and Fcxwarding Engine". The packet-based f~n~~arding engine
decides the egress pert and assoctate~ a VCI number for cells of 14 .   3 0
MAY 2002 WO 99/35577 pCT/I B98101940 Ihat packet The packet then gets
segmented into cells by the Segmentation Unit. From there on, the packet is
treated just as in the native Cell Switciting cage, which involves going
through a porcine function and to the Switch Buffer before entering the
switch. On the egrecc side. if the cells enter a cell interface. then the
processing is just as explained above (in the native cell interface on
AT1~1 cwitchl If the cells enter a packet interface. then the cells have to
be reassembled into packets. These packets arc then put into various
priority queues and then emptied ac in the packet switch. Two tyres of
racket interfaces on the ATM Switch should he examined. AALS Interface on
ATM Switch A Router connected to ATM Switch could segment packets before
sending the packet to the ATM Switch. In that case, packets would arrive at
the ATM Switch in AALS format. before described. 1f the ATM Switch were to
acct to a Router and an ATM Switch. it would have to reassemble the AALS
Packet and perform a routing decision on it. Once the ATM Switch/Router
makec the forwarding decision on the AALS packed, it would then push it
through the ATM Switch after segmenting it again. In AALS, perfect
interface on an ATM Switch is shown in Fig. 11. Incoming AALS cells are
first policed on a per VCI based to ensure that the sender is honoring the
contract. Once the policing function is door:, an Assembler will assemble
the cells of a VCI into packets. These packets are then forwarded to the
forwarding engine, which makes the forwarding decision on the assembled
packet and some routing algorithm. The packet then travels the ATM Switch
as mentioned in the Packet Interface on ATM Switch section. about
Difficulties in Processing Packets on Cell Switch Keeping the goal of the
present invention in mind, i.e. to achiete strict QoS parameters such as
CDV and latency and packet loss, this section will tier the difficulties oI
attempting to design for packets through a traditional cell switch.
According to fig. 1 1, once the incoming AALS segmented packets arc
assembled and a fonvarding decision is made, they arc resegmcmcd in the
"Segmentation Unit". Across the Switch, the AALS cells are then reassembled
into packets before they arc shirped on the egress wire. This segmentation
and reassembly adds to the delay and unpredictable and unmeasurnblc rnV
(f'ackct Delay Variation) and cell loss. As earlier mentioned. for packets
to be provide QoS, it would need to su~~ort contract that includes
providing measurahle PDV and delay. Delay is caused due to the fact the
cells have to he rcaasembled Each rcaszemhly would have to, in best cace.
huffer an entire packet worth of data before calling it complete and
sending it to the QoS section For a 8000 byte packet, far example. this
could result in 64 uses delay in buffering on a IGigahit twitch - IS    3 0
MAY ~ 20Q2 WO 99I35577 



PcrnB9srol94o The PDV (err a packet through a cell switch is c~~en mote of
a concern chart the additional delay. The assembly process can be
processing multiple packets at the same time from various ingress ports and
packets, and this causes an unpredictable amount of PDV, essentially hayed
on switch contention and the number of retries of sending cells from
ingress to egress. Cell loss through the switch causes packets to get
reassembled incorrectly and therefore adversely affects applications that
are real-time content specific. Mast file transfer protocols do recover
from a dropped packet (due to dropped cells). but it causes more traffic on
the switch due to retransmissions. In summary, passing packets through an
ATM switch does not provide packets with the same CDV and latency
characteristics as cells. It simrly rsovides a mechanism for passing a
packet path through a cell switch. Design of Packet Switch A traditional
Packet Switch is shown in Fig. 11 with native packet interface cards.
Packets are forwarded to the Forwarding Engine via the physical interlace.
The Forwarding Engine makes a routing decision based on some algorithm and
the header of the packet. Once the egress port is decided, the packet
travels to the egress via the Packet Switch, which could be designed in one
of many ways (e.g. N by N busses, large central memory pool, etc.). On
egress, the packets end up on different traffic priority Queues. lhcsc
Queues are responsible for prioritizing traffic and bandwidth management.
Cel! interface on Facket Switch The traditional packet switch, shown in
Fig. f 3 with AALS interfaces, provides a mechanism to allow cells to pus
through the box so tong ,s the cells me of AALS type. There is no practical
way of creating a virtual cell switch through a tradititmal packet switch,
and part nt the present invention deat~ with the requirements of such an
architecture. After AALS cells arc policed for contract agreements, they
are assembled into packets by an Assembly module. The packets thus created
are then processed exactly like native packet interfaces. On the egress
side, if packets have to go out of the Switch as AALS calls, they arc first
segmented and then header translated. Finally they arc shaped and sent out.
Difficulties in Processing Cell on Packet Switch: There are problems that a
cell flaw faces as it traverses a traditional packet switch It is extremely
diffieull for a traditional data switch, such as a routcr. to support the
QoS guarantees required of ATM. To illustrate the point, reference is made
t~ the diagram chown in hef~re described Fig. I 3. One of the biggest
challenges for a packet switch is to support AAL) cells. The simple reason
is that the traditional Packet-based header Lookup and Forwarding engines
do not - 16   3 0 M AY 2002 PcrnB98JO194o WO 99J35577 simultanenua
recognize cells and packets: therefore. AALS ceNs which can be converted
into packets are suppohed. This is a severe restriction in the capahilny of
the switch. Among the featurct of ccllt, are the CDV and the delay
characteristics. Pushing cells through a trsditional packet switch adds
more delay and an unpredictable CDV. The packet switch. as is inherent in
its name, implies that packets of various sues and numbers arc queued up on
the switch. Packetized cells would then have no chance of mainuinina any
type of reasonable QoS through the switch Preferred Embodiment(sl of the
Invention The present invention, cxempiarily illustrated in Figs. 4 and 14)
and unlike all these prior systems. optimizes the networking system for
transmitting both cells and frames without internally convening one into
the other. Furthermore, it maintains the strict QoS parameters expected in
ATM switches) such as strict CDV, latency and cell loss. This is achieved
by having a common ingress forwarding engine that is context independent,
a:witeh fabric that transfers cells and frames with similar latency, and a
common egress QoS engine-- packets flowing through the architecture of the
invention acquiring cell QoS characteristics while the cells still maintain
their QoS characteristics. 



The main components of the novel switch architecture of the invention)
sometimes referred to herein by the acronym for the a~signce herein.
"NcoN." as shown in Fig. 14, comprise the ingress part, the switch fabric
and the egress part. The ingress cart is comprised of differing physical
interfaces that may be cell or frame. A cell interface furthermore may he
either pure cell forwarding or a mixture of cell and frame forwarding where
a frame is comprised of a collection of cells as defined in AALS. Another
part of the ingress component is the forwarding engine which is common to
both cells and frames. 'the switch fabric is common to both cells and
frames. The egress QoS is also common to hoth cells and frames. The final
part of egress processing is the physical layer processing which is
dependent on the type of interface. Thus, the NcoN switch architecture of
the invention describes those parts that are common to hoth cell and frame
processing The key parameters required for ATM switching, ac earlier
explained, and that are provided even in the cafe of timultaneout packet
twitching arc prcdictahle CDV, low Latency, low Cell Loss and bandwidth
management: i a rroviding a guaranteed Peak Cell Rate (PCRI. Tire
architecture of the invention. Figs 4 and 14, 17   3 0 Mp,Y ~ 2002 WO
99J35577 Pc'I'ns9srot9ao however, contains two physical interfaces AA1.51!
and packet interface at the ingress and egress. The difference between the
two types of interface is the modules listed ac "Per VC Policing Function"
and "Per VC Shaping". For cell interfaces (AAL1-5), the system has to honor
contracts set by the network manager as per any ATM switch and also provide
some sort of shaping on per VCI bases at the egress. Besidcc those physical
interface modules, the system ix identical for a packet or rt cell
interface. The system is designed w<ith the concept that once the data
traverses the physical interface module, there should be no distinction
hetwcen a pocket and cell. Fig. 14 lists the core of the architecture which
has three major blocks, namely, "Header Lookup and Forwarding Engine",
"QoS") and "Switch" fabric, that handle coils and pxkets indiscriminately.
The discussion. as it relates to this invention) ties in the design of
these three modules which will now be discussed in detail. Switch Fabric
The inventions presented iabefore-referenced co-pending U.S. patent
npplications Setisl No. 581.467, and Serial No. 900.757, both of common
assignee herewith. optimize the: networking system for minimal latency, and
can indeed achieve zero latency even as data rates and port densities arc
increased. They achieve this equally well. moreover. for either 53 byte
cells or 64 hytc to 64K bytes packets through extracting the control
infortnatioe from the packet/cell as it is heing written into memory. and
providing the control information to a forwarding engine which will make
switching, routing and/or filtering decisions as the data is being written
into memory. Native Ce!!s through the Switch The switch cells (AAL I/5) of
Fig. 14 are first policed at 2 ac per the eontrnet the network manager has
installed on a pa VCI bast. This module could also assemble AALS cells into
packets on selected VCI. Coming out of the policing function 2 are either
eclls or assembled pxkets. Beyond this juncture of the data flow, there is
no distinetion between a packet nr a cell until the data reaches the egress
port where data has to comply with the interface requirements. '(hc cells
arc queued up in the "NeoN Data S~~~itch" 4 and the cell header is examined
for destination interface and Q~S requircrncnts. This information is passed
on to the egress interface QoS module 6 via a Control Uata Switch)
so-lahcled at R , The QoS for a cell-type interface ~~il! simply ensure
that cell rates beyond the Peak Celt Rate arc clipped Tlte cells arc then
forwarded to the "Per ~'CI Shaping" module f 0, where the cells ate
forWarded ter tire physical imcrface after they are shaped as per the
requirementc of the next hop sitch. Since the _ 18 .   3 0 MAY 2002 WO
99I35577 PCTIIB98101940 QoS module 6 does not kno.v from the control data
whether a packet or a cell is involved, tt simply requests the data from
the NcoN Switch into the "Buffer 12." The control data informs the "Per VCI
shaping" hlock 10 to do either header translaNnn if it ~erc a cell gorog
min another VCI tunnel, andlor segmentation if the data .vas a packet going
out on a cell interface anctlnr reform shaping :rc per the remote end
requirements Native Packets through the NeoN Switch As packets enter the
interface card, the packet header is examined by a Header Lookup and
Forwarding Engine module 14 while the data is sent to the NenN data switch
4. The Ingress Forwarding Engine make: a forwarding decision about the QoS
and the destination interface card based on the incoming packet header.
'!he Forwarding Engine 14 alco gathers a11 iniotitration regarding the data
packet. like NeoN Switch address. Packet QoS. Egress Header l ransiation
information. and sends it across to the egress interface card. This
information is carried as a control packet to the egress port through the
small non-blocking control data switch 8 to the Egress QoS module 6, which
v. ill queue data as per the control packet and send it to the module
listed PHY at the egress. If the packet were to egress to a cell interface,
the packet will be segmented. then header translated and shaped before it
lenves the interface Advantages of the NeoN Switch Architecture of the
Invention As seen ~hc..~c, cell and packet flow through the box without any
distinction except at the physical 



interfnees, such that if cell characteristics are maintained. then pockets
have the same characteristics as the cells. The packets nr:ry thus have
mensurahle and Inw PDV (Packet Delay Variation) and low latency, with the
nrchieecture supporting packet switching with cell characteristics and yet
interfacing to existing cell interfaces. While the traditional packet
switch is unable tn send non-AAL1 cells as before explained. AALS cells
also suffer an unpredictahlc amount of PDV and delay - Ihis being obviated
by the NeoN Switch of the invention. Packetc throueh ~ traditional ATh1
Switch also suffer the sarue long delays and unpredictable CDV - again, not
the case in the NenN Switch of the in.~entton The modules that make Ihic
type of hybrid switching of the invention possihle include tire Ingrccc
ron.~ardine Engine, the Egress QoS, and the Switch Fabric - 19   3 0 MAY ~
2002 WO 99I35577 Ingrccs Forwarding Engine Ucscription PCT/1B98/01940 The
purrosc of the lnarcsc F~rw~arding Engine 14. Fig. l4. is to parse the
input framelccll and. based on predefined criteria and c~ntentc ref the
frame/cell. make a forwarding derision. This means that the input
cell/frame is compared against items xtnrcd in memory. If a match is
determined. then the contents of the memory location provides commands for
actions on the cclllirame in question. The terrnination of the search,
which is an iterative process, results in a forwarding derision. A
forwarding decision is a determination of how to process the aforementioned
framelccll. Such procesxing may include counting statistics. dropping the
frame or cell, or sending the Irnme or cell to a set of specified egress
ports. In Fia. ls. thix process is shown at a doss level. An input stream
of four characters ix shown h.c.d.e. The characters have appropriate
matching entries in memory, with a character input producing a pointer to
the next character. The final character b produces a pointer to a
forwarding entry. A different stream of characters than that illustrated
would have a different collection of entries in memory producing different
results. The proposed Ingrcxx Forwarding Engine 14 ix defined to be a
Parsing Micro-Engine. The Pacing Miao Engine is divided into two parts --
an active part and a passive part. Tlre active part is retorted to as the
parser, being logic that follows instructions written into the passive
memory component which is composed of two major storage sections: I )Parse
Graph Trce f PGT), Fig. ! 8, and 2) Forwarding Lnnkup Table (FLT)) Fig. l9.
and a minor stortge xcction far statistics collection llte Parse Graph Tree
is storage area that contains all the packet header parsing information,
the results of which is an offset in the Forwarding Lookup. The FLT
contains information about the destination port) multicnst information,
egress header manipulation. The design is very flexible, e.g. in a datagam,
it can traverse beyond the UA and SA fields in the packet header and starch
into the Protocol field and TI.P Port number, etc. The proposed PGT is
memory that is divided into the 2" hlocks with each block having 2"
elements (where m c n ). Ettch element can he one of three types - branch
element, leaf element, or skip elemt:nt and within each block, there can he
any combination of element types. While rarticularly uceful for the purrose
of the present imention. the Passing Micro-Engine is generic from the
standpoint that it etarnincc an arhitran collection of bits and makes
decisions based on that comparison. This can be applied, for example. t~
an~ text-starching functions. searching for certain arbitrary words. In
such -20   ~ 0 MAY 2002 WO 99l35577 pGTIIB98101940 applications. as an
illustration, words such as "bomb" or "detonate" in a letter or email may
be searched and if a match is detected. the search engine may then execute
predetermined functions such ac signaling an alarm. In fact the same memory
can even be need to search fnr words in different languages. 



in the context of the invcntinn. Fig. 14 illustrates having two entry
points. One entry point is used to aearch for text in one language, while
the second entry point is used to search for text in another language. Thus
the same mechanisms and the same hardware arc used for two types of
searches. There are two components to the datagram header search, software
component and the hardware component. The software component creates the
elements in the Parse Graph for every new route it finds on an interface.
The software has to create a unique graph staring from a Branch Element and
endins on a Leal Eletnettt. titer defined. for each additional new routs.
The hardware walks the graph from branch to Leaf Element, clueless about
the 1P header. In fact there can be tnany entry mints in the memory region
as illustrated in Fig. 21. The initial metnery can be divided into multiple
rcginns. each region of memory being a separate series of ittstnrctions
used for different applications. In the case of Fig. 22, one of the regions
is used for IP forwarding while the other region is used for A'fM
forwarding. At system start. the memory is initialized to point to "unknown
route") meaning that no forwarding information is available. When a new
entry is inserted, the structure of the Lookup Table changes. as
illustrated in ~g 23. The illustrative lp address 209.6.34.224 is shown
insened. Since this is a byteoriented lookup enEine, the first blxk has a
pointer inserted in the 209 Ixation. The pointer points to a block that has
a new pointer value in the 6 location, and so on until all of the
209.6.34.224 address is inserted. All other values still point to unknown
route. isening the address in the 1P portion of memory has no impact in the
ATM portion of memory. As mentioned earlier, there arc 2" blocks each with
2~ elements in the parse graph tree. The structurt: of each element is as
shown in Fig. 17, with each element having the following fields. I.
Instruction Field: In the current design there are three instructions
resulting in two bit instruction field. The instroction description is as
follows.  Branch Element (00). In so far a the Micro Engine is concerned,
the branch element essentially points the Forwarding Engine to the next
block addrecs. Also, w ithin the branch element, the user may set zl   3 0
MAY 20Q2 . PtrTI1B98101940 WO 99135577 variouc fieldx in the 'incremental
Forwarding (nfo Field.' Fig. 18, and update ~arious mutually cxclusi~c
elements of the final Forwarding Information. For example, if the micro
engine ass parsing an 1P header, and the hr:tnch element was placed at the
end of the destination field. then the user could update the egrcst port
field of the forwarding info. For ATI~f c~~itching, the user would update
the egress tort infortnatton at the end of parsing the VPl field.  Lcaf
Element i01 ). This element instructs the end of parsing to the micro
engine. The forwarding information accumulated during the search is then
forwarded to the next logical block in the design.  Skip Element ( 10).
This ekmcnt is provided to speed up the parsing. The lime it takes to parse
a packet header depends on the number of block addresses the micro engine
has to look up. Not every sequential field in the incoming header is used
to make a decision. if the skip eletncnt were not there then the nticm
engine would have to keep hopping on non-significant fields of the incoming
stream) adding t~ parsing time.~The skip element allows the micro engine to
skip fields in the incoming datagram and cctntinuc the search. The skip
size is dctcrihcd hclow. 2. Skip Field: This iicld it especially used for
the skip elcrnent. This allows the parser to skip incoming datagram header
fields to allow for faster searching. In an 1P header. for example. if the
user wanted to forward packer based on DA but count statistics based on ToS
(Type of Service) field, it would parse the entire DA and then step to the
ToS Field. This makes for a faster Forwarding Engine. The size of this
field should be calculated to allow for the largest skip that the user
would ever need for its data twitching box, which couhl be based on the
protocol. etc. 3. lneremental Forwarding Info Field: During header parsing,
forwarding information is accumulated. The (awarding information may have
many mutually exclusive ficlds.1hc Forwarding Engine should be flexible
enough to update each of these mutually exclusive fields independently, at
it traverses the incoming datagram header. During parting of an 1P packet,
for example, the egress port could be decided based on the destination
field, fettering could be decided on the source address) with QoS decided
based on the TOS field. Another example could he for AT1~1 parsing. 7-he
egress parsing could be decided based on VP1 field. and the statistics
count could be decided bated on the VCI. As the parsing is done,
therefore,~~arious pieces of the forwarding information are collcctcd, and
when a Icaf node is reached, the resulting forwarding information is passed
on to -22  



3 0 MAY 2002 WO 99I35577 PtrT/IB9810I940 the control path The width of the
incremental forwarding information (hercaiter referred to as IFI):hould be
equal to the number of mutually cxclucive incremental pieces in the
forwarding information 4. Next Block Address Field: This field is the next
block address to lookup after the current one. The Ieal node instruction
ianorcc Chic field 5. Statistics Offset Field In data switches. keeping
flow statistics is as crucial as the switching data itself. Without keeping
flow ctatictics it would he difficult, at best, to manage a switch. Having
this statistics offset field allows one to update xtatistic< at various
point: of the parse. On an 1P Router, for example, one Could collect packet
count on ~~nrious groups of DA. various Groups of SA, all ToS, vorious
protocols etc. In another example dealing w ith an A1'hl switch. this field
could allow the user to count cell: on individual VPI or VCt or
combinations thereof. if the designer wants to maintain 2`eounters, then
the size of this fold should be s. 6. i1-T Offset Field: This is an offset
into the Forwarding Lookup Tahit. Fig. 18, later discusst:d in mtxt:
detail. Tile Forwarding Lookup Table has a11 the mutually exclusive pieces
of information that is required to build th! final forwarding information
packet. Reference Hardware Design Example The following is an example of a
hardware reference design for the parser useful with practice of the
present invention. The reference design parser has storage that contains
the packct/cell under scrutiny. This storage element for the cclUframc
header information is to tx two levels in depth. This creates a two-stage
pipeline for header information into the destination f~kup stage of the
Ingress Forwarding Engine. This is necessary because the Ingress Forwarding
Engine will nt he able to perform a lookup until the entire header
information has been stored due to the flexihle atartinE mint capahility.
The two stage pipeline allows the Ingress Fawuding Engine to perform a
lookup on the present-header information and also stores the next header
information in parallel. When the present header lookup is complcled. then
the next header lookup can proceed immediately. The storage clement stores
a pmgrammahle amount of the incoming bit stream. As an example, the
confiEuration may he fi4 hytcc tar 1P datagrams and S bytes for cells. For
an interface that handles hoth cells and frames. the maximum of thcce two
~~alucs mnv he used. A DMA Transfer Dine signal from each DbIA channel wilt
indicate to a state machine that it can begin snooping and storing header
infnttnaunn from the Ingress DNtA bus. A packet/cell signal will indicate
that the -23   3 0 MAY ~ 2002 WO 99I35577 PC'I'/IB98101940 header to he
stetred is either a packet header or a cell header When header information
has been completely stored from a DAtA channel, a request I<x~l,u~ ~~~ill
he asserted. Fnr header Irxtkorc, there will he a register-based table
which will indicate to the Ingress Forwarding Engine the Ictnkult starting
mint in the IP licader'1 ahle. The ingress Forwartling Engine uses the
source interlace number tn index this table. this infnrmatirtn ali~wc the
Ingress Fonvarding Engine to star the search at any field in the 1P header
rtr fields contained in the data rortion of the packet. This capability,
along with the skip functions later explained. will allow the Ingress
Foru~ar<iing Engine to search any fields and string them togceher to form
complex filtering cases Iter interface.. A suitable hardware lookup is
shown in Fig. 19 using a Pant: Tree Graph lookup algorithm to determine a
forwarding decision. Thic algrtrithm parses either a nibble or a byte at a
time of either an IP destination address or VPWCI header. This caltahility
is programmable by software. Each lookup can have a unique tree structure
which is pointed to by nnc of sixteen originating nodes, one per interface.
The originating nodes arc stored in a proltrammahlc rcgistcrhascd table,
allowing software to build these trees anywhere in the memory structure. 



A nibble or byte lortkup can result in either an end node te`ult or a
branch node result. The lookup contra) state machine controls the latkup
process by examining the status flag bits acsocinted with each lookup.
These status flag bits are the end node, skip node, and skip size:. The end
node (lag hit indicates if the lookup v~as an end node or a branch ncxle.
1f it wac an end node, then tire lookup result is the index value into the
second stage Forwarding Table Lockup memory. If it wac a branch node. then
the nibble or byte loetkups will continue until an rind node is found.
Ettch hrnnch node Icxtkult result is the pointer to the next branch node.
The xkip node flag hit inctructs the state machine to skip a number e(
nibbles, indicated by the skip site, during the lookup.'Ihe bank select Rag
bits indicate ctfiich hank will be uccd in the next lookup. The lookup
state machine will use these bits to determine which clock cnahlcc and mux
controls to acti~atc. The result of the Parser IookuP is rite For~~~ardine
Table lookup ~itich is a hank of memory yielding the forastrding rccult.
including the foncarding information called the For~~~arding ID In order to
nPtimizc lookup time performance, this lookup stage can he piltchned. allo
tog the ftrst stage m start another (ookuP in raraHel. The Forwarding If)
field ~~~ill he used in cevcral wa~~s First. the hISB (hlost Significant
Bytc) of the field is used to indicate a unicast or ntulticact p;tckct at
the act~c~rl, interface Ic~cl Fir multicast rackets, for examrlc, the
Egress 2.l    3 0 MAY 2002 WO 99!3557T pCT/i898101940 Queue Manngcr will
need t~ Ink st this hil (or queuing of multicast pxkets to multiple
interfaces. For unicast packets. for example. sit hits of the Forwarding ID
can indicate the destination interface number and the remaining 16 bite
will provide a Layer 2 ID. The Layer 2 ID will be used by the Egress
Forwarding logic to determine what Layer 2 header needs to he ~repended to
the packet data. For packets, these headers will be added to the packet as
it is moved from the Egress I)MA FIFO (first in, ttrst out) to the Egrets
suffer Memory. For cells, the Layer 2 ID will provide the transmit device
with the appropriate Channel ID. For unicast traffic, the Destination 1lF
number indicates the network destination interface and the Layer 2 1D
indicates what type of Layer 2 header needs to added onto the packet data.
For multieast, the multicast ID indicates both the type ef Layar 2 header
addition and which network interfaces can transmit the multicast. The
Egress Queue Manager wiN perform a Multicast ID table lookup to determine
on which interfaces the packet will get transmitted on and shat kind of
Layer 2 header is put back on the packet data. An Example of Life of a
Packet Under the Forwarding Engine It is now in order to explsin examples
of a simple and n complex packet through the Forwarding Engine of the
invention. On !rower up. Fig. 19, all 2" blocks of the parse graph arc
filled with leaf elements pointing to an 1'1T offset that will eventually
irrrward sl1 packets to the Control Processor on the Network Card. This is
a delault route of a11 unrecognised packets. Softw arc is responsible of
setting up the defsult route. Tht: way in which the various elements are
updated into thie ~arse graph memory will he: explained for the illustrated
cases of a simple multieast IP packet with mask 2S5.255.0 sand a complex
filter packet) aginE the simple Ip Packet. Simple Multicast Packet Ott
power up, the entire hlrrcks in the Parse Graph Memory may be assumed to be
filled with leaf elements that point to I offset ~f fl.T ~~hich will route
the packet to the Net~~ork Prtrce~sor. Let it now be assumed for this
example, that the ingces~ packet hoc s destination IP Address of
224.5.6.7.1n this case, the hardware will lookup the 224'" offset in the 1"
black (the first h,trkup blcxk is also called ~rieinating node) and find a
leaf. The hardware will end the search and look up the default offset in
the 224'" location sod look up the FLT and forward the packet to the
cnnlrol prncesc~r. -25   ~ 0 MAY ~ 2002 WO 99J35577 PCT/IB98/01940 \Yhen
Ihc control Proceesor fonvardc cuhscqucnt packets of Destination Ip address
224.S 6.7. it will 



generate the graph shown in fig. 21. the software first has t~ create the
parse graph locally. The parse graph created is listed as 1-129-2-131. The
software nlwayc leroke up the first hlack a.k.a originating node. The
offset in the first hlerck is 2I4, which is the firs) h~~te of the
de~tinatien !P heaJcr. It finds a default route. -- an indication for
software to allocate a new block for a11 suhsequent hytes of the
desrinatinn IP address. Once the software hits a default route. it knows
that this is a link node. ~rnm the link nexle onwards. the coftwarc has to
allocate new blocks for every byte it wants the hardware to search for a
matched destination IP address. Through an appropriate software algorithm,
it finds that l29) 2) I3l are the next three available blocks to use. The
software will then install continuation element with BA of 2 in the S~'
offset of block 129. continuation element with 8A of I 31 in 6'" offset of
block 2, and a Icaf element of FLT offset 5 at 7* offset of hlxk I 31. Once
such a branch wrtli a leaf is created. the node link is then installed. The
node has to be installed last in the new leafed branch. The node in this
case, is a continuation element with BA of 131 at offset 224 of the 1"
block. The harJwarc is nrrw ready for any subsequent packets with
destination If' address 224.5.6.7, even though it knows nothing about it.
Now , when the hardware sees the 224 of the the destination IP address, it
goes to the 224a' offset of 1" block of the parse graph and finds a
continuation element with BA of 129. The hardware will then So to tire S~'
offset (seconJ byte of destination IP address) of the: 129* block and find
another continuation element with BA of 2. Tlrc hardware will then go tn 6*
offset (third byte of destination 1P address) of the 2'"t block and find
another continuation clement with t3A of 131. The hardware vv~ill then go
t~ 7* offset (fourth byte of destination 1P address) of the l31" hlock and
find a Icaf clement with F1T of 3. The hardware now knows that it has
completed the IP match and will forv:ard the fnnvarding ID in location 2 to
the subsequent hardware hlock. calling the end of packed parsing It should
he noted that the hardware is simply a slave of the parse graph put in
memory by software. The length ~f the search purely depends on the software
requirements of parsing length and memory sixe. The adverse effects of such
parting arc sire of memory, and search time which is directly proportional
to the length of the search. In this case, the search will resuh in the
hardware effecting 4 lookups in Parse Graph and I lookup in FT.T. racket
with Mack 255.255.255.f1 2 f~    3 0 MAY 2002 WO 99/35597 PCT/IB98Ii01940
Building upon a the parse gralrh in Fig. 20, a packet with an illustrative
mask 255.255.255.0 and address of 4.6.7.x is now installed. In this cncc,
the software will go to the 4'" offset in the originating node and find a
continuation clement with BA of 129. The software will then go to otfsct 6
in block 129 and find a default FLT nffsel. The software then knows that
this is a link node. From now on, il has to allocate mote blocks in the
parse graph. such as block 2. At offcet 7 of block 2. it will install a
leaf element with FLT 3. Then it will install the (ink node consisting of
writing a continuation element with 8A of 2 at offset 6 of block 129. When
the hardware receives any packet with the header 4.6.7.x, it will look into
the 4* offset originating node and find a continuation element with BA of
t29, then look at the 6* offset in block 129 and find a continuation
element with BA 1 a t. and then look at the leaf element at olfset 7 with
FLT of 3. 7ltis FLT will be of value 3 rtvhieh is then forwarded to the
8uffcr Manager and eventually the Egress bandwidth manager. Packet with
Mack 255.25S.0.0 This subsection will build upon tire parse graph in Fig.
20 and install a packet with an illustrative: mask 255.255.0.0 and address
of 4.8.x.y. In this case, the software will go to the 4* offset in the
originating node and find a continuation clement with 8A of 129. The
software will then go to offset 8 in black 129 and Cnd a default 1`7..T
offset. At this time the software knowc that it hac to install a new FLT
(say 4loffset in the 8'" offset of blxk t 29. The hardware when receives
any packet with the header 4.R.x.y it will look into the 4* offset
originating node and find a ctrntinuatirrn clement ~~ith BA of 129 , then
look at the Icaf clement of block with FLT of 4, and terminate the search.
In thin case the hnrdaare will do only 2 lookups. 



Complex Filtered Packet Now assume that there was a requirement to filter a
packet with header 4.5.6.8.9.x.y.z.1 I. There ere no restrictions to tire
above concept of parsing the packet, and the time it takes to parse the
packet will increase since the hardware will have t~ read and compare 9
bytes. The hardware will simply keep parsing however until it sees a leaf
element. The x.y.~ hytec arc blocks hich contain continuation elements
pointing to the next block with a11 continuation elements of x pointing to
hlcrck y. all continuation elements of y pointing to block a. and a11
continuation t:lement~ of ~ frointing to the block ahich has entry 11 as a
leaf. and the rest being default. This is where the fork element comes men
play and may be called up to lookup the frrncarding at the end o! search
4.5.6.8. - 27    3 0 MAY' 2002 WO 99I35577 pcTnB9sro t 940 Removing Simrle
IP l~4ttltica~t Packets The removal c~f packets is similar to the reverse
of adding address to the parse graph, above explained. The psuedacodc for
removal in this cmtx~dimcnt is as follows: Walk down tn end of Icaf
remembering cacti block address and offset in block. fOR ( Frnm Lcaf ande
toariginating neck) Ir ( only clement in black) set default FLT affsct nt
the previous NODE offset address free the tact black ga to previous black
ELSE set default FLT offset at last Icaf. exit f_NDIF END FOR Egress
Bandwidth Manager Every UO Module connectx a NeoN port to one or multiple
physical ports. Each VO Module supptxts multiple traffic priorities
injected via a single physical NeoN Port. Each traffic priority is assigned
Borne bandwidth by a nctwark manager, as illustrated in Fig. 14, being
labeled as the "QoS (Packet do Ccl1)". The purrose of this section is to
define how bandwidth is managed an multiple traffic profiles. NeoN Queuing
Concepts The goal of Nc~N Queuing. of the invention, thus, is to be able to
associate: a Iixed configurable bandwidth 



with every priority queue and also to ensure maximum line utilization.
Traditionally, bandwidth enforcement is done in systems by allocating a
fixed number of buffers per priority queue. Tttis means that the enqueing
of data on the priority queues enfarces bandwielth aHc~cation When buffers
of a certain queue are titled, then data for that queue is drorpcd (hy not
enqucuing data on tltat queue). this being a roulth approximation of the
ideal requirement. There arc many real life analgicc to understanding the
concept of QoS of the present invention, e.g. cars on a highway with
multiple entry ramps etr mm ing objects cm a multi-channeled canveyar in a
manufacturing operation. For our purposes, Iet uc examine the simple case
of "cars an a highway" ASStrmc that 8 ramps were to merge inta ane lane at
sonic ~c~mt nn the hiehay In real life ecperiences, e~~cryane kn~wc that
this could create traffic jams. -2R   3 0 I~AY 2002 WO 99I35577
pt^T/IB98101940 But if managed correctly (i.e. with the right QoS). then
the single highway lane can bs utilized for maximum sfficiency. One way to
manage this Il~w is to have no control. and hove it be serviced on a first
come, first serviced method. This means that there is no distinction
between an ambulance on one ramp and someone headed to the beach on another
ramp. Hut in the methcxiology of the invention, we define certain
preferential characteristics for chain entry tams. There are different
mechanisms that we can create. One is to send one car from each entry ramp
in a round robin fashion, i.e. each ramp is equal. This means counting
cars. But if one of these "can" turns out to be a tractor trailer with 3
trailers. then in fact equal service is not being given to all entry ramps
as measured by the amount of highway oceupisd. In fact if one entry cramp
is all tractor trailers. then the backup on the other ramps eatld be very
significant. So it is important to measure the size of the vehicle and its
importance. The purpose of the "traffic cop" (aka QoS manager) is to manage
which vehicle hat the tight of way, based on size, importance and perhaps
lane number. The "aaft'tc cop" can) in fact, have different instructions
every other day on the lane entry characteristics based on what the "town
hall manags~ ' aka network manager has decided. To conclude the cotteept of
QoS understanding. QoS is a mechanism which allows certain datagramsto pass
through queues in a controlled meaner, sa as to achieve a deterministic and
desired goal, which may vary from application to application e,g. bandwidth
utilization, precision bandwidth allocation, low latency. low delay,
priority etc. The NeoN Queuing of the invention handles the problem
directly. Neon Queuing views the buffer allocation as an orthogonal
parameter to the Queuing and bandwidth issue. NcoN Queuing will literally
segment the physical wire into small time units called 'Time Slice" (as an
example, approximately 200 nnnoseconds on t'JC48 lime of Cw! byte packet on
an OC48). Packets from the back-plane are put into the Priority Queues.
Each time a packet is extracted from a queue, a timestamp is also tacked
along with that queue. The time stamp indicates distance in time from a
'Current Time Counlcr' in Time Slice Units, and when the next packet should
bt: de-queued.'ihe 'distance in time' is function of a) packet size
information coming in from the back plane, b) the size of Slice Time itself
and c) the bandwidth nllc~cated for the priority queue. Once a packet is
dc-queued, another counter is updated which rcpre~ents the Nert Time Io
De-queue (NTTD) - such purely a function of the size of the packet just
dequeued NTTD ix one for cell-based cards, because all packets are the same
size and fit in one butler. This really proves that the NcoN Egress
Bandwidth Manager i~ monitoring the line to determine exactly what next to
send. This mechanism, therefore, is a bandwidth manager rather than just a
de-queuing engine -29   3 ~0 MAY 2002 WO 99l35577 PcrnB9sro1940 The NcaN
Qucuintt of the present im~ention, marea~~cr, may he thought of ac
TDHi~seheme for allocating bandwidth for different pnoriticc. using
priority queuing for ABR f A~ ailablc Bit Rate) bandwidth. Added advantages
of the Ne~N Queuing arc that. within the TDM mechanism) bandwidth is
calculated not an 'packet count' but on 'racket h~~te ci~e'. l his
granularity is a much better replica of the actual bandwidth utilization
and allows true bandwidth calculations rather than
sirnulatedlapproximatianc. the second 'NeoN Advantage' is that the Network
Manager can dyamic~lly change the bandwidth requirement. similarly to a
sliding scale on a volume 



control. This is feasible since the bandwidth calculations far priority
queues arc not at all based on buffer allocations. In Neon Queuing, rather.
the bandwidth alhxation is hexed vn the time slicing the bandwidth on the
physics) wire. This type of bandwidth management is absolutely necessary
when running at very high line speeds, tv keep line milintion high.
Mathematics Used during Queuing First we will devctap the variables and
constants being used in the ultimate mathematics. SymbolsDescriptionTSTime
Slice of bandwidth on wire used for calculntions. (200nSec for
OC48).NTTSNext Time To Send. This number in units of Ts representing a
address to dc.queue from current time.BitTimeTime period of s single bit on
the wire of the current UO moduleAnDelay factor in Number of TS,
representing bandwidth calculations set by Network ManaEcr, far priority
Queue n.BWn ~Bandwidth of Queue n in Percentage ns entered or calculated by
the CPU Software.PnNumber of Priority Queuc~.TBWTotal Bandwidth of the
wireNTTDNcx1 Timc To Dequeue.C'TCurtem Ttme in TS unite -30   3 0 MAY 2002
WO 99I35577 PCTlIB98101940 Consider first the user interface level to sec
h~~ bandwidth is allocated amongst various priorities. the user is normally
given the jnh of dividing 100?r bandwidth amongst various priorities. The
user could also be presented with breaking up the entire bandwidth in bits
per second (ac an example for t7048) it would be 2.4Cbits). In either ~a~e,
some CPU software calculates a number pail, priority-4n, from Sic-priority
or m8itslsec-priority. Since the CPU is doing this calculation. it can he
caxily Changed based on the 11O module. The Bandwidth l~lanager does not
teed to know about the 1I0 module type, only caring about the priority-~n
pair. Thus if a user eonneMed to the NeoN port that cannot handle data at
full line rate, the CPU can change this value to adjust for the customer
requirements. ~n = 1001HWn (1) Data (in form of packet address) from the
priority queues is dc-queued on the output Cfo. The dequeue engine
calculation of the Next Time To Send for that queue is Eoverned by equation
(2) below. There is one such number for each queue) which gets updated
every time a packet is de-queued. The Calenlatiotts rnr NTTS are NTTS, _
((Fackct Bytc Count ' BitTimc) / (TS))' A,) + NTTS,.t (2) where Bit Timc is
a constant that may be fed by the CPU on power-up. depending on the UO
Module. Kec~ing NTTS" two decimal places would mean that we would have the
ability to enforce bandwidth to the 100 of a TS time, as time approaches
infinity, but with instant granularity always being TS lime. Next Tirnc To
De-queue is the time that we start the de-queue process after the current
de-queue. This is primarily based on the current time and the number of
buffea in tt packet just dc-queued: NTTD" _ ((Packet Byte Count ' BitTime)
modtTS)) + CT (3) Queuing Processing It is now in order to decide the
proccasing needed to queue addresses from the back-plane-on to the Priority



Qur:ues~ Fig. 24, which depicts the overall queuing and scheduling process.
Control Data, which includes datattam addresses. from the 'NeoN Control
Data Switch'. is sorted into priority queues based on the QoS information
embedded in the control Data. by the Queue Engine. The Scheduling Engine
operation i~ rendered independent of the Queue Engine which schedules
datagram addresses through use of the novel algorithms of the invention
listed further below Tile queuing l:nginc has the fIlowing tasks  Enqucuc
D1t1 Rcad input fifo and queue the packet onto tire arpropriatc queue.
There are 8 priority queucc and 1 Local CPU queue and one Drop Queue
Watermark Calculations Calculate when to put back pressure on the ingress
based on wntcrmarko set fir a queue Drop P~cket~ Start Dropping packets
when the Priority Queues arc full 1.   3'0 MAY 202 WO 99/35577
rcrns9s/oI94o for each Priority Queue P". there will be a 'head pointer -
pHcad"' and a 'tail pointer - pTail,; . Input Fifo feeds the priority
Qucucc ('" with huffer addresc from the back-plane. Additionally, there is
a forward. For OC48 rates) and assuming frt hyte packcta as average size
packets, the foll~~ing processing will be done in about 200nSccs. the
preferred pseudo code of the invention for the En.qucue Processor is as
follows. Read input Fifo. Find priority nl the racket li:(room on queue)
move huffcr from Input Fifo to'pTail" priority queue. Advance pTail".
update stnticties increment buffer count on queue IE:(packct rnunt on >=
watermark of that queue) set hack-pressure for that priority update
statistics GNDIF ELSE m~ee huffcr from Input Fifo to drop queue. Update
~taticlicc ENDIF The verbal explanation of the psucdocode fisted above. As
each control packet is read from the 'Neon Control Data Switch' it is put
onto one of N queues after it is verified for physical space available on
the queue. If there is no room set on the queue the data is put on a drop
queue. which allows the hardware to return addresses back to the
originating port via the 'NceN Control Data Switch'. Also n watermark is
set. per queue, to indicate to the ingress to filter out nan-preferred
traffic. This algorithm is simple but needs to he executed in one-TS.
Scheduling Processing This section v: ill list the algorithm used to
de-queue address fr~~m Friority Queues Pn onto the output fifo. 



This calculation also hac tn he done during one TS. Wait here till t."1' _=
NTTD AND no hack pressure from output Gfo X = FALSE fOR (all !'" , I ligh
to I_ow) ii' (plicad" ~= pTail") IF (CT r_ NT'I'S") Dc-Qucuc (pHcad")
Calculate new NTTS" Calculate NTTD update statistics X=TRUE ENDFOR ENDIr II
sync up !/ some variable. II see equation (2) above. II sec equation (3)
above. 32    3 0 MAY 2002 WO 99I35577 BNDIF HNDFOR 1F(X==FALSE) FOR ( all
r" . lligh to Low) IF (pHcad. != pTail") tkQueuc (pTail") update statistics
X=TRUE ENDFOR Pcrne9sro194o FNDtF ENDFOR ENDIF !F (X =FALSE) update
statistics ENDIF Update CT The function De-Queue is conceptually s simple
routine, listed below: Dc-Queuc(Q") 'pOtttputQTail++ _ pHcnd"++ The
explanation of the psucilocodc fisted above is that there arc two FOR loops
in the al`arithm -- the first FOR loop enforcing the committed bandwidth to
the queue, and the second FOR loop serving for bandwidth utiti:ation,
sometimes called aggregate bandwidth FOR Loop. Examining first the
Committed FOR Loon, the queues are checked from the Highest Priority Queue
to the Lowest Priority Queue for available datagram to schedule. If a queue
has available datagram, the algorithm will check to see it the Qucucs 'Time
hat tn dequeuc, by comparing its NTTS" against CT. If the N'1TS, has fallen
behind CT, then the queue is Dequeued: otherwise. the search goes on for
the next Queue until all queues are checked. If a data Irom a queue is
scheduled to g~ out, a new NTTS" is calculated for that queue and a tY'ITD
is always calculated when any queue is de-queued. When a Network manager
assigns weight for the queues. the sum of all weights should not be 1005b.
Since NTI'S" is based on datagrnm sire, the output data per queue is a very
accurate implementation of the bandwidth set by the~msnager. Let us now
examine the Aggregate FOR Loop. This loop is only executed when no queue is
dc-queued during the Committed FOR loop. In rthcr wards only one de-queue
operation is performed in one TS. In this FOR Loop. all queues arc checked
from Highest Priority to Lowest Priority for available data to dcqueuc. The
algorithm trot in this FOR Loop for one of two reasons: either there was no
data in a11 the queues. or the TTITS, of all queues were still ahead of CT
(it ~as not time to send). if the algorithm entered the aggregate FOR Loop
for empty queues then the second time around the fart ~~~ill he the same.
However if the aggregate FOR Loop was entered because the -31 



3 p MAY' 20Q2 WO 99I35577 PGTIIB98101940 NTTS" was not reached for all
queues then the aggregate will find the highest priority such queue and
de-queue it. also in ttt~t case it would update N'ifS. and calculate NT'fD.
The algorithm has huitt in credits for queue that do not have data to
dc-queue in their time slot: and debits for data that is de-queued in rite
Aggregate Lex~p. 'Iltese credits and debits can accumulate over arge
periods of time. The debit and credit accumulation time is a direct
function of the size of N'f'TS" field in bits. for example a 32 bit number
wnutd yield 6 minutes in each direction at using i60 nSec as TS (2sr '
160nSee). Erteh individual queue could he configured to Icx~se credits
andlor debits, depending on the application this algorithm is used. For
example if the algorithm was to be used mainly for CBR type circuits one
would want to clear the debits fairly quickly, where as for bursty traffic
they could be cleared rather slowly. 7~te mechanism for clearing
debitsleredits is very simple) asynchronously Betting NTTS" to CT. if NITS,
is way ahead of CT. Queue has build a lot of debit) then setting the NITS"
to CT would mean loosing all the debit. Similarly if NTTS, had fallen
behind CT, Queue has build a tot of Credit, then setting IJTfS, tn CT would
mean losing all the credit. Example ~f Implementing CBR Queue Using the
Algorithm It is now appropriate to examine how to build a CBR queue out of
the algorithm listed above, again referencing lrig. 24. Let it be assumed
that the outptri wire is turming at OC48 speeds (2.4Gbits Per second) and
that Qucuc 1 (highest Priority Qucuc) has been assigned to be the CBR
Qucuc. 'fhe way we coniigurc the weight on the CBR queue is configured by
summing a11 the input CBR flow bandwidth requirements. for sake of
sirnpficity them ate 100 flows going through the CBR Queue, each wish a
bandwidth requirement of 2.4 Mbits per sceond.'Ihe CBR Queue bandwidth will
then he 2.4hlhitslsec Times 100, i.e. 240Mbits per second (i.e. 10'k). In
other wads QRAZF.~,,. = 3: ingress flow Bandwidth. A" = 100l10 = 10. Bated
on Equation 1 NITS" would result in 10 every time a 45 byte datagram is
dcquucd. - Based on Equation 2. NITS" would result in 20 every time a 9U
byte datagram is dequucd. - Based on Equation 2. NT'TD would result in 1
every time a 45 byte datagrnm is dcqucucd. - Based on Equation 3. N1TD
woulJ result in 2 every time a 90 byte datagram is dcqucucd - Based on
Equation 3. 'Ibis shows that the queue will he de.queued very timely: based
on dalagtam svt and the Sxe of bandwidth allocated to the queue. This
algorithm is independent of wire speed, making it very scalable, and can
achieve very -i4   3 0 MAY 2002 WO 99I35597 pcrnB9sro194o high data speeds.
This alogaithm also takes datagram siu into account during scheduling
regardless of a the datagram being s cell or a packet. So long as the
network Manager sets the weight of the queue as the sum of al) ingress CBR
flow bandwidth. the algorithm provides the uheduling very accurately.
Example of Implementing UHR Queue Using the Algorithm. 11 is very simple to
implement a UBR queue using chic algorithm. UBR standing for tha q~wua
which uses the felt over bandwidth on the wire. To implement this type of
queue. one of N queues with 096 Bandwidth. and then this queue is dc-queued
when there is literally no other queue to de-queue. The NTT'S will be set
so far in the future that after the algorithm de-queues one datagram the
next one is never scheduled. QoS Conclusion As has been demonstrated, the
algorithm of the invention is very precise in delivering bandwidth, and its



granularity is based on the siu of TS being independent of CellIPacket
information, and also provides a11 of the ATM services required: implying
not only packets also enjoy the ATM services hut cells and packets coexist
on the same interface. Real Life Network Manager Examples This section will
now consider different Network Management bandwidth management
scenarios~al) well handled by the invention. Inso far as the NeoN Network
controller is concerned. there are n queue: egress (as an example it could
he R), each queue being assigned a bandwidth. The Egress Ilandwidth Manager
will deliver thst percentage very prcciscly. The Network Manager can also
decide not to assign 10096 of the bandwidth to a11 queues, in which case
the left over bandwidth will simply be distributed on a high to low
priority basis. Besides these two keels of control, the Network Manager can
also examine statistics per priority and make strategic statistics)
decisions on it own and change percentage allocations. Exemplary Case 1:
fixed Bandwidth 1n this scenario. 10090 of the bandwidth is divided into
all queues. If a1f queues are full at a11 timesthen the queues will behave
exactly like Fair Weighted Queuing. The reason for this is that - the
Egress Bandwidth Manager will deliver the percentage of the line bandwidth
ac requested by the Network Manager, and since the queues are never empty,
the egress bandwidth dcxs not have time to execute the second FOR loop
(Aggregate Loop), above -35   3 ~0 MAY 2002 wo ~r~ss~~ discussed.
PcTns9sro194o 1f the queues arc not full all the time. however, then during
the time the queue is empty some other queue may be serviced ahead of its
time without a charge against its bandwidth. Ac an example~ehe Network
Manager decided to allocate 12.5 ~ bandwidth to every one of the eight
queues, then the Network Manager has to pre~~ide to the Egress bandwidth
Manager, D"-Priority List of all 4, one for each priority. Bit Timc Based
on IJO Module Egress Bandwidth Manager is running on. For a bandwidth of
12.5 SE. e1, would calculate to be 8.00 ( 100/12.5). For a OC48 Bit Time
would calculate to be 402 pscc. Exemplary Case 2: Mixed Bandwidth In this
example, not all of.the handwidth is divided into all of the queues. In
fact, the tum of all fixed 



bandwidth on the queues ix not 100 of the bandwith available. The Egress
bandwidth Manager w ill deliver the constant handwidth on the queues up to
the allocated amount, and then aggregate traffic amongst the priorities on
the remaining bandwidth. This guarantees some percent of a class of traffic
to make it through the port and also provides prioritized traffic. For
queues that are not full during the allocated time. that bandwidth will be
lost to the aggregate bandwidth. Exemplary Case 3: No Mixed Bandwidth For
A11 Queues In this scenario~O~Xe is allocated as fixed bandwidth for all
queues. The queues will then behave purely like prioritized queuing. The
first Fx Loop listed in section 0 Scheduling , will considered ac NOP.
Exemplary Cace 4: Dynamic Bandwidth In this illustration) the Network
Manager may initially come up with No Mixed Bandwidth fcx all Queues and
then, as it starts to build committed bandwidth circuits. it may create
fixed bandwidth queues. The sum of the tequiremcnts of bandwidth of the
flows at an ingress port would dictate the size of the constant bandwidth
on he egress port. The granularity of the alkxatablc egress bandwidth is
largely dependent on the depth of the (loafing point depth. As an example,
it may be assumed that two decimal places may suffice. This then implies
10d" of one percent, tend u~auld calculate to be 240kI-!z for an tJC48 line
and 62 kHz for an OC12 line. .~(~_   3 0 MAY 2002 wo 9sr~ss~~ pcrne9sro~94o
It should be obccrecd that the above cases are examples onl~, and the
aFf,lication of the algorithm of the invention is not limited to these
c:,sc< Further mndificatiana will occur to those skilled in chic art, and
such are considered to fslf within the spirit and scof,e of the in~~enttvn
ac defined in the al,pendcd claims -37   3 0 h~AY 2002 A method of
simultaneously processing information contained in data cells and data
packets or frames received at the egress of a data networking system, that
comprises, applying both the received data cells and data packets to a
common data switch; controlling the switch for cell and packet
data-forwarding, indiscriminatingly using common network hardware and
algorithms for forwarding, based on control information contained in the
cell or packet and without transforming packets into cells; and controlling
with a common bandwidth management algorithm both cell and packet data
forwarding without impacting the forwarding of either, wherein the cell and
packet control information is processed in a common forwarding engine with
common algorithms independent of information contained in the cell or
packet, and wherein the information from the forwarding engine is passed to
a network egress queue manager and thence to a network egress transmit
facility and in a manner to provide minimum cell delay variation, and
fuirther wherein quality of service information is included in the
information passed from the forwarding engine and managed by the queue
manager for both cells and packets simultaneously and based upon the common
algorithm, with queuing managing processing as each control packet is read
from the switch, to put the same into one of a plurality of queues after it
is verified that available physical space exists on the queue, and wherein,
should there be no such space, the data is put in a drop queue and returned
by the switch to the ingress of the network. 2. A method as claimed in
claim 1 wherein a watermark is set for each queue to instruct each ingress
to filter out non-preferred data traffic. 3. A method of simultaneously
processing information contained in data cells and data packets or frames
received at the egress of a data networking system, that comprises,
applying both the received data cells and data packets to a common data
switch; controlling the switch for cell and packet data-forwarding,
indiscriminatingly using common network hardware and algorithms for
forwarding, based on control information contained in the cell or packet
and without transforming packets into cells; and controlling with a common
bandwidth management algorithm both cell and packet data forwarding without
impacting the forwarding of either, wherein the cell and packet control
information is processed in a common forwarding engine with common
algorithms independent of information contained in the cell or packet, and
wherein the information from the forwarding engine is passed to a network
egress queue manager and thence to a network egress transmit facility and
in a manner to provide minimum cell delay variation, and further wherein
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quality of service information is included in the information passed from
the forwarding engine and managed by the queue manager for both cells and
packets simultaneously and based upon the common algorithm, with queuing
managing processing as each control packet is read from the switch, to put
the same into one of a plurality of queues after it is verified that
available physical space exists on the queue, and wherein bandwidth is
allocated for different priorities by packet byte size and based upon time
slicing the bandwidth. 4. A method as claimed in claim 3 wherein the
network manager dynamically varies the bandwidth requirement. 5. A method
of processing packets of information from a forwarding switch and queue
managing the forwarding, that comprises, as each packet is read from the
switch, putting the same into one of a plurality of queues after it is
verified that available physical space exists in the queue; placing the
packet information in a drop queue should there be no such space and
returning the packet information through the switch; setting a watermark
for each queue to enable the filtering of nonpreferred information traffic;
and allocating for different priorities by packet byte size and based upon
time slicing the bandwidth. 6. A system architecture apparatus for
simulteuly processing information contained in data cells and data packets
received at ingress of a data networking system, said apparatus having, in
combination, means for applying both the received data cells and data
packets from the ingress to a common data switch within the system; means
for controlling the switch for cell and packet, indiscriminately forwarding
data by a common algorithm based on control information contained in the
cell or packet and without transforming packets into cells; means for
controlling with a common bandwidth management algorithm both cell and
packet data forwarding without impacting the forwarding of either, wherein
the cell and packet control information is processed in a common forwarding
engine with common algorithms, independent of information contained in the
cell or packet, and wherein means is provided for passing the information
from the forwarding engine to a network egress queue manager and thence to
a network egress transmit facility, and in a manner to provide minimal
cell/packet delay variation. 7. Apparatus as claimed in claim 6 wherein
quality of service information is included in the information passed from
the forwarding engine and managed by the queue manager for both cells and
packets simultaneously based upon the common algorithm. -39   3 0 MAY 2002
8. Apparatus as claimed in claim 7 wherein a common parsing algorithm is
also provided for similarly forwarding both cells and data packets. 9.
Apparatus as claimed in claim 7 wherein the queuing managing employs
processing that operates as each control packet is read from the switch, to
put the same into one of a plurality of queues after it is verified that
available physical space exists on the queue. 10. Apparatus as claimed in
claim 9 wherein, should there be no such space, means is provided for the
data to be put in a drop queue and returned by the switch to the ingress of
the network. 11. Apparatus as claimed in claim 10 wherein a watermark is
set for each queue to instruct such ingress to filter out non-preferred
data traffic. 12. Apparatus as claimed in claim 9 wherein means is provided
for allocating bandwidth for different priorities by packet byte size and
based upon time slicing the bandwidth. 13. Apparatus as claimed in claim 12
wherein the network manager dynamically varies the bandwidth requirement.
14. Apparatus as claimed in claim 15 wherein the cell data is of ATM fixed
size units and the packet data is of arbitrary size. 15. A system
architecture apparatus for simultaneously processing information contained
in data cells and data packets received at the ingress of a data networking
system, said apparatus having, in combination, means for applying both the
received data cells and data packets from the ingress to a common data
switch within the system; means for controlling the switch for cell and
packet, indiscriminately forwarding data by a common algorithm based on
control information contained in the cell or packet and without
transforming packets into cells; means for controlling with a common
bandwidth management algorithm both cell and packet data forwarding without
impacting the forwarding of either, wherein the cell and packet control
information is processed in a common forwarding engine with common
algorithms, independent of information contained in the cell or packet, and
wherein, between the ingress and the switch, a VCI function or assembly is
interfaced. 



-40   3 0 MAY 2002 16. Apparatus as claimed in claim 15 wherein said
assembly connects not only to the svv~tch but also to a header lookup and
forwarding engine for both the cell and packet data; with the engine
connecting through a control data switch and a quality of service managing
module to a buffer, also inputting from the output of the switch. 17.
Apparatus as claimed in claim 16 wherein the buffer feeds a cell data VC
shaping circuit that connects with the system egress. -41 .Au
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