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Software Protection System 5 TECHNI CAL FI ELD The
present invention relates to a systemfor protecting sofADNaGB85SHRCT
system according to the present i nvent ilom is used, for exanple, for
protecting sof tware, such as application software, an operating
system or the 10 | i ke and for protecting software against infection by
a software virus. BA éﬁ%ﬁﬂ TARK

Unaut hori zed copying of application prograns, operating system

software and utility p ing problem and yet no
good nethod to preventéBgE@g%esggﬁt ﬁaﬁ?ﬂo% g& copyi ng has been found.

Al so, no satisfactory way to protect software agai nst the invasion

of a so-callgd SOft“ﬁrﬁE&HﬁEEAL“@kgﬂn's a naI|C|ous , program devi sed
to dishonestly alter or_destro twar e, has been found. Thus, a
suitabl e method and wa¥h ?oPreSentréﬂV?EélﬁnoF@éﬁtgﬁ 5P 30FYREER KT been

sought . r5&§£¥§§@REo§EWJ¥E | NYEITS (Bl em accordlnéntebkﬁétPQEsEB%

present invention,is tg sof twar e grotectlon system_in which

the use of softwalBV98 lonb§s u§?ﬂpl§°ﬁp@¥§??6ﬁ' OF| PERERCLSRIofPftware,

Syt Eorl zed | SIBEhSastblpp:JSeabyoﬁ heot)t‘hﬁfeussﬁSOperaglmngsydedm,aad fhe
i shonest er at t war n ect

D nogeSt Ao eratinRe thnd 0k U e SR e O E L RS E pORInE R cintretiph BY a
provi ded a systen$¢£¢W®I©t%crmﬂg software conprising: a sof tware

supplier portion for k@@NﬁgAﬁfpply a programto a software
adm ni stration center portion an user portion; the software
admi ni stration center éﬁﬁ%ﬁhﬁﬁlzed CepiRgt @t @ppka¢@ts@ntna®§rém§pl|er

portion for 35 oﬁéh."ﬁf@.{ﬁ% é%@n%@?&&&ﬁep&wr@ﬂllﬁf‘ pr&gehRENiged manner
and pr epar Ilgg to g\Pa.%.lllné Spfglg]lvgxrﬂ,t eagnc? rg(r)egtr arrl]g)tgocgd method to prevent
such unauthorized copying has been found. Alsoc, no
satisfactory way to protect software against the invasion
of a so-called software virus, which is a malicious
program devised to dishonestly alter or destroy software,
20 has been found. Thus, a suitable method and way to
realize protection of software has been sought.
DISCLOSURE OF THE INVENTION
An object of the present inventioh is to realize a
software protection system in which the use of software
25 by a simple operation is allowed for only authorized
users, the use by tﬁe other users being excluded, and a
dishonest alteration of a software can be detected and an
alarm raised.
According to the present invention, there is
30 .provided a system for protecting software comprising: a
software supplier portion for preparing to supply a
. program to a software administration center portion and a
user portion; the software administration center portion
connected to said software supplier portion for
35 converting the supplied program in a predetermined manner
and preparing to supply this converted program to the
user portion;-and the user portion connected to said



user portion; and the user portion connected to said

-2- software supplier portion and said software

adm ni stration center portion, during use of the program for
converting the supplied programin a predeter#ined manner, conpari ng
this converted programw th the 5 converted program supplied from said
sof twar e adm ni stration center portion, and onlél when t hese

conpar ed convert P HRFARIRRY IRY ROT iR y@’?’@ gatd sof wWan® ogram
execution. adminiA 56t BHC Weh 1y t;ﬁbf&hﬁazw e@@f\ing rny@élwfmthé heregt&m ;10

al so provided a s stemfor rotetlnsghs v% r’%) @ sof tware
suppl i er portion Y& EHYFHSMhgRe sup gﬁ’%?ﬁ%?’“auf FHTEK %t?ﬁmb?% uce
an enci phered manrmm,grmmpaarmg)hﬂmmg:dﬂmzftecstpk@gfrm witkecoime key to
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to a software adm ni stratl
suppl yi ng t he end@derigtration me;gmmmmm @m.pmbid wheritheseto a

user portion;  comgd¥ed UdRira AP Rldn I QN HEIUS] ROty Ol Copect ed to
said software supplier portion for converting the 20 suppl i ed enci phered

program to produd® T SRRGUEPn - enci phered program enciphering this
converted program by Aalso, addurdi M:d Q:HH Phewea ancphiesed tdeweried

pr ogram herin thir ey, fourt h ke r oduce the
enci pher ed*Phi rd ﬁ@ﬁ?’ Jq&tﬁggé‘r i e(‘)“ st?d%I%f ge% ép)"ﬁer ed

cogv;a[]t ed progra{umpi-ﬂshmge?mao{mrfeﬂraﬂm rsﬁﬁéﬂ)defr portt:mxt hj‘eommcqtaheimgd
an e user portj egle id_so re.s ion an
said software %’1- ?r%%%g) %nfglr]fsé:er]fteé’r q:porptrloézfnuw%dl)a‘rr} %}Pu £ cg

program - f @rogaewer €ned phiee iawge ighiee féd sir depyvarby 2 @qmswbtl@mtrmd 30

manner to produce, g ceORRe | thesnm phered
third key bg a fli)fth key t%rpr?%d%rh%g‘reﬁmfl% 9%3@ phé;llh(e'}uinhlr g
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produce the portion, and making ready for supplying the enciphered

program and the enciphered first key to a user portion;
the software administration center portion connected to
said software supplier portion for converting the

20 supplied enciphered program to produce the converted
enciphered program, enciphering this converted program by
a third key to produce an enciphered converted program,
enciphering the third key by a fourth key to produce the
enciphered third key, and preparing to supply the

25  enciphered converted program and the enciphered third key
to the user portion{ and the user portion connected to
said software supplier portion and said software
administration center portion, during use of the program,
for converting the enciphered program in a predetermined

30 manner to produce the converted program; deciphering the
enciphered third key by a fifth key to produce the

. deciphered third key, deciphering the enciphered

converted program by the third key to produce the
deciphered converted program, comparing this déciphered

35 converted program and the converted program, and, only
when these compared converted programs coincide, carrying
out an execution of the program deciphered by the first



deci phered converted program conparing thirs deci phered 35 converted

program and the converted program and, only when t hese conpared
converted prograns coincide,. carrying out an execution of the program
deci phered by the first -3 - - 3-

key deci phered by a sixth key. BRI EF DESCRI PTI ON OF THE

DRAW NGS Figure 1 shows an information processing network to

whi ch a sof t war e X% 8RS S t¥maa Sdetds d¢%-0 an 5 enbodi nent of the
present invention i s HRIFFEGESORIPTION OF THE BRAWIAGHhows an information
processing network to._,. whi.ch a software pr.otection system gccordin
to anot her enbdiTEs Lo hONS We&é’#%qﬁ?&éﬁq é’ﬂchfsa%‘ﬂ?q &?%:work £
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processi ng aetwor Whi Gh sof tware pr.atect.i_ o t rdi ng
to an enbod'?rrent egt\‘bto(al%n% toﬁ%et;glreeggr?tsginnv ﬁltvieglﬁllogl éﬁpﬁpﬁieg?s%g% I n
Fig. 1. In . t he Fiigt.w@r lshowisepa. iiaforoaitden @ngmaamﬁnglnspwyzk s a
sof tware suppl i efpRQH! ia0BorMHach b?ﬁltgg%io‘ﬁngg\é@eho%c&rdir@e\ﬂoc%%q]ﬂaé’cnd
12. In the software house 1, all “or a . art of the programP is
enci phered by a ERPORimgRitcREj £he presgpicinventdomdspedild®dto produce
the enciphgrﬁd BESQFMEDE[?OR]CA§R&$ﬁSn@b@h§H%dIﬂgE@EQEmP[GL[] if a
" program canngt _be execut ed. I §_enci pher rogr.a err] is
20 reé?gfered in a oﬂPﬁ&F@aééﬂﬂnP§PFﬁﬁﬁéﬂgc8ﬁ£@?rgong3%+£ﬁ a

I n accordance w sbfawaeguesbtbraidva systefpoatcomrding to amhiesmibdddiment of

purchased t he engiph o] .err Kk K | . erGi pher ed

the user's pubIi%hge§gggﬁgitghgggg%§8 ks ggg}ﬁgﬁeﬁgis 8ngiﬁe§&ﬁFe§f],lg%d
thi s enci phered kB¢ Rp&werkisthsre idepirovidddt e shétwsze ponseod,3as a _
In the software LRLSEr ahbhen;een ti R : e vi ded a
conver si on devicggngg%% gﬁg935§?0%8£tgsh'dgeﬁégslgglgﬁggzgﬁc%?%fﬁgg
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Plerr] registeregaby bfetBE pro§PhhVBr shaHsephel8dCBYPREREGIKDY wSIChT i
type of Hash specific to the program, to produce the enciphered
program P;. This enciphered program P, is a program which
cannot be executed. This enciphered program P, is
20 registered in a software administration center portion 2.

In accordance with a request from a user portion 3
which has purchased the enciphered program P;, the key K
is enciphered by the user’s public.key P(u) to produce
the enciphered key K;, and this enciphered key K, is

25 delivered to the user portion 3.

In the softwaré administration center portion 2,'
there are provided a conversion device 21 and encryption
devices 22 and 23. In the software administration center
portion 2, the enciphered program P, registered by the

30 software house 1 is compressed by using a type of Hash
Function to produce the compressed enciphered program P,,:
- this compressed enciphered program P, is enciphered by
using a key r which is specific for the enciphered
program P, to produce the enciphered compressed
35 _program P;, and this key r is enciphered by using a
secret key S(sc) of the software administration center



Functjon .to produce the conpressed enci phered programP[err], this
conpressed enci phered program P2 is enci phered by using a key r which
is specific for the enci phered program P[err] to produce the

enci phered conpressed 35 program P3, and-té4is key r is enciphered by
using a secret key S(sc) of the software adm nistration center

-4- portion 2 to produce_the enC|phered key r[err]. Since the

enci phered key r[RA¥HLQRE tHe RERIWR P %fba/ PFXgram PFence the

can be prelim naréﬁdlgméﬂé@%wf haHy EH@CéBM'lBHeEEa compres‘é%@r priodesm my
be contained in the sane storage ‘medium 5 the stora rredl umTor the

enci phered progr &/ATP[RE MTShitparily praducady "b‘;f—]?‘?'}bt SRS %l%%u%}éel
In the user portiuwses, tHeddandy B2 JorHaidlderin Rthe same mﬂ@éen@dnhﬂne
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house 1. The is sqird:lkphd:rlm sloei;tWé{xEH rﬂomtl fromthe software house 1

i s input to an 4 WiGod 15 106 USRI I 100 G A RLOA
er so

execution is carried out y USI ng a war e an
i nformation carriRBrdRseOBEh enp@qmrwrbet:;@ inotarf ipRtiomfardie Purchasrd

to the program e)@g:lﬂﬁé) IRMHE 3% well as! TH G IR RRIXGAUE | devi ce
32, a keyboard di s b devi cewestoraa%pnof teﬁfe hard di sk ty]f)ég the

magnetic df rard CREMUNLE atadd tond en SEHALSIhARSA ces

t her ef or n@nﬁ@}ﬁﬁe@pb@ey K{0sent from!#héheofewate Béuséheresa&ﬁput
provi ded decryptlon |ce§ 311, 312, 315, and 316, .a cqnaversion
devi ce 314, to, 58 d’n@ FYAERi- ce 18 FheTHS SFe POEE 19D Contthi RO 5

secret key, the eescyttionn ipr egrathedndutublye nisiiGat |a0|loader srm*fﬂgraam &nd he
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on the like, of a H t hée user
carry out ihe aPPama@glﬁamtéﬁébgdl tn thet pabgram execybtion d@fVltCI% Hat a
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device, storage of the hard disk type, the magnetic disk
type and the like, and the input/output devices therefor
may be attached.

20 In the device 31, there ére provided decryption
devices 311, 312, 315, and 316, a conversion device 314,
and a comparison device 317. The device 31 contains the
secret key, the decryption program and authentication
program of the user. The device 31 is coupled to the

25 printer port, the RS232C port, on the like, of a personal
computer by which tﬂe user intends to carry out the
program execution so that the decryption of the data such

~as K,, P, r;,, and P3ahd the authentication of the program
are carried out. The device 31 may be, for example, an

30 IC card which is connectable to a personal computer.

The encryption devices 11, 12, 22, and 23 can be
- constituted, for example, by the data encryption standard
(DES), the fast data encipherment algorithm (FEAL)
(registered trademark), and the like, but is not limited

35 to these examples. These encryption devices may be

either of the same type or of different types. Each of



are carrjed out. The device 31 may be, for exanple, an 30 | C card which
i s connectable to a personal conputer. The encryption devices
11, 12, 22, and 23 can be constituted, for exanple, by the data
encryption standard (DES), the fast daba-enci phernent al gorithm
(FEAL) (registered trademark), and the like, but is not Iimted 35
to these exanples. These encryption devices may be ei ther of _the
sane type or of 4hefdeenyptypasdegichsoBll, 312, 315, and 316 constitutes
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a pair wwth each o e correspondi ng encr devi se
decryption deV|c@geéﬁndﬁﬁrﬁﬁﬁé?ﬂtG?EHCB§ Fﬂé be ConﬁE&Fyﬁ?poHYaFBSrlthn1of

tlhe datﬁ e?crEXS desrgpémear gl 5rltmﬁDE§) %héhéaf:iaséndﬁ?pgeaﬁl phandanu |
al gor|i m e u S Nno e es
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portion in the nahaelikbatbthese not limitedttaeybesecewamplen.in the

storage in the deV|ceT§é égre T e§ﬁ%?§gr§£8n gggzcgf%sbggl£ﬁ§n5§§hxeans

Functi on may be AEntar ke vice e conversion

may be stoseuplasdahoatgerusen]pontihe snothgemﬂﬁﬂeﬁnibﬁttﬁbese
progr am execut i 0gedey} cg g kL 4ie1Pesai bhecho $t0£8g8! kn the devisensiof
t he enci phered program P T

e encl phere ecific key Kl err]
suppl i ed ﬂ#bn1th@hgoF?ﬂH?§559bp¢?%*ce US1H%0FP?oﬁa%hdFPﬂEtéﬂE|ﬁﬁ¥réﬁ key r

agd t he enC|pher@gntalnedcgﬁpfﬁés&@vgé@ggﬁp1gﬂ sheptordets 0ont heansf magr e
admi ni stration center portion in netic dis a acge
memory RAM a reB% 5ﬁ?€ eend? 2 %Ki}g%ﬁﬂtEWQO n 5%%0?6°ﬁ%6%e Qggghségiﬁﬁ?he

program execut i oprdgrameegacution déwicaude.t hkt nihsnppssikisi hg sbobe all

carried out in thg ?omet%Prgﬂéa%% é%greg ggﬁ#gﬁ P, and t eaegéﬁﬁﬁgﬁﬁggthOd

for using the key or e enci or mut.i on,
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compressed program P, supplied from the software
administration center portion in a magnetic disk, a
random access memory RAM, a read only memory ROM, and a

20 photo magnetic disk in the program execution device and
to cause the main processing to be carried out in the
program execution device. .

As the method for using the keys for the enciphered
information, the public key system and the key pre-

25 distribution system (KPS) are preferably used. The
public key system ié a system in which a public key, a
public file concerning the public key, and a secret key
are preliminarily produced, the public.key is distributed
individually, and the secret key is administrated

30 confidentially. The production and the distribution of
the public key, the public file concerning the public

. key, and the secret key are carried out mainly by the
operation of the software administration center portion.
However, this is not limited to such manner, but may be

35 carried out by the user portion, the software supplier

portion, or the combination of these. The manner of



public file concerning the public key, and a secret key | are

prelimnarily produced, the public key is distributed I ndi vi dual |y,
and the secret key is adm nistrated 30 confidentially. The production
and the distribution of the public keyp t+he public file concerning
the public key, and the secret key are carried out mai nly by the

operation of the software adm nistration center portio
this is not |ini Ma¥ing &hencrarnete pantpay BE 8sch Oéatheeaueéer%eWhend

user portion, thehaogbw@@e KERPhIrBM public1POkhb@f. or the conblnatlon of

t hese. The manner

maki ng t he concrete cgﬁﬁehFYoPrgaéhSBFlpﬁélBBbFYEtﬁ@y(533) is a® SYRETe it
key are publicl ywkiehnthe 1dent1f1erTh£ khy othRedi parthubide dgstepl(ikRS)
s a systemin r_of he t p |
applied 5rg totPhehgmgbgpfggge%gg §?°fﬁ ?hgglﬁa %£¥¥ Egﬁe to
produce a key mhpcﬂdugecgnken whthhthe oommonputty ghqeother parfyyeside.

operation of theTHéOQEEEhEQonokhﬁhéeﬁfgau@LQQﬁ'anihe secr8Pdaliferlitkm is

carried out mainly in the softuware dm ni stration center portion.
The software 10 &R aHh?niéF?a%?oﬁaEEh?@r056rmﬁeﬂlYnHPvFHﬁaFP§tﬁé§ethe
center al gaaminist Byt 88R| ¥énRtet NSot€EGA | f | BRE eeftﬁsréoftware

dth ft | t th f ith
roduced 10 - “adhERyEralion Conrer aabiion tAitiirel Ly befi PR CPREEs

nmet hod for produslogritkmsecBgtapbUpinghthet hgeneihders oof the spfodaceng
the common encry o] e nd_the definitions of the.enti t he
identifier are d%é%r?%é ¥°¥€'are sup% h%5|%Prth°§ap%%%s%9?%%§a%1%é %gtent
Publ i cati on algritB- 866p¥odwd=d 07667, and the |ike. The

operation of the Sof t¥Rgenatibal 5L 3L SMEER] ne cent&f?réig@r%bethe

carried out in the user _portion, fware supplief portion,
the combi A& i on BEtRPRSEOTr produgirg dths esemteio sl goF i HRM ngt ke gnethod for

above- nentioned geydud@igg the c&ﬁﬁﬁﬁ”éﬂ&f&ﬁ%@ﬁh Eé§ 3418d Nete | d8F 1ROt i6ns
these met hods. of the entity and the identifier are described, for
example, in Japanese Unexamined Patent Publication
Nos. 63-36634, 63-107667, and the like.

20 The operation of the software administration center
portion may be carried out in the user portion, the
software supplier portion, or the combination of these.
The above methods for using the above-mentioned keys are
preferable ones, but are not limited to these methods.

25 As the encryption algorithm, the data encryption standard
method (DES), the fa%t data encipherment algorithm (FEAL)
(registered trademark), and the like are used.

The software handled in the network shown in Fig. 1
is an application program, an operating system program, a

30 utility program, or the like. The software supplier

portion in the network shown in Fig. 1, which is a .
:pdrtion for supplying software to the user portion, is an

entity for supplying, with or without reward, software to

the user portion, in the form of retailer shop such as a

35 software house, a related manufacturer, a retailer shop,
a vender, a software or device for supplying another
softwére, or the like. The software supplier portion may



25. As the encryption algorithm the data encryption standard

met hod (DES), the fast data enci phernent al gorithm (FEAL) (registered
trademark), and the |ike are used. The software handl ed in the
network shown in Fig. 1 is an applicatifon program an operating
system program a 30 utility program or the |ike. The software
supplier portion in the network shown in Fi 1, ma%ch,is a,.

portion for suppP9|thQBPPEBFEdtSthéruéBrtbﬁrFngwaF§ gAministrahdepy ¢ of
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the 5 pOSItIOI’l to use a software e user ortLon in

net wor k shown i nCRY§ES 1P SCRRTY heu ¥ oR nPEPITHB ﬁ§%?Utl°n' ftd8Yicea device
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In the operation, first, all or a part of the
program P to be delivered from the software supplier

20 portion 1 to the user portion 3 is enciphered by the
specific key K by using the encryption algorithm such as
DES to produce the enciphered program P;. After that,
the enCiphered program P, is registered in the software
administration center portion 2.

25 In the portion 2, the enciphered program P, is
compressed by using E Hash Function to produce the
compressed enciphered program P, which is enciphered by
using an encryption algorithm such as DES to produce the
enciphered compressed program P;. The key r is

30 enciphered by using the secret key S(sc) of the software
administration center portion 2.

At the time of, or after the receipt of, P,, r,, and
P;, the user portion 3 informs this receipt to the
software supplier portion 1 and the like. In the

35 software supplier portion, the specific key K of the
program is enciphered by using the public key P(u) of the



t he enci phered programPlerr] is regi stered in the software
adm ni stration center portion 2. 25 In the portion 2, the
enci phered program P[err] is conpressed by using a Hash Function to
produce the conpressed enci phered proeggam P2 which is enci phered by
using an encryption algorithmsuch as DES to produce the enci phered
conpressed program P3. The key r is 30 enci phered by using the secret
key S(sc) of theuseftpareion to pdoducsttheiencipheeedpbeyibnwhich is
M he time of G81 L8108 LRCALBL Shor ELGh! ] thIERE] wsdRdportionPl enel .
t he user portion rnforms tThis recel to the software suppl1er,
portion 1 and thénstaklatihonhef 3%, Eﬁsotbm@ﬂéi§hp®¥¢e¢aﬁ5%?¢oﬂ?tt using
;E)egzl f:cct Eey K ofnd Nexclusive PRERM 18t EHR1 PHLERELEY using the public key
u) o e . . -8- user
portion toSproduce t hEN ekl pREPEPREYIRR P r SR chimMe the PrQIFMered to
the user portiOnexéduténUserc@prié@nout iep, is ddciphelreal byn thfe Kjoadelr,

netal i ation Sorfaarures by “E1RE HE REoeRe 15 Paprier QAT G AN PLY®

program exgrodioa the corogean opy,, afderthle idecdehiepiest @dagramhd sl oader
software by using the jnformation carri i t ogrge the
program P[err], ‘g‘?fa"?ﬁ e%e p‘ﬁ%’r’ré% g}?%gﬁ%sﬁ]?%uﬁgtj?&ncg%v%f?%‘éaﬁy usi ng the

Hash Functiioon t ccgmpoessed herdgram Bonpresieddec bphemed] by rpsing[the] s
deci phered by usj blic Y, f FNBL &n t

adm ni stration é@%@%%gekey Pb%?fi%% E%§OS%¥§QUE§ ?, 2%59%3 IS de%?%h%fed by
usi ng t hi spertboprddueeprdduciect phenddPprisgdesiphered Py using

deci phered progr [ &8 Whd had LEcRbPNE- ment | apad

conpr essed progr%?nl.%%ér?? éo t%at t he .che%lii ng ofpﬂ_égramv\hzg her or not a

di shonest al t er Ae@PRAT ] PFPIFRR Ty d§r cogpared withe gy BPOVEr { e

occurrencgsof a fhSOOHESE FdhSFaés&d programsSpeeehed, thie ichepddsiglof t 0
raise an alarm Since the ‘enciphered al gorit Pherr Liedhs
enci phered 20 WhRGHhe¥ ¥ 104 ‘éh%h%%? Het B TohpR 3 g%‘ B§o P RRBS do
not is enabled. If the occurrence of a dishonest alteration
is detected, it is possible to raise an alarm.
Since the enciphered algorithm P,, the enciphered
20 key r,, and the enciphered compressed algorithm P, do not
have the identification of the user portion 3, it is
possible to preliminarily produce the same, and it is
possible to deliver either from the software supplier
portion 1 or from the software administration center
25 portion 2. .
Preferably, the information carrier device 31 which
is attached to the program execution device 32 has a
small size, a light weight, and a shape that does not
need much space. Alternatively, the information carrier
30 device is not necessarily provided and the program
execution device itself may carry out all the operations.
An information processing network to which a
software protection system according to another
embodiment of the present invention is applied is shown
35 in Fig. 2. In the network, there is provided a software

house 1, as a software supplier portion which includes



have the identification of the user portion 3, it is possible to
prelimnarily produce the same, and it is possible to deliver either
fromthe software supplier portion 1 or fromthe software

adm ni stration center 25 portion 2. -9 - Preferably, the
informati on carrier device 31 which I's attached to the program
execution device 32 has a smal | size, a light weight, and a shape
that does not encryesdorudavigasellAnndr A3t ARl 9, keHe IPRMBEARN on carri er

30 deV|ch|s H@%l@écﬁgsarI#ytﬁﬁ0¥b@€ﬂa§8dhbﬁ§ep&995§mlor a pex€cofi ehe
evice itse ma carr out a the o nr or
Pchs enc1phe§§$t BFthcVP6§ﬂ5§§tgﬁgglfgg

processi ng net woPk°g52 accordlng to
anot her enbhdi peograh tbeppodﬁeettheventupheredappbgedmlE,shdﬂhHSS

0 5t D5 DEBESEl pLUBERR! B, 0% (5 MRS camnon BUSe 1. as

-9- encrgpécohedevi This 1énahphéfednpragken Porimtyegistered ddyide
13. In the SOftm%&ft a%e émlﬁkgtggtiogagénggrtBSfﬁlon prograan s

enci phered by a I'sTspeci rogramto produce t he
enci phered progran1P[§nr§CC¢hdenCS Wltbnclpﬁqneatpf§gmaﬁ1PF@FrPOFElSn

program whi ch CaQH?Ehbﬁa? purc cﬁégéatEHe ghb§ﬁﬁ@fé8hﬁ£88r9h0ﬁramﬂa‘ﬁﬁﬂmdﬁ

registered in a dnini'stratioh centef portion. 2
| n accor ddfce mn?hCEYPEQGQSkeYrEﬁ$5'h%eﬁfpéh?lbﬁYBPre disfpibHtHge system

purchased the engkpger ed pf@aﬁaaaFBfrﬁélnghehéomHEﬂtieler BNOEypheouskey
K(SI.A) of the k re dIS% tlgn syste h d é R% | S Qﬁogung b% usi ng
the identifier AP fﬂ%’uE bﬁr??ﬁﬁp eredkBY WSHR9REIBNENRE }
using this K(SI.#nd the enaﬂpihéhedeheyphprm:l dedyi vrerd [ta Sheelusear ed to the
user portlo In the software adm nistration center

portion 2, ﬁg %na?e provi ded a conversion device 21, encryption
devi ces 225and 23, anfinatheysébtwateoaddinistrationncehter portpent Len 2,

the enci phered pER&fé”&fle££$v£88aséeégﬂvé¥sigﬁ device 21, encryption

devices 22 and 23, and a key formation device 24. In the
portion 2, the enciphered program P, registered by the
software house 1 is compressed by using a type of Hash

20 Function to produce the compressed enciphered program P,,
P, is enciphered by using a key r which is specific for
the enciphered program P, to produce the enciphered '
compressed program P,, and the key r is enciphered by
using encryption key K(SI<A) which is common to the

25 software supplier portion or the software and the user
portion to produce the enciphered key r;. Since P, can be
preliminarily produced without specifying the user, P;
may be contained in the same storage medium as the
storage medium for the enciphered program P, which is

30 sold by the software house 1. In the software
administration center portion 2, the secret algorithm

: owned by the software supplier portion is either

preliminarily held therein or successively brought
therein. ' In this regard, it is possible that the

35 specific algorithm is owned by the software

administration center portion. In this case, when the



software house 1 is conpressed by using a type of Hash 20 Function to

- produce the conpressed enci phered program P[err], P2 i s enci phered by
using a key r which is specific for t he enci phered program P[err] to
produce the enci phered conpressed prodilam P3, and the key r is
enci phered by usi ng encryption key K(SI.A) which is common to the 25
sof tware supplier portion_ or the software and_ the_ user ortion to
produce the enciPARPERSRRY $PEFYare andetipetikecin be be sengrE?i Rarily

produced Wthouguwcﬂaéy%ﬂan; het U§§rpo££ﬂslé_tha*fc tHﬁKkéﬁ i:_@n%ﬁbdedeﬁnbyhe
sanme storage nediumas the . st or age um for the, enciphe m
Plerr] which is §®S1Yl§%lBh%quﬁ%t%g$?ga?ggﬂ%%sﬂsﬁF PPRELRE g%f%&%rgéggéé
admi ni stration cengeripantodntRe sbftwere eadmigbstration cenbenedobyiohe
software suypplier _portion i [ ro_. relj m ' dynth L PiR
successive#y brd%%ﬁgréduce ?ﬂ%r%? ! ?%dt%Pg ?é g}%?ﬁf%a?gg%oggiﬁ?g%?ﬁa t he
35 specific athpridémtiftieonnefl the tseftotreandninistrafaPn BPFRLPBTO
center portion. {petdbSr&@SL)gdbernh s the user ¥orti0n to produce the

10 - conpressed software and the like is to be sent to the
user portion, itXe¥% Posthe|eSeRROTHECkey is produced by appl yi ng the
identifier of the usernpgldiwses OpdFEiGeC3 ftat the Bimerof husibdhgi her

software agm nistrati on center portion 5 to produce the key, d the
cey is praduced At yicRRSIng the Pro@rams ; the gpureReshig of ;ehe

adm ni strati on parddgxamtis informdwd, secr@tredquost t fior odel ireexpedf pbheion to
produce the

5 3t the time dietie) v iy StESeal? it ien ROTHIPRe pTBo it Te
purchasi ng of timortion 3y dgherenciphdcedekey a5, semdqdeon fthe gofityaxg of
ghe ‘h key, t%g}gﬁ%g&féfnﬁ uppj 4 e{ngg@{ tix?”thé N AD€atPREion sofBWwateOn
, e enci phere ey '] sent” fromthe software supplier portion
1 is inpul5in tHnd fhealPzaImmr steckiion 155 carnted by rasd 2%et®ion is
carried out by uUsddiks# Rroduced IR 08He PIRSHEETaPYoh NS0 fBiod e | @tid obheof t war e
and the information carrier device 31 attached to the program
execution device 32. The information carrier device 31
is connected to the program execution device 32. A
20 keyboard, a display device, a hard disk storage, a
magnetic disk, and input/out device thereof may be
attached to the program execution device 32. 1In the user
portion 3, the identifier S(I) of the software supplier
portion is supplied to the key formation device 313.
25 . In the information carrier device 31, the secret
key, the deciphering’program, and the authentication
program of the user portion are contained. The '
information carrier device 31 is adapted to be connected
to the printer port, the RS232C port, on the like, on the
30 personal computer by which the user portion intends to
carry out the program execution so that the decryption of
. the data such as K,, P,, r;, and P; and the authentication
of the program are carried out. RS232C is a standard
issued by the by Electronic Industries Association in the
35 USA concerning an interface.
The encryption devices 11, 12, 22, and 23 in the



I nformation carrier device 31 attached to the program execution
device 32. The information carrier device 31 I's connected to the
program execution device 32. A 20 keyboard, a display device, a hard

di sk storage, a magneti c di sk, and isxpll/eut device thereof nay be
attached to the program execution device 32. In the user portion 3,
the identifier S(1) of the software supplier portion is supplied to
the key formati oRCF¥Pr&eC318igr52 are consgitmdedniar v @nRcEyPLiON devi ce
31, the secret algork.eym bife tdecdpkar bﬁﬁr@f{g@_g_bﬁmst%&@aﬁcﬂen@ﬂhwt (D&, on
program of the u ﬁ %lgn are _cqnt ai ned mation carrier
device 31 is ada% &d at8nfocLpherment ?&gpﬁétﬁm ﬁ?@ﬁLﬁoKFegFﬁéeﬁ§§32C

port, on the |ikérademairk)30and phesdiie,cbapubee hmtwhumhtbﬂetwsemes@rtlon

intends tog r xecutlon S t he ecr tion of
the data such asA&? 5¥]QH%[% fgbggerr VéﬁasPﬁgyr? QdEfﬁgeg i @&t ion
of the progranlanecﬁamﬁeQHGHt EE§23QC theadetaypandn dev1ce§sﬂéd,b912he by
El ectronic | ndUSBisesaﬁesg%a&bHEtiEn§Q§3§5ﬁalﬁU§€‘tﬁ°BSSh“b@gtﬁg interface.

The encryption devices 11 , et wor k
of Fig. 2 are coRSFFEEPRRAE)Tt RRCEYRE}PR] BAVices. Ehg§ﬁ|ﬂﬁﬁrﬁPt@ﬁé dat a
encryption standdédl@@éh@dn(ngﬁonstltute&hB fﬁﬁé Qé&ﬁyﬁﬁibﬁhﬁiasﬁﬁthm of
al gorithm %FEAL)tﬁreg é K , .blt are not
limted td% hes a 9¥?r%?tfﬂ% %F%??%F?oﬁbﬁé%rcEQen€9SEe 8tff er ent

ones or t éec sphernest &hgor Diht hEFERLGY ypaha@ntHevlitke, 3bdt 3@, not
315, and 316 co fiﬁiqﬁﬁsté-Eﬁgée“é£ fch of the correspondi ng
encryption devices ese decryption devi ces can be constituted by

t he decryption algorlThﬂnﬁﬂcnﬁﬁ alq¢mnthmenswmxglimnmasibmdanppLEEﬁDtOthe
fast data tl%‘%i&'!ﬁrﬁ@.ﬁél@ﬁ 90444 qgr(vﬂzﬂ-éen a:['r‘ii the. ét.]gfagguin af fre NOt

limted tﬁ t hese, exanpl es secret algorit
prelimnatPly subdpieERAEEPN carriemderige pbkti dhhe spenyersiontdavieet he

storage in the ldonstitdtsdaly ¥heafddie e £6n Bwned NBy CORYERSELN devi ce
' portion is either preliminarily contained in the
information carrier device or stored as the algorithm in
the storage in the program execution device.

20 _ It is possible to store all or a part of the
enciphered program P,, the enciphered specific key K,
supplied from the software supplier portion 1, the
enciphered key r, and the enciphered compressed program P,
supplied from the software administration center

25 portion 2 on a magnetic disk, in a random access memory
RAM, in a read only ﬁemory ROM and on a photo magnetic
disk of the program execution device, and the main
processings are carried out in the program execution
device. The identifier A of the software supplier

30 - portion and the software used by the user portion may be
contained in the same storage medium as the storage

. medium for the enciphered program P, sold by the software
house.
The operation of the network shown in Fig. 2 will be

35 explained below. The conditions of the operation are

assumed such that (1) the user portion owns an



constituted by the Hash Function owned by the user portion is either
prelimnarily contained in the I nformation carrier device or stored
as the algorithmin the storage in the program execution device. 20
It is possible to store all or a part of the2 - enci phered program
Plerr], the enciphered specific key Klerr] supplied fromthe software
supplier portion 1, the enci phered key r[err] and the enciphered
conpressed progrdRfpomation gappieEddeysEet RENEBLndALeth8nSRFEEEakPYn Ot

%2&1/} er 25 gor{;lhpél ¥s6p %‘3‘@?6‘@5 i Fzﬂiﬁkﬁ itcargetapg_egraﬁcwisé_rmgnr roﬁf

in a read only menor and on a photo. nagnetic | 0 e
progranlexecutiohdeb?c%§Z§nﬂstﬂ%thﬁﬁﬁ abithor ?88e§§?ﬁgs(aPebESE?Pgdugut in
the program exectdhObe carridévoee. fdbelydeandf (&) Kanfilihg ed6f thergirus
supplier 3 portion and th of tware used by.fhe ti .

cont ai ned ?% thepg%ﬂge@tb?aﬁ%ggéﬁéu%¥agh?ﬁglggoFéﬁedygﬁgnQ%%dng$?g¥l?ﬁe
enci phered progref #herdatsol d by the software house. The
operation of the netvpskAbouerd Fof; £i¥bt| BE138r a pXRLAbECEnBEl oW

The conditions of the operation are, assuned such t hat 1% ihe user
portion owns an Program P to be delivered from the software supplier

i nf?rmat ion C?Lrﬁfftﬂ@fg’ilietnﬁoﬂﬁ@i@%?‘ﬁ é@ﬁtﬁ@ﬁrgtige#ré%ixglﬁnarilyh! s us:_'art )
porti on, e targe ogr am wi not . wo, | user is _no e
authorizeé%tser,e?%ﬁéﬁﬁﬁéghgyu e SPe°l£b% %%YcﬁrPYeﬂsbﬁ? EP%eF??rgﬁ 1t
e At fon e At oy £] St s al | or
a part of the Pr°9‘b?'%g‘?lam gfttgrbg'h(%’l’i \F&ee(?nﬂlg%%ﬁr%éia?g ?'{/rvéarrde qu’b[s)l i er
portion 1 to theremsgisteuediim the ssepfisrare nedmiyidtratiencephterxd by t he

specific key K q%:y§i%P 4 he encryption al gorithmsuch as DES to
produce the encilphere ’ program P[err]. After that, the enciphered

program PR&rr] is In theyipewtien i, ttke soneipherednPregradt PodScent er
compressed by using a Hash Function to produce the

compressed enciphered program P, which is enciphered by
using an encryption algorithm such as DES to produce the
enciphered compressed program P;. The key.r is

20 enciphered by using the encryption key K(SIe«A) which is
common to the software supplier portion or the software
and the user portion to produce the enciphered key x,.

At the time of, or after the receipt of, P,, r;, and
P,, the user portion 3 informs this receipt to the

25 software supplier portion 1 and the like.

In the software.supplier portion, the specific key K
of the program is enciphered by using the encryption key
K(SIe-A) which is common to the software supplier portion'
or the software and the user portion to produce the

30 enciphered key K, which is delivered to the user portion.
In the user portion, the installation of K,, P, r;, and P,
- are carried out by using the exclusive installation
software.
In the user portion 3, each time the program
35 execution is carried out, P; is deciphered by the loader

software by using the information carrier device 31 to



portion.2. 15 In the portion 2, the enciphered programP[err] is
conpressed by using a Hash Function to produce the conpr essed

- enci phered program P2 which is enci phered by usi ng an encryption

al gorithm such as DES to produce the - diiciphered conpressed program
P3. The key r is 20 enci phered by using the encryption key K(SI.A) which
S common to the software suppller portion or, the software and

‘the user portionP¥edpFedthe PFRIEHR Pheddd kdp degiphered program £s e
time of, or aftegohVertegehbptuding F{ﬁérﬁasﬁ[ﬁﬁﬁ&tléﬂdto prodﬁ@érthe t he

user portlon 3 inforns thls receipt_to the, 25 sof t e oftion
1 and the |ike. compressed E?Pgﬁégé%itméhel§uﬁﬁ?+ﬁke %gtP%n g?ﬂg éB% #?Yc
key K of thesp&mngMﬂ¢B fﬁnn¢mmwﬁdt@ytwélﬂ@fth&rensuypllen keytion
K(SI. A mhlch |s cO t he sof re supplier t] op t

o twar?cF #w@%ce ?%g tPOh fggﬂrod%ci f K.grr

software a d t helus por encl phere
which is deliverzes decipheredwbynusimglthls r t@ ph@dmsertberde©nphen§d

instal l ation of fém fﬂer&%lsrhgﬁﬁkhéﬂﬁké?%kﬁkm lese%gm§§£ﬁaegleﬂt by

using the exclu |nstdlla e user
portion 3, ‘each th¢m§b¢ﬁ91mQ@ﬂ¥ﬂnéﬁiCompﬂﬂﬁﬂﬁﬁdmr¢@r@®eréﬂ’G@@t Aftergdn j s

deci phered by thg, | @adeinined wﬁé%ﬁé%”é&tﬁbysdfghéﬁﬁbfnéPf@?étP@ncéfrPer

device 31 to produce
the prograf P[ er¥igs %ﬂ‘mlltlf%ddeclﬁ)ﬁ'eh%cpwlb’@ﬁ%m?sﬁ a dl%’&%%??ed by using

the Hash Functi ofn ¢&OrP¥ QSRICEs tftﬁmd s Pregroaifbean] alarmir] is
deci phered by using the key %§1 |ch .S COﬂnDE%ﬁSF;he softmar

supplier portion 5 Singeifhe s%ﬂ‘i’vﬂ?’eer IR BoPt
and Plerr] cdx@ple@s:se:memybmmnmgdbhn&tr hhoepméuaelemafdmtpm exf

program P2. Thi s_.deci phered n1P2 Js co

above- nent i oned éé% '$HH? Pilerty Eﬁgg) elﬁocgﬁﬁllmlnéfﬁly

det er m ned5whet h;mochrcmdihejlsﬁlm,eﬁndaliterm iprs b I ero |ddDiver hasther
occurred. 1T the gp %v@r@ AONSStoortion A LG H1GN L8e T OYPEwats

IS possible to raise an
administration center portion 2.

Preferably, the information carrier device 31 which
is attached to the program execution device 32 has a
20 small size, a light weight, and a shape that does not
need much space. Alternatively, the information carrier
device is not necessarily provided and the program'
execution device itself may carry out all operations.
It will be understood that, in the information
25 processing networks shown in Figs. 1 and 2, the use of
the software, by a simple operation, can be allowed for
only the authorized user portion, the use by other user
portions being excluded, and a dishonest alteration of
the software by a virus can be detected and an alarm

30 raised.



Si nce the enci phered algorithm P[err] and the enci phered conpressed

algorithm P3 do not have the identification of the user portion 3, it
is possible to prelimnarily 15 produce the sane, and it is possible to
deliver either . fromthe software supplt€r-portion 1 or fromthe
sof twar e adm ni stration center portion 2. Preferably, the
I nformation carrier device 31 which I s attached to the program
execution device 32 has a 20 smal | sizeELAIMEght wei ght, and a shape
that does not nged MaCByspeae foh ?ﬁb‘%@hit\ieﬂgy,sotfft@rdr@c QIOM iYL iy T ifr
e

device is not ne ari| rovi.ded and program . executi.on device
itsel f may carry%gﬁingFy8%8?&%?5n?9rt10n for prepaging 0 SHERYt Sod t hat,
in the informati prog¥Fam tpr acesfitngrecthdnikistirawionn cenger boatdoh drlike a
use of g the t . by a sinple operation, can be allowed for

only the authoriggggu?g%%%ggfion, t he use by ot her user portions
bei ng excluded, and a dishonestaaspétgarenadministrathensgBmm@mepbwtdow rus
can be detected gBfnaBtakat® 80id sbatwgfe su plier portion for |
- 14 - ) _ cCAPRE T A system
for protecting sGPPVEFEIREnpPEsPRRPLigd programoinngr Bredpprreings: Magnekor

preparing to supphyl preparingPte0sapply hsef tvAvereddl prshian @8 €aat er

portion anga o, ugeg.go[tlog; a software
admi ni stration centerPport?dn an connected to said software supplier
portion for converting taeusepppoetiphogoniietted poegdeidr sbfiesare
manner an i Su y. this cpnverted.ptogramio the 0
User portion; ansuPbERaE! Bt Lo BRaYsA 1l *SRIMEEL PRaRIREEEERE 2o entfy
sof twar e RobblioRr Port¢onveritdingi the cftippt beddprogsémainoa center

portion, for COnyesddtarhled RRAAEE, PESREAPIAG fnis %onvgféggtgfémgﬂsﬁl
manner, conparing, this converte rogram wth the convert rogram
suppl i ed ﬂggnlsa Htgd$Q%%ﬁqpverte£)program supplied from said software
administration center portion, and, only when these
compared converted programs coincide, carrying out a
program execution.
2, The system according to claim 1, wherein the
20 program is enciphered, and, when the program is
determined by the user portion to be executable, the
enciphered program is deciphered.
3. The system according to claim 1, wherein the
converted program supplied from the software
25 administration center portion to the user portion is
enciphered, and, wheh at least the program is used by the
user portion, the enciphered program is deciphered.
4. The system according to claim 2, wherein the
program is enciphered in the software supplier portion by
30 using a publicskey based on a request from the user
portion or a public file, and the enciphered program is
. deciphered by using the secret key in the user portion.
5. The system according to claim 3, wherein the
converted program is enciphered by using the seéret key
35 of the software administration center portion in the
software administration center portion, and the
enciphered program is deciphered by using the public key

* C L M s x




adm ni'stration center portion, and, only when these conpar ed
converted prograns coincide, carrying out a program executi on.
2. The system according to claim1l1, wherein the 20 programis
enci phered, and, when the programis - déterm ned by the user portion
to be executable, the enci phered programis deci phered. 3.
The system according to claim1, wherein the converted progr a(%\user
suppl i ed from t ef d8ie \epitware admif ifi St PR PHTrIT DR 0 PR
portion is p&cigered, and, when at least the programis used by the
user portion, the encjphered programis deciphered., .. 4.
system according to cdai ng?e vﬁ@%ﬁ“ﬁ aﬁfé”:‘flrpg etp? ocglraaj‘nx%1 4 ev_'rrlltlz?]f) or eg- in the
sof tware suppl i efrqmrdn s byhApheradsiby wsipupla e ywhbiale dl o e PR et
fromthe user ortion.,or ' [ , | e ©0fF P Qe6Aam i S
deci pher edgby usfl’kheg "F ee]} eé;rrteltorﬁégy{%i#{%% At}gearﬁ%%j{f%n?@ ) .5. The
syst em accor di ngo#f cthe aiser3 postsirasi rta e secreforAdgAeitigh Jhimh i LS
enci pher ed by UG {1 SRE SindBofiare Ur e SRR alippl éx at | on

e SO

center portion i [ ) ware adm ni stration center portion, and the
enci phered pr ogrRantipricel giha &PIFars MPRMe PuRIT-RFy anc the

- 15 - Pnd ihSdd WSy i ddAlgHir&e e rusinid i tire i key hehisker
portion. . 6. The system according to cl ! 2 e\ggﬁgﬁﬂe} he
program i 40enci pHercIMRn 9 e SAAFRARSIPY M Y3 e user
portion producechdwt anplprhdinddie bylesp Iy iosy arthe identoffidmre afethortion to
the secret algorithmwhich i specific fo t;'bql Wal e e dd\eret

sof t ware suppl i ésrog:ware por tﬁﬁben %oﬁtt"ﬁagresosﬁ%lrleérs pp 1Tsl(egrr‘ portijon, an](:jet he
enci pher ed pr ograkgdsi ther, piieradd isy apsqic ichek eghaisar BPTE1eR: cHimbhet o

t he software or ,#ggﬁégglt%rg supplier portion produced by applying
the identifier of t software or the softvvare_supéolief; lportiofrllto
t he secrei> 7 The system according to claim 3, wherein the

converted program is enciphered by using a key which is
common to the user portion and the software or the
software supplier portion produced by applying the
identifier of the user portion to the secret algorithm
20 which is specific to the software or the software
supplier portion in the software administration center
portion, and the enciphered converted program is
deciphered by using the key which is common to the
software or the software supplier portion produced by
25 applying the identifier of the software supplier portion
to the secret algorifhm which is specific to the user

portion in the user portion.

8. A system for protecting software comprising: a
software supplier portion for enciphering a program by a
30 first key to produce an enciphered program and

enciphering the first key by a second key to produce the
. enciphered first key, supplying this enciphered program
. to a software administration center portion, and
preparing to supply the enciphered program and the
35 "enciphered first key to a user portion;
| the software administration center portion

connected to said software supplier portion for

' |
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al gori'thm which is specific to the user portion, in the user

portion. 15 7. The system according to claim 3, wherein the
converted programis enci phered by using a key which is comon to the
user portion and the software or the - 46ftware supplier portion
produced by applying the identifier of the user portion to the secret

al gorithm 20 which is specific to the software or_the so{éwarr(?duce the
suppl i er porti orconvereling i@ reinriniof QnekphRred epgram o PEeTOh: and
the enci phered cayaitess BRHFHBISd prograeciateiptehingisimis téenkeytefi ch

Is conmmon to the sof twar.e, or .the software suppljier. '
by 25 appl yi iRFIFeAT otéfﬁt?f‘?}b’rr‘{)fk?yhet%(ﬁlﬂé"r%e s%gpérﬁélf&g%{;%c?&]&ﬁ%é?o

the secret al gorpidyrarj cdnd Spispeinid ithd achihed Ussy by a fQorth ey nte he
user portiqQn. 8. A svstemfaqr. ti £n6 OFPI $ SHPDY
a sogt var PRBIFE 19719 %‘roerna et;}}:]i pigéﬁ’g %f%%%%?nfb §a 30 :%p@];ly
first key to prochese sneipieted etbrprexpednpregran ang RrGHAETRA ( HRiFd st
key by a second {9 Produce t tion; £hgi phered first key, supplying

t hi s enci pher ed program to a software adm ni stra%ﬁijgn cent eg portion,
and preparing to supply tHE SHREDIRAELN ST ar tHe 33

enci phered firstgkehedfe BsUSSTidOPdion and said software the software

admi ni stration Cell el PO O center POSELSS, \oheR! thg YidBeantarbies,
converting the sgppldsetvencipierias gnaiplordd progae imea predeterpinedd
enci phered program enci pheri t hi,s converi.e ool ] Aihdl tHekey
to produce an eﬂ@%e‘bgc%?fg‘??ee}he con‘ber%%r%rﬁr%%%%her%p%{%elt ird key
by a fourth key émcfpherqd ochiced they deiphli £h they dtk eRrodwer ptParing to
supply these enci r.gd: t nch&nehPhsh&eed hi rd

key to the user %%?Jt%‘#)&gnﬁglf&wg’ e&eﬂﬁ%mé t he use‘gﬁgortion

connect ed 160 saiecbnvertedgprogram dopgrhe rtibbrd i B9y i BEPFUSH HiGr e

deciphered converted program, comparing this deciphered

converted program and the converted program, and, only

when the compared converted programs coincide, carrying

out an execution of the program deciphered by the first
20 key deciphered by a sixth key.

9. The system according to claim 8, wherein the
second key is the public key of the user portion, the
sixth key is the secret key of the user portion, the
fourth key is the secret key of the software

25 administration center portion, and the fifth key is the
public key of the software administration center portion.

10. The system according to claim 8, wherein the
second key is the key which is common to the user portion
produced by applying the identifier of the user portion

30 to the secret algorithm of the software supplier portion
or the software, and the fifth and sixth keys are the
. keys which are common to the software supplier portion or
" the software produced by applying the identifier of the
software supplier portion or the software to the secret
35 algorithm of the user portion, and the fourth key is the
key which is common to the user portion produced by

applying the identifier of the user portion to the secret
[
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10 + _ administration center portion, when the programis used, for
converting the enci phered programin a predeterm ned manner to
produce the converted program deciphering the enci phered third key
by a fifth key to produce the deci phered +hird key, deciphering the
enci phered 15 converted programby the third key to produce the

deci phered converted program conparing this deciphered converted
program and the édgeaitdm orfoghemsodtwarenisppplier poart iome aXoriheEr ed
converted progragy Qe SenctdbiyY th@ softwa®dl a@hi®X8EHetRrOnt@Pr ogram
deci phered by the first 20 key deC|phere3 by a sixth key. 9.
The system accor AP -cl ai m 8, wherein the second key is the publ
key of the user portion, the - sixth key is the secret key of the user
portion, the fourth key is the secret key of the software 25

adm ni stration center portion, and the fifth key is the public key of
the software adm nistration center portion. 10. The system
according to claim8, wherein the second key is the key which is
common to the user portion produced by applying the identifier of the
~user portion 30 to the secret algorithmof the software supplier portion
or the software, and the fifth and sixth keys are the keys which are
common to the software supplier portion or t he software produced by
applying the identifier of the sof tware supplier portion or the
software to the secret 35 al gorithm of the user portion, and the fourth
key is the key which is conmon to the user portion produced by
applying the identifier of the user portion to the secret

- 17 - al gorithm of the software supplier portion or the software owned
by the software adm nistration center portion.

-
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