;e3e, 8<t6Ts, 4 DATA MANAGEMENT SYSTEM AND DATA MANAGEMENT METHOD, VI RTUAL
MEMORY DEVI CE AND METHOD OF CONTROLLI NG VI RTUAL MEMORY, 5 READER/ WRI TER
APPARATUS, AND | C- MODULE ACCESSI NG DEVI CE AND METHOD OF CONTROLLI NG ACCESS
TO I C MODULE Technical Field 10 The present invention relates to I C nodul es

havi ng a nmenory function for holding data and to data nanagmwmmmwmwﬂmmmr
for accessing the IC nodules. Particularly, the present inv es
to a data managenment system for expanding a menory area associ at&gow t h an
| C modul e. 15 Background Art Various —appar atuses that use identification

nunbers or passwords for personal identification or authenti 1 \ Wmmo
been devel oped and are being used in practice. For exanple, mwmww sh
cards or credit cards at banks or mydrayrdimanci al agencies, a usepghd+
pronpted to enter an identification nunber or a password for personal

identification on a cash dispenser or other financial 25 termnals, and
operation for transferring noney is executed - 2 after confirmng that a

correct idgatifigaitemenunbesTan prssvard MasabemeNenMeradDby VIREUASer. |n
a storage nediumincluded in a cash card, such as a magnetic stripe, only a

storage ar eymeMoRy oavinE used METHITE ¢ SEENTHOLL INGIKV IRT AL WEMQRY Thus, the
i nput of an identification nunber or password described above is only an
access t o REMDER/MWMAIETER (WRRPRATES,, AND tTatMQDBhRATORS JLNG NSEVICE ¥y or
stealing is far fromsufficient. In order to serve purposes of preventing
forgery or the METHOD OF CONTROLLING ACCESS TO IC MODULE

Technical Field

10 The present invention relates to IC modules having a
memory function for holding data and to data management
systems for accessing the IC modules. Particularly, the
present invention relates to a data management system for
expanding a memory area associated with an IC module.

15

Background Art

Various apparatuses that use identification numbers or
passwords for personal identification or authentication have
20 Dbeen developed and are being used in practice. For example,
when using cash cards or credit cards at banks or other
financial agencies, a user 1s prompted to enter an
identification number or a password for personal
identification on a cash dispenser or other financial

25 terminals, and operation for transferring money is executed



10 I'i ke, nodul es having an I C function in a cash card or a credit card,
such as a contact |1 C card having an electrical contact or a contactless IC
card for reading or witing data in a contactless manner by way of wrel ess
data (hereinafter also referred to as "I C nodul es”) are being nore conmonly
15 used. For exanple, an IC card reader/witer disposed at a cash

di spenser, an entrance/exit of a concert hall, or a ticket gate of a
station is capable of accessing in IC card placed thereover by a user. The
user enters an identification nunber to"the I C card 20 reader, and the
identification nunber entered is conpared against an identification nunber
stored on the IC card, thereby executing personal identification or

aut hent i catften behfieemitbheth&t cardoandct hedéfttat dateadentimbetrenr When t he
personal identification or authentication has succeeded, for 25 exanpl e,
use of arpappiordthan beteneentareticoyChbardses. - 3 allowed. An exanple
of the application held in the IC card is value information such as

el ectroni ¢ nondy rstrage grediun ckerludenh inent¢dskbatdonh, nendleras hat is
used to access an IC card is particularly referred to as a personal 5

i denti fi CBRIRACHGNDEFLPPI NP} 1Y FRrgStopagehakaei EhRFycahole uAcexanptbe
confiqguration of a systemusing an | C nodule (related art). As shown in the
figure, tHeesysienr?hkl LsieBTanlfedodlinest hbhej snpaEr PEdaBy a user and that
securely h Ids,ParticuIar data, and a 10 reader/witer for accessing a
menory spateRbItRRC TN nDEPRT 8T rRABSHP T fE8CYaPEY FREVPCIRDADLE RE

X e, inthe formof a card, a it includes a data
E?grzggdhﬁégésg €§P he sgng e storage area, 50 an% protect?on

against forgery or stealing is far from sufficient.
In order to serve purposes of preventing forgery or the
10 1like, modules having an IC function in a cash card or a
credit card, such as a contact IC card having an electrical
contact or a contactless IC card for reading or writing data
in a contactless manner by way of wireless data (hereinafter
also referred to as "IC modules") are being more commonly
15 used. For example, an IC card reader/writer disposed at a
cash dispenser, an entrance/exit of a concert hall, or a
ticket gate of a station is capable of accessing in IC card
placed thereover by a user.
The user enters an identification number to the IC card
20 reader, and the identification number entered is compared
against an identification number stored on the IC card,
thereby executing personal identification or authentication
between the IC card and the IC card reader/writer. When the
personal identification or authentication has succeeded, for

25 example, use of an application stored in the IC card is



comuni cation controller for communicating with the 15 reader/witer, and a
card encryption controller for controlling encryption of data exchanged
with the reader/witer. The reader/witer includes a reader/witer
comuni cation controller for communicating with the IC 20 nodule, and a
reader/witer encryption controller for controlling encryption of data
exchanged with the I C nodul e. The respective communi cation controllers of
the I C nodule and the reader witer conpect to each other, for exanple, in
a contactless manner based on the princrples of 25 el ectromagnetic
i nducti on. - 4 The reader/witer conmunication controller issues a
command, and the | C nodul e receives the command by the card conmuni cati on
control | eal aodedxechhesxpmptessifnghsuappascedecbyphietd iR the gardard
encryption processor, accessing data 5 stored in the data storage unit.
Furt her noke, veheel tnfiodubéiganenaheasaciespapadci mnohke oar dlertiypptiicon
processor, and returns the response to the reader/witer. Transactions are
conpl et edt bgkekpeat Bdl gdertifitcagivhensahaentbatReésentky, twi bhcele an
i nprovenment in mniaturization 10 technol ogies, |C nodules including data
st orage uhftsahdviAagppetachlaky}yl apfercegatit esahpeesbeen devel oped and
are comng to be used nore commonly. A conventional cash card or the like
has oy adephgfécatdpageumpes, (PRHY)is, a single application. Thus, a
plurality of 1C cards for 15 reSfective applications or Eprpose$ must be
carried. In cdmFast? SN hbeRlEY i TRV 2y QXHBRDE yCPRYigeratiaprgef
capacity allows storing a pIuraIitﬁ of a&plications si mul t aneously. Thus, a
singl e 1 CcBYA8RNUBL HsER £orMedPiar AFPLFLER &FPI i caPSoREOWPoRNeX&Rp €,
two or nore 20 ap bicati ns can.be stored _on in be | C card, ,such as
electroniilﬁﬂﬁgy E P §V§g?WoﬁPEl§§FFléﬁegF 2R ui?eg AGnitE FRCKLES BY
transportat] o] ntering_a specific .concert hall, so that the single IC
card can eugggdg?grgsg%i%SguﬁggViEgiggng?rﬁ%cpﬁﬁévgﬁgakCaﬁgdﬁles have been
devehgpeerQ&eLVQrEEEPO§8r accessing a memory space of the IC module
to read or write data.
The IC module is packaged, for example, in the form of
a card, and it includes a data storage unit, a card
communication controller for communicating with the
15 reader/writer, and a card encryption controller for
controlling encryption of data exchanged with the

reader/writer.
The reader/writer includes a reader/writer
communication controller for communicating with the IC
20 module, and a reader/writer encryption controller for
controlling encryption of data exchanged with the IC module.
The respective communication controllers of the IC
module and the reader writer connect to each other, for
example, in a contactless manner based on the principles of

25 electromagnetic induction.



- 5 of securely carrying data, so that an I C nodule is usually inplenented
inthe formof a card, or is inplenented in the formof a chip and is
included in a small device such as a cellular phone or a PDA. That is, an

| C nodul e often has 5 hardware restrictions, so that the menory size of a
data storage unit has an upper limt despite of the increase in capacity.
For exanple, the inventors have devel oped a nethod of providing a virtual
menory nodul e externally to an IC nodule 10 (e. g., on a network) in order
to virtually expand a nenmory area of a Hata storage unit in the | C nodul e,
which is limted in terns of hardware. The virtual nmenory nodule itself is
not carried for use by a user, so that it does not have hardware
restrictions IfnheéUudndsr Ayl &l sdrgun Tduisi ot heotat 81 54 or pgeueiyd of the
virtual nenory nodule is inplenented using a | arge-capacity storage device
such as acbaméndj skndatHei fCcopedal esrasevesrthal cormany bpacheotakhle data
storage unit of the IC nodule. The virtual nmenory nodule is inplenented,

for 20 exatpmhenibytiosecyrtrobtbrnengr exedatdesnpaobesadhgndunatwerk. I n
this case, by executing virtual transactions with the virtual nenory
nodul e, tdecrppbiynateatha thedl Enavgptéonwhrohebsol| natedsshngedasaof
hardware, is virtually expanded. Thus, the maxi num nenory capacity of the

| C nodul esbetedesn28hesdanti atbyagal inited. Furthérmpiyeevehe I datales
stored in the virtual nmenory nodule that is connected via the network, a
response geperabapdabeeepasideinbtiel sagddepensrigopnrrheesardw anf of the
networ k. For exanple, in an application for using electronic ticket 5 for
transportﬁFFBﬁPSggh?nﬁéépaﬂéer 8pbRserPadeXpEELEAL - ThEiEaNPRCEL OBST BGUI t to
sinmply use the virtual menory nodul e. Furthernore, by inplenenting

functi onsCeMPletREdaY e*§RB2EREdEr PREFLELTEi FTIPt REBEBFF on a singl e
termnal, the terminal is, allowed, to both send and receive data. In that 10
case, in orderR¢oeR ¥weﬂ@fﬁxE%%nﬂ%pﬁ%Y%P%%?mﬁ%ﬂn%ﬂba?%¥h?ﬂ5}§nor with

t i.nal f ot t th , Tust h_includ . .dat
Stor dub URPEPRAVEAG SR, | 4P GBORUBAE! L) CHNE BdcHanGe SAFASaerReeR [RYITS -

term nals, Jhis Lacuss the talloving pogfl 8B, A8.E1hoba Quder Lo connect

by wirel ess™comminitca e ‘connectron mus € mal At ai ne or a long

time If tESmXBb“gE(§% Q%Eé hérEaE?ﬁmﬁﬁh?F?Vﬁ Egnbgﬁt&%hﬁloEa@%r%%§ﬁs

comuni catron. ~2 e termnal's nust include secure nenory having |arge

capaci ti eg, $fet HakeChSL bfi1{ 4hsiRuie! asuraqef ar@¥enihan 35,1 is an
obj ect of the present Invention to provide a favorabl e data nmanagenent
system t hat nghkowppexpandbRy aTHBEDM % BNERa23$9CLRt 8¢ WabhisakokC modul e.
15 respective applications or purposes must be carried. In
contrast, an IC module including a memory having a large
capacity allows storing a plurality of applications
simultaneously. Thus, a single IC card can be used for a
plurality of applications. For example, two or more
20 applications can be stored on a single IC card, such as
electronic money for electronic settlement and electronic
ticket for transportation or entering a specific concert
hall, so that the single IC card can be used for various

applications.

25 However, IC modules have been developed for the purpose



It is another object of the present invention to provide a favorable data
managenent systemthat allows 5 suitably changing the version of a program
for executing a transaction between an I C nodule and a reader/witer. It is
anot her object of the present invention to provide a favorable data
managenment system reader/witer apparatus, and virtual nenory device that
al |l ow expanding a 10 nenory area associated with an | C nodul e by using a
virtual nenory nodul e connected via a gftmork or the like. It is another

obj ect of the present invention to provide a favorabl e data nanagenent
system reader/witer apparatus, and virtual nenory device wth which an
enhanced 15 speed of data access is achi eved when a nenory area associ ated
with an I€E noslubecly expeayiteg dstag sovihéuabnnB@omydubduis csunaktyed via a
network or the like. It is an object of the present invention to provide a
f avor abl eirnjal ememined eientheefbod ¢haé abtdwsoval seilBPleméntedt inntkeéored on
a server to be exchanged securely between two termnals. It is another

obj ect offetre @f ezserhipnardtioninrolpdedi te a $mebdiadeeidat auaghnagearent

met hod that allows a | arge volume of data to be exchanged securely in a
short 25 ¢¢hbuber viekenewortar APhal sThat ig, antIfsmadeipepfbBpekasof the

present inventionto =
5 hardware restrictions, so that the memory size of a data

storage unit has an upper limit despite of the increase in
capacity.
For example, the inventors have developed a method of
providing a virtual memory module externally to an IC module
10 (e.g., on a network) in order to virtually expand a memory
area of a data storage unit in the IC module, which is
limited in terms of hardware.
The virtual memory module itself is not carried for use
by a user, so that it does not have hardware restrictions
15 such as a card shape. Thus, the data storage unit of the
virtual memory module is implemented using a large-capacity
storage device such as a hard disk, and it operates as a
virtual memory space of the data storage unit of the IC
module. The virtual memory module is implemented, for
20 example, by a server machine provided on a brocadband network.
In this case, by executing virtual transactions with
the virtual memory module, the memory area in the IC module,
which is limited in terms of hardware, is virtually expanded.
Thus, the maximum memory capacity of the IC module becomes

25 essentially unlimited.



provi de a favorabl e data managenent nethod that all ows secure exchange
between two term nals w thout holding a secure nenory having a | arge
capacity. 5 The present invention has been nade in view of the objects
descri bed above, and a first aspect thereof is a data managenent system for
expanding a nenory area associated with an | C nodul e, the data managenent
system 10 conprising: a virtual nenory nodul e conprising a data storage
unit for storing data that is used on the |IC nodule and a card encryption
function controller for controlling enctyption of communication data; 15 a
reader/writer conmunication controller for accessing the nenory area of the
| C nodule; a reader/witer encryption function controller for controlling
encryption of Hxwaxsr catf oiettatios extodhwesderh wilid ¢t il mshibey maodu?l® a
reader/writer conprising a network comuni cation controller for connecting
to the vithatliseoonyeobedl eixi fha network, aheespnnthetimadeplwdi ber
accesses the virtual nenory nodule to obtain data that is to be used on the
| C nodul ecaBsimienalbhg dang dspandipgesenthenbahdwidthoddl €he netgork.

For example, in an application for using electronic ticket

5 for transportation, an immediate response is expected. Thus,
it is difficult to simply use the virtual memory module.

Furthermore, by implementing functions of IC module and

reader/writer simultaneously on a single terminal, the
terminal is allowed to both send and receive data. In that

10 case, in order to securely exchange data between two
terminals or with terminals of other types, the terminals
must each include a secure data storage unit having a large
capacity and exchange data between the terminals. This

incurs the following problems.

15
(1) In order to connect by wireless communication, the
connection must be maintained for a long time if the volume
of data is large relative to the rate of wireless
communication.

20 (2) The terminals must include secure memory having large

capacities, so that cost is high.

Disclosure of Invention

25 It is an object of the present invention to provide a



A "systen? herein refers to a |logical conbination of a plurality of
appar atuses (or functional nodules for achieving specific functions),
wi t hout regard to whether the apparatuses or functional nodul es reside
within a single 5 case. (The sane applies hereinafter.) The virtual nenory
nodule is used to virtually expand the nmenory area of the data storage unit
inthe IC nodule, which is limted in terns of hardware. The virtual nenory
nodule itself is not carried for use by a user, so that it 10 does not have
hardware restrictions such as a card shape Thus, the data storage unit of
the virtual menory nodule is inplenmented using a | arge-capacity storage
devi ce such as a hard disk, and it operates as a virtual nenory space of
the data siwiegeleinddtHfmdmegdien® sl €t enl htisat tAEL oo eivd 1@ Agndr Yy
capacity of the I C nodul e becones essentially unlimted. The virtual nenory
nodul e | Snénmptyenernd £ 0z s $oc i exadpheth byn alGenmv@ulamchi ne provided on a
br oadband networ k. However, the virtual nenory nodule may be inpl enented by
an external stldradge adetilcer sucleas of Hdared mhiesdenta imereoryiarodid e, 20 or the
| i ke, provided for a PC on the user side, and the capability of network
communi catonides aofavecaEsbarddiya reapagetentheystaem| that ahkovske is
transmtted in conmunications between the | C nodul e and the reader/witer,
encr ypt eds 25 dolhynuehaag i odst baseer shomno£xé sprogrargiencexetut godul e -
10 comuni cations are carried out. Furthernore, the reader/witer accesses
the virt ua¥ameErek jomoeet ecem %@hé¢fm@¢ulheam@:hnﬁ%?@eréﬁée§§rng rel evant
data. The virtual nmenory nodule is accessed by encrypted comunication
based 5 on an Exiist ianptRuaRie T ettt R LTI AR IHOD skRh as TCP/ I P
pr ot ocol s. rder to all gonnunlcatlons bet ween a card |nclud|ng the 1C
nodul e arﬂr?‘Fﬂe ‘?/l‘?t{l"?ﬂoﬁilﬁﬁ?y HoAUPRNAFHRENT [ PYAF S HenbP§IRBAUFLtEAd the | C
nodul e nust_conmmuni cat € gch ot her ,under he sagg grotocoé This is
achi eved, 2RRAFJT Uk a7 eVlf BAsPErPhY g%hhﬁﬁd Babkat $OBetRBAALAE Bard and
t he o ader/writer_over TCPI,E Afttr an # % ? eg exchanged M%E he 1 C
modul'd, tREPRhART Fiw FEEP AR RIS EE AN A ct tiaf ARt R Bt PEY Pt KXV Ptual
menory Mgy & ymcg ”I%”J:&gﬁéé?? gi&ﬁ%r‘n@c%rﬁ”grS€£¥GE§k&5 connected 1o
band ne

each ot her Vi
It is another object of the present invention to

provide a favorable data management system, reader/writer
apparatus, and virtual memory device with which an enhanced
15 speed of data access is achieved when a memory area
associated with an IC module is expanded using a virtual
memory module connected via a network or the like.
It is an object of the present invention to provide a
favorable data management method that allows value
20 information stored on a server to be exchanged securely
between two terminals.
It is another object of the present invention to
provide a favorable data management method that allows a
large volume of data to be exchanged securely in a short

25 time between two terminals.



transactions end in a very short tinme. The data storage unit of the IC
nodul e stores an ID for identifying a data space of the nodule, and a |ink
to data in the data storage unit of the I1C nodule is fornmed based on 20 the
I D. Furthernore, in the data storage unit, a specific file structure is
formed, and an upper limt value thereof is set. The upper limt value is
linked to a file structure in the data storage unit of the virtual nenory
nodul e. When communicating with the IC nodule, if an entity of data 25
stored in the data storage unit of the $Cnodule is not - 11 present in
the 1 C nodule, the reader/witer accesses the virtual nenory nodule via the
network to obtain desired data. Furthernore, a server-side reader/witer
nodul e that i sTEongest @chat Sop{eches ke bASLUGE NIhPefeBger{yriter 5
encryption processor for controlling encryption of conmunication data
exchangedpwbirhdéhe F&veedble, daay henpgemededmetRolhahataselol/ke
reader/witer receives a response received fromthe |IC nodule, and

transf er sseonrgperdhifgeebponsendava 8&rmtinkdst @itheusehvedisigde
reader/witer nodule via the network, and the response data is processed in
t he servesesiude meadey/ haviay aodakge Thpasetyer-side reader/witer nodul e
is inplenmented, for exanple, by a server machine that is provided on a 15
br oadidand network and that is capable of accessing the virtual nenory
nodul e. When obtaining data held in the IC nodule, if an entity of data
stored in the B dpreseniyelnnent bPn thes | IBewdosde i npvegencfi bhehe | C
modul e, the serverside reader/witer nodule accesses the |IC nodule via the
20 reader PRIEEEF €osebihrA ehevent ppg aof fdass PepActhehgaeafstsrage unit of
the 1C nodule. On the other hand, if an entity of data stored in the data
storage ufiff2oPaPRgePenfodiFEers ARGt epPaseandi & MRBOKY AB8Al e, the
server-side reader/witer nodule ac esseg the virtual nmenory nodul e via 25
t he netmo?ESPSlﬁg?giHlFﬁeaBngFt?ogF 8at 5Nfr BAFEnBagEEEMeNE BYStefor age unit
of tq§ virtual .nmenory nodule. After an ID has been exchanged with the IC
nodule, afi°Refust"data entity in the virtual nenory nodule is accessed by

communi cat i ons_ bet ween. hi gh-end_servers connected_t ach_other via_a 5
br oadband netW%r&%ygﬁﬁ%,mgT%ﬁ%a%?ﬁ%xi %%%PFhSéP%e?ygiﬁ%r?t?Fﬁ%? unit
for storing data that is used on the IC module and a card
encryption function controller for controlling encryption of
communication data;
15 a reader/writer communication controller for accessing
the memory area of the IC module;

a reader/writer encryption function controller for
controlling encryption of communication data exchanged with
the IC module; and

20 a reader/writer comprising a network communication
controller for connecting to the virtual memory module via a
network;

wherein the reader/writer accesses the virtual memory
module to obtain data that is to be used on the IC module

25 when the data is not present on the IC module.



Furthernore, a version nmanagenent nodul e may be provided on the network,

t he versi on managenent nodul e preparing an upgradi ng program or upgradi ng
prograns for the 10 reader/witer encryption processor of the reader/witer
and/ or the card encryption processor of the virtual nenory nodul e and
transferring the upgradi ng program or upgrading prograns to the
reader/witer and/or the virtual nenory nodule. 15 Virtual transactions
with the virtual nmenory nodul e are executed by cooperative operations of
the reader/witer encryption function-cdntroller in the reader/witer (or
the reader/witer encryption function controller in the serverside
reader/witer nodule) and the card encryption 20 controller in the virtual
nemory nmodul e.p The, SoaReradiyen Operats ons 4 ofo@xesut éfb VALt USh of a
transactions are usually inplenented in the formof transaction executing
prograns pxeedledybyft Bpphespaskkveorvduhesiohhe hedunddl goand the
reader/witer communicate wth 25 each other by a sequence using existing
programs achié8infcepeespandifngctooashandshabetf eegaednibi Gakicbsy. the
subsequent comuni cati ons between the reader/witer and the virtual nenory
nodul e, teppsastiieas arefexetibedlbaseddlen apseéxtendetlisequedaglesi ng
upgraded prograns. 5 That is, by upgrading the transaction executing
progréns bgsehe (Ehsi eameaapgénest hawdaheftarf)xed program of the | C nodul e
can be virtually extended. Furthernore, processing with a |arge | oad that
cannot be handTkel byrtnel peehoryemedubd ideussinvaduvertaalby ¢Rpardcut ed by
a server. Furthernore, when a service entity wshes to extend a function of
t he |1 C no8hPemghpPyYf areehefsike dhtpt stowAISepRiiteinathri dGemocinticce can be
i npl emented at a | ow cost by using the existing IC nodule as it is and

upgr adi ng"EREN155y éiBEERI0 Na LEEBGr &th BRTENETRI rt JBR NAFSVR InB@IeEY A
second aspect _of ,t he gresent invention is a vigtual menory for expanding a

menory ar BROH4EoctEFEd Wit RO&n CRETHEAUFET BFCabiefhddesr SOnthE ity t he
VTt TEIRLY;o2OnSOIPELS NG S8k 2 522045 SRR L0 €6, GRS O g
Thus, the data storage unit of the virtual memory module is
implemented using a large-capacity storage device such as a
hard disk, and it operates as a virtual memory space of the
data storage unit of the IC module. Thus, the maximum
15 memory capacity of the IC module becomes essentially
unlimited. The wvirtual memory module is implemented, for
example, by a server machine provided on a broadband network.
However, the wvirtual memory module may be implemented by an
external storage device such as a hard disk, a memory module,
20 or the like, provided for a PC on the user side, and the
capability of network communication is not necessarily
required.
When an ID or the like is transmitted in communications

between the IC module and the réader/writer, encrypted

25 communications based on an existing sequence of IC module



storing data that is used on the I C nodule; and a card encryption function
controller for or a card encryption function controlling step of
controlling 25 encryption of communi cation data. - 14 The virtual nenory
nodule itself is not carried for use by a user, so that it does not have
hardware restrictions such as a card shape. Thus, the data storage unit of
the virtual nmenory nodule is inplenmented using a | arge-capacity 5 storage
device such as a hard disk, and it operates as a virtual nenory space of
the data storage unit of the |IC nodul~elOThus, the maxi mum nenory capacity
of the I C nodul e becones essentially unlimted. The virtual menory nodul e
is inplenmented, for exanple, by a server machine provided on a 10 broadband
net wor K. Abh@in8Bat DoRasabeenaexcbanggt. W FirtRerhcranduhe, the
reader/witer accesses an actual data entity in the virtual nenory nodul e
by communigasiépnsr betweedcbsg8setHes@LYEnS1CABRABEVERloHQ18aBR BERAN FVia a
br oadband networ k. Thus, 15 transactions end in a very short tinme. The data
storage uoftthé Ibemb&ubdfubecstsing aslebahor dadent i Tyengiatdata space of
the nodule, and a link to data in the data storage unit of the IC nodule is
formed basemoop hbéul®. isuathesspdebyi anthgpdatiacsimpnageatbh, basggeci fi c
20 file structure is fornmed, and an upper limt value thereof is set. The
upper 9 i mon gal eristihgnkeduenca Ol peSwput upemunithéidata stichage unit of
the virtual nmenory nodul e. When conmmunicating with the 1C nodule, if an
entity of TABf&Pspoeedcphst heldabadstrotagselinivt cofmuhéckCinpdubetivseenot 25
present in the I1C nodule, the reader/witer accesses the - 15 wvirtual
menory nodufardi aAnchudaagwshe tI§ owcaile daxl ride datztual temelr nspedelef the
present invention is an | C nodul e accessing_device_for accessing an |IC
nodul e hatPRgVarheabr HeBosy eBOERpENARE Bhealli mpguil enBRsity CRBEUN Cafea
network, or,a nmethod of controlnggpaccess to the 1 C mpdul,e, conprising:. a
I

reader/ wVtER eBRMURFREEI BRAGENE 8res BrosPClteadeéPitr ifeACRARNER cat i on

COntHRJ|IPgrSéggmgieécgggggggt%Q%gﬁggg& n rggcﬁgtgh%ekgeggd% %;card

and the reader/writer over TCP/IP.

After an ID has been exchanged with the IC module, the
reader/writer accesses an actual data entity in the virtual
memory module by communications between high-end servers

15 connected to each other via a brocadband network. Thus,
transactions end in a very short time.

The data storage unit of the IC module stores an ID for
identifying a data space of the module, and a link to data
in the data storage unit of the IC module is formed based on

20 the ID. Furthermore, in the data storage unit, a specific
file structure is formed, and an upper limit value thereof
is set. The upper limit value is linked to a file structure
in the data storage unit of the virtual memory module. When
communicating with the IC module, if an entity of data

25 stored in the data storage unit of the IC module is not



10 a reader/witer encryption function controller for or a reader/witer
encryption function controlling step of controlling encryption of

comuni cati on data exchanged with the I C nodul e; and a network

comuni cation controller for or a network 15 conmuni cation controlling step
of connecting to the virtual nmenory nodule via the network; wherein the
virtual nmenory nodule is accessed to obtain data that is to be used on the
| C nodul e when the data is not present .qn the | C nodule. 20 The virtual
menory nodule itself is not carried foﬂﬂuse by a user, so that it does not
have hardware restrictions such as a card shape. Thus, the data storage
unit of the virtual nmenory nodule is inplenented using a | arge-capacity

st orage dpveeensuth abealfamdddiisk, thrdretdepéwat éerascaedsewi theal nenory
space of the data storage unit of the IC - 16 nodule. Thus, the nmaxi num
menory capactuglofiemheyl Godpdel & ileeddreenedsemk ital gbtadn nd¢etdredhdavart ua
menory nodule is inplenmented, for exanple, by a server machi ne provided on
a broadband netWoERSIBORE( e2 IR YEXhatd@erpaesehanyeer whotul @ethat nbdul e,
the reader/witer accesses an actual data entity in the virtual nenory
nodul e byCeBRftiRPEaVidn§hBePREVATKY ghnehdddBgyar seadptdrrddeto each ot her
via a broadband network. Thus, transactions end in a very short tine. 10
The dat a SRGFYBELGRI PreFfeEreY| EoKpaarEredding SACEDPLaPN @éntifying a data
space of the nodule, and a link to data,in the data storage unit of the IC
modul e i sCPBFHBYCBESRE SRATANEXFPANEGF: HéFhoFEe Lh PREVASY aM8¥oP8ge unit, a
specific fiIe.atructure is formed, and an upper Iimt value thereof 15 is
set. The BEBXP PRrit value is linked to a file structure in the data

t it t i | dul e., VWh i ti ith the IC
modul o, 11 an Hhe 113 of 488t oTE0 or bl B Y FLCHht B STOTRBe LFFETBTEhe |
modul e i s-pak;PLESERbyi RpLh g'ﬁbaBQELe thggéﬁéggEéW% g%gggg%esses the 20

virtual nenory nndu?e viat network to obftain desire . Afourth

aspealp Of rLBoRLESARtal BYCAL! 98 k8 8ndata YBNageRRntSUstole expanding a
menory area associated wth an |1 C nodul e, the data managenent system
conpri si ngodddeavyhr tHal nBBWBLY, "MRHY! €ne0MRELSHRE Aadal 3sSHRLRYS WY t
in the server-side reader/writer module.
The server-side reader/writer module is implemented,
for example, by a server machine that is provided on a
15 Dbroadband network and that is capable of accessing the
virtual memory module. When obtaining data held in the IC
module, if an entity of data stored in the data storage unit
of the IC module is present in the IC module, the server-
side reader/writer module accesses the IC module via the
20 reader/writer to obtain the entity of data from the data
storage unit of the IC module. On the other hand, if an
entity of data stored in the data storage unit of the IC
module is not present in the IC module, the server-side

reader/writer module accesses the virtual memory module via

25 the network to obtain the entity of data from the data



- 17 for storing data that is used by a user of the |IC nodule and a card
encryption controller for controlling encryption of comrunication data; a
reader/writer comruni cation controller for accessing 5 the nmenory area of
the IC nodule; a reader/witer encryption controller for controlling
encryption of conmuni cati on data exchanged with the I C nodul e; a network
communi cation controller for connecting to 10 the virtual nmenory nodul e via
a network; and a reader/witer conprising a cache witer for witing data
that is used on the I C nodul e nore fFe&geﬁtly than a predeterm ned
frequency to the IC nodule. The virtual nmenory nodule is used to virtually
expand 15 the nenory area of the data storage unit in the |IC nodul e, which

is |imtegtonagerumiofohatigwas ertdde memdoal moeuDsy nRftée ahsebfhas not
carried for use by a user, so that it does not have hardware restrictions
such as abean destlapeged hwistht tige dat amstior @ageannattwdl t bt ai ehvudtynenory
nodul e is 20 inplenented using a | arge-capacity storage device such as a
hard di skthandirtuapenatesy ascduVerisabcoessey spacemofint betilaha st or age
unit of the I C nodule. Thus, the maxi mum nenory capacity of the |IC nodul e
becones essewetnl highinéndi sedveTheconneabédnepoeychoduheri ¥ianpl enent ed,
for 25 exanple, by a server machi ne provided on a broadband network. - 18
Wien &n |proadbaed| nrewesks r aRkwSt t HanAaCHARLAI eRdi HAsabEerEeahohe | C
nodul e and the reader/witer, encrypted conmuni cations based on an existing
sequence BIM¢C nodul e comunications are carried out. Furthernore, the

Furthermore, a version management module may be
provided on the network, the version management module
preparing an upgrading program or upgrading programs for the

10 reader/writer encryption processor of the reader/writer
and/or the card encryption processor of the virtual memory
module and transferring the upgrading program or upgrading
programs to the reader/writer and/or the virtual memory
module.

15 Virtual transactions with the virtual memory module are
executed by cooperative operations of the reader/writer
encryption function controller in the reader/writer (or the
reader/writer encryption function controller in the server-
side reader/writer module) and the card encryption

20 controller in the virtual memory module. The cooperative
operations for executing virtual transactions are usually
implemented in the form of transaction executing programs
executed by the respective modules.

The IC module and the reader/writer communicate with

25 each other by a sequence using existing programs



5 reader/witer accesses the virtual nenory nodule on behalf of the IC
nodul e, accessing relevant data. The virtual nenory nodule is accessed by
encrypted conmuni cati on based on an existing sequence of network

comuni cations, such as TCP/IP protocols. 10 Furthernore, in the data
managenent system according to the present invention, when a virtual nenory
nodul e that operates as a server is used, a cache of accesses is stored in
an existing I C nodul e. Thus, the speed.qf access to desired data that has
been cached is inproved. 15 The readérﬁ%rrter may request the virtua

menory nodule to reflect cache in response to rewiting of data cached on
the 1 C nodul e. Furthernore, the virtual nenory nodule may further conprise
a cache rétdecegpofidingetwi &1 hgndshakspbodi agmdahacéhidhe. dala st orage unit
in response to 20 the request for reflecting cache. In that case, upon
confi rm nguithaguent acommuhecs Clondubethasnbeka upadeedvrinerreadethariter
starts accessing the virtual nenory nodule, and reflects an updated state
in the | CThpdude m@mQEYr@@ﬁghﬁvngrdaﬁactnonheavere&atuhedobysea ondahe,

t hereby mai ntai ni ng consi stency of cache data. - 19 Furthernore, at

| east oneS¥tendedrsagernari vekNdt WRgvadedaPraBABRS - nodul e, and the IC
nodul e may conprise a cache selecting user interface for allowing a user to
speci Py data t0'@fe by URFFIRRY e, LEHS 2N WFe@t 59 i tes the data
sel ected via the cache sel ecting user |nterface fromthe virtual nenory

modul e t PTAIFES nBYuFRS TRESLSRrTRR2ERHESTE Rodule: i 8 AlKEReBrPETE| ect
Toncy or ST ebif ot cRERLAB SEANRe 'til%%ﬁ%f?”“%m eﬁosf‘r’]?o?ﬁaﬂ on on the 1
i sk ISR AT LB L
e R L e GUISRATECE 8 65 AR S o
10 executed by a server.
Furthermore, when a service entity wishes to extend a
function of the IC module only for the sake of its own
service, a unique service can be implemented at a low cost

by using the existing IC module as it is and upgrading the

15 wversion of a program of the virtual memory module.

A second aspect of the present invention is a wvirtual
memory for expanding a memory area associated with an IC
module, or a method of controlling the virtual memory,

20 comprising:

a data storage unit for or a data storing step of
storing data that is used on the IC module; and

a card encryption function controller for or a card
encryption function controlling step of controlling

25 encryption of communication data.



data that is used on the IC nodule nore frequently than a predeterm ned
frequency to the I C nodule, may be provided, the server-side reader/witer
nodul e conprising a reader/witer encryption processor for controlling 20
encryption of conmuni cati on data exchanged with the IC nodule. In that

case, the reader/witer receives a response received fromthe |IC nodul e,
and transfers encrypted response data as it is to the server-side
reader/witer 25 nodule via the netmorﬁ, and the response data is processed
- 20 in the server-side reader/witeér ifodul e. The server-side
reader/witer nodule is inplenented, for exanple, by a server nmachine that
is provided on a broadband network and that is capable of accessing the 5
virtual nmenor yT'modul et udthenemdt ainddigl elat Bs diet di § méthecd G @dluf € wde an
entity of data stored in the data storage unit of the I C nodul e has been
cached i nbyhe t€npdabethéheisedves-sotehaeadbardwater rapdulietdcaesses the
| C nodule via the reader/witer to obtain the entity of data fromthe data
10 storageuchni&soi thed| chapedul eTh@a,t hbeotlher bandagefunntenfi titeof data
stored in the data storage unit of the IC nodule has not been cached in the
| C nodul eVi¥rheasergperyideduéades/ wrbpienenbedl esaooessésrghecebrcdaly nenory
modul e via the network to obtain the ent[t{ of data fromthe data 15
storage uRFeragetdeviret suFhnefoRyhabduféskaf pef 4h PPeKateBedf axchanged
with the I C nodule, an actual data entity in the virtual mepory nodule is
accessed BV ERAMMERAFY oRB2 68t REehlRi §RTBnEtSERGRr 4NEENAECERS gG each ot her
via a broadgggd networ k. Thus, transactions end in a ver%?short 20 tine. A

fifth aspBeEULE- t heRPPesbhe TR¥ERUNORENETY §aPaCihNagénthe Akt MEEULE
i dat iated with I C, | 1 i Tt i 1d
oo Pt ande e R B Al b L R e og PSS EtRa BRBAFY) JOURMR RS dat a
d -, . [ WLt de f | i t | C dul e,
ohorai n cHlBLeRERERY: NERk ExIRRTe) Cbyog  BE ek - RE R h R EFLARR o I ©

assoqkptegrgé&ﬁaﬁgigggwggﬁntification data, the identification data
assocCi ated Wt ata on thé IC

After an ID has been exchanged with the IC module, the
reader/writer accesses an actual data entity in the virtual
memory module by communications between high-end servers
connected to each other via a broadband network. Thus,

15 transactions end in a very short time.

The data storage unit of the IC module stores an ID for
identifying a data space of the module, and a link to data
in the data storage unit of the IC module is formed based on
the ID. Furthermore, in the data storage unit, a specific

20 file structure is formed, and an upper limit value thereof
is set. The upper limit value is linked to a file structure
in the data storage unit of the virtual memory module. When
communicating with the IC module, if an entity of data
stored in the data storage unit of the IC module is not

25 present in the IC module, the reader/writer accesses the



5 nodul e bei ng managed on a dat abase, and wherein when data is transferred
fromthe first termnal to the second termnal, first identification data
(ID1l) of data to be transferred is obtained fromthe-first termnal, 10
second identification data (1D2) for associating the data to be transferred
is obtained fromthe second termnal, and the data associated with IDl is
transferred to I D2 on the database. ldentification data herein refers to
information for 15 identifying an indiyidual. The identification data may
be an I D consisting of several bytes o Sdat a assigned to the individual,

bi onetric informati on uni quely owned by the individual, such as a
fingerprint, or the like. Wien data is transferred fromthe first term nal
to the 20vsecoad memorpahodtbe ¥iasthtensitwalrkoger alds i ddie rendeadaw i ter
node and the second term nal operates in the |IC nodul e node, and second
identification data for associating the data to be transferred is read from
the second termnal using a reader/witer function of the first 25

term nal . - RXxhimgd tdmgrenr enf upon morsyret i owait dat al 4 ransI@rmoduide

dat abase, the first terminal is notified of conpletion of data transfer,
and t he saco@sisirgniienaicesfopta¢cetsingaanheCfnodulechavhal, aohenonpl eti on
of data transfer. 5 Thus, with the data nmanagenent nethod according to the
fifthoaspeEtaofxpPhdpdeBEn? Vhyenalonemgeguredekehange nstwork, or a

method of controlling access to the IC module, comprising:

a reader/writer communication controller for or a
reader/writer communication controlling step of accessing
the memory area of the IC module;

10 a reader/writer encryption function controller for or a
reader/writer encryption function controlling step of
controlling encryption of communication data exchanged with
the IC module; and

a network communication controller for or a network

15 communication controlling step of connecting to the virtual
memory module via the network;

wherein the virtual memory module is accessed to obtain
data that is to be used on the IC module when the data is
not present on the IC module.

20 The virtual memory module itself is not carried for use
by a user, so that it does not have hardware restrictions
such as a card shape. Thus, the data storage unit of the
virtual memory module is implemented using a large-capacity
storage device such as a hard disk, and it operates as a

25 virtual memory space of the data storage unit of the IC



al | oned between two term nals w thout holding a secure nenory having a

| arge capacity. Furthernore, in the data managenent nethod according to 10
the fifth aspect of the present invention, when data is transferred from
the first termnal to the second termnal, a price for the use of data
transfer service may be charged to at | east one of the first termnal and
the second termnal. 15 Furthernore, in the data managenent nethod
according to the fifth aspect of the present invention, when data is
transferred fromthe first termnal folfhé second terminal, electronic
noney data stored in the second term nal nmay be decreased by a sum added by
the data transfer and/or 20 el ectronic noney data stored in the first

term nal meyube. i nTheasethet hextiymseenbrpgcaphchbgacti oheofCdavdul eansf er
by el ectronic noney. O her objects, features, and advantages of the present
25 i nventbetomet | e beentba ippavebimited t hehé ol i otiag demariedodule?23s
description of enbodi nents of the present invention with reference to the
acconpanyimglemnenteds. £8ri ekabeder i pyi ansefvehem®chinmagerbvidgd énis a
schemati ¢ di agram showi ng the basic configuration of a data nanagenent

syst em ackorddhgndonat®#orkt enbodi nent of the present invention. Fig. 2 is
a sequence di agram showi ng a procedure of 10 operation for accessing an
entity of datA&toreh ik dms deen exchanged with the IC module, the

reader/writer accesses an actual data entity in the virtual
memory module by communications between high-end servers
connected to each other via a broadband network. Thus,
transactions end in a very short time.

10 The data storage unit of the IC module stores an ID for
identifying a data space of the module, and a link to data
in the data storage unit of the IC module is formed based on
the ID. Furthermore, in the data storage unit, a specific
file structure is formed, and an upper limit value thereof

15 is set. The upper limit value is linked to a file structure
in the data storage unit of the virtual memory module. When
communicating with the IC module, if an entity of data
stored in the data storage unit of the IC module is not
present in the IC module, the reader/writer accesses the

20 virtual memory module via the network to obtain desired data.

A fourth aspect of the present invention is a data
management system for expanding a memory area associated
with an IC module, the data management system comprising:

25 a virtual memory module comprising a data storage unit



nodul e 100 in the data nmanagenent system according to the first enbodi nent
of the present invention. Fig. 3 is a flowhart show ng a procedure of
operation for allowing a reader/witer 200 to access an entity of data 15
stored in the I1C nodule 100. Fig. 4 is a schematic di agram show ng a

nodi fication of the data managenent system shown in Fig. 1. Fig. 5is a
schemati ¢ di agram showi ng a nodification of the data nmanagenent system
shown in Fig. 1. 20 Fig. 6 is a schema Hc_diagran1shomﬁng a nodification of
t he data managenent system shown in Fig Fig. 7 is a schematic diagram
showi ng the basic configuration of a data managenent system according to a
second enbodi nent of the present invention. 25 Fig. 8 is a flowhart
show ng afprosedotegofiaps otlessi hg used2Zdy &ousabl ofii higet heé meddee/ andt er
200 to achieve quick transactions using data cached on the I C nodul e | 00.
Fig. 9 isaacétrdweharypshomi ognarpiberdfive obnprotrssgngnéoyptriedbhecti ng an
updated state in the I1C nodule 100 to 5 corresponding data in the virtual
nmenory nmodofmusbDoat £py. ddBat s a di agram showi ng a sequence of operation
that is executed anong the |1 C nodule 100, the reader/witer 200, and the
virtual menorya MRRARE SO0 CRIMMEN GRE R COREEMEERT | ris a5ceseing dat a

in a data storage unit 101 of
the memory area of the IC module;

a reader/writer encryption controller for controlling
encryption of communication data exchanged with the IC
module;

a network communication controller for connecting to

10 the wvirtual memory module via a network; and

a reader/writer comprising a cache writer for writing
data that is used on the IC module more frequently than a
predetermined frequency to the IC module.

The virtual memory module is used to virtually expand

15 the memory area of the data storage unit in the IC module,
which is limited in terms of hardware. The virtual memory
module itself is not carried for use by a user, so that it
does not have hardware restrictions such as a card shape.
Thus, the data storage unit.of the virtual memory module is

20 implemented using a large-capacity storage device such as a
hard disk, and it operates as a virtual memory space of the
data storage unit of the IC module. Thus, the maximum
memory capacity of the IC module becomes essentially
unlimited. The virtual memory module is implemented, for

25 example, by a server machine provided on a broadband network.



10 the IC nodule 100. Fig. 11 is a diagram show ng a sequence of operation
that is executed anong the I C nodule 100, the reader/witer 200, and the
virtual nenory nodul e 300 for achieving quick by caching data in the data
storage unit 101 of the I1C 15 nodule 100. Fig. 12 is a schematic di agram
showi ng an inmage of using the I C nodule 100 to cache data that is
frequently used by a user. Fig. 13 is a schematic diagram show ng a

nodi fication 20 of the data nanagenegtlﬁygten1shomm in Fig. 7. Fig. 14 is a
schemati c di agram showi ng a nodi ficati on of the data managenent system
shown in Fig. 7. Fig. 15 is a schematic diagram show ng a nodification of
t he data managenent system shown in Fig. 14. 25 Fig. 16 is a schematic

di agr am showi ntherhean ID 2% tWonflige ats drrafsnl thad mnegenent c sy
according to a third enbodi nent of the present invention. Fig. 17 is a
schenat i coeffegerntstolf ngodhée candi foeareodevf wrhbedat anaaragedent system
in which a5 termnal 100 is operating in a reader/witer node. Fig. 18 is
a schemat¢en@apageaii ehdowpageehencanf pybFainenseguandat af nhRaefehe system

in which a termnal 100A operates in a reader/witer node and a
communications are carried out. Furthermore, the

5 reader/writer accesses the virtual memory module on behalf
of the IC module, accessing relevant data. The virtual
memory module is accessed by encrypted communication based
on an existing sequence of network communications, such as
TCP/IP protocols.

10 Furthermore, in the data management system according to
the present invention, when a virtual memory module that
operates as a server is used, a cache of accesses is stored
in an existing IC module. Thus, the speed of access to
desired data that has been cached is improved.

15 The reader/writer may request the virtual memory module
to reflect cache in response to rewriting of data cached on
the IC module. Furthermore, the virtual memory module may
further comprise a cache reflector for rewriting
corresponding data in the data storage unit in response to

20 the request for reflecting cache.

In that case, upon confirming that data in the IC
module has been updated, the reader/writer starts accessing
the virtual memory module, and reflects an updated state in
the IC module to corresponding data in the virtual memory

25 module, thereby maintaining consistency of cache data.



term nal 100B operates in a card node. 10 Fig. 19 is a diagram show ng a
sequence of operation for transferring data fromthe term nal 100A
operating in the reader/witer node to the term nal 100B operating in the
card node. Fig. 20 is a diagram show ng a systemfor collecting a 15 charge
for transferring data when data is transferred fromthe term nal 100A to
the termnal 100B. Fig. 21 is a schematic diagram showi ng a system for
settling a transaction using electrogiigngney when data is transferred from
the termnal 100A to the termnal 100B~-20 Fig. 22 is a schematic diagram
showi ng an exanpl e configuration of a systemusing an |IC nodule (rel ated
art). Best Mdde for Carrying Qut the Invention 25 Now, enbodi nents of the
present inventhurthetnodrs, at Réastdesox idedthaer deddet/writer efeience to the
drawi ngs. A. First Enbodinent A first enbodi ment of the present invention
is a systehrbudbrmgmenyehgdub@aging tker I€ dadulesmay enmpCimedal e.
According to the first enbodinent, a nenory area that is limted in terns
of hardwafache seieohing esxpandetesbachmatorheliaxingnmanuaeiryteapacity of
the 1 C nodul e becones essentially unlimted. 10 A-1. Enbodinent 1-1 Fig. 1
schemat i capPegisnodatankobbsi eacbhadi guFat tbatoragedathenaaahenwni teyst em
according to the first enbodi nent of the present invention. As shown in the
figure, twelbasaths @dahagefeActegsvem £hel Gaebeafeleckbadl 85800 that is
carried by a user and that securely holds particular data_(val ue

i nfor mat i PACBFTERE FTRB) the YerbeR! WrFTRFY2BOIRLFR 58c§§§iﬁg RoREABry space

oSt 0B ok Sl Ao 0y L L B PRl 00
100 incluge a_da%g storage nit.10 rod,88 conngnicat'on controll er 102
For commuibaei g arTRCEng. FHakei Fur FeaFSBboY SRECa SRR &Fcrypt i on
controlleg; 108,505 cCRABREY! bind1 ERELYRTECR; 2k Hat 38X eR2NGSY WhEN LRGe
10 information on the IC module. By the user-driven caching of
frequently used data, desired data can be used without
connecting to the virtual memory module, so that quick
transactions are achieved.
Furthermore, a server-side reader/writer module that is
15 connected via the network, and a cache writer for writing
data that is used on the IC module more freguently than a
predetermined frequency to the IC module, may be provided,
the server-side feader/writer module comprising a
reader/writer encryption processor for controlling
20 encryption of communication data exchanged with the IC
module.
In that case, the reader/writer receives a response
received from the IC module, and transfers encrypted
response data as 1t is to the server-side reader/writer

25 module via the network, and the response data is processed



25 reader/witer 200. - 27 The I1C nodule 100 is inplenented, for
exanple, in the formof a card, or is inplenented in the formof a chip and
is included in a snmall device such as a cellular phone or a PDA. The data
storage unit 101 is a sem conductor nenory, 5 and the storage capacity

t hereof has an upper limt. The reader/witer 200 includes a reader/witer
communi cation controller 201 for communicating with the I C nodule 100, a
reader/witer encryption controller 20% for controlling encryption of data
exchanged with the IC nodule, 10 and™a Refwor k communi cation control | er 203
for carrying out data conmunications via a network such as a TCP/IP
network. The reader/witer 200 is inplenented, for exanple, by a server
machi ne thatthe psovétledi 98 feddonbbantenety@tike and that is capabl e of
accessing the I C nodul e 100. 15 The respective conmuni cation controllers
102 and 201 ofTHehesdxvarodiilde I¥hderd/ wiie areadetu vy | ferimiemanwett to each
other, for exanple, in a contactless nmanner based on the principles of

el ect r omafoet éxampbectbpna Fhevernrmachimeniltat i Dn pootrideéd eon 183

communi cates with the 20 reader/witer 200 by changing its | oad between

ant ennas Rroxdistiodnetbesed andathespbnseapalghal of caaceseiygstigeal fromthe
reader/witer 200 to anplitude-nodulate a signal that appears in a receiver
circubt ofirteal eagreerwinednloo0. Witkyi obbiinicondetesibaldeinebhet Be 1 C
nodul e 100 and the 25 reader/witer 200 is not limted to a contactless
connect i opodule, gt %%de%téBhn@Et¢@ﬁanﬁ?OB%dfbﬁnﬁ@eb?atﬁsét@rﬁgetH@lFC

nodul e 100 in a card slot of the reader/witer The virtual nenory
modul e 300 i ¢ utfesmad Hé?ah%?o?%@% 9%?@6@01nfBPepF%vm%¢Hbea Ghetual nenory
space for the 1C 5 no net wor k é gnunlcatlon controller L

communi cat $hjehi $ ?hﬁe?§%HZV¥hF?Fe?° B8 ARESaSeEr Hh %nE?yﬁ??B cEﬁ?roIIer

f L] d h h th
200, The %%Lﬁ%%a’i%%/ﬁﬁfﬁ%f% ?m%a aEhEnCubhEY oPF o4t 305746 5B 3BE%0f the
virtygl ng QDQHlF §90 odeger/&”'£E QQ Lonmg ,fﬁ%“okk

connécti on d on pre de ernln COnMuNi cat ron oco s 3xanp|e,

TCPIIP. T t¥t§t8§'dg?gné¥o %ﬁ §$Q %§t%g§€%£%%% ?Bygoé¥ EnBar e.a Tenory

area int a storage un islimted

in terms r%d@f‘é MRS Enofl hseghr&yeheaemwhgo@l@'ﬁoc“}QQe' téﬁéfsé§v891sﬁéé“ ed
for use by a user, so that it does not have hardware’restrictions such as a

card shapﬁeaa@yﬁwrib@rdﬁbau§éoaaggsgasttﬁelvgitﬁaf MenbE9! mBBOREY vARAUl €
300 is inplenented using a | arge 20 capacity storage device such as a hard

di sk, andché Ppewatrst8SoBt¥inttné &rtRty spagetaf ribe €dRkadstarage unit
101 of the I C nodul e 100. Thus, the maxi mum nenory capacity of the IC

modulle 10@tbea@aESnesseﬂtthélyluﬂhaM1meﬂoryhﬁodunéualAﬂeaﬁrananUhas300 i's
i npl enented, for exanple, by a server 25 machi ne provided on a broadband
net wor k. been28xchanged with the IC module, an actual data entity in

the virtual memory module is accessed by communications

between high-end servers connected to each other via a

broadband network. Thus, transactions end in a very short

20 time.

A fifth aspect of the present invention is a data
management method for managing data associated with IC
modules between a first terminal and a second terminal each

25 having an IC module mode for securely storing data and a



The data storage unit 101 of the IC nodule 100 stores an ID for identifying
a data space of the nodule, and a link to data in the data storage unit of
the virtual nmenory nodule 300 is fornmed based on the ID. Furthernore, in
the 5 data storage unit 101, a specific file structure is forned, and an
upper limt value thereof is set. The upper Iimt value of the data storage
unit 101 is linked to a file structure of the data storage unit 301 in the
virtual nenory nodul e 300. 10 When co nicating with the IC nodule 100, if
an entity of data stored in the data storage unit 101 of the |IC nodul e 100
is not present in the IC nodule 100, the reader/witer 200 accesses the
virtual nenory nodule 300 via the network to obtain the entity of data from
t he data stetagéwuntér3fddédSrfof tbeuveltuatceepiny anduher300. mEualyi rt ual
menory nodul e may be provided for each I C nodule. Alternatively, a virtual
menory nodul e wieyreiovdates viltdtual s neeswed yors patce sI G i madit beeofisé ycli oo f a
plurality of IC nodules. Obviously, one IC nodule may have virtual nenory
20 spacestha tephimalst ysoéswociabbdmeibhyunbdukesderigfi2ashonsdata,
procedure of operation for accessing an entity of data stored in the IC
nodul e 100henidhptiftiaatbnangdatat asgecéatetheitbnrdabiacani thecdbtrol ler 201
of the reader/witer 25 200 constantly polls the I C nodul e 100. - 30
Wien tthe medudaubeingompsagedced ﬁndgﬁﬁgﬁéﬁent proximty to the
reader/witer 200, the card comunication controller 102 is activated to
al | ow connect i ¥ baRete bh Wrertidhaghet tearnteerednfranerhe t ier$€ nodul e
100 5 generates response in the card encryption controller 103, and
returns tﬁ@rWéQﬁgn§8 EBetﬁECPBQdE?FW%PPéV 200. Then, the | C nodul e 100 and
the reader/witer 200 execute ﬁroce aut gngication and

n

response at |e ST S bontde bt b5t abt P K %%%3 f6£ﬂ?% ﬁ%?%%t n°and to share 10
a0, SOt YPLL AN IVSLOR, SSRUG cdBhe RATUVILESLLNS 10 enorypon are
the daja storageuoit, 04 | B Lhe: L ameyl rabp. <gbt2L0bRgaLIRY LALor mation
data to be transferred is obtained from the second terminal,
and the data associated with ID1 is transferred to ID2
on the database.
Identification data herein refers to information for
15 identifying an individual. The identification data may be
an ID consisting of several bytes of data assigned to the
individual, biometric information uniquely owned by the
individual, such as a fingerprint, or the like.
When data is transferred from the first terminal to the
20 second terminal, the first terminal operates in the
reader/writer mode and the second terminal operates in the
IC module mode, and second identification data for
associating the data to be transferred is read from the

second terminal using a reader/writer function of the first

25 terminal.



15 storage unit 301 in the virtual nenory nodule 300. In the data storage
unit 101, a specific file structure is formed, and an upper limt value
thereof is set. The upper limt value of the data storage unit 101 is
linked to a file structure in the data storage unit 301 in the virtual 20
menory nodule 300. If an entity of data stored in the data storage unit 101
of the 1C nodule 100 is not present in the I C nodule 100, the reader/witer
200 accesses the virtual nenory nodul e 300 via the network to obtain the
entity of data fromthe data 25 storég@zuﬁit 301 of the virtual nenory
nodul e 300. - 31 Mre specifically, the reader/witer 200 polls the
virtual nmenory nodule 300 via the network using the ID obtained fromthe IC

nodul e 100. | reyeshomnssse f hepot rddmgd 1aEie Yo Mkt £ S genered esha 5
response in the card encryption controller 303, and returns the response to
t he readeddpabées, 20Pe Pioseducesinal nisuabthfii be@ndbfcavmpbeandnr esponse are
executed at | east once to establish nutual authentication and to share an
encrypti odakaytrahefeby sedutkbedatacudnmhenintaélohs nstnfiederypai bheare 10
al l owed. Then, the virtual nenory nodule 300 and the reader/witer 200
execut e pforsdutesmbohahut aél canphehipsacfodabadtraspbase at | east once to
establish mutual authentication and to share an encryption key,
5 Thus, with the data management method according to the
fifth aspect of the present invention, secure exchange is
allowed between two terminals without holding a secure
memory having a large capacity.
Furthermore, in the data management method according to
10 the fifth aspect of the present invention, when data is
transferred from the first terminal to the second terminal,
a price for the use of data transfer service may be charged
to at least one of the first terminal and the second
terminal.
15 Furthermore, in the data management method according to
the fifth aspect of the present invention, when data is
transferred from the first terminal to the second terminal,
electronic money data stored in the second terminal may be
decreased by a sum added by the data transfer and/or
20 electronic money data stored in the first terminal may be

increased, thereby settling a transaction of data transfer

by electronic money.

Other objects, features, and advantages of the present

25 invention will become apparent from the following detailed



15 whereby secure data comruni cations using encryption are allowed. In
order to obtain an entity of desired data, the reader/witer 200 is all owed
to repeat procedures of Read or Wite access and response thereto with the
virtual nenory nodule 300 as many tinmes as needed. 20 Fig. 3 is a flowhart
showi ng a procedure of operation for allowi ng the reader/witer 200 to
access an entity of data stored in the I C nodule 100. When the |IC nodul e
100 is placed over the reader/witer 223, the card comruni cation controller
102 is activated, 25 whereby a contactFe&sS connection based on

el ectromagnetic - 32 induction is established (step S1). The I C nodul e
100 generates a response in the card encryption controller 103, and returns
t he respofsect Dot henrefdenbadinent 200f Thenprébent Ginvdnt eod0liand t he
reader/writer 200 5 execute procedures of nutual authentication and
response xtféraste oncethe astabpashingtdadwangbenticati on and to share an
encryption key (step S2), whereby secure data comruni cati ons using
encryption are allowed. Furthernore, the reader/witer 200 reads an ID
(Readl D) 10 stored in the data storage unit 101 in the I C nodul e 100,
obt ai ni ng | Bakef nPesanipbhonood theeDsavirgére in the data storage unit 301
in the virtual nmenory nodule 300 (step S3). Then, it is determ ned whet her
val ue>i nformation (val ue) such as el ectronic noney or electronic ticket, or

15 other desired data, is present in the data storage unit 101 in the IC
modul e 100 (stngfyg_ls a schematic diagram showing the basic

configuration of a data management system according to a
first embodiment of the present invention.
Fig. 2 is a sequence diagram showing a procedure of
10 operation for accessing an entity of data stored in an IC
module 100 in the data management system according to the
first embodiment of the present invention.
Fig. 3 is a flowchart showing a procedure of operation
for allowing a reader/writer 200 to access an entity of data
15 stored in the IC module 100.
Fig. 4 is a schematic diagram showing a modification of
the data management system shown in Fig. 1.
Fig. 5 is a schematic diagram showing a modification of
the data management system shown in Fig. 1.
20 Fig. 6 is a schematic diagram showing a modification of
the data management system shown in Fig. 4.
Fig. 7 is a schematic diagram showing the basic
configuration of a data management system according to a
second embodiment of the present invention.

25 Fig. 8 is a flowchart showing a procedure of processing



If desired data is present in the data storage unit 101 in the |IC nodul e
100, the reader/witer 200 repeats procedures of Read or Wite access and
response thereto with 20 the IC nodule 100 as nany tines as needed to
obtain the desired data (step S5) . In the data storage unit 101, a
specific data structure is forned, and an upper limt value thereof is set.
The upper limt value of the data storage unit 10l is linked to 25 a file
structure in the data storage unit 30l ,iin the virtual - 33 nenory nodul e
300. Thus, if desired data is not présgﬁt'in the data storage unit 10l in
the I C nodul e 100, the reader/witer 200 connects to the virtual nenory
nodul e 300 by the network 5 conmunication controller 203 via the network
(st ep S6)fonnall aernd esher oeader ter Dfemu QAl taudbiehéveagubokand response at
| east once to establish nutual authentication and to share an encryption
key (steptSmsadhieonstheingaders wacked200 thepedfsmpdotedtbeés of Read 10 or
Wite access and response thereto with the virtual nmenory nodul e 300 as
many times as Fiepddd isiand tdwechartomhovwiew f& aretrdy® miduwecqessing
obtaining the desired data fromthe data storage unit 301 of the virtua
menory noferergbbe¢ctiep 38 ypdatsd| atakesienbbai Aennodwhenldh £ or the
like is transmtted in comunications between the | C npdule 100 and the
reade w $PEFESPONAEREr $pERIIB ORRENY EBERBA F8MeAY r PREUSEt 3B9sed on an

exi sting sequence of |C nodul e commyni cations. Further

, the,

reader/writer 260 atlessed %%FQ?ﬁFWEWQWkﬂgrﬁﬁﬁﬁ@”%%ﬂﬁlSP%%@E%%EB%%aIf of
the I C dule 100 t | t ta., Th Lrtual dul e 300
hecessed BY2EnbryBEoa EeAmaRPed Fh BacBACBACahiRk ERPndcaBREANC teE

t k i t] . h TCP/ I P t Af . LD h
Communi caf0lr vFER ERE TRl EoBer1onoBkRe PeRaEPFuPPeE 300 dhietses an
actual da PafOLELYOLE b Tc%éhié@ed¥£5tEﬁ'a”8HP y EBQH%% ﬁﬂ?th01 of
comuni cat T 3ng- et Rean i Ghcend>servers connected to each other via a

broaqgﬁnd REtyer k- q59et hgh transactions end in a very short time. (On the
ot her ana, a conmuni cation environnent where a connon

Fig. 11 is a diagram showing a sequence of operation
that is executed among the IC module 100, the reader/writer
200, and the virtual memory module 300 for achieving quick
by caching data in the data storage unit 101 of the IC

15 module 100.

Fig. 12 is a schematic diagram showing an image of
using the IC module 100 to cache data that is frequently
used by a user.

Fig. 13 is a schematic diagram showing a modification

20 of the data management system shown in Fig. 7.

Fig. 14 is a schematic diagram showing a modification
of the data management system shown in Fig. 7.

Fig. 15 is a schematic diagram showing a modification
of the data management system shown in Fig. 14.

25 Fig. 16 is a schematic diagram showing the



5 1Cnodule is used is restricted by the operating speed of an 8-bit CPU of
the I C nodule, so that the bandw dth of comunications with a reader/witer
is on the order of 200 Kbps.) 10 A-2. Enbodinent 1-2: Fig. 4 schematically
shows a nodification of the data managenent system shown in Fig. 1. In the
enbodi nent shown in Fig. 1, the reader/witer 200 that is capabl e of
accessing an | C nodul e al so supports networking so that the 15
reader/witer 200 can al so access the virtual nenory nodule 300. In
contrast, in the enbodi nent shown in'F?é. "4, a reader/witer 200 does not
support networking, and the reader/witer 200 accesses data that is held in
an | C nodul e 100 under the control of a server 400 provided on a networKk.
20 A menogyn fioglut £t B0 b5 ACELSS el MYgbhencesyetet0c¥bAdi g Petork. As
shown in Fig. 4, the data managenent systemincludes an | C nodul e 100 t hat
i s carri echbyd eemtsed imaet t At tisecpresyntbol gseparéncul ar data (val ue
information or the like), a 25 reader/witer 200 for accessing a nenory
space of the IGg. -1735 s rodudhen(( d direepchrorshisw irey datea, a virtual nenory
nodul e 300 that is connected via a network, and a server-side reader/witer
modul e 40onfipguiat tapabf etind dopaumacagémenti shstéme readeichrater 200 and
that accesses a nenory space 5 of the virtual nenory nodule 300 to read or
wr i t e Sdatermhral G dddis eone@oat hed ublesa ardadar svoibge mede. 101, a card
comuni cation controller 102 for conmmunicating with the reader/witer 200,
and a card endriyt ildh Icorm resiematiold digrgrantstoIving tdreryption of data
exchanged with the 10 reader/witer 200. The I C nodule 100 is inplenented,
for exanFLigrdelonrof f dakarmanagenent npyehent &d vhieheaform of a chip
and is included jn a small device such as a cellular phone or a PDA. The
dat a st orageMtRft 4097 Perakds chhdRickerIRBMBF yte1omadd #n@ 3t or age

capacity thereof nupper limt. The reader/witer 200 includes a
reader/ww??ﬁml%%%gﬁi?gé??% EEBRt 01 #eF25B 1P - communi cating with the 1C

nmodu 100, a reader/ wrjter encryption controller 202 for controlling
encr;l}gti on of r}g‘ﬁqa 1g€clhsar?geddlavﬁlia?‘ﬁn ﬁ%&ﬁ?gzc? modigice ot operation

for transferring data from the terminal 100A operating in
the reader/writer mode to the terminal 100B operating in the
card mode.

Fig. 20 is a diagram showing a system for collecting a

15 charge for transferring data when data is transferred from
the terminal 100A to the terminal 100B.

Fig. 21 is a schematic diagram showing a system for
settling a transaction using electronic money when data is
transferred from the terminal.looA to the terminal 100B.

20 Fig. 22 is a schematic diagram showing an example

configuration of a system using an IC module (related art).
Best Mode for Carrying Out the Invention

25 Now, embodiments of the present invention will be



The respective communi cation controllers 102 and 201 of the |IC nodul e 100
and the reader/witer 200 connect to each other, for exanple, in a
contactl ess nmanner based on the principles of electromagnetic induction.
The card 25 comuni cation controller 103 conmuni cates with the - 36
reader/witer 200 by changing its | oad between antennas (not shown) based
on a response signal to a query signal fromthe reader/witer 200 to

anpl i tude-nodul ate a signal that appears in a receiver circuit of the
reader/witer 200. 5 Cbviously, connéctfoii between the I C nodul e 100 and
the reader/witer 200 is not [imted to a contactless connection, and a
connection may be fornmed by inserting the I1C nodule 100 in a card sl ot of
the readegéyki186d20R. ddhgiyi withl roB8PENCHDEY] €h808rhnchydes a data
storage 10 unit 301 for providing a virtual nenory space tor the |IC nodul e,
a network communi cation controller 302 for comunicating with the
reader/witer 200, and a card encryption controller for controlling
encrypti oB. ofidat aEekchismged with the reader/witer 200. 15 The virtual
menory nodule 300 is used to virtually expand a nenory area in the data
storage unit WIifofst hemb@imehit eofl0he wiredents inventeton nis ex nsysfem

har dware. The virtual nmenory nodule 300 itself is not carried for use by a
user, 5so fontsecudedy manapaneg haedhardatesusingi ansISushdase20 a card
shape. Thus, the data storage unit_ 30l of the virtual nennrx modul e 300 is
i npl enent®acasdhggatparhe €apati epbedémane, devingBosychrag &hRAr dsdi sk, and
it operates as a virtual nenory space of the data storage unit 101 of the
| C nodul elibdtedhiys, teresnaki handnesdr yScupabreylyf ekRandsd) eonblake 100
beconmes essentially unlimted. The virtual - 37 . menory nodule 300 is

i npl enent B¢ PRXIBRBNBEBOr By CaPa&ELt¥r OfratRfnéCpPBdHdedP8RCRSHr oadband
networ k. The server-sid ,readgr/wwiter nodul e 400 includes a reader/witer
encryptioﬁSESHFF8&ﬁ¥ruﬁ imiEPdearrying out 5 encrypted communications with
the reader/witer, and a network comuni cation controller 402 for carrying
out & ta comuni cations via a network such as a TCP/IP network. The
server-sigde.reader/witer . nmodule 400 is inplenented, for exanple, by a
server maﬂ L Boathoht 1rr9ded on a broadband 10 network and that is

capabl e of acc in i I . : i veesnet wor k
communi cation %%iirgl%ggggégégg%%yzﬁégﬁﬁ t % %?%?%afgﬁgﬁggigﬁ%%tlng%O and
the servepashdgahgadRbn k8t eAPdBEE 4984 @bMacnet Wk fBBASREREN Sased on

the present invention. As shown in the figure, the data

15 management system includes an IC module 100 that is carried
by a user and that securely holds particular data (value
information or the like), a reader/writer 200 for accessing
a memory space of the IC module 100 to read or write data,
and a virtual memory module 300 that is connected to the

20 reader/writer 200 via a network.

The IC module 100 includes a data storage unit 101, a
card communication controller 102 for communicating with the
reader/writer 200, and a card encryption controller 103 for
controlling encryption of data exchanged with the

25 reader/writer 200.



15 predeterm ned comuni cation protocols, for exanple, TCP/IP. The data
storage unit 101 of the IC nodule 100 stores an ID for identifying a data
space of the nodule, and a link to data in the data storage unit of the
virtual nenory nodule 300 is fornmed based on the ID. Furthernore, in the 20
data storage unit 101, a specific file structure is fornmed, and an upper
limt value thereof is set. The upper limt value of the data storage unit
101 is linked to a file structure in the data storage unit 301 in the
virtual nmenory nodul e 300. 25 Wen obtalnrng data held in the I C nodul e
100, if an - 38 entity of data stored in the data storage unit 101 of
the 1C nodule 100 is present in the |IC nodule 100, the server-side

reader/writer mRdulce rftdfhi1ac e ess g lldmddid e £00 astangine rigadetd witer
200 to obtain the entity of data fromthe data 5 storage unit 101 of the IC

nmodul e 10forof he €dre) dands ihpoementédyinftrHat foshosedai Bhipeasdat a
storage unit 10l of the I1C nodule 100 is not present in the |IC nodule 100,

t he serveissigleli@adernwsi §sl odelecd08uakcessescébeuvartpabnaespry nodul e
300 via the network to obtain the entity of 10 data fromthe data storage
unit 301 pbAtL heThe rdaah seovaye nodit el3D0is Aa 3sekirboddnendr Im8moAggcor di ng
to the present invention, virtual 15 transactions with the virtual nenory
nodul & 30@ndrehexscotage soaphatty neepeyfahaa an theerClimitl e 100, which
is limted in ternms of hardware, is virtually expanded. Thus, the maxi mm
menory capaci tEheofreadvien Ay riotke 00Ol helootes @slsﬁe&d@afmylﬁﬂﬂl mted. 20 The
virtual transactions with the virtual nmenmory nodul e 300 are executed by
cooper at | Yeppeiaatbps ePnthelienddPlwEPr eFoBNERYPRE BRI CBREROENEr 1802 in
the reader/witer 200 (or the reader/witer encryption_controller 401 in
the servePodple }eRdep/ WRRERE/WHHLEE ﬂOGfYEEHOPhGOEBFeléSre%@?ySPFon

controll er 303 the virtual 0 ative
oper at i on%OIF'BFOgéE%t PRGTVPF OB g? éﬂEéc?i‘SH@na?Q U%EBI F?e Frﬁl @ﬁ@Hﬁ@d in

e S Bhat L oBRREb KR EHRHLLARH PR LR TYERLAT, DU B SRRECHLYS
A TR MU A St 0 S R L AT
Fig. 1 l?héh§e55999%gfgér5985“is implemented, for example, by a
server.machine that is provided on a broadband network and
that is capable of accessing the IC module 100.

15 The respective communication controllers 102 and 201 of
the IC module 100 and the reader/writer 200 connect to each
other, for example, in a contactless manner based on the
principles of electromagnetic induction. The card
communication controller 103 communicates with the

20 reader/writer 200 by changing its load between antennas (not
shown) based on a response signal to a query signal from the
reader/writer 200 to amplitude~modulate a signal that
appears in a receiver circuit of the reader/writer 200.

Obviously, connection between the IC module 100 and the

25 reader/writer 200 is not limited to a contactless connection,



in the figure, a version managenent nodul e 500 nanages 10

virtual -transacti on executing prograns executed by a reader/witer
encryption controller 202 of a reader/witer encryption controller 202 and
a card encryption controller 303 of a virtual nenory nodul e 300. As shown
in Fig. 5 the data nmanagenent systemincludes 15 an I C nodule 100 that is
carried by a user and that securely holds particular data (val ue
information or the like), a reader/witer 200 for accessing a nenory space
of the IC nodule 100 to read or wite d8ta, a virtual menory nodul e 300
that is connected via a network, and a version 20 nanagenent nodul e 500 for
managi ng virtual -transacti on executing prograns for the virtual nenory
nodul e 308nd Thecdin8BEUbe AP hactygrsdapdal AsstoragetHai tclRdguaecard
comuni cation controller 102 for comunicating with the reader/witer 200,

and a cardo@nts ypt c@hd cONbt obt ethd 0Bef@&r ZRrce8kr2bbing encryption of data
exchanged with the - 40 reader/witer 200. The IC nodule 100 is

i npl enent ed, fMite exiatl£l mnidindhe MeduMof360 catdludss is dampd esestLge i n t he
formof a chip and is included in a snmall device such as a cellular phone
or a 5 PDinifThg0dafarspovapeéingi & tDttuslamseargondactoforettheyiCand t he
storage capacity thereof has an upper limt. The reader/witer 200 incl udes
a reader/mpiltke, cornenvenki commoenicatien 26htfoileomiuni canmngiwathnghe | C
nodul e 100, a reader/witer encryption controller 202 for 10 controlling
encrypti onibh taearexdenigedtert A0Oheand avdakrd, enadypthenwopktroller
communi cation controller 203 for carrying out data conmunications via a
networ k sd@h BeracqupreplhegwerkryFhéoreafedptini eschanoefsvwiikpl ehented, for
exanple, by a server nmachine that is provided on a broadband network and 15
that is chpaBee/writetes8Png the I C nodul e 100. The respective

comruni cation controllers, 102 and 201 of the I C npodule 100. and t he

reader/writer % ?ﬁﬁﬁﬁﬁﬁ%Y?)QﬁﬁWPQﬁrﬁﬁ@mq%ﬁc%&%ﬁ$!%PH?H?%J%B%t%%%Iess
el Dated 291 BF PRLDSBLER Of SbEC! pRRUReLip LduehLon, The card 20
chano! 00 L SoLEa PELSSRa PLETE LRk ROBMnh RS BlsRd sppone S anal
that appegpsylpPeAmifi&8! ¥6hmGhiEYELoRT pEBEEEREET £WLT £§LAE9, TcR/1b.
The virtual memory module 300 is used to virtually
expand a memory area in the data storage unit 101 of the IC
15 module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not carried for use by a
user, so that it does not have hardware restrictions such as
a card shape. Thus, the data storage unit 301 of the
virtual memory module 300 is implemented using a large-
20 capacity storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of
the IC module 100. Thus, the maximum memory capacity of the
IC module 100 becomes essentially unlimited. The virtual
memory module 300 is implemented, for example, by a server

25 machine provided on a broadband network.



25 The virtual nmenory nodul e 300 includes a data storage - 41 wunit 301
for providing a virtual nenory space for the IC nodule, a network

comuni cation controller 302 for comunicating with the reader/witer 200,
and a card encryption controller for controlling encryption of data 5
exchanged with the reader/witer 200. The respective network comrunication
controllers 302 and 201 of the virtual nenory nodule 300 and the
reader/witer 200 forma network connection based on predeterm ned

comuni cati on protocols, for exanple; #ePriP. 10 The virtual menory nodul e
300 is used to virtually expand a nenory area in the data storage unit 101
of the I C nodule 100, which is Iimted in terns of hardware. The virtual
‘menory nodul e B0 ddiseldtdmagwturcial riced Jorcisadmaiulser.0cestdwds it does
not have hardware restrictions such as 15 a card shape. Thus, the data
storage uimhtIBO0fcofiddet VEyingl a neaos yspaddl ef 30Re i sodupé enendied UshRg a

| arge capacity storage device such as a hard disk, and it operates as a
virtual nesodytsphcetloéd dbeadatarsgoraget unftti®lvofthae mé&nopdul e 100.
Thus, the maxi mum nmenory capacity of the 20 1 C nodul e 100 becones

essenti althgduhé¢ i 3D 0 etls Fbemedrbaseéd nenotlye nbdul eF300hesmonp) emented, for
exanpl e, by a server machi ne provided on a broadband network. The data
storage uidtalgtonsgeheniC hddul @ Ipecsfbrelibp $Drhoturdehnsi f9imgda data
space of the nodule, and a link 25 with data in the data storage unit of

t he virtuatd n@poepprer- lipit npalre Boeress 58 negt bastieolPpPaE {Emit
Furthernore, in the data storage unit 101, a specific file structure is
formed, arelap @bpehe| fare FhPHRIENBREB1PY $8tlinkedupper FikPt val ue of
the data storage unit 101 is linked to a file 5 structure in the data

st or age uﬁ?%u%g&r?nofhEh%i?§EélSH%H%?? Hodhl 203067 WABNVEBRHAAI BETPRY with
the 1 C nodul e 109 if an entity of data stored in the data storage unit 101
of the | AA3Fe3480 is not present in the IC nodul e 100, the reader/writer

10 2 he_vi | . modul Q0 vi k eriwrite
10 20 accessqh b Hial TR R 00 viad Mppgetprk, g, ohLgl 1 Lhe
300. Th ' t, godyle_ 5Q0_i ¢ Ty ™

200, Tne 4e1 5400 PenSasTl Al 00 agLudes. a1pet ot knCoTRULRL Lo

reader/wi pgr; ENGLYPLEQR AN HOLLET Ié”ﬂoﬁ?ﬁ%ﬁggﬁé, PERgr 9@%889;88&3%55?3 for

controlling encrypted comuni cati ons w t reader/writer

generatinQO@naééésgggdtﬁéogiﬁﬂhgi ﬁeMBEQUﬁbaﬁ§QS§@DiQEaeﬁﬁéuhEBQOEkogram
for the reader/witer 200, a 20 network” conmuni cati on controller 503 for

connecti ngot gptH€nVihtuahteYobY AREH! erdf0tMbadathetwBikgealdid 301
vi rtual menory-nodul e encryption controller and extended program generator

504 fizr centthtl yngteacr yphedycasaunecaboons with the virtual nmenory nodul e
300 and for generating an extended 25 programof a virtual -transaction
executing progeenfortide memory module may be provided for each IC
module. Alternatively, a virtual memory module may provide
virtual memory spaces simultaneously for a plurality of IC
modules. Obviously, one IC module may have virtual memory
20 spaces in a plurality of virtual memory modules.
Fig. 2 shows a procedure of operation for accessing an
entity of data stored in the IC module 100 in the data
management system.

The communication .controller 201 of the reader/writer

25 200 constantly polls the IC module 100.



- 43 wvirtual nenory nodul e 300. The version managenent nodul e descri bed
above is provided on a network, and respective upgrading prograns for the
reader/witer encryption controller 202 and the card 5 encryption
controller 303 are generated and stored, and are transferred to the
reader/witer 200 and the virtual nenory nodul e 300 at an appropriate
timng. The I C nodule 100 and the reader/witer 200 comrunicate with each
ot her by a sequence using existing prograns 10 (corresponding to a
handshake for comrunication). In sub§é% ent conmuni cati ons between the
reader/witer 200 and the virtual nenory nodul e 300, transactions are
execut ed based on an extended sequence usi ng upgraded prograns. Thus,

wi t hout changiWitgen hehereIGimmodwie t he0 | G nbaded 100, sUbf i ol eotmmuni cat i ons

bet ween the reader/witer 200 and the virtual nmenory nodule 300 after an ID
has been pbtaimedyftonthheré&dapduket&00208n ekeended semmenceatannbe
executed. That is, the effect is essentially the sane as in a case where a
program oftonheoltenpdlkeisoocisvapgdatiedal20wFaphhecihope, bpsedessi ng with a
| arge | oad that cannot be handl ed by the performance of the I C nodule |00
can be exetactyobygneseécvendurticher nBhen, whba aCswediée @APity wi shes to
extend a function of the | C nodule 100 only for the sake of its own 25
servi ce, @eDArgtesser YPEROBAA BB Fhpl eAbAt BECAYPALIPBWCcEBSIroller 103,

and returns the response to the reader/writer 200.

Then, the IC module 100 and the reader/writer 200
execute procedures of mutual authentication and response at
least once to establish mutual authentication and to share

10 an encryption key, whereby secure data communications using
encryption are allowed.

Furthermore, the reader/writer 200 reads an ID {(ReadID)
stored in the data storage unit 101 in the IC module 100,
obtaining link information to a file structure in the data

15 storage unit 301 in the virtual memory module 300.

In the data storage unit 101, a specific file structure
is formed, and an upper limit value thereof is set. The
upper limit wvalue of the data storage unit 101 is linked to
a file structure in the data storage unit 301 in the virtual

20 memory module 300.

If an entity of data stored in the data storage unit
101 of the IC module 100 is not present in the IC module 100,
the reader/writer 200 accesses the virtual memdry module 300
via the network to obtain the entity of data from the data

25 storage unit 301 of the virtual memory module 300.



- 44 Dby using the existing IC nodule 100 as it is and upgrading the
version of a programof the virtual nenory nodule. In contrast, it incurs a
very high cost to develop a proprietary I1C nodule. 5 A-4. Enbodi nent 1-4:
Cooperative operations for executing virtual transactions with a virtual
menory nodul e are usually inplenented in the formof transaction executing
prograns 10 executed by respective nodules. A fixed programof an |C nodul e
100 can be virtually extended if the transaction executing prograns can be
upgraded. Fig. 6 schematically shows~a3fodification of the data management
system shown in Fig. 4. In the enbodi nent shown 15 in the figure, a
reader/witer 200 does not support networking, and it accesses data held in
the | C nodul e MR widass fihe 1000t rdle dfe isenmert A0Q N pgo e W&, and a
virtual nenory nodule 300 is accessed by the server 400 via the network.
Fur t her no¥ £xt@a V efishOfy Mae@geserid 0 nodal €h&00e 20c ARNAgESg vié udb-t ransacti on
executing prograns executed by a reader/witer encryption controller 202 in
t he readeshysiined POOmatide alCanddeber ypodion controller 303 in the virtual
menory nodul e 300. As shown in Fig. 4, the data nanagenent system i ncl udes
25 an | C nodulls MEkddrede, schomrviedidly memsey reothitehali0Gemnetates -a 45

hol ds particular data (value information or the like), a reader/witer 200
f or abcesstsprrsaeimryhgpagedoénthept onodoherdabbero3Peadand wetuendata, a
virtual nenory nodule 300 that is connected via a network, a server-side 5
reader/ wikerresponee 400 that readesnpabieest 288mubtreatdngedi oh magual
reader/witer 200 and that accesses a nenory space of the virtual nenory
nodul e 30BuEkerehgabionr Apd BASRONBAJAESVEKSFBReAaARhgeRRAT ABARI EC500 for
managi ng virtual transaction executing, prograns for the virtual nmenory
modul e 108SbRPLlTRR PetHadubethentifeFiaBs2addhPaSRebragR BRFEYRH1OMA card
comuni cation controller 102 fo connunicatingamﬁth t he readeg/wwiter 200,

and a carP¥nctyPTPBK EBAEFSI FRF2 169 FBPIEBREFBF| FRE EnERGPYPEACBS 285t a
exchanged, 4 sheghe
Then, the virtual memory module 300 and the
reader/writer 200 execute procedures of mutual
authentication and response at least once to establish
mutual authentication and to share an encryption key,

15 whereby secure data communications using encryption are
allowed. 1In order to obtain an entity of desired data, the
reader/writer 200 is allowed to repeat procedures of Read or
Write access and response thereto with the virtual memory
module 300 as many times as needed.

20 Fig. 3 is a flowchart showing a procedure of operation
for allowing the reader/writer 200 to access an entity of
data stored in the IC module 100.

When the IC module 100 is placed over the reader/writer
200, the card communication controller 102 is activated,

25 whereby a contactless connection based on electromagnetic



15 reader/witer 200. The IC nodule 100 is inplenmented, for exanple, in the
formof a card, or is inplenmented in the formof a chip and is included in
a small device such as a cellular phone or a PDA. The data storage unit 101
is a sem conductor nenory, 20 and the storage capacity thereof has an upper
limt. The reader/witer 200 includes a reader/witer conmunication
controller 201 for comrunicating with the IC nodule 100, and a
reader/witer encryption controller ZOézfor controlling encryption of data
exchanged with the 1 C 25 nodul e. The respective conmmuni cation
controllers 102 and 201 of the I C nodule 100 and the reader/witer 200
connect to each other, for exanple, in a contactless manner based on the
princi pl esndficei ent tonagnabl tshaducstep. SThe c@nd FCemodypei dh0control | er
103 comuni cates with the reader/witer 200 by changing its | oad between
ant ennas geRerahenny basednsm anrebponsedsegnayptbon gaptyodignal0Bfom the
reader/witer 200 to anplitude-nodul ate a signal that appears in a receiver
circuit oingdheckendertiei respouoe 10 the veadealwnihery2f6ddul e 300 incl udes
a data storage unit 301 for providing a virtual menory space for the IC
nodul e, a net Wots& cdhfini € MIBRL oG aAndrtisprdatenimitteal®hg with the
reader/witer 200, and _a card_encryption controller 303 for controlling
encryﬁtlo%x%?uB%t%rqge%%ﬁﬁ%nﬁgdeFFﬁltﬁEtF@%HéﬁﬁﬁﬁPﬂeﬁnéogeswﬁéselﬁtual
menory no e, 300 is, used to_ vi rtuallglex and a,menpry area in the data

st orage u ??sﬁoﬁn%? tReSFEERDUTR MUBBAL WA ERCREIFRRLPBAANA For ABaEE

har d - adh t ual 300 itself t d f b

20 user. b TRAtVPETGReE Rol S haveSAhr dUBF BPESPFFEEPoRS Buch as a card
h Thys t 1 of _th t dul e 300

?ngpgnentedmﬁégﬁﬁggi agggég% ?§r¥$g%%§eaﬁ%5?¥£5§§@h ggngrﬁagg gigk an:jS

it operates a Y. age | f 25
the | C nodul eSEl 0. %Me Wm&%ﬁ/ﬁﬁégcﬁaﬁf %f w Re (%18

moduhe 100 hecanes @ﬁée&&’cﬁ' SotBLibhed. 1 ghes i EEga&gj"ﬁgaﬁnggeg' e 300 i s

i npl enented, for exanple y a server |ne provided on a band
net wor k. J]B@a:?ﬁif«f?rlﬁﬁelﬁﬁéﬁ%é%ht@6 éO@ﬂ@cgegééthé fpadar/ woiLer

encryption controller 401 for carrying out encrypted comunications with
the readestyragerunandiel neh WoRK ¢OFPUAL CRbHOPY CABENLOL! 8004Q2+EpN sgwryl ng

out data communications via a network such as a TCP/IP network. The
reader/writer 20, sit nd ederd e ndd rwieseEigt evailye A IS MeIt ion
(value) such as electronic money or electronic ticket, or
15 other desired data, is present in the data storage unit 101
in the IC module 100 (step S4).

If desired data is present in the data storage unit 101
in the IC module 100, the reader/writer 200 repeats
procedures of Read or Write access and response thereto with

20 the IC module 100 as many times as needed to obtain the
desired data (step S5).

In the data storage unit 101, a specific data structure
is formed, and an upper limit value thereof is set. The

upper limit value of the data storage unit 101 is linked to

25 a file structure in the data storage unit 301 in the virtual



10 machi ne provided on a broadband network and that is capable of accessing
the virtual nmenory nodul e 300. The respective network conmuni cation
controllers 302 and 402 of the virtual nmenory nodul e 300 and the
server-side reader/witer 400 forma network connection based on 15
predet er mi ned conmuni cation protocols, for exanple, TCP/IP. The data
storage unit 101 of the IC nodule 100 stores an ID for identifying a data
space of the nodule, and a link to data in the data storage unit of the
virtual nmenory nodule 300 is forned baséd~on the ID. Furthernore, in the 20
data storage unit 101, a specific file structure is fornmed, and an upper
limt value thereof is set. The upper limt value of the data storage unit
101 is |ipkedryondahidesspructure in the data storage unit 301 in the
virtual nmenory nodul e 300. 25 Wien obtaining data held in the |IC nodul e
100, if an  -TrHAfs, et idesiofedlalatStios atbd pidwetiatin sieg agecanit 101 of
the 1C nodule 100 is present in the |IC nodule 100, the server-side
reader/ wr st €fag®duh £t 4001 ateessesIithrod@l sotode 400 veadthgwreader Loniter
200 to obtain the entity of data fromthe data 5 storage unit 101 of the IC
nodul e 108onfactbetottiee vanthal f mamoenpt mbgubé dddabgt bhednebwbbie data
storage unit 101 of the I1C nodule 100 is not present in the |IC nodule 100,
t he sérvecemmaelcaaden/ aonteolhedul@340Daatbesseswbhk YstepabB6igmand nodul e
300 via the network to obtain the entity of 10 data fromthe data storage
unit 301 efetheesiproatdueesr 9fnpdtial380thFheigatiponandnagepensensdul e
500 includes a network communi cation controller 501 for connecting to the
reader/ w1 €28t 200cq| o aenbelpbiRh BuEBadeppiRpRBiCRREPYpENENt@5SBEHEr Ol | er
and extended program generator 502 for controlling encrypted comruni cations
with the PRaBRFFVPFieR 58P ARBSPoP’yenerating an extended program of a
virtual transacti on executin £ro ram the reader/witer 200, a network
et by

f
conmuni cati on cY¥Mr ot&ert Eﬁ%ﬁe£¢9rﬁfﬁ%ﬁﬁﬁépﬁﬁp%@?¥%%lOﬁe%%?Q modul e

300 via a network, and a virtual nenory-nodul e encryption controller and
oxt erdod BF ofF LHF GRHEE 86 o NE0HPBP BN EPOF PR SREr LBE el EE RN METOrn i t h

Virtual - FSARLE: PER BReBET n  fP6gP AT B SN2 FPEULD HETBEY SHodul o 300,
from the IC module 100, obtaining the desired data from the
data storage unit 301 of the virtual memory module 300 (step
S8) .

15 In this embodiment, when an ID or the like is
transmitted in communications between the IC module 100 and
the reader/writer 200, encrypted communication is carried
out based on an existing seéuenée of IC module
communications. Furthermore, the reader/writer 200 accesses

20 the virtual memory module 300 on behalf of the IC module 100
to access relevant data. The virtual memory module 300 is
accessed by encrypted communication based on an existing
sequence of network communications, such as TCP/IP protocols.

After an ID has been communicated with the IC module

25 100, the reader/writer 200 accesses an actual data entity in



- 49 The version managenent nodul e descri bed above is provided on a
networ k, and respective upgradi ng prograns for the reader/witer encryption
controller 202 and the card encryption controller 303 are generated and
stored, and 5 transferred to the reader/witer 200 and the virtual nenory
nodul e 300 at an appropriate timng. The I C nodule 100 and the
reader/witer 200 communi cate with each other by a sequence using existing
programs (corresponding to a handshake MOL comuni cation). In 10 subsequent
conmuni cati ons between the reader/wité&r 200 and the virtual nmenory nodul e
300, transactions are executed by an extended sequence according to
upgraded progranms. Thus, w thout changing the version of the I C nodul e 100,
i n comuntkat vonsubkt memory heodehdedd 0w by eco@@lnandtibes 1bewwesnal nmenory
modul e 300 after an I D has been obtained fromthe |IC nodul e 100, an

ext ended Bégierrd sanvebsexenneeted Thatehsh ohbeefviataibresdeandal |y the
same as in a case where a programof the | C nodule 100 is upgraded.
Furthernn?%FW%¥Bce§§iﬁ@aﬁjgﬁaQSP@FgénFogﬂdthatacéﬁﬁmtSQOrbethmﬁdledOby t he
performance of the | C nodul e 100 can be executed by a server. Furthernore,
when a sefRf cRtRATi B§ndi sheSorBuBXERRYCR PONEFPBREBE VRRreCRneemren100 only
for the sgée of, @ts,omn sgryice, a uni que service can be inplenented at a

| ow cOst BYIRLE nyS t hee@xt St FREEFECHBAUPE 80O aReratingapBeapgPidiig

8-bit CPU of the IC module, so that the bandwidth of
communications with a reader/writer is on the order of 200

Kbps.)

10 A-2. Embodiment 1-2:

Fig. 4 schematically shows a modification of the data
management system shown in Fig. 1. In the embodiment shown
in Fig. 1, the reader/writer 200 that is capable of
accessing an IC module also supports networking so that the

15 reader/writer 200 can also access the virtual memory module
300. In contrast, in the embodiment shown in Fig. 4, a
reader/writer 200 does not support networking, and the
reader/writer 200 accesses data that is held in an IC module
100 under the control of a server 400 provided on a network.

20 A memory module 300 is accessed by the server 400 via the
network.

As shown in Fig. 4, the data management system includes
an IC module 100 that is carried by a user and that securely
holds particular data (value information or the like), a

25 reader/writer 200 for accessing a memory space of the IC



- 50 the version of a programof the virtual nenory nodule. B. Second
Enbodi nent According to a second enbodi nent of the present 5 invention, in
order to virtually expand a nenory area in a data storage unit of an IC
nmodul e, which is Iimted in terns of hardware, a virtual menory nodule is
provi ded externally to the IC nodule (e. g., on a network). The virtual
menory nodule itself is not carried for use 10 by a user, and it does not
have hardware restrictions such as a_cs d shape. Thus, the data storage
unit thereof is inplenented using a la ée-capacity storage device such as a
hard di sk, and it operates as a virtual nenory space of the data storage
unit of the I C nodule. The virtual nmenory 15 nodule is inplenented, for
exanpl e, hydalsel®@rtoacdadeoprorl deddavaa Hroadband metowy kmodhls, by
executing virtual transactions with the virtual nmenory nodul e, a nenory
area in theo|thabdus ecommectedsvianateetvorkerasdoi dardemreideés virtually
expanded. Thus, the maxi num nenory capacity of 20 the | C nodul e becones
essent i al tgadetr/wiieer roduher 490 ethatcos deaigalhbet e cemowdieabodd nent of
the present invention, when a virtual nmenory nodule that operates as a
server sWHEthh%yr%@éﬁFh@rHE?é 290 ﬁn@xiﬁ@gnﬁc¢€§%ﬁﬂu¢emeE@§Yr%ﬂagata t hat
has been cached can be_accessed 25 quickly. - 51 B-1. Enbodi nent 2-1:
Fig. ? schEnblecalFyuahohrmeRE %%%P%ecég@lBﬁréﬁ?%noﬁfwﬁ?ﬁﬁt%aﬁﬁnagenent
systen1accord|ng to an enbodi nent of the 5 present invention. As shown in

the fi gure rﬁ‘%ﬁi’é’geerﬂeqﬁ RS el HP 139 ottt 1% that is
carried user and t hat securel gﬁ particul ar data, é
|nfornat| ﬁrgrc?%@uPFﬁéyloﬁ FeahEP %FFt 2 29T f OPHRR LS gawhEﬂDFpespace

300 that FEREBRALETERE L %@ﬁ%ﬁéﬁ”&%ﬁ?.?%?%‘gwacanﬁaf%?ﬁ TEHeEFE hodul e
100 |nclug8§t ?gfig %R%ﬁggtyg t #O&a géﬁaﬁgggugiggtggg controller 102

for conmunica rea car encrypt ion

contrel le C roII|ng encryptlon of data exchanged with the
reade?vww%?%géﬁéggl%E ?Q@nndule 100 is inplenented, for exanple, in the

formof a cardpnhOryc SnddiPd &MY etk | find Nind KX dB OF £ & Cdl i@, | £n 1 #1d uded in

a smal| device such as a celTul ar phone or a 20 PDA. The data storage unit

101 is a gephCoRAHCEQEAERDr Ys 2RF1bREnBEAr BHetRaPESHYoENET Al phasgan
upper limt. In this embodi ment, the data storage unit 101 is used as a

cache forléeﬂﬁ@naaeaylﬁtQrsmgldaaavi&algechnéeraa&e@mu@értbﬁohbkek khat is
frequently accessed. 25 The reader/witer 200 includes a reader/witer
PDA. The data storage unit 101 is a semiconductor memory,
15 and the storage capacity thereof has an upper limit.
The reader/writer 200 includes a reader/writer
communication controller 201 for communicating with the IC
module 100, and a reader/writer encryption controller 202
for controlling encryption of data exchanged with the IC
20 module.
The respective communication controllers 102 and 201 of
the IC module 100 and the reader/writer 200 connect to each
other, for example, in a contactless manner based on the

principles of electromagnetic induction. The card

25 communication controller 103 communicates with the



- 52 communication controller 201 for comrunicating with the |IC nodul e
100, a reader/witer encryption controller 202 for controlling encryption
of data exchanged with the I C nodule, a network comrunication controller
203 for carrying out data 5 conmunications via a network such as a TCP/IP
network, and a cache witer 204 for witing data to be cached to the data
storage unit 101 in the I C nodule 100. The reader/witer 100 is

i npl enented, for exanple, by a server chine that is provided on a

br oadband network and that is capabl e 10 accessing the | C nodul e 100.
The respective conmuni cation controllers 102 and 201 of the I C nodul e 100
and the reader/witer 200 connect to each other, for exanple, in a

cont act | essademnnerihasezd ® by hehpighed ples Déadllect wesmgnet éenanduedt on.
The card 15 encryption controller 103 comunicates with the reader/witer
200 by chaingimg bdsed cad dHetowern st ehmasl (ot a sioewny dHagesl ofiramresponse
signal to a query signal fromthe reader/witer 200 to anplitude-nodul ate a
si gnal thetdadgpbarsten 200 ecei amplivdettnodfilabe & eatigndlwrthat 200. 20

Obvi ously, connection between the IC nodule 00 and the reader/witer 200
is not |iappewrsolm zoreeeivessctoanettPbnthandeadeviwmetteon2@@y be formed
by inserting the |IC nodule 100 in a card slot of the reader/wjiter 200. The
virtudl nelokgusbdul eeBuect hel vdekwaclathe sterageuds LAPtand1thedr providing
a virtual nmenory space for the 1C _ - 53  nodule, a network conmunication
control | e¥e3@2r f ¥ LeREMARY cabi RGEWLERLLRE taderTMGACHT AT, COpRaFd ony
encryption controller 303 for controlling encryption of data exchanged with
the reade?®PdritEPNDOBEIGMINAY AR heCFReEfe Yo?néégtfﬁg Bh?eFFeE?éﬂgean

updat ed si e, of cache data in the dat storage u b 101 in the I C nodul e
100 tokco &ésb%nﬂiﬁ@rgafibFnT?hEhﬂafﬁag?Bfﬂﬁé ﬁ?i?héOI. Thelrespectived

' i 3 01 i
28522% Che 10Teater i ?Enéé’ma%%%%c?\ﬁ%”ﬂ%m%%%ﬁe%laﬁ%ﬁg‘b%ts”c‘é’%%% ”‘)I oo
remory modtre 300 Tt uabatiaBhs: udi Ry uat nhBeY Era s Sk, tRar Thol di ng

dat a (Vagﬂﬁ%gg%gr%g%%eaﬁchéoﬁﬁPﬁHSSEEBHiEoHPBSXl%E ghgckpeni ¢ ticket) in

the 1C 1 ichislimted in terns of hardware. The virtua

menory nveeﬁﬁu§99a££§§|&i£ﬁ PAL ¢aLALeYHWEQLeUSEObY AnHSErcas@ that it does
not have hardware resfrictions such as a card shape. Thus, the data storage

ggi; 303 thergptiba LBRLepeNtedrysi BEndrbalgagCcanaeyby i6hobagaadavi ce such
exchanged with the reader/writer 200.

15 The virtual memory module 300 is used to virtually
expand a memory area in the data storage unit 101 of the IC
module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not carried for use by a
user, so that it does not have hardware restrictions such as

20 a card shape. Thus, the data storage unit 301 of the
virtual memory module 300 is implemented using a large-
capacity storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of

the IC module 100. Thus, the maximum memory capacity of the

25 IC module 100 becomes essentially unlimited. The virtual



20 hard disk, and it operates as a virtual nenory space of the data storage
unit 101 of the termnal 100 as an | C nodule. Thus, the maxi mum nenory
capacity of the I C nodul e becones essentially unlimted. The virtual nenory
nodul e 300 is inplenmented, for exanple, by a server machine provided on a
25 broadband net wor k. - 54 The data storage unit 101 of the IC nodule
100 stores an ID for identifying a data space of the nodule, and a |ink
with data in the data storage unit of hge virtual nenory nodule 300 is
formed based on the ID. Furthernore, in‘the 5 data storage unit 101, a
specific file structure is forned, and an upper limt value thereof is set.
The upper limt value of the data storage unit 101 is linked to a file

st ruct ur emé¢mothemddt he SB0O0 ahe impileBdeited, t ierverbmplepebpry seduke 300. 10
When comuni cating with the 1C nodule 100, if an entity of data stored in

t he data méchage pnovidéd of &heré&peddl ret®Orks not cached in the IC
nodul e 100, the reader/witer 200 accesses the virtual nmenory nodul e 300

vi a t he networkhe ccaobtertside merdeny/vof itoer anddwhe t4H@0 dinalwdes age unit 301
15 of the virtual nenory nodul e 300. One virtual nmenory nodul e may be

provi ded feadeadwritenodonteypiioerpantvelyerad@iingpes e¢errvahgnerdbry nodul e
may provide virtual nmenory spaces sinultaneously for a plurality of IC
nodul &s. €RYFPRERY, camBppgratienfodifh. thayraadersuritetuaknfedory spaces
ina plurality of virtual menory npdul es. \Wen the data_stora%e unit 101 in
the | C nodgFEOIbocPEmyBagahson eaRhECLLRE d8€néoW FREFY2BS BHTt Hata

der/writ 200 check in the | I 00, d obt

D5 an | b PHEREOLCRE IGhEaBaR| Gy P hUOERl FBRE BAcA NG dabanrbRarhe, THE o5
Then, the_cache witer %84 9bta'ns dat,a corégsgondhn? to %hﬁ Ig fron1the
virtual nBRbY§EnBulPer SRBAG HALESF o™BE AR, TEndTEESFER R d8Fa in the
dat t it 101_in_the._l dul o ] ,

el octi noPSeBP Pt BY1 cBeFHET SROTATIST 5Pk A8wPHEYACEEert: 4 LT BE Re ata 1o
be_cqehed, e BRAVEASE. 1 TEgoabl@ve el DB USEEnbOLRE! 69k (BRECHERE YAl Ue
i nformati OR FRat s frequently fise , sSuch as el'ectroni c money or eF ctronic

ticket, apdqh9ehgbg.the value 10 information in the 1C module 100. In that
case, by user 8r|ven caching of data that is frequently used, desired data

can be used W houte5988€LtE NGet Wot Recinhhitata BRI ¥oRPHYL 83003050 that
qui ck transactions are achieved. No particular limtation exists as to

where theagachezselfeehienginsetllhemblgr Mag@1les 3p00UNdedheard riviee -cachke
selecting user interface nay be provided in, for exanple, the |IC nodul e

100, the reader/writer 20duler 400e foirit dahemaiRky cobeielct 1300 balsiegt od is a
fl omchart showi ng a procedure of processing for achieving quick
translaget | pasdky etrhé nedademwnitat 1200 p20tosiolg , ddva examgd egn I IIPC nodul e
100 The data storage unit 101 of the IC module 100 stores

an ID for identifying a data space of the module, and a link

to data in the data storage unit of the virtual memory

module 300 is formed based on the ID. Furthermore, in the

20 data storage unit 101, a specific file structure is formed,

and an upper limit value thereof is set. The upper limit

value of the data storage unit 101 is linked to a file

structure in the data storage unit 301 in the virtual memory

module 300.

25 When obtaining data held in the IC module 100, if an



When the 1 C nodul e 100 is placed over the reader/witer 200, the card
communi cation controller 102 is activated, whereby a contactless connection
based on el ectronmagnetic induction is established (step S11). The | C nodul e
100 25 generates a response in the card encryption controller 103, - 56
and returns the response to the reader/witer 200. Then, the |IC nodule 100
and the reader/witer 200 execute procedures of nutual authentication and
response at |east once to establish nutual authentication and to share 5 an
encryption key (step S12), whereby séc#fe Tdat a conmuni cati ons usi ng
encryption are allowed. When the data storage unit 101 in the |IC nodule 100
is used as a cache, the cache witer 204 of the reader/witer 200 checks a
menory spaneitp bbhedh€anmpdukedln trtepaba3ptotBgbfuaicatbe akreadyIexists
in the data storage unit 101 in the I C nodule 100, the cache witer 204
directly modtite 100t he pachentsteptba4IC mbdsledada, cahebeeupdateddwsi t hout
connecting to the virtual nenory nodule 300 on the network, so that quick
transact i pasdaréwatheevedduld Whénadataseachkd A mbdul€ bdukéal@Behas
been updated in the manner descri bed above, then, a cache reflecting
request isepdesuéuriberh@0fatheobehlinctbe 804ibky dthiedutat fabmneher gatradul e
300 to ensure consistency of cache data (step S15), and the updated status
in theé | Cshodabe wodti §0denf tbe20CtmeduaehéOPef| ot 6he304has baohe
information (step S16). Wen using data that has been cached in the manner
descrlbedlébéveenﬁh§yu§§rdBFécé§°Fﬁé Lte fbguPataostevapet Haitedddrpfriter
200 to establish a contactl ess connection. Then, the reader/witer 200
checks thPﬁeF tﬁ@dHé?apo 38 PPESBKESPATt A8 dBEalSt BPEHECURDD 1628 and
execut es - transactions if the se of the data has been
conf.rnedseaﬁaat?ﬁaetﬁsaeaf WEhEeRoTaaELS gﬁﬁaﬁécﬁﬁﬁﬁslége FarEhetmor e,

upon confirmn

h d h b d d, th
re?ﬁer/mmWEQP goﬁogP&Ft Ogaggéggﬁ%ngeFﬁ8n3 %Pug A a?peﬁgﬁaﬁdyg% ) aLde
0
he vt ubR ERena ey iR R 06 ok Alee fp TBnalr: 8 s, FOFLRA BPmBEhe. data.

module 300.

A-3. Embodiment 1-3:

According to the present invention, wvirtual

15 transactions with the virtual memory module 300 are executed
so that a memory area in the IC module 100, which is limited
in terms of hardware, is virtually expanded. Thus, the
maximum memory capacity of the IC module 100 becomes
essentially unlimited.

20 The virtual transactions with the virtual memory module
300 are executed by cooperative operations of the
reader/writer encryption controller 202 in the reader/writer
200 (or the reader/writer encryption controller 401 in the
server-side reader/writer module 400) and the card

25 encryption controller 303 in the virtual memory module 300.



Fig. 9 is a flowhart showi ng a procedure of processing 10 for reflecting
an updated state in the 1C nodule 100 to corresponding data in the virtual
menory nodul e 300. Wien a cache reflecting request is received fromthe
cache witer 204 of the reader/witer 200 (step S21), then, an updated
state in the IC nodule 100 is received as cache 15 information (step S22).
Then, the cache reflector 304 checks whether the updated state of the cache
in the I C nodul e 100 has been reflected to corresponding data stored in the
data storage unit 301 in the virtual “méflofy nodul e 300 (step S23). 20 If

t he updated state of the cache has not yet been reflected to corresponding
data stored in the data storage unit 301, the cache reflector 304 reflects

the cache to the dﬁic%;e&tat_ria&e dpita t3Qh o HAAD But ie wiaaher ef | ecting
operation is executed 25 independently from processi ng executed when the

user pl acepansacHBond herd Guamslll ¢ 1O eventédeir easer fokmtef 200 to use
cache data, so that the speed of transactions is not conprom sed. Figs. 10

and 11 shoyasestiense Se0écwpeli@t p ooy exes ud eelcated gb ¥ heh¢ G eawdet €100, the
reader/witer 200, and the 5 virtual nenory nodul e 300 for achieving quick
transact irmodubys cacht ngs ded ssilml ¢ heo dat at s b pgextuend fldedfptberams nodul e
100. Fig. 10 shows a cache storing sequence, and Fig.
5 of the IC module 100 if the transaction executing programs
can be upgraded.
Fig. 5 schematically shows a modification of the data
management system shown in Fig. 1. In the embodiment shown
in the figure, a version management module 500 manages
10 virtual-transaction executing programs executed by a
reader/writer encryption controller 202 of a reader/writer
encryption controller 202 and a card encryption controller
303 of a virtual memory module 300.
As shown in Fig. 5, the data management system includes
15 an IC module 100 that is carried by a user and that securely
holds particular data (value information or the like), a
reader/writer 200 for accessing a memory space of the IC
module 100 to read or write data, a virtual memory module
300 that is connected via a network, and a version
20 management module 500 for managing virtual-transaction
executing programs for the virtual memory module 300.
The IC module 100 includes a data storage unit 101, a
card communication controller 102 for communicating with the

reader/writer 200, and a card encryption controller 103 for

25 controlling encryption of data exchanged with the



11 shows a cache reflecting sequence. In the cache storing sequence, the
comuni cation 10 controller 201 of the reader/witer 200 constantly polls
the I C nodul e 100. When the IC nodule 100 is placed in sufficient proximty
to the reader/witer 200, the card comunication controller 102 is
activated, whereby a connection based on el ectromagnetic induction is

all owed. 15 The I C nodul e 100 generates a response in the card encryption
controller 103, and returns the response to the reader/witer 200. Then,
the | C nodul e 100 and the reader/witef9200 execute procedures of nutual

aut henti cati on and response at 20 | east once to establish nutual

aut hentication and to share an encryption key, whereby secure data

communi catd s Uek e £nEsyption are all owed. The reader/witer 200 reads an
ID (Readl D) stored in the data storage unit 10l in the I C nodul e 100,

obt ai ni ng 25 Itk IO ydEld Arod o A g lensdrrdeet urfod restdigp ldgt a rsttreage -
59 wunit 301 in the virtual nmenory nodule 300. In the data storage unit
101, a spesirhieffaleasdy ustute implonsetedatd dite uppen of natcivap uend her eof
is set. The upper limt value of the data storage unit 101 is linked to 5 a
file strucd wreciumdédeinas assad bl agevioets3€1 asm & heeVintanal pheneryr n@dul e
300. If an entity of data stored in the data storage unit 101 of the IC
nmodul & 10PDA s ribhe pdasanstonagaeun Tt nbdilll £s 180semheondadert wnemery 200
accesses the virtual nenory nodul e 300

and the storage capacity thereof has an upper limit.

The reader/writer 200 includes a reader/writer
communication controller 201 for communicating with the IC
module 100, a reader/writer encryption controller 202 for

10 controlling encryption of data exchanged with the IC module,
and a network communication controller 203 for carrying out
data communications via a network such as a TCP/IP network.
The reader/writer 200 is implemented, for example, by a
server machine that is provided on a broadband network and

15 that is capable of accessing the IC module 100.

The respective communication controllers 102 and 201 of
the IC module 100 and the reader/writer 200 connect to each
other, for example, in a contactless manner based on the
principles of electromagnetic induction. The card

20 encryption controller 103 communicates with the
reader/writer 200 by changing its load between antennas (not
shown) based on a response signal to a query signal from the
reader/writer 200 to amplitude-modulate a signal that

appears in a receiver circuit of the reader/writer 200.

25 The virtual memory module 300 includes a data storage



10 via the network to obtain the entity of data fromthe data storage unit
301 of the virtual nmenory nodul e 300. More specifically, the reader/witer
200 polls the virtual nmenmory nodule 300 via the network, using an ID
obtained fromthe I C nodule 100. 15 In response, the virtual menory nodul e
300 generates a response in the card encryption controller 303, and returns
the response to the reader/witer 200. By executing procedures of nutual
aut henti cati on and response at |east once, nutual authentication is
established and an encryption 20 key'ié shared, whereby secure data
communi cations using encryption are allowed. Then, the virtual nenory
nodul e 300 and the reader/witer 200 execute procedures of mnutual

aut hent i aatitom@hdf ¢esponsed aig | £asi rioee manesy apasdh 2or miteialc

aut hentication and to share an encryption key, - 60 whereby secure data
conmmuni catednse usa e tenerly ptoromuatea ol drowech t Ahikl ¢ xadle2 / fwrt er 200 repeats
procedures of Wite access and response thereto with the virtual nenory
nmodul e 30mpramumErst ingresl tls theedeehder Obt i er ad0@ntdng afcaedired 5 dat a.
Then, the I C nodule 100 is placed in sufficient proximty to the

r eader / weR@PYRDOON TeRN cker orerore k bingrenoryptiemeof edaed / writ er
200 constantly polls the | C nodul e 100. The card comuni cati on controller
102 i § 10c#=hangeedVivheidyreadonfieeiton 28ed on el ectromagnetic

i nduction is allowed. The |IC nodul e 100 generates a response in the card
encryption cormti®lI&SP ey, veakd Mty FeMMHR 1o €A Nl dadktd wri t er

200. Then, h C | ] 00 dth d i 200 15
procedu?g%“%ﬂfbin?é5%3§ﬁﬁﬁhﬁﬁ?% tW%ﬂﬁi&%gg?géﬁ%ﬂéégé%n ebl¢ gﬁggu:g est abl i sh
t ual thenticati t h ti key,, wh b dat

Cormani oot Tt O e e o B e S DR R S B Y T o 204
it desj | 01 0
Tor oot ErEEEe R INL®, LRl S Bl S A9EHOLAL S0 rof ekiinb N8 BERPIR. | ohe

sel eghi ng userry NLANLALS %r&c{}?{o rd vWdd &fs 200.4 N9 eva'tﬁl‘%ﬁ‘éfs‘}é} that no

particular Iimtation exists ere the cache sel ec interface

itﬁepl”éVirm aeﬁcﬁ‘g%trgcgmfﬁgh§ré§'fﬁth@8 4385 2PobALETfAce TBY 88 Previded in

module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not carried for use by a
user, so that it does not have hardware restrictions such as

15 a card shape. Thus, the data storage unit 301 of the
virtual memory module 300 is implemented using a large-
capacilty storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of
the IC module 100. Thus, the maximum memory capacity of the

20 IC module 100 becomes essentially unlimited. The virtual
memory module 300 is implemented, for example, by a server
machine provided on a broadband network.

The data storage unit 101 of the IC module 100 stores

an ID for identifying a data space of the module, and a link

25 with data in the data storage unit of the virtual memory



- 61 wvirtual nenory nodule 300 instead of the reader/witer 200. The
communi cation controller 201 the reader/witer 200 constantly polls the IC
nodul e 100. When the 1 C nodule 100 is placed in sufficient 5 proximty to
the reader/witer 200, the card conmunication controller 102 is activated,
wher eby a connection based on el ectromagnetic induction is allowed. Then,
the 1 C nodul e 100 generates a response in the card encryption controller
103, and returns the response to the reader/witer 200. 10 Then, the IC
modul e 100 and the reader/witer 200~efécate procedures of mnutual

aut henti cati on and response at |east once to establish mutual

aut hentication and to share an encryption key, whereby secure data

communi cahb@RBe USHOJL ENEEYREE OPasEQ Shl EMEAID ]S Fhethetherepche vhéter 204
checks a menory space in the 1 C nodule 100. If a cache already exists in

the data siesageorayé dRitofotpeal Spspdate 100e sheuecoche vsi Eormas
directly wites to the cache. Furthernore, the reader/witer 200 reads an
| D (Readl &)d28nstpped Limibevdate sherege usi te01 Dhet bppet€ bmlite 100,
obtaining an ID that serves as link information to a file structure in the
dat a st oregeudnbt BRE datéhetwrageatnhend0y tedLirk880toThefiilehe
reader/witer 200 polls the virtual nenory 25 nodule 300 via the network,
usi ng 5t hestbuobtaened themiéhe sterége uLitpdOleinOBbhel miresponmempysyt he
polling, the virtual nmenory nodul e 300 generates a response in the card
encrypti omodoherdbPer 303, and returns the response to the reader/witer
200. By 5 executlng procedures of mutual authentication and response at

| east once, miihen %@mmM#ﬂ¢%%&¢%ﬁwi%he%@%b1¢§%@®uh%d1%%reh%r%%t?%ﬁlkéy is
shared, whereby secure data conmmuni cations using encryption are all I
order to @ﬁsd?gacéﬁ§r§geh6ytbﬁ éaEﬁesﬁﬁfégetHélgaéHé ?6 WPt &F BO4u F the
reader/witer 200 issues a cache reflectin Hest to th che refl ector
304 of tha00i £BUBPLIBRBFSOARI ER806C BAAULENAL Dan thEd5ERASE HEAERR he | C

nDdU|e 108060agggsgggh%hgeghg toi %gﬁo%§ %%guﬁe QBBrv1a 2he network

to obtain the entity of data from the data storage unit 301

>

of the virtual memory module 300.
The version management module 500 includes a network
communication controller 501 for connecting to the
15 reader/writer 200 via a network, a reader/writer encryption
controller and extended program generator 502 for
controlling encrypted communications with the reader/writer
200 and for generating an extended program of a virtual-
transaction executing program for the reader/writer 200, a
20 network communication controller 503 for connecting to the
virtual memory module 300 via a network, and a virtual-
memory-module encryption controller and extended program
generator 504 for controlling encrypted communications with
the virtual memory module 300 and for generating an extended

25 program of a virtual-transaction executing program for the



The cache reflector 304 checks whether the updated sate 15 of the cache in
the 1 C nodul e 100 has been reflected to correspondi ng data stored in the
data storage unit 301 of the virtual nmenory nodule 300. If the updated
state of the cache has not been reflected to corresponding data stored in
the data storage unit 301, the cache reflector 304 reflects 20 the cache to
the data storage unit 301. As described above, according to this

enbodi ment, when a virtual nenory nodul e that operates as a server is used,
a cache of accesses is stored in an éxﬂ§trng | C nodul e, all ow ng quick
access to cached data. 25 Fig. 12 schematically shows an i mage of usage of
the IC - 63 nodule 100 as a place for tenporarily storing data that is
frequent | yiusedl byemougenodiile. 308s a cache. In the exanple shown in the
figure, data A data B, and data C, such as value information belonging to
a user of the The Gemstidre s gatien tranagete ofe ¢ dreilvéd t alabvarehery nodul e 300
that operates as a server on the network. OF the data A, B, and C, if the
user fregpentvligedses aheetabakB, ahHerdapacBivs wppgttdhngoptrhgrbfismbdul e 100
via the reader/witer 200. After that, when a connection is established

bet ween loheheeadadéwtitereen2@gpandnt hentCombdul 20208ndnttheheaddta B i s
used, the IC nodule 100 is directly read or witten, so that quick

transdct i ensrapéiaghrentdolTaen30Bhareeadaerarpderndosteretesand apdat ed
state of the cache to corresponding data in the virtual menory nodul e 300
via the 15raeherkedt her Ebg KeRALAVHrA§e&adA8 abAstbeeMéytueBymensry, the
frequency of use_by a user of specific data itenms may change as tine
passes. F@Pdéiﬁnﬁpé,aFfaPhépaéPHréﬁﬁéstéﬁﬁﬁgto be used nore frequently than

the data B The IC module 100 and the reader/writer 200 communicate

with each other by a sequence using existing programs

10 (corresponding to a handshake for communication). In
subsequent communications between the reader/writer 200 and
the virtual memory module 300, transactions are executed
based on an extended sequence using upgraded programs.

Thus, without changing the version of the IC module 100,

15 1in communications between the reader/writer 200 and the
virtual memory module 300 after an ID has been obtained from
the IC module 100, an extended sequence can be executed.
That is, the effect is essentially the same as in a case
where a program of the IC module 100 is upgraded.

20 Furthermore, processing with a large load that cannot
be handled by the performance of the IC module 100 can be
executed by a server.

Furthermore, when a service entity wishes to extend a
function of the IC module 100 only for the sake of its own

25 service, a unique service can be implemented at a low cost



after a point in tinme, the data B nay be swapped out from 20 the I C nodul e
100 while swapping in the data Cto the I C nodule 100, based on a user's
selection or automatically. B-2. Enbodinment 2-2: Fig. 13 schematically
shows a nodification of the data 25 managenent system shown in Fig. 7. In

t he enbodi nent shown - 64 in Fig. 7, the reader/witer 200 that is
capabl e of accessing an | C nodul e supports networking, so that the
reader/witer 200 is allowed to al so access the virtual nmenory nodul e 300.
In contrast, in the embodi ment shown~i A45-Fig. 13, a reader/witer 200 does
not support networking, and it accesses data held in an I C nodul e 100 under
the control of a server 400 on a network. A virtual nmenory nodule 300 is
accessed By HHEnGEENEr 4D Vi@ tOEmB@EVOr Koo ASs ShoWs | andi Gpgddaihdpe data
managenent system 10 includes an I C nodule 100 that is carried by a user
and that seswetyibol ds papibgrdmrotliative (Vattigal nhemoByiwed@Iet hethi ke), a
reader/witer 200 for accessing a nenory space of the I C nodule 100 to read
or wite datierastyiitubhcuesosyveabgduhegB08oshatoi gecohogcaied via a network,
and a server 15 side reader/witer nodule 400 that is capable of

comuni cagprogrietaryheCreadeiéw i ter 200 and that accesses a nenory space
of the virtual nenory nodule 300 to read or wite data. The | C nodul e 100
includes a data storage unit 101, a 20 card conmunication controller 102
for conmunicating with the reader/witer 200, and a card encryption

control | ek-403EMbedémantolting encryption of data exchanged with the
reader/witer 200. The |IC nodule 100 is inplenmented, for exanple, in the 25
form of a car CORREFAL I ¥R MRFRAEPIH e THRGHOING Ehithiahd - 65 s
included in a small device such as a cellular phone or a PDA. The data

st or age uﬁr%nngt}gna Eéﬁ?c%nﬂhé?%@lc%?%orénﬂoﬁﬁee5?6?a§§u€5b30|ty t her eof
has an upgm limt % §nbod| nt, the data storagg unit 101 is used
as a cach ?%?m%nF%ﬂpbPaF PyrStBrP tH%P%??EéPHeeFﬁ?BF #i Bhe8F3The |i ke)

ERERIEHT GRS MR M AN R

module 100 can be virtually extended if the transaction
executing programs can be upgraded.
Fig. 6 schematically shows a modification of the data
management system shown in Fig. 4. In the embodiment shown
15 in the figure, a reader/writer 200 does not support
networking, and it accesses data held in the IC module 100
under the control of a server 400 on a network, and a
virtual memory module 300 is accessed by the server 400 via
the network. Furthermore, a version management module 500
20 manages virtual-transaction executing programs executed by a
reader/writer encryption controller 202 in the reader/writer
200 and a card encryption controller 303 in the wvirtual
memory module 300.
As shown in Fig. 4, the data management system includes

25 an IC module 100 that is carried by a user and that securely



nmodul e 100, and a network conmunication controller 203 for 10 transmtting
data via a network. The respective conmmunication controllers 102 and 201 of
the 1 C nodul e 100 and the reader/witer 200 connect to each other, for
exanple, in a contactless manner based on the principles of electronmagnetic
i nduction. The card 15 encryption controller 103 conmmunicates with the
reader/witer 200 by changing its | oad between antennas (not shown) based
on a response signal to a query signal fromthe reader/witer 200 to

anpl i tude- nodul ate a signal that appgal® in a receiver circuit of the
reader/writer 200. 20 OQoviously, connection between the I C nodule 100 and
the reader/witer 200 is not limted to a contactl ess connection, and a

connecti oRo @Y Pert OEHedrbatASerhing iﬁﬁokﬁéﬂ@QH|Sr19Qe|mlﬁe?arg sl ot of
the reader/witer 200. The virtual nenory nodul e 300 includes a data

storage 2pcaliét/wOitéer2ppoybdi agcasyingual memeeyysppasectothkhecl C - 66
nodul e, a network communi cation controller 302 for communicating with the

reader / wiméddul20000atcarda@neryptits €avhy okl eir8031f nemeent meblilag
encryption of data exchanged with the reader/witer 200, and a cache
refl ector3fortbhateibectnngcandupdat ednstabekof acaeheedataden the data
storage unit 101 to corresponding data in the data storage unit 301. The
virtual neesdgriediter3@oduseudld thati isuahbgbérpafidcammsnbrgtanga in the
data storage unit 101 of the IC 10 nodule 104, which is limted in terns of
har dwar e. WThle Vhet gapdesrhvrytasddPe 800 theel Rcisspes samemedyf spagse by a
user, so that it does not have hardware restrictions such as a card shape.
Thus, theofiathesvoragelunpnogpimetuine3VPr taareadnoryviredial daseo rsd
|nplenented using a large 15 capacity storage device such as_a hard di sk,
and it opRr%ueESiEs @avﬁgﬁﬂﬁptnﬁﬁﬁP}esBQQeféF PReagabg ¥istHgé-unit 101 of
the 1 C nodul e 100, Thus, the HHXIWUHIWEHDF apacity of the IC nodule 100
becones eEE%ﬂF?%FF?nuﬁF?ﬁFFéBg ?ﬁ896FWFu§P nﬁﬁﬁryl Yalemgperysmodule
Qﬁntgﬁ for exanple, by a server 20 nmachi ne provided on a broadband
net - server-side reader/writer nmodul e 400 includes a reader/witer

network commumiact oot of PErTRRFE 25090 ot ofeb 8t Sk ohhhin fat i ons
VI NelUOLK 5UGR.ABca8:on TEBRLBRELEORK, 20U BoGAGHECBELLE TR Lok

witing data
reader/writer 200, and a card encryption controller 103 for

controlling encryption of data exchanged with the
15 reader/writer 200.

The IC module 100 is implemented, for example, in the
form of a card, or is implemented in the form of a chip and
is included in a small device such as a cellular phone or a
PDA. The data storage unit 101 is a semiconductor memory,

20 and the storage capacity thereof has an upper limit.

The reader/writer 200 includes a reader/writer
communication controller 201 for communicating with the IC
module 100, and a reader/writer encryption controller 202
for controlling encryption of data exchanged with the IC

25 module.



- 67 to be cached to the data storage unit 101 in the I C nodule 100. The
reader/witer 200 is inplenented, for exanple, by a server machine that is
provi ded on a broadband network and that is capable of accessing the
virtual nenory nodule 300. 5 The respective network comruni cation
controllers 302 and 402 of the virtual nmenory nodul e 300 and the
server-side reader/witer nodule 400 forma network connection based on

pr edet er mi ned conmuni cati on protocols, Eor exanple, TCP/IP. The data
storage unit 101 of the IC nodule 100 4Pores 10 an ID for identifying a
data space of the nodule, and a link to data in the data storage unit of
the virtual nmenory nodule 300 is fornmed based on the ID. Furthernore, in

t he data storage urispedl,vea capemirfiicatfiidre cintiretlireers sl Forared, 2 GEind &an
upper limt value thereof is set. The upper limt 15 value of the data
storage urhé INOImodule Nnkedl d4rod attie | eesdentioiter 2@ hecomacst boagechinit 301
in the virtual nmenory nodul e 300. Wen obtaining data held in the I C nodul e
100, if aotlestitfoofexmiplet oirdaieontectibess sronage bdsed 10 dhethe |1 C 20
nmodul e 100 is cached in the IC nodul e 100, the server-side reader/witer
nmodul e 400rteetpbes oheeleoopangaodc virdutkioradefhow ¢2e8 200 to obtain
the entity of data fromthe data storage unit 101 of the IC nodule 100. On
t he ofheremandtien aprriretienfleht aomperted s t Wetlathe st or age unlt 101 of
25 the 1C nodule 100 is not cached in the 1 C npdul e 100, the -
server - si FRAFRAUEF 1 W T t €00 H%Hu?%aﬁ@ﬂn%c%%%s%%a@h%eQV??%a?nF%ﬁB?§ ﬁBGEIe 300
via the netmnrk to obtain the entity of data fromthe data rage unit 301
of the viFhesh) MR3DFy Fddul ESIPPRSS ?%g?ﬁgrﬁﬁr% dWRER BhE"d t rQfoFage unit

101 of th I d h h 403 check
nenn?y sp§% ?E?Yﬁbg?ﬁi2%@3F§S§@Bflgﬂﬁg%%?§F%§@§nc?%9§ﬂ% egngf a gaggc?tg
that allows caching further data.renms ns hgn egggr? ghgeywbbsr 403
obt ai ns dAR°2b7re p%nﬁ?%%lY%rtﬁ 2" 10D Fron1t heavrF{tia nendry " nodul e

d ta t t t 101
?gotnhe iaCaergq]l%3 ,}g%lﬁ%ulr ?ﬁgnén%frn?é%&lg%c e serlfé(;lc‘%%sgd%s%ré% (r)é%rg]fea é(;l (not
shown) fog,a| oy4 ng,a f&& &9n§p§0b1¥t9§18TéﬂoP§ Sg&ésdf8§ytﬂé ke provided.

Thi s alloms the user t ect specific val ue | mation that 1Is
frequently,4sed, §Uﬁ9t@§rﬁ|ééﬁﬁﬁﬂiEaHPBEYCQﬁtﬁbﬁﬁékogbg kbgket, and to hold
t he val ue |nfornat|on on the 1 C nodule 100. In that case, by userdriven
cachi ng ofohmefueatiNguseehdeha, réhgedatiaican beoysedd28 whkhout connecting
to the virtual nenory nodul e 300, so that quick transactions are achieved.
No parti cghefybtilbhatbndrexisets3ias forwbenerbheingcbrcsgbedcbhngfusera
interface is provided, and the cache selecting user interface nay be
provilded, ekohargadpwethi hheheeb@enpdnlieet0D0t he 25 reader/witer 200, the
virtual nenory nodul e 300, or the - 69 server-side reader/witer nodul e
400. When usi rMihelat brvechetenary reodmbmed 0 Ueseriuved abovertuaklvser pl aces
the 1 C nodul e 100 over the reader/witer 200 to establish a contactl ess
connect i oaxpaAndt Ai mempne, arfe Snstheedatpdetpsader pnitt éP1nodultde4d§ checks

whet her data is
module 100, which is limited in terms of hardware. The

virtual memory module 300 itself is not carried for use by a

20 user, so that it does not have hardware restrictions such as
a card shape. Thus, the data storage unit 301 of the
virtual memory module 300 is implemented using a large-
capacity storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of

25 the IC module 100. Thus, the maximum memory capacity of the



present in the 1C nodule 100 via the reader/witer 200. If the presence of
the data in the data storage unit 101 is confirned, the server-side
reader/witer nodul e 400 executes transactions to update the data in the
data storage unit 101. 10 Furthernore, upon confirmng that the data in the
| C nodul e 100 has been updated, the server-side reader/witer nodul e 400
starts accessing the virtual nenory nodule 300, and reflects an updated
sate in the IC nodule 100 to correqunQHng data in the virtual nenory
nodul e 300, thereby 15 maintaining consistency of cache data. B-3.

Enbodi ment 2-3: Fig. 14 schematically shows another nodification of the
dat a managenent system shown in Fig. 7. 20 As described earlier, in

enbodi mentS BPduhe pPeskacompsenspentiahér wniimitad. nefibeyviptukeé t hat
operates as a server _is_used, a cache of accesses is stored in an existing
| C nodul eMeBPFHWRAGU 48 eR0ateesBriomenthdd daracxemplie brwbadEmemershown in
Fig. 14, a cache selecting 25 user interface 205 for allowing a user to
speci fy dREeRtBepRrovygedaeRed PEOpFBINdeBeFNORKr eader/ writer 200. Thus,
the user is al]owed to select s ggific value information that is frequently
used, such as %ﬁ%ﬂﬁ?{ﬁﬁ%f%ﬁﬁ%yr%% Ao 299 keelud®® 20 hold the val ue
information_i.n phe, C nmodule 5,100. In tg's C , by user-driven caching of
frequent | YERS8H/ WAL 5STt RBRSG%PLIEBNCBRTHS éeﬁngagufoﬁoﬁﬁéEVFﬁg PBtt he

i I e 300 .th j i i d. As
shown i n EhgrYEEB R LR e A B ey P i 305 BT JGEE aRPRCanodul 6 100
that i i ed, b hd t | d ticul t |
i or mat | e gt knEofnlaFE=E20n, SBhr EBTYEE ¥00°F 5P BReeuiMugeutiaRbry space
in the | d ' , i |
that |5 commaerea Teothe! Faaderriy e, U858 oot Bl Tl Rer Bl FRE Loy
100 incluggédé;¢a£§;§£02@seignhﬁphgéeneeaar9090§gyﬁb§32iBgnSOQEEQEkef 102

for communicating with the reader/witer 200, and a cafd cryption

cont na | efadf8néopreongea!l bhng BBSéMBéhQUnQEwQ9kaaﬁécgﬁ9999s“E%EaET@ 20
reader/witer 200. The IC nodule 100 is inplenmented, for exanple, 1n the

form of accasdceotih§ thHp! emenhied hembbe heaguef 3gochip and is included in
a small device such as a cellular phone or a PDA. The data storage unit 101

is a sem condurierr &yl ve éthwb # hec shmimiea tapactdyr tberepd hes an upper
limt. In - 71 this enbodinent, the data storage unit 101 is used as a
cache foranénpo2acfl yhet oirhgatlamaméyal mediib&oB0at bnd ehet berkkekeyifbat is
frequently accessed. The reader/witer 200 includes a reader/witer 5
communi cat¢adnetlnribered020fofpr acoatwnksatbngenk i hnt hese€ ondul e 100, a
reader/witer encryption controller 202 for controlling encryption of data
exchdrgedPifepterained npemenigahbenopPkotenalar cAproaxavpleel TEP/283 for

carrying out data conmunications via a network such as a TCP/I P network, a
The data storage unit 101 of the IC module 100 stores

an ID for identifying a data space of the module, and a link
to data in the data storage unit of the virtual memory
module 300 is formed based on the ID. Furthermore, in the

20 data storage unit 101, a specific file structure is formed,
and an upper limit value thereof is set. The upper limit
value of the data storage unit 101 is linked to a file
structure in the data storage unit 301 in the virtual memory
module 300.

25 When obtaining data held in the IC module 100, if an



10 cache witer 204 for witing data to be cached to the data storage unit
101 in the 1 C nodul e 100, and a cache selecting user interface 205 for
allowing a user to specify data to be cached. The reader/witer 200 is

i npl enented, for exanple, by a server nmachine that is provided on a

br oadband network 15 and that is capable of accessing the I C nodul e 100.
The respective conmuni cation controllers 102 and 202 of the I C nodule 100
and the reader/witer 200 connect to _eggh other, for exanple, in a
contactl ess manner based on the prinEigﬁes of el ectromagnetic induction.
The card 20 communi cation controller 103 conmuni cates with the
reader/witer 200 by changing its | oad between antennas (not shown) based
on a respemsetgi ghatlate atguedyisi ghal déba nstbeageadeitwiDleof20Bet 6C
anpl i tude-nodul ate a signal that appears in a receiver circuit of the
reader/ wmne@nl@0D00 25s Chvesest yincbohaetti nndbbeweend, t beel Senvduteid60 and
t he - 72 reader/witer 200 is not limted to a contactless connecti on,
and a connegdévivnhyebembdrhedib) apcessengthhelCOnpdudleeldOovia aheard
slot of the reader/witer 200. The virtual nenory nodul e 300 includes a
dat a storbgedsr(vrit8p12f8r tprebtrdingtheverty AEnBalasfuer £be €hkalC
nmodul e, a network comuni cation controller 302 for comunicating with the
reader® w PE@FageounitcaPy ehcEhpt tonmednteolPBr 303 £BE ebherolRrfg
encryption_of data,exchanaed with the reader/witer 200, and a

ch
refl ect ort50anf8RtiBYr ef| €eEpngtaRetpdint ERSsHata BFOEéeﬁeuHéFalﬁ Pﬁe dat a
storage unjt 101 of the nodul e 100 to _corr onding data.in t dat a
storage uhi€ §§1@°#Hier%é§;&FiGBtnEFﬁﬁ?thbﬂngﬁgcggiBadﬁgﬁchﬁkeggeSOZ and
201 of the virtual ,menory n9dulg BOOHgng th§ 15 reader/witer 200.forma
networ k cBRhEEETBA BasB8A“Bh BF duBt ePfiPRed ¢ Rnﬁﬁ|83FF8n%%?of85 F&> for
exanpl e, JSE%L?-mlﬁﬁﬂg!EbHab'Qe Eyn5998¥ﬁ %800b§aEﬁeghE°eKF&Eyabky expand
a menory area for holding data (valué rnformation Such as el'ectroni c noney
or ehertrgnic ELgkethel Bathests uk e 3300 swhichi S Lk hedoiy terns of
harddgfe.aghg %%??u%rengﬁ%?yS%Dééggnggo itsel? IS noy carr?gg f8r9use by a
user, so pRati1ktzgges not have hardware restrictions such as a card shape.
Thus, the data storage unit 30l of the virtual nenory nodule 300 is
i mpl ement ed UsiiY fel 8 EAnEFPRENE InSAQLATS0 levhEPugsSs ha ageBwbak d di sk,
and it operates - 73 as a virtual nenory space of the data storage unit
101 of theohfmuAREHEEoh0BontRYI1ehgoMRXDFURLABEREY nGaRackhyg of the 1C
nodul e 100 becones essentially unlimted. The virtual menory nodule 300 is
i npl ement edadkoywexaspl epobyia seneewobknaehireadehdivrisepr evicdggtanna
br oadband network. The data storage unit 101 of the I C nodul e 100 stores an
| D far5 i denthttpiligraaddt axspadedobrbhgeamodeheraspnd aO0Ri dkrto data in the
data storage unit of the virtual menory nodule 300 is formed based on the
| D. Furtheenbrellingt kect@ptigetacompuageatiionsi@itha thgeciepidery/wirdteer uct ure

is forned, : .
200 and for generating an extended program of a virtual-

transaction executing program for the reader/writer 200, a
network communication controller 503 for connecting to the
20 virtual memory module 300 via a network, and a virtual-
memory-module encryption controller and extended program
generator 504 for controlling encrypted communication with
the virtual memory module 300 and for generating an extended
program of a virtual-transaction executing program for the

25 virtual memory module 300.



and an upper |imt value thereof is set. The upper Iimt value of the data
storage unit 101 is linked to a file structure in the data storage unit 301
in the virtual nmenory nodul e 300. 15 When communicating with the | C nodul e
100, if an entity of data stored in the data storage unit 101 of the IC
nodul e 100 is not present in the IC nodule 100, the reader/witer 200
accesses the virtual nenory nodule 300 via the network to obtain the entity
of data fromthe data storage unit 301 20 of the virtual nmenory nodul e 300.
One virtual nmenory nodul e may be proViﬁ%d‘for each | C nodul e.

Alternatively, a single virtual nenory nodul e may provide virtual nenory
spaces sinultaneously for a plurality of IC nodules. Cbviously, a single IC

modul e may have 2% et giida mafigeme i akri lid) de ribdld tabdafe vig t ual nenory
- 74 nodul es. Furthernore, when the data storage unit 101 of the |IC nodul e

100 is useebwisded Caehe, ndtwsStk, dantseresSe Pt DVt @shy a0 56 gstogledms t fobe
cached via the cache selecting user 5 interface 205 on the reader/witer

200. Thershd hee&dehenmt td eredyptidhecocader lowi2@ 200 checksra nenory
space in the IC nodul e 100, and obtains an ID thereof if a capacity that
al | ows camicryptihen dadet sel ket 30 Dyatdegeseratedaams. sGbeedacedw i ter 204
obtains data corresponding to the ID 10 fromthe virtual nenory nodul e
anong5dattarams ber ced heol, tmdrezdeeédwrhiveda? @0 | and hehelar srseat agemenyt 101
of the IC nodule 100. This allows the user to select specific value

i nfor mat itedeket 308 4% cauezpPyoRsLAte sUERIRG: el ectroni ¢ 15 noney or

el ectronic ticket, and to hold the value information on the |IC npdule |00.

In this case, e demaduden Ry e ireafrm sl tive 2 LhtePmHe Gift can
be used wi thout connecting to the virtual,nenDrY npdul e 300, so that quick
transact i 'bhish BB2CRCHERGEDY 28 IRSHCRSP nYS LA hed 8513 PRRILRBF pl aces the
| C nodul e, 100 over ahe reader/writer 20? to establisg,a contactl ess
connect i ofCOTHRFPORAENT cbRe? / NPPEERa5B0L BheEREMMAEEAET O At a 18 present in
t he nmodul e 100. If the presence of data jn the_data stprag nif 101 of
the 18 motipST0RF sCRBTPFHALLo8 PREVFBAdEPF W FES 260! BRbcep domhd
transactions to_update the - a | S a LE 41
Furthernn? c %bﬁﬁu%gn???§¥¥gm?ﬂ%?et%gbﬂa¥gab%gFﬂggﬁ& %g%uggeggggﬁa§§been
updat ed, e ' 0 ceessi -5 menory nodul e
e L %Ig?gs%é%‘é&&gnzg a8LBLLEngCEESEHEIabbE YEELYEhs
Thus, without changing the version of the IC module 100,
in communications between the reader/writer 200 and the
15 wvirtual memory module 300 after an ID has been obtained from
the IC module 100, an extended sequence can be executed.
That is, the effect is essentially the same as in a case
where a program of the IC module 100 is upgraded.
Furthermore, processing with a large load that cannot
20 be handled by the performance of the IC module 100 can be
executed by a server.
Furthermore, when a service entity wishes to extend a
function of the IC module 100 only for the sake of its own

service, a unique service can be implemented at a low cost

25 by using the existing IC module 100 as it is and upgrading



5 updated state in the IC nodule 100 to corresponding data in the virtual
menory nodul e 300, thereby naintaining consistency of cache data. B-4.
Enbodi ment 2-4: 10 Fig. 15 schematically shows another nodification of the
dat a managenent system shown in Fig. 14. In the enbodi nent shown in Fig.
14, a cache selecting user interface is inplenented on the reader/witer
200. In contrast, in the enbodi nent shown in Fig. 15, a cache selecting
user 15 interface is inplenmented on the virtual menory nodul e 300. As shown
in Fig. 15, the data managenent systé€ Onél udes an I C nodul e 100 that is
carried by a user and that securely holds particular data (val ue
information or the like), a reader/witer 200 for accessing a nenory space
in 20 theth€ vodaien 160 &opregdamrofr the datavaandemoyiyrihodlleenory nodul e
300 that is connected to the reader/witer 200 via a network. The |IC nodul e
100 includes a data storage unit 101, a card comrunication controller |02
for communicating with the 25 reader/witer 200, and a card encryption
control | eB. 188chénd Embodbmembntrol | i ng encrypti on of data exchanged with
the reader/witer 200. The I1C nodule 100 is inplenented, for exanple, in
the form of a Aegekdiorg itw igngermm einbodiment opin Uie apxddgntand 5 is
included in a small device such as a cellular phone or a PDA. The data
storage uhR¥Yenbions inserfesnblocybrtuehbyyexnandt pemshorygareapadi ey

t hereof has an upper limt. In this enbodinent, the data storage unit 101
i s used ad2hacabrBagdr unibpef aphl JCsPORRAG, ddhachvaPudimiEsEnaRi 68TBF t he
10 like) that is frequent|y accessed. The reader/witer 200 includes a
reader / wr Pt eP2EOHATRT cat VOREEBht FEPPEY BBEUL B 1EoRKONFESEI RFCRFPARLLNe | C

nodul e 10 reader/writer encryption controller 202 for controlling
encryptioﬁboghaa?§ QQQHLﬁgéﬂ'ﬂﬁtthh@ ?%gﬂﬂﬁgbe, 15 a network communi cation
control l er 203, for_carrying out dat onmuni £cations via a ne rk such as a
TOPI 1 P not wor R S AR Y PG TS Tt P G P o B8 BRE et Lot he
datajﬁforggeaugbngOAHPni£hgoég HBQ“théOﬁarﬁﬁgﬁéeﬁgﬁkéﬁ%%ESBszgﬁchs
i npl énmentéd, for ekanple, by a server machrné at’rs

as a card shape. Thus, the data storage unit thereof is

implemented using a large-capacity storage device such as a
hard disk, and it operates as a virtual memory space of the
data storage unit of the IC module. The virtual memory

15 module is implemented, for example, by a server machine
provided on a broadband network. Thus, by executing virtual
transactions with the virtual memory module, a memory area
in the IC module, which is limited in terms of hardware, is
virtually expanded. Thus, the maximum memory capacity of

20 the IC module becomes essentially unlimited.

Furthermore, according to the second embodiment of the
present invention, when a virtual memory module that
operates as a server is used, by caching data in an existing
IC module, desired data that has been cached can be accessed

25 quickly.



20 provided on a broadband network and that is capable of accessing the IC
nodul e 100. The respective comuni cation controllers 102 and 201 of the IC
nodul e 100 and the reader/witer 200 forma connection, for exanple, in a
contactl ess manner based on 25 the principles of electromagnetic induction.
The card encryption controller 103 comunicates with the reader/witer
200 by changing its | oad between antennas (not shown) based on a response
signal to a query signal fromthe reader/witer 200 to anplitude-nodul ate a
signal that 5 appears in a receiver CiPéurt of the reader/witer 200.

Obvi ously, connection between the I C nodule 100 and the reader/witer 200
is not limted to a contactl ess connection, and a connection nmay be forned
by inserting the 1C nodule 100 in a card slot of the reader/witer 200. 10
The virtual nmenory nodul e 300 includes a data storage unit 301 for

provi di ngg-dl ViErdiked imenory-space for the 1 C nodul e, a network conmuni cation
controller 302 for comrunicating with the reader/witer 200, a card
encrypti on coritirpl I7ers 3@aftarcaddnt radldwisng hendrasptd aondfiglateet iexchanged 15
with the reader/witer 200, a cache reflector 304 for reflecting an updated
st ate of dmihenalmgenent heysiaem storagEnaie dmlerdfodiredC abduhe 100 to
corresponding data in the data storage unit 301, and a cache sel ecting user
i nt er PacePBOFEIoriny¢nm oy. a Aserhew shecilly fbgwre o e 2dakached. The
respective network comuni cation controllers 302 and 201 of the virtual
nmenory noRMXIGON antY § HeM r ERekRder | 2r 120wk en B0t et iRt ki e oRPEEL$BNn based
on predeterm ned communi cati on protocols, for exanple, TC~/IP._ 25 The
virtual rRYoR YW§RHARRA 30 sSeckeEety BetdsapRyticulay dakkphvdl el menory
area for holding data évg&ue i nformation SUfh as eleﬁérgnic noney, or

el ect r oni TP EPEREEIOR O hePE CLABRILE €2 1802 A%HR WhF&T | 207 t BRT i ACERPALIGY

har d ._Th i rtual I 00 i I f i t ied f b

o e oAt ke BB ThEEE e doge o FELbe | oSt R B b Y @
h Th t he, d Lt,301.0f th ' | | e 300

S penr i A B P hRRART RS R0 e, Yhr R HERB Yo BR300 L

it operatgg?é?ﬁg%yiﬁ%ﬂaéO§E99£yasgggﬁopi.the data storage unit 101 of 10

the | C nodu S, e maXi mum nenory capacity of the I C nodule 100

becomes essentiral |36 ypldid etho Mo Midddal JRPrat ol ;300 161

i npl enented, for exanple, by a server nmachine provided on a brodﬂﬁ%nd

network. dhged dabmmeh QEA9EoNNEENLES1 0ot 162 | £o POLMNRUADEaE1 AEER1LR 8R! D for
identifying a data space of the nodule, and a link to data in the data

storage upkdidef/Ghet¥irioel sBAVEYcARPAUERCBPPtisonf 8bRedobased108 the | D
Furthernore, in the data storage unit 101, a specific file structure is
formad, aseh@folLppPry éhotypuvabheofheaeafeksharted Thetuppre |inmit 20 val ue
of the data storage unit 101 is linked to a file structure in the data
storage unead&fAwritéhe200ctual nenory nodul e 300. When conmuni cating with
the 1C nodule 100, if an entity of data stored in the data storage unit 101
of the |IC noddlhe ZBC pdduke nbi0 pitesomlémentrd | ComdekamgD, imethe

reader/witer
form of a card, or is implemented in the form of a chip and

is included in a small device such as a cellular phone or a

20 PDA. The data storage unit 101 is a semiconductor memory,
and the storage capacity thereof has an upper limit. 1In
this embodiment, the data storage unit 101 is used as a
cache for temporarily storing data (value information or the
like) that is frequently accessed.

25 The reader/writer 200 includes a reader/writer



_ 79 _ 200 accesses the virtual nenory nodule 300 via the network to obtain
the entity of data fromthe data storage unit 301 of the virtual nenory
nodul e 300. One virtual nenory nodul e may be provided for each 1 C 5 nodul e.
Alternatively, a single virtual nenory nodul e may provide virtual nenory
spaces simultaneously for a plurality of IC nodules. Qoviously, a single IC
nodul e may have virtual nenory spaces in a plurality of virtual nenory
nodul es. 10 Furthernore, when the data.storage unit 10l in the |IC nodul e
100 is used as a cache, first, a user i's pronpted to select data to be
cached via the cache selecting user interface 205 on the virtual nenory
nodul e 300. Then, the cache witer 204 of the reader/witer 200 checks a
menory 15cepaseiratihs FCnhodller100] fnd obtmiinscanihD wwfith thpadity that
al l ows caching the data selected by the user remains. Then, the cache
witer Zomoéﬁgalh@Odaﬁar@éﬂﬁéépéhaﬁﬁgenéthélDD ﬁpoﬁrphéeV|EﬂaafomenDry
nodul e anong data to be cached, and stores the data in the data storage
unit 101 6PRERELLENZ0SREHNPELIPDOCITHRE2aPKENSNERE Hish thesalempdupeci fic
val ue information that is . frequently used, such as electronic noney or
electronle PRERETK SAEMHBRGEtLAR 98PE§°ﬂﬁﬁ6rﬁﬁ§|5ﬁroﬁafﬁ§lpa RBEUFBt200. In
this user-driven, cachi ng 25 of frequentl% sed data, the data can
be us Pﬂ%ﬁplcatlgﬁs XbﬁnécPFﬁﬁoFB FH@thFtGaF HERBrVGEHBEWe 804, aso

t hat k_t hi data, th
ol aces 1t hEaPCEnBAGEE 1882046 Phat aaadsﬁfaw P 665haacEPabrsross

o br esent PRaBRe et fa AP105° Eéowoﬁaﬁ bter?ﬁgoaﬁg suts %Eﬁé dat a
in the da&@ﬂzaga?QSlgﬂghtégétfggee&gﬁ E yl 1s%%8eeﬁr%%h§%et a aCtlons

to update’t int a storag ermor

conflrnlngrgbggehhgndgtgrbgdbgﬁdlQé?ﬁgykeahQOtﬂﬁﬁ Qgeengggﬁéegsothe

reader/witer 200 starts accesslng e virtual nenory and

reflaegts aacgggghgdtggaQ@ Batihe h&onodul e 100 to corresponding data in the
virtual nmenory nodul e 300, thereby maintaining 15 consistency of cache

data. C. Thirdriabesspest i V6 COsEMGL ¢ Pt 1 &h ScERPLEL 1BRE , 109! yn@an2d P b§
stored in a secure nanner in two termnals so that data stored in a

server inthssaci abdanewibb tha tEbCQQaEér¢W@h@@99QOQUb6Kh¥c@n@oS%§@h9|y
simply by placing the terminals in proximty to each other. As an

enbodi menbthért héopr exenpliepvent aoBondatelsBamannekrudasea whr ehess
comuni cation controller having a node 25 for operating as an | C nodul e
(her ei naf peincépéesedft elastaomagnetic induction. The card

15 encryption controller 103 communicates with the
reader/writer 200 by changing its load between antennas (not
shown) based on a response signal to a query signal from the
reader/writer 200 to amplitude-modulate a signal that
appears in a receiver circuit of the reader/writer 200.

20 Obviously, connection between the IC module 100 and the
reader/writer 200 is not limited to a contactless connection,
and a connection may be formed by inserting the IC module
100 in a card slot of the reader/writer 200.

The virtual memory module 300 includes a data storage

25 unit 301 for providing a virtual memory space for the IC



- 81 "card node") and a node for operating as a reader/witer (hereinafter
referred to as a "reader/witer node"). Fig. 16 schematically shows the
configuration of a data managenent system according to a third enbodi nent
of the 5 present invention. As shown in the figure, the data managenent
systemincludes a termnal 100, a reader/witer 200, and a data managenent
server 300. It is assuned that the term nal 100 operates in the card node.
The termnal 100 includes a wireless communication 10 controller 101 that

i s capable of functioning both as an1@3wdul e and as a reader/witer, an

| D storage unit 102 for storing an ID for associating data used on the
termnal 100, an encryption controller for controlling encrypted data

comuni capnb@ise, aRdnatfOEKCLORATNEBREAbhOBOGERLLDEFEBOR04015 for
controlling comunications with the virtual menory nodule 300 via a

networ k. tbmmsnassuimd whah the wendkegardosmupdoat konaudi ent@ypapenates in
the card node. The reader/witer 200 includes a wireless comrunication
control | ecogfkkofidercabByifng ouvhtwbiléliegsenanmygphioat bdndavkt Bx2Banbhed
termnal 100 operating in the card node, and a reader/witer encryption
control | ewifB2ther reaederghkringredé0ypbed datacbenmefdileatbonsOdi fhrt he
termnal 100 operating in the card node. The termnal 100 operating in the
card rioderefilechéng5aneagdntwedi s6rt200fconnbet dabaeachtbehdrtaf or exanpl e,
'n storage unit 101 in the IC module 100 to corresponding data
in the data storage unit 301.
The respective network communication controllers 302
and 201 of the wvirtual memory module 300 and the
10 reader/writer 200 form a network connection based on
predetermined communication protocols, for example, TCP/IP.
The virtual memory module 300 is used to virtually
expand a memory area for holding data (value information
such as electronic money or electronic ticket) in the IC
15 module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not carried for use by a
user, so that it does not have hardware restrictions such as
a card shape. Thus, the data storage unit 303 thereof is
implemented using a large-—capacity storage device such as a
20 hard disk, and it operates as a virtual memory space of the
data storage unit 101 of the terminal 100 as an IC module.
Thus, the maximum memory capacity of the IC module becomes
essentially unlimited. The virtual memory module 300 is

implemented, for example, by a server machine provided on a

25 broadband network.



- 82 contactless manner based on the principles of electromgnetic

i nduction. The wireless communi cation controller 101 of the term nal 100
comuni cates with the reader/witer 200 by changing its | oad between
antennas (not 5 shown) based on a response signal to a query signal from
the reader/witer 200 to anplitude-nodul ate a signal that appears in a
receiver circuit of the reader/witer 200. The data nanagenent server 300

i ncl udes a server conmuni cation contio%her 301 for controlling

comuni cations 10 with the terminal 108%via a network, an encryption
controller 302 for controlling encrypted data comuni cations with the
termnal 100 operating in the card node, and a data storage unit 303 for
provi di ng a VviThieuala tee oy axeacs iftorl dthe i Cheodd enodlf elHe 0 especis ve
server conmmunication controllers 301 and 104 of the data managenment server
300 and tde Ikrfmmaldd)i Bgiadl a sdatta nepaws ko £ orimectodml dasand om 1ink
predet erm ned conmuni cati on protocols, for exanple, TCP/IP. The data
managenemitgerdara 300 ke adar vetonagdi weit haf Qe iviprovl deemony a net wor k
in order to virtually expand a menory area for holding data in the termna
100 functietitiry 30 abs | D red| kasemi em tRe| TRi t eBurbheEr@Ee of iRak¥®are. The
dat a managenent server 300 is not carried for_use by a user, so that it
does Aot Frlkd HREREe curbstIPEt i dngPeathiasthlesseriet ghapes ThtRedt he data
storage unit 301 of the data _- 83 managenent server 300 is_inpl enented
using a |3NYBRAPRREY yL Fibt afel WeviReredtht 2sSat har Bh@i SRPCANY 't oper at es
as a virtual nenpry space of the term ha 00. Thus, ,the nmaxi mum nmenory
capacity YﬁlW%ep§é¥m?ngﬁt?o%t%ﬁﬁ%ﬁegn%EsL%ﬂiéfl%l%E%ﬂIFﬂi?eg?f%ach dat a
item (value information such as el ectronic y.or _electronic ticket) used
on the te?%??%ﬁu¥%0;%p€?%t$%baaﬁtﬁﬁag?:Hﬂﬂﬁrggfsl%sggﬁigfﬁgu it A5 que
ID. That is u%he3®E is linked with an entity of data stored in 10 the data
st orage Lmﬁ? 03 "the data nanagenent server 300. Fig. 17 schematically
shows ~t he confy ' if ; idha £as w@@§ he

ter \r%ﬁr(l)al 100 cg'&;)k%e}q\;taéedslrgrlghn %%%%lr%a%?%ﬁm@%&%n% o’wnf?nfrt1 he ert re

the data SRGgERELL o 2Ygt 2 tﬂglaggg etﬁgsgténéhi@@maa.f'@hea&é ABdulg 15

400, and a server reader/witer T rmnal 100 1 ncludes a wrel ess
comuni cai h@Ni §ORG ¥ ObhERed0int PRE 6 g8RabLe10b, f unet Lenkpg/Retheas an IC
nodul e and as a reader/witer, an |ID storage unit 102 for storing an ID for
associ at i pgo datde sis€d ORet hierteal naho2POmodl1an3e0ckypt the sesibekl er 103
for controlling encrypted data comruni cati ons, and a server comuni cation
control | efo 188t 0f thatentltngocosruai €abnothewdhbat beozageennl@030ia a
network. It is assuned that the w reless comunication controller 101

oper attes ofi the veatdealvwmenerymnddul@53The | C card nodul e 400 includes a

Wi rel ess - 84 communication controller 401 for comrunicating with the
terminal 100 dper atirmgpab memenyenddnle enay soeaproehdeypidoonezont 6l | er 402
for controlling encryption of data exchanged with the term nal 100, and a
data stormgeuidit AdBermathveldata PiBHLEVELUEVRAT BERAFYORMOSUER ASY

el ectronic noney or electronic ticket) used_on the [C card nodul e 400 is
provide virtual memory spaces simultaneously for a plurality

of IC modules. Obviously, a single IC module may have
20 virtual memory spaces in a plurality of virtual memory
modules.
When the data storage unit 101 in the IC module 100 is
used as a cache, the cache writer 204 of the reader/writer
200 checks a memory space in the IC module 100, and obtains

25 an ID thereof if a capacity that allows caching data remains.



associated with a unique ID. The term nal 100 operating in the
reader/witer node 10 15 and the I C card nodul e 400 connect to each other,
for exanple, in a contactless nanner based on the principles of

el ectromagneti c i nduction. The w reless comuni cation controller 401 of the
| C card nodul e 400 communi cates with the term nal 100 by changing its | oad
bet ween antennas (not shown) based on a response signhal to a query signal
fromthe termnal 100 to anplitude-ngd$lage a signal that appears in a
receiver circuit of the term nal 100. e server reader/witer 500 includes
an encryption 20 controller 501 for carrying out encrypted comruni cations
with the reader/witer, and a server conmuni cation controller 502 for
carryi ng Baendathecoanhai gsaitens204 achtathwodhktsuchrasspoi@PhyPtnether k.
Now, a procedure of operation for allow ng data exchange between two

t er mi nal sTR0Bromnthe0VBrthal meworwpabtielef anpegatahg tn bheceahddpode and
the reader/witer 25 node. In this enbodinent, data held by a user of a
first -aB8 ster@abnhheidapai snhthe @yta sterapge ansbcdhd tur thealCl100B,

al | owi ng exchange of data. Fig. 18 schematically shows the configuration of
a data neR@gekentO8ystemincluding the terninal 100A that operates 5 in the
reader/witer node and the term nal 100B that operates in the card node.

The térninal 1T00ARPERAT NP | TR FRLRRGFING i 49T nofeeTEacaphptle of

transferring to the data managenent server 300
shgwn) %or af&owing g user to specgfy data to be cached may

be provided. This allows the user to select specific value
information that is frequently used, such as electronic
money or electronic ticket, and to hold the value
10 information in the IC module 100. 1In that case, by user-
driven caching of data that is frequently used, desired data
can be used without connecting to the virtual memory module
300, so that quick transactions are achieved. No particular
limitation exists as to where the cache selecting user
15 interface is provided, and the cache selecting user
interface may be provided in, for example, the IC module 100,
the reader/writer 200, or the virtual memory module 300.
Fig. 8 is a flowchart showing a procedure of processing
for achieving quick transactions by the reader/writer 200
20 using data cached on the IC module 100.
When the IC module 100 is placed over the reader/writer
200, the card communication controller 102 is activated,
whereby a contactless connection based on electromagnetic
induction is established (step S11). The IC module 100

25 generates a response in the card encryption controller 103,



data transferred fromthe term nal 100B operating in the 10 card node by
encrypted comruni cations. Wien the termnal 100B is placed in sufficient
proximty to the term nal 100A, the wirel ess conmunication controllers 101
of the respective termnals are activated, allowing a wireless connection
based on el ectromagnetic 15 induction. Then, the term nal 100A reads an ID
for associating desired data fromthe term nal 100B, and sends the IDto

t he data managenent server 300 via the_server comrunication controller 104.
Al so, the term nal 100A sends an ID FoP associating its 20 own data to be
exchanged to the data managenent server 300 via the server comunication
controller 104. The data nmanagenent server 300 recogni zes transfer of data
fromthe dednteahri®Othée orédpotes ntoathd 0fBadandwfives a08ource and a
destination of data transfer based 'on the IDs 25 of the respective

term nal s. TG, Ten,I@ heodlatea Ifdhageterite seyader [00i toar ra®s out dat a
transfer in a database inplenented on the data storage unit 303, _with data
hel d by aexsevtefprhecderes naf Moowaisadohanhetdt bynaanderesponne abrni nal
100B. 5 The data nmanagenent server 300 notifies the term nal 100A at the
source oflelash erepsterestalbiphebibnadbf agbhantiaatien. and to share

5 an encryption key (step S12), whereby secure data
communications using encryption are allowed.
When the data storage unit 101 in the IC module 100 is
used as a cache, the cache writer 204 of the reader/writer
200 checks a memory space in the IC module 100 (step S13).

10 If a cache already exists in the data storage unit 101
in the IC module 100, the cache writer 204 directly writes
to the cache (step S14). Thus, data can be updated without
connecting to the virtual memory module 300 on the network,
so that quick transactions are achieved.

15 When data cached in the IC module 100 has been updated
in the manner described above, then, a cache reflecting
request is issued to the cache reflector 304 of the virtual
memory module 300 to ensure consistency of cache data (step
S15), and the updated status in the IC module 100 is sent to

20 the cache reflector 304 as cache information (step S16).

When using data that has been cached in the manner
described above, the user places the IC module 100 over the
reader/writer 200 to establish a contactless connection.
Then, the reader/writer 200 checks whether the data is

25 present in the data storage unit 101, and executes



Al so, the data managenent server 300 notifies the term nal 100B operating
in the card node of conpletion of 10 data transfer via the term nal 100A
operating in the reader/witer node. In the data transfer sequence

descri bed above, the sane processing is al so executed when data is
transferred fromthe termnal 100B to the term nal 100A. In that case, 15
however, the term nal 100A operates in the card node and the term nal 100B
operates in the reader/witer node. Eilg7 19 shows a sequence of operation
for transferring data fromthe term nal” '100A operating in the reader/witer
node to the term nal 100B operating in the card node in the 20 data
managenent system according to this enbodi nent. The data nanagenent server
300 pol | strhesaetional i100he opeeathog af the deodehdswbéen woafarmetyork
In response to the polling, the term nal 100A generates a response in the
encrypti onpdabningl tike d882 andthetdans sher2feresponselto the data
managenent server 300. Procedures of 87 _ nutual authentication and
response are execiltehcite, | exsyn orayef ionigss didldashthmitdestia aut e i T&ti on and
to share an encryption key, whereby secure data conmunications using
encryptidmogﬁéeaxg%mb@$ Beqneupdabednnblgenspaderf/ vei t@0020@coyarkes t hat
data is to be transferred fromthe term nal 100A, and issues to the

terni Ral 3PPRASBIPSabhe eHiEEEal RREHPTY orodata 200 beakdanefbpred, thher eby

obtaining data to be trapsferred, Then, the data nmanagenent server 300
i ssues a rRIate qagg¥us 1n the IC module 100 to corresponding data in

the virtual memory module 300, thereby ensuring consistency
of cache data.

Fig. 9 is a flowchart showing a procedure of processing

10 for reflecting an updated state in the IC module 100 to
corresponding data in the virtual memory module 300.

When a cache reflecting request is received from the
cache writer 204 of the reader/writer 200 (step S21), then,
an updated state in the IC module 100 is received as cache

15 information (step S22).

Then, the cache reflector 304 checks whether the
updated state of the cache in the IC module 100 has been
reflected to corresponding data stored in the data storage
unit 301 in the virtual memory module 300 (step S23).

20 If the updated state of the cache has not yet been
reflected to corresponding data stored in the data storage
unit 301, the cache reflector 304 reflects the cache to the
data storage unit 301 (step S24).

'The cache reflecting operation is executed

25 independently from processing executed when the user places



10 (ReadI D) for ID1 for associating the data to be transferred, thereby
obtaining ID1. Furthernore, the data nanagenent server 300 recogni zes that
the data to be transferred is to be transferred to the term nal 100B, and
polls via the termnal 100A the term nal 15 100B operating in the card
node. When the termnal 100B is placed in sufficient proximty to the
termnal 100A, the wi rel ess communication controllers 101 of the respective
termnals are activated, allowing a co gection based on el ectronagnetic
i nduction. 20 Then, the term nal 100A g€nérates a response in the
encryption controller 103, and returns the response to the data nmanagenent
server 300 via the termnal 100A. Then, the term nal 100B and the data
managenenthsergenodGfeexebubecpr ohedueadeofwhityal 280t hentiseataoheand
response 25 at | east once via the termnal 100A to establish nutual _ 88
__aut hentdetaé} oscahbatotbbhaspead efictyphsentkeys whenebycsmpupridata
communi cations using encryption are allowed. Then, the data managenent
server 300 recogs zek0 tdrad Uhtshow seqbenceanst erpedat bon hexeeuinedal 1008,
and issues 5 to the term nal 100B a read request (ReadlD) for I1D2 for
associ at i agodat bheolBempruhsf éPPedtheheecabyrowratarngOPb2anthehe the data
managenment server 300 carries out data transfer in a database inplenmented
on thé davartvelagemgaytmodule 300 for achieving quick transactions
by caching data in the data storage unit 101 of the IC
module 100. Fig. 10 shows a cache storing sequence, and Fig.
11 shows a cache reflecting sequence.
In the cache storing sequence, the communication
10 controller 201 of the reader/writer 200 constantly polls the
IC module 100. When the IC module 100 is placed in
sufficient proximity to the reader/writer 200, the card
communication controller 102 is activated, whereby a
connection based on electromagnetic induction is allowed.
15 The IC module 100 generates a response in the card
encryption controller 103, and returns the response to the
reader/writer 200.
Then, the IC module 100 and the reader/writer 200
execute procedures of mutual authentication and response at
20 least once to establish mutual authentication and to share
an encryption key, whereby secure data communications using
encryption are allowed.
The reader/writer 200 reads an ID (ReadID) stored in
the data storage unit 101 in the IC module 100, obtaining

25 1link information to a file structure in the data storage



303, with data held by a user of the term nal 100A as data 10 held by a
user of the termnal 100B. That is, data associated with IDl is transferred
as data of 1D2. Then, the data managenent server 300 notifies the term nal
100A at the source of data transfer of conpletion of data transfer. 15

Al so, the data managenent server 300 notifies the term nal 100B operating
in the card node of conpletion of data transfer via the term nal 100A
operating in the reader/witer node. Furthernore, the data managenent
server 300 nmay col |l ect 20 charge for~s dufe transfer service between
termnals by introducing a settlenent system That is, the data nmanagenent
server 300 may collect charge when data is transferred between two

t er m nal sunst Nng0h Betthenentt systeemeopnecdetet 800 he dat a nanagenent server
300. 25 Fig. 20 illustrates a systemfor collecting charge for - 89 data
transfer when Inattthe sdatraansfearagsd frriom e taerspeml £i1O0A o dtwudterm nal
100B. Wiile the termnal 100A is operating in the card node, an external
appl i cati bh Bernved, 680dwentespandl imdtdsvaara Bhassofi asedewi t hTh®1, such as
value information; to and fromthe term nal 100A. Furthernore, the

appl i cat i epPeer VEri B0V hupagestat dabasotrnaed wiih 101 6a hinkedbhse.
Furthernore, the application server 600 is allowed to access the term nal
100B Speratfhlei ptrnetess dinvtiee date hetapager wihkl 39D0ARopBeaViAEURA t he

reader/witer node.
memory module 300.

If an entity of data stored in the data storage unit
101 of the IC module 100 is not present in the IC module 100,
the reader/writer 200 accesses the virtual memory module 300

10 via the network to obtain the entity of data from the data
storage unit 301 of the virtual memory module 300.

More specifically, the reader/writer 200 polls the
virtual memory module 300 via the network, using an ID
obtained from the IC module 100.

15 In response, the virtual memory module 300 generates a
response in the card encryption controller 303, and returns
the response to the reader/writer 200. By executing
procedures of mutual authentication and response at least
once, mutual authentication is established and an encryption

20 key is shared, whereby secure data communications using
encryption are allowed.

Then, the virtual memory module 300 and the
reader/writer 200 execute procedures of mutual
authentication and response at least once to establish

25 mutual authentication and to share an encryption key,



Furthernore, when data associated with IDL of the term nal 100A is
transferred to the termnal 100B, the application server 600 reads I1D2 for
associating the data to be transferred, fromthe term nal 100B via the
term nal 100A 15 operating as the reader/witer. Then, the application
server 600 noves data associated wth ID1 on the database as data of |D2.
The application server 600 is connected to a settlenent system 700 for
col l ecting charge for data transfer._T%§ 20 settlenent system 700 nonitors
t he database, and bills a price for using the data transfer service to one
or both of the term nal 100A and the term nal 100B at the source and
destination of data transfer when data associated with IDl is transferred
as dat a ofh¢peby28efure héahereomintnisahisnspossndl encoyseivheateansacti ons
- 90 interns of electronic noney stored in the termnals when data is
transferr2dlogpd. 2Thecheaderturiyeshade zepystenpforederesi a§ Wraheacti ons
usi ng el ectronic noney when data is transferred fromthe term nal 100A to
the termnm #aFe300BRA5TEAPPREC ekABBEEOSHARA RSt Hertuglreempryimogdssaned t hat
data hel d &5 a user of the termnal 100A js assigned at a price to a user
of the terWPnaf Ho0B. thRed aetpeafednbRegbEatern goBt LRVt A i #9ShEAdges
electroniéaggney data owned by the term nals 100A and 100B. 10 When data

assocﬁate th IDL of the termnal 100A is transferred to the term nal

Lo o PP he S Hod e R 18 dod fie iR i Sbenir f o 10 2
ransterreaq, I ¢ | ! | (
e Sk b e o b AR R e B ABh o P or Srytnata b Rner er (0 |
| et ed i 1 i h d dth
Cern nal GO0R DL EE 208 0L She cPORREE/HEHEER, 200 CEbRERANELGaRE  TRT FRTC 1"
ey ooy s ohaigtel Tobpe Fle! CAEN"Gont APk e 1bRoBSILLESEOhP 6! BELTOn! ©
Then,i ot hea gk e64£8RI CyARPENYSE" ¥6An80L1 SHPLEBELSoA éygb@%}nsgglée&ct he data

transfer fromthe el ectronic noney data stored in the term 100B. 25
Fur t her mof gdutbeog! €6t sPNbFeADPNEYhECTECho80D2UIS §8nerates a
response in the card encryption controller 103, and returns
the response to the reader/writer 200.
Then, the IC module 100 and the reader/writer 200

15 execute procedures of mutual authentication and response at
least once to establish mutual authentication and to share
an encryption key, whereby secure data communications using
encryption are allowed. Then, the cache writer 204 writes
desired data to the data storage unit 101.

20 In the cache reflecting sequence, first, a user selects
data to be cached, using a cache selecting user interface on
the reader/writer 200. Note, however, that no particular
limitation exists as to where the cache selecting user

interface is provided, and the cache selecting user

25 interface may be provided in the IC module 100 or the



- 91 the electronic noney data stored in the term nal 100A that has
provi ded data, thereby settling the transaction in terns of electronic
noney. The functions of the electronic noney server BOO may be 5
i npl emented on the data managenent server 300 described above. Furthernore,
when it is allowed to exchange el ectronic noney securely between the
term nals 100A and 100B, direct transactions between termnals w thout an
internediary 10 server described above s possible. Wen el ectronic noney
is managed by a server, transactions~oPlerectronic noney data can be
executed in the server by notifying the server of an I D associated with
el ectroni c money. 15 Supplenent Al though the present invention has been
descri bedvift@el ahdmdry thedeDat Bxt Dists@esi df ctiearbodaaent $riodyi 206! Y,
nodi fications of and alternatives to the enbodi nents can be 20 conceived by
t hose skill ed The tdrenatrii od tikoutcotaparliliery ZQlomieheresquign Awmift dthe2 iy esent
invention. That is, the present invention has been discl osed by way of
exanpl es, camsit 4inel prieskhs thweht iroodshoul @0 not be construed as limted to
t he exanpl es. The gist of the present invention should be 25 determned in
consi der at i on Wfert HheClTdl mpadule 190 dsndristadadalinApplfifiatiidnt y
5 proximity to the reader/writer 200, the card communication

controller 102 is activated, whereby a connection based on

electromagnetic induction is allowed. Then, the IC module

100 generates a response in the card encryption controller

103, and returns the response to the reader/writer 200.

10 Then, the IC module 100 and the reader/writer 200
execute procedures of mutual authentication and response at
least once to establish mutual authentication and to share
an encryption key, whereby secure data communications using
encryption are allowed.

15 Then, the cache writer 204 checks a memory space in the
IC module 100. 1If a cache already exists in the data
storage unit 101 of the IC module 100, the cache writer 204
directly writes to the cache.

Furthermore, the reader/writer 200 reads an ID (ReadlID)

20 stored in the data storage unit 101 of the IC module 100,
obtaining an ID that serves as link information to a file
structure in the data storage unit 301 in the virtual memory
module 300.

Then, the reader/writer 200 polls the virtual memory

25 module 300 via the network, using the ID obtained from the



According to the present invention, a nmenory area of a 5 data storage unit
that is limted in ternms of hardware is virtually expanded to provide an
essentially unlimted maxi mum nenory capacity of a data storage unit of an
| C nodul e. Furthernore, according to the present invention, by 10 all ow ng
upgradi ng of progranms for executing virtual transactions, fixed prograns
for 1C nodul es can be virtually extended. Furthernore, according to the
present invention, a favorable data mapagenent system reader/writer
apparatus, 15 and virtual nenory device that allow a nmenory area associ at ed
with an I C nodul e to be expanded using a virtual nenory nodul e connected
via a network are provided. Furthernore, according to the present

i nventi onlC anedwbe abP@. dat a managenent system reader/writer apparatus, 20
and virtual menory device that inprove the speed of data access in a case
where a nmenor Y TarkSB RISt ddianinl l6ima,C sl ul ier s lepemmesd usduike a
virtual nenory nodul e connected via a network are provided. Furthernore,
accor di ng39%® g%%eﬁﬁ%%%n% F%%Eﬁ@ﬁ%nlnl¥h?sCQ5dp©%@¥bPél©@ aenteeblél gh- speed

transactlgaénvg roviding a - 93 cache controller in a reader/witer or
a virtual QQHB%E?%n%th%yr%%EﬁPﬁ% Hat Bhe oFeadanbuEi FoRs2P A a Bt a
storage unit of,an I C npo is also possible to exchange data to be

cached, afFoRinh & DERTE Br§%l% tMghral cepphgRt tagheen and response

at least once, mutual authentication is established and an
encryption key is shared, whereby secure data communications
using encryption are allowed.
In order to ensure consistency of cache data, the cache
10 writer 204 of the reader/writer 200 issues a cache
reflecting request to the cache reflector 304 of the virtual
memory module 300, and sends an updated state in the IC
module 100 to the cache reflector 304 as cache information.
The cache reflector 304 checks whether the updated sate
15 of the cache in the IC module 100 has been reflected to
corresponding data stored in the data storage unit 301 of
the virtual memory module 300. If the updated state of the
cache has not been reflected to corresponding data stored in
the data storage unit 301, the cache reflector 304 reflects
20 the cache to the data storage unit 301.
As described above, according to this embodiment, when
a virtual memory module that operates as a server is used, a
cache of accesses is stored in an existing IC module,
allowing quick access to cached data.

25 Fig. 12 échematically shows an image of usage of the IC



Furthernore, according to the present invention, a favorable data
managenent nethod that allows secure exchange of value information stored
on a server between two termnals is provided. 10 Furthernore, according to
the present invention, a favorable data managenent systemthat all ows
secure exchange of a |large volunme of data in a short tinme between two
termnals is provided. Furthernore, according to the present invention, a
15 favorabl e data managenent nethod that. all ows secure exchange wi t hout
carrying a secure nmenory having a Iafgé3c§pacity i's provided. - 94
CLAIMS 1. A data managenent system for expanding a nenory area associ ated
with an | C nodul e, the data managenent system 5 conprising: a virtua
menory nogodieleonpoi asng pldatarstotagpoudiri 1f,06t6kangngadat ahbbatisi s used
on the 1C nodule and a card encryption function controller for controlling
encrypti ofirefuentiynusadi bp dataeapdill.a aeadechwheter conprising a
reader/witer comrunication controller for accessing the nenory area of the
| C nodul e, a rkadetd vestdmgslenctioyt i om fhecfignrepndatd| By datacBptawnd! i ng
encryption of conmmunication data exchanged with the IC nodule, and a
net wor k cdahanCgasiioh 45 vahteolihéprimetioconbhedbthnggngotbhe usetualf trbeory
nodul e via a network;

5 IC module 100, are managed on the virtual memory module 300

that operates as a server on the network. Of the data A, B,
and C, if the user frequently uses the data B, the data B is
written to the IC module 100 via the reader/writer 200.

After that, when a connection is established between

10 the reader/writer 200 and the IC module 100 and the data B
is used, the IC module 100 is directly read or written, so
that quick transactions are achieved. Then, the
reader/writer 200 writes an updated state of the cache to
corresponding data in the virtual memory module 300 via the

15 network, thereby maintaining cache consistency.

Obviously, the frequency of use by a user of specific
data items may change as time passes. For example, if the
data C has come to be used more frequently than the data B
after a point in time, the data B may be swapped out from

20 the IC module 100 while swapping in the data C to the IC

module 100, based on a user's selection or automatically.

B-2. Embodiment 2-2:

Fig. 13 schematically shows a modification of the data

25 management system shown in Fig. 7. 1In the embodiment shown



wherein the reader/witer accesses the virtual nenory nodule to obtain data
that is to be used on the I C nodul e when the data is not present on the IC
nodul e. 20 2. A data managenent system according to Claim1, wherein an ID
that is linked to data on the virtual nmenory nodule is stored in the IC
nodul e. 25 3. A data nmanagenent system according to Caim1l, - 95
wherein an upper limt value is set for a file structure in the nenory area
of the IC nodule, and it is linked to file structure in the virtual
menory nodule. 5 4. A data nmanagenenf sSysfem according to Claim1l, wherein
a server-side reader/witer nodule that is connected via the network is
provi ded, wherein a reader/witer encryption processor for controlling
encrypti oinofFigoniuntbat readdayartxehadgedthat hidOckbebl € ovdul e is
provided in the server-side reader/witer nodule, and wherein the
reader/ w &ceessengi ¥rsl@ medpbassuppcrtvedefwonkihe, | Eonmbdaterhand
transfers encrypted response data as it is to the server-side reader/witer
15 nodul ereadererhbenorR) andaihewedsponsbsdaaaceéssptheegsetuah the
server-side reader/witer nodule. 5. A data managenent system according to
Cl ai m 1, memory module 300. In contrast, in the embodiment shown in
5 Fig. 13, a reader/writer 200 does not support networking,
and it accesses data held in an IC module 100 under the
control of a server 400 on a network. A virtual memory
module 300 is accessed by the server 400 via the network.
As shown in Fig. 13, the data management system
10 includes an IC module 100 that is carried by a user and that
securely holds particular data (value information or the
like), a reader/writer 200 for accessing a memory space of
the IC module 100 to read or write data, a virtual memory
module 300 that is connected via a network, and a server-
15 side reader/writer module 400 that is capable of
communicating with the reader/writer 200 and that accesses a
memory space of the virtual memory module 300 to read or
write data.
The IC module 100 includes a data storage unit 101, a
20 card communication controller 102 for communicating with the
reader/writer 200, and a card encryption controller 103 for

controlling encryption of data exchanged with the

reader/writer 200.
The IC module 100 is implemented, for example, in the

25 form of a card, or is implemented in the form of a chip and



wherein a versi on managenent nodule is provided on the 20 network, the
ver si on managenent nodul e prepari ng an upgradi ng program or upgrading
prograns for the reader/witer encryption processor of the reader/witer
and/ or the card encryption processor of the virtual nenory nodul e and
transferring the upgradi ng program or upgrading 25 prograns to the
reader/witer and/or the virtual nenory - 96 nodule. 6. Avirtual nenory
device for expanding a nenory area agsggiated with an I C nodul e, the

vi rt ual

t hat

is used on the I C nodul e;

menory nodule 5 conprising: a

ta storage unit for storing data
and a card encryption function controller

for controlling encryption of conmunication data. 10 7. A virtual nenory

devi ce acterinhobuded Caia nalbhedevhcanshéhthatai selinked prodataros the
menory nodule is stored in the IC nodule. 15 8. A virtual nenory
devi ce ackbhdi nfh¢od&tai sréraghenein 20l uppea bsemitorndboeorsckep, fanda file
structure in the nenory area of the I1C nodule, and it is linked to a file
struct urethe shersgetcapaebhyryhepedof eha20a9. uppart hbwibf conttbising a
menory for expanding a nmenory area associated with an | C nodul e,

t he met hodMeenrprert ngtha data storagg whep dPlsisrupgddasaat pacheésfased on
the 1 C nodul e; and 25 a card encryption function controlling step of

vi rt ual

vi rt ual

10

15

20

25

temporarily storing data” (value information or the like
that is frequently accessed.

The reader/writer 200 includes a reader/writer
communication controller 201 for communicating with the IC
module 100, and a network communication controller 203 for
transmitting data via a network.

The respective communication controllers 102 and 201 of
the IC module 100 and the reader/writer 200 connect to each
other, for example, in a contactless manner based on the
principles of electromagnetic induction. The card
encryption controller 103 communicates with the
reader/writer 200 by changing its load between antennas (not
shown) based on a response signal to a query signal from the
reader/writer 200 to amplitude-modulate a signal that
appears in a receiver circuit of the reader/writer 200.
Obviously, connection between the IC module 100 and the
reader/writer 200 is not limited to a contactless connection,
and a connection may be formed by inserting the IC module
100 in a card slot of the reader/writer 200.

The virtual memory module 300 includes a data storage

unit 301 for providing a virtual memory space for the IC

97



controlling encryption of comunication data. 10. A nethod of controlling a
virtual nmenory according to daim9, 5 wherein an IDthat is linked to data
on the virtual nmenory nodule is stored in the I1C nodule. 11. A nethod of
controlling a virtual nmenory according to Claim9, 10 wherein an upper
limt value is set for a file structure in the nenory area of the IC
nodule, and it is |linked to a file structure in the virtual nenory nodul e.
12. An | C nodul e accessing device for % cessing an | C 15 nodul e having a
menory area expanded by a virtual neno § nodul e on a network, the I C nodul e
accessing device conprising a reader/witer comrunication controller for
accessing the nenory area of the I1C nodule, a reader/witer encryption 20
functi on medile®) | £rnéowockntsmhhnhgaehen ypdbnonodiecobdnfeat i on data
exchanged with the I C nodule, and a network comruni cation controller for
connect i ngorrouth heaving uai tirevine yr sadet éwyitet h20 et awockrdwleceyptite | C
nodul e accessing devi ce accesses the 25 virtual nenory nodule to obtain
dat a t hatcéostrtolberused Hor cen®sollheg| éhapdpteonheh déeadexahaggadt
present on the 1 C nodule. 13. An I C nodul e accessing device according to
d aim 12,with the reader/writer 200, and a cache reflector for
5 reflecting an updated state of cache data in the data
storage unit 101 to corresponding data in the data storage
unit 301.
The virtual memory module 300 is used to virtually
expand a memory area in the data storage unit 101 of the IC
10 module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not carried for use by a
user, so that it does not have hardware restrictions such as
a card shape. Thus, the data storage unit 301 of the
virtual memory module 300 is implemented using a large-
15 capacity storage device such as a hard disk, and it operates
as a virtual memory space of the data storage unit 101 of
the IC module 100. Thus, the maximum memory capacity of the
IC module 100 becomes essentially unlimited. The virtual
memory module 300 is implemented, for example, by a server
20 machine provided on a broadband network.
The server-side reader/writer module 400 includes a
reader/writer encryption controller 401 for communicating
with the reader/writer, a network communication controller

402 for carrying out data communications via a network such

25 as a TCP/IP network, and a cache writer 403 for writing data



wherein an ID that is linked to data on the virtual 5 nmenory nodule is
stored in the IC nodule. 14. An |IC nodul e accessing device according to
Claim 12, wherein an upper limt value is set for a file structure in the
menory area of the 1C nodule, and it is 10 linked to a file structure in
the virtual nenory nodule. 15. A nethod of controlling access to an IC
nodul e having a nenory area expanded by a virtual nenory nodule on a
network, the nethod conprising: 15 a_rqugr/wwiter conmuni cati on
controlling step of accessing the nenory area of the I1C nodule; a
reader/witer encryption function controlling step of controlling
encryption of communi cati on data exchanged with the I C nodul e; and 20 a
net wor k coomomi cathed tonthel datg stepagéd conbet®i ngnt ohé heCvmodudd nenory
nodul e via the network; wherein the virtual nenory nodule is accessed to
obt ai n dat@0t hafhé sreadde/wstdeon2@beis Cimpteahenwbeén fbe datmpis, noy
present on the |IC nodule. 25 - 99 16. A nethod of controlling access to
an | C nocul eea¢ebrokeyine dhar niasoromnedednoana| proadband nehkedktandat a on

the virtual mepory nodule is stored in the | C nodul e.
that is capable of accessing the virtual memory module 300.

5 The respective network communication controllers 302
and 402 of the virtual memory module 300 and the server-side
reader/writer module 400 form a network connection based on
predetermined communication protocols, for example, TCP/IP.

The data storage unit 101 of the IC module 100 stores
10 an ID for identifying a data space of the module, and a link
to data in the data storage unit of the virtual memory
module 300 is formed based on the ID. Furthermore, in the
data storage unit 101, a specific file structure is formed,
and an upper limit value thereof is set. The upper limit
15 wvalue of the data storage unit 101 is linked to a file
structure in the data storage unit 301 in the virtual memory
module 300.
When obtaining data held in the IC module 100, if an
entity of data stored in the data storage unit 101 of the IC
20 module 100 is cached in the IC module 100, the server-side
reader/writer module 400 accesses the IC module 100 via the
reader/writer 200 to obtain the entity of data from the data
storage unit 101 of the IC module 100. On the other hand,
if an entity of data stored in the data storage unit 101 of

25 the IC module 100 is not cached in the IC module 100, the



5 17. A nethod of controlling access to an I C nodul e according to Cl aim15,
wherein an upper limt value is set for a file structure of the nenory area
of the 1C nodule, and it is 10 linked to a file structure in the virtual
menory nodul e. 18. A data nanagenent system for expanding a nenory area
associated with an |1 C nodul e, the data managenent system conprising: 15 a
virtual nmenory nodul e conprising a data storage unit for storing data that
is used by a user of the IC nodule and a card encryption controller for
controlling encryption of communi cat rof8data; a reader/witer communication
controller for accessing 20 the nenory area of the I1C nodule; a
reader/witer encryption controller for controlling encryption of

communi cagépile dak adexebangedwwi t Brtfiedh Cemdol ecacpetwotkecommyakgat i on
controller for connecting to 25 the virtual nmenory nodul e via a networks

and - 1@@moayrmedeléwsdbDerigothei sebgoakcachebwaihethkboenwikli g dat a
that is used on the I C nodule nore frequently than a predeterm ned
frequencydébat feohCtheddbhea 5td9aqgéd data BBhagémeht systemlameoodiyng to
Claim 18, wherein the reader/witer requests the virtual menory

module 300.

5 Furthefmore, when the data storage unit 101 of the IC
module 100 is used as a cache, the cache writer 403 checks a
memory space in the IC module 100, and obtains an ID thereof
if a capacity that allows caching further data remains.
Then, the cache writer 403 obtains data corresponding to the

10 ID from the virtual memory module among data to be cached,
and stores the data in the data storage unit 101 in the IC
module 100.

Furthermore, a cache selecting user interface (not
shown) for allowing a user to specify data to be cached may

15 be provided. This allows the user to select specific value
information that is frequently used, such as electronic
money or electronic ticket, and to hold the value
information on the IC module 100. In that case, by user-
driven caching of frequently used data, the data can be used

20 without connecting to the virtual memory module 300, so that
quick transactions are achieved. No particular limitation
exists as to where the cache selecting user interface is
provided, and the cache selecting user interface may be

provided, for example, in the IC module 100, the

25 reader/writer 200, the virtual memory module 300, or the



nodul e to reflect cache in response to rewiting of data cached on the IC
nodul e, and wherein the virtual nmenory nodule further conprises 10 a cache
reflector for rewiting corresponding data in the data storage unit in
response to the request for reflecting cache. 20. A data managenent system
according to Claim18, 15 wherein at |east one of the reader/witer, the
virtual nenory nodule, and the I C nodul e conprises a cache sel ecting user
interface for allowing a user to specify data to be cached, and wherein the
cache witer wites the data sel ected 5 via the cache sel ecting user
interface fromthe virtual nenory nodule to the I1C nodule. 21. A data
managenent system according to Caim 18, wherein a server-side

reader/ wseevenosiidle thaderswlbteommedtke 40@.the network is provided, -
101 wherein a reader/witer encryption processor for controlling
encryption of Wwmurdiced idat alatached hangdte wianneheldscmdrhd ealsowk a cache
witer for witing data that is used on the I C nodule nore frequently than
a predet et nesles prageentiyet 6Cthedu: nbedl evaretheovedderiwriher 200

server-side reader/witer nodul e, and wherein the reader/witer receives a
response to establish a contactless connection. At this time, the

5 server-side reader/writer module 400 checks whether data is
present in the IC module 100 via the reader/writer 200. If
the presence of the data in the data storage unit 101 is
confirmed, the server-side reader/writer module 400 executes
transactions to update the data in the data storage unit 101.

10 Furthermore, upon confirming that the data in the IC
module 100 has been updated, the server-side reader/writer
module 400 starts accessing the virtual memory module 300,
and reflects an updated sate in the IC module 100 to
corresponding data in the virtual memory module 300, thereby

15 maintaining consistency of cache data.

B-3. Embodiment 2-3:

Fig. 14 schematically shows another modification of the
data management system shown in Fig. 7.

20 As described earlier, in embodiments of the present
invention, when a virtual memory module that operates as a
server is used, a cache of accesses is stored in an existing
IC module, allowing quick access to cached data.

In the embodiment shown in Fig. 14, a cache selecting

25 user interface 205 for allowing a user to specify data to be



received fromthe IC nodule, and transfers encrypted response data as it is
to the server-side reader/witer 10 nodule via the network, and the
response data is processed in the server-side reader/witer nodule. 22. A
reader/writer apparatus for accessing an |IC nodul e having an expanded
menory area, the reader/witer apparatus 15 conprising: a reader/witer
communi cation controller for accessing the nenory area of the IC nodule; a
reader/witer encryption controller [o% controlling encryption of
comuni cati on data exchanged with the "€ 20 nodul e a network comuni cation
controller for connecting via a network to a virtual nenory nodule for
expandi ng the nenory area of the I1C nodule; and a cache witer for witing
dat a t hatcashadedlsoprohede€ 2b aodebeerpweiteeqpent| yThhap anhpr adeker m ned
frequency to the - 102 |[1C nodule. 23. A reader/witer apparatus
accordi ngisoallawvad22¢o wheteetnspecefiiestvaloe tefbembthgncanhe s i ssued to
the 5 virtual nenory nodule in response to rewiting of cached data on the
| C nodul efbgagthettgcheedyi sech 24. eAectadeitwmbhey appalattusoadcording to
Claim 22, further conprising a cache selecting user interface for
ticket, and to hold the value information in the IC module
5 100. 1In this case, by user-driven caching of frequently
used data, the data can be used without connecting to the
virtual memory module 300, so that quick transactions are
achieved.
As shown in Fig. 14, the data management system
10 includes an IC module 100 that is carried by a user and that
securely holds particular data (value information or the
like), a reader/writer 200 for accessing a memory space in
the IC module 100 to read or write data, and a wvirtual
memory module that is connected to the reader/writer 200 via
15 a network.
The IC module 100 includes a data storage unit 101, a
card communication controller 102 for communicating with the
reader/writer 200, and a card encryption controller 103 for
controlling encryption of data exchanged with the
20 reader/writer 200.
The IC module 100 is implemented, for example, in the
form of a card, or is implemented in the form of a chip and
is included in a small device such as a cellular phone or a

PDA. The data storage unit 101 is a semiconductor memory,

25 and the storage capacity thereof has an upper limit. 1In



10 allowing a user to specify data to be cached, wherein the cache witer
wites data selected via the cache selecting user interface fromthe
virtual nenory nodule to the I1C nodule. 15 25. A virtual nenory device for
expanding a nenory area associated with an I C nodule, the virtual nenory
device conprising: a data storage unit for storing data that is used on the
| C nodul e; 20 a card encryption controller for controlling encryption of
comuni cation data; and a cache reflecggr for updating content of
corresponding data in the data storage’unit in response to updating of data
used on the I C nodule. 25 - 103 26. A virtual nenory device according to
Claim25, further conprising a cache selecting user interface for allow ng
a user totlspecefyodiahent p biee cdsbedstdr2de vnilat A0 mhagesedt ases hod f or
managi ng data associated with I C nodul es between a first termnal and a
second t ecadimal feachehperagl ay $nbdal éabtadévébue seofioehgt soorongtdat a and
a reader/witer node for securely accessing another |IC nodule, 10 wherein
dat a t hatlikelusedabnishérée@ientlyeactesaed. of
The reader/writer 200 includes a reader/writer
5 communication controller 201 for communicating with the IC
module 100, a reader/writer encryption controller 202 for
controlling encryption of data exchanged with the IC medule,
a network communication controller 203 for carrying out data
communications via a network such as a TCP/IP network, a
10 cache writer 204 for writing data to be cached to the data
storage unit 101 in the IC module 100, and a cache selecting
user interface 205 for allowing a user to specify data to be
cached. The reader/writer 200 is implemented, for example,
by a server machine that is provided on a broadband network
15 and that is capable of accessing the IC module 100.
The respective communication controllers 102 and 202 of
the IC module 100 and the reader/writer 200 connect to each
other, for example, in a contactless manner based on the
principles of electromagnetic induction. The card
20 communication controller 103 communicates with the
reader/writer 200 by changing its load between antennas (not
shown) based on a response signal to a query signal form the
reader/writer 200 to amplitude-modulate a signal that

appears in a receiver circuit of the reader/writer 200.

25 Obviously, connection between the IC module 100 and the



the termnals is associated with unique identification data, the
identification data associated with data on the I C nodul e bei ng nanaged on
a dat abase, and wherein when data is transferred fromthe first 15 term nal
to the second termnal, first identification data of data to be transferred
is obtained fromthe first termnal, second identification data for
associating the data to be transferred is obtained fromthe second

termnal, 20 and the data associated_m% h_the first identification data is
transferred to the second identificati data on the database. 28. A data
managenent system according to Caim27, 25 wherein when data is
transferred fromthe first - 104 termnal to the second termnal, the
first termeaderoperteres20h ihencbadémitedt ép @odended tlles ssesome dtaan  na
operates in the I C nodul e node, and second identification data for

associ at i #rf thecomnect pomhanay dpesf Eerreed i By r bage ¥t ony t ee SISeso@ddl e er ni nal
using a reader/witer function of the first termnal. 29. A data nanagenent
met hod ack®? dithgd t@2 a3 IR 70 L \ikies et epdee/ W68 t€P®inal is notified of
conpl etion of 10 data transfer upon conpletion of data transfer on the

dat abase. 30. TRedtier trademaity MahoE aAtbrididigdes @ Hm2BEAWRI®I n t he
second termnal _js notified, via the first 15 term nal, of cggp%gtion of

data fran¥ter pbnfRbrp¥Rtidhngra virtual memory space’ for t

module, a network communication controller 302 for
communicating with the reader/writer 200, a card encryption
controller 303 for controlling encryption of data exchanged
with the reader/writer 200, and a cache reflector 304 for
10 reflecting an updated state of cache data in the data
storage unit 101 of the'iC module 100 to corresponding data
in the data storage unit 301.
The respective network communication controllers 302
and 201 of the virtual memory module 300 and the
15 reader/writer 200 form a network connection based on
predetermined communication protocols, for example, TCP/IP.
The virtual memory module 300 is used to virtually
expand a memory area for holding data (value information
such as electronic money or electronic ticket) in the IC
20 module 100, which is limited in terms of hardware. The
virtual memory module 300 itself is not carried for use by a
user, so that it does not have hardware restrictions such as
a card shape. Thus, the data storage unit 301 of the
virtual memory module 300 is implemented using a large-

25 capacity storage device such as a hard disk, and it operates



data transfer on the database. 31. A data managenent nethod according to
Claim 27, wherein when data is transferred fromthe first 20 termnal to
the second termnal, a price for the use of data transfer service is
charged to at |east one of the first termnal and the second termnal. 32.
A data managenent nethod according to Caim 27, 25 wherein each of the
first and second term nals hol ds - 105 electronic noney data, and
wherein when data is transferred fron19@e first termnal to the second
termnal, electronic noney data storéd ‘i-n"the second terminal is decreased
by a sum added by the data transfer and/or electronic noney data 5 stored
inthe first termnal is increased, thereby settling a transaction of data
transfer by el ecttoalcmemoey. space of the data storage unit 101 of
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structure in the data storage unit 301 in the virtual memory

module 300.

15 When communicating with the IC module 100, if an entity

of data stored in the data storage unit 101 of the IC module

100 is not present in the IC module 100, the reader/writer

200 accesses the virtual memory module 300 via the network

to obtain the entity of data from the data storage unit 301

20 of the virtual memory module 300.
One virtual memory module may be provided for each IC

module. Alternatively, a single virtual memory module may

provide virtual memory spaces simultaneously for a plurality

of IC modules. Obviously, a single IC module may have

25 virtual memory spaces in a plurality of virtual memory
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accessing the virtual memory module 300, and reflects an

5 updated state in the IC module 100 to corresponding data in
the virtual memory module 300, thereby maintaining

consistency of cache data.

B-4. Embodiment 2-4:

10 Fig. 15 schematically shows another modification of the
data management system shown in Fig. 14. In the embodiment
shown in Fig. 14, a cache selecting user interface is
implemented on the reader/writer 200. In contrast, in the
embodiment shown in Fig. 15, a cache selecting user

15 interface is implemented on the virtual memory module 300.

As shown in Fig. 15, the data management system
includes an IC module 100 that is carried by a user and that
securely holds particular data (value information or the
like), a reader/writer 200 for accessing a memory space in

20 the IC module 100 to read or write data, and a virtual
memory module 300 that is connected to the reader/writer 200
via a network.

The IC module 100 includes a data storage unit 101, a
card communication controller 102 for communicating with the

25 reader/writer 200, and a card encryption controller 103 for
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The IC module 100 is implemented, for example, in the

form of a card, or is implemented in the form of a chip and
5 is included in a small device such as a cellular phone or a
PDA. The data storage unit 101 is a semiconductor memory,
and the storage capacity thereof has an upper limit. 1In
this embodiment, the data storage unit 101 is used as a
cache for temporarily storing data (value information or the

10 like) that is frequently accessed.

The reader/writer 200 includes a reader/writer
communication controller 201 for communicating with the IC
module 100, a reader/writer encryption controller 202 for
controlling encryption of data exchanged with the IC module,

15 a network communication controller 203 for carrying out data
communications via a network such as a TCP/IP network, and a
cache writer 204 for writing data to be cached to the data
storage unit 101 in the IC module 100. The reader/writer
200 is implemented, for example, by a server machine that is

20 provided on a broadband network and that is capable of
accessing the IC module 100.

The respective communication controllers 102 and 201 of
the IC module 100 and the reader/writer 200 form a

connection, for example, in a contactless manner based on

25 the principles of electromagnetic induction. The card
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reader/writer 200 is not limited to a contactless connection,
and a connection may be formed by inserting the IC module
100 in a card slot of the reader/writer 200.

10 The virtual memory module 300 includes a data storage
unit 301 for providing a virtual memory space for the IC
module, a network communication controller 302 for
communicating with the reader/writer 200, a card encryption
controller 303 for controlling encryption of data exchanged

15 with the reader/writer 200, a cache reflector 304 for
reflecting an updated state of cache data in the data
storage unit 101 of the IC module 100 to corresponding data
in the data storage unit 301, and a cache selecting user
interface 305 for allowing a user to specify data to be

20 cached.

The respective network communication controllers 302
and 201 of the virtual memory module 300 and the
reader/writer 200 form a network connection based on
predetermined communication protocols, for example, TCP/IP.

25 The virtual memory module 300 is used to virtually
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IC module 100 becomes essentially unlimited. The virtual
memory module 300 is implemented, for example, by a server
machine provided on a broadband network.
The data storage unit 101 of the IC module 100 stores
15 an ID for identifying a data space of the module, and a link
to data in the data storage unit of the virtual memory
module 300 is formed based on the ID. Furthermore, in the
data storage unit 101, a specific file structure is formed,
and an upper limit value thereof is set. The upper limit
20 value of the data storage unit 101 is linked to a file
structure in the data storage unit 301 in the virtual memory
module 300.
When communicating with the IC module 100, if an entity

of data stored in the data storage unit 101 of the IC module

25 100 is not present in the IC module 100, the reader/writer
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module 100 is used as a cache, first, a user is prompted to
select data to be cached via the cache selecting user
interface 205 on the virtual memory module 300. Then, the
cache writer 204 of the reader/writer 200 checks a memory

15 space in the IC module 100, and obtains an ID if a capacity
that allows caching the data selected by the user remains.
Then, the cache writer 204 obtains data corresponding to the
ID from the virtual memory module among data to be cached,
and stores the data in the data storage unit 101 of the IC

20 module 100.

This allows the user to select specific value
information that is frequently used, such as electronic
money or electronic ticket, and holds the value information
on the IC module 100. In this case, by user-driven caching

25 of frequently used data, the data can be used without
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accessing the virtual memory module 300, and reflects an
updated state in the IC module 100 to corresponding data in

the virtual memory module 300, thereby maintaining

15 consistency of cache data.

C. Third Embodiment

According to this embodiment, only an ID is stored in a
secure manner in two terminals so that data stored in a
20 server in association with the ID can be exchanged quickly
and securely simply by placing the terminals in proximity to
each other.
As an embodiment of the present invention, a terminal
includes a wireless communication controller having a mode

25 for operating as an IC module (hereinafter referred to as a
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(xmbC 10m%gagggeﬁf(gystgm according to a third embodiment of the

5 present invention. As shown in the figure, the data
management system includes a terminal 100, a reader/writer
200, and a data management server 300. It is assumed that
the terminal 100 operates in the card mode.

The terminal 100 includes a wireless communication
10 controller 101 that is capable of functioning both as an IC
module and as a reader/writer, an ID storage unit 102 for
storing an ID for associating data used on the terminal 100,
an encryption controller for controlling encrypted data
communications, and a server communication controller 104
15 for controlling communications with the virtual memory
module 300 via a network. It is assumed that the wireless
communication unit 101 operates in the card mode.
The reader/writer 200 includes a wireless communication
controller 201 for carrying out wireless communications with
20 the terminal 100 operating in the card mode, and a
reader/writer encryption controller 202 for controlling
encrypted data communications with the terminal 100
operating in the card mode.
The terminal 100 operating in the card mode and the

25 reader/writer 200 connect to each other, for example, in a



10 10Y810%&' ()-6310%& ()-510%& ()-3M 10%&' () - (a(wJenbC
10F9! 109&' ()-!~F9! 109KK& ()-!(3, $10%
& ()-13,$10%rY& ()-!~3, $10UKKE () -!p3, $10%=& ()-"Kn}~SH= 10 10 10
10YO3MB10%&' () -! YO3MB109% &' () - F1109&' () - F MB10%&' ()-!~F MBLOYKK&' () - zX6SH=
10! 3$10%m& () -! 3$10%4JU&" () -! 3$10%"& () -!"109%CC& () -!"10%& ()-MLOY%&' ()-}rg
\= 10! L10%& ()- 10 10
10I31‘$10%&'()-!tI31‘$10%AA&'()-3$10?@ﬁ&);!|3$10%ﬁw&'()-1ezzY7g\: 101! F
"s$10% " & ()-, F "s$10%=& ()-,! F#10%+=+&' ()-F ! ~F#10988& ()-F
,H10%9 & () -!, #109%& ()-}rg\= 10!'!, MLO% & ()- 10 10
10YY1 $10%&' ()-! YY1l $10%F& ()-F "s$109%& ()-,!'F "s$109BB& ()-, 8l / eaBg\ =
10!, " 10U {JctiD4 K rignrie # 4R ¢1) -t HOURRI{JiRles of
104 & ()-LAO0A & ()-eJdEg\= 10!'!, "nmO% & ()-@ 10% & ()-L 10% & () -
| 10%¢ & ()eld9f@hdgnet 1QU I Gt 1opdEdgire i 1 ¢ O34 08¢ + U094 & () - Ff/
10% & ()-' 10% & ()-3% $10% & () - $10% & () - TUVWWQgbA 10!!, vy
@$10%rY&Eg)teMIbeg 81 Q) -ofiotha Ogerminal 100 communicates with the
10( F9&10% &'é) -7& 10% & ég -,5110% & () - g4t _zX9bA
reader/writer 2 by changing its load between antennas (not
5 shown) based on a response signal to a query signal from the
reader/writer 200 to amplitude-modulate a signal that
appears in a receiver circuit of the reader/writer 200.
The data management server 300 includes a server
communication controller 301 for controlling communications
10 with the terminal 100 via a network, an encryption
controller 302 for controlling encrypted data communications
with the terminal 100 operating in the card mode, and a data
storage unit 303 for providing a virtual memory space for
the IC module.
15 The respective server communication controllers 301 and
104 of the data management server 300 and the terminal 100
establish a network connection based on predetermined
communication protocols, for example, TCP/IP.
The data management server 300 is a server machine that
20 1is provided on a network in order to virtually expand a
memory area for holding data in the terminal 100 functioning
as an IC module, which is limited in terms of hardware. The
data management server 300 is not carried for use by a user,

so that it does not have hardware restrictions such as a

25 card shape. Thus, the data storage unit 301 of the data



10!'13° &$109%&' ()-!3  &$10%(c(& ()- @BSI0% & ()-& ~ @BSL0NW & && () - &
@$109%dhd& ()-& @$10%(c(& ()-&q}rg\= 10! MLO% & ()- 10n 10n

10nFl IMB109%0& () -! Fl IMB10%( q( & () -3 &$10%% ()-!3" &$10%(q(& ()-{Y:g\=
10! ! 39MBLOYR' ()-z!t 3OMBLOYA( T(& ()-z #109%M& ()-! #10% dl d& () -

#10% t & ()-1y #10%Y& ()-;=>?@%z| "P1 1MLO%& ()- 10(( 10((

10( (! D3)s$10% (& ()- !3)s$10% c & ()- !3)s$10%y(q(& ()-

'10% & () - G x(, kws"P1 _ _

13S $109%& () -! 3S $10% V& ()-! n3S $109m8& () -13S $10%c& ()-! ~3S $10UKKE () -
| ~3S" $109%KK& ()-kLs}rg\= 1 L10%& ()- 10C 10C

10C | 1°$10%C8 ()-!yl 11 $10%FF& ()-Y #10%& ()-z!Y #10% & ()-zD} dEg\ =
1& 10%&' (han#gem@nt)s¢eoy&r (300 108Rifplemenbed upinglo9RatpeFedbgrty,
10%& ()-L9! 10%& ()-Flf 10%&' ()-y1l0%& ()-s10%& ()-10%& ()- 7n6dEg\ = 1Y1
1098 () - YPLotaos ¢pviceosich)ayos! hovd ()s$i0e®( )Lt OPE¥aLEs- BEXADC
1:10% & ()- 10 10 10Y8- #10%& ()-7 10%& ()-,510%& ()-9310%& ()- =wdEnbC 1
10% & () - YOUFRal) memooy &spycg10dq &he) texndqal( J 0@ 109085¢) tWEdEaEEmum
139810% & () - $M 10% & %)-s "10% & ()- @ 10% & ()- 10% & () -

| " 109 & (FeBPYEnBEP2TL

y of the terminal 100 becomes essentially

7109% '()-%%ov & ()-9310% & ()-F1! 10% & ()-3f/ $10% & ()-' 9! 10% & ()-~_=

1! ~3°

10

15

20

25

0N MSEFe100& ()-! @" 109& () - L10%&' ()-

Each data item (value information such as electronic
money or electronic ticket) used on the terminal 100
ocperating as an IC module is associated with a unique ID.
That is, the ID is linked with an entity of data stored in
the data storage unit 303 of the data management server 300.

Fig. 17 schematically shows the configuration of a data
management system in a case where the terminal 100 operates
in the reader/writer mode. As shown in the figure, the data
management system includes a terminal 100, an IC card module
400, and a server reader/writer 500.

The terminal 100 includes a wireless communication
controller 101 that is capable of functioning both as an IC
module and as a reader/writer, an ID storage unit 102 for
storing an ID for associating data used on the terminal 100,
an encryption controller 103 for controlling encrypted data
communications, and a server communication controller 104
for controlling communications with the server 300 via a
network. It is assumed that the wireless communication

controller 101 operates in the reader/writer mode.

The IC card module 400 includes a wireless
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terminal 100 operating as a reader/writer, a card encryption
controller 402 for controlling encryption of data exchanged
with the terminal 100, and a data storage unit 403. Each
5 data item (value information such as electronic money or
electronic ticket) used on the IC card module 400 is
associated with a unique ID. .

The terminal 100 operating in the reader/writer mode

and the IC card module 400 connect to each other, for

10 example, in a contactless manner based on the principles of
electromagnetic induction. The wireless communication
controller 401 of the IC card module 400 communicates with
the terminal 100 by changing its load between antennas (not
shown) based on a response signal to a query signal from the

15 terminal 100 to amplitude-modulate a signal that appears in
a receiver circuit of the terminal 100.

The server reader/writer 500 includes an encryption
controller 501 for carrying out encrypted communications
with the reader/writer, and a server communication

20 controller 502 for carrying out data communications via a
network such as a TCP/IP network.

Now, a procedure of operation for allowing data
exchange between two terminals 100A and 100B that are

capable of operating in the card mode and the reader/writer

25 mode. In this embodiment, data held by a user of a first
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Fig. 18 schematically shows the configuration of a data
management system including the terminal 100A that operates
5 in the reader/writer mode and the terminal 100B that
operates in the card mode.
The terminal 100A operating in the reader/writer mode
is capable of transferring to the data management server 300
data transferred from the terminal 100B operating in the
10 card mode by encrypted communications.
When the terminal 100B is placed in sufficient
proximity to the terminal 100A, the wireless communication
controllers 101 of the respective terminals are activated,
allowing a wireless connection based on electromagnetic
15 induction. Then, the terminal 100A reads an ID for
associating desired data from the terminal 100B, and sends
the ID to the data management server 300 via the server
communication controller 104.
Also, the terminal 100A sends an ID for associating its
20 own data to be exchanged to the data management server 300
via the server communication controller 104.
The data management server 300 recognizes transfer of
data from the terminal 100A to the terminal 100B, and finds

a source and a destination of data transfer based on the IDs

25 of the respective terminals.
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Then, the data management server 300 carries out data
transfer in a database implemented on the data storage unit
303, with data held by a user of the terminal 100A as data
held by a user of the terminal 100B.

5 The data management server 300 notifies the terminal
100A at the source of data transfer of completion of data
transfer.

Also, the data management server 300 notifies the
terminal 100B operating in the card mode of completion of

10 data transfer via the terminal 100A operating in the
reader/writer mode.

In the data transfer sequence described above, the same
processing 1s also executed when data is transferred from
the terminal 100B to the terminal 100A. 1In that case,

15 however, the terminal 100A operates in the card mode and the
terminal 100B operates in the reader/writer mode.

Fig. 19 shows a sequence of operation for transferring
data from the terminal 100A operating in the reader/writer
mode to the terminal 100B operating in the card mode in the

20 data management system according to this embodiment.

The data management server 300 polls the terminal 100A
operating as the reader/writer via a network.

In response to the polling, the terminal 100A generates

a response in the encryption controller 103, and returns the

25 response to the data management server 300. Procedures of
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encryption are allowed.
5 The data management server 300 recognizes that data is
to be transferred from the terminal 100A, and issues to the
terminal 100A a read request (Read) for data to be
transferred, thereby obtaining data to be transferred. Then,
the data management server 300 issues a read request
10 (ReadID) for ID1 for associating the data to be transferred,
thereby obtaining ID1.

Furthermore, the data management server 300 recognizes
that the data to be transferred is to be transferred to the
terminal 100B, and polls via the terminal 1002 the terminal

15 100B operating in the card mode.

When the terminal 100B is placed in sufficient
proximity to the terminal 100A, the wireless communication
controllers 101 of the respective terminals are activated,
allowing a connection based on electromagnetic induction.

20 Then, the terminal 100A generates a response in the
encryption controller 103, and returns the response to the
data management server 300 via the terminal 100A.

Then, the terminal 100B and the data management server

300 execute procedures of mutual authentication and response

25 at least once via the terminal 100A to establish mutual
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to the terminal 100R"a read regquest (ReadID) for 2 for
associating data to be transferred, thereby obtaining ID2.
Then, the data management server 300 carries out data
transfer in a database implemented on the data storage unit
303, with data held by a user of the terminal 100A as data
10 held by a user of the terminal 100B. That is, data
associated with ID1 is transferred as data of ID2.
Then, the data management server 300 notifies the
terminal 100A at the source of data transfer of completion
of data transfer.
15 Also, the data management server 300 notifies the
terminal 100B operating in the card mode of completion of
data transfer via the terminal 100A operating in the
reader/writer mode.
Furthermore, the data management server 300 may collect
20 charge for secure transfer service between terminals by
introducing a settlement system. That is, the data
management server 300 may collect charge when data is
transferred between two terminals using a settlement system

connected to the data management server 300.

25 Fig. 20 illustrates a system for collecting charge for
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the terminal 100A. Furthermore, the application server 600
manages data associated with ID]1 on a database.

Furthermore, the application server 600 is allowed to
access the terminal 100B operating in the card mode via the
10 terminal 100A operating in the reader/writer mode.
Furthermore, when data associated with ID1 of the
terminal 100A is transferred to the terminal 100B, the
application server 600 reads ID2 for associating the data to
be transferred, from the terminal 100B via the terminal 100A
15 operating as the reader/writer. Then, the application
server 600 moves data associated with ID1 on the database as
data of ID2.
The application server 600 is connected to a settlement
system 700 for collecting charge for data transfer. The
20 settlement system 700 monitors the database, and bills a
price for using the data transfer service to one or both of
the terminal 100A and the terminal 100B at the source and
destination of data transfer when data associated with ID1

is transferred as data of ID2.

25 Furthermore, it is also possible to settle transactions
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5 In the example shown in the figure, it is assumed that data

zodY: 10(

held by a user of the terminal 100A is assigned at a price
to a user of the terminal 100B.

An electronic money server B800 unitarily manages
electronic money data owned by the terminals 100A and 100B.

10 When data associated with ID1 of the terminal 100A is
transferred to the terminal 100B, the application server 600
reads ID2 for associating the data to be transferred, from
the terminal 100B via the terminal 100A operating as a
reader/writer. Then, the application server 600 data

15 associated with ID1 is transferred as data of ID2 on the
database, whereby data transfer is completed.

Then, the terminal 100B is caused to enter the card
mode and the terminal 100A is caused to enter the
reader/writer mode, and electronic money data stored in the

20 terminal 100B is transmitted to the electronic money server
800 via the terminal 100A and the application server 600.
Then, the electronic money server 800 subtracts a sum billed
for the data transfer from the electronic money déta stored
in the terminal 100B.

25 Furthermore, the electronic money server 800 adds to
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The functions of the electronic money server 800 may be

5 implemented on the data management server 300 described
above.

Furthermore, when it is allowed to exchange electronic
money securely between the terminals 100A and 100B, direct
transactions between terminals without an intermediary

10 server described above is possible.

When electronic money is managed by a server,
transactions of electronic money data can be executed in the
server by notifying the server of an ID associated with
electronic money.

15

Supplement

Although the present invention has been described in
detail in the context of specific embodiments, obviously,
modifications of and alternatives to the embodiments can be

20 conceived by those skilled in the art without departing from
the spirit of the present invention. That is, the present
invention has been disclosed by way of examples, and the
present invention should not be construed as limited to the
examples. The gist of the present invention should be

25 determined in consideration of the Claims.
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According to the present invention, a memory area of a
5 data storage unit that is limited in terms of hardware is
virtually expanded to provide an essentially unlimited
maximum memory capacity of a data storage unit of an IC
module.
Furthermore, according to the present invention, by
10 allowing upgrading of programs for executing virtual
transactions, fixed programs for IC modules can be virtually
extended.
Furthermore, according to the present invention, a
favorable data management system, reader/writer apparatus,
15 and virtual memory device that allow a memory area
associated with an IC module to be expanded using a virtual
memory module connected via a network are provided.
Furthermore, according to the present invention, a
favorable data management system, reader/writer apparatus,
20 and virtual memory device that improve the speed of data
access in a case where a memory area associated with an IC
module is expanded using a virtual memory module connected
via a network are provided.
Furthermore, according to the present invention, it is

25 possible to achieve high-speed transactions by providing a



LVTTRAL109& () -y! FHL09PPE () - y3@109%& () -y! 3@10%JUL () - y#109%&' () - z! #10% } &
()-zQzI"P1 1 L10% & ()- 1099 1099 1099!
FI + $10999& () - @ nFl + $10%h& ()-@Fl + $10%m& ()-@ 10% ()-9rdEMP1 1
L10% 10% & ()-GlO% & ()-10% & ()-s10% & ()-10% & ()- 10% & ()-1|dEMPL 1
L1098% 10% & ()-!10% & ()-s #10% & ()- ,310% & ()-910% & ()-Y
104 & ()-J-dErPL 1 L109O10% &' () -
[10% & ()-& !'10% & ()- F+10% & ()-f)‘_lg%/oi&' ()-s'" 10% & ()--a}xmbC 1
L109VvL0%&' ()- 10( 10( 10( 8@10% & () -
"610% & ()-410% & ()-210% & () - #3wWU3nbC
1!, F& $10%& () -!xF& $10%JU&" () -! pF& $10%=& ()-!(39$10%& ()-!39$10%°P& () -!
y39$10%-cFe@he ) canjrol ier~ie al rapdaofgriter oF pyYVBLoWEal) mes@rF0%&' ()- 10c
10c 10cF 1 $10%& ()-!'F 1 $10%rY& ()-]<iwz[9~\= 111l
1" 109% * & 19deigpandgby ) caching 10942 &L QY - CoAMBAOVROLF- 106 3 YNBLBY & () -

storage unit of an IC module. It is also possible to

exchange data to be cached, allowing a user to select data

5 to be cached.
Furthermore, according to the present invention, a

favorable data management method that allows secure exchange

of value information stored on a server between two

terminals is provided.

10 Furthermore, according to the present invention, a
favorable data management system that allows secure exchange

of a large volume of data in a short time between two
terminals is provided.
Furthermore, according to the present invention, a
15 favorable data management method that allows secure exchange
without carrying a secure memory having a large capacity is

provided.
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data managemént system for expanding a memory area
associated with an IC module, the data management system
5 comprising:
a virtual memory module comprising a data storage unit
for storing data that i1s used on the IC module and a card
encryption function controller for controlling encryption of
communication data; and
10 a reader/writer comprising a reader/writer
communication controller for accessing the memory area of
the IC module, a reader/writer encryption function
controller for controlling encryption of communication data
exchanged with the IC module, and a network communication
15 controller for connecting to the virtual memory module via a
network;
wherein the reader/writer accesses the virtual memory
module to obtain data that is to be used on the IC module
when the data i1s not present on the IC module.
20
2. A data management system according to Claim 1,

wherein an ID that is linked to data on the virtual

memory module is stored in the IC module.

25 3. A data management system according to Claim 1,
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4. A data management system according to Claim 1,

wherein a server-side reader/writer module that is
connected via the network is provided,

wherein a reader/writer encryption processor for
controlling encryption of communication data exchanged with
the IC module is provided in the server-side reader/writer
module,

and wherein the reader/writer receives a response
received from the IC module, and transfers encrypted
response data as it is to the server-side reader/writer
module via the network, and the response data is processed

in the server-side reader/writer module.

5. A data management system according to Claim 1,

wherein a version management module is provided on the
network, the version management module preparing an
upgrading program or upgrading programs for the
reader/writer encryption processor of the reader/writer
and/or the card encryption processor of the virtual memory
module and transferring the upgrading program or upgrading

programs to the reader/writer and/or the virtual memory

~xnmbC
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6. A virtual memory device for expanding a memory area

associated with an IC module, the virtual memory module

5 comprising:
a data storage unit for storing data that is used on
the IC module; and
a card encryption function controller for controlling
encryption of communication data.
10
7. A virtual memory device according to Claim 6,

wherein an ID that is linked to data on the wvirtual

memory module is stored in the IC module.

15 8. A virtual memory device according to Claim 6,
wherein an upper limit value is set for a file
structure in the memory area of the IC module, and it is

linked to a file structure in the virtual memory module.

20 9. A method of controlling a virtual memory for expanding a
memory area associated with an IC module, the method
comprising:

a data storing step of storing data that is used on the
IC module; and

25 a card encryption function controlling step of
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10. A method of controlling a virtual memory according to

Claim 9,

5 wherein an ID that is linked to data on the wvirtual

memory module is stored in the IC module.

11. A method of controlling a virtual memory according to
Claim 9,

10 wherein an upper limit value is set for a file
structure in the memory area of the IC module, and it is

linked to a file structure in the virtual memory module.

12. An IC module accessing device for accessing an IC
15 module having a memory area expanded by a virtual memory
module on a network,
the IC module accessing device comprising a
reader/writer communication controller for accessing the
memory area of the IC module, a reader/writer encryption
20 function controller for controlling encryption of
communication data exchanged with the IC module, and a
network communication controller for connecting to the
virtual memory module via the network,
wherein the IC module accessing device accesses the

25 virtual memory module to obtain data that is to be used on
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13. An IC module accessing device according to Claim 12,
wherein an ID that is linked to data on the virtual

5 memory module is stored in the IC module.

14. An IC module accessing device according to Claim 12,
wherein an upper limit value is set for a file
structure in the memory area of the IC module, and it is

10 linked to a file structure in the virtual memory module.

15. A method of controlling access to an IC module having a
memory area expanded by a virtual memory module on a network,
the method comprising:

15 a reader/writer communication controlling step of
accessing the memory area of the IC module;

a reader/writer encryption function controlling step of
controlling encryption of communication data exchanged with
the IC module; and

20 a network communication controlling step of connecting
to the virtual memory module via the network:;

wherein the virtual memory module is accessed to obtain
data that is to be used on the IC module when the data is
not present on the IC module.

25



1038 109&' ()-6310% ()-4, 109& ()- 2 10%& ()-03109& ()-ZadEYNC 10%
t109& ()-109% ()-s10% ()-&10%& ()- 109 ()- L109%& ()- U2KAEYNC 10%
P109%&R' ()- 109%& ()-F '109%& ()- @O0%& ()-s 10%& ()-10%& ()-kw) =t dEYNC 10%
9-s10%&' ()-Y+ 109 ()-y) 109& ()-'!109%&' ()-F%#10%& ()-#10%& ()-t BrstdE: /
10 10F8 10%&' ()-6@0%& ()-410%& ()-3s10%&k' ()-110%& ()-F,/ 109 ()-tu}MY:/
100 y10% & ()- 10% & ()-10% & ()- 10% & ()-s 10% & ()-10% & ()- 10 JdE:/
10 &10% & ()-9'10% & ()-3"10% & ()-s, 1 %(&' ()-LY 10% & ()-VY10% & () -
8qydE:/ 10 "9-10% & ()-F+10% & ()-f)10% & ()-s' ' 10% & () -
3%t10% & () -#10% & () -

16. A method of controlling access to an IC module

according to Claim 15,

wherein an ID that is linked to data on the virtual

memory module is stored in the IC module.

17. A method of controlling access to an IC module
according to Claim 15,

wherein an upper limit value is set for a file
structure of the memory area of the IC module, and it is

10 linked to a file structure in the virtual memory module.

18. A data management system for expanding a memory area
- associated with an IC module, the data management system
comprising:
15 a virtual memory module comprising a data storage unit
for storing data that is used by a user of the IC module and
a card encryption controller for controlling encryption of
communication data;
a reader/writer communication controller for accessing
20 the memory area of the IC module;

a reader/writer encryption controller for controlling
encryption of communication data exchanged with the IC
module;

a network communication controller for connecting to

25 the virtual memory module via a network; and
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a reader/writer comprising a cache writer for writing
data that is used on the IC module more frequently than a

predetermined frequency to the IC module.

5 19. A data management system according to Claim 18,
wherein the reader/writer requests the virtual memory
module to reflect cache in response to rewriting of data
cached on the IC module,
and wherein the virtual memory module further comprises
10 a cache reflector for rewriting corresponding data in the
data storage unit in response to the request for reflecting

cache.

20. A data management system according to Claim 18,

15 wherein at least one of the reader/writer, the virtual
memory module, and the IC module comprises a cache selecting
user interface for allowing a user to specify data to be
cached,

and wherein the cache writer writes the data selected
20 via the cache selecting user interface from the virtual

memory module to the IC module.

21. A data management system according to Claim 18,
wherein a server-side reader/writer module that is

25 connected via the network is provided,
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wherein a reader/writer encryption processor for
controlling encryption of communication data exchanged with
the IC module and a cache writer for writing data that is
used on the IC module more frequently than a predetermined
5 frequency to the IC module are provided in the server—side
reader/writer module,
and wherein the reader/writer receives a response
received from the IC module, and transfers encrypted
response data as it is to the server-side reader/writer
10 module via the network, and the response data is processed

in the server-side reader/writer module.

22. A reader/writer apparatus for accessing an IC module
having an expanded memory area, the reader/writer apparatus
15 comprising:

a reader/writer communication controller for accessing
the memory area of the IC module;

a reader/writer encryption controller for controlling
encryption of communication data exchanged with the IC

20 module;

a network communication controller for connecting via a
network to a virtual memory module for expanding the memory
area of the IC module; and

a cache writer for writing data that is used on the IC

25 module more frequently than a predetermined frequency to the
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IC module.

23. A reader/writer apparatus according to Claim 22,
wherein a request for reflecting cache is issued to the
5 wvirtual memory module in response to rewriting of cached

data on the IC module by the cache writer.

24, A reader/writer apparatus according to Claim 22,
further comprising a cache selecting user interface for
10 allowing a user to specify data to be cached,
wherein the cache writer writes data selected via the
cache selecting user interface from the virtual memory

module to the IC module.

15 25. A virtual memory device for expanding a memory area
assoclated with an IC module, the virtual memory device
comprising:

a data storage unit for storing data that is used on
the IC module;

20 a card encryption controller for controlling encryption
of communication data; and

a cache reflector for updating content of corresponding
data in the data storage unit in response to updating of
data used on the IC module.

25
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with IC modules between a first terminal and a second
terminal each having an IC module mode for securely storing
data and a reader/writer mode for securely accessing another
IC module,

10 wherein data that is used on the IC module of each of
the terminals 1s assoclated with unique identification data,
the identification data associated with data on the IC
module being managed on a database,

and wherein when data is transferred from the first
15 terminal to the second terminal,
first identification data of data to be transferred is
obtained from the first terminal,
second identification data for associating the data to
be tranéferred is obtained from the second terminal,

20 and the data associated with the first identification

data is transferred to the second identification data on the

database.

28. A data management system according to Claim 27,

25 wherein when data is transferred from the first
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terminal to the second terminal, the first terminal operates
in the reader/writer mode and the second terminal operates
in the IC module mode, and second identification data for
associating the data to be transferred is read from the

second terminal using a reader/writer function of the first

terminal.

29. A data management method according to Claim 27,
wherein the first terminal is notified of completion of
data transfer upon completion of data transfer on the

database.

30. A data management method according to Claim 27,
wherein the second terminal is notified, wvia the first
terminal, of completion of data transfer upon completion of

data transfer on the database.

31. A data management method according to Claim 27,

wherein when data is transferred from the first
terminal to the second terminal, a price for the use of data
transfer service is charged to at least one of the first

terminal and the second terminal.

32. A data management method according to Claim 27,

wherein each of the first and second terminals holds
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electronic money data, and wherein when data is transferred
from the first terminal to the second terminal, electronic
money data stored in the second terminal is decreased by a
sum added by the data transfer and/or electronic money data
stored in the first terminal is increased, thereby settling

a transaction of data transfer by electronic money.



