10

15

20

25

USER ACCESS METHOD, SYSTEM, ACCESS SERVER, AND
ACCESS DEVICE

FIELD OF THE INVENTION

The present invention relates to the field of communications technologies, and in

particular, to a user access method, system, access server, and access device.

BACKGROUND OF THE INVENTION

In the network management, the following conditions usually occur: a network
manager finds that a user using an Internet Protocol (Internet Protocol, briefly referred to as IP)
address is performing malicious operations, even attacking the network, but the network
manager cannot locate the user, and cannot track the user or implement visit control. When more
and more complaints against network service interruption are received from users, the network
manager needs to quickly find out a device on an access path affecting network services and
clear the fault.

In the prior art, when users access the network by using Internet Protocol over
Ethernet (Internet Protocol over Ethernet, briefly referred to as IPoE) mode based on a local area
network or Point-to-Point Protocol over Ethernet (Point-to-Point Protocol over Ethernet, briefly
referred to as PPPoE) mode based on a local area network, location information can be bound in
a part of access devices. In this manner, the network manager can locate users on the ports of the
access devices. However, the ports of the access devices access multiple users at the same time,
the network manager cannot locate a specific user and cannot determine information about the
entire path. When user experience is affected, the network manager needs to log in to the
network devices to learn the information about each device and analyze the information. As a

result, a lot of workload is wasted and the speed is slow.

SUMMARY OF THE INVENTION

Embodiments of the present invention provide a user access method, system, access
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server, and access device to quickly locate a user location.

An embodiment of the present invention provides a user access method, including:

receiving an access request including user information and path information; and

binding the user information and the path information together, and saving the bound
information;

where the path information includes information about more than one intermediate
device; and the user information is added to the access request by a terminal device, the
information about the more than one intermediate device is added to the access requested by the
intermediate devices.

An embodiment of the present invention provides an access server, including:

a receiving module, configured to receive an access request including user
information and path information; and

a binding module, configured to bind the user information and the path information;
and

a saving module, configured to save the bound user information and path information.

where the path information includes information about more than one intermediate
device; and the user information is added to the access request by a terminal device, the
information about more than one intermediate device is added to the access requested by the
intermediate devices.

An embodiment of the present invention provides an access device, including:

a receiving module, configured to receive a data packet, where a hop snooping
function is enabled on the receiving module;

a parsing module, configured to determine that the data packet is an access request
according to the data packet having a hop-by-hop extension header; and

an adding module, configured to add device information to the hop-by-hop extension
header of the access request.

An embodiment of the present invention provides a user access system, including:

a terminal device, configured to add user information to an access request and send
the access request;

more than one intermediate device, configured to add information about the more
than one intermediate device to the access request; and

an access server, configured to receive the access request including the user
information and path information, bind the user information and the path information together,

and save the bound information; where the path information includes the information about the
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more than one intermediate device.

According to the embodiments of the present invention, the received access request
includes the user information and path information, and the user information and the path
information are bound and saved. In this way, a network manager can locate a specific user
according to the bound user information and path information, and determine information about
an entire path. As compared with the prior art, the workload of the network manager is reduced,

speed is fast, and it can be implemented that a user location can be quickly located.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flowchart of a user access method according to Embodiment 1 of the
present invention;

FIG. 2 is a schematic structural diagram of a user access network according to an
embodiment of the present invention;

FIG. 3 is a flowchart of a user access method according to Embodiment 2 of the
present invention;

FIG. 4 is a flowchart of a user access method according to Embodiment 3 of the
present invention;

FIG. 5 is a flowchart of transmitting an access request by a Layer 2 device in a user
access method according to Embodiment 4 of the present invention;

FIG. 6 is a schematic structural diagram of an access server according to Embodiment
5 of the present invention;

FIG. 7 is a schematic structural diagram of an access device according to
Embodiment 6 of the present invention; and

FIG. 8 is a schematic structural diagram of a user access system according to

Embodiment 7 of the present invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS

The following describes the technical solutions of the present invention in detail with
reference to the accompanying drawings and embodiments.

FIG. 1 is a flowchart of a user access method according to Embodiment 1 of the
present invention. As shown in FIG. 1, this embodiment specifically includes the following steps:

Step 101: An access request including user information and path information is

received.
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The user information is added to the access request by a terminal device. The terminal
device is a terminal device requesting access to the network.

The path information includes information about more than one intermediate device.
The information about the more than one intermediate device is added to the access request by
the more than one intermediate device. The more than one intermediate device is an intermediate
device on a network which is passed through by the terminal device when the terminal device
accesses the network.

Step 102: The user information and the path information are bound together, and the
bound information is saved.

In this embodiment, the user information and the path information may be written
into a same table, and a mapping relationship between the user information and the path
information may be established in the table. Then the table is saved.

In the embodiment, the received access request includes the user information and path
information, and the user information and the path information are bound together and saved. In
this way, a network manager can locate a specific user according to the bound user information
and path information, and determine information about an entire path. As compared with the
prior art, the workload of the network manager is reduced, speed is fast, and it can be
implemented that a user location can be quickly located.

FIG. 2 is a schematic structural diagram of a user access network according to an
embodiment of the present invention. As shown in FIG. 2, a terminal device 1 is connected to an
access node 3 through a residential gateway (Residential Gateway, briefly referred to as RG) 2;
the access node 3 is connected to an aggregation switch (Aggregation Switch, briefly referred to
as AGS) 4 on an aggregation network; the AGS 4 is connected to a broadband remote access
server (Broadband Remote Access Server, briefly referred to as BRAS)/service router (Service
Router, briefly referred to as SR) 5; and the BRAS/SR 5 is connected to an IPv6 network through
a double-stack protocol.

Based on the user access network shown in FIG. 2, Embodiment 2 of the present
invention provides a user access method. The RG 2, access node 3, AGS 4, and BRAS/SRS are
intermediate devices which are passed through by a terminal device when the terminal device
accesses the network.

FIG. 3 is a flowchart of a user access method according to Embodiment 2 of the
present invention. As shown in FIG. 3, this embodiment includes the following steps:

Step 201: A terminal device sends, to an RG, an IPv6 access request including user

information.
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The user information is added to the IPv6 access request by the terminal device. The
IPv6 access request may be a PPPoE IPv6 packet or an IPoE IPv6 packet. The user information
may be carried in a hop-by-hop extension header of the IPv6 access request.

The user information may include information such as a terminal device name, a user
name and a device hardware number.

After the access request is sent, a PPPoE server or Dynamic Host Configuration
Protocol (briefly referred to as DHCP) server may add an obtained network identifier to the user
information, and establish a mapping relationship between the network identifier and the device
hardware identifier in the user information. If any unauthorized user attacks a network by forging
the network identifier subsequently, the user can be easily detected due to different device
hardware identifiers, thereby enhancing network security to some extent. The network identifier
includes an IP address or IPv6 address.

Step 202: The RG sends the IPv6 access request including the user information and
RG device information to an access node.

After the RG receives the IPv6 access request sent by the terminal device, the RG
adds the RG device information to the IPv6 access request and sends the access request.

The IPv6 access request including the user information and the RG device
information may be the PPPoE or IPoE IPv6 packet. The user information and the RG device
information can be carried in a hop-by-hop extension header of the IPv6 access request.

The RG device information may include a device system name, a device identifier,
the quantity of device ports, an access port, access virtual local area network, an Internet
protocol address of an access port of the RG, or other information.

Step 203: The access node sends the IPv6 access request including the user
information, RG device information and access node device information to an AGS.

After the access node receives the IPv6 access request that is sent by the RG the
access node adds the access node device information to the IPv6 access request and sends the
access request.

The IPv6 access request including the user information, RG device information, and
access node device information may be the PPPoE or IPoE IPv6 packet. The user information,
RG device information, and access node device information may be carried in a hop-by-hop
extension header of the IPv6 access request.

The access node device information may include a device system name, a device
identifier, the quantity of device ports, an access port an access virtual local area network, an

Internet protocol address of the access port of the access node, or other information.
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Step 204: The AGS sends the IPv6 access request including the user information, RG
device information, access node device information and AGS device information to a BRAS/SR.

After the AGS receives the IPv6 access request sent by the access node, the AGS adds
the AGS device information to the IPv6 access request and sends the access request.

The IPv6 access request including the user information, RG device information,
access node device information, and AGS device information may be the PPPoE or IPoE IPv6
packet. The user information, RG device information, access node device information, and AGS
device information may be carried in a hop-by-hop extension header of the IPv6 access request

The AGS device information includes a device system name, a device identifier, the
quantity of device ports, an access port, an access virtual local area network, an Internet protocol
address of an access port of the AGS, or other information.

Step 205: After the BRAS/SR receives the IPv6 access request including the user
information, RG device information, access node device information and AGS device
information, the BRAS/SR binds the user information, RG device information, access node
device information and AGS device information together, and saves the bound information.

The RG device information, access node device information and AGS device
information together constitute path information. In this step, the user information and the path
information may be written into a same table, a mapping relationship between the user
information and the path information may be established in the table, and then the table is saved.

A function of recording the user information and the path information of a user is as
follows: the path information can be found through user searching according to the mapping
relationship. Detailed information about an intermediate device can be obtained according to the
path information. The quantity of users connected to a specific intermediate device and detailed
user information can be obtained through device searching according to the mapping relationship
between the user information and the path information, and the load of the intermediate device
can be analyzed according to the user information.

In the case of finding a certain user is performing a malicious operation, a network
manager can directly find out the user according to a network identifier or hardware identifier in
a data packet, and obtain path information by querying the record according to the user
information. In this manner, an access device used by the user can be quickly acquired, and a
control on limiting the user's access is remotely and dynamically added on the access device.
Such quick and effective positioning greatly reduces the workload of the network manager.

According to the user access method provided in this embodiment, the terminal

device adds the user information to the access request, and each intermediate device on an access
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path adds its respective information to the access request, the BRAS/SR binds the user
information and the path information and saves the bound information. In this way, the network
manager can locate a specific user according to the bound user information and path information,
and determines information about an entire path. As compared with the prior art, the workload of
the network manager is reduced, speed is fast, and it can be implemented that a user location is
quickly located. According to this embodiment, each intermediate device on the access path of
the user can be quickly located according to the information about the intermediate device to
implement security control of the user access.

According to this embodiment, the user information is added to the access request, so
that the quantity of accessed users of each intermediate device can be obtained on the access
network and information such as available bandwidth of a port can be analyzed and obtained
according to the quantity of accessed users. In this manner, dynamic policy management is
implemented on the basis of user end-to-end deployment Quality of Service (Quality of Service,
briefly referred to as QoS) management and Service-Level Agreement (Service-Level Agreement,
briefly referred to as SLA).

According to this embodiment, the user information and the path information are
bound, so that the network manager can easily obtain access topology of the user, and does not
need to obtain key configuration information about a network device by using dedicated network
management protocol and does not need to perform topology detection and discovery either.
Therefore, user service priority and service intensive management can be performed on the
intermediate device of a path.

FIG. 4 is a flowchart of a user access method according to Embodiment 3 of the
present invention. As shown in FIG. 4, difference between this embodiment and Embodiment 2
lies in that:

Step 205'": After the BRAS/SR receives the IPv6 access request including the user
information, RG device information, access node device information, and AGS device
information, the BRAS/SR allocates address information, binds the user information, RG device
information, access node device information, and AGS device information to the address
information, and saves the bound information.

The RG device information, access node device information, and AGS device
information together constitute the path information. In this step, the user information, path
information, and address information may be written into a same table, a mapping relationship
among the user information, path information, and address information may be established in the

table, and then the table is saved. The address information indicates an address allocated by
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the BRAS/SR to a user. When the user goes online, the BRAS/SR can dynamically allocate and
record the address information according to the path information and the user information; when
the user goes offline, the BRAS/RS can delete the record.

Furthermore, in this embodiment, the BRAS/RS may also bind a policy profile to the
user information, path information, and address information. The policy profile may includes a
QoS priority, scheduling/security level, and specific processing modes.

Embodiments 2 and 3 provide a specific scenario where a Layer 3 intermediate
device transmits the access request during a user access process. In some scenarios, a Layer 2
intermediate device may also be required to transmit the access request during the user access
process. For example, in some scenarios, the Layer 2 intermediate device such as a digital
subscriber line access multiplexer (Digital Subscriber Line Access Multiplexer, briefly referred
to as DSLAM), an optical line terminal (Optical Line Terminal, briefly referred to as OLT), or an
optical network unit (Optical Network Unit, briefly referred to as ONU) transmit the access
request.

In an embodiment of the present invention, when a Layer 2 intermediate device
performs Layer 2 transparent transmission, a hop snooping (HOP snooping) function may be
enabled on some interfaces of the Layer 2 intermediate device, so that an interface which is of
the Layer 2 intermediate device and on which the hop snooping function may be enabled can add
information about the intermediate device to the access request at the network layer. Specifically,
when the interface which is of the Layer 2 intermediate device and on which the hop snooping
function may be enabled receives a data packet, and it is determined, according to a hop-by-hop
extension header in the data packet, that the data packet is the access request, the information
about the intermediate device is added to a hop-by-hop extension header of the access request,.
Further, a detailed implementation manner that the Layer 2 intermediate device transmits the
access request can refer to FIG. 5.

FIG. 5 is a flowchart of transmitting an access request by a Layer 2 intermediate
device in a user access method according to Embodiment 4 of the present invention. In this
embodiment, more than one intermediate device includes the Layer 2 intermediate device. As
shown in FIG. 5, the following steps are specifically included:

Step 301: When receiving an IPv6 data packet, an interface which is of the Layer 2
intermediate device and on which a hop snooping function may be enabled judges, according to
the IPv6 data packet header of the network layer, whether the IPv6 data packet has a hop-by-hop
extension header; if the IPv6 data packet has the hop-by-hop extension header, step 302 is

performed; otherwise, step 303 is performed.
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Specifically, the judgment can be performed according to a value of a next header in
the IPv6 data packet header of the network layer. If the value is 0, it is judged that the IPv6 data
packet has the hop-by-hop extension header; if the value is not 0, it is judged that the IPv6 data
packet has no hop-by-hop extension header.

In this step, it can be learned that the IPv6 data packet received by the Layer 2
intermediate device is an IPv6 access request, after it is judged that the IPv6 data packet has the
hop-by-hop extension header.

Step 302: Intermediate device information about the Layer 2 intermediate device is
added to the hop-by-hop extension header of the IPv6 data packet, and then step 303 is
performed.

Step 303: Layer 2 transparent transmission is performed for the IPv6 data packet.

In this embodiment, the interface which is of the Layer 2 intermediate device and on
which the hop snooping function is not enabled performs the Layer 2 transparent transmission
for the received IPv6 data packet directly.

In the prior art, binding of location information in the access device depends on
DHCPv6. However, the DHCPV6 is an application layer protocol, a Layer 2 intermediate device
does not sense the application layer and only needs to directly perform transparent transmission.
In this embodiment, when the Layer 2 intermediate device performs the Layer 2 transparent
transmission, the hop snooping function can be enabled on some interfaces of the Layer 2
intermediate device, so that the Layer 2 intermediate device with the hop snooping function can
add the information about the intermediate device to the hop-by-hop extension header of the
network layer. The performance of the Layer 2 intermediate device is at most up to the network
layer rather than further to the application layer, and an application scope is wider.

FIG. 6 is a schematic structural diagram of an access server according to Embodiment
5 of the present invention. The embodiment may be the BRAS/SR described in the method
embodiments. As shown in FIG. 6, the embodiment specifically includes: a receiving module 11,
a binding module 12, and a saving module 13.

The receiving module 11 is configured to receive an access request including user
information and path information.

The binding module 12 is configured to bind the user information and the path
information.

The saving module 13 is configured to save the bound user information and path
information.

The path information includes information about more than one intermediate device;
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and the user information is added to the access request by a terminal device, the information
about the more than one intermediate device is added to the access device by an intermediate
device.

Further, the embodiment may further include an allocating module 14, configured to
allocate address information.

The binding module 12 is specifically configured to bind the user information, path
information, and address information. The saving module 13 is specifically configured to save
the bound user information, path information, and address information.

Based on the user access network shown in FIG. 2, the receiving module 11 receives
an IPv6 access request including the user information, RG device information, access node
device information, and AGS device information; the binding module 12 binds the user
information, RG device information, access node device information, and AGS device
information; and the saving module 13 saves the bound user information, RG device information,
access node device information, and AGS device information. The RG device information,
access node device information, and AGS device information together constitute the path
information. The binding module 12 can write the user information and the path information into
a same table, and establish a mapping relationship between the user information and the path
information in the table. The saving module 13 saves the table.

According to the embodiment, the received access request includes the user
information and path information, and the user information and the path information are bound
and saved. In this way, a network manager can locate a specific user according to the bound user
information and path information, and determine information about an entire path. As compared
with the prior art, the workload of the network manager is reduced, speed is fast, and it can be
implemented that a user location can be quickly located.

FIG. 7 is a schematic structural diagram of an access device according to
Embodiment 6 of the present invention. The embodiment may be the Layer 2 intermediate
device described in the method embodiments. As shown in FIG. 7, the embodiment specifically
includes: a receiving module 31, a parsing module 32, and an adding module 33.

The receiving module 31 is configured to receive a data packet, where a hop snooping
function is enabled on the receiving module.

The parsing module 32 is configured to determine that the data packet is the access
request according to the data packet having a hop-by-hop extension header.

The adding module 33 is configured to add information about an intermediate device

to the hop-by-hop extension header of the access request.
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Further, the embodiment may further include a forwarding module 34, configured to
perform Layer 2 transparent transmission for the access request.

In this embodiment, the hop snooping function is enabled on the interface
corresponding to the receiving module 31. After receiving an IPv6 data packet, the receiving
module 31 transmits the IPv6 data packet to the parsing module 32. The parsing module 32
judges whether the IPv6 data packet has a hop-by-hop extension header according to the IPv6
data packet header of the network layer; if the IPv6 data packet has the hop-by-hop extension
header, the parsing module 32 determines that the IPv6 data packet is the IPv6 access request
and transmits the IPv6 access request to the adding module 33; if the IPv6 data packet has no
hop-by-hop extension header, the parsing module 32 transmits the IPv6 data packet to the
forwarding module 34. The adding module 33 adds intermediate device information about a
Layer 2 intermediate device to the hop-by-hop extension header of the IPv6 access request and
transmits the IPv6 access request after the adding processing to the forwarding module 34. The
forwarding module 34 may perform Layer 2 transparent transmission for the IPv6 access request
sent by the adding module 33, and may also perform the Layer 2 transparent transmission for the
IPv6 data packet sent by the parsing module 32.

When the access device provided in the embodiment performs the Layer 2 transparent
transmission, the hop snooping function may be enabled on some interfaces. The access device
having the hop snooping function may add the information about the intermediate device to a
hop-by-hop extension header of a network layer. The performance of the access device is at most
up to the network layer rather than further to the application layer, and an application scope is
wider.

FIG. 8 is a schematic structural diagram of a user access system according to
Embodiment 7 of the present invention. As shown in FIG. 8, the embodiment specifically
includes a terminal device 41, more than one intermediate device 42, and an access server 43.

The terminal device 41 is configured to add user information to an access request and
send the access request.

The more than one intermediate device 42 is configured to add information about an
intermediate device to the access request.

The access server 43 is configured to receive an access request including user
information and path information, bind the user information and the path information, and save
the bound information; where the path information includes information about the more than one
intermediate device.

The access server 43 may be the access server shown in FIG. 6 and the more than one
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intermediate device 42 may be the access device shown in FIG. 7.

According to the embodiment of the present invention, the received access request
includes the user information and path information, and the user information and the path
information are bound and saved. In this way, a network manager can locate a specific user
according to the bound user information and path information, and determine information about
an entire path. As compared with the prior art, the workload of the network manager is reduced,
speed is fast, and it can be implemented that a user location can be quickly located.

Persons of ordinary skill in the art may understand that all or a part of steps according
to the method embodiments may be implemented by a program instructing relevant hardware.
The program may be stored in a computer readable storage medium. When the program is
executed, the steps of the method embodiments are executed. The storage medium includes
various mediums, such as a read-only memory (ROM), a random access memory (RAM), a
magnetic disk or a compact disk read-only memory (CD-ROM), which can store program code.

Finally, it should be noted that the above embodiments are only used to describe the
technical solutions of the embodiments of the present invention but are not intended to limit the
technical solutions of the present invention. Although the embodiments of the present invention
are described in detail with reference to the exemplary embodiments, those skilled in the art
should understand that various modifications can be made to the technical solutions of the
embodiments or equivalent replacements can be made to some technical features, and such
modifications or equivalent replacements cannot make the essence of the corresponding
technical solutions depart from the scope of the technical solutions of the embodiments of the

present invention.
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35

CLAIMS

1. A user access method, comprising:

receiving (101) an IPv6 access request comprising user information and path
information; and

binding (102) the user information and the path information together and saving the
bound information; wherein

the path information comprises information about more than one intermediate device;

the user information is added to the access request by a terminal device, the
information about the more than one intermediate device is added to the IPv6 access request
by the intermediate devices;

characterized in that

the more than one intermediate device comprises a Layer 2 intermediate device and
the method comprises:

adding (302) device information to a hop-by-hop extension header of the IPv6 access
request, when an interface which is of the Layer 2 intermediate device and on which a hop
snooping function is enabled receives a data packet and it is determined (301), according to
the data packet having the hop-by-hop extension header, that the data packet is the IPv6

access request.

2. The user access method according to claim 1, further comprising: allocating address
information;

the binding the user information and path information together and saving the bound
information comprising: binding the user information, path information and address

information together, and saving the bound information.

3. The user access method according to claim 1, wherein the user information and the

path information are carried in a hop-by-hop extension header of the access request.

4. The user access method according to claim 1, wherein
the user information comprises a terminal device name, a user name, a device
hardware number, or a network identifier corresponding to the device hardware number; and
the device information comprises a device system name, a device identifier, the
quantity of device ports, an access port, an access virtual local area network, or an Internet

protocol address of an access port.
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5. A Layer 2 intermediate device, comprising:

a receiving module (31), configured to receive an IPv6 data packet, wherein a hop
snooping function is enabled on the receiving module;

a parsing module (32), configured to determine that the IPv6 data packet is an IPv6
access request according to the IPv6 data packet having a hop-by-hop extension header; and

an adding module (33), configured to add device information to the hop-by-hop

extension header of the IPv6 access request.

6. The Layer 2 intermediate device according to claim 5, further comprising:
a forwarding module (34), configured to perform Layer 2 transparent transmission for

the IPv6 access request.

7. A user access system, comprising:

a terminal device (41), configured to add user information to an IPv6 access request
and send the IPv6 access request;

more than one intermediate device (42), configured to add information about the more
than one intermediate device to the IPv6 access request, wherein the more than one
intermediate device includes a Layer 2 intermediate device and the Layer 2 intermediate
device is configured to add device information to a hop-by-hop extension header of the IPv6
access request, when an interface which is of the Layer 2 intermediate device and on which a
hop snooping function is enabled receives a data packet and it is determined, according to the
data packet having the hop-by-hop extension header, that the data packet is the IPv6 access
request; and

an access server (43), configured to receive the IPv6 access request comprising the
user information and path information, bind the user information and the path information
together, and save the bound information, wherein the path information comprises the

information about the more than one intermediate device.
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