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LOW POWER MOBILE COMMUNICATIONS THROUGH MESH NETWORK

REFERENCES TO RELATED APPLICATIONS
[0001] This application claims benefit of U.S. provisional Application No. 61/814,095, filed
on April 19, 2013, the contents of all of which are incorporated herein by reference in their

entirety.

STATEMENT AS TO RIGHTS TO INVENTIONS MADE UNDER
FEDERALLY SPONSORED RESEARCH AND DEVELOPMENT

[0002] The U.S. Government may have rights in this invention pursuant to Contract No. 1406-
04-06-CT-60916.

FIELD OF THE INVENTION
[0003] The present invention relates, generally, to telecommunications and, more particularly,

to systems and methods of telecommunicating with mesh networks.

BACKGROUND OF THE INVENTION
[0004] Modern networks can comprise a variety of devices, which may be connected in a
variety of ways. A network can be, for example, centralized or ad hoc. In the latter case, each
networked device, or node, can act as a router to forward data from other nodes, in addition to

communicating its own data.

[0005] Such wireless networks, however, have their limitations. For example, wireless devices
powered by batteries may require frequent battery changes due to the high power cost of wireless
data transmission. Because established links within a network may become unavailable or

undesirable, for example, due to failures, maintenance, or lack of coverage, systems and methods

for establishing alternative links are beneficial.

SUMMARY OF THE INVENTION
[0006] One inventive aspect is a method of telecommunicating. The method includes
establishing a primary communications link, determining that a backup communications link is
to be established, and determining a plurality of candidate network nodes. The method also

includes selecting one of the candidate network nodes with which to establish the backup
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communications link, where the selected candidate network node is selected based at least in part
on the selected candidate network node being in a foreign network, establishing the backup
communications link with a selected candidate network node, and communicating using the

backup communications link.

[0007] Another inventive aspect is a telecommunications device. The telecommunications
device includes an interface configured to communicatively couple with other
telecommunications devices, a memory, configured to store instructions, and a processor,
configured to execute the stored instructions so as to cause the telecommunications device to
perform a method. The method includes establishing a primary communications link,
determining that a backup communications link is to be established, and determining a plurality
of candidate network nodes. The method also includes selecting one of the candidate network
nodes with which to establish the backup communications link, where the selected candidate
network node is sclected based at least in part on the selected candidate network node being in a
foreign network, establishing the backup communications link with a selected candidate network

node, and communicating using the backup communications link.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] The accompanying drawings, which are incorporated in and constitute a part of this
specification, illustrate implementations of inventive concepts and, together with the description,

serve to explain various advantages and principles of the invention.

[0009] Figure 1 is a schematic diagram of a telecommunications system.

[0010] Figure 2 is a block diagram of a communications device 100.

[0011] Figure 3 is a flowchart of a method 200 of selecting a communications link.

[0012] Figure 4 is a flowchart of a method 300 of selecting a backup communications link.
[0013] Figure 5 is a flowchart of a method 400 of using a backup communications link.

[0014] Figure 6 is a swimming lane diagram of a method illustrating operation of a

telecommunication system functioning according to some embodiments.

[0015] Figure 7 is a swimming lane diagram of a method illustrating operation of a

telecommunication system functioning according to some embodiments.
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[0016] Figure 8 is a swimming lane diagram of a method illustrating operation of a

telecommunication system functioning according to some embodiments.

DETAILED DESCRIPTION OF THE INVENTION
[0017] For the purposes of explanation, the ensuing details are set forth in order to provide a
thorough understanding of various embodiments. It will be apparent, however, to one skilled in
the art that various embodiments may be practiced without some of these specific details. For
example, circuits, systems, networks, processes, and other components may be shown as
components in block diagram form in order not to obscure the embodiments in unnecessary
detail. In other instances, known circuits, processes, algorithms, structures, and techniques may
be shown without unnecessary detail in order to avoid obscuring the embodiments. In other

instances, well-known structures and devices are shown in block diagram form.

[0018] Embodiments provided herein are examples only, and are will not intended to limit the
scope, applicability, or configuration of the disclosure. Rather, the ensuing description of the
embodiments will provide those skilled in the art with an enabling description for implementing
one or more embodiments. It should be understood that various changes may be made in the
function and arrangement of elements without departing from the spirit and scope of the

disclosed systems and methods as set forth in the appended claims.

[0019] Also, individual embodiments may, for example, be described as one or more processes
which are depicted as flowcharts, flow diagrams, data flow diagrams, structured diagrams, or
block diagrams. Although a flowchart may describe the operations as a sequential process, many
of the operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are completed, but
could have additional steps not included in a figure. A process may correspond to a method, a
function, a procedure, a subroutine, a subprogram, etc. When a process corresponds to a
function, its termination can correspond to a return of the function to the calling function or the

main function.

[0020] Furthermore, embodiments may be implemented by hardware, software, firmware,
middleware, microcode, hardware description languages, or any combination thereof. When
implemented in software, firmware, middleware or microcode, the program code or code
segments to perform the necessary tasks may be stored in a machine-readable medium. A

processor(s) may perform the necessary tasks.
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[0021] Wireless networks and wireless network devices described herein may be configured in
a variety of ways, in a variety of contexts. Example configurations include mesh, point-to-point,
and/or ad hoc networks, among others. The flexible nature of these networks—enabling network
devices, or nodes, to join and leave these networks dynamically—enables these networks to
provide end-to-end security and management of transportation and/or logistical systems.
Although disclosed embodiments focus on wireless technologies, the techniques described herein

can be applied to wired communication networks, such as an ad-hoc serial interface network.

[0022] For example, a wireless network can comprise a plurality of nodes communicatively
coupled with one another. Furthermore, nodes can act as routers to relay information from other

nodes that are not in direct communication with the networks gateway device.

[0023] Low-power wireless networks can be advantageous in transportation, logistical, and
similar applications where network devices are mobile devices operating on battery power.
Although many battery-operated mobile devices utilize wireless technologies, most mobile

devices exhaust their batteries in a matter of hours or days.

[0024] Embodiments of the present invention are directed toward low-power wircless
communication. For example, a telecommunications device may conventionally communicate
with a direct communications link with a network gateway for communicating with devices
outside the network. According to some embodiments of the present invention, the
telecommunications device may alternatively establish a communications link with another
device configured to communicate with the gateway. The alternative communications link may
be preferable to the direct communications link with the gateway. For example, the alternative
communications link may require less power than the direct communication link, or the
alternative communications link may be otherwise less costly than the direct communication
link.

[0025] For example, a mobile device may be connected to a gateway/provider through a mesh
network. The mobile device may additionally select a backup communications link, for use
should a primary communications link fail. When establishing the backup communications link,
the mobile device may choose from among multiple available links. In some embodiments, the
mobile device preferentially chooses a link to an alternative or foreign network/provider. This
may be beneficial, for example, if the failure of the primary communications link is related to a

failure of the home network/provider.
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[0026] Figure 1 is a schematic diagram of a telecommunications system 10. In this example,
the communications system 10 includes networks 30, 40, and 50 which are each configured to
communicate with network 20. Network 20 transmits data between networks 30, 40, and 50.
Networks 30, 40, and 50 respectively include gateways 35, 45, and $S, which are respectively
configured to interface between network 20 and networks 30, 40, and 50. Networks 30, 40, and
50 also respectively include a plurality of network nodes 31, 41, and 51. In this embodiment,

network nodes 31, 41, and 51 are respectively linked to form mesh networks 30, 40, and 50.

[0027] In the example of figure 1, network 30 includes mobile node 32, and network 50
includes mobile node 52. Mobile node 32 may be configured to communicate with mobile node
52 through gateway 35, network 20, and gateway 55. For example, mobile nodes 32 and 52 may
be cell phones, gateways 35 and 55 may be base stations, and network 20 may be one or more

cellular networks.

[0028] For mobile node 32 to communicate with gateway 35, a direct communications link 36a
may be established between gateway 35 and mobile node 32. For various reasons, such as an
unavailability or undesirability of the direct communications link 36a, an alternative
communication path may be desirable. For example, one or more of the quality, the cost, and the
power required for the direct communications link 36a may be or become unacceptable. For
cxample, a battery of the mobile node 32 may come to have less than a predetermined minimum
amount of energy stored therein, such that high-power communication via the direct
communications link 36a may be undesirable. Other circumstances may alternatively or
additionally cause an alternative communication path to be or become preferable to the direct

communications link 36a.

[0029] Because each of the network nodes 31 of network 30 are either directly or indirectly
communicatively linked with gateway 35, as an alternative to using the direct high-power
communications link 36a, mobile node 32 may establish an alternative link with one or more of
the network nodes 31. For example, referring to figure 1, mobile node 32 may establish a low-

power communications link 36b with network node 31a.

[0030] As shown in figure 1, network node 31a is communicatively linked with network node
31b via communications link 36¢, and network node 31b is communicatively linked with
gateway 35 via communications link 36d. Accordingly, instead of communicating with gateway

35 through the high-power direct communications link 36a, once low-power communications
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link 36b is established with network node 31a, mobile node 32 may communicate with gateway

35 via network nodes 31a and 31b using much less power.

[0031] Communications link 36¢ between network nodes 31a and 31b, and communications

link between network node 31b and gateway 35 may be established using known techniques.

[0032] For example, a flooding algorithm may be used with a time to live (TTL) or hop limit.
Using such a technique, packets sent between mobile node 32 and gateway 35 are sent to all
adjacent nodes, and each adjacent node forwards the packet to all nodes adjacent thereto. Packets
received a second time at each node are not forwarded, and packets exceeding the hop limit are
also not forward. Using such an algorithm, sent packets are delivered to the correct destination
via multiple paths. In some embodiments, cach packet may include a routing history, such that a

preferred route may be selected for future packets between source and destination.

[0033] Additionally or alternatively, network nodes 31 may include a packet routing history
which includes a table of sources of packets received from neighboring nodes. Based on the
information that a packet originating from a source has been received from a particular
neighboring node, a received packet destined for that source may be delivered to the particular

neighboring node.

[0034] Communications links of communications networks, such as networks 30, 40, and 50,
are known to be dynamic, and at times, unreliable. For example, links to network nodes 31 which
are mobile devices, disappear if the mobile device is turned off or leaves the network.
Accordingly, to maintain reliability of the network, the network nodes maybe configured to
establish backup communications links. In some embodiments, the backup communications links
are established in response to the failure of a primary link. In some embodiments, the backup
communications links are established so as to be prepared for a failure of a primary link in the
future.

[0035] To establish a backup link, a network node determines candidate network nodes with
which a backup link may be established. For example, a network node may determine all
neighboring network nodes with which the network node may communicate. For example, the
networking node may continuously try to establish links. Even if it uses a maximum number of
links, it may continue the process for self-optimization. In some embodiments, at each

opportunity, the network node may evaluate the new potential node as a potential backup node.
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The neighboring nodes send their updates periodically through the established links. Based on
that information, backup links can be established or dropped. In some embodiments, one or more
network nodes of a foreign network may be included as neighboring network nodes with which

the network node establishing a backup link may communicate.

[0036] Once candidate network nodes are determined, one or more of the candidate nodes are
selected based on selection criteria. Selection criteria may include, for example, one or more
factors including cost, power, speed, and reliability. In some embodiments, the selection criteria

includes mathematically weighted factors.

[0037] In some circumstances, the need for use of a backup link because of an unavailability or
undesirability of a primary link may be understood as an indication that all links in the network
of the primary link are susceptible to becoming unavailable or undesirable. Accordingly, in some
embodiments, candidate nodes of other networks are preferred. In such embodiments, the
selection criteria includes a preference toward candidate nodes of foreign networks. In some
embodiments, all candidate nodes of foreign networks are preferred over all candidate nodes of
the network of the network node establishing a backup communications link. In some
embodiments, the selection criteria highly weights foreign network authority as compared to

other selection criteria factors.

[0038] For example, referring to figure 1, network node 31a may be configured to establish a
backup communications link. For example, the backup communications link may be established

in response to primary communications link 36¢ being established with network node 31b.

[0039] To determine candidate nodes, network node 31a determines neighboring network
nodes with which network node 31a may communicate. In the example of figure 1, network node
31a determines that it may communicate with network nodes 31b, 31¢, 31d, 41a, and 32.
Because network node 32 is the source/destination of the communication path for which the
backup link is to be established, communications link 36b is excluded as a candidate node for
establishing the backup link. In addition, because network node 31a communicates with network
node 31b via primary link 36¢, network node 31b is also excluded as a candidate node for
establishing the backup link. Accordingly, network node 31 determines that network nodes 31¢
and 31d, and foreign network node 41a are candidates for establishing the backup

communications link.
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[0040] Based on selection criteria, network node 31a selects one of candidate network nodes
31c, 31d, and 41a for establishment of a backup communications link. In order to make the
selection, network node 31 considers information for each of the nodes as related to each of the
criteria. For example, network node 31 may consider cost, power, speed, and network
membership. The network node 31 may use a selection algorithm, such as those discussed

elsewhere herein.

[0041] Network node 31 receives information related to candidate network nodes, for example,
as a result of interactive communication from the candidate network nodes or other network

nodes.

[0042] In the cxample of figure 1, candidate node 31¢, connected by link 37a, may be
preferred over candidate node 31d, connected by link 37¢, because of its lower cost and higher
speed resulting from its proximity to Gateway 35. In addition, regardless of other criteria,
network node 41a may be preferred over candidate nodes 31c and 31d as a result of its

membership in a foreign network.

[0043] Alternatively, if candidate node 31d has or is able to establish communications link 37d
with network node 41b, candidate node 31d may be preferred over candidate node 31c because
of its communications link 37d with network node 41b of a foreign network. In this
circumstance, because both candidate nodes 31d and 41a are respectively connected with nodes
of foreign networks by links 37d and 37b, other factors, such as power, cost, and speed may be

used for selection between candidate nodes 31d and 41a.

[0044] In some embodiments, prior to selection of one of the candidate nodes, costs associated
with each candidate node are randomly or pseudo-randomly assigned. As a result, selection
criteria related to cost will indicate preference toward one of the candidate nodes randomly. This
technique will result in candidate nodes from foreign networks being randomly selected,

resulting in improved system stability or reliability.

[0045] In some embodiments, selection of one of the candidate nodes is performed randomly
or pseudo-randomly. This technique will also result in candidate nodes from foreign networks

being randomly selected, resulting in improved system reliability.

[0046] Once a candidate node has been selected for backup link establishment, a backup

communications link is established between network node 31a and the selected candidate node.

8
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Once the backup communications link has been established, if needed, the backup
communications link may be used as a secondary link in a communication path to enable mobile
node 32 to communicate with mobile node 52. The backup communications link may be

cstablished using conventional techniques.

[0047] Other embodiments are also possible. For example, a backup communications link may
be established between mobile node 32 and a foreign network node 41. Alternatively or
additionally, a backup communications link may be established between a network node 31 and

4 and gateway 45 of the foreign network 40.

[0048] Figure 2 is a block diagram of a communications device 100, and includes interface
110, processor 120, memory 130, and power source 140. In some embodiments, communications
device 100 includes other components conventionally found in radios. Device 100 may be wired
to one or more other communications devices to form a network. Device 100 may additionally or
alternatively be wirelessly coupled to one or more other devices to form a communications
network. Device 100 may, for example, function as a network node 31, 41, or 51 in any of

networks 30, 40, and 50 of figure 1.

[0049] Interface 110 includes hardware which is configured to communicatively couple with
one or more other devices. For example, in some embodiments interface 110 includes one or

more antennas connected to one or more transmitters and receivers.

[0050] Processor 120 includes hardware which is configured to receive data from interface
110, and to process the received data according to instructions stored in memory 130. Processor
120 also includes hardware which is configured to generate and provide data to interface 110

according to instructions stored in memory 130.

[0051] Memory 130 is configured to store instructions for processor 120, In some
embodiments, memory 130 is also configured to store data related to the operation of

communications device 100.

[0052] Power source 140 provides power to each of interface 110, processor 120, and memory
130. Power source 140 includes a portable power source, such as a battery. Additionally or
alternatively, power source 140 may include a connection to a fixed power source, such as a
power grid. In some embodiments, power source 140 includes hardware configured to

communicate a status of power source 140 to processor 120. For example, a power source 140
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may be configured to communicate a remaining charge status of the battery to processor 120.
Other conventional grid and battery status parameters may additionally or alternatively be

communicated to processor 120,

[0053] Interface 110, processor 120, memory 130, and power source 140 may be collectively
configured to cooperatively perform the methods, processes, and functions described elsewhere

herein.

[0054] Figure 3 is a flowchart of a method 200 of selecting a communications link. The
method may be performed by a communications device, such as communications device 100 of
figure 2. The communications device may be programmed, for example, to select a primary
communications link based on selection criteria using factors, such as speed, cost, and power. In
some embodiments, the communications device is programmed to select the primary
communications link automatically. In some embodiments, the communications device is
programmed to select the primary communications link in response to an indication of an

instruction from a user.

[0055] At 210, the communications device determines that a high-powered communications

link is either unavailable or undesirable.

[0056] The determination may be made as part of a process of joining a network.
Alternatively, the determination may be made in response to a change occurring after having
communicated within a network. For example, as part of the process of joining the network, or in
response to the change, the communications device may determine that the high-powered

communications link is unavailable or undesirable.

[0057] At 205, the communications device determines that multiple alternative
communications links are available. The communications device may further determine that at

least one of the available links requires more power than one or more of the other available links.

[0058] For example, the communications device may determine that high power
communications links with a satellite or cell phone network are available, and that low-power
communications links with other communications devices, such as cell phones, sensors, and
repeaters are additionally available. Based on the selection criteria, the communications device
may determine that the high-powered communications link is undesirable, or that a low-power

communications link is more preferred.

10
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[0059] As another example, after having communicated using a high-powered communications
link, the communications device may determine that the high-powered communications link has
failed or is otherwise unavailable, or may determine, based on a charge state of a battery, that
using the high-powered communications link is no longer desirable. Based on the selection
criteria, the communications device may determine that a low-power communications link is

more preferred.

[0060] At 220, the communications device selects a low-power communications link, For
example, based on the selection criteria, communications device may select one of the available
low-power communications links. The low-power communications link may be established using

conventional techniques.

[0061] At 230, once the low-power communications link is established, the communications

device receives and transmits information using the established link.

[0062] Figure 4 is a flowchart of a method 300 of selecting a backup communications link.
The method may be performed by a communications device, such as communications device 100
of figurc 2. The communications device may be programmed, for example, to select a backup
communications link based on selection criteria using factors, such as speed, cost, power, and
network membership. In some embodiments, the communications device is programmed to
select the backup communications link automatically. In some embodiments, the
communications device is programmed to select the backup communications link in response to

an indication of an instruction from a user.

[0063] At 310, the communications device determines that a backup communications link is to

be selected.

[0064] The determination may be made as part of a process of joining a network, or
establishing a primary communications link in a network. Alternatively, the determination may

be made in response to a change occurring after having communicated within a network.

[0065] At 320, the communications device determines that multiple candidate communications

links are available.

[0066] For example, the communications device may determine all neighboring network nodes

with which the network node may communicate. In some embodiments, one or more network

11
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nodes of another network may be included as neighboring network nodes with which the

communications device may communicate.

[0067] Once candidate network nodes are determined, at 330, one or more of the candidate
nodes are selected for backup link establishment based on selection criteria. The selection criteria
may include, for example, one or more factors including cost, power, speed, reliability, and
network membership. In some embodiments, the selection criteria includes mathematically

weighted factors.

[0068] As discussed above, in some embodiments, candidate nodes of other networks are
preferred. In such embodiments, the selection criteria preferably select candidate nodes of
foreign networks. In some embodiments, all candidate nodes of foreign networks are preferred
over all candidate nodes of the network of the network node establishing a backup. In some
embodiments, the selection criteria highly weights foreign network authority as compared to

other selection criteria factors.

[0069] In some embodiments, prior to selection of one of the candidate nodes, costs associated
with each candidate node are randomly or pseudo-randomly assigned. As a result, selection
criteria related to cost will indicate preference toward one of the candidate nodes randomly. This
technique will result in candidate nodes from foreign networks being randomly selected,

resulting in improved system stability or reliability.

[0070] In some embodiments, selection of one of the candidate nodes is performed randomly
or pseudo-randomly. This technique will also result in candidate nodes from foreign networks

being randomly selected, resulting in improved system reliability.

[0071] Once a candidate node has been selected for backup link establishment, at 340, a
backup communications link is established between the communications device and the selected
candidate node. The backup communications link may be established using conventional
techniques. Once the backup communications link has been established, if needed, the backup

communications link may be used as a secondary or backup link in the communication path.

[0072] Figure 5 is a flowchart of a method 400 of using a backup communications link. The
method may be performed by a communications device, such as communications device 100 of
figure 2. The communications device may be programmed, for example, to use a backup

communications link. In some embodiments, the communications device is programmed to use
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the backup communications link automatically. In some embodiments, the communications
device is programmed to use the backup communications link in response to an indication of an

instruction from. a user.

[0073] At410, the communications device receives an indication of a change occurring after
having communicated with or at least having established a primary communications link within a
network. For example, the communications device may receive an indication that the established
primary link has, may, or will fail, disappear, or have a change of status, such as a change of one

or more factors including cost, power, speed, reliability, and network membership.

[0074] In some embodiments, as a result of the change, the communications device is

configured to select a backup link using a method, such as that of figure 4.

[0075] As aresult of the change, at 420, the communications device determines that the
backup communications link is preferred based on selection criteria such as those discussed
above. For example, the communications device may determine, based on the selection criteria,
that the backup communications link is preferred over the primary link. In some embodiments, at
420, the communications device determines that the backup communications link is preferred

based on the occurrence of the change, such that selection criteria are not used.

[0076] At430, the backup communications link is established between the communications
device and another network node using the backup link. The backup communications link may

be established using conventional techniques.

[0077] At 440, the communications device communicates with another device using a path
including the backup link. In some embodiments, as a result of using the backup link, the

communication path includes a network foreign to the communications device.

[0078} Figure 6 is a swimming lane diagram of a method illustrating operation of a
telecommunication system functioning according to some embodiments. In this example, the
specified actors may be configured to perform the specified actions using systems and methods

described elsewhere herein.

[0079] As shown, a telecommunications device, such as telecommunications device 100 of

figure 2, joins a first network. The telecommunications device also establishes a direct
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communications link with the gateway of the first network. In addition, the telecommunications

device sends data for another telecommunications device to the gateway.

[0080] The gateway receives the data from the telecommunications device, and transmits the
data for the other telecommunications device to a third network. The gateway of the third
network receives the data and transmits the data to the other telecommunications device, which

receives the data originally sent by the telecommunications device in the first network.

[0081] Data may be similarly transmitted from the other telecommunications device in the
third network to the telecommunications device in the first network along a corresponding path
in the opposite direction. Alternatively, the other telecommunications device in the third network
may transmit data to the telecommunications device in the first network using an alternative

path,

[0082] Figure 7 is a swimming lane diagram of a method illustrating operation of a
telecommunication system functioning according to some embodiments. In this example, the
specified actors may be configured to perform the specified actions using systems and methods

described elsewhere herein.

[0083] As shown, a telecommunications device, such as telecommunications device 100 of
figure 2, joins a first network. The telecommunications device also establishes an indirect
communications link with the gateway of the first network via one or more network nodes of the
first network. The network nodes may be telecommunications devices, such as
telecommunications device 100 of figure 2. The telecommunications device may establish the
indirect communications link using, for example, systems and methods described elsewhere
herein. The telecommunications device also sends data for another telecommunications device to

the one or more network nodes.

[0084] The one or more network nodes receive the data sent by the telecommunications
device, and send the data to the gateway of the first network using, for example, systems and

methods described elsewhere herein.

[0085] The gateway receives the data from the network nodes, and transmits the data for the
other telecommunications device to a third network. The gateway of the third network receives
the data and transmits the data to the other telecommunications device, which receives the data

originally sent by the telecommunications device in the first network.
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[0086] Data may be similarly transmitted from the other telecommunications device in the
third network to the telecommunications device in the first network along a corresponding path
in the opposite direction. Alternatively, the other telecommunications device input third network
may transmit data to the telecommunications device in the first network using an alternative

path.

[06087] Figure 8 is a swimming lane diagram of a method illustrating operation of a
telecormmunication system functioning according to some embodiments. In this example, the
specified actors may be configured to perform the specified actions using systems and methods

described elsewhere herein.

[0088] As shown, a telecommunications device, such as telecommunications device 100 of
figure 2, joins a first network. The telecommunications device also establishes an indirect
communications link with the gateway of a second network via one or more network nodes of
the first network and one or more network nodes of the second network. The network nodes may
be telecommunications devices, such as telecommunications device 100 of figure 2. The
telecommunications device may establish the indirect communications link using, for example,
systems and methods described elsewhere herein. The telecommunications device also sends
data for another telecommunications device to the one or more network nodes of the first and

sccond networks.

[0089] The one or more network nodes of the first and second networks receive the data sent
by the telecommunications device, and send the data to the gateway of the second network using,

for example, systems and methods described elsewhere herein.

[0090] The gateway of the second network receives the data from the network nodes of the
first and second networks, and transmits the data for the other telecommunications device to a
third network. The gateway of the third network receives the data and transmits the data to the
other telecommunications device, which receives the data originally sent by the

telecommunications device in the first network.

[0091] Data may be similarly transmitted from the other telecommunications device in the
third network to the telecommunications device in the first network along a corresponding path

in the opposite direction. Alternatively, the other telecommunications device in the third network
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may transmit data to the telecommunications device in the first network using an alternative

path.

[0092] While various embodiments of present invention have been described, it will be
apparent to those of skill in the art that many more embodiments and implementations are
possible that are within the scope of this invention. Accordingly, the present invention is not to

be restricted except in light of the attached claims and their equivalents.
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What is claimed is:

1. A method of telecommunicating, comprising:

establishing a primary communications link to a first gateway in a first
communications network;

determining that a backup communications link is to be established;

determining first and second candidate network nodes, wherein the first candidate
network node is in the first communications network, wherein the second candidate
network node is in a second communications network having a second gateway, and
wherein the second communications network is different from the first
communications network;

based on selection criteria, selecting the second candidate node over the first
candidate node as a result of the second candidate node being in a network different
from the first network;

establishing the backup communications link with the second candidate network
node; and

communicating using the backup communications link.

2. The method of claim 1, wherein the selection criteria comprise mathematicaily
weighted factors.

3, The method of claim 1, wherein determining that the backup communications link
is to be established is performed automatically.

4, The method of claim 1, wherein determining that the backup communications link
is to be established is performed in response to an instruction from a user.

5. The method of claim 1, wherein determining that the backup communications link
is to be established is performed as part of a process of joining a network.

6. The method of claim 1, wherein determining that the backup communications link

is to be established is performed as part of a process of establishing a primary
communications link.
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7. The method of claim 1, wherein determining that the backup communications link
is to be established is performed in response to a change within a network.

8. The method of claim 1, wherein determining the candidate nodes comprises
determining one or more neighboring nodes with which the backup communications
link may be established.

9. The method of claim 1, wherein prior to selection of the second candidate node,
costs associated with each candidate node are randomly or pseudo-randomly
assigned, and the second candidate node is selected based at least in part on the
costs of the candidate nodes.

10. The method of claim 1, wherein the second candidate node is selected based at
least in part on a random or pseudo-random factor.

11. A telecommunications device, comprising:

an interface configured to communicatively couple with other telecommunications
devices;

a memory, configured to store instructions; and

a processor, configured to execute the stored instructions so as to cause the
telecommunications device to perform a method, comprising:

establishing a primary communications link to a first gateway in a first
communications network;

determining that a backup communications link is to be established;

determining first and second candidate network nodes, wherein the first candidate
network node is in the first communications network, wherein the second candidate
network node is in a second communications network having a second gateway, and
wherein the second communications network is different from the first
communications network;

selecting the second candidate node over the first candidate node as a result of the
second candidate node being in a network different from the first network;
establishing the backup communications link with the second candidate network
node; and

communicating using the backup communications link.
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12. The telecommunications device of claim 11, wherein the selection criteria
comprise mathematically weighted factors.

13. The telecommunications device of claim 11, wherein determining that the
backup communications link is to be established is performed automatically.

14. The telecommunications device of claim 11, wherein determining that the
backup communications link is to be established is performed in response to an
instruction from a user.

15. The telecommunications device of claim 11, wherein determining that the
backup communications link is to be established is performed as part of a process of
joining a network.

16. The telecommunications device of claim 11, wherein determining that the
backup communications link is to be established is performed as part of a process of
establishing a primary communications link.

17. The telecommunications device of claim 11, wherein determining that the
backup communications link is to be established is performed in response to a
change within a network.

18. The telecommunications device of claim 11, wherein determining the candidate
nodes comprises determining one or more neighboring nodes with which the backup
communications link may be established.

19. The telecommunications device of claim 11, wherein prior to selection of the
second candidate node, costs associated with each candidate node are randomly or
pseudo-randomly assigned, and the second candidate node is selected based at least
in part on the costs of the candidate nodes.

20. The telecommunications device of claim 11, wherein the second candidate node
is selected based at least in part on a random or pseudo-random factor.
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