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METHOD AND APPARATUSFOR STREAMLINED
DIGITAL WALLET TRANSACTIONS

CROSS REFERENCE TO RELATED APPLICATION

This application claims the benefit of U.S. Prawial Patent
Application No. 62/056,858 filed on September 28142 the contents of
which are hereby incorporated by reference fopatposes.

FIELD OF THE INVENTION

The present invention relates to a method and appsar
BACKGROUND OF THE INVENTION

Payment card accounts such as credit card accandtdebit card accounts
are in widespread use. In one conventional maoih@ccessing a payment card
account, the account holder presents a plasticatatte point of sale in a retail store.
The point of sale device reads account informaftiom the card (e.g., via a magnetic
stripe or through wireless communication with amegnated circuit in the card, or via
electrical contacts on the card) and initiatesyargnt card account transaction using
the information read from the card.

Payment card accounts are also widely used inrevaryce. For example, an
account holder may use a personal computer or ggmoae to access a merchant’s
online store webpage. After selecting goods facpase and then opting for “check
out”, the account holder is prompted to enter leisffayment card account
information into a data entry screen downloadekigther computer (or smartphone).
The merchant’s e-commerce host computer thentieitia payment card account

transaction using the information that was enténethe account holder.

Given that many users of payment card accountshaag more than one

such account, there have been proposals for sedcdidjital wallets. According to
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one type of proposed arrangement, a wallet seprieéder (WSP) maintains digital
wallets for a large number of users. Each usesesasome or all of his/her payment
card accounts to be enrolled in his/her digitalletabnd the WSP stores the
corresponding information in a data partition tisadedicated to the respective user
and thus forms his/her digital wallet. When theruseeks to check out at the
conclusion of an e-commerce shopping transacti@user is given the option to
access his/her wallet at the wallet service pravidéa data communication among
the user’'s computer/smartphone, the merchant’svay@rce host computer and the
WSP’s computer, the user is presented with an npticelect one of his/her enrolled
payment card accounts for use in the current e-cenceriransaction. This may
require very little effort on the part of the us@&@nce the user selects the desired
payment account from his/her digital wallet, therchant is enabled to use the
corresponding account information to initiate arpapt card account transaction
using the account selected by the user. Thisdfperangement may offer great
convenience to the user/online shopper, becausbkée freed from entering the
payment card account information details as path®fe-commerce transaction. At
the same time, the user has the option of seleatimgng various payment card
accounts, and is not required to entrust his/hgmeat card account information for

storage on the merchant’s e-commerce computer.

Another type of proposal for a digital wallet iss@d on payment-enabled
smartphones or similar mobile devices. Insteastaing just one set of payment
card account credentials in a payment-enabled phare, the user may be allowed
to enter the information for several different payrcard accounts into the payment-
enabled smartphone. The smartphone runs a walpdétation, which manages the
user’s access to the payment card account infoomatored in the smartphone. The
account information corresponding to the walletction in the smartphone may be
stored in a so-called “secure element” (SE) withmsmartphone. At the point of
sale, the user interacts with the smartphone wafiptication via the smartphone user
interface to select one of the payment card acsdoantwvhich information was stored
in the smartphone. The smartphone then wirelésshgmits the information for the
selected payment card account to the point ofteateinal via NFC (Near Field

Communication) or other standard communicationquait For example, the
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smartphone may run a payment card account appi¢apph program) that emulates
an IC payment card in its interaction with the pahsale terminal. The point of sale
terminal, in turn, initiates a payment card accdtemsaction based on the payment

card account information it received from the siplaohe.

There have also been proposals to emulate ther®@Edns of a smartphone
remotely, thereby potentially reducing the hardwarst and complexity for a
smartphone that provides digital wallet functiotyaliThe SE is under the control of a
Mobile Network Operator (MNO), therefore renderthg WSP hosting the card or
the card’s issuer dependent on the MNO. In a séhisemay blur the distinction

suggested above between web-based and mobile-dmases digital wallets.

One issue that could be faced in digital walleictions accessed via a mobile
device—or by a PC (personal computer) or other deeice that runs a browser and
is used for a remote payment transaction—is theexggerience in regard to
authentication of the transaction. Depending entdture of the wallet account to be
accessed, a given transaction may require thetaisgrter two sets of cardholder
verification data (e.g., one for wallet/device a&x;eand the other required for use of a
particular account). (As used in the previous essce, the term cardholder
verification data may refer to something the us@oivs” (such as a PIN—personal
identification number), or data derived from “wltla¢ user is” (i.e., biometric data
such as a fingerprint scan or a facial recognisican).) Moreover, the number of
cardholder verification inputs required and/or whepecific cardholder verification is
required may vary from transaction to transactiepeshding on the particular
payment account selected for the transaction buske The result could be

confusion and inconvenience for the user.

It is generally desirable to extend proposals eamag mobile-based access to
digital wallets and the triggering of cryptograpilg secured remote payments so as

also to be applicable to wallet access using nobHedevices such as PCs.

It is generally desirable to overcome or amel®@te or more of the above

described difficulties, or to at least provide afusalternative.
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SUMMARY OF THE INVENTION

In accordance with the present invention, therasided a method comprising:

maintaining a digital wallet in a computer, theitiibwallet storing a plurality
of payment account entries associated with a Usbedigital wallet, each of said
payment account entries corresponding to a resjgegéiyment account that belongs

to said user;
receiving a request for a transaction;

receiving and verifying, by the computer, user aatltation data regarding
the user and the requested transaction;

verifying, by the computer, authentication of aidewsed by the user to

initiate the transaction; and

in response to verifying the user authenticatiaia,dallowing the user to

access any one of said payment accounts withouirneg further user authentication.

In accordance with the present invention, theedse provided a method comprising:

maintaining a digital wallet in a computer, the guter operated by or on

behalf of a wallet service provider;

receiving a request for a transaction using a paymecount represented in

the digital wallet;

receiving and verifying, by the computer, autheatian data for the requested

transaction;

in response to verifying the authentication datah®ycomputer, triggering by
the computer generation of a cryptogram for thedaation.

In accordance with the present invention, theedse provided an apparatus

comprising:
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a processor, and

a memory in communication with said processor dodrgy program
instructions, said processor operative with they@m instructions to perform

functions as follows:

maintaining a digital wallet, the digital wallebsing a plurality of
payment account entries associated with a uséredigital wallet, each of
said payment account entries corresponding topeotise payment account
that belongs to said user, the digital wallet storeone of a plurality of

partitions maintained in a server computer;
receiving a request for a transaction;

receiving and verifying user authentication datgarding the user and

the requested transaction;

verifying, by the computer, authentication of aidewsed by the user

to initiate the transaction; and

in response to verifying the user authenticatiaa dalowing the user
to access any one of said payment accounts witlequiring further user

authentication.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the invention are heredéscribed, by way of non-
limiting example only, with reference to the acc@nying drawings, in which:

FIG. 1 is a block diagram that illustrates a conieral payment system.

FIG. 2 is a block diagram that illustrates a paynsgstem provided in accordance

with embodiments of the present invention.

FIG. 3 is a block diagram that illustrates a comrepsi/stem that may be provided as
part of the system of FIG. 2 and in accordance wefitibodiments of the present

invention.
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FIG. 4 is a block diagram of a mobile device thatyrbe used in connection with

payment transactions in the system of FIG. 2.

FIG. 5 is a flow chart that illustrates a procdsst itnay be performed in the system of

FIG. 2 in accordance with embodiments of the pressention.

FIG. 6 is a block diagram that illustrates an aléive embodiment of a payment

system provided in accordance with embodimenth@ptresent invention.

FIG. 7 is a schematic illustration of a user deviwg may be one element of the

payment system of FIG. 6.

FIGS. 8-10 are high level flow charts that illustrarocess flows that may be
performed in the payment system of FIG. 6.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTI®

In general, and for the purpose of introducing emis of embodiments of the
present invention, a WSP may provide enhancedcarvn connection with payment
transactions. For a given individual user, the W& provide a partition that
includes both conventional web-based card-on-fadlet services and also provides
remote emulation of payment apps for one or moré aecounts in lieu of storage of
apps/accounts on the user’'s mobile device. Thieiwsdrver may be programmed to
allow the user to access all accounts in the wdlgh conventional and remote-app-
emulation, via a single, uniform device and usehautication procedure. More
generally, for remote wallet access via either eotdévices or other devices (e.g., via
PCs running web browsers), the WSP may manageausieentication and may
provide or obtain services for transaction-signgegveration of required cryptograms
in a manner that streamlines user access to vealieices and wallet-based accounts.

By way of background, a conventional payment sysigihfirst be briefly
described. FIG. 1 is a block diagram that illugtsea conventional payment system
100.

The system 100 includes a conventional paymen{aevite 102. Asis
familiar to those who are skilled in the art, tleyment card/device 102 may be a
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magnetic stripe card, an IC (integrated circuitd¢ca fob, a payment-enabled

smartphone, etc.

The system 100 further includes a reader compdt®htassociated with a
POS terminal 106. In some known manner (depenainie type of the payment
card/device 102) the reader component 104 is capdlveading the payment card

account number and other information from the payroard/device 102.

The reader component 104 and the POS terminal K)o located at the
premises of a retail store and operated by a salasciate of the retailer for the
purpose of processing retail transactions. Thengay card/device 102 is shown in
FIG. 1 to be interacting with the reader compori€at and the POS terminal 106 for

the purpose of executing such a transaction.

A computer 108 operated by an acquirer (acquirimgricial institution) is
also shown as part of the system 100 in FIG. 1e &dguirer computer 108 may
operate in a conventional manner to receive aroauattion request for the
transaction from the POS terminal 106. The acqemenputer 108 may route the
authorization request via a payment network 1libeécserver computer 112 operated
by the issuer of a payment card account that isceeted with the payment
card/device 102. As is also well known, the autadion response generated by the
payment card issuer server computer 112 may bedds#ck to the POS terminal 106

via the payment network 110 and the acquirer coerd@s.

One well known example of a payment network isrrefito as the
“Banknet” system, and is operated by MasterCareriational Incorporated, which is
the assignee hereof.

The payment card issuer server computer 112 mapéeted by or on behalf
of a financial institution (“FI”) that issues payntecard accounts to individual users.
For example, the payment card issuer server complifemay perform such
functions as (a) receiving and responding to retgues authorization of payment
card account transactions to be charged to payoaedtaccounts issued by the FI,

and (b) tracking and storing transactions and raaiirtg account records.
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The components of the system 100 as depicted in Fige only those that
are needed for processing a single transactiotypi&al payment system may process
many purchase transactions (including simultané@unsactions) and may include a
considerable number of payment card issuers amdcbmputers, a considerable
number of acquirers and their computers, and nunsereerchants and their POS
terminals and associated proximity reader companenhe system may also include
a very large number of payment card account holdére carry payment cards or
other devices for initiating payment transactiopplesenting an associated payment

card account number to the reader component of&teninal.

FIG. 2 is a block diagram that illustrates a paynsgstem 200 provided in
accordance with embodiments of the present invent{ds was the case in FIG. 1,
the payment system is depicted in FIG. 2 only imteof components needed for a
single transaction; in practice, and as will bedssed below, the payment system

200 may include many more instances of at leasesmmponents.)

Like FIG. 1, FIG. 2 shows a payment network 110 arsgrver computer 112
as referred to above. In some embodiments, thessyistem components may
operate substantially in a conventional manneeteive and route payment card
account system transaction authorization requestdransaction authorization

responses.

For simplicity of illustration, the merchant andjacer embodiments of the
payment system 200 are represented by a single Bz The merchant/acquirer
block 202 (i.e., either a device operated by thechrent, or by the acquirer, or by a
service provider for one or the other) is showbe&isg in communication with a
wallet switch 204. The wallet switch 204 may reeea communication from the
merchant/acquirer block 202 when a customer indgctd the merchant that the
customer wishes to access a WSP to provide payimeatransaction. In effect, the
wallet switch 204 may bring a wallet server 20@®itite transaction by relaying, to
the wallet server 206, transaction details thajinate from the merchant. Details of
the wallet server 206 will be described below. n8igant embodiments of the wallet
server 206 include its storage of digital walle®8 2or numerous users of the payment

system 200, and its running of numerous instaotiat?10 of a payment card
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application emulation program. In some embodimdntsexample, the emulation
programs 210 may operate in accordance with thekmelvn EMV standard for
payment card transactions, which has been setlbgrEEMVCo, LLC, and which is in
widespread use. Accordingly, in addition to fuantng as a wallet server,

component 202 may also function as an EMV server.

In addition, or alternatively, the wallet serve62@ay incorporate additional
transaction security functionality, which is nopégitly shown in the drawing. For
example, the wallet server 206 may include, or tngger access to, the functionality
of a so-called Access Control Server (ACS) as pieyiin accordance with a 3DS
(three domain security) payment scheme. (The A@S3®DS concepts are familiar to
those who are skilled in the art, and are discydse@xample, in U.S. published
patent application no. 20080154770, which is conlgnassigned herewith.)

Authentication for transactions may occur via acpdure carried out between
the wallet server 206 and a user/payment deviderémrce numeral 212) operated by
a user who is engaging in a purchase transactitimtihe merchant. In FIG. 2, the
user/payment device 212 is depicted as a mobileesuch as a smartphone, but in
other situations, for example, the user/paymenicge®12 may be a PC or the like
that is being used, via its browser program, tess@n e-commerce site for the
present transaction. For the particular examplesiaction illustrated in FIG. 2, the
user/payment device 212 is shown as engaging intaraction 214 with the wallet
server 212 via a mobile authentication app (apptiogprogram) 216.

The interaction 214 between the wallet server 2bthe user/payment
device 212 may include authentication as well s&csen of an account from the
user’s digital wallet stored in the wallet serv@62 Authentication may include
device authentication and user authentication. latier may also be referred to as
performance of a CVM (cardholder verification metho

As schematically illustrated by connection 218 i F2, the mobile app 216
may effectively indicate to the merchant/acquir@? that the payment phase for an
online shopping “basket” may be completed, wheeehidisket total is known to the
user; the mobile app 216 may also indicate thatiez has selected a particular
wallet brand as the preferred payment method ®cthrent transaction.
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It is worth noting that for each component showkl@. 2, the actual number
of such components included in a practical embodiroéthe system 200 may be
greater than one. For example, there may be nwaenerchants who participate in
the system, as well as an even larger number ofichchls operating mobile devices
that are programmed for transaction authenticairasther user/payment devices.
There may also be a considerable number of acquarat issuers, and perhaps a
number of wallet servers and potentially more thae payment network. As will be
understood from the above description of the cotiweal payment system 100, the
payment system 200 shown in FIG. 2 may process rmangactions, including

simultaneous transactions.

In a typical configuration of the payment systen®,20e wallet server 206 is
remote from both the merchant and from the usemeay device 212.

FIG. 3 is a block diagram that illustrates an exiengmbodiment of the wallet
server 206 as shown in FIG. 2 and provided in atamee with embodiments of the

present invention.

Referring now to FIG. 3, the wallet server 206 rbayconventional in its
hardware embodiments but may be controlled by swéwo cause it to function as
described herein. For example, the wallet ser@érriay be constituted by

conventional server computer hardware.

The wallet server 206 may include a computer psm@e300 operatively
coupled to a communication device 301, a storagee&04, an input device 306

and an output device 308.

The computer processor 300 may be constituted byoomore conventional
processors. Processor 300 operates to executesgayeexecutable steps, contained
in program instructions described below, so atdrol the wallet server 206 to

provide desired functionality.

Communication device 301 may be used to faciltat@munication with, for
example, other devices (such as the wallet swifzh @nd the user/payment device
212). For example, the communication device 30§ imelude numerous

communication ports and interfaces to facilitatemownications over-the-air via one

10
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or more mobile communication networks (not showrhwnobile devices operated
as user/payment devices by numerous users of {imegua system 200 (and/or the
communication device 301 may facilitate numerouts d¢ar service via the Internet

by user/payment devices).

Input device 306 may comprise one or more of apg yf peripheral device
typically used to input data into a computer. Example, the input device 306 may
include a keyboard and a mouse. Output devicen®8comprise, for example, a
display and/or a printer.

Storage device 304 may comprise any appropriatenrdtion storage device,
including combinations of magnetic storage devieeg., hard disk drives), optical
storage devices such as CDs and/or DVDs, and/aceaductor memory devices
such as Random Access Memory (RAM) devices and RedylMemory (ROM)
devices, as well as so-called flash memory. Any @nmore of such information
storage devices may be considered to be a compadable storage medium or a

computer usable medium or a memory.

Storage device 304 stores one or more prograneofarolling processor 300.
The programs comprise program instructions (whiely fve referred to as computer
readable program code means) that contain procegsoutable process steps of the
wallet server 206, executed by the processor 3@ause the wallet server 206 to

function as described herein.

The programs may include one or more conventiopataiing systems (not
shown) that control the processor 300 so as to geaad coordinate activities and
sharing of resources in the wallet server 206,targgrve as a host for application

programs (described below) that run on the wadeter 206.

The programs stored by the storage device 304 nthyde, for example, a
user enrollment application program 310. The eseollment application program
310 may control the processor 300 to enable thietxsdrver 206 to handle requests
from users to enroll for wallet services providsotie wallet server 206. For
example, this may include, at least in part, opg@imuser account on the wallet server
206 and enrolling a number of the user’'s paymertt aacounts for inclusion in the

digital wallet to be provided for the user on thallet server 206. Enroliment of the

11
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user’s payment card accounts may, in at least sases, be via the PAN (primary
account number) that identifies the payment cacoaat in question and/or may be
via a payment token of the type referred to in“t@yment Token Interoperability
Standard” published in November 2013 by Master@atelnational Incorporated,

Visa and American Express.

The user’s interaction with the wallet server 20@stablish the user’s digital

wallet may, for example, be via access to a welbsisted by the wallet server 206.

The storage device 304 may also store a walletteramce application
program 312 that controls the processor 300 tolerthb wallet server 206 to store
and maintain the digital wallets that have beealdsthed by users in the wallet

server 206.

In addition, the storage device 304 may store @nognstructions 314 such as
are required to allow the wallet server 206 to afgeas an EMV server (and/or to
emulate other payment card account applicatioasldition to or instead of EMV
applications). The program instructions 314 maghémto the wallet server 206 to
run numerous instantiations of an EMV app, suchtti@wallet server 206 can
emulate a card digitization for each payment cambant for each user, to the extent
that the payment card accounts are required todeepsed in conformance with the
EMV standard. In some embodiments, the walletese2@6 may run at least a
thousand, or many thousands, of instantiationsdMYV app. As noted above, the
wallet server 206 may additionally or alternativphpvide other payment security
functionality, such as ACS functionality; the stgeadevice 304 accordingly may also

store software (not shown) to implement such fmatlity.

The storage device 304 may also store a paymerdacdon handling
program 316, which controls the processor 300 &blenthe wallet server 206 to
handle device and user authentication and walliwad selection for numerous
transactions referred to the wallet server 206 ftbenwallet switch 204. Details of
transaction handling by the wallet server 206 b@ldescribed below, particularly

with reference to FIG. 5.

The storage device 304 may also store, and thetwsiver 206 may also

execute, other programs, which are not shown.ekample, such programs may

12
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include a reporting application, which may resptmdequests from system
administrators for reports on the activities parfed by the wallet server 206. The
other programs may also include, e.g., one or rdata communication programs,

website hosting programs, a database managemegraprpdevice drivers, etc.

The storage device 304 may also store one or nadaddses 318 required for
operation of the wallet server 206. Such databamsssinclude, for example, a
database (not separately indicated in FIG. 3)tfanireg data corresponding to digital
wallets and associated digital cards maintainedisers/cardholders in the wallet

server 206.

As noted above, a number of different types of cejiincluding
smartphones, PCs, laptop computers, tablet congudter. with Internet connections
may be employed as user/payment devices for wiadleéd payment transactions.
Given that in many instances a mobile device sgch smartphone may be employed
in that role, it is worthwhile to illustrate embaugnts of such a device, as is done in

the accompanying FIG. 4.

FIG. 4 is a block diagram of an embodiment of a meatievice (assigned
reference numeral 400 for purposes of this drawting) may be used in connection
with payment transactions in the payment systema2@0G. 2.

In one example embodiment, the mobile device 400 Ineza typical
smartphone, and thus may be entirely conventionis ihardware embodiments and
also in most software embodiments, except thatmbieile device 400 may be
programmed suitably to allow it to interact withg.e a merchant device and with the
wallet server 206 as described herein. In brief,mhobile device 400 may identify
itself to a merchant device, and may engage inatipeis relative to the wallet server
206 such as device authentication, user autheiaincaeceipt of wallet data and
selection from among wallet accounts. Detailsheke operations will be provided
below in connection with FIG. 5. In any event,reeboverview of the largely

conventional salient embodiments of the mobile cevi00 will now be provided.

The mobile device 400 may include a conventionaisirey 402. In many
embodiments, the front of the housing is predontigaronstituted by a touchscreen,

which is a key element of the user interface 40thefmobile device 400.

13
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The mobile device 400 further includes a convertionobile
processor/control circuit 406, which is containdthim the housing. Also included in
the mobile device 400 is a storage/memory deviaewices (reference numeral 408).
The storage/memory devices are in communicatioh thi¢ processor/control circuit
406 and may contain program instructions to cortrelprocessor/control circuit to
manage and perform various functions of the mateMace 400. As is well-known,
such functions include operation as a mobile voam@amunication device via
interaction with a mobile telephone network (nadwh). Further conventional
functions include operation as a mobile data comoatiion device, and also as what
is in effect a pocket-sized personal computerpvgggramming with a number of
application programs, or “apps”. (The apps areasgnted at block 410 in FIG. 4,
and may in practice be stored in block 408, to mogthe processor/control circuit
406 in myriad ways.) The above-referenced molmlamunications functions are
represented by block 412, and in addition to pnognad control functions, the
mobile communications functions also rely on hanefaatures (not separately

shown) such as an antenna, a transceiver circoitci@phone, a loudspeaker, etc.

Block 414 in FIG. 4 represents features that engi@lenobile device 400 to
participate in the payment system 200 in waysdhaidescribed herein. This may
involve one or more of the apps 410 that may, xan&ple, program the processor to
engage in authentication procedures in interatibim the wallet server 206, and may
also implement what is in effect a “thin wallet'niction that essentially relies on

wallet services available through the wallet seR@8.

In other words, the apps 410 may include an auitegitn app (not separately
indicated in FIG. 4), which may engage in commuindce with the wallet server 206

to accomplish authentication functions as descrii@dw in connection with FIG. 5.

From the foregoing discussion, it will be apprestathat the blocks depicted
in FIG. 4 as components of the mobile device 409 ma&ffect overlap with each
other, and/or there may be functional connectionsrgy the blocks which are not

explicitly shown in the drawing.

It has been posited that the mobile device 400 Ioeasgmbodied as a
smartphone, but this assumption is not intenddsktimiting, as the mobile device

14
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400 may alternatively, in at least some casesphstituted by a tablet computer that
has mobile communication capabilities or by otlypes of mobile computing
devices. Other types of computing device, as nabede, may also be utilized as
user/payment devices in accordance with embodinwrbe present invention.

FIG. 5 is a flow chart that illustrates a procds tnay be performed in the
payment system 200 in accordance with embodimériteresent invention. Each
process block explicitly shown in FIG. 5 may befpened in or by the wallet server
206. However, these process blocks are in gereleded to actions taken by at least
some other components of the payment system 206.adtions of the other system
components related to a typical transaction theeefoll also be described briefly and

as required to provide context for the actionshefwallet server 206.

A typical transaction may begin with an interactlmetween a user/customer
and the merchant. For example, the user may selecthandise and indicate to the
merchant that the user wishes to purchase the mrsde. This may occur, for
example, in a brick-and-mortar retail store or ag pf an online purchase
transaction. In some cases, there may be comntiomdzetween the user/payment
device 212 and the merchant to identify the usgnmgaant device 212. For example,
the identification of the user/payment may be byileophone number or by the
user’s mobile wallet account number—which may oy mat be one and the same.
In some embodiments, the user may input his/herlenphone number or other
wallet account identifier into a merchant devidée latter may be, for example, a
suitably equipped and programmed POS device orcamemerce server computer
that hosts an online shopping website. In oth&taimces, the user/payment device
may identify itself to the merchant via a suitatdeokie” that has previously been
installed on the user/payment device to aid ingitie device in payment/e-

commerce transactions.

The merchant may generate transaction details, asidlate, transaction
amount, merchant identifier, merchant device idemtiuser mobile device identifier,
etc. The merchant or the merchant’s acquirer mastnit data representing the
transaction details to the wallet switch 204 stoaavoke wallet services for the

transaction.

15
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The wallet switch 204 may forward the transmissbtransaction detail data
to the wallet server 206. The wallet server 20§ negeive the transmission of

transaction detail data, as indicated at blockiB2G. 5.

Block 504 follows block 502 in FIG. 5. At block &0the wallet server 206
engages in communication with the user/paymentcdei 2 in order to effect a

device authentication procedure for the user/paymevice 212.

There are various types of device authenticatiocgutures that may be used,
and the type of device authentication procedure waay depending on the type of
device that is being used as the user/payment@@liz. For example, where the
user/payment device is a mobile device, a so-cafteabile device fingerprint” may
be used. For example, in some embodiments, thden©B (operating system) may
function so as to allow a mobile app to ask theitedDS to indicate a unique device
identifier that is in effect permanently associateth the mobile device. In some
embodiments, the mobile OS may calculate a hasiit @ger one or more serial
numbers of hardware component(s) of the deviceoard serial numbers of software

drivers running on the device to arrive at the reobevice fingerprint.

In the case where a PC or laptop computer or keeidi used as the
user/payment device 212, device authentication malgyon so-called “security
cookies”. For example, when a user registers thighwallet server 206 using the
user/payment device 206, the wallet server 206 geaigrate a fixed cryptogram and
download it to the user/payment device 212 in trenfof a cookie that will serve as a

device fingerprint.

In addition, or as part of the device authenticapoocedure, a user
authentication procedure may also be performedis;Tas represented at block 506,
the wallet server 206 may receive user authenticatata from the user/payment
device 212. Alternatively, the user/payment devt2 may calculate a hash or other
cryptographic result over both a device fingerpantl user authentication data
provided by the user, and may transmit the resuli¢ wallet server 206 in a
combined device and user authentication. With blethice and user authentication
occurring, the payment system 200 may be operatine basis of “two-factor”
security.
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In some embodiments, and/or for some users, threausigentication data may
include a PIN that was entered by the user intaufieg/payment device 212 (upon
prompting to the user from the user/payment de2ik®. In other embodiments,
and/or for some users, the user authenticationrdatainclude biometric data
gathered from the user by the user/payment devizgd@gain upon prompting from
the user/payment device 212). For example, thedioc data may be from a voice
utterance by the user into the microphone of tlee/payment device 212 to generate
voice recognition biometric data. As another alégive, the user/payment device 212
may execute a fingerprint read with respect touther. As still another possibility,
the user/payment device (if equipped with a cammiay) capture an image of the
user’s face to generate facial recognition bioroeatdata. In any of these examples, or
for other types of biometric data gathering, ther{gayment device 212 may transmit
raw and/or processed/summarized biometric dataetovillet server 206 and/or may
transmit a hash calculated over PIN/password/binoearameters and/or a device

fingerprint.

The user authentication (block 506) may occur siamdously with, or close
in time (e.g., within one minute) relative to thevite authentication (block 504).

In some embodiments, neither the PIN nor the biamdata (as the case may

be) is stored in the user/payment device 212 after authentication is complete.

At block 508 in FIG. 5, the wallet server 206 mayify the user

authentication data that it received from the ymsmhent device 212. For example, if
the user authentication data was a PIN, as entet@the user/payment device 212
by the user, then the wallet server 206 may vehi&y the PIN as received from the
user/payment device 212 matches the PIN stordukimvallet partition stored for the
user’s account in the wallet server 206. In cagesre the user authentication data
was biometric data, the wallet server 206 may a®allye biometric data and/or verify
the biometric data against biometric reference dteed for the user in the wallet

partition for the user’s account.

In some embodiments, it may be desirable to progidenced security by
utilizing device and/or user authentication proaedisuch that the device and/or user
authentication data is transformed mathematicallthle user/payment device 212
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before being transmitted to the wallet server 20Bat is, the user/payment device
may transmit to the wallet server 206 a result ofaeahematical transformation that is
applied to the device fingerprint and/or the usghantication data, and for present
purposes the transformation result as receivethéyllet server 206 may be
deemed either or both of the device authenticatata and the user authentication

data.

In some embodiments, the user/payment device 23Amm@Eement two
factor security based on (1) “something you haseth as a secured application,
which cannot be tampered with, and which implemartsyptographically resistant
one-way function; and (2) either (A) “something yoww” (e.g., secret information
such as a PIN) or (B) “something you are” (e.diametric characteristic that can be
detected by the user/payment device 212 and ttadsiato a biometric data in a
predetermined format).

A cryptographically resistant one-way function fynteave the following
features: (a) The description of f is publicly kmg (b) Given the input X, it is easy
to compute f(x), while for all images y in the rangf f it is computationally
unfeasible to derive an input x such that y = {(tk)s feature is sometimes called first
pre-image resistance); (c) Even though there @penaents x# x’ for which f(x) =
f(x’), given a pair (X, f(x)), it is computationglunfeasible to find x’ such that f(x) =
f(x") (this feature is sometimes called second ipnage resistance); (d) It must be
computationally unfeasible to find any argumengsx for which f(x) = f(x’), in

which case the function is said to be collisionstest.

In some embodiments, an authentication processasitire following may

take place, to possibly encompass blocks 504-508@f 5:

(A) The wallet server 206 may retrieve a storethemtication method for the
user/user device involved in the transaction. Hudlhentication method may be the
function f to be used in the authentication proceststhe same time, the wallet server

206 may retrieve the stored secret/biometric datéhie user/user device.

(B) The wallet server 206 may generate a challéage, a random number)

and compile session data.
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(C) The wallet server 206 may demand of the useice that it provides an
“authenticator” computed based on the functiorr tfi@ current session data and

based on the just-generated challenge.

(D) The user device uses the required functiamdf @mputes a result based
on the user device’s secret information/biometdtadas the case may be), and also

based on the challenge and session data recetadlie wallet server 206.

(E) The user device sends the computed resulttfie authenticator) back to

the wallet server 206.

(F) The wallet server 206 uses the function (fdmpute a result based on
the secret information/biometric data retrievedtfa user/user device and also based

on the challenge and the session data.

(G) The wallet server 206 compares the resulilitidated with the result it
received from the user device. If the comparisahicates a match, then the user/user
device is authenticated, and the wallet serverrd@g proceed to allow the user to
access his/her digital wallet maintained on thdetalerver 206.

Assuming that both the authentication step(s) aceessfully completed,
then, as indicated at block 510 in FIG. 5, the etakrver 206 may retrieve from the
user’s wallet partition and then transmit--to tisenjpayment device 212--data that
represents the payment card accounts that thénadernrolled in the user’s digital
wallet maintained in the wallet server 206. Th&adunay be referred to as “wallet
data”, and may be sufficient to allow the user/pagitrdevice 212 to display to the
user a menu of financial accounts that are availfslthe user to select for the
current transaction. In some embodiments, then@iigh accounts may be payment
card accounts, such as credit or debit card acs@nd/or prepaid payment card
accounts. In some embodiments, some of the usecunts in the digital wallet may
be stored in the digital wallet in a conventiona@rmer that does not involve mobile
wallet emulations/payment card account apps. tmesembodiments, some of the
user’s accounts in the digital wallet may be st@eds to simulate a mobile-wallet-
stored account and may be associated with paynaethapplication emulation
programs, such as instantiations of an EMV appboafe.g., for accounts for which

the issuers expect compliance with the EMV standard
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It will next be assumed that the user/payment aef2i2 does in fact display
to the user the above-mentioned menu of paymedtamounts available in the
user’s digital wallet, and that the user interaath the user/payment device 212 to
indicate selection of one of the accounts. Furtimeresponse to the input from the
user, the user/payment device 212 may generatenaicselection data, which
indicates the account that was selected by the Uden, the user/payment device

212 may transmit the account selection data tovdlket server 206.

Block 512 in FIG. 5 represents the wallet serves @&eiving the account
selection data that was generated and transmiytéloebuser/payment device 212. In
response, at block 514, the wallet server 206 rettieve the card entry for the
selected account from the wallet partition thahintains for the user. This may
involve retrieving account data related informatibat has been stored in the card
entry in question. In at least some cases, theeexatry may pertain to a digitized
EMV payment card that has been provisioned to feg’siwallet. In such a case, the
retrieved card entry may effectively constituteeagonalization profile that the wallet
server 206 may employ in invoking its EMV servemndtion 210 (FIG. 2) to emulate
the digitized card. Accordingly, the wallet ser2@6 may call the EMV server
function 210 to request an EMV cryptogram for ttemsaction. The call may include
the transaction details that the wallet serverr2@@ived for the transaction, and also
an indication that a user authentication statuglilas been set to a “valid” state. (One
example of such a user authentication status flagme the mPIN verification status
flag (PVS flag), which may be handled in this comi@s an emulation of a PVS =*1"
condition that may be provided by a MasterCard megiédyment application at a
point of sale.)

Continuing to refer to FIG. 5, and as indicatetllatk 516 therein, the EMV
server function 210 may emulate an EMV mobile paynagplication with
personalization data that has been stored in the Ed&ver function 210 during an
initialization process, and may produce a cryptogfar the transaction, including an
application cryptogram (AC) that includes an intiima that mPIN verification was
successful. Thus the emulation performed by the Ediver function produces a

result as if the user had successfully enteredjained card or device PIN. This
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setting of the user authentication status flagp@ttallet server 206 is in
contradistinction to conventional EMV processinggtices, in which such a flag is
set by the payment card (IC card) or other payrdewice at or prior to the point of
sale. Thus the wallet server 206 may retrieveemegate all the data provided at the
point of sale in connection with a conventional EM&nsaction, including the PAN
or payment token for the account selected by tlke, @suser authentication flag
having a “valid” value, an application cryptograA() in some cases, etc. Although
for the sake of compliance with widely supporteghsiards, an mPIN verification
indication may be provided in the cryptogram, iatfdne authentication of the user
may have taken a different form (as noted aboweh) as verification of a
cryptographic result based on secret informati@oaated with the user’s wallet, or
based on biometric parameters.

As noted before, the wallet server 206 may addafigror alternatively
incorporate or be in communication with other v of transaction security
functionality. According to an example referrecatmve, the wallet server may
include or access the functionality of an ACS, wahicay be an alternative source of a
transaction cryptogram.

At 518, the wallet server 206 may transmit thegeation cryptogram to the
merchant/acquirer 202 (FIG. 2), via the wallet stvi204. This indicates that the
transaction was progressed successfully at thewsdrver 206, and may allow for
completion of the transaction via the merchant/aeq02 and on to the issuer 112
via the payment network 110. In view of the tramige cryptogram from the wallet
server 206, the issuer 112 may treat the transaasaf it had been a mobile device
payment transaction with valid pre-PIN entry, ageotly implemented today by
issuers that support mobile payments via existagment networks. Assuming all is
in order with the user’s account, the issuer mayrnea favorable authorization

response that is routed via the payment networktd 10e acquirer/issuer.

With a payment system 200 as described hereinparigtularly with
operation of a wallet server 206 as described hetiee user of a digital wallet may
find that his/her user experience is uniform aretimtable regardless of which

financial account he/she selects for a transactdareover, the user authentication
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process may also be uniform and predictable. kamele, if PIN entry is the
applicable user authentication method, the userfindythat he/she is always
required to enter just one PIN over any desiredhagghe makes of digital wallet
functions (from the wallet server 206) through es/smartphone or other
user/payment device, and the PIN to be entereddvamatl change from transaction to
transaction. Thus the payment system 200 as 8eschierein may provide a
streamlined and improved user experience. Thislmagccomplished, for example,
by establishing a single “wallet PIN” for triggega payment transaction with any
card stored in the user’s digital wallet, in plade potential diverse group of specific

PINs corresponding to particular card accounts.

FIG. 6 is a block diagram that illustrates an alé¢ive embodiment of a
payment system provided in accordance with embadlisnaf the present invention.
The payment system illustrated in FIG. 6 is gemgratlicated by reference numeral
600.

As in payment system 200 of FIG. 2, in the paynsgstem 600 a wallet
switch 602 allows a merchant 604 to trigger paynpeatessing for a transaction
(remote or in-store). As in the conventional sysshown in FIG. 1, the merchant
604 depicted in FIG. 6 has a banking relationshitp an acquirer 606. It will be
understood that a conventional payment networkissuer, though not shown in
present drawing, are also components of the paysystem. Moreover, as in the
previous system diagrams, only system componeqtsresl for a given transaction
are shown; in a practical embodiment of the payrsgsitem at least some of the

components of the types shown may be presentge lammbers.

It should also be noted that, as suggested in abionewith FIG. 2, the initial
point of contact with the wallet switch 602 mayuia the acquirer 606 (or another
service provider, not shown) rather than direatbnf the merchant 604.

Another point worth noting is that the transactimay start, from the
merchant’s point of view, as a result of an intéoacby a user/payment device 608
with a merchant device (not shown apart from ble@4; the merchant device may
be, e.g., an e-commerce server or a point of sateimal). The above discussion of
the user/payment device 212 in connection withpdagment system 200 of FIG. 2 is
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generally applicable as well to the user/paymewnicge608 depicted in FIG. 6. Thus
the description provided above in connection wit@.H is also pertinent, as the
user/payment device 608 may in many cases be esthadia smartphone. From
previous discussion it will further be understobdttthe user/payment device 608
may alternatively be a PC or other like computiegide that accesses an e-
commerce website via a browser. Additional dismmsef such embodiments of the

user/payment device 608 will occur hereinbelowanrection with FIG. 7.

In some embodiments of the user/payment device @@8cularly where it is
a mobile device, the user/payment device may ireclutivallet chooser” function
represented by block 610 in FIG. 6. The walletag®y function 610 may allow the
user to select, for the current transaction, betvaedevice-based “mobile wallet”
(block 612), and a WSP-serviced (web-based) watlaintained at wallet server 614.

When the user selects the mobile wallet 612, it prayide access via a
payment application 616 to a digitized card that Ibeen provisioned to the
user/payment device 608. In some embodiments, Vewthe provisioning of one or
more cards to the user/payment device 608 mayrheijiand remotely supported via
interactions (arrow marks 618 and 620) betweemtbbile wallet 612 and the wallet

server 614.

Further, the wallet server 614 may incorporate ckaind/or user
authentication functionality (block 622) which maysome embodiments resemble
the authentication processes described above mection with payment system 200
and FIG. 5. Moreover, either within the perimeiéthe wallet server 614, or callable
from the wallet server 614, there may be transaaigptogram generation
functionality, as represented in FIG. 6 by EMV sgrpayment application block 624
and ACS block 626.

In terms of its hardware embodiments, the walletese614 may conform to
the hardware architecture illustrated in FIG. 3udW or all of the discussion of
software embodiments of the wallet server 206 (B)3nay also be applicable to the
wallet server 614 of FIG. 6. In addition or aliaimely, the wallet server 612 may be
programmed by software applications/program insimas to provide functionality
such as that described below in connection withS1&10.
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Moreover, either or both of the EMV server paymagmplication block 624
and/or the ACS block 626 may be constituted by, saparate server computer
hardware, possibly having the same hardware aothreillustrated in FIG. 3, and
suitably programmed with software applications/pang instructions to provide

functionality as described herein.

FIG. 7 is a schematic illustration of an alternatembodiment of the
user/payment device 608 shown in FIG. 6. It isiassd in this instance that the
user/payment device 608 is embodied as a convehtrRid that runs a browser
program and is used to engage in e-commerce trigmsage.g., online shopping).
Those who are skilled in the art will recognizettthee hardware embodiments of the
user/payment device embodiment shown in FIG. 7 chagely resemble the hardware
architecture shown in FIG. 3. In addition, in FIGit is indicated by block 702 that
device authentication functionality has been inoaaged in this embodiment of the
user/payment device 608. In some embodimentgxample, this may be
implemented through one or more cookies cryptogcally based on a device

fingerprint.

FIGS. 8-10 are high level flow charts that illustrarocesses that may be

performed in the payment system of FIG. 6.

Turning initially to FIG. 8, at 802 the merchant6fay receive an indication
from the user/payment device 608 that the userasishh access a wallet that belongs
to the user in order to effect payment for a curteansaction. In some embodiments,
the message from the user/payment device 608 tménehant 604 may include a
unique device identifier that identifies the usayiment device 608 and/or a wallet

identifier that points to the wallet that is affiled with the user.

In response, as indicated at 804 in FIG. 8, thech@et 604 may send a
message to the wallet switch 602. The latter ngesezay include, for example,
transaction details (e.g., contents of a “checkasket” in the case of a remote
transaction), and also may include one or morecatdins of the capabilities of the
merchant 604 vis-a-vis various modes of transactemurity. These modes may
include, for example, transaction security withptogram generation as per the EMV
protocol and/or via ACS. In addition or alternati; for example, the merchant’s
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capabilities may include support for Digitally Seet Remote Payments (DSRP). As
is familiar to those who are skilled in the art, RFSmay use a payment application on
a cardholder’s mobile device to generate an EM\étygyptogram based on
cardholder authentication to the payment applicatibhe wallet server 614 may

respond to the merchant 604 with an access token.

Optionally, as indicated at 806 in FIG. 8 (e.gthé user/payment device 608
is a mobile device), the messaging from the mertcb@ to the wallet server 614
may include the device identifier for the user/paytndevice 608. The wallet server
614 may then return the corresponding list of adé wallets to the merchant 604
(block 808, FIG. 8), which may then relay the willi&t to the user/payment device
608 to invoke the wallet chooser function 610 (Fésof the user/payment device
608. The user may then select a wallet (block &1G, 8) from the wallet list. As
indicated at block 812 in FIG. 8, the subsequents® of the transaction processing
may vary depending on whether the user selectstélensallet (block 612, FIG. 6)
or the user's WSP based wallet (stored on walletesé14) for use in the current

transaction.

FIG. 9 is a high level flow chart that illustrategossible transaction flow in a
case where the user selects (block 902) the moailiet 612.

At block 904, the mobile wallet may be opened, parg to a corresponding
message (which may include the applicable accésm}drom the user device 608 to
the mobile wallet function 612. Using the acced®h, the mobile wallet 612 may
obtain the transaction details and the merchantrggaelated capabilities (block
906), via a sequence of messages that run froomtieele wallet 612 to the wallet
server 614, to the wallet switch 602 and back fthenwallet switch 602 to the mobile
wallet 612 via the wallet server 614. The mobikdlet 612 may then display the
transaction details to the user and receive thesuselication of which card the user
selects from the mobile wallet for use in the cotrteansaction (block 908). User
authentication to the mobile wallet 612 may theketplace (block 910). This may
include, for example, entry of secret data such ambile wallet PIN, or biometric
verification of the user’s identity (e.g., fingerscan, facial recognition scan, voice

recognition).
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As indicated at decision block 912, the flow of FBamay branch, depending
on whether the merchant security-related capadslgind the card account selected by
the user both support a mobile-device generatgqut@gyam (e.g., both support
DSRP). If such is the case, then the flow of FA@ay branch from decision block
912 to block 914. At block 914, the mobile wabd2 may send a request to the
payment application 616 (i.e., to the payment apgilon that corresponds to the
selected card account) to have the payment apipic@L6 generate a cryptogram
over the transaction amount, an unpredictable nuthia¢ was supplied by the
merchant, and at least one embodiment of the wskemtication credentials received
by the mobile wallet 612 at block 910. The payneagpylication 616 then generates
the cryptogram (e.g., in accordance with the stahgeactices for DSRP) and
transmits the cryptogram to the mobile wallet 6TAe mobile wallet then sends the

cryptogram to the wallet server 614.

Referring again to decision block 912, if it is ttese that either the merchant
does not support a mobile device cryptogram océrd account selected does not
support such a cryptogram, then the flow of FI@&y branch from decision block
912 to block 916.

At block 916, the mobile wallet 612 generates ahentication token (i.e., an
indication that authentication of the user to thabite wallet 612 took place) and

sends the resulting authentication token to théetvaérver 614.

FIG. 10 is a high level flow chart that illustrategossible transaction flow in
a case where the user selects (block 1002) a veadietd for the user on wallet server
614.

At block 1004, the WSP-maintained wallet is opermasuant to a request
message from the user/payment device 608 to tHetvgarver 614. The wallet
server 614 may respond to the opening of the wailbta request to the
user/payment device 608 for authentication of #naak (block 1006) and/or the user
(block 1008). The above extended discussion afksl®04-508 of FIG. 5 is pertinent
to blocks 1006 and 1008 in FIG. 10, and providesmgdes of how device and/or user
authentication may be performed in the procesd®f EO. It is noted that this
authentication is to the wallet server 614. Therpss and ensuing parts of the flow
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may include the user entering credentials intauges/payment device 608 to permit
the user/payment device 608 to generate an auth&oh response, which the
user/payment device 608 sends to the wallet s&i4(specifically to the wallet
authentication function 622 (FIG. 6)). Assumingtthser authentication is
successful, as determined by the wallet authemdicétinction 622, selection of the
card account may follow (block 1010), including weging from the wallet server
614 to the wallet switch 602 (using the accessrthke obtain the transaction details,
and return of the transaction details from the etaivitch 602 to the wallet server
614. This may be followed by messaging from théewaerver 614 to the
user/payment device 608 to provide the transactatails and to call for card
selection, then input from the user to user/payrderice 608 to indicate card
selection. The indication of the card selectiothen forwarded from the

user/payment device 608 to the wallet server 614.

As indicated at decision block 1012, the flow oGFLO may branch,
depending on whether the merchant security-releapdbilities and the card account
selected by the user both support EMV emulatidhatvallet server 614. If such is
the case, then the flow of FIG. 10 may branch fd®aision block 1012 to block
1014. At block 1014, a cryptogram for the curreansaction may be generated in
accordance with practices defined by the EMV stesidhe generation of the
cryptogram may occur at the EMV server paymentiegppbn 624. The above
discussion of block 516 in FIG. 5 is pertinent todx 1014 and may provide an
example of how block 1014 may be performed. Thegss block may include the
wallet server 614, via the wallet authenticationdtion 622, requesting of the EMV
server payment application 624 that it genera@y@togram over the transaction
amount, an unpredictable number provided by thehaart 604 and an authentication
status indicator (e.g., the latter may be a ustrestication status flag value, as
referred to above in connection with FIG. 5). HMV server payment application

624 may then generate the requested cryptogramesunah it to the wallet server 614.

Considering again decision block 1012, if it is tied case that both the
merchant and the card account selected provideosufgp EMV emulation at the
wallet server 614, then the flow of FIG. 10 mayrafafrom decision block 1012 to
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decision block 1016. At decision block 1016, tleevfof FIG. 10 may branch,
depending on whether the merchant security-releapdbilities and the card account
selected by the user both support security measissexiated with an ACS. If so,
then the flow of FIG. 10 may advance from decigiotk 1016 to block 1018. At
block 1018, the wallet server 614 may requesttti@access control server 626 (or
similar functionality within the perimeter of theallet server 614) generate a
cryptogram for the transaction based on the trditsaamount, the user
authentication status as determined by the wadleies 614 and details of the selected
card account. The access control server 626 ngayghnerate the cryptogram, which
may be of the type referred to as an “AAV” (Accodnithentication Value). The
generation of the AAV may, for example, conforntiie MasterCard Secure Payment
application specifications or other similar techureg.

After the access control server 626 provides th&/Adthe wallet server 614,

the latter may generate a card details structusedm part on the AAV.

Referring again to decision block 1016, if it i® ttese either that the merchant
or the card selected does not support ACS-stylerggeneasures, then the flow of
FIG. 10 may advance from decision block 1016 taklb020. At block 1020, the
wallet server 614 may generate card details withisiitg a cryptogram (since no
cryptogram has been generated in this path thrthebrocess flow). Accordingly,
the output from the wallet server 614 may be inrthire of a conventional WSP
card-on-file output, and may be followed by a comtianal risk-based-decisioning
process (block 1022). The latter process mayefample, be handled via the wallet
server 614, and—depending on the results of tlkeassessment—may lead to a
conventional so-called “step up” process in whiskriauthentication is handled by an

issuer-related ACS (not shown).

It should be noted that where the process of FBSH) results in the wallet
server 614 receiving (or generating) a cryptograntte transaction (via block 914 or
block 1014 or block 1018, as the case may be);b@sed decisioning may be
bypassed, and the wallet server 614 may transenitdhd details, including the
transaction cryptogram, to the merchant 604 viantaket switch 602. The merchant

in turn may transmit an authorization request toabquirer 606 including the card
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details and the transaction cryptogram. The aightion request may then proceed
in a conventional manner via the payment netwodt ghown in FIG. 6) to the card
account issuer (not shown in FIG. 6). If all isomder with the selected account, a
conventional authorization response approving riéy@stiction may be routed back to

the merchant 604 from the issuer, via the paymetwark and the acquirer 606.

In connection with the process of FIGS. 8-10, éert@chniques were
described by which the wallet server may authetditi@e user. In accordance with
one or more alternative embodiments, other waletesr-managed authentication
techniques may be used. For example, accordingedechnique, where the
user/payment device is a PC or similar device, (et a smartphone), the wallet
server may send a one-time password to the usetdendevice (e.g., a smartphone
registered to the user within the user’s digitalletan the wallet server). The user
may then authenticate himself/herself to the wakaver by entering the one-time
password back to the wallet server via the PC/pagment device. Thus in such a
situation a type of two-factor security may be iempented, in that the user has
demonstrated access to two different devices asgalcwith him/her in the wallet
server’s records, namely his/her PC and his/herilsndbvice.

In some embodiments, and/or in some instances—x&mple, where the
user/payment device 608 is not a mobile device—#thbile wallet 612 and payment
application 616 may not be present, and the prdt@ssndicated in FIG. 9 may not
be instantiated. Accordingly, where the user/paymdevice 608 is a PC or laptop

computer or the like, the process flow of FIG. 1@ymhe instantiated.

With the embodiment of FIGS. 6-10, the user mayragaperience a
streamlined manner of accessing accounts in higigeal wallet, via authentication
to the wallet server and emulation of one or me@ugty schemes to the

merchant/acquirer via the wallet server.

In some embodiments described herein, the berudfdgyital wallets can be
extended to payment card account holders withautir@g provisioning of payment
card account information to the account holdersbiteadevices, and in a manner that
minimizes the steps required of the account haldexecuting a wallet-based

transaction.
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As used herein and in the appended claims, the‘®gommerce” refers to
purchases via a merchant’s online store, and/eai$te” shopping/payment or any
other transaction in which payment is made oveirttexnet or via interaction by a
mobile application with a remote server or othenpater.

As used herein and in the appended claims, the“@uthentication task”
refers to a user entering a PIN or other secretindtion into a device or permitting

biometric data to be gathered from the user.

As used herein and in the appended claims, the ‘@mputer” should be
understood to encompass a single computer or twicooe computers in

communication with each other.

As used herein and in the appended claims, the ‘f@mcessor” should be
understood to encompass a single processor orrtwme processors in

communication with each other.

As used herein and in the appended claims, the‘t@emory” should be
understood to encompass a single memory or stalegee or two or more memaories

or storage devices.

As used herein and in the appended claims, aégeincludes a computer
device or system that responds to numerous regioessrvice from other devices

which represent clients submitting service requests

The flow charts and descriptions thereof hereousthnot be understood to
prescribe a fixed order of performing the methagbstdescribed therein. Rather the

method steps may be performed in any order thataisticable.

As used herein and in the appended claims, the‘fgayment card system
account” includes a credit card account, a depasidunt that the account holder may
access using a debit card, a prepaid card acomuany other type of account from
which payment transactions may be consummated.tefhres “payment card system

account”, “payment card account” and “primary acdawumber” (PAN) are used
interchangeably herein. The term “payment cardaetnumber” includes a number
that identifies a payment card system accountramaber carried by a payment card,

or a number that is used to route a transacti@engayment system that handles debit
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card and/or credit card transactions. The termyrfgnt card” includes a credit card,
debit card, prepaid card, or other type of paynmesttument, whether an actual

physical card or virtual.

As used herein and in the appended claims, the ‘@@ayment card system”
refers to a system for handling purchase transax@md related transactions. An
example of such a system is the one operated biekGard International
Incorporated, the assignee of the present dis@osirsome embodiments, the term
“payment card system” may be limited to systemwhinch member financial
institutions issue payment card accounts to indiaig, businesses and/or other

organizations.

Although the present invention has been desciilbednnection with specific
exemplary embodiments, it should be understoodvidraus changes, substitutions,
and alterations apparent to those skilled in thear be made to the disclosed
embodiments without departing from the spirit andpe of the invention as set forth

in the appended claims.

Throughout this specification, unless the conteguires otherwise, the word

"comprise", and variations such as "comprises""aodhprising”, will be understood
to imply the inclusion of a stated integer or sbegroup of integers or steps but not

the exclusion of any other integer or step or grolintegers or steps.

The reference to any prior art in this specificati® not, and should not be taken as,
an acknowledgment or any form of suggestion thaipttor art forms part of the

common general knowledge.
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Claims Defining the Invention

1. A method comprising:

maintaining a digital wallet in a computer, theitliwallet storing a plurality
of payment account entries associated with a ustedigital wallet, each of said
payment account entries corresponding to a reygggiiyment account that belongs

to said user;
receiving a request for a transaction;

receiving and verifying, by the computer, user auntltation data regarding

the user and the requested transaction;

verifying, by the computer, authentication of aidewsed by the user to

initiate the transaction; and

in response to verifying the user authenticatioia,dalowing the user to

access any one of said payment accounts withouirneg| further user authentication.

2. The method of claim 1, further comprising:

setting a user authentication status flag to aidVatate in the computer to
indicate that the computer has verified the reckiveer authentication data; wherein
the computer does not receive a user authenticstatas flag value from said device

used by the user.

3. The method of claim 1, wherein the device usethe user is a personal

computer, a laptop computer, a tablet computerssnartphone.

4. The method of claim 1, wherein the user israquired to perform more than one

authentication task for the transaction.
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5. The method of claim 1, wherein the user authatidn data includes or is derived

from a PIN (personal identification number) entelbgdhe user.

6. The method of claim 1, wherein the user autbatibn data includes or is derived
from biometric data generated by interaction wité tiser.

7. The method of claim 1, wherein the comput@pierated by or on behalf of a

wallet service provider.

8. A method comprising:

maintaining a digital wallet in a computer, the gurter operated by or on
behalf of a wallet service provider;

receiving a request for a transaction using a paymecount represented in

the digital wallet;

receiving and verifying, by the computer, autheatian data for the requested

transaction;

in response to verifying the authentication datah@®ycomputer, triggering by

the computer generation of a cryptogram for thedaation.

9. The method of claim 8, wherein the cryptogrargenerated in the computer.

10. The method of claim 8, wherein the computervgllet services computer, and
the cryptogram is generated in a server compuérisin communication with the

wallet services computer.

11. The method of claim 8, wherein the cryptogramenerated in accordance with
an EMV standard.

33



10

15

20

25

Docket No.: P01729-US-UTIL (M01.308)

12. The method of claim 8, wherein the transadsam e-commerce transaction.

13. The method of claim 12, wherein:
the verified authentication data includes user entibation data; and

the user is not required to perform more than atlkeemtication task for the

transaction.

14. An apparatus comprising:
a processor; and

a memory in communication with said processor dodrgy program
instructions, said processor operative with theg@m instructions to perform

functions as follows:

maintaining a digital wallet, the digital wallebsing a plurality of
payment account entries associated with a usdéreadigital wallet, each of
said payment account entries corresponding topeotise payment account
that belongs to said user, the digital wallet stareone of a plurality of

partitions maintained in a server computer;
receiving a request for a transaction;

receiving and verifying user authentication daggarding the user and

the requested transaction;

verifying authentication of a device used by therus initiate the

transaction; and

in response to verifying the user authenticatioia,dalowing the user
to access any one of said payment accounts witlequiring further user

authentication.

15. The apparatus of claim 14, wherein the prawdsgurther operative with the

program instructions to:
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set a consumer authentication status flag to ad¥atate to indicate that the
processor has verified the received user authdiaicdata; wherein the processor
does not receive a consumer authentication stitgyvélue from said device used by
the user.

16. The apparatus of claim 14, wherein the dewsazsl by the user is a personal

computer, a laptop computer, a tablet computersmnartphone.

17. The apparatus of claim 14, wherein the useoisequired to perform more than
one authentication task for the transaction.

18. The apparatus of claim 14, wherein the ustresatication data includes or is

derived from a PIN (personal identification numbamjered by the user.

35



