
and a frequency of use of the mobile terminal differ 

depending on each owner, and the ratio of utilization 

of even the same mobile terminal by the owner greatly 

differs depending on each time zone. Preferably, 

these resources are effectively used, if possible. 

Patent Literature 1 discloses virtualization 

technology using mobile terminals. 

CITATION LIST 

PATENT LITERATURE 

[0005] Patent Literature 1: Japanese Laid-open 

Patent Publication No. 2010-231759 

SUMMARY OF INVENTION 

TECHNICAL PROBLEM 

[0006] However, the art disclosed in Patent 

Literature 1 has the following problems. Firstly, no 

consideration is given to security, which has a risk 

of information leakage from the mobile terminals. 

Secondly, being wireless communication, the 

communication of the mobile terminals is not 

sometimes stable as compared with wired communication, 

but no consideration is given to redundancy in such a 

case . 

[0007] Theref ore , it—irs—SHa—eb^-ee-tembodiments of the 

present invention seek to provide a secure virtual 

storage using mobile terminal devices. 

SOLUTION TO PROBLEM 

[0008] An information processing apparatus according 

to a first aspect of the present invention is an 

information processing apparatus communicably 

connected to a mobile terminal 
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device, the information processing apparatus 

including: an encrypting unit to encrypt storage 

target data; a transmitting unit to transmit the 

storage target data encrypted by the encrypting unit 

to the mobile terminal device; a receiving unit to 

receive the storage target data stored in the mobile 

terminal device; and a decrypting unit to decrypt the 

storage target data received by the receiving unit. 

[ 0 0 0 8 a] A se cond _a_spect _qf th e p r esent invent ion 

provides a mobile terminal device communicably 

connected to an information processing apparatus, the 

rvi /"™» K i *1 .*"s 4- *v* rY5 -5 TO -"I 1 «"~I /*:•% •? T tvs v* -v i r< s IT « raoDi x e L 0 -L in x n d x Qsvice c onip I 1 S lily : 

unit" t~ T* &>. -t ir p* Q t" rt p -i— V X X ^-4 X X .X™ W- ~X~ V X— ^I .X— ^—4 V~-* W*-

f ~r nm t~ H o i n f n Tm a f i nn nrno p a Q i n rr W kit J. X BX~ J- X W ,X*. t l> !> W- -X» X X e-v-"' >X— SM^* \U-* (•—/ i~*J —6— X X WM. P"^ »*=> W- W4. f 

on ^nr'!T",;/'Tn5f~"iTirT unit™ t" p ?i r ?* vn f t~ li t" HT^ JTP f~ ^ y* <T €*• f~ 04* X X X X y k^» «4— X X wi< A X \^J X X -X- V pv-' ' X X K—' U-* V-.* -X- X~ v^f v^-

data received by the receiving unit; 

e*-i /"x i 4— 4" >"% /-H -v* ^3 4" /r% r-f 4aM' *v J*-\ 4*~ ^ "v* 4~~ recoraing unii 10 lecoiu u 110 b coiay 0 L a. r y c t 

data encrypted by the encrypting unit; and 

3. transmi t ting unit to t2TctnsiXi.it this stoIT3.g0 

target data recorded by the recording unit to the 

informat ion process ing apparatus, where!n 

t* "h P Qfnrsnp t* ^ ~rrf£zf~ H ;q T~ r* t" n qm i ft- pH hv f- H o X X N—= ••' •• ^ ••'••• 4. v-^» v—*£» VJHJ X .2. b-~s i ̂ t ».&>• V X -4. 

*V^ Wt 4~ 4— ^°iT 1 "i 4- -1 /^H "%s* rr V 4™ 1 4- lo fT^\ "1 V\ *1™ •""*» "1 X dll o III ~L u u J_ I1CJ UI11 L XS ClcCI yp tell XII L. Ilfcr XI1X CJX [ltd i—LCJIl 

processing apparatus. 

[0008b] A third aspect of the present invention 

P*v» y T 4 ^ c~t ™s /™*t n T*' i»**s "1 rvi 4™ 1*^ "f~ *™t "Kt 1 fl "f™ v TY\ -™> f- n 1^1 X Cy v X Q v5 & ci. C_ - O XI L- X C3 X ill fci L- X X C3 C_X C_) X c-L IA X XIX X ill d. w X v> X1 

process ing apparatus communicably cosinec ted to a 

mobile terminal device, the controJL method 

comprising: 

an _ ericrypt ing_steg_ _of encrypt_ing sj:o_rage _targe t 
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d at3, ; 

3. transmitting stop of transruitting the storsos 

t~ ^ -r n f- Hat" A ^nf' T"\/"n r oH *K"\/ fhp P* TI H TVD f" I n CT Q f~ *n t~ r\ t* Vi V' * •* t v-4 Vw* " •• ^o-— C-**w ' X X V^» *6— y L-> V&>* V^X X/ y v>< X J. *->• -V X %»*" -A- y ?w' V-~- • t, • X X X- X 

TV* /*"* "I 1 *°*"\ 4~ s~\ 1-VV *"* VI *1 «**H f V ~s >^*\ o III O Jv-) X X t3 l_- ci X [II X XX cX X CI v X CI- f 

a receiving step of receiving the storage target 

S'''l »•**, X~ -'-v X- />••'• — •^—( X— I-'-; -"\ V"> 1-s "1 -'•••, -f- ,•". -•;-•< vys 1 T"'s •"*•>, *1 ~f '{•' •"« y»\ „ -&»•<* 'v Qa La blOIcQ XII u XI0 III G J3 X X 0 101 III X XX d X Ut v ICc , 3IIQ 

p? ri p> r5 Y-~s7*n f- i nrr qj-pn ri^r^T°"\/Tit~i'nn' t~ "H T- ;£? rr P* Gi« V*4. V^- *W* <4-= V |w^ -J— X X ^"j Q W v~» 4— W1 V-' J*~ y w *X- X X X X ^=> iw JL. CA. ^—1 

target data received by the receiving step, 

[0008c] A fourth aspect of the present invention 

s _?: control method of a mobiJLe terminal device 

communicably connected to an information processing 

STrna ra I- li Q fh p nnnf rnl mpfhnr] rnmnr i R i no ° *~A> wi. *X~ Sv<-C ^ W-S. &<-=• f W X X *w V-' N-y X X >X- -X- 11. & w X X V4. N~~- tit N.rf' -k- M -X- X X » 

o r'p, p (D i ir i rt rr q f- pn n f TNPirsP;i"i'\riTirT sf HTPI np t~ Y" ft P* t" H ^5 f- ^ ^4,. X~ 'V— w* V~< -i— V -2— X X %»-" I*-' V-/ X^ JL. V-- -X- v —1~ X A. *•.- V V-4- V- V-4. -X- N--4 ^ ^ 

from tii0 information pIToc0 iw? -i* n 1^ *|o 3™ "t n ^ 

^ri ^Tir^i'""\?'T*<5't~'"iTirT qfpn *F ^'nriT~\/T~>t~i'nn hhp QfrtrArrp ^1. X X X X X« V p-1' w- BX. X X v-r tw* v.y ^Lv V-* X X -i— y <«*• -X, X X N~-j wn X X V—' ^*1 %«-

target data iGceived by the receiving step; 

recoi axng s u0p 01 rscox miiy u 110 o toi 3c|0 LdiQsi 

data encrypted by the encrypting step; and 

afTStlQITn hhl Tiff qf" pn r\ f- f~TvariQTYl"!t™'t~11'irT f "h P Q f nT"3 (TP w X— wi- X X til X. W -X- X X ^-| L*» V— K-' Vs-^ J— W J— w-fc. X X 4.11 -i« w W «!« X X w X X V«' iw1 V-» w -X-

target data, recorded by the recording step to the 

information processing apparatus^, wherein 

tne storage uargeu Qa ua LI aiisiiix i ieu ,uy iiie 

t~"r,^ric*rni t~t" 1 nn afpn IQ rif^ri"K''\/'rit~Pir1 in "i tifnTTn^t" i nn v^4. X X K*s v £ i V~-- W-' X X K*>> -X. V--* oX- y p—/ X. X X v— X X DJ^ X X X- ~L* t i. t v_« —X. V-^ X X 

nrnPP cj q "i Tiff f--,/ X- V w^» X X wL Kv* V-4v V^- W-4, « 

[0008d] A f i f th a spec t _o_f _t he_ _p r e sent invention 

provides a program causing a computer which controls 

^ v-«. ^ -v-* <PY% «*o 4™ "s s~-\ ~y\ ~ts* sr**"l e~*t ~i f°~% °™i *v^\ "5^% °T* 'f™- t 1 /""i s^% T KN: 1 t r an 1. ill O I Ula U I Oil pi OC 0 D p xriy appal ci tub L Oniitl ulll C aD x y 

connected to a mobile terminal device to execute: 

s** T v 4- -i* *f*\ f~s 4~" "v~\ i^\ 1 T T\ 4- 1 ?~y £""i 4" s~~\ "Vs s°*€ 'f*" ^ "i/*' f*r 4™ an encrypting stsp or enciypting sioiage taigec 

data ; 

rs hr^nqmi f j- i nrr qt- pn o f t~ T" P5 TI m *i t" t" i TI n~ MIP ^ f n r a rr p X-. X X w5 11- i X. 'v— W-- -X- X X h«/ v-'' V-N- X w- -X- v-^- X X y-^y 1 i t _i— w- <sX- X X »-„-• X X - Sv=^ V-/ -X. Oi-
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fc ct 3T Cj~ 0 t d ci t ci encrypted by the encrypting step to the 

mobile terminal device; 

-4 f rr -4 "%s*\ ef~ /*"•» ^ T *S *K*li 4™ T"°t 4*~ S**? f\ 4™ "V*1 4~ receiving stsp or i ecsivmg tne s LOI aye taigei 

t> l c_, t o • • c J ,i the mobile terminal device; and 

a decrypting step of decrypting the storage 

target _dat_a received by the receiving step, 

f0 0 0 8e] A sixth aspect of the present invention 

providesaprogram. causing a computer which controls 

a mobile terminal device communicably connected to an 

information j > ^ r > i > K *. ] , > c. t 1 ixecuts : 

a receiving step of receiving cu -» j <. . , c i < j ^ 

from the information processing apparatus; 

an encrypting step of encrypting the storage 

target data received by the_ rec9L_S tep 

a recording step of recording the storage target 

data encrypted, by the encrypting step; and 

=3 f- y ̂  nqmi r 1" *i Tier af-pn o "F t" T r5 ti m "i t~ t~ i TI cr fhp ^ t* n r 3 (i p JL. X A Sw* i t i. -X„ J,. X '"'I |w* W" -i™ v-*t- X X HI w. w- KX~- A. J- *»-{j £, J~ \*** (w w** v^-" 

target data recorded by the recording step to the 

information processing apparatus, wherein 

f~"Hp» Q f~ D T* ^5 n* p f 3 r rr p t" c\ 1~ R t~T°r:?i'iPiniit"t"P'd hv f hp X X w• -l»- Cc-i- '•-j W' Cvia «L< Ol. K** Ci •£*» X X 11.1 ~t~ s—• w-« w •iw' Y « A X. W 

transmitting s tep is decjrypted_in _the inf ormatio_n 

processing apparatus_. 

ADVANTAGEOUS EFFECTS OF INVENTION 

[0009] According to embodiments of the present 

invention, it is possible to provide a secure virtual 

storage using mobile terminal devices. 

BRIEF DESCRIPTION OF DRAWINGS 

[0010] [Fig. 1] Fig. 1 is a diagram illustrating the 

configuration of a data storage system. 

[Fig. 2] Fig. 2 is a diagram illustrating a 

hardware configuration of a management server, 
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[Fig. 3] Fig. 3 is a flowchart illustrating a 

storage process in the data storage system. 

[Fig. 4A] Fig. 4A is an explanatory chart of a 

division process and an encryption process. 

[Fig. 4B] Fig. 4B is an explanatory chart of the 

division process and the encryption process. 

[Fig. 4 C] Fig. 4 C is an explanatory chart of the 

division process and the encryption process. 

[Fig. 5] Fig. 5 is an explanatory view of a 

redundancy process. 

[Fig. 6] Fig. 6 is a flowchart illustrating the 

encryption process of numeric data. 
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claim 9, wherein: 

the encrypting unit encrypts the storage target data by 

using an encryption function; and 

the converting unit converts a result of a second 

arithmetic process being the second process for the storage 

target data encrypted, into a result of a first arithmetic 

process being the first process for the storage target data 

not encrypted, by using an inverse function of the encryption 

function. 

[Claim 11] The information processing apparatus according to 

claim 9, wherein: 

the encrypting unit encrypts the storage target data by 

adding data to the storage target data; and 

the converting unit converts a result of a second search 

process being the second process for the •seeeB^-darfcastor a g_e 

target data encrypted into a result of a first search process 

being the first process for the #ir3rsfe—datastorage target data 

not encrypted, based on an addition pattern of the data. 

[Claim 12] A mobile terminal device communicably connected to 

an information processing apparatus, the mobile terminal 

device comprising: 

a receiving unit to receive storage target data from the 

information processing apparatus; 

an encrypting unit to encrypt the storage target data 

received by the receiving unit; 

a recording unit to record the storage target data 

encrypted by the encrypting unit; and 
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