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2

Any detection 
condition is met?

Not met

Met

201Receiving input data 
from the user interface

Detecting whether the 
input data meets the at 

least one detection 
condition according to 

the risk database

Transmitting detection 
result data to the 

network service system

Receiving reply data of the 
user

Transmitting the corresponded 
predefined information to the 

user interface

Transmitting result data after 
receiving the reply data to the 

network service system

Detecting whether the input 
data coordinated with the reply 

data meets the at least one 
detection condition according 

to the risk database

Start

End
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208
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5

Receiving, by a risk detection module of a risk detection system, 
input data related to a service from a user interface of a network 
service system after the input data is inputted by a user via the 

user interface but before the input data is transmitted to a 
verification system

501

Detecting, by the risk detection module, whether the input data 
meets the at least one detection condition according to a risk 

database of the risk detection system

502

When determining 
that the input data 

does not meet any of 
the at least one 

detection condition, 
transmitting, by the 

risk detection 
module, detection 
result data to the 
network service 

system so that the 
network service 

system transmits the 
detection result data 
and the input data to 

the verification 
system

504

When determining that the input data 
meets any of the at least one detection 
condition, generating and transmitting, 

by the risk detection module, the 
corresponded predefined information, 

which corresponds to the met detection 
condition, to the user interface to 
request reply data from the user, 
detecting whether the input data 

coordinated with the reply data meets 
the at least one detection condition 
according to the risk database after 

receiving the reply data, and 
transmitting result data after receiving 
the reply data to the network service 
system so that the network service 

system transmits the result data after 
receiving the reply data and the input 

data to the verification system.

503
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