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The present inven to managenent of sheets having visible 43/8

i nformati on. BACKGROUN®o&RT 5 For preventing forgery of sheets such as

val uabl e papers, bank notes, documents and the like which carry vi § 01MAY 2003
I nformati on, there have heretofore been ladopt ed such measures as printing a
fine or detailed pictorial pattern _and/ or characters or the 10 like on the
sheet, pasting a hol ogramon the sHECtCRHITTHPy essing a watermark in the

sheet while detail C n an att enpt
to make it diffi cﬁ?ﬁtﬁiodﬁ Q?W%Wﬁé Q%eg‘%%%g‘ %'II I nspection
of the sheet as to forge nrReg aring the opti cal
|nfor t|ng %%s? |oﬁ O%E ﬁé&hge?fﬂ¢?ﬁﬁﬁéggpof pattern |ines,
col or E m”Mﬂm nghtness etc. wth the corresponding i nformation of t he
genui ne shet J her nore, sheet nanagenent such as 20 counting of the
nunbers) of '€ sheets has heretofore

3e: T6T 1 WCRIPTI METHOD OF CHECKI NG AUTHENTI CTTY OF SHEET W TH

TECHNICAL FIELD

The present invention relates to management

of sheets having visible information.

BACKGROUND ART
5 For preventing forgery of sheets such as

valuable papers, bank notes, documents and the like
which carry visible information, there have heretofore
been adopted such measures as printing a fine or
detailed pictorial pattern and/or characters or the

10 1like on the sheet, pasting a hologram on the sheet or
impressing a watermark in the sheet while details of
these measures being kept in secrecy in an attempt to
make it difficult to forge or counterfeit the sheet.
Further, inspection of the sheet as to forgery can be

15 carried out by comparing the optical information of
printing position on the sheet, fineness of pattern
lines, color density or brightness, etc. with the
corresponding information of the genuine sheet.

Furthermore, sheet management such as

20 counting of the number(s) of the sheets has heretofore

been performed manually or physically with a machine on

a sheet-by-sheet basis.



been performed manual ly or physically with a machine on a sheet-by-zﬂiﬁh, 0
basi s. "~ tt MA's ~~1~ 2 At present, however, technol ogi cal prog3 n20
this field has nade it possible to inpress the waternmark, hol ogram and the

| i ke, and now the information such as nentioned previously can be printed 5
with a high accuracy which is conparable to that of the genui ne sheet even

t hough the printing procedure my diffef. Such bei ng the circunstances,

difficulty i t in detect] the f lely b | yi th

Compar i Son of tne opt i cAF PRPORRGLi BAYeY8e At CRONAPPySF (ST eSRBbEa  hat 1 n

th f bonds, of a. Les, .th tical _int ' f pictorial

pat tern or t hon ERESwht BAC RS B> 8et 1 6P SHBLRI h GIPRETEcrTRg the for gery
[ i dentj cal 1 t t he i i i nh tt

he 15 bond shen=reSFke BesdSrBinangcrts, TFke’ [ Fd bk B loed Tor The

I nspection of ih%z{ngwgéiysugantaﬁqmsﬂkwneaﬂgfe@whgwra‘:ath patpeineef a

gi ven bond waS counter te ere nmay arise such risky situation that a

great number gf cRonds;ghi AEed weihwhiencountenbathppat £68r en20 grdchavi ng
the inherent informati on such as"the ID nunbers rewitten are fabricated on

a mass- produckianineakBe@t thencenbaphsthek phenboRgspabeegast! May
counterfeited. Besides, in conjunction with such nmanagenent 25 of the

sheets as coudtifferof tBhennvehag ther edkcumbeances,i difndiedlthat st he

vol ume, species, sizes, etc. of the sheets which can be handl ed at one
stretch are | ienicbedtakreloighdetedepagdshenfbhgesgabelelythg reiyaniyhY 2003
3 managi ng system Consequently, a tine-cqnsun{n% t roubl esome procedure or
a | arge scal eocof thiee compagingnspst ehei opcegalr édfpsmathenpanagenent of a

| arge nunber of sheets. On the other hand, it- is also known to 5 nmanage
articles BY affixing sohddité@naddive fhgdsonpbedr thakednt 6NBecABRagéd.
However, reliability of the congestion ggntroLliEg,fgnction of %he
conventional PRACS Pige §eREr SPFFLESed T4 PPELEAL FBIRLTAESOR Gh.

Accordi ngly, enploynent of the radip t is not.suited 10 fqr -.the cases
where very hiEHCFQ%P EiPFF§eF§ P§qﬁﬁ?e39§§ WﬁlfﬁecéﬁsgeoPs n&§&ment of the
val uabl e papergs, t : rt . us, it
is an obj ect giefﬁgg rggeﬁgt%gqﬁﬁ e%ﬁfo%nggggtgggggggg%?§¥F§§éggfggheets

havi ng vi si bl g 1i1nf@lamlngl SWeh 88 th@RES ing¥ehaRgent iaketentPaBekhe
currencies, various |abels, docunents or the like which allows the

count er f eitts, idon@¥Bucho ake t@et @ehad Ini hekwerdblf kael Lykeaisehbaduskd
manuf act uri ng such 20 sheets, an apparatus for manufacturing the sane, a
nmet hod of chedkimgHehd nsheetd oas offo thiee fhaygeyy, aodsanuappdyat osckeor
detecting the forged or counterfeit sheets. _
a pictorial pattern of a given bond was counterfeited,
there may arise such risky situation that a great
number of bonds printed with the counterfeit pattern
20 and having the inherent information such as the ID
numbers rewritten are fabricated on a mass-production
scale or the contents of the bonds are easily
counterfeited.
Besides, in conjunction with such management
25 of the sheets as counting of the number thereof, etc.,
it is noted that the volume, species, sizes, etc. of

the sheets which can be handled at one stretch are

limited although it depends on the scale of the



Moreover, it is another object of the present 25 invention to provide a
system capabl e of handling speedily once a | arge nunber of sheets under
managenent which differ fromone another in respect to the speci gsﬂ MAY @003
MAY 2003 4 and the size with high reliability by using a small scale
apparatus, a nethod of inplenenting the_same and a sheet therefor. For
achi eving the object nentioned above, tHe 5 present i nvention teaches that
an electronic circuit cm%%fron1or i n mﬁ¥§ nf%rnatlon can_be read or
Rer 2

witten is i nE6FFS: ébey The SKESE s cfgﬁﬁﬁfnghat
i nf ti t
goner ared Tor T8 s b ERER, 0% B0 92kY %5%?% ol thetrahadiabhC

digi tal signatdyg o ROLAL frftoe[ﬁrf'&f enel el eﬂxeTn'Ee %bﬁviaﬁ?ﬁ@t hangdr

el ectronic circuit chip or a er storing ans. is jancture, it is

contenpl ated We RHAR 15 RN 3% 'AMNHand, Orl'tniis”%fi%" khewheag anot her
el ectronic circuit chip nounted on one and the sane sheet or a storage

medi um (e. & mRiRIge d1ait1dsS Ok & ingk @b -Radliededadxbeiagk! yneb the
sheet. Wien the information is to be stored in the storage nmedi um 20

provi ded exterayalildl & dddes heglagede kRt eR1shpuhdchecst @hed in the
state associated with the ID (identification) information stored in the

chip on the sherigesAs drhedmirdlldng dunctienewtf ithkoepaveamibaaldb be
stored, there nmay be nentioned, for exanple, visible information which the
sheet intrinsimaliloy targs resreentllly mseserits piesehtisiisenot shehiBhnunmber
differing fromone to another sheet) or physical/chem cal information of

~ ~ MAY 2003 agesddinsdit.orfime loymenits ofhithe Fadiketadshspastosugsedetri cal
factors of distinctively discernible sheet constituent elenents, physical

or cheni cal® i VT (FYS G othree H€§@épﬁﬂblée%&ﬁéﬂﬂéF¥ 8F EFEMERES i nsert ed
or 5 enbedded in ,the_sheet can be used as t nher hnfornatlon which is

intrinsic to tite Thddte Ba8 mﬁﬂﬂ@%ﬂqﬂ§ SI oN? e PEREES

consti tuent ele nts)_ and t Lni bl e naterlal or elenment relative to
t he electronlc Hy AN %R 55% Eglly be used as the 10 inherent
information. Thus, by conparing the information available fromthe
el ectronic circuit chip or the external storing nmeans with the information

acqui red by agiiwrlrlosusaamy nerieR@oreet, it is possible to check the sheet
as to the forgery thereof. 15 Further, the sheet according to the present

invention incorporates ahg edty dd anciokgwdt i phel pEesed@-called built-in
el ectronic circuit chip, which includes a neans for transmtting
intermttéef| yirsigElen itwdippatvivie ef stthedtnfrer wdt isbeetshbasnngt o t he 20
i ndi vi dual sheets (hereinafter also referred to as the
visible information such as bonds, exchange tickets,
paper currencies, various labels, documents or the like
which allows the counterfeit, if any, to be detected
without difficulty, a method of manufacturing such
20 sheets, an apparatus for manufacturing the same, a
method of checking the sheets as to the forgery, and an
apparatus for detecting the forged or counterfeit
sheets.
Moreover, it is another object of the present
25 invention to provide a system capable of handling

speedily once a large number of sheets under management

which differ from one another in respect to the species



sheet-inherent information), respectively, with every random transm ssion
interruption period and a neans for stopping the transm ssion in response
to a stop command. On the other hand, the managenment system 25 ag hﬂﬁp% do
the present invention is designed to receive the sheet-inherent iﬁ 003
fromthe individual sheets to thereby manage a plurality of sheets
concurrently. ~ 0 MAY 2QQ0 6 Mbre speﬁlflcally upon reception of the

heet -i nh f h f
" ecogni 11 on pBRcEEs n@#%r”*?hﬂ'tﬁiﬂ%ifgfbﬂehﬂ%”“bi‘gﬁ%fﬁé s%g%%%g}mme;ldo\r/\hn?ch
is 5 valid hat _sh
correctly racErobSaprarabiey arrerifdret EnPTRRRtERL BS ShE Madagenent

syst em does ngt e p comand but waits for till the signals
i nherent to t esbé FVF% ?§Bﬁeets respectively, are 10 sent again. The

signal s sent fromall t?@rsgéﬁiévfﬂg Pﬁeréﬁfé¥€dm$%ébbﬂe& QB@theEHé”Ed

time period. In this way, the sheetsS can be” nanage Addi ti1on speci es

of the shestsp Qageﬂtssﬁvahaﬁéhveéacﬁssseﬁgtfaﬁde9@c£98n9@8¢§réﬁléhe
i nformation |nherent to the 15 individual sheets. Furthernore, by using a

nmeans for tragsfibt £r6@ 8rr ghiwhyeNeinFermacibii tgf BoVeEageor ange and by
perform ng recognition processing for the sheets while noving the

above- nent i onediteansial ongotperdte@cihovhénsubiéeh thersheet siaresst acked,
the ratio or 20 frequency at which the signals are sinultaneously sent from
a plurality ofasgket sheanibformatied. iffhesentranageaeht sbéet hessheets can be
carried out at a high speed with enhanced reliability. Thus, the forgery
checki ng net hedcarpbedi ay 25dioitat piesahureénvenyéneratedefdéyned for
checki ng a sheet such as bond, docunent or the |ike as to forgery thereof,
each of whPcha§hésasips. pvberaed F\P?he‘aﬁr@\éﬁ@rb’ﬁ?%r'éﬁé%toéh\'—lbefrom or in
whi ch i nf ormat i on out or witten_and ng vi si bl e

i nformation, ﬁ%lﬁ@}hﬁﬂg%%FﬁﬁecﬂﬁrgﬁF rPLetPFR 2R&t SEAESTi $PbFR®i nf or mati on

of the sheet ngntéoggdtaggv L$e E ¥Etegl£o bg S oregrlg tgh el ectronic
circuit chip figRtToned 5 a% ve, Tant f%ent|0|Py of “Frhe"Sheet is

deci ded by makipg, Hﬁemg nkhe visible information of the sheet and the
i nf or mation stored e electronic circuit chip. Mre specifically, the

met hod is CharaCter'ZedAQYtHﬁE'QGnQ@Gké'ODta§stQohééméyéhéatW§tBYtﬂQ of the
sheet by conparing the visible informati on of the sheet with t
informati 0B sphradei NnahBehelest6oNhg MeaaYIt t6hhPan another
electronic circuit chip mounted on one and the same
sheet or a storage medium (e.g. memory, hard disk or
the like) provided externally of the sheet. When the
information is to be stored in the storage medium
20 provided externally of the sheet, the information
should be stored in the state associated with the ID
(identification) information stored in the chip on the
sheet.
As the intrinsic or inherent information to
25 Dbe stored, there may be mentioned, for example, visible
information which the sheet intrinsically or inherently

presents (inclusive of the ID number differing from one

to another sheet) or physical/chemical information of




Further, the forgery checking nmethod according to the present invention
resides in a nethod 15 of checking the sheet as to forgery thereof by

maki ng use of the information acquired by scanning the sheet and tﬂ'GMAY #003
information stored in the above-nentioned electronic circuit chia, whi'c
method is characterized ' in that physical or chem cal information of sheet
20 constituent el ements which can be di8cerned externally of the sheet is

encrypted to be stqred in . the elegtronic circuit chi Furt hernore, the
forgery checmqaf ﬁgFFGJOQ&GOF&FﬁglFoC HB'prEEEH%EanghFPSﬁ PEsides in a

t hod 25 of checki t heet taq.for t f by nuki f th
"t Or mat 1 on aGRORSd 167 Lo CRORORS Dic CLREGTChiHe LReaR AP BT RAPL Bnobbsteq in
t he above-nentioned el ectrqnic circuit chip, which net?od i.S chgnaoterized
"D NAY 2003 ST S HERFCIEMEE Sos PIYSHCR AT OF nEPFBACEE LRECEBOGERENt | oned

heet tit t | t l.ati h I t i i LCui i i
A NS B AP SR G R L

forgery chackiggdipod Acsar it BabhBeP(ERaNk Sl RYENLHAR LRSI des in a
chec y i

met hod of Ing the sheet as to forgery thereof I'ng use of the

i nformation agyfdred cbns ARG ot harshastcapd the LALeemat pauijgkered in
t he above-nentioned 10 electronic circuit chip, which nmethod 1Is

characterized del dthdte o idhows BENithenadekehf ebABLH @0cARdedfibhl s§i gnat ure
information for that information are stored in the electronic circuit chip.

Furthernore, & ftoregdiyceliadbleg markiddllbraetendnigredatheepessent
invention resides in a nethod of checking the sheet as to forgery thereof
by maki ng use alfedtheninf eiratiian chdguicaredelipadtgnbengstleashere and t he
information stored in the above-nentioned electronic circuit chip, which
met hod i s ldhardadtemented nforima tiiloat. t RBughoby- Aenphohed Eheormation is

stored in at ) . . . ) ,
information available from the electronic circuit chip

or the external storing means with the information
acquired by actually scanning the sheet, it is possible
to check the sheet as to the forgery thereof.

15 Further, the sheet according to the present
invention incorporates an electronic circuit chip,
i.e., so~called built-in electronic circuit chip, which
includes a means for transmitting intermittently
signals indicative of the information inherent to the

20 individual sheets (hereinafter also referred to as the
sheet-inherent information), respectively, with every
random transmission interruption period and a means for
stopping the transmission in response to a stop
command. On the other hand, the management system

25 according to the present invention is designed to
receive the sheet-inherent signals from the individual
sheets to thereby manage a plurality of sheets

concurrently.



| east two electronic circuit chips incorporated in a single sheet, gﬁmw gzﬂﬁs
sheet is decided to be a forged one when difference is found in da e
nunber of pieces of information than a proper threshold value 25 which is
determ ned on the basis of information el ements such as the nunber of

pi eces of information stored in the electronic circuit chip, accuracy and
the like, and that the sheet is decided®to be an authentic 9 one when
difference is found in a nunber of pieces of said information which is
equal to or snaller thafC¥ReSRPOVEIFRALY onBBORhFRSEBFECYaPEeth®urt her) the
forgery checking nefhod 5 accprding_to the present invention resides in a
met hod” of che¥RFRy 1 e%ﬁ%%tsb%n?g fﬁ?ﬁe?yggﬁ%?e%?e%E'nﬁ £ng use of the

i nformation acqui red by scannin tge sheet and.the information stored in
the above- mertTORET SR ECTYORTE KFF FOTES CRTBOORAF LAR iR AGESFABEnEPBct er i zed

[ h h [ ' ' hip.i d h h d
posi i on ther EBTC TRERCL K HBELEREnTPRAcH FRYRr Ramrend ndehiiteca oy~

on ¢ | A ORI dedutfed by
The above- RentFoadot hY of Shi Lahe aienkry pFactard1bie paftbnelt D 70l (2

sianature i< geneca! et and alLixedk 19 1he.apove-peationed el prgmiign or

alternatively e above-nentione ormation 1s encry a digital

signature bei oghgepshalprehP1Pe Shéi ¥elabonbie %ﬁ)QE&HtSQeE NfOE MRS Qe and
then stored 20 in the electronic circuit chip. Furthernore, the forgery

checki ng net hghe ageep dbbamiRdt Bet Phesest toAvenilopheesigesisn a nethod of
checking the sheet as to forgery thereof by nmaking use of the information

acquired by siaharagttbe sheeindbvibddal heheater npéspacsivedd, i aréhe
above-nentioned electronic circuit chip, which nethod is characterized in
that infolfmatsenti aheient Thetbegehbstsentcfromcall thepshsessocad in that
electronic circuit chip, and the 3 ~ MAY 2~0~ to above-nentioned

i nformati on tbebEesebyed Vhthhe abbyvedehervhpederd®erbArEcdi rclilt chip is
stored in another storing neans differing fromthe above-nentioned

el ectroni c ci ERUFtWRYi ptiMfii Feett apr shenfaBaesdr esherdbheBahiyh

informati on i nherent t tge %govenentio ed electronic_circuit chip.

Addi £ onal |y, SESShBEt O NahAEeRBRE LSy SEBANpFGLLHLBRBYVERE BReSBAELERGENt i on
is characterized neans . f receiving.signals fr h s having 10
respective elggth%iga%%?céthéﬁiﬁg %ﬁﬂ%?éanthgﬁgﬁﬁ?gggéhgg% the electronic

cireuit chbps; ReLpgs6oIPLLSEds Ol ulBASHOOL, LHINLLLLT Aunkaher ghLtent |y a

sheetinherent signal \ every randomtransmni ssion interruption periods
and a nmeans feraftApPPtNdgt Aerdbibr @AcE 66£0Nai NihgERANEBVERaECERhEEN of a

stop command, a neans for emtting a radio wave over a limted coverage
whi | e bei ng nanédbal pagfarsingcteocaghbtibhchrbbesshagt §oar ehet ahkeds and a
means for performng identification of the sheet upon reception
while moving the above-mentioned means along the
direction in which the sheets are stacked, the ratio or
20 frequency at which the signals are simultaneously sent
from a plurality of sheets can be reduced. Thus,
management of the sheets can be carried out at a high
speed with enhanced reliability.
Thus, the forgery checking method according
25 to the present invention is designed for checking a
sheet such as bond, document or the like as to forgery

thereof, each of which sheets is provided with an

electronic circuit chip from or in which information



20 of the signal fromthat sheet to thereby send the stop command valid
only for that sheet, while waiting for a predetermned tine unl esgﬁrﬁm nm
signal is received. Incidentally, the phrase "physical or chem ca
information"” of the electronic circuit chip 25 and the sheet constituent

el ements used in the description of the present invention includes
information indicating their respectivé7features such as di nensi ons,

masses, materials, _and the |

i ke. ~ 0 MAY 03 11 iti || th h
T h o i o e PenFeddeant 15t e Telet and R idibls Lol ar sl b o°
i | ud i nf ti i i t ed ,vi si bl b i nt t K. . f
ineyenes o OLEE SRR PERG et S e De® il end ARG L T RO0
unevenness, patt ot i : ike
can be. G scgr#égé’%bg%%%%%%ﬂ%% ﬂ%lﬁ@n%‘%g%‘é’?%‘?‘f%aﬁ T e “%@%%ﬂné) he
descr i pti on ofctRg PESPERT i VD! 4 08 EORTAL & A8t ity ki dddke havi ng

a thickness and rigrdity. er, e term"ftorgery counterfeit" used

in the desgrighpp8 Ohndhendt eseentVeNty W SURS WRSeSUNStdddide 1 =~
r epr oducti on. Furthernore, the term "managenent” used in 15 the description

of the presenpakiNgNts@no 5 UbISs! eSs TIOLE i i ha f i naiTee Afhsdeadsd
di scrimnation of the species, summ ng of face anounts of val uabl e papers
and so forth. tBRl Erf OEROR 6 | b £F3d DRAWINGS: 1lectronic circuit chip.
More specifically, the method is
characterized by making decision as to the authenticity
10 of the sheet by comparing the visible information of
the sheet with the information stored in the electronic
circuit chip.
Further, the forgery checking method
according to the present invention resides in a method
15 of checking the sheet as to forgery thereof by making
use of the information acquired by scanning the sheet
and the information stored in the above-mentioned
electronic circuit chip, which method is characterized
in that physical or chemical information of sheet
20 constituent elements which can be discerned externally
of the sheet is encrypted to be stored in the
electronic circuit chip.
Furthermore, the forgery checking method
according to the present invention resides in a method
25 of checking the sheet as to forgery thereof by making
use of the information acquired by scanning the sheet

and the information stored in the above-mentioned

electronic circuit chip, which method is characterized



20 Figure 1 is a view showing a circuit inplenented in the formof an
electronic circuit chip and a sheet on which the circuit is nnugéZP
according to a first enbodi nent of the present invention. Figur MAYasz
vi ew showi ng a configuration of 25 a manufacturing apparatus for

manuf acturing a forged sheet according to the first enbodi nent of the
present invention. 3 0 MAY 2003 12 Fi%ure 3is a flom/chart for

|1 d f f I K f di h
| ustTating gePLaREChES oL AnRLAELLE! BA:8chaLoge spoeheagERI LTS, o L
MMWG5H%M3£ é@%tﬂ%ﬂ%%%%%ﬂ@ﬂ%%@“”“

enbodi nent of esen |nven i 8W Sho 3 sof t war e

structure of Lhe 295 £y ERERKENOnEYSt STLAREORELAO. bORLNE LT DOl et

of the presen |nven ure W chart ratlng a

forged sheet QEEEQREEQrBEQ§egEESu§EC85@%?9 to the first enbodlnent of the

present invention | gure I'S a view showi ng sheet constituent el enents

and rel atige position |pﬁggg@}loehgff593e§9egheé§lﬁgnﬁgtﬁggnt el ements
relative to an electronic circu

according to the present invention resides in a method
of checking the sheet as to forgery thereof by making
use of the information acquired by scanning the sheet
and the information stored in the above-mentioned

10 electronic circuit chip, which method is characterized
in that the above-mentioned information and digital
signature information for that information are stored
in the electronic circuit chip.

Furthermore, the forgery checking method

15 according to the present invention resides in a method
of checking the sheet as to forgery thereof by making
use of the information acquired by scanning the sheet
and the information stored in the above-mentioned
electronic circuit chip, which method is characterized

20 in that the above-mentioned information is stored in at
least two electronic circuit chips incorporated in a
single sheet, that the sheet is decided to be a forged
one when difference is found in a greater number of
pieces of information than a proper threshold value

25 which is determined on the basis of information
elements such as the number of pieces of information
stored in the electronic circuit chip, accuracy and the

like, and that the sheet is decided to be an authentic



chip according to a second enbodi nent of the present invention. Figure 8 is

a flowchart for illustrating a procedure of manufacturing a fo dﬂﬂ? ,
according to 20 the second enbodi nent of the invention. Figure gpps a ﬁ&gk

chart for illustrating a forged sheet detecting procedure according to a
third enbodi nent of the present inventign. Figure 10 is a flow chart for
Illustrating a 25 forged sheet detectindg procedure according to a fourth

enbodi ment of the present.. dnvention. Figure 11 iS e how ng sheets and
a configuratiéﬁgﬁ 553%%5Fe§§ﬁ%§e%§nfog%§tgﬁiébébr F%goﬁgglege Y 2D03 13

a sixth embodigrait ;Qf LG RLESGAL hMYENLLAN El9ULe hd1hg 2 tﬁhﬁwtﬁréo"“ ng a

structure of the sheet according to the sixth enbodi nent of the present

invention. 5 BigWeenbddiSndd kfWeehanty fanued. | ustrating a sheet nanagenent
procedure according to the sixth enbodi nent of the present invention.

Figure 14 is a flow chamyrdt@led, | ltuat Faldgagya chetged s heehodet ecti ng
procedure according to a fifth 10 enbodinent of the present invention.
5 according to the present invention resides in a method
of checking the sheet as to forgery thereof by making
use of the information acquired by scanning the sheet
and the information stored in the above-mentioned
electronic circuit chip, which method is characterized
10 1in that the electronic circuit chip is mounted on the
sheet at gv;andom position thereof, that the above-
mentioned information is acquired by scanning the sheet
after mounting of the electronic circuit chip, and that
the above-mentioned information is Eﬁgfypted or
15 alternatively a digital signature is generated and
affixed to the above-mentioned information or
alternétively the above-mentioned information is
encrypted with a digital signature being generated to
be affixed to the encrypted information and then stored
20 in the electronic circuit chip.

Furthermore, the forgery checking method
according to the present invention resides in a method
of checking the sheet as to forgery thereof by making
use of the information acquired by scanning the sheet

25 and the information stored in the above-mentioned
electronic circuit chip, which method is characterized
in that information inherent to the electronic circuit

chip is stored in that electronic circuit chip, and the



BEST MODE FOR CARRYI NG QUT THE | NVENTI ON (First Enbodi nent) In the

follow ng, a first enbodi nent of the present invention wll be % CH 9e% n
15 At first, reference is nade to Fig. 1 which shows a sheet ha %g A @2
information visibly recorded on a surface thereof, an electronic circuit
chip nmounted on the sheet and el enents designed for performng the

i nformati on read-out operation for the éPectronic 20 circuit chi p. In the

figure) reference nuneral 11 denotes a. sheet havin el ectronic circuit
chi'p mounted (HFEORCURETEh THOTIRAThIC PERTESR o e AWHIT -
information 12 J 1 e el ect.r.oni.c cireuit chip for which
i nformation ren}ae - ollrh%{egﬁbeer a?cl:q%nn&%:la% CLb{;&b lr‘_feoérhnli%rD .lsl'ﬁse oeﬁeéfctlrnor?ﬁlgtc Scui t

chp 2 | TR Dl e 08 A0 ELSEON g Sl Sy O -

Q003 14 silicon chi capaci serve as the

el enents for al{owng {bhe.i 'ﬁp wieedks C&Etﬁﬁré{ﬂ to be perforned

W .
for the electronic circuit %%lp 13 I'n a contactless manner relative to the

sheet 5 115 S1a5.0kbdfbrdien e Q9N e Siicbidn fHikrchd S ihd kA T on

intrinsic to the sheet 11 or the electronic circuit chip 13 or

conbi nati on t heseof on b edn &t ash e Weecu St aipild ed externally to the sheet
11, an electric current is induced in the 10 antenna 15 under the effect of

this radio wave, as a resdditidnatiyh ®|stodetl onaalaygemmarsgysdenr ed in the
capacitor 14. Thus, the electronic circuit chip 13 is put into operation to
carry out comumcidedrbwftHhdepiedantrainwen ttivrough dheeraminimedt Hyhea
antenna 15. 15 Incidentally, in the case of the instant enbodi nent of the

i nvention, thenegnsufar isedeiproremniaghdls frvn cmetst [lessirgonmuni cat i on.
However, the circuit may be designed for perform ng contact-type

comuni cat+®n. TP Ve B C R LI P af B Apbedth g ww-athdhar@an sur f ace
are found, whereuypon_an electric power,is supplied thereto vig a source

terminal to tHAShY huthe HeleF ¥edtni S eFHuithid PR PFEEsssh Shor

al | owi ng conmuni cati on.of information to be carri out via.,a communi cation
] " dasrah <

termnal. 25 FFgUraD T AT SHotih g B3l Y &h BtS Tanuf act uri ng

apparat us for fmaufact utjng f e shesled) ARRRLE NGl ilg d st ant

enbodi nment .
interruption periods and a means for stopping the

15 transmission in response to reception of a stop
command, a means for emitting a radio wave over a
limited coverage while being movea along a direction in
which the sheets are stacked, and a means for
performing identification of the sheet upon reception

20 of the signal from that sheet to thereby send the stop
command valid only for that sheet, while waiting for a
predetermined time unless the signal is received.

Incidentally, the phrase "physical or
chemical information" of the electronic circuit chip

25 and the sheet constituent elements used in the
description of the present invention includes
information indicating their respective features such

as dimensions, masses, materials and the like.



~ 0 MAY Z03 15 In the figure, reference nuneral 21 denotes a device or unit
for witing information in the electronic circuit chip 13. Nuneral 22
denotes a device or unit for nmounting the electronic circuit chi rﬂ g MAYOZ(][]&]
the sheet 11. Nuneral 23 denotes a device or unit for printing visible
information on the sheet. Nuneral 24 denotes a scanner instrunment or unit
desi gned for scanning the surface and the internal of the sheet. 10

Ref erence nuneral 25 dengtes.a_uniit which is_in ghar of controlling the
i nf or mati on processing §§dﬁgﬂPn§ leeFéFi8h§a8F tﬁésgg%ﬁces or units
ment i oned above. . referriing to.Eig. [ S chart for
illustrating §%6Pg§é3695 o?sﬁgng acPﬁr9ﬁ§%fﬁgkgEgepgﬁﬁhgcéggg%ﬁg to the

i nstant enbodi; t i tis rLpti.an Wi 0 t he sheet
nanufacturinglg?%%ggépeagﬁeﬂﬁggs%%&ggggzgfg ?gaggg%kknggaggg§tﬁ% sheet 20

are encrypt edggpin he REREEESHNT SRk 25 uhelBRnd L), gagéeaueﬁ&hga t he

encrypted information is witten in the electronic Circuit chip 13 by neans
of the write Ylish1ad 63t aPa34b1ale1ek@ek 81 enel 1ekkt Cchiprddrmephioned
above is then nmountéd on the sheét 11 by 25 using the nmounting unit 22

(step 33). FiRraldiviet harsuhbagen nhy BR0RubIune BUCA! @dreprmhigosheet 11
by using the printer unit 23 (step 34). Then, the sheet is finished. ~ ~

MAY 2003 16 | rvHilihs caanpendtiserrned dgotlodche mentioned that al t hough the
information is printed in the case of the instant enbodi ment, any ot her
appropri ate net hods may Fegtakhynolre,r ¢her tedmt dsbeekdr uasdt he vhei ble 5
informati on can be di splayed. Next, description will turn to a nethod of
detecting a fclefediphidon byf thlep@esento IRvgatignt gopnopegapdward Srructure
of a forged sheet checking systemis shown in Fig. 4, while a software
structure 1§ tHhe 1dkeohg¥adnshéetthdr&dRissga8@srdmrd t¥hown in Fig. 5. Figure
6 shows a flow chart for illustra ingﬁa forged sheet checkinngrocedure

according to the instanfY&kB6di md e LPRIERYI 0RT AFOHPFEEL®ACont r of
nodul e 52 issues a.15 co nd to.a tra itter unit 41 for.conmanding it to
send a radio ﬁﬁvgﬁfﬁvéﬁﬁng%éc§ﬁggﬁofl033ghfhgfgﬁfn%eéﬁyﬁﬁtéﬁnelectric power
to the sheet ]ﬁﬁﬁ |l .ect.roni I i:t._chip 13 supplied with

el ectric pome%&% ro%%hgﬁﬁgtéegfﬁﬁﬁb%rt%ngg P%QWESé sends out 20 the

information stored thereiRcBeriRye0f thike rarhenBanhgenkh® rsugaal jas sent out
bei ng received by a receiver unit 42 (step 62). The control nodule 52

transfers ishe dhyd Aeowridiiph ibhoft ke eaeisedit Yhkientd oho sabdaaeypti ng nodul e
53 which responds thereto by decrypting the 25 information (step 63). A
scanner unit 4®wtdmgy blie ther harkeaf cfhehskest, #isamdmiihetiipheodalthe
structure thereof (step 64). The control nodule 52 transfers the inmage or
the |ike species, summing of face amounts of valuable papers and

so forth.

BRIEF DESCRIPTION OF DRAWINGS
20 Figure 1 is a view showing a circuit
implemented in the form of an electronic circuit chip
and a sheet on which the circuit is mounted according
to a first embodiment of the present invention.
Figure 2 is a view showing a configuration of
25 a manufacturing apparatus for manufacturing a forged
sheet according to the first embodiment of the present

invention.



~ 0 MAY 2003 17 information as acquired to the processi ng nodul e 55 which
responds thereto by executing information processing such as inmage
processing or the like (step 65 ) . 5 A discrimnating nodule 53 @W?ﬂa
the decrypted information originating in the electronic circuit chip 13 and
transferred fromthe decrypting nodule 53 with the information acquired by
scanni ng the sheet 11 and transferred fi’om t he processing nodul e 55 10

tep 66). Wen both the,dat de.wi th each_ot he deci ded t hat
he nfof mation 12 on { RSeREe °é§?'ea‘§é°wsca§%‘§. 5 Shivebeafifd e both

the data diff L9 gag@ 8ghe%?ekhg é fg?geﬁ §€EQ$_£Q§%%% SF|n(];ormat|on

r f
12 on the sheéfog ace i'sTcou c nndule 52

causes the out gtfgggg éﬁﬁggéggpgégg tgés hgfgﬁgﬁﬁ*ggglndlcatlve of the

result of the eC|S|on na |scr| |ng 4 or

alternatively causes thplghggr4n§§n? ygegosggﬁpﬂé Ahgafa&gfgatlon

i ndi cative of the decision output o di scrinm nating nodul e. The

OperatlOnSSathEﬂ@t95806§3hngér§%§9rbﬁ@ék%ﬁBVEygﬂeﬁeﬁ@é@ﬁ&fnéOtg'Qﬁe 5 and
6 can be realized by executing a programstored in the nenory 46 by nmeans

of 25 the CPUf4bstl BmbbBaifase ef the ppetant enabedti®mt, the information 12
i nherent to the sheet surface, i.e., the sheet-inherent information, is
encrypted to be stored FigueMAYiZ2083v18wi BhbWengl &céspoig&r€ircuit chip 13
upon manufacturing of the sheet, as described hereinbefore by reference to
in Fig. 3. Instasetulhe pff cheafoogety ohethéngheesttemréacerdsnal tered or
falsified, the information 12 5 becones different fromthat resulting from
t he decrypti otthef finetemmbpgimgnitnbér tthei pnesentedinventhenel ectronic
circuit chip 13. Accordingly, with the_aid of the forgery checking system
47, the allferation of tﬁégpﬁ?oﬁnéﬁlénféﬁwtﬁ€a§ﬁe§?rshf¥%%6réﬁhn%eadetected
by 10 conparlgg bot_h %he i nf or mat i on. éhls coné actlon ﬁ,noted t hat
rewiting of tREIPAr SPREE ﬁt§FGFEQ PﬁoFﬁ UEFefEFBH &nglFﬁuFPec +5583 so as

to have the sagg ﬁontg ? tﬁ nLorgatlon gf t he sheet surface having
been al tered F8-pratffcally “Frp8&SPole pBYaHSs&°the 15 cypher has to be

solved. In this manner, gthg Leaching gf clinenbiYAg! LROCENGEADAL Edehp the

i nstant enbodi nent is e Ive preven I ng tera on o0 sheet

surface '”fOVEEEh@HtslEnhh%eQE%&%Etb@Ql@@%ﬁrhﬁﬁgrﬁQQYén ¥Yeepnhthenhlt
information stored in the electronic circuit chip is inportant or the

vol unme of 15he conkerifathenelemeatgeyrellbeipubkbcakeyleeypbasystepcsbeul d
preferably be adopted while the common key cryptosystem may advant ageously
be enpl oyed i ehiibeacasedihgr eot he s2boatit babbddmeytobft hresheesentust be
checked at a high speed. Wien the public key cryptosystemis adopted, the
menory as r eqdnvestiap-be of a small capacity because the | ength of the key

is short with high ) )
Figure 8 is a flow chart for illustrating a

procedure of manufacturing a forged sheet according to
20 the second embodiment of the invention.

Figure 9 is a flow chart for illustrating a
forged sheet detecting procedure according to a third
embodiment of the present invention.

Figure 10 is a flow chart for illustrating a

25 forged sheet detecting procedure according to a fourth
embodiment of the present invention.

Figure 11 is a view showing sheets and a

configuration of a sheet management system according to



19 ~ ~ MAY 2003 security being ensured because of inpossibility of
estimating the encrypting key fromthe key for decryption. On the other
hand, the comobn key cryptosystem all ows the decryption of data 3(0 mYSZlma
speedily perfornmed. It should further be added that when an only
once-veritable electronic circuit chip_iis used as the electronic circuit
chip 13 for storing the information noﬁ3encrypted, rewiting of the

i nf ti t d in 10 that el ect i ' it_chip. b ted,
whi ch s hus®oP FBER] GBOPOFARPEVERt FRG BREERBei™7PORLBRI ng al tor od.

Further. b . he inf : q i At
og[;-gace-zes?fgﬁpglgge fggﬁgcfér?%Lg?vigwc%$%%i$%eégsEgﬂéggr?egfized a

further fortifjed [ t] f ' ti th
forgery of tnehenabFet,nleBhRLES KO0 I o Bt B g Do mat e
in the instan%rgggﬁgiEﬁggntggﬁJonly the 20 information common to the sheets

of a sane specties such as the information of watermark, pattern and/or the

l'i ke but akso the inforgagipn ighecent rigyt bRalpdEyidual  sbeRESng a
respectively, such as security nunber or the like Is witten In ?he

el ectroni c ci Epdbt RAnE&BbRenfCEOLELAGLY, aB¥E8Rdi hgat Bl Hhal Ei¥tRf sheets
havi ng the visible information which coincides wth that stored in the

el ectroni c ci erub8inbhp 66utHebpreeprodinedntiom a gi ven sheet, then the
i nher ent
Figure 14 is a flow chart for illustrating a
forged sheet detecting procedure according to a fifth

10 embodiment of the present invention.

BEST MODE FOR CARRYING OUT THE INVENTION
(First Embodiment)

In the following, a first embodiment of the
present invention will be described.

15 At first, reference is made to Fig. 1 which
shows a sheet having information visibly recorded on a
surface thereof, an electronic circuit chip mounted on
the sheet and elements designed for performing the
information read-out operation for the electronic

20 circuit chip.

In the figure, reference numeral 11 denotes a
sheet having an electronic circuit chip mounted
thereon, wherein the sheet has a surface printed with
information 12. Numeral 13 denotes the electronic

25 circuit chip for which information read-out operation
can be performed. The electronic circuit chip is

implemented by integrating an electronic circuit on a



20 information such as the bond I D nunbers of the reproduced sheets are
identical with one another. Consequently, in case the counterfeit sheets
are massproduced, there arises contradiction or 5 contradictiouzaehszﬂghgh(la
the sheets of the sane ID nunber exist sinultaneously at differewt C

or locations, which can readily lead to revelation of the counterfeit
reproduction of the sheet. In that casé4 the I D nunber of the r epr oduced

sheets may be 10.re isﬁered jn_a conputer,49 connected to ge forgery
checki ng. systEhiA3501 PSP net RoTRPAG. FOF 1 hor BBY TRKEF TR bR FHTE Lo’ use
th d t b il Ln. thi terfeit ducti

of the sheet SanFr SheTOary For stpbrasdethe SRt R fn od RHE case of
Che instant . . . h hvs] :

nfor mat; on PP ERECErBcEy ohr cPerFEEhEACEot "l BB ol AR | e i

the el ectroni gy ehr 41 §4ChI Pop Bl BCLJUCH, eYP“%ﬁaEP&é‘“E&Uﬁ%'éssﬁéQé" red for

20 manufacturing the electronic circuit chip in avery fine or mniature

structure, grep{ odugthpa30f nStrd &1 ECLt+OM € Gif&&'i%] S P i% {engdeg ed

i npossi bl e by managing the chip manufacturing technology by the

manuf acturer OhrbhRatseHeinetihbecSh8ethe EYREt 11 her 20nOt&EL-POSAiON Of
the sheet 11 than the electronic circuit chip 13 should be reproduced with
the informatienrstotechip theoel €6ér OBMBitht Tonh t tigdi-@oHei Ng reproduced, it
is yet possible to detect the ~ 0 MAY 2Q03 21 counterfeit reproduction of
the electronic circuit Whep dyrzdipavang iheappidedeadxoercahberto ng the
size or dinensions of the electronic circuit chip as obtained by

measur enent wkhé sheetnldr nani ohestviedocunrene bselrducedi tnctheuit chip by
nmeans of the forgery checking system47. At this juncture, it should be
nent i oned:P hadhEBBar LAeRRABF tﬂ%@ 8ffechfof hehbf kb ¥¢er c&F t2chip i s
not restricted to_the_straightforward neasurenent 10 based on the i mge

i nformation bEeSHAY B ﬁéi?%rﬁ%ﬁcFﬁﬂFr%@???e%na¥%es%%§?§ Bt ¢8R radio wave
reception range. By, way.of e le,.a urality of ,fine electronic circuit
chi ps of ninig?B?EYEPEelgre ﬁﬁﬁ%teﬁh?nggﬁcgf?%.Caglﬁ?%kﬁlﬁhb% ﬁgs%§ble on
the sheet wthj 1 ped ion. . | : e nunber of
radi o waves c%??e%%%ﬁd?%%g%%§§ﬁ;€80?£?%% §$gc€?%§ﬁ%1§$?%%?$gﬁﬂ?%% are
recei ved fromf hg-nhedshetALH8GnT €L ORe@i uhNEr SPREt 2 PO & eLept i on of the
signals fromthese electronic circuit chips, it can then be decided 20 at
the | eastithat the sizeintiibet&leglroni eheicqsktoEhtitei BnsSt@ht er than the
prescribed one. In this conjunction, it is to be nentioned that

manuf act ur i ngembodlmenounfethei inekrtionni cheictoctichip impidmented
substantially sane small size as the normal one 25 encounters a great
difficulty. Afeovrthagtyntagbhess chmmiuniocpbhbonon Eoweeeri nthée el ectronic
circuit chip could be reproduced, it is nevertheless inpossible to nount a
same nunber ofl¥RElEolAYePeefesighRedefeEtpPoRferming contact-type

communication. In that case, terminals appearing on

20 the sheet surface are found, whereupon an electric
power is supplied thereto via a source terminal to
thereby put the electronic circuit chip into operation
for allowing communication of information to be carried
out via a communication terminal.

25 Figure 2 is a view showing a configuration of
a manufacturing apparatus for manufacturing the sheet

11 according to the instant embodiment.



~ ~ MaY ~oa~ 22 circuit chips within the predeterm ned region. This feature
of the instant enbodi nent of the invention is equally effective fo
prevention of the counterfeit reproduction of the sheet. 5 As is é@thUWEZNB
fromthe above, the teachings of the invention incarnated in the instant
enbodi nent are very effective for the prevention of forgery such as
alteration, counterfeit reproduction tHéreof and the like. 10 In the
foregoi ng description, it has Eeen resuged that the information 12
recorded on the sheet sﬁFf&gg r$9HEEd &S FHQHG?SPHW€r?ﬂf%?nﬁ??%ﬁeﬁaﬁried by
the sheet. However, the ingegtion ig never .restricted thereto but any type

u

of infornati o ¥aiCh8 nHBd ud8 oM 15188 {RFORBAFLOPSIR| EMBle. By way of
oxanpl o, vt eber ke RRI o A eu B RER P enat LR Er oAl 8RO ibugh 1t has
Chat of the efsitis, e Ul rEe nBinERad CRe LTLEEIBELONEPBLOY GRS PO
be. dont i 1 hed g Wk anoare arTr| cHer L p Tasndhes o v e o e

speci fically, yhitt Bercasenthapevibep28 MRESHhALigh bhecgbesheks . paper,
information of the paper fibers may be used as the information of concern

or alternativRlpeaaldpacaenbbbe abseehnwhi ehstument3odi hhicult to
manuf acture may be enbedded in the sheet so that information thereof can be

used. (Seconddestigdedefity Bexhnifdgsehepsuofavel hnbethadénvérnasesond 5
enbodi nent of the present invention. According to the teachings of the

i nvention i ncéheasbdetn the instant enbodi ment, information of relative
position of an externally discernible sheet constituent elenment relative to
the el ect#8nic circuit Refenprpcpsnumergpt o denpeestareditnwhheheiectronic
circuit chip 13. By conparing this relative position information with the
rel ative posi tPoRPPREEr Rht FERTEEHLLPEJERS h%EQHWPEQOBrP§%§ﬁﬁFh©9t%% sheet

11 actually, chiﬁk IS Eerfgnned ag hﬁ mgether or not,the 15 sheet is a
forged one. AFSfir8f, °PEFBF&RBE P BeYEHLEFD. ©F WRTER BRBWACRFScerni bl e
sheet constitggg%eelenents and relative position informati on of the sheet
constituent elenments relative to the electronic circuit chip. In 20 the

figure, reference nunerggxz;_gg§gggghgstg ?%Q? of hhensbrshs 14 apg,nuneral

72 designates a relative position of The side 71 relative to the electronic
circuit chsp &Barburbber]iustabtYBgPASHEbO8dLPE 0L FBLLRNERE L Nt ShE! €nab) ect

73 on the sheet surface
sheet 11 according to the instant embodiment of the
invention, description will be made of the sheet
manufacturing procedure.
At first, contents to be printed on the sheet

20 are encrypted by the processing unit 25 (step 31).
Subsequently, the encrypted information is written in
the electronic circuit chip 13 by means of the write
unit 21 (step 32). The electronic circuit chip 13
mentioned above is then mounted on the sheet 11 by

25 wusing the mounting unit 22 (step 33). Finally, the
surface information 12 is printed on the sheet 11 by

using the printer unit 23 (step 34). Then, the sheet

is finished.



25 such as patterns or the |like is designated by nuneral 74 while the
relative position informati on of constituent elenents 75 resident
internally of the 3 D MAY 2003 24 sheet such as paper fibers relative to
the el ectronic circuit chip is designated by numeral 76 with r& §tMA¥ 2003
position information of another electronic circuit 77 to the electronic
circuit chip being designated by 5 ref éffence numeral 78. At |east one of
the relative position inforpation 72, 74, 76.and 78 ti oned,above is
stored in the eIectroni3nchgﬁiF°8HPBc%§9nNo%? FEP@%gﬁgg fren 88eﬁo Fig. 8

}tmhia:]ih nis'L ant Bk A %C‘;%Eeioﬁ&gﬁ?f‘*%ﬁ%% 187 PERBCERoatr BRPCCBRFCRR chip
13 1 L ,
orinting s poforfEaiy eRboanaet: 1 upd; oEES) =BRRokt 285 ChERRBAY ¢ ne
sheet 11, the ur) aldutd 1008l Laole ot 1B gy desgribedsahoue 1o acquired

(step 83), wher ormation as acquir I'S encrypte step 84) to be

subsequent Igy WEEBE%BtH%nFE%n?b%cbﬁgﬁﬁﬁy%BﬁCUit chip 13 nounted (step 85).
Parenthetically, in the case of the inStant enbodi ment of the invention, it

20 is presuned that thengheet abkcrageioh RAREr tLeneEBl QyRdcnbaweyer,
material of the sheet 11 is not restricted to paper but other type of sheet

can be enpl oyeteetfiag as foigedmistelt! byheegerehteneb RogBgeneeyses.ln the
procedure now under consideration, 25 nounting of the electronic circuit
chip 13, witianpactdwhblre istfractatrieconfi a tfhegeldesheeni checkdngt sgbrpml3,
printing on the sheet 11 and scanni ng or neasurenent ~ 0 MAY 2003 25 are
carried out bysushognt He dewi.cds ehidei bs sefpWeyedsicmucanregi ng obe t he
first enbodi ment of the invention. Wth the arrangenent according to the

i nst ant edfodifisegieddssiestheheghdng, syesem fist Bhownednr 8aBc S-circuit chip
13 can be reproduced, it is difficult to enbed_the reproduced el ectronic
circuit chip FIGUFe: (fe sdpuist a1 f 1oMdEheE tndRRoMddESEEAS 1AMt 8r FRFISE t he sane

position as the position . .where th %enuine Lectronig chcgit chip 13 is
enbedded in t &S i P6h 8EC CEEUE B0 ACHP5 Y PHG Y 8n S8Pr PSR Fespect to the

fr
nmounti ng positiQn. .. t hi ason, e_manufacturer of the electronic
s R o S (B30

circuit chip e i°Ssuer of 'the sheet 11 can easily performthe check
of the sheet w thout negd f@r-sgnhaneihg hendandkasy fiakukleamounting

position of the

15 command to a transmitter unit 41 for commanding it to
send a radio wave toward the sheet 11 for thereby
feeding an electric power to the sheet 11 (step 61).
The electronic circuit chip 13 supplied with electric
power through the medium of the radio wave sends out

20 the information stored therein by way of the antenna
15, the signal as sent out being received by a receiver
unit 42 (step 62). The control module 52 transfers the
information from the receiver unit 42 to a decrypting
module 53 which responds thereto by decrypting the

25 information (step 63).

A scanner unit 43 scans the surface of the

sheet 11 and the internal structure thereof (step 64).

The control module 52 transfers the image or the like



15 electronic circuit chip 13, whereas for the forgers, high-precision
techniques wll be required for nounting the electronic circuit chip and
for controlling the printing position. This feature is effective for
preventing the forgery of the sheet. 20 Further, in the instantJri]AY 2803
of the invention, the relative position jnformation of constituent el enent
| ocated very closely to the electronic ircuit chip my be included in the

nformatt on't0-0s,SAO5SH UoDH0Eae el LIeCLalBLY, FomnrLlien
case, 1t 1s eﬁﬂ?‘cg egekgéhdfsr gaueaeY Bl \Q’QESBtgggt Eﬂf&kﬁgé?éﬂans' on or

breakage of the eet Occurs In a gap area In veni ng ween t he y p
MAY 2QD 26 el gehraakengi LGHht a6NiRa43 BREcLEE ARe8L £RAStEkUeRLgbement
posi ti oned clgsely t%ggeto caﬁ be 8écrgasg%, én at tﬁg samne ?%nebthe
accuracy of tlggyposition information can be increased. For these reasons,

in 5 checking the sheets as to the authenticity thereof, the detection

accuracy cgn be enhanced ﬂﬁ%ér&h@nﬁt@ﬁgbhthYe054e&bﬁﬁ§9é§ grkection or
recogni tion being decreased. (Third Enbodi nent) Now, a third enbodi nent of

t he present lQec@ypRedoAnfblkhabeodesetyhadtingeinhnshantlesbedhirent differs
fromthe first or second enbodinent in that the information to be stored in
t he el ectroni eieccndti thibi p313ntds trahsérerpit Edohuthat deedypntiagtly as

pl ai ntext which is 15 affixed with a digital signature. The digital

si gnature gi vesduBe §dawamhethehanfohmatebsvanguiert hmsspsnnbsegnthe
falsified. Only the person who knows a ' private key is capable of creating
the digital siE§getultéd. andf srgeripmsedoésoRothRNBRCERBS pRPVEPEUkEYS30 may

falsify or forge the plaintext but he or, she can nQt newy create a digital
signaturelphaﬁgéﬁguﬁé%'th@hSBtPQH%iGPFdeFatﬁ81BFé8ﬁt¥th FRGE,

[alsii1eatt on ot bhe Shel e s URLECLE] BsoGRking Lhepauthent ol v of
forged sheet chegk! 00, RLABCI" §ARTAL MlokBabEn' BLE"hoBRVRALTRRL, WhT Ch

procedure is é€xecuté
differ from each other, then decision is made that the

information 12 on the sheet surface is counterfeit
15 (step 67).

The control module 52 causes the output unit
44 to generate display information indicative of the
result of the decision made by the discriminating
module 54 or alternatively causes the other means to

20 output the information indicative of the decision
output of the discriminating module.

The operations and the processings described
above by reference to Figs. 5 and 6 can be realized by
executing a program stored in the memory 46 by means of

25 the CPU 45.

In the case of the instant embodiment, the

information 12 inherent to the sheet surface, i.e., the

sheet-inherent information, is encrypted to be stored



~ 0 MAY 2003 27 CPU 45 in the systemconfiguration shown in Fig. 4. The
processing illustrated in Fig. 9 can be realized by executing the program
stored in the nenory 46 by neans of the CPU 45. 5 At first, the {,‘Qﬂoﬁﬂ?tédﬁﬂ
stored in the electronic circuit chip 13 is read out by the rel evaht
receiver unit 42 (step 91). For acquirgﬁg the information to be conpared
with the information as read out, the et 11 is scanned by the scanner

unit 43 10 (step,_92), .and information_prpcessing such_as.an_i nage
rocessi ng or 1hERE) kbePEreliR] BREERTEDERER o br CRES PR S ARHEHEES OFne

di scrim nating, nodul e._54_conpares, bqth _the ingtor ion acquired_in.the
Steps 01 and £5% PHeBs el RS Tpad BebafnbOr ke by PR RE S har i B
differ frome ot,her .t o] r L0g,. Ssyst decides that the
sheet 11 is agﬁgfgéd o%g FgfépE8§)¥ng§§§§EQg h%? ﬁghége g%ggoincidence IS
found between he i i Qn, : hxe i ghk stgpatyse 20

i nformation igg??gﬁ%fg?rggg%ggghggdféggﬁgéggfigggng%u?thE gy ?_e.control
modul e 52, swhekeReaulieRbir-ehty rPbmt BRadi gbkal t Shgnatymerhs verified (step
95). Wien the verification results in that the digital signature is
justifiable, Haeriprgshyoeherki Bgcsypted 4drdeshdesn25tbhall 1hetgbeet is an
aut hentic one. On the contrary, when the result of the verification is

unj ustifi abl eeleberbaigecyreieekcAgpsyst ennddod@itnges, twatht brResheat is a
forged one (step 96). 3 0 MAY 2003 28 In this way, according to the
teachi ng of tbé€ itheefibrgeriyncheoking systbhm 4Nst ahé ebbedateah, oforgery of
the sheet can be detected already at the stage of the step 94, which neans
that the stepshe5Siafidr@8tian nbehentheed. sThiéscei cansbexgeteetdedhly t he
tinme taken for checking the counterfeitness of the sheet can be shortened
when conmpdfed CRMPRTiRE Base wher énfRemagép)pt edni FRGF NBPTORNFELABed as

descri bed hereinhefore in conjunction with the first or,second enbodi nent.
10 Further, inAttA& §9§€énF§éEoF8Wﬁbt989tﬂg FH%téﬂFOEﬂﬁBaPﬁeﬁF?rﬁaghn

t i SSi t ak | in.th f icatppn, ificati
of “the i gi talT8 SRECAFE™IF| FLFERAF1 CIAS heoPpeRtnbeohara that Selte,
$Epropr|atg U%%ﬁ%%ﬁ?egg §H8hiﬂ?o%ﬁé@?gbngfthé5ﬁﬁggt'é§§5§8§59§v53 en.

us, acquisition of €rroneous Infornation can be avol ded. éscri bed

previously, ipche Gageeal ikhgrhRst 2R 16MRdLEENb1 et BEcRLALNEEXT _
information affixed with digital signature is stored in the electronic 20

circuit chisp tgphet-aghkytw bhoyblvader gehngheschypheésN, thei Bgadhihged Wi th
the digital signature. It should however be nentioned that the information
encrypt ed andodf theednwehhibheidcgirhakesdi gnatheeinayarquanbygdbmestored in
the electronic circuit chip. 25 Furthernore, in the case of the instant
enbodi ment, tHe e¢iffecaivei §rat prevestanpi xbd fdrenssupnngft hhe sheet
information is not altered. However, instead of the digital signature, a
falsificationsurface information.
In the encryption described above, when the
20 information stored in the electronic circuit chip is
important or the volume of the information is large,
the public key cryptosystem should preferably be
adopted while the common key cryptosystem may
advantageously be employed in the case where the
25 authenticity of the sheet must be checked at a high
speed. When the public key cryptosystem is adopted,

the memory as required may be of a small capacity

because the length of the key is short with high



3 0 MAY 2D03 29 detecting code based on the common key cryptosystem nmay be
affi xed. Since the common key cryptosystemallows the verification
processing to be executed at a higher speed when conpared with the public
key cryptosystem5 which is primarily adopted for the digital signature,
the time required for detection of the forged sheet can furthd OoMAY 2003
shortened. (Fourth Enbodi ment) Next, réﬁ%rring to Fig. 4 and Fig. 10, a 10

fourth enbod LRl 9.t B RGERRLEAVBALLAN ! s hecdesaihlied: cn the case

of the instan nment , “genui neness of theé’s eci

syntheticalIye%§iﬁgggk'ngh@ %ggggp{épgnkggiggo Ehgrﬁ%-t¥09f el ectronic 15

circuit chips are | fncorporate ure”10 shows a ow chart

1 ustrating geRrgpesshng. procadubenaccandunarhe LofmbAskag! enbodiment.

The processing procedure illustrated 1n Fig. can i zed by

executing a D'E:Q?b%@s%‘%'éﬁdaa(iom the ARERLHr46nbyrMEARE eb bhe CPU 45. At
first, the sheet 11 is scanned by the scanner unit 43 to thereby acquire

the infornati gpealdeut, bherawmear and the positions of the electronic
circuit chips 13 incorporated in the sheet 11 (step 25 101). In succession,

internal infornmation statedhonldhéurntlieyi Beahddedcthani #henr aui bntki-ps 13
is acquired
once-writable electronic circuit chip is used as the
electronic circuit chip 13 for storing the information
not encrypted, rewriting of the information stored in
10 that electronic circuit chip can be prevented, which is
thus effective for preventing the sheet from being
altered.
Further, by encrypting the information and
writing it in the only-once-writable electronic circuit
15 chip, there can be realized a further fortified rewrite
protecting means effective for preventing the forgery
of the sheet.
According to the teaching of the invention
incarnated in the instant embodiment, not only the
20 information common to the sheets of a same species such
as the information of watermark, pattern and/or the
like but also the information inherent to the
individual sheets, respectively, such as security
number or the like is written in the electronic circuit
25 chip. Accordingly, even if a plurality of sheets
having the visible information which coincides with

that stored in the electronic circuit chip could be

reproduced from a given sheet, then the inherent



by neans of the receiver unit 42 (step 102), whereon 3 0 MAY 2003 30

el ementary information such as the nunber, accuracy, priorities and the

| i ke of the information are eval uated properly to thereby deduce a
threshol d val ue. The sheet 11 is scanned (step 104) and a count & {vMAYI2083
is set to "0" (zero) (step 105). The information acquired in the step 102
i s conpar ed mnth the information acqui P8d in the steps 104 on a

f t t 06 f fo bet both th
ot o mat  on (SEERTESYS 0N RECE ki ERS 1ol Ho PUMPGES GRertadl by »1* (one)
(step 108). Wien c arlsg gas cong#eted for all the_lnfﬁkhatlon (step
109), it is chERRRAUGHE: ABFELF ALE Eb%% éWl | R i FF er than the

t hreshol d valgg '%%LFSEYg ég%ﬁg%%gA%%?L?%ggé Exéggg svg}ue exceeds the

t hreshol d val I's genur ne, € \Whereas when

t he count er vggég gége?gﬁeggeaéygg%hg$g géygtl€§06§|on i s-made that the

sheet is a fo one ccording to e ITnvention incarnated in

the instant egbpdiggile; MSHeweehwetﬁgegﬁeéés%fntlfﬂl@dsax@ pent or broken

inthe vicinity of the electronic circuit chips 13, bringing about

deviation in hh@peel akiye poshitansobeiyesp dbhererest rgm@e@&@wt chips 13
and the peripheries, the frequency or possibility of t genui ne sheet

bei ng mi st akenokatibhe, fRhgeH shgete®iTanl Ldresduceseldoiontdetigal Iy, an
appropriate eval uati on nethod (eval uati ng expression) and a proper

t hreshol d val seunsyrpetyi paptydbet teh es fri tied sieébhe bnsitshof d¢dee, ~ 0 MAY
200 31 various internal information (e. g. the elenentary information such
as the nunber thactiraoybeprobdrithy neprodeceéd keheéts reay nbornati on) stored
in the electronic circuit chips 13 so that the detecting unit can nake 5
deci si on dfonreadekengdoint Aecaneetenst? occomreatedete i the yEQrggenui neness
in accordance with, the predeterm ped eval uation nmethod nenti oned above.
(Fifth Enbodi FRREFIRGwSYSLeRi ¢h Bhbodi ReRYOBF ’E‘%et‘br"e%%ﬁ?blid“"l‘]ﬁ%eh"'ﬂ on will

be d bed b f to Fi 14. A di t t he .t hi f th
mventi on | ncAPRAFERPER [RCUPRsEan:* SRBCRNTERT SPERES | SR PAICALon nunber

i nherent to tEe ghectronlc C|r rEel %éfo&ucéi ﬁegflghéoe? é@q%ronlc

circuit 15 Chlp, an aaﬁitlona y-1nfor Ion |n rinsic @&t 11 or

the electroni gegbLewl,b16MHR I3p0Fethegconbi nation thereof is stored in a
storing neans other t%a% tﬁe g%gv% mentioned electronic circuit chip while

establ i shhgg correspondepeynbembhe, | dgnthéi 63ké 09f 20hQuiheraf the
el ectronic circuit chip nentioned above.
embodiment of the invention, the physical or chemical
information of the electronic circuit chip 13 is
encrypted to be stored in the electronic circuit chip.
Since much advanced technique is required for
20 manufacturing the electronic circuit chip 13 in a very
fine or miniature structure, reproduction of such
electronic circuit chip is rendered impossible by
managing the chip manufacturing technology by the
manufacturer or the issuer of the sheet. Even if the
25 other portion of the sheet 11 than the electronic
circuit chip 13 should be reproduced with the

information stored in the electronic circuit chip being

reproduced, it is yet possible to detect the



Now, description will turn to a method of detecting a forged sheet by
reference to Fig. 4, Fig. 5 and Fig. 14. A hardware structure of a forgery
checking systemin carrying out the nethod according to 25 the instant
enbodi ment is shown in Fig. 4, while a software structure of theapomyrzﬂ
checking systemis shown in Fig. 5. Figure 14 shows a flow chart¥fo @
MAY 2003 32 illustrating a forged sheeflchecking procedure according to the
i nstant enbodi nent of the invention. At_first, the cantrol nodul e 52 issues
a command to ?cf’rbntter%gf‘s*ﬁ' (FREWHIE PP 1 S FIRFF IS & F e GSHR he

direction toward the sheet ll%ﬁf}r thet:.eb f eedi r}%.glan Iect.ricc?ower to the
sheet 11 (st EFPHE| RS rdH ¥4 tCEH P T3S iFFNTHh the

electric povvecg. tehro.u%g thtﬁ rggséji%m f Othle rcaidljco ave .senags O%L{_:[a.t he, i nher ent

i nfor mati on stored ther e y 1 %OV& S e "ant'enna s, 2% ne S|]dhea as sent

out being regej Y i A ny rol nmodul e 52

i ssues a co n\clf?%o&%/ﬁ%&%%ﬁ'gﬁq ?{ak}éjlr}réﬁoﬁﬁéfl&%gesﬁ'?ﬁ%%qﬁln%%m

i nformati t ! ; [t (step 141). 15
e Ry

Upon reception of the inher i e ‘conput er 49

extracts the dndtimy i Sy repponding to the received inherent information
fromanong the information inherent to the sheet 11 or the electronic

circuit chip 13 or the montniatjerctdder eaft hlahid B it espandaence to the
i nherent information, to thereby send the extracted information to the

forgery checkhargsaysiam 4Ff afliersieneropttiton dIsdaerddd) .cifmirteadiiver unit
42 receives the information fromthe conputer 49 (step 144) to transfer it
to the contrals nooul e i@Sedhs dore raol raight feorsand Megsurtarsarsf ers t he
information to the decrypting nodul e 53 which responds thereto by

decrypti nkQ t Heased ot ninagepliermat ipry iy a0 P Ppepfomesthner unit 43
scans the surface of the sheet 11 and the internal structure thereof (step
64). The cont¥¥liifhte o2 thakders thdiedRIIn MMt FERINP Dt her s as

acquired to the processing nodul e 55 5 which responds.thereto by executing
t he infor nati%??%?'oci%i‘?i%’s%‘ghe’éaénq g ;ﬁﬁoltreai]l%?ﬁ HE 1ike (step 65 )
' electronic circult chips of miniature size are mounted
in an array as closely as possible on the sheet within
15 a predetermined region. In that case, when a number of
radio waves corresponding to that of the electronic
circuit chips are received from the predetermined
region of the sheet upon reception of the signals from
these electronic circuit chips, it can then be decided
20 at the least that the size of the electronic circuit
chip is smaller than the prescribed one. 1In this
conjunction, it is to be mentioned that manufacturing
of the counterfeit electronic circuit chip in the
substantially same small size as the normal one
25 encounters a great difficulty. Accordingly, even if
the information stored in the electronic circuit chip
could be reproduced, it is nevertheless impossible to

mount a same number of the counterfeit fine electronic



The di scrimnating nodul e 54 conpares the decrypted information transferred
fromthe conputer 49 10 by way of the decrypting nodule 53 with the
i nformation acquired by scanning the sheet 11 as transferred frggb;ge
processi ng nodul e 55 (step 66). when both the data coincide wit RY 2003
other, it is then decided that the inf%rnation 12 on the sheet surface is
aut hentic, 15 whereas in case both the data differ from each ot her,
decision is t e he, | nf i e i nterfeit
(step 67).  TharesHtForhaBh aeas ShkheRerartintdrrentth | SpaEET D %t he
| nformati on wlgh,eanber BRoWEADL20c! BobasHbhe Ob e Bfo gt ShONogReE DY the
gu e 54 tﬁ e |i e

di scrimnating no rough a display or t e neans. Th

operations andelbe) praeesstogs HBsCHELEEnEDONCoYLhE! EbgHEE: t01 £l 0S. 5 and

14 can be reali’zed Dy executing a programstored 1n the nenory 46 by neans

of 25 the CPUrdprohlicthéncaserRt LtHeetNstant embodi ment) the information
inherent to the sheet 11 or the electronic circuit chip 13 or the

conbi natiop thereof is g5058dapParentOr M 2RO3aBdvENerKOMPEAEHiASs
Consequently, even when an unwitable electronic circuit chip is enployed,

forgery can eg@akhg hevphnevent edcsiriktadl ynt ehéheéneosst oémbb@ihetsist ,
second, third or fourth enbodi nent of the 5 present invention. As a result
of this, the erecuerysedfecoivehéoel ehéerpneventioni ofchopgean dechude
smal l er and thus the chip can be manufactured i nexpensively in a reduced

si ze. Thus, the Rhvenatdani ncaunntesfieinh reaproduchhonebhedeépfnandsteéfective
for 10 realizing the prevention against forgery of the sheet at a | ow cost.
Par ent het i cal Bykei-t shoul d be added that although the conmputer 49 is

enpl oyed as the destination for storing the ipnformation jnherent to the
sheet 11 &P In the foregoing description, 1t has been

presumed that the information 12 recorded on the sheet
surface is used as the visible information carried by
thé sheet. However, the invention is never restricted
thereto but any type of information can be made use of

15 so far as it is visible. By way of example, visible
information impressed internally of the sheet such as,
for example, watermark may be used to this end.

Furthermore, although it has been described

that the physical or chemical information employed is

20 that of the electronic circuit chip. However, the
physical or chemical information of other sheet
constituent elements which can discriminatively be
identified and which are difficult to fabricate may be
used. More specifically, in the case where the

25 material of the sheet is paper, information of the
paper fibers may be used as the information of concern

or alternatively an discernible object which is



15 the electronic circuit chip 13 or the conbination thereof in the case of
the instant enbodi nent of the present invention, it goes w thout saying
that a storing neans other than the conputer such as a flash nenﬁﬁh éﬁ?dz
an electronic circuit chip, etc. may be 20 used. By way of exanplsk! 003
plurality of inexpensive unwitable electronic circuit chips 13 storing the
nunber inherent to the sheet 11 may bezﬁncorporated in the sheet 11 while

the informatign_Lhherent to the 25 sheet or the.electronic circuit chip
13 or the cona?ﬁngBLgth@r%@?uﬁﬁ§gBEeST%¥e ©i m%ﬁgdﬁﬁiiﬁbggee?ﬁﬁ?gonic
circuit chip._Ln t. t ' y d e of readability as in
t he case mher%oatﬁgg bﬁﬁﬁﬁmégggﬁ3gﬂé%§égl?%@ng?,ggéghsive veritable

el ectronic circuit chips are nmounted can be realized w thout using a
plurality of expensive veritable electronic circuit chips. 5 Further, it is

al so possible | Lrst to fifth enbodi nents descri bed
(éggcﬁﬂgggggo&bﬁeétkb

her et of or e. I Xt I ment xt, description wll be directed to a

si xth embodi nent of theypkeselbstpYBRLbRNWiLD FbOMsge 1d£1 8 Se¥bRW Showi Ng
sheets and a configuration of a sheet nmanagenent system and Fig. 13 is a
fl ow chart sf oembblUgthat bAJtReSPeBEcABN2GCERDI R OCedure. By referring to
Figs. 11 and 13, description will be made of a sheet managi ng net hod 15
according to the instantaesbedingnto ReéeteachihgsFof. tid, ihhenshert
managi ng net hod according to the instant enbodi ment will be descri bed.

Ref erence numtnabhrftdtedennt eheaihshasni enbodiment whicforsadésngaéd f or
feeding an electric power to 20 the sheet through the nmediumof a radio
wave and sendragabivenpeaditiont né sneexterhaliyadsatereiblai shéetdi sposed
novably along the direction in which the sheets are stacked. Nuneral 112
denotes a recEPREELLHPRtIBAPHABE FBLAFE¥R| FPNENSI BhAFST @Rt €t €4TFREM the 25

sheets. Nuneral ,113 denotes ag outgut unitddesigged or outﬂutting
management Ost SPaBedSofIEREPERBeES. PRUREPEPI11E HBROELSCHTCBAETr ol unit

desi d f .3 _D. MAY. 2003,36 trolling the. 1t LL.111, th
receiver unit SIS TARATAE O3t pubTURTEPE IS INAF af S 15 GErBY At i Henot s a
system desi Gnedelof,o FRAAOGHERT AL EHEaSHEE! SoshPYOh et e0-FRChoRNCE! 116 at

a peripheral portion hereof "are an ant enha a capacitor 118 and an

el ectroni c ci pedii reBi Bylh8ashPERECLEVELYnniAG the BHEBEsei0f enabling
contactl ess comunication wth the managenent system 115. The el ectronic

circuit chip 338uanupt edhebkl@st Bergberbdlds tocehpehatesrthetetnea random
nunber generating neans (random nunber generating program executed by the
CPU or a dedi eated dkraufbyged shering neans (a register, a nenory or the
like) for storing the inherent information (e. g. visible information such
At first, reference is made to Fig. 7 which
shows discernible sheet constituent elements and
relative position information of the sheet constituent
elements relative to the electronic circuit chip. 1In
20 the figure, reference numeral 71 designates a side of
the sheet 11 and numeral 72 designates a relative
position of the side 71 relative to the electronic
circuit chip 13. Further, relative position
information of visible object 73 on the sheet surface
25 such as patterns or the like is designated by numeral

74 while the relative position information of

constituent elements 75 resident internally of the



15 as an identification nunber, species, face anount, etc.), a signal
transmtting nmeans and a signal receiving neans. Wen the radio wave is
applied to the antenna 117 fromthe transmtter unit 111, a potential 20
difference is induced in the antenna 117, as a result of which 8 BdMAY Q003
charges are stored in the capacitor 118. Thus, electric power is supplied
to the electronic circuit chip 119 (st@ﬁ 135). The electronic circuit chip
119 then genergtes a rgndon1nunber F i % L éh LS of the

r andom nunber S8€feRBFEt 88, PAPEF ghd eFﬁdFS gFi¥eoFOr hBeas 98 heRtFoned

informati on i nheren eet 11

.th h
{ransm ssion PACERAEOERSR B8r Pea aRARGBY abereEay “ThsEB5 a2 ikhom (st ep
152). Upon T eggRLL 0n0L L 8a8i9noL cOYOLDRLeCEL YL HOL! 112, (51 g7 130)
uml per

t he control cognl P8 ShdTegrst he rel evant

sheet 116 (steg EﬁZ>e1&@E28§Qc c§&88 Hgﬁggg¥§gg dégﬁgnQEE& B??t sheet 116

is issued fromthe transmt uni t nreception of the

stop commagd &%%%geA§é)nuﬁe9aEhe@t 1A§ $LaRs bhe Bfaeﬁa1§éngelbeon1that

time on (step 1 I'n case the system can not correctly recelive 10 the
signal s sent fHeagktiBe RPhebahatheat $2dueat 078URREPYPSI hkARiBhelNBLE@NAl S
(step 136), the nmanagenent system 115 does not issue the stop conmand but
waits for tillist Beozed@nah thbeegattiontBeciheatiti ahgpniizagain. Since the
i nherent signal as sent 15 intermttently at randominterval, the signals
sent from all the sheet Howanrbéereneevéd ahtler tbapig.oB whpechdet er m ned
time period (step 139). The control unit 114 manages the sheets wth the
i nformation i niduenratest heprndedudeabfshesufac20rihg hheagbeeht statuses
of the sheets are outputted through the output unit 113. By using the
transnittéf uaccor@ingaPnghehénssans sabedineakagé Fhai ie¥eakdonrecogni zi ng
the sheets while noving the transmtter unit along the direction 25 in
whi ch the sheets are st&éked, tFﬁeeF§FF6°§ﬂCmﬁPEﬁuPﬁeCEFQnépshéﬁlP?é& from
the plural sheets are reﬁﬁlve rg ¥ gn be re uced 8
managenent of "PHES3-°F RS 5665 3 Par 81 “8RERFSPREA BSncéﬁFFBd dlt at a
hi gh speed w C List w, be e ted virtue
%Qlﬁgqﬁ §d F%kk%?h Xn ?@angﬂe%g 59 (998§f%?§ ThEY%

of the arrangement a cord £6 the in i ment e 571 nvéntion,

a large nu”be§y0%cﬁhﬁ§h§ eﬁedghéeﬁe&& 89ﬁ@'%§13996@rp§g;%§oﬁan be managed
in the stacked state at "a stretch wth high reliability wth the apparatus

of a smal lyssi 2@ cBhat@¥nobe8%aHBEE, abboselghaehﬁlw@achs@ég g8)required to
be managed with high reliability such as registered mail, paper currency,

certificate OhM&h@b@/ihQCangrﬁhtﬁehta%la&hﬁ;reﬂc1sCéﬁch§téﬂduakbp be
managed in the state stacked or put together, being bundled by a belt or a
cord, package®40r toobeasnbdermeatly bagttwehi ¢h tbet elbgtesntie reducti on of
the tine taken for the managenment of the sheets as well as prevention of

m ssing and stCeIcHgeE. CP&PeﬁSh@PP@&Pﬁy(Sﬁﬁé Shéet Beserghr§icalile iAstant

enbodi nent of the invention is not restricted
the case of the ilnstant embo 1ment of the invention, it

20 is presumed that the sheet 11 made of paper is
employed. However, material of the sheet 11 is not
restricted to paper but other type of sheet can be
employed so far as the material thereof is not
homogeneous. In the procedure now under consideration,

25 mounting of the electronic circuit chip 13, writing of
the information in the electronic circuit chip 13,

printing on the sheet 11 and scanning or measurement



20 to the structure descri bed above. Nanely, the sheet is required to be
equi pped with an information hold unit 121) a transmtter unit 122 and a
receiver unit 123, as is shown in Fig. 12, but need not necessarSIq:ﬂAyz?ng
the antenna 117, the capacitor 118 and the electronic 25 circuit¥chip 1

Al t hough the enbodi nents of the invention have been described on the
presunption that they are applied to nedfagenents of sheets and cards, the
pr esent ~ 0 MAY 200,39 inveption.,is never, restricted thereto, O her
obj ects havi ngT¢i SPBF&SCPnPYnEYi S5 1Rdy *HE ASKAFEd RFtHB&FSdEBBFPYﬁg from
the spirit and_scope of the pr se%L inventian. 5 I NDUSTRI AL. APPLI CABI LI TY
As is apparent5f £8 ¥ﬁ89f8P5g5ﬁﬁg déé&rﬁﬂﬁpgﬁweﬁ5c8 dFR§ tBVERE1PBachi ngs

of the present inventiop. it is %e§%%§%§F%glg%?§F§$ﬁ§iLéiEﬁgtﬁkgggggge or

counterfeit the sheet carrying t \ I"on “stc nd,

gift certificg&gbgg%ggﬁgg %Egg?éd gggggengvggdikh@ éi QECP?§§?g3i even if

t he sheet shou ction thereof can ac

Furthermor e, 2iL3(GE AuTRen s0023NeR! SoBdLLLE T 19 oucasrgiien .l or espect

to the species and the size can spee be managed at a stretch w th high

reliability byprig 2pRARLYSREA $TREErohakecircii® MAYp2993ia~the
~>L,~><|~~ 1. A Lorgery checking nethod of checlcing a sﬁeet as to forgery

thereof, saidsgleet 1heimagePodVindetomoblenaduel aateeint akr ekt sahep from
whi ch informati on can be read out and to which informati on can be witten,

sai d sheet haposdtioa hlse thef pordtion whetreonheagénuigkebktecntontati on of
said sheet and relative position information of a sheet constituent el enent
relative to saildceliécichop 4 3cilsc embeddied Bei thesbatbeéntncsahdetl @dtronic
circuit chip, the nethod conprising the steps o.l:: determning relative
posi tion il olRWClyAngf aa SHESr donFESPEecHt tel émenmoparingveosstiand

el ectronic circuit _chip, )
For this reason, the manufacturer of the electronic

circuit chip 13 and the issuer of the sheet 11 can
easily perform the check of the sheet without need for
enhancing the accuracy for the mounting position of the

15 electronic circuit chip 13, whereas for the forgers,
high-precision techniques will be required for mounting
the electronic circuit chip and for controlling the
printing position. This feature is effective for
preventing the forgery of the sheet.

20 Further, in the instant embodiment of the
invention, the relative position information of
constituent element located very closely to the
electronic circuit chip may be included in the
information to be stored upon storage of the relative

25 position information 72, 74, 76 or 78 in the electronic
circuit chip 13. 1In that case, it is expected that
frequency at which contraction/expansion or breakage of

the sheet occurs in a gap area intervening between the



and conparing the determned relative position information with said
relative position information storecl in said electronic circuit chip;

determ ning visible information of 'the sheet and conparing theéf@tggrigmg
visible information with said visible information stared in sai I roni c

circuit chip; and determ ning discrimnatively authenticity of the sheet on
the basis of at |east one of the conpalbson results in said visible
informati on determ ning step and said relative position information
det er i ni ng seEPCERONIC ot HERYt chedy cl hP it HeRl Sheet Fensthreerim1, | -
0 MAY 2003 wherein said storec(% V] Si bie informati on and_said stored
rel ative posi BRI FhETIRSH eStPECHY oYY Pt PR RISt or

chem cal informati on .of sheet constituent el eme

nts_whi ch can
cliscrininat i ¥aFy2betFYetiTF i EHOEXERT rArTYFBFY < ‘ertlgﬂe%?s.l%l.oﬁ forgery
checking met hod.set Ocrn{x h.ig 8&%:@5%@3‘@%?Eiﬁo?ttﬂ§$§tré’a{'§o§é sgid stored

visible information o heé sheet ~and said stored felrative positron

informatiop o t NS i nt.e L Ve ' ec nic

ittt cntp tRERIES CACSHLLLE s OTEAL ~dOIBICELLD Pefedt PTLAE
detection accuracy can be enhanced with the probability

of erroneous detection or recognition being decreased.

(Third Embodiment)
Now, a third embodiment of the present
10 invention will be described.

The instant embodiment differs from the first
or second embodiment in that the information to be
stored in the electronic circuit chip 13 is not
encrypted but stored intactly as plaintext which is

15 affixed with a digital signature. The digital
signature gives the guarantee that the relevant text
has not been falsified. Only the person who knows a
private key is capable of creating the digital
signature. A forger who does not know the private key

20 may falsify or forge the plaintext but he or she can
not newly create a digital signature that ensures the
authenticity of the plaintext. Thus, falsification of
the sheet can be detected by checking the authenticity
of the digital signature.

25 Figure 9 shows a flow chart for illustrating
a forged sheet checking procedure according to the

instant embodiment, which procedure is executed by the



claim3, further conprising the step of storing digital sicJnature
information in said electronic chip. 5. A forgery checking nethod set forth

in claiml, further conprising the steps of: determ ning previo
threshol d value on the basis of elenentary information stored i#fbgnﬂxagmm

two electronic circuit chips incorporated in a single sheet, deciding that
said sheet is forged when a di fference 27 Q2 ~ 0 MAY 2003 is found in a

t mb f id el ' t] th id th | d | ue,
and deci di ng CRit 48atB SRECPYPLET, FRBALPLL GhERR o BPPF et BrEET 1 i found i n a

nb f [ I inf ' Lch_i I [ 1 h
ekt L FEEELAELAAT RS RRGMIAd, PHntBr PR 1
(urther comrLaLng; 3620038k ReBEAMANL 6 Aghscelsctt g evi

obt ai ned by sgkdtﬁ%aeganSOr generating a digital signature and affi}sing
said digital sSignal Gre to'said information or affi~cing said digital

5 At first, the information stored in the
electronic circuit chip 13 is read out by the relevant
receiver unit 42 (step 91). For acquiring the
information to be compared with the information as read
out, the sheet 11 is scanned by the scanner unit 43

10 (step 92), and information processing such as an image
processing or the like is carried out by the processing
module 55.

The discriminating module 54 compares both
the information acquired in the steps 91 and 92,

15 respectively (step 93). When both the information
differ from each other, the forgery checking system 47
decides that the sheet 11 is a forged one (step 94).

On the other hand, when coincidence is found between
both the information, the affixed digital signature

20 information is transferred to the discriminating module
54 by the control module 52, whereon authenticity of
the digital signature is verified (step 95). When the
verification results in that the digital signatu;e is
justifiable, the forgery checking system 47 decides

25 that the sheet is an authentic one. On the contrary,
when the result of the verification is unjustifiable,

the forgery checking system 47 decides that the sheet

is a forged one (step 96).
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circuit chip. ~ 0 MAY 203 43 7. A forgery checlting nethod set forth in
claim1l1, wherein said nmethod conprises storing information inherent to said
el ectronic circuit chip in said electronic circuit chip) and. $0oMAYg2003i d
information to be stored in said electronic circuit chip in another storing
means differing fromsaid el ectronic cPBcuit chip while establishing
correspondence with the_information inhengﬂ%bHP sgid electronic_circuit
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within a |imted coverage el ng nove ong a direction in which said
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valid only fofosakebBel  cbi dSuNedtf A s & PrafetHdameashd ig@ unl ess

the signal is received.
shortened when compared with the case where the
encrypted information is used as described hereinbefore
in conjunction with the first or second embodiment.

10 Further, in the system according to the
instant embodiment, when transmission error takes place
in the course of communication, verification of the
digital signature will result in incorrectness. In
that case, appropriate measurement such as rereading or

15 the like can be taken. Thus, acquisition of erroneous
information can be avoided.

As described previously, in the case of the
instant embodiment, the plaintext information affixed
with digital signature is stored in the electronic

20 circuit chip 13 intactly without undergoing encryption,
being affixed with the digital signature. It should
however be mentioned that the information encrypted and
affixed with the digital signature may equally be
stored in the electronic circuit chip.

25 Furthermore, in the case of the instant
embodiment, the digital signature is affixed for
assuring that the information is not altered. However,

instead of the digital signature, a falsification
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wherein said nmethod conprises storing information, which is uniquel
associated with said electronic circuit chip, in said electroni caﬂi Mi 2603
chip, and storing said information to be stored in said electronic circuit
chip in another storing neans differinq%fron1said el ectronic circuit chip
whi | e establishing correspondence with %he information uni quel y associ at ed
with said electronic circuit_ chip. 10.. A sheet nagenent system
compri si ng: mEEHEHIRG: Sodn PG SPglkE FPERPR ER¥GEZNRYPRYSAATEFE¥: r oni ¢
circuit chip incorparated gherein sai d ele%tronic gircu%t ch&g i ncl udi ng
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comand valid only for said shéet, while waiting for a predetermned tine
unl ess the sigpal tiitel @eRUMEd for detection of the forged sheet can

further be shortened.

(Fourth Embodiment)
Next, referring to Fig. 4 and Fig. 10, a
10 fourth embodiment of the present invention will be
described.

In the case of the instant embodiment,
genuineness of the sheet is decided synthetically by
adopting a sheet 11 in which a plurality of electronic

15 circuit chips 13 are incorporated.

Figure 10 shows a flow chart illustrating a
processing procedure according to the instant
embodiment. The processing procedure illustrated in
Fig. 10 can be realized by executing a program stored

20 in the memory 46 by means of the CPU 45.

At first, the sheet 11 is scanned by the
scanner unit 43 to thereby acquire the information
about the number and the positions of the electronic
circuit chips 13 incorporated in the sheet 11 (step

25 101). In succession, internal information stored in
the individual electronic circuit chips 13 is acquired

by means of the receiver unit 42 (step 102), whereon



3 0 MAY 2003 11. A forgery checking nethod of checking a sheet as t o
forgery thereof, said sheet being provided wth an electronic circuit chip
fromwhich information can be read out and to which information ér
witten, said sheet having tangible information thereon, and ta33f&1 2003
I nformati on of said sheet and relative position information of a sheet
constituent elenent relative to said el®ctronic circuit chip being stored

in said electronic circuit chi " the t hod conprising the steps of:
determining r BLAPEPEFYsTEGRTPHABRNSEE BN gt Chos RUBPSEAPFUFRERT ol enent
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determ ning discrimnatively au nticrty o eet 0 e basrs of at

| east one af Qe canparingan (besuh( 3stBo5ad)t anghhl enkBtARERLLEON

determining step and sai ative posrtion informtion determ ning step.
12. A forgeryaehacking ipethedssel 100t Bsi Bopba8kBHldith the

information acquired in the steps 104 on a per-

information basis (step 106). When difference is found
between both the information (step 107), the counter
10 value is incremented by "1" (one) (step 108). When

comparison has completed for all the information (step

109), it is checked whether or not the counter wvalue is
smaller than the threshold value inclusive (step 10A).

Unless the counter value exceeds the threshold value,

15 it is decided that the sheet is genuine, whereas when
the counter value exceeds the threshold value, decision
is made that the sheet is a forged one (step 10A).

According to the invention incarnated in the
instant embodiment, even when the sheet is wrinkled,

20 Dbent or broken in the vicinity of the electronic
circuit chips 13, bringing about deviation in the
relative positions between the electronic circuit chips
13 and the peripheries, the frequency or possibility of
the genuine sheet being mistaken for the forged sheet

25 can be reduced.

Parenthetically, an appropriate evaluation
method (evaluating expression) and a proper threshold

value may previously be determined on the basis of the
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relative position information result fromencryption of physical CH Y 2““3
chem cal information of sheet constituent el enments which can 3 MA
discrimnatively be identified ezcternally of said sheet. 13. A forgery
checking rrtethocl set for th in claim11l, wherein at |east one of said
stored tangible information of the sheetland said stored relative position

informati on of a sheet, constityent element relatiye tQ said electronic
circuit chip iVEIHRYS JREETEL 1R%P63‘5‘€113P%H@c§ci f en@&ﬁB‘&%éﬁ-‘Yf orth in

| aim 13, furth i Si t h f stori di gi tal signat
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e
two el ectroni iCr'JuCigf f%ﬁﬁa'soi&!g OrRAral gt 'e@egtihaghﬁi%h%% ndgel di ng that
sai d sheet I's Torge en a di erence 1s found in“a greater nunber of said
el ementary 4 nfQUI@i @ upon checking of the sheet as to the

authenticity or genuineness in accordance with the

predetermined evaluation method mentioned above.

(Fifth Embodiment)
Now, a fifth embodiment of the present
10 invention will be described by reference to Fig. 14.
According to the teaching of the invention
incarnated in the instant embodiment, the
identification number inherent to the electronic
circuit chip 13 is stored in the electronic circuit
15 chip, and additionally information intrinsic to the
sheet 11 or the electronic circuit chip 13 or the
combination thereof is stored in a storing means other
than the above-mentioned electronic circuit chip while
establishing correspondency to the identification
20 number of the electronic circuit chip mentioned above.
Now, description will turn to a method of
detecting a forged sheet by reference to Fig. 4, Fig. 5
and Fig. 14. A hardware structure of a forgery
checking system in carrying out the method according to
25 the instant embodiment is shown in Fig. 4, while a
software structure of the forgery checking system is

shown in Fig. 5. Figure 14 shows a flow chart for



~ 0 MAY 2003 47 than said threshold value, and deciding that said sheet is
authentic when a difference is found in a nunber of said elenentary

i nformati on which is equal to or smaller than said threshold val 0 HQY aw
forgery checking nethod set forth in claim11, further conprisingr scann 8
said sheet in which said electronic circuit chip is nounted at a random
position, and encrypting the i nf or mati G¢ obt ai necl by said scanni ng or
generating a digital si.gnature_and affixing sai.d digital, signature to said
o or mat 1 on-on LaPPERARd Mgary R gRRa Pneel arar 8L Pg PRRCBREFY O ad | nf or rmt | on
for storage i Ld.electronic.ci |t L Re 1~ Acf et c).¢ci ng et hod
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which is uniquely associatg rﬂkﬁhtﬁgigoﬁ gg&rﬁghﬁlgiggukgﬁﬁggpa in said

electronic circuit chip, and storing said information to he stored in said
el ectroni ¢ Ci oidanGNicB khcARQLRGHi$LRl 0d:iFeans rdi-f tehhRdg’ hoPLaakLd

electronic circuit chip while establishing
5 wave in the direction toward the sheet 11 for thereby

feeding an electric power to the sheet 11 (step 61}).
The electronic circuit chip 13 supplied with the
electric power through the medium of the radio wave
sends out the inherent information stored therein by

10 way of the antenna 15, the signal as sent out being
received by the receiver unit 42 (step 62). The
control module 52 issues a command to the transmitter
unit 41 to send the inherent information to the
computer 49 connected via the network 48 (step 141).

15 Upon reception of the inherent information (step 142),
the computer 49 extracts the information corresponding
to the received inherent information from among the
information inherent to the sheet 11 or the electronic
circuit chip 13 or the combination thereof held in

20 correspondence to the inherent information, to thereby
send the extracted information to the forgery checking
system 47 after encryption (step 143). The receiver
unit 42 receives the information from the computer 49
(step 144) to transfer it to the control module 52.

25 The control module 52 in turn transfers the information
to the decrypting module 53 which responds thereto by

decrypting the information (step 63).
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10! N3&- Ow&lghugilyllnnﬁgé%éhted similarly to the case of the
first, second, third or fourth embodiment of the
5 present invention. As a result of this, the circuit
scale of the electronic circuit chip can be made
smaller and thus the chip can be manufactured
inexpensively in a reduced size. Thus, the invention
incarnated in the instant embodiment is effective for
10 realizing the prevention against forgery of the sheet
at a low cost.

Parenthetically, it should be added that
although the computer 49 is employed as the destination
for storing the information inherent to the sheet 11 or

15 the electronic circuit chip 13 or the combination
thereof in the case of the instant embodiment of the
present invention, it goes without saying that a
storing means other than the computer such as a flash
memory card, an electronic circuit chip, etc. may be

20 used.

By way of example, a plurality of inexpensive
unwritable electronic circuit chips 13 storing the
number inherent to the sheet 11 may be incorporated in
the sheet 11 while the information inherent to the

25 sheet 11 or the electronic circuit chip 13 or the
combination thereof may be stored in one writable
electronic circuit chip. In that case, substantially

same degree of readability as in the case where a
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first to fifth embodiments described heretofore.

(Sixth Embodiment)

Next, description will be directed to a sixth
embodiment of the present invention.

Figure 11 is a view showing sheets and a
configuration of a sheet management system, and Fig. 13
is a flow chart for illustrating a sheet management
procedure. By referring to Figs. 11 and 13,
description will be made of a sheet managing method
according to the instant embodiment.

Referring to Fig. 11, the sheet managing
method according to the instant embodiment will be
described. Reference numeral 111 denotes a transmitter
unit which is designed for feeding an electric power to
the sheet through the medium of a radio wave and
sending a command to the sheet. The transmitter unit
is disposed movably along the direction in which the
sheets are stacked. Numeral 112 denotes a receiver
unit designed for receiving signals emitted from the
sheets. Numeral 113 denotes an output unit designed
for outputting management statuses of the sheets.

Numeral 114 denotes a control unit designed for
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purpose of enabling contactless communication with the
management system 115.
The electronic circuit chip 119 mounted on
10 the sheet 116 incorporates therein a random number
generating means (random number generating program
executed by the CPU or a dedicated circuit), a storing
means (a register, a memory or the like) for storing
the inherent information (e.g. visible information such
15 as an identification number, species, face amount,
etc.), a signal transmitting means and a signal
receiving means.
When the radio wave is applied to the antenna
117 from the transmitter unit 111, a potential
20 difference is induced in the antenna 117, as a result
of which electric charges are stored in the capacitor
118. Thus, electric power is supplied to the
electronic circuit chip 119 (step 135). The electronic
circuit chip 119 then generates a random number (step
25 131). On the basis of the random number as generated,
a signal indicative of the above-mentioned information
inherent to the sheet 116 is intermittently sent out

with every transmission interruption period changing at
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111 (step 138). Upon reception of the stop command
(step 133), the sheet 116 stops the transmission from
that time on (step 134).
In case the system can not correctly receive
10 the signals sent from the plural sheets due to
superposition of the signals (step 136), the management
system 115 does not issue the stop command but waits
for till the signal inherent to the sheet is sent
again. Since the inherent signal as sent
15 intermittently at random interval, the signals sent
from all the sheets can be received after lapse of a
predetermined time period (step 139). The control unit
114 manages the sheets with the information inherent to
the individual sheets.
20 The management statuses of the sheets are
outputted through the output unit 113.
By using the transmitter unit 111 having the
radio wave coverage limited and recognizing the sheets
while moving the transmitter unit along the direction
25 in which the sheets are stacked, the ratio at which the

signals emitted from the plural sheets are received

concurrently can be reduced. Thus, management of the
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5 invention, a large number of sheets of different
species and/or sizes can be managed in the stacked
state at a stretch with high reliability with the
apparatus of a small size.

By way of example, those sheets which are
10 required to be managed with high reliability such as
registered mail, paper currency, certificate of
share/stock, gift certificate, etc. can individually be
managed in the state stacked or put together, being
bundled by a belt or a cord, packaged or contained in a
15 bag, which contributes to reduction of the time taken
for the management of the sheets as well as prevention
of missing and stealage.
Parenthetically, the sheet according to the
instant embodiment of the invention is not restricted
20 to the structure described above. Namely, the sheet is
required to be equipped with an information hold unit
121, a transmitter unit 122 and a receiver unit 123, as
is shown in Fig. 12, but need not necessarily include
the antenna 117, the capacitor 118 and the electronic
25 circuit chip 119.
Although the embodiments of the invention
have been described on the presumption that they are

applied to managements of sheets and cards, the present
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As is apparent from the foregoing
description, according to the teachings of the present
invention, it is possible to make it difficult to forge
or counterfeit the sheet carrying the visible
10 information such as bond, gift certificate, paper
currency, document and the like. Besides, even if the
sheet should be forged, detection thereof can be
facilitated.
Furthermore, a large number of sheets
15 differing one another in respect to the species and the

size can speedily be managed at a stretch with high

reliability by the apparatus of a small scale.
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element relative to said electronic circuit chip being stored
in said electronic circuit chip, the method comprising the
steps of:

determining relative position information of a sheet
constituent element relative to said electronic circuit chip,
and comparing the determined relative position information
with said relative position information stored in said
electronic circuit chip:;

determining visible information of the sheet and
comparing the determined visible information with said visible
information stored in said electronic circuit chip; and

determining discriminatively authenticity of the
sheet on the basis of at least one of the comparison results
in said visible information determining step and said relative

position information determining step.

2. A forgery checking method set forth in

claim 1,
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3. A forgery checking method set forth in
claim 1,

wherein at least one of said stored visible
information of the sheet and said stored relative position
information of a sheet constituent element relative to said

electronic circuit chip is encrypted.

4. A forgery checking method set forth in
claim 3,
further comprising the step of storing digital

signature information in said electronic chip.

5. A forgery checking method set forth in
claim 1,
further comprising the steps of:
determining previously a threshold value on the
basis of elementary information stored in at least two
electronic circuit chips incorporated in a single sheet,

deciding that said sheet is forged when a difference
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difference is found in a number of said elementary information

which is equal to or smaller than said threshold value.

6. A forgery checking method set forth in

claim 1,

further comprising:

scanning said sheet in which said electronic circuit
chip is mounted at a random position, and

encrypting the information obtained by said scanning
or generating a digital signature and affixing said digital
signature to said information or affixing said digital
signature to the encrypted information for storage in said

electronic circuit chip.
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storing said information to be stored in said
electronic circuit chip in another storing means
differing from said electronic circuit chip while
establishing correspondence with the information
inherent to said electronic circuit chip.
8. A sheet management system comprising:

means for receiving signals from sheets
having respective electronic circuit chips incorporated
therein, said electronic circuit chips including means
for transmitting intermittently signals inherent to the
relevant sheets, respectively, with every random
transmission interruption periods and means for
stopping the transmission in response to a stop
command,

means for emitting a radio wave within a
limited coverage while being moved along a direction in
which said sheets are stacked, and

means for performing identification of the
sheet upon reception of a signal from said sheet to
thereby send a stop command valid only for said sheet,
while waiting for a predetermined time unless the

signal is received.
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with said electronic circuit chip, in said electronic circuit
chip, and
storing said information to be stored in said
electronic circuit chip in another storing means differing
from said electronic circuit chip while establishing

correspondence with the information uniquely associated with

sald electronic circuit chip.

10. A sheet management system comprising:
means for receiving a signal from a sheet having an
electronic circuit chip incorporated therein, said electronic
circuit chip including means for transmitting intermittently

signals generated to be unique to the sheet, with random
transmission intervuption periods and means for stopping the
transmission in response to a stop command,

means for emitting a radio wave within a limited
coverage while being moved along a direction in which said
sheet is stacked, and

means for performing identification of the sheet
upon reception of a signal from said sheet to thereby send a
stop command valid only for said sheet, while waiting for a

predetermined time unless the signal is received.
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and to which information can be written, said sheet having
tangible information thereon, and tangible information of said
sheet and relative position information of a sheet constituent
element relative to said electronic circuit chip being stored
in said electronic circuit chip, the method comprising the
steps of:
determining relative position information of a sheet
constituent element relative to said electronic circuit chip,
and comparing the determined relative position information
with said relative position information stored in said
electronic circuit chip:
determining tangible information of the sheet and
comparing the determined tangible information with said
tangible information stored in said electronic circuit chip;
and
determining discriminatively authenticity of the
sheet on the basis of at least one of the comparison results

in said tangible information determining step and said

relative position information determining step.

12. A forgery checking method set forth in

claimll,
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sheet.

13. A forgery checking method set forth in

claimll,

wherein at least one of said stored tangible

information of the sheet and said stored relative position

information of a sheet constituent element relative to said

electronic circuit chip is encrypted.

14. A forgery checking method set forth in
claim 13,
further comprising the step of storing digital

signature information in said electronic chip.

15. A forgery checking method set forth in
claim 11,
further comprising the steps of:
determining previously a threshold value on the
basis of elementary information stored in at least two
electronic circuit chips incorporated in a single sheet,
decicing that said sheet is forged when a difference

is found in a greater number of said elementary information
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than said threshold value, and
deciding that said sheet is authentic when a
difference is found in a number of said elementary information

which is equal to or smaller than said threshold value.

16. A forgery checking method set forth in

claim 11,

further comprising:

scanning said sheet in which said electronic circuit
chip is mounted at a random position,.and

encrypting the information obtained by said scanning
or generating a digital signature and affixing said digital
signature to said information or affixing said digital
signature to the encrypted information for storage in said

electronic circuit chip.

17. A forgery checking method set forth in

claim 11,

wherein said method comprises

storing information, which is uniquely associated
with said electronic circuit chip, in said electronic circuit
chip, and

storing said information to be stored in said
electronic circuit chip in another storing means differing
from said electronic circuit chip while establishing
correspondence with the information uniquely associated with

said electronic circuit chip.



