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quality digital recording may yield sound and picture quality
virtually indistinguishable from the original material. Other

20 consumer products are emerging, for example, D-VHS, video disc,
DVD, digital cameras, scanners and computers with digital processing
 capabilities which permit multiple generation digital signal dubbing,
copying, replicating or editing, with sound and picture quality
remaining essentially equal to that of the original recorded source.

25 The high levels of technical quality and performance delivered by
such consumer digital equipment raises concern with respect to
copyright infringement by unauthorized copying. Proposed
legislation in the form of the "VIDEO HOME RECORDING ACT of 1996"
requires that digital audio/video signals include copy protection

30 information to allow the copyright owner to determine and control
the audience size viéwing the copyrighted material. Implementation

of copy protection requires that copy control information be included
with or within the copyrighted material and be maintained
throughout subsequent processing procedures. In addition such copy

35 control information may be amended as a result of subsequent
processing to retain control the copyright owner's intellectual

property.
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of copy protection requires that copy control information be included with
or wwthin the copyrighted material and be nmaintained throughout
subsequent WMOP888M3I ng procedures. In addition such copy S5PCTUSH722834
information nay be anmended as a result of subsequent processing to
retain control the copyright owner*3- intellectual property. A digital
recording device is disclosed in EP A O 498 6 1 7 which extracts copy
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repli ca%n control information only if the copy control information from the two
sources correspond. In yet a further inventive arrangement a
replicating device periodically receives copy control information
from a control data bus and absent said periodic reception assumes a
copy prohibited status. Another inventive arrangement controls a
25 replicating device responsive to copy control information such that a
copy is made but simultaneous transport packet decoding for
viewing is precluded. .
BRIEF DESCRIPTION OF THE DRAWINGS
FIGURE 1 illustrates an- exemplary digital receiver and
30 digital_replicator employing various inventive arrangements.
FIGURE 2A and 2B illustrate inventive arrangements for
bus communication employing a superpacket. -
FIGURES 3A and 3B illustrate exemplary bus connected
digital sources and Treplication systems including inventive
35 arrangements.
FIGURE 4 illustrates an exemplary digital signal source
and analog replication device including inventive arrangements.




device receives the formatted transport packet and copy control header and
the copy control information froma control data bus. The replicating
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daisy chain manner by a small, thin, flexible cable terminated with
standardized connectors. An example of a simplified bus is depicted

20 in the block diagram of FIGURE 1. The simplified bus provides
coupling of serial digital audio, video and control transport packet
streams and is described in US Application serial number
08/292,908 and PCT Applications serial number PCT/US96/07581,
and PCT/US96/07391.

25 However, a simplified description of the system de;ﬁcted
in FIGURE 1 is as follows. An integrated receiver decoder or IRD 100,
receives a radio frequency signal from, for example, antenna 10 or a
cable source, not shown. The radio frequency signal is tuned by
tuner 11 to receive a user selected program. The tuner output signal

30 is coupled to packet source block 101, which demodulates and error
corrects the modulated transmission signal. An output from packet
source 101 is coupled to ‘block 102 which demultipexes or separates
the user's selected program transport stream TP from other program
streams present in the received packet stream. The user selected

35 transport stream TP may be coupled for MPEG decoding by decoder
109 which generates audio and video signals for display 110.




has been standardi zed by the I EEE and is known as 1394. The 1394 standard
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control conmmands onto two twi sted pair conductors. 15 A third conductor
pair provides one conductor for power supply ground with the second
conductor providing an optional coupli-fig for power insertion or extraction.
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copy controllatgata bits, bits which may determne recorder play back rate,
and two bits reserveduperpackets SP or SPa are coupled for recording,
20 replication or copying processing at block 206A. The superpackets
may be processed for error detection and correction and may also be
transformed to modify their spectral energy content. An output
signal stream from block 206A is coupled to form copy 210 on
medium 299, for example a magnetizable surface. When recorder
25 200 is operated in a reproduction mode, copy 210 is transduced from
medium 299 and coupled to playback processor 206B. Playback
processor 206B essentially reverses any record signal encoding and
may detect and correct errors in copy 210 resulting from the
recording medium 299. The error corrected signal PBSP is coupled to
30 deniil—ltiplexor 31 and superpacket restorer 32. The control data
header of the play back superpacket PBSP is read by demultiplexor
31 and coupled to various locations. The time stamp PBTS from the
header is coupled to clock controller 39 where the time stamp value
is employed to determine the output packet timing or initiation of an
35 output superpacket RSP from block 32. The replayed, restored
superpacket RSP is coupled to interface 102 for transmission to
integrated receiver decoder IRD 100 via AVD bus 500.



.for future usage. The superpacket SP is coupled via an audio, video and
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 modulation, for example resulting from mobile transmission, causing
20 signal flutter and mutlipath transmission reflections. Timebase
' modulation may also result from recording and replay buffering and
mechanically instabilities. Such timebase variations or errors may
exceed the oscillator synchronization range or rate of change, hence
each transport packet is repackaged to form a superpacket
25 containing a timestamp specific to the occurrence of the transport
packet it contains. The provision of a timestamp for each transport
packet permits the correction of unwanted timebase modulation and
facilitates the delivery of each transport packet to the decoder at
substantially the same time as the transport packet would have been

30 decoded had it not been recorded and or perturbed. |
FIGURE 2B illustrates a superpacket which comprises a
control data header of 32 bits and a transport packet of either 188
bytes or 140 bytes representing respectively the GA or DirecTVT™
systems signals. The control data header includes a 20 bit time
35 - stamp, 6 bits of copy control data, a 4 bit playback rate code and 2
bits of reserved data. The timestamp is a sample of an oscillator
count taken at a specific instant, for example, at the occurrence of a
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1 -0 Dynamic control of MACROVISION parameters

1 1 Dynamic control of MACROVISION parameters

"0 | 0 [Unlimited copying permitted
1 0 Only one copy permitted
1 1 Copying prohibited

Various equipment system combinations may be envisioned

20 comprising, for example, analog or digital recorder players, such
equipment may present differing connection and control capabilities,
and in addition operation in recording and or replay modes must be
considered. These various combinations may be broadly separated
into several exemplary systems.

25 FIGURE 1 depicts a first exemplary system where a
digital receiver and display are coupled to a digital recorder by a
simple data bus configuration. However, regardless of the data bus
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systens. present as bits 6 and 7 of the superpacket header. Bits 6 and 7
define three states, namely, unlimited copying, no copying or oaly
one copy permitted. Separated bits 6 and 7 are coupled to control
block 208 which is controllably coupled to various subsystems of

20 recorder 200. Clearly, if CGMS-D bits 6 and 7 indicate a first state
which permits unlimited copying, no control action is required by
controller 208 and copy 210 may be formed on medium 299.

When CGMS-D bits 6 and 7 indicate a second state which
prohibits copying, controller 208 may disable record processor 206A

25 by means of control line INH. In addition an electronic signal path,
or EE mode, through the recorder may be inhibited responsive to
copy prohibition by bits 6 and 7. Controller 208 may also cause the
generation of an on-screen display message indicating the prohibited
recording status of the user selected program. The on-screen display

30 message may generated within recorder 200 or be caused to be
generated within IRD 100.

Advantageously, integrated receiver decoder 100 may in
demultiplex and interprit CGMS-D bits 6 and 7. Thus when a
prohibited recording status is required, coupling of transport packets

35 or superpackets to the serial data bus may be inhibited within IRD
100. In addition the interpreted status of the 6 copy control bits
may be presented for user information as an on-screen display.



25 FIGURE 1 depicts a first exenplary system where a digital
recei ver amdasizemday are coupled to a digital recorder bﬁcyuﬁ"ﬁfﬁé data bus
configuration. However, regardl ess of the data bus WO 98/ 28913

PCT/ US97/ 22834 -7 - conflguratlon copy control or CGVS data nust be
recovered or demultiplexed fromthe set&cted packet stream and formatted
for coupling to the recording or replicating device. The recorder or
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copy contr OlyeQfie &gmmﬁémerease@hm B tc%rrﬁ'n 4 fnmbgﬂg%pyl gr packet

header. Bi ts an 7 .define three states, nane mte no
copyi ng ¥ JHFBEbnEREPS: permitted. Separated: b| ts 6 and 7 are coupl ed to
control block 208 whilsh a durtber rasiveataiggowes ineintng! t situegionodle seapyyightns of 20
recorder 2?Q>wné5| edayY estdbl{dhVBa DdbifeferialN pricihpdisehicturd fwhete saﬂlt e \M;b gh
permts un ORYLN OppG QN t S r rall er
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processors 20B& 26 dygntreadbusf CEMMSId| bikd rfe anNH7 miay ticate otheahied ect r oni ¢
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resident in the users selected program stream may be demulitiplexed
20 at, for example block -104. Such filtered or demuxed control data
from block 104. may be coupled to controller 111 to inhibit
decryption by block 103, and or decoding at 109, of the received
signal for immediate, real time viewing at display 99. In addition
controller 111 may communicate this viewing inhibit command via
25 the control conductor CRL of data bus 500 to recorder 200RP. Control
commands from data bus 500 are coupled to controller 208 which
inhibits, via signal INHPB, electronic or EE coupling of the input
packet signal to the recorder output. Reproduction and output data
generation of the recorded copy is facilitated, even though the copy
30 comprises transport packets containing the embedded viewing
inhibit command, because exemplary bit 7 of the copy control word
was amended when recorded to prohibit further copying. Thus IRD
100 may logically compare the status of exemplary bits 6 and 7 with
the embedded viewing inhibit command and deduce that the replay

35 only copy may be decoded for non-real time viewing at display 99.
FIGURE 3A depicts as functional blocks a second
exemplary system where a digital recorder player 200P is coupled to



30 nessage nay generated within recorder 200 or be caused to be generated

"within | Rwﬁsﬁglvant ageously, integrated receiver decoderrsofhery in
demul tiplex and interprit CGV5-D bits 6 and 7. ‘Thus when a prohibited
.recording status is required, coupling of transport packets 35 or .
super packets to the seri al data bus maygbe inhibited within IRD 100. In
addition the interpret ed status of the 6 copy control bits may be presented
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data bits. P&WERR 2 (bexﬁrrn ‘F htecéb’ﬁfrtﬁ -3y 19 edisPI8Ht in t he

users sel ec98d pnogr agamt rmarrcnmn;oberaipnuket i [ eveqdir2@ oat inftiatedx bypl e

bl ock 1G4. repdtiuicel ! S0BP OfindeMpe@divernNi 100 dat asédRed bligedprabié. Jay be
coupled to cqg%roller 111 to inhibit decryption by block 103, and or

decodi ng at B9t he received si naI for imediate, real tine view ng at
display 99. In addi tHewe¥emt Fip¥ deRicts ofiniRteEEoRReCHPE beaeRg
i nhi bit conxigitalvireproducer 200P and dtgltal replicator 200R, which requires

execution of copy control responses determined by the bits

20 reproduced by reproducer 200P. Clearly in both FIGURES 3A and 3B,

: reproducer 200P transduces copy 210 for differing signal
destinations and uses, namely decoding and viewing in FIGURE 3A
and replication in FIGURE 3B. As described with respect to FIGURE 1,
digital replicator 200R may demultiplex copy control bits from the

25 exemplary superpacket, depicted at block 203 and communicate the
required copy control action to controller 208. Thus as described for
FIGURE 1, copying may be permitted, prohibited or a single copy
allowed with that copy's respective copy control bit amended to
prohibit further copying.

30 o The differing signal destinations and consequential uses
of transduced copy 210 may be advantageously determined by
reproducer 200P by means of serial data control line CRL. For
example, during reproduction of copy 210, demultiplexor 203 may.
extract and interprit CGMS-D bits 6 and 7 of the exemplary packet

35 header. When bits 6 and 7 prohibit copying, controller 208 may poll
via control line CRL to determine the destination of the transport
packets or superpackets about to be coupled via. the serial data bus,



25 the control conductor CRL of data bus 500 to recorder 200RP. Control
comands f woresdstid bus 500 are coupled to control | er 208 RFATUSAZA28Hi bi t s,
via signal INHPB, electronic or EE coupling of the input packet signal to
the recorder output. Reproduction and output data generation of the -
recorded copy is facilitated, even thed8h the copy 30 conprises transport
packets containing the enbedded view ng inhibit command, because
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management may be facﬂuated by means of the control line CRL. As
discussed for FIGURE 1, copy control data may be filtered or
20 demuitiplexed from the selected program stream at block 104. The
copy control data may be coupled to controller 111 for pericdic bus
transmission via control line CRL. Thus copy control data may be
coupled to replicator controller 208 thereby facilitating the required
copy management. In replicating devices incapable of amending the
25 copy control bits when required by single copy authorization, the
replfcating device will transmit via the control line the correct copy
control data, namely copying prohibited. @ The control line copy
control data will be transmitted periodically, for example at least
once per second. When a replicating device determines a difference
30 Dbetween copy control data received via control line CRL and that
demuxed from the packet header, the device inhibits recording or
replication. = However, in the eventuality that copy control data is
absent from control line CRL for a predetermined time period, for
example 10 seconds, the packet header CGMS data is then assumed

35 correct and copy management is facilitated.
Figure 4 depicts an analog recorder/ replicator 300
coupled to an analog signal AS, decoded from a digital signal source
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.3B. As described with respect to FIGURE 1, digital replicator 200R nmay
denmul tiplex copy control bits fromthela5 exenplary superpacket, depicted
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20 demultiplexed CGMS-A may be encoded as described on exemplary

line 21 of the vertical blanking interval or signal AS. When analog

signal AS is received by replicator 300 line 21 is demultiplexed at

block 301. When the third copy management condition is read from

the copy control data controller 311 enables multiplexor adder 302

25 which modifies the data on line 21 to reflect a recording prohibited

status.



15 demultiplexing the exenplary copy control word from the exenplary
packet headcesesdsesever, in replicating devices which nmay Pertso7essbe

i ncapabl e of demultiplexing copy control data, copy control nmnanagenent
may be facilitated by neans of the control line CRL. As discussed for.

FI GURE 1, copy control data may be fil-tle¥ed or 20 denultiplexed from the
sel ected program stream at block 104. The copy control data may be
coupled to controller 111 for peri odj transm ssion via control |ine
CRL. Thus copy contri)l %a ma% be coupled to replicator controller 208
thereby flcilitating theAPPATRMS o BRFestinggemontce (IQ1) bl i cating devi ces
i ncapabl & of ccanpnes§edg digital 2¢idee ognd controbldata t(d OMASnocantingeih by si ngl e
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denmuxed f7 ongof NenRAing! 2 NRRYCEontidiowdRYY (€€ Bhibi t's recording or
replication. However, 'in tg? g)vgnt gal | I t%at COE$/ CO{EEF ol cga a is absent
from cont¥ol 1ine CRI™fBPS B 40k dPHPIREY 2 SHRETBATKS d(SH)oinclyding| e 10
seconds, % hesagheiopy ¢rmeedr word\ECHAtand saidhtranspestipadk@®s (Trrect and copy
managenment is facilitated. F gure 4 depicts an anal og recorder/ replicator

300 couplied to an anapog gpgitls 8P cllff A9 ntreisdid bl Hondlofghogour c

3 . . . . . US -1 1-
by i nt eggzdt d&Delndicates f £8aEPL f@B‘.imonAﬁ“%mH}%)d“‘fl&Bﬁde?ﬁ‘%?émi“s
derul ti pl exed, for exanple by block 104, from an exenplary DSSTM el ectronic
lorotgralmI qui fle- The dE.WU%Qwafa&w_ i 09 cMint ARYwEereid Ghidl@bpy | conerl k& EO
contro n n managenen
cont ol By rGSsAaEAsla’ (b MRG0 Mobfiithy SeplORlor . T2
MACROVI SI ON[ err] apparatus. As shown in Table 1, anal og CGV5- A provides the
sane thrde copyi ng cohdi Appasatess oC@lEnD,1, neherein said icopy esnaopyword, copyi ng
prohi bi t ed FOC)OnRIicAey aPesatrdll Eshdition enabling only one replication.

_ 5. Apparatus of claim 1,wherein a decoder (109) is
controiled responsive to said copy control data (104A) for enabling
transport packet signal decoding in a first condition of said copy
control data and disabling transport packet signal decoding in a
second condition of said copy control data.
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6. Apparatus of claim 1, wherein said superpacket (SP)
2 comprises said transport packet (TP) and a header including said
3 copy control word (CC).

7. Apparatus of claim 1, further comprising means (151)
2 for coupling said copy control word (CC) to control a replicating
3 device (200). |
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10 In the unlimted copying condition anal og output signal AS
passes thr gupdapasisi - copy bl ock 110 without signal nodifi cetimssreassaddi tion.
- When copying is prohibited, anti-copy block 110 nodi fies the decoded- anal og.
.signal AS such as to render a copy unusable but still permt direct view ng
of the decoded anal og signal on display399. 15 The third control condi tion,
nanmely one copy only, requires that analog signal AS be nodified pri or to
copying to indicate that copy contains material faqr which copying

prohi bitdd. The recdt-di AFPRASH g?‘i PERCeiEpEnd R dEP1dr Nﬁ’@caé"’\‘?ePfl cal

bl anki ng2i nttﬁn\spbrtobad:ktaes arehpgsisggnamprdssed edigitpl evibgo uael afonkriohe 21. In
FI GURE 43t hea¢) dempeisimg.exed CGVE-A may be encoded as described on

exenplary line 21 of the v i nt erval al AS. Wen

ohal oG shanal As. i o r*esm?&%f}%p? BEE B0 Shiie Handict BadkBis bred a
bl ock 303. Wheh inludimgr qopy ApnHehtpsandar desading en anplogsdgnal othlZhe copy
control dat ahega"ftrbﬁi :ler 311 enables multipl exor adder 302 25 which nodifies

the dataqon line 21 tg.ref legd @o{,ﬁgafy dl%?ﬁ? %ﬂg%‘i)sﬁoﬁlt}&d sifgh 88354

121
source (FOLFOBY ERMElcdety (14 drom w&ebraamr& RS GERtA bray

occurring in transpormeprs03) reppApive tmcaicheiopdi septradsta( (H0HA)
responsijge tfer FainingOallcepy (ddhtsolfsdnad (@@S)yiang, copy control data (104A)
fromsaid transport PAE C .

means (1l 5) responsi ve, }fﬁg z%pgomﬁ)mg‘é on r%l%ga og{té(oiosjil?&ié(?%sr) g‘]"e‘%herati ng a
copy con‘tzrolsa!ﬁ’oraéia logcsigngl ( means (108) for forming a

super packet (SP) incl udi ng 10 said copy control word (CC) and said

]'Eran_sportl paCkeESB(Tm arabls for processing a "®RaRE (161)) of Aigh 't:ﬁld ;[jo sai d g
010 Gt S bt o S I8 o ARG R v o0 2
(500). 13 °°mPf151ng 2. Apparatus of claim 1, characterized in that said
copy 2 caentrol word (if3€ans {d04ntrespomsivents claid codrdei for dezbinghgopul tipl e
5 control data (104A) from said transport packets(101A); and,

means (111) responsive to said copy control data (104A)
for enabling coupling of said transport packets (102A) for copying,
wherein a first condition said copy control data {104A) is
representative of copying permitted and coupling of said transport
10 packets (102A) for copying is enabled, and in a second condition said
11 copy control data (104A) is representative of copying prohibited and
12 coupling of said transport packets (102A) for copying is inhibited.

O 0~ O

10. Apparatus of claim 9, wherein said first condition
said copy control data (104A) is representative of copying permitted
and said control means (111) disables transport packet signal
decoding. -
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3 replication. 1 3. Apparatus of claim 1, characterized in
that said M¥®982898ontrol word (CC) ndicates a control conBFFPEI2EBHNi biting

replication. 1 4. Apparatus of claim 1, characterized in that
said copy 2 control word (CC) indicates a control condition enabling only
one 3 replication. 1 5. Apparatus of claim 1, characterized

in that a decoder 2 (109) is controlledlf#esponsive to said copy control
data (104A) for 3 enabling transport packet signal decoding in a first
conditionlof said 4 cddy cApparetusd{2@0)afat dopyihli aomprassspdigitpacket si gnal
decoding bn §ideoS 8RO NEbnE@N dddth ObbcRfrifdiid I spft ising:

6. Appar agus of cl ai mn;{. angh@kogc}e rirZIZ%l 1iqngt h te@;?(éggsgﬁpg?mégﬁl&g' (SP)
conpri ses>sai d transpdfiBatket ?R?J)S“éﬁnd%a 1FOuERS (B0Dnef falthg sai d copy
control whr dsgrerpacket (RE) igghyding 3 ¢opy control word YCCApgrar at rsnsporcl ai m 1,
char act er s zegacket t(T®), $ani ceadivig sRidbuspy TORIroL MrHECERIfEbnS UG packet (SP)
to a repl gcafhpgpdexbq8p)200) 3 for control by said copy control word (CC).
Cancel clgim8 wthout red&'oi o1 ) 9. ABEar atus for _
processi ng a source (Rf%’so 8?‘3. aypled \fpqsaid Asppree i PR) fant@PBIEIrring in
t ransport 8 pagadt sugerpacket GFRdhandcteri zed by: 4 means (104)
responsive to said S(iuﬁmsf(aosyla—e&pdng,ec&p)gaﬁ copy rd(b'ﬁ:%?t@oﬁl@é& fopom sai g
t ransport,pa . : : nmeans responsive to sai
copy con??ol Eéégtkgﬁ%%oﬁd %Bp%lrn R aitlls$12gg()()¢3‘()upl ing of said transport packets
(102A) to a data bus 8 for transm ssion and copying, wherein a first

condi tionlsaid copy 9 l2ontAnparatas cof( ¢laim) 11,s whepsinseid atdpyecadtralopyi ng

per mi t t edz angoid QCC)CRUMdIEIveS of al BohtriNSORIikioR Ateslifig (HHAA) et&p?éi d bus
is enabled, and 11 in a second condition said copy control data (104A) is

representative 12 of _copyin rohi bited and coupling of said transport
packets (102A) 13 toldai nypdﬁgatﬁg ofj clapnell, wherein said copy gentrolAppar at us
of claim®, wheddEWDriszowli¢ativehaf aseomtrdli cedition prohibiting copying.

14. Apparatus of claim 11, wherein said copy control
word (CC) is indicative of a control condition enabling only one copy.

1 15. Apparatus of claim 14, wherein responsive to said

2 copy control word (CC) indicative of said only one copy said control

3 means (208) amends said copy control word (CC) to indicate copying

4 prohibited.

1 16. Apparatus of claim 14, wherein responsive to said

2 copy control word (CC).indicative of said only one copy said control

3 means (208) amends said copy control word (CC) to indicate copying

4 prohibited in a superpacket (SPa) coupled for copying

1 17. Apparatus of claim 16, wherein said only one copy
(210) includes said copy control word (CC) amended to prohibit

3 copying.

1 18. Apparatus of claim 11, wherein a copy (210)

2 generated by said copying means (200) includes a superpacket (SPa)
3 and said copy control word (CC).
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.2 condition said copy control data (104A) is representative of copying 3
permtted apgogimbd control neans (111) disables transportpgeusseR2sd4 signal
‘decoding. 1 11. Apparatus (200) for copying conpressed
.digital 2 video and control data occurring in a superpacket (SP), said 3
apparatus conprising: 4 source (102) of said superpacket (SP)
wherein said 5 super packett §-SP) i ncludes a copy control word
(CC and a 6 transport packet (TP); 7 means (30) responsive to
said source (102) of said 8 superpacket (SP) for reading said copy control

word (CC), fromsaid 9,super t SR ' . . neans 06A)

coupl ed th said sourcﬁ'( 13??311%(%)‘?5 8%63’%%]@1 wh%rgrrh sé’(?pé?%c‘i?é‘%‘!"?sp) to a
medi um (299yerdfgC) jpermits only one coppngr erpnédH) gewsptedebydiaid ve to said
copy 5(2)8})3 ol copyiing Ideans((@00)f imcludent & dubbfggigapgm audsaidfépglowdtfmll

means : ﬁg@ ; : : paratus of claim ,

wher ei n S%.i dwglbp Qﬁé’?ﬁf&gnémﬁ’#’a‘%q Is indicative of a control condition
enabling multiple copies. 1 13. Apparatus of claim1l, wherein
sai d copyl control 2 20 dAppayaths dfndiatmt 1 V.e fafther comprising: amghinsi on

pr ohi bi ting @oRyifee redeiving a control sighthl (ETRLRinthcaive blidpyldonuler ei n

sai d COpY, coﬁtgob&AV\ord (CO is indicative of a control condition -

enabl i ng only 0On op)y. 1 15. Apparatus of claim 14, wherein

responsive to said 2 copy control word (CC) indicative of said only one
copy saidicontrol 3 2bandppatdys afecldims20,dwhepsinconttrall meand (RGK) to

i/vhndi cat e £Oopi figpchsiw 08idake! 60saildl copy tcom:lrol wor&QC(’?pQ@d %Eidfp@rfxtr&:c ai m d14’
erein responsi,v a .. COopy. nt.ro r cative of sai
only one %op?g%ﬂi @t‘gkfr’%‘ﬁcéwerre nssa?‘ffagy %o\r%‘f?gséaggi(dbgg )y control word
(CO to indicate copying 4 prohibited in a superpacket (SPa) coupled for
copying 1 . 22.17 Appppaausafisclaifn cl9qi whéréin wheopy cosaroll wordy one
copy 2 421@cy pronisiengSAipyisPRY cofpietiClo BefdtaleCh) contrdl deghd (Aol bi t

3 for coupling to a control signal conductor(CRL).

1 23. Apparatus of claim 11, wherein responsive to said

2 copy control word (CC), during said copying condition signal INHPB

3 inhibits an ouput transport packet signal (PBSP) from said copying

4 apparatus (200). ' '

1 24. Apparatus of claim 11, wherein responsive to said

2 control signal (CTRL) transport packet signal decoding is enabled in a
3 first condition and transport packet signal decoding is dissabled in a
4 second condition.

pae

R 25. Apparatus of claim 24, wherein said second condition
. 2 enables copying. '
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3 copying. 1 18. Apparatus of claim1l, wherein a copy (210)
2 generat eWoPp2843d copyi ng neans (200) includes a superPEkN2388P7)

and said copy control word (CC). 1 19. Apparatus of claim 11,
wherein said copy control 2 word (CC) pernits only one copy, a copy (210)
generated by said 3 copying neans (200) includes a superpacket (SPa) and a
copy control 4 word (CC prohibiting ddpying. 1 20. Apparatus
of claim 11, further conprising nmeans 2 (102) for receiving a control
signal (CTRL) indicati26e dfippaogpys ddf0) dbr ondalling( 2 fetdyding dd¥Gée 88354 15 1
21. App?ﬁat pﬁ)@f cBhipr m@é)l wherein control m;ans (208) 2 IS rFsFonsi;/e
to one of ;said copy C [ ai con si gha CTRL

i ndi cative of_ said co?rpe (r:lgn d’&%R%?s Vfog%a Sguree {001) of cong.g'ess BBpar at us
of cl ai m419dlamérwiﬁ°aarts’oﬁ9n%ht¢am ommramg in (temspprtopadkiets (g02Apyi ng i s
coupl ed t® gembriatlading data dor TopyadontrGl,REIr Aerivingr fx‘bﬁUFﬂaid‘Qréxﬁg@rtcont rol

si gnal Co@duﬁic‘kree 2A)'L cogy control dataz( 0 ,par atus of claim 11, wherein

responsi ve to said lﬁﬁ? during said Copél n
condi tion’si I NHPB"":%m HFT%"“&W"OER)&E“C{ CQRY¥ peAntral adatat 4g\%al ( PBSP)
from sai8 c&:ygwrwng apgrpyaserirqlowoyd (€C); and, 24. Apparatus of
cl alkmt 119 wherein remnsl(\wl)t forS 8bukplih 5 saggr@dpgl c@mgna{vof@'fecglj)t; ganspo[t
packet si na an ranspor
packet SI 9 ?Sco gk% SI SS ecfg“fj1 coZidlf“gsec Qg%@df?s%ﬁswi to
25. Appall tu%al f°°é’Va‘f v )n sai d second condltl on 2 enables
copying. _ . - 26. Apparatus (100) for controlling a recording
device 2 | (200) i ncl avll nqg&wﬂﬂ@%ﬁ 18P V6 | Wherk Sail0Ls P cQg;G&D of 3
conpr esse e QUL g nspor
packet s (goz‘l(g}éaﬁg i’ncl 8 nf {Ue ?%r @L‘%?Pgoﬁ??t&rﬁ °%‘P"88?. ving from5
sai d transport packets (102A) copy control data (104A)

1 28. The apparatus of claim 26, wherein said recording

2 device periodically receives said copy control word (CC) and absent

3 said periodic reception said recording device(200) assumes a copy

4 prohibited status.
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6 characterized by: 7 means (105) responsive to said copy
‘contr ol data, oagbas 8 for generating a copy control wor gcifdsi22edad, 9
neans (151) tor coupling said copy control word (CC) via 10 a data bus
(CRL) to control said recording device (200) responsive to 11 said copy
control word (CC). 1 27. The.apparatus of claim 26,
characterized in that said 2 copy control word (CC) is representative of
a plurality control 3 g CO ditigns. ECA883416 1 . . 28. The
apparatus 'of claim 269 chAPRAAINS éé‘&"% for Hatording compreised, digitil devi ce
peri odi cal2l y videseiapdscenirel daay osewring imotranspe) packets,ngomipsising:sai d

peri odi Clrsecept i on saifirst eeednt (P02 \cotpled0®r 4eceidingUaesuptrpaket Prohi bit ed
st at us. N . . P o) r

Gigitai 2¢ gEpsh SRy inéfhaind A0RH SonbePHorhXoGR R U MinGSORp RRE
char act er i*zedT8) by: 4 first neans (102) coupled for

recei vingéa super packetecond meansallG2P) coupleddfargreceivipg eamtraiotlataor d ( CO)
and a tranpspqaélubpkdatd repledéitative of copy control 88GOQFD4ERENS (1020
coupled fgr recel ving gy Bbuftahhd® said ikt H3! kGO SAAMEY S O
copy control data (10 . .9 .. neans cou | 87210 Shi'T T st

recei vi ng nedald €8PYy Hgwoed fremy gaidosyperpaskedi word from said

super packst ; 11 means (200nreouple2d6n) sanlipbeaiving smiads rd02) viong neans
(102) fornlzcop?&%ygﬂq S@pdipackee’ FKaind( SP); and, 13 contr ol
means (20 coupled to 0(il

r | an 0) 14. n aid se d
recei vi ngl%)means (1 026)0 or rag?]r?ér gg?ﬁﬁoé%llgg éooﬁﬁdnégafgng %%'}133({?@06&
responsi Vi@ t 3ndoaid si56ARE ey ing\dvenns nfiD26at fasncangrollingpsaid cfAnyim®dy sai d
copy conti4ol mexnd (ZNHApnmsporsiveratol corespondangeebetwern ligfaraiationont r ol
data (CTHL) repkesiitd By $Ridlcopd! oty wbid (CXONhhE! inféinfatioh04A) - 1
30.  The l%ppz%ég?}eggntgé l%ll %ald %%htr%i] Uats t(?f’f'lff)d re':;?retsgn%tiéea 'oq’ said copy
17 control data (104A).

30. The apparatus of claim 29, wherein said second
means (102C) periodically receives said data (CTRL) representative
of said copy control data (104A) and absent said periodic reception
said recording device (200) assumes a copy prohibited status.
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2 second nmeans (102C) periodically receives said data (CTRL) 3
represent atygggstbissai d copy control data (104A) and absenicrifofhise
periodic reception said recording device (200) assumes a copy 5

prohi bited status. RCA 88354 17 1 31. Apparatus (200P)
for processing a source (210) of 2 élgltal video and control data
occurring in transport packets (210A), 3 characterized by: 4

means (203) responsive to,said so ( for derivin cop control
dat a (CC)'Sfrom sai d ?} B?rtat atgpgﬁ)% t(%El Rfessé?ﬁja 80“%3 (210) control
neans. (208) @gilpl eddew aadbﬁ@mirdﬁét wwnnggmanra?lspomwatsuﬂmk)sence at a
destinati®»n esmpersihgous and responsive to 8 said copy control data (CQO

control lipg COUpl ing plasifosy Wﬁﬁ(@ to, sgﬂcggﬁﬁze( @DQO);P?Z%W%GI ng

desti nati on, cont

representsat |‘ff’@y1‘i°mr?}‘f d%‘&pgﬁ% fﬂ%rﬁatﬂt SH?F(!I Baé’lkﬂ sc6pkG% andans (208)
determines a 12  preeeitad ofeans r@PB) cfati determprngt ars aqipas:aud destination

?glp )d contr ogarwencenﬂamdésm&hon Ndlidoiréspoasive! td“Qale ¢ ;& dc&rﬁz%ﬂsﬁ’ﬁﬁt palcket S
to [ 651 sec n sajd control neans
(208) 158861 ﬁ?neshhgaédbgen%e of gat?%flspgﬁl P%c %rsﬁl s said control

nmean’s ( M| es coupling of said transport packets (SP) to said 17
destl nat 1®n. wherein said copy control data (CC) being representative

11  of copying prohibited and said control means (208) determines a
12 presence of a replicating apparatus at said destination said control
13 means (208) inhibits coupling of said transport packets (SP) to said
14 destination, and in a second condition said control means (208)

15 determines an absence of said replicating apparatus said control
16 means (208) enables coupling of said transport packets (SP) to said
17 destination.
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