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Presently existing systems provide differing degrees of sophistication in terms of
20  their ability to analyze and screen objects based on X-ray data obtained about the object.
Some, for example, balance the speed of baggage screening with the degree of certainty in
screening for explosives, contraband and the like. In addition, especially in the United
States, operators of such systems have varying levels of skill. Often, operators of first-
level screening equipment for checked or carry-on baggage at airports have a lower level
25  of skill than those who may be located remote from such equipment.
| There exists a need for improved systems and methods for baggage screening for

explosives, contraband and the like at airports and in other locations.

SUMMARY OF THE INVENTION
30 According to one embodiment, a method for remotely analyzing an item under
inspection comprises acts of collecting data about an item under inspection at a data
collection location, transmitting the data to a remote location via a communication
channel, analyzing the data at the remote location to determine a presence of a suspect
object and provide a screening result, and transmitting the screening result to the data

35 collection location. In one example, the method may further include establishing a
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reference numerals indicate like elements throughout the different figures,

FIG. 1 is a schematic block diagram of an example of a multilevel screening
system,
FIG. 2 is a schematic block diagram of one example of a remote data access
20  system according to aspects of the invention;
FIG. 3 is a flow diagram illustrating aspects of one example of a method of remote
data access, according to one embodiment of the invention;
FIG. 4 is a flow diagram illustrating aspects of an example of remote data access,
according to an embodiment of the invention; and
25 FIG. 5 is a schematic block diagram of another example of a screening system,

according to aspects of the invention.

DETAILED DESCRIPTION
The present invention provides a system and methods for remote screening of
30  objects that enables a remote expert, which may be a human operator, a machine or a
combination thereof, to access and analyze data collected at another location and make
screening decisions regarding the objects. It is to be understood that the invention is not
limited in its application to the details of construction and the arrangement of components

set forth in the following description or illustrated in the drawings. Other embodiments



limted in its application to the details of construction and the
arrangenent of conponents set forth in the follow ng description or
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appremated that the system is not limited to two levels of screening, as shown, but may
include only one level of screening or more than two levels of screening, as desired.
According to one embodiment, an inspection station, such as the level one or level

two inspection stations 104, 106 illustrated in FIG. 1, may include an inspection machine

25 108 and an operator station 110, coupled to the inspection machine 108, that may be used
to scan and screen an item under inspection. The item under inspection may be, for
example, an item of baggage 100, or may be located within an item of baggage 100. The
inspection machine may include, for example, a single-energy X-ray scanner, a dual-
energy X-ray scanner, a CT scanner, a magnetic resonance imaging (MRI) scanner, a

30 nuclear quadrapole resonance (NQR) scanner, any nuclear-based imaging scanner or
gamma scanning system, or a combination of such scanners. It is to be understood that
although the following discussion will refer, in particular, to X-ray data obtained about the

item under inspection, any of the above-mentioned scanners may be used to scan the item



30 nucl ear quadrapol e resonance (NQR) scanner, any nucl ear-based i nmagi ng
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remote locations, as is discussed in more detail below.

According to one embodiment, the X-ray data obtained about the item under
inspection may be transferred across a communication channel 206 from the data
collection station 200 to a remote server 208 which may in turn transfer the X-ray data to

25  any one or more remote expert stations 210. As discussed above, the communication
channel 206 may comprise any of a telephone line, the Internet, a wireless channel, a local
or wide area network link, an intranet, a dedicated link, etc. that may be used to transfer
data to a remote location. It is to be understood that the term “remote” as used herein
refers to a location that is not on the same premises as the local item. For example, ifa

30  data collection station is located at a first terminal of an airport, a “remote” expert may be
an expert located in a different city, at a location in the same city that is not the airport
where the data collection station is located, or another terminal of the airport, etc. Itis

also to be appreciated that the system need not include a server 208 and that the data



data to a renote location. It is to be understood that the term"renote" as
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and/ or ‘ i RS GHoRR R is hlSmeliay
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the X-ray scapner may sc t he enéére item for exanple, an entire item of
baggageon Phihg RotaySFatehaRsl & asiqriatsd coPWRg MY nay scan a portion of the
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t
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view an X-ray image of the item under inspection. In one embodiment, the operator
interface may include computer equipment that may be adapted to run threat detection
software. In this embodiment, the displayed X-ray image may include indications of
potential threats that may have been detected by the software. For example, the image
25  may include a threat polygon, or a highlighted region that may correspond to a potential
threat located within the item under inspection.
If the operator determines that the item under inspection may potentially contain a
threat, such as, for example, an explosive material or other contraband item, or that the
jtem under inspection warrants more detailed analysis, the operator may decide to transmit
30  the X-ray data to a remote expert station, as indicated by step 304. If, on the other hand,
the operator decides that the item under inspection does not need to be examined by an
expert, the item may be passed along to either a higher level inspection station or to a

loading area, and the operator may allow a next item to be scanned by the X-ray scanner.

It is to be appreciated that although this, and the following, discussion refers to a human
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X-ray data may be transferred to the remote expert station, as indicated in step 312.

It is to be appreciated that the X-ray data may be transmitted in step 312 using any
conventional data transfer software and/or protocol. The X-ray data may be transmitted in
digital or analog form, in mixed signal form, as compressed data (which may have been

25  compressed using any compression algorithm or technique known to those skilled in the
art), or in another form. The X-ray data transmitted may be raw X-ray data, or may be
processed data, having been processed by software running on the data collection station
operator interface. In addition, the transmitted data may include identification data in
addition to the X-ray data so as to link or identify the X-ray data with a particular item

30  under inspection. For example, the identification data may include data such as, but not
Jimited to, data associated with a digital photograph of a passenger or person to whom the
item under inspection belongs, flight information (such as flight number, airline, point of
origin or destination), a passport number, a bar code of a ticket of the passenger, or other

data regarding the item or the person to whom the item belongs. This identification data
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potentially present in a suspect item, then the remote expert may be selected on this basis.
In another embodiment, the system may include a server 208, as illustrated. All X-ray
data may be transmitted from the data collection station 200 to the server 208, which may
25 pass the X-ray data on to a selected remote expert station 210 based on criteria such as, for
example, availability of the remote experts, the amount of data traffic present on any given
link 212 to a particular remote expert station, etc. Once the data has been transmitted to
the remote expert station, the operator may wait for instructions from the remote expert
regarding handling of the item under inspection, as illustrated by step 314. During this
30  waiting period, the suspect item under inspection may be removed from the conveyor and
stored so that other items may be scanned in the meantime.
Referring to FIG. 4, there is illustrated a flow diagram of one example of a method
of remote data analysis occurringAat the remote expert station. In a first step 400, an

operator may log on to a remote expert station, and/or computing equipment located at the
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who may have hi gher | evel of skill or nore expertise than an
station. Thus, in some embodiments, the remote expert may be a human operator that may
work in conjunction with threat detection software running on the computing equipment at
the remote expert station, and in other embodiments a human operator may not be present
at the remote expert station.
25 In step 406, the remote expert may analyze received X-ray data for potential threat
items, such as, for example, explosives or other contraband. As discussed above, the
transmitted data may include raw X-ray data, in which case computing equipment at the
remote expert station may perform data processing to provide an X-ray image of the item
under inspection for analysis by the remote expert. The computing equipment may further
30  include advanced image and/or data processing software with which the remote expert
may manipulate the X-ray data and/or image in order to determine whether or not a threat
is present in the item under inspection. According to one embodiment, the remote expert

may run tailored threat detection algorithms on the X-ray data, depending on information

contained in the identification data. For example, the threat detection algorithm may be
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officials, such as the police. In another embodiment, where the system and methods

described herein may be applied to performing remote diagnostics on equipment or
components, the remote expert may discuss with and instruct the operator at the data
collection station regarding how to repair faulty equipment or components. Itis to be
25 understood that a voice connection between the remote expert and the operator may be
established through the system (e.g., using the computing equipment at the stations) or
using conventional land or wireless telephone lines that may not be otherwise associated
with the screening system.
' Referring again to FIG. 3, if the remote expert informs the operator at the data
30  collection station that a threat was detected (step 316), the operator may respond
appropriately (step 318) as discussed above. If no threat was detected, the operator may
allow the item to continue on to either another inspection station or a loading point, and
may continue to scan and screen other items. It is to be appreciated that, in one

embodiment, remote analysis of the X-ray data collected about an item under inspection
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embodiment, multiple data collection stations 500, each with X-ray scanning capabilities,

may be located at different data collection locations. Each data collection station 500 may
X-ray scan an object (item under inspection) and may have automated, first-level
screening capabilities. Similarly, each may have a human operator who performs second
25  level screening through viewing and/or manipulating a reconstructed image of scanned
items on an operator interface. X-ray data of suspect items, possibly in combination with
identification data relating to associated passengers, may be transmitted over a local
network 502 to a local server 504 and local workstation 506, where Level 3 screening may
be perfoﬁned. Again, the screening may include automated detection software and/or a
30  human expert who views and manipulates a reconstructed image of the object on the
workstation operator interface, as discussed above.
Still further, a fourth level of even more expert screening, located remotely from
the data collection stations 500 and local server 504, may be performed by transmitting

X-ray data, and/or possibly additional passenger information, over a communications
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communications channel, or over separate voice and/or video links as described above,

between remotely located operators.
The present invention thus allows for remote, specialized analysis of data collected
about an item under inspection, even if sophisticated data analysis, threat detection or
25  image processing algorithms are not available at the data collection site. Furthermore,
using a server (see FIGS. 2 and 5), remote experts may be networked, and X-ray data may
sent to any currently available expert, regardless of their location. In addition, the system
may also be used to transit “training data,” i.e., data that may have been artificially
generated or stored from previous screenings, that may be used to train operators, experts
30 and algorithms in detecting threat articles.
Having thus described various illustrative embodiments and aspects thereof,
modifications, and alterations may be apparent to those of skill in the art. For example,
the system and methods of the invention may be applied to remotely diagnosing faulty

equipment, components or the like as well as to baggage screening. In addition, a data



by such a system according to the present invention. The nunber of |evels,
and arrangenent and |l ocations of |ocal and renpte screening stations, nmay
be arrangwo wBo2mswit 10 a particul ar application or organi rzariusa2/sfi4@n
airport or airline, or the like. In.ope enbodi nent, the occurrence of
suspect itens transmtted to a next higher 1level may be tracked via an

el ect r oRbRe@onatHPARFAnSNE £88ahhH ot Yhal £ X-rANscBXRE! duchhs,For H&Xpld)i gher

| evel when a certain frequency of suspect itens have been noted in a single
al r por t & Ghsepaoey; aphingy iransferadaty dberdhapBriay date o feremots expert siaton, fpiat t er ns,
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col | aboracesurel-GhicBXa R i purpEseldf MtaRMeitdnot et do BE lighifide I et
| ocations, nmay be able to V|em1the sanme reconstructed i nage of a scanned

obj et whRICOTdhRinyentioneshed badstesmingd grom pn@éerr@ﬁﬁf@tloal@éma@pendeé

mani pul %% itional collaborative tools may include text, 20
voi ce, %}Egdf&aﬁP%ggggﬁﬁ ﬂgramnngs etc. that may be able to be shared

t hrough the conmunications channel, or over separate voice and/ or video

| i nks as descri bed above, between renDter | ocat ed operators. The present
invention thus allows for renote, specialized analysis of data collected
about an item under inspection, even if sophisticated data anal ysis, threat
detection or 25 imge processing algorithns are not avail able at the data
collection site. Furthernore, wusing a server (see FIGS. 2 and 5), renpte
experts may be networked, and X-ray data nmay sent to any currently
avai |l abl e expert, regardless of their location. In addition, the system
may al so be used to transit "training data,” i.e., data that nay have been
artificially generated or stored from previ ous screenings, that may be used
to train operators, experts 30 and algorithns in detecting threat

articles. Having thus described various illustrative enbodi ments and
aspects thereof, nodifications, and alterations nmay be apparent to those
of skill in the art. For exanple, the system and nethods of the invention

may be applied to renotely diagnosing faulty equipnent, conponents or the
li ke as well as to baggage screening. In addition, a data WO 03/029844

PCT/ US02/ 31146 -12 collection station may include a scanner other than an
X-ray scanner, such as, for exanple, a CT scanner, and may transfer data
other than X-ray data to the renpte expert station, for exanple, CT data.
Such nodifications and alterations are intended to be included in this

di scl osure, which is for the purpose of illustration and not intended to be
limting. The



5 scope of the invention should be determ ned from proper construction of

the appended clains, and their equivalents. WO 03/029844 PCT/US02/ 31146 -

13 CLAI vBvob3/ozesaet hod for renotely anal yzi ng an item und@cTiusspeanté on, the

met hod conprising acts of : collectiyg data about an item under inspection

at a data collection location; 5 transmtting the data to a renote

| ocation via a communi cation channetjAmagal yzi ng the data at the renote

| ocation to determ ne a presence of a suspect object and provide a

screeni ng Aesgthod ferrgmete Yeigrag iteme uadar grsptpeiipny e mathadconpising a

col l ecti %fl c;fo,cati on. 10 2. The nmethod as clainmed in claim1l, wherein the
oll

act of corlecti ng data includes X-ray scanning the item under inspection

to obtain X-rayleclatigalatdaiotit ddigerh Liederunghestidnns Reiata ddllectionh loddi@n{ret hod as
clainmed in claim1l, further including an act of pre-screening the data
priof to trar&wpitipgtherlatadyegemeteneationvin ecorparicgien damedler ni ne whet her

the itemund i i i S g&ﬁ LCl 4 net hod as
claimed in c%?%%gtaigﬁg%ﬂﬁﬁgﬁ%n@%?& gﬁoﬁoadnézm el%lle%ﬁ%lggag gus}%%l udes
t ransm tabjecg andprostatea sorekyingmemnlif 1wl i t em under i nspection includes a

suspect article. 20 5. The nethod as clained in claim1, wherein the act of
transnitting FHHSTUERg Hisisprgeag gesplt t H’-et‘ﬁ? Q?QIF%P%P‘F%’@H on location includes

establishing a tel ephone |ink between the renote |ocation and the data
collection location. 6. A renote screening systemconprising: 25 a data
col l18ct i2onThe ateihmd aslokimediardaian] , iwhensin tieerct pHelectingxdnts mehideaXrragat a about

th it 1d I ti : t t.at | .adapt ed. t I th
data abottt PREET A RSP TorEph oo XS b niut R Bl psPedih: T or e
item under inspection; a comunication channel that couples the data

collection station to the renote 30 expert station; wherein the data about
t he it erh uhbemethodss claimaef inglaimah dwither serludingew actof pregsereeninggthe datei on

stat | on Fioid S Bl S CARPL e fldi@bokith LR GAMMPRGRL Bl GRANRS - VO

15  inspection includes a suspect article.

4. The method as claimed in claim 3, wherein the act of transmitting the data includes

transmitting the data only when the item under inspection includes a suspect article.

20 5. Themethod as claimed in claim 1, wherein the act of transmitting the screening result
to the data collection location includes establishing a telephone link between the remote

location and the data collection location.

6. A remote screening system comprising:
25 a data collection station that scans an item under inspection to obtain data about the
item under inspection;
a remote expert station adapted to analyze the data about the item under inspection
to provide a screening result for the item under inspection;
a communication channel that couples the data collection station to the remote
30  expert station;
wherein the data about the item under inspection is transmitted between the data

collection station and the remote expert station via the communication channel.



7. The renote screening systemas clainmed in claim®6, wherein the data
collection station includes an X-ray scanner that scans the item under

i nspect i owotog/opdst4ei n X-ray data about the item under inspeatison3ii®e 8. The
renote screening systemas clainmed inglaim6, wherein the screening result
is transmtted fromthe renote expert station to the data collection
station ¥i @nt Benote QIR E RsteNa LA AN in cRim BNRhERIPhE d8GBREUdY sByishem as
claimed in claim6, wherei'’n the renpte experf station 10 includes

conput i rigcledesi quemay scdomr dlcht seans tire itent indeartingpettionttp ohtazl Yory tatmaboutt
analyzeﬁ %he dgta aboyt the item under inspection to provide the screening
resul t. BOUCHHRIPIRNTEIY cening systemas claimed in claim6, wherein the
data collection station includes conputing equi pnent adapted to anal yze

t he data about the itemunder inspection 15 to provide a pre-screening
result f&r Theeenete sergerdes systeapescelpigred in elainfie whetii the serpetrg FR§ullisst em as

cl ai ned ,j L.ai rei j . i nspection is
transniﬁk@ﬁgpgﬂﬁhégpgﬁgﬁgﬁgaBé&?mgggﬁ?@g%g%f%nﬁﬁgﬁ%gﬁgﬂgggggcreening

resul t icoding@tieRiontvhtndehe it em contai ns a suspect article. 20 12. The
renote screening systemas clainmed in claim6, further conprising a server
coupl ed to the conmmuni cation channel, and wherein the data about the item
under iqis ' [ - ] : ' ] t he
data 1o nont Euifle SEebiATSRIc BrtibhoyR (R e bn i FaR LEAIEMAD, e
cl aiwved includdsaiompbPing wipepment adaptbd tatuintatheht deemion algexiden thas tedlyzess ar e
coupled to,the server, and wherein the seryer seLectsB%o whi ch one of the
plural i ttbe dita pho the tsm upder Mpspectipndo provdds e stigeniag shltsed on predet er mi ned
criteria. 30 14. The renote screening systemas clainmed in claiml13,

wherein the predeternmined criteria include availability of the renote
expert stlaThersnote screening system as claimed in claim 6, wherein the data collection station

includes computing equipment adapted to analyze the data about the item under inspection

15  to provide a pre-screening result for the item under inspection.

11. The remote screening system as claimed in claim 10, wherein the data about the item
under inspection is transmitted to the remote expert station only when the pre-screening

result indicates that the item contains a suspect article.

20
12. The remote screening system as claimed in claim 6, further comprising a server
coupled to the communication channel, and wherein the data about the item under
inspection is transmitted to the server which then transmits the data to the remote expert
station.

25

13. The remote screening system as claimed in claim 12, wherein a plurality of remote
expert stations are coupled to the server, and wherein the server selects to which one of the

plurality of remote expert stations to send the data based on predetermined criteria.

30  14. The remote screening system as claimed in claim 13, wherein the predetermined

criteria include availability of the remote expert stations.



