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clients can send requests for particular functions. The ORB then forwards
these requests to appropriate servers of which the ORB is aware and which
can handle the function needed by the client. The client and server(s)
then interact to determine appropriate interfaces to use so that the

client may use the program objects provided by the server.
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In current versions of the IBM WebSphere Application Server product,

an administrative server is the central point of contact where all



In current versions of the | BM WbSphere Application
Server product, an admnistrative server is the
wa@eozi61poi nt of contact where all WO 2004/ 02F6L2B2003/004063

PCT/ GB2003/ 004063 4 admi nistrative requests are

directed. Securing this admnistrative server only

requi red configuring application servers as secure

clients, but the applications servers did not have to
admirieteifve gtk REsBS a$e CiraciSaY.VessurMsy ths USREnGijrecive server

only %S-uﬂédolé\&%l%ﬂri aﬂmcglﬁl%tnr Qéfx)é@sszfsr %@Eur leéﬁgs, but the
m nistrati ve [0) ects wer eba n%e IA he ap}gl i cation As

appllscéF%/‘érfss SeE¥Es JBP%&’E‘HG Mt PF HEheSHSY 3 RV 576

no ussgnebiecie. ajdonblaed %sth@ﬁldmelaﬁtéﬁél‘ﬁaﬁéﬂwmwn? o)

admidiBE€lad&cashidaL stweat i ate owddinat tienappidat DorliS€rvers, this

appr @Hl Iﬁgtsftﬂétﬂe\sas obj et S PNedhe@PRLLLat i on server,

obj ect level security (Instead of server |evel
security) is needed but not supported by |egacy
aHemeverct a9 espliqrtigrehayscenkvedabd iapphdc adiigristrative
functlbh€ easieso el ddenashianiwd Laféae beSoLr &g ivkiioh needr,

ob3 e&olg@elpegé&qttgdq nsBYRN oF fg%%ggr Lﬁ.,%l rs%%ey{tgﬁslmxe@gd but not

not _need I'Ot ected. Under CUI'It

Supp?&ﬁ‘ér@’s l?\?ﬁcéfhajé?hétg 8T | &S iV lcatlo
proceggnd ninsilnde iaduipisiteetive ecasebrgeswyhl ¢ bee@lut@alm @aoiFerctedf
even WHBligOREEEtres6Gtesi oy b ndiySadd @ded Ror bélsebrehjeact S Under

prese@lredséce&% GRS saﬂlcrhe al-d Y edQe 1t qtev@le %@c&ﬂtybgch%ﬁgé” e,

enf or.ces er f or mance ecess ri nd
aniiAGER ALY B FRGET N NG UPREEPRLT o ing cojeet ddriey
is diggbhest-i zatfonuprrockisses anst esoupps wéﬂelcltl dfeﬁwe\sébu%cetr need to
be scahfeCtthis|dnfoheessyspifvimameentdgueedinheceisaaiye and

undesS.L?cQHI[\_} tbty{ Mqulrky agﬁ'reﬂk'_‘}.&aﬂ.lgmé%@e§ugio§§mé1@9 processes to be

m ni rative resource

wov 1 {fint COEhE 193 e SOiftos Fabry. SORARCd PO QduLr] by diseble
SecuﬂﬂtéaWﬂ?C@I%Wtq¢éa¥%ini¢ﬁL§ﬂ?%ﬂql§@b¥q?ﬁ0?¢m}ﬁgSt@SEMMﬂQR?qurce
securlitdz, DINSCEEAIRE: Acensdisagtiyly it unayentbon eppmeddes s@ecurity

breacrﬂetfhgdchl na@nlgh§’t§1ralt% QantﬁgHQu“ ng donai n corrprl Si ng:
di stributing adm nistrative objects and user objects

to one or nore application servers; defining a gl oba
security flag fofU8BRAIF FE%é?IS%?ﬁE’F‘Fty of
adm ni strative objects; associating one or nore

aaggéfﬁhbw %ﬁé %eéafauwom&ésagsmg\moﬁ intepf aces

di strib tive
comp b SHIRRG SHET G R CEREFES SBPUPLEToHE By oghe and user
objecispk caei on nose vopligetéep Ferationdefiing coieml security
flag o@C&E®ini TeveDes@furityr ee dvadesstranivhiobhedtisk Sdssapileing one

or m&%egp&mcggio% @Qldfegdgg&m ahLye m@ﬁu 1@1Q:E§fa%re§ Y QL est ed
securl Sal aSSOCI at

obal ed
asseighoP Al ST SEF Buelert o MGEo b CRSs PR sy
operafdeph dPvndE enpd &rat ioh|SeETSr &Pecméawophmh aeghient Yprocess
in or@peE atlireasmdilet, aichmivimi it £atdtveodbjuset Sbjadies prdtagotictrative

objedMieh el Nrsaldedl Phak: $eUrdit ¥eldagy i SN2k edi Andss@i-tea
application server security flags are enabled, in said second mode user
objects are used without security operations but administrative objects
are protected wherein said global security flag is enabled and said
associated application server flag is disabled, and in said third mode
user objects and administrative objects are used without security
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objects, or package of objects to be protected when global security is

enabled within the security domain.
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Pro“#?h@%uéﬁrﬁ#égguére preferably utilized to conflgure
obj ect-level security in a domain: (a) a gl oba
(@@H@a@lw dc%o %@snbﬁtfﬁagg Ve SRGMEHN), $8AYEE Yo tdEigure
ob g r g 1 ae.lnl Ca ! On logﬁ %cgmaslegvlilr:tl‘.ét y
Je?ﬁ ﬁﬁ?ié Yhélﬁorner refera Rar it ai ned at
admntlﬁératd@ﬁmewurrwén set:%waﬁlta@r (B @Pér%i‘bF“S?r% Feet¥qagion
servéroseantitapillabsat inanle st eformdhe sgbodfarasiacmrityaihbdgt the

domaid @g\%'lab{:]ye qgt&@é‘rmaggspfé,@@a@@& &fecﬂ@ic %l)l each application

dm':H’l St Egallvgeé)u %T,]I Sta?ég?re%era J?/d %t@& y&ho%{l gh@% cfr not all

CfOfTHI n. ese Ive O S are

adml%ﬂs§éaqﬁv§t%R$thSt%ﬁ@ BPOF eFERE PEHEY T Eﬂ?sé?Wﬁﬁ?or fThF%F
adniBachetdppl slgiatct omrseprafersaiyualdoy 1l pn efher ablrprentioned

descﬁ%pf &81e0r ks as@)‘p@§ca§§6ﬂ réeﬁ:yelf %%cﬁ'ﬁle;& Qﬂigeg:@féiabiyh%nables
or aBBRLLEALLENTELIETLO OLED oL {RELLALOR OO Yo co nscn
it pyspaRt oY PHAt IS PRt aff-ff%f é?cé’éllyfrys%fcﬁ]il‘? t%ﬁmbweﬁtéf‘flafﬁs
obje@tseopehborswesteby provi di ng separate ‘security

operations for admnistrative objects and user

o ects Preferam

BFreaP b Ser b b R A i aiih TaRer By separae

secu@mye%&exﬁﬁ%% 5%§‘d{5‘§1njsgéF%’€t"en@b3§ﬁtﬁc"’tnidoHS?rr 8hi *3fie

group of exporting a CORBA IOR with tagged conponents
f %e.’é@%‘bl? bjreet spos@mbmo Bb i LRbEDI S BFYIQES WREESrver security
flags QAPLf'l xglnstsfg{;yveer B eecrt o@e%%&césegy%%%ctﬁig gﬂaat%ltfe.or from

Drovi [N an i str
the QE%?P ?ﬂne§8?3¥ln%rﬁ~§8 F%'EQFlWﬁFhSEﬁqﬁgﬁ CORREPEEppPY EatT ghiects

on am@lverionsesrvelp edtersenwilitarips seamablusgr object security is
enabled, and providing an object type in an UDDI registry for user objects

seve

on application servers where application server user object security is
enabled.

Preferably it is possible to access a declarative list of objects to
be protected.

Preferably an application server (eg & WebSphere application server)

is provided.



Preferably it is possible to access a declarative |ist
of objects to be protected. Preferably an application
waeonme76feg a WebSphere application server) iBCT/GB2003/004063
provi ded. WO 2004/ 027612 PCT/ GB2003/ 004063 7
Preferably a client process is provided as an
Enterprise Java Bean. Preferably user objects are
provi ded as Enterprise Java Beans. Preferably
adFF AT SEP &Y ity 61 BBjteBY S a8 el pPBvNided afs aVEBdRsPrise Java Bean.
Preferably security operations selected fromthe |ist
of pautdigpiy Gakt Ab;eatd ROLI Zaki Iy 80 EANSRAr fava Beans.
protection are performed. Preferably a security
protocol selected fromthe group of Sinple Qbject
Ac EESSTPP Bt GEBInidTdaFitte PLIBRBS Prrst BVl ded asnighbenped.
" Preferably a service description nodel selected from

t he QP PlsechBle 2P0k e bose LY Lesa Debi,nidd 9 larguage
h \\eb_Servjce E oi n d Interface

Wi Language an
e e G g0 s BTy e ACEUPAr G, C6° aaErars

aspect, the invention provides a conputer program for

useréfiprabl st sedutied worputli hgldondifronSaied geONPUE eFimple
Obj QULOPERRE EBESSiaRE BIRILFH 6a58e HEANS AdRLEd tO

performthe follow ng steps when the programis run

on_a conputer: distributing adm nistrative objects and

usBFeisEpbt ¢ Eervfe HschiRtécnppidpt atsleataefyen ghe group of
IDL gefli webn gervigks it inSeiour Ldngubdagi tiowedopaivicb edt@boint
LandB64 dnbly e -2l Besidialiby 008! $s @8RG ati ng one

or nore application server security flags with

interfaces to said distributed adm nistrative

obPetELing 18 S MwgConéherinyprelonserqitidey a computer
prowpel At s ibya atisapfutedtdoppuisienvesmaiin, CeOpet@atpiudsr program
comﬂf%_i&l&gap&zjdr%ﬁt codd %@@r&s ali&bt%aetcgg_eEert%etIE@@%§log!iﬂg¥!ﬂeﬁg when

node user objects _and., a istrative obj.ects
che prb e B Gl By D e AT ] ey 5 ects ana
usery SRHGCAt BRI CAppIT EAtT GRPLERFEPT SEETRYS yieiiagag ar global
secignab|f@dg far §amadnseemidsequptiey uSesdndbj eittas ioe @bysed ;
assd@ii_gxtbﬁllé;t oS G hde Qgﬁg.@ﬁt%_sgﬂzteragé_ g Hu?&%ﬁ} rﬂgbé/%ri_tltq interfaces
e ro erejn sai 0 security

co PPhCELE-ALE LR ShERLAT AN ShleRR tuel S8R Gt or more
SCCUTAFY SPSTREGF PYIPE RS dC2 AT T Vehild Eprregatirsduigser client
progeif gt snarvd Hardeningdeasat v ehol) gétst arée used aitchoutand
adnis@Stiati Yo BPEERS LOBSHrOREERIUN: S3Lds Y18BA Sehitt Yidd 8%k caia
assdc%agéds?B{qu.Qatfc[nefsgkgeql %e(; h?Ee qlg’tganargn(tar%rbereé,seln‘]gyi% second

Bean cl[ient process. . Preferab _ There I'sSTan o '
modeEHER FPF KE S AR UBBATE thewr SeBetY . OPepRtaEs Aty Ry gtrative
objecss areMBedrcbethivhipstinabaide gblijadctecubid coridiangid enabled and
saiBOddteht &5 Bl icat NeT @clk-SePEONd d8d1BALOKY eohali8VEhia thira
modei ggéi{ :ofsa%/er]&%S%%&;]aglEir%g;égéirvlebc%iotjeegtsc QT ulgsle%gwg&%%s: nsecurity
operatgcpns wherein said global security flag is disabled.

Preferably there ig an Enterprise Java Bean client process.
Preferably there is an Enterprise Java Beans user object.
Preferably there is an MBean administrative object.

According to another aspect, there is provided an object-level

security system in a distributed computing domain comprising: one or more



WD 2004/ 027612 PCT/ GB2003/ 004063 8 adm nistrative
obj ects and one or nore user objects distributed anong
W@e@4/0oT610r € application servers; a. gl obal sSPCTIGBR03/004063

flag defining security of &aid adm nistrative objects

wi thin a networked conputing domain |evel; one or

nore application server security flags associated with

interfaces to said distributed adm nistrative
adniobjteetésye ahileanseant omere gernisey objpefarippgbuted among one
or nB@é fa%bﬂﬁk&'t@ozb)ée@ﬁelaﬁphl @l&)ﬁohpr‘se&&fi\/ﬁf fldy ceopamat é@firity of
sai a ltnlStIC lt':n?en tob@r ?tljllrlll 3r]§et§£rlzé&r Q&ﬂmgﬁé do_'leﬁMi'eG&

e user o m ni st ratIVGOJt £

one 8F GNBPOTBLLERF 0P S8 GIGDAI I SLHA £ TiA L A by aces
to sa$éclisatduteppidntatitont Sar verecsec it gnd loagrorgr gecurity
oper%ﬁ@&lsegerﬂo'ﬂmﬁﬁﬂedb}? ego aﬁpllﬂﬁaﬁlﬁmu §@fve@bj.re CosSpafiusadth a
c:llevr\llltt hr%lcjztesss ?nglucgrllet l?-?rr g\/%%%é q_lillt w 3;19 tr ﬁgéé/%ser objects and

% s are rotec g erei n sal O al SeCUTIEy 3
admlﬁlPa‘@f%tévee ﬁaw@d; &Rl PrebpHFedstoSPut @ BpFPERTtynttag and sal
asseeaver apdldgatendbgatdredecianty ifdagaiaget ¢naibéle<i nédesaigiepecond
moded Qb&%ﬁj and Qj_damugéé twiahbme s@&ir@.@& Sopaier itsedbuwd bheitistrative
obj ec%(s: garrlgt %J]’oto Qt? %’e 3 éﬁl\l\@gir{ g?obsc&l gec%'r@@@' flés Ci'g 'ehé(blfelda&ld

secgur| era 1,0Nn

0
Saldcéﬁfﬂqlé‘%%d %wfc&féorséeam ﬁla%ﬁér%fﬁyas%% f S’P in said third
modeadaemiobl et aml ebpbtissrarideugairchbjaget wsedprifhoutibtgpurity
opedaR€or@PRhéeahi QN aSgIRN Seawi i ¥1kd agsanssaedated with

adm ni strative object interfaces conprises object type

i ndicators selected fromthe group of a CORBA | OR

wi PFF CAT8 CaD AEEHBHs PP TR S FOBE) WGP s BT Le Security
operappbrisc b1 @imsEisrensivghebiecipmidcatdronbsett¥er user

obj ect security is enabled, and an object type in an

UDPL e % Ly Ig%lyéaec&ogbae%%é s%Burﬁepkia[g@t LAN, SeFMeLStn

wher e ap i ca server user ] ect securl

admnélﬁa’bqaéave plbég%tr éBF?ﬁaﬁsf ecolmgr:asea e%l?:;grcgt 1}3{;)& f.l%/dgtcag?rs selected
fromplthectroup @fhe (PRGReIARedit Groghst epnronERes WA CiFer ORRIsFts on
appJORE 1 e GbSiekyY BREEI fH1aEsibe davebdiski-esbiketr arable is

ena}%ﬁgv\ya%gs%?tob§g rt%é( 1nn§lu ?%DPE[%%PI}I N qg:ep_!ﬁoj ects on

erred ment
0P OB BFFIRET |G B GEGEP TS B he 5r T T 12
enalgefly, and with reference to the followi ng draw ngs:
Figure 1 depicts a generalized conputing platform

ar gpége?gﬂw (Eheisé" (;LP a %c@az&%&vﬁg rﬂgt Qﬁlmyﬁ &rts 8& r]o\éeﬁrotected
uter, persona di tal assi st a

For V{4 BIESSET BPGTORE, Cor 7B HER T e BLCdrS e doy P tied ©o
enalfieguse 2bidrdwesergener al i zed organi zati on of software
and firmvare associated with the generalized

el SHUBEHIEG ks 10 20041027012

A preferred embodiment of the present invention will now be
described, by way of example only, and with reference to the following

drawings:

Figure 1 depicts a generalized computing platform architecture, such
as a personal computer, server computer, personal digital assistant,

web-enabled wireless telephone, or other processor-based device.

Figure 2 shows a generalized organization of software and firmware

associated with the generalized architecture of Figure 1.



9 Figure 3 illustrates a typical arrangenent of a
managenent system and application. Figure 4 sets
wo eootlo2t6he process and i nteractions of the preBentGB2003/004063

invention in accordance with a preferred enbodi nent of

the present invention. Figure 5 graphically depicts

the process of exporting IOR s for shared objects

wi th tagged conmponents in the |1 OP nodel

i nploerertt atlwnrares actridahceranadnent miep gpanggement system
and 8pbadipmpt of the present invention. Figure 6

graphically depicts the process for a client to

request a shared object or service in the Il nodel

i MploBRR R AEFOROF I 488 RUPSRER 20 PTeRApTErBrTedhe present
inveathodimenrtoofanthevighes arvef ermednentpd ingdETAF [P present
invelRESGR!I PTION The invention is preferably realized as a

feature, extension, or inprovenent of the enterprise

server software already found present on well-known

c offsuE e fy Iprirat it dsptdrsashp @rewingl ot Gpat e, Ik for
shar8@ragEsts wathl taeded comsereats Theslse CooPodebnjpwl emgptation in
accomiﬁ{cfeo\l;l:{g'h Q%e‘feﬂé&d et el Mﬂéé%rn%, :Lr&%'hlﬁlon

stations, and mai nframes, and concelvably suitably

capabl e portable conputing platforms, such as

pefiymal 6 dirgiitiahl s seriehst She 'PPEESE, Eoqyshc kPRt BY request a
sharwarcﬁﬂgess dresephoeaecs, tandIobherdel ypesendntpetsonal accordance
withl QTS @gﬁeﬁn@ﬂzﬁmﬁ&%@ﬁtt&" PLMoh: dgMegesm . Therefore, it

I S ‘use to review a generalized architecture of a

conputing platformwhich nay span the range of

i npl ement ati on, frorREFATHERREFFIFRED or enterprise

server platform to a personal conputer, to a

po{‘ﬁeaQLx?entPél Qs B e@‘gﬁ‘ﬂ} ?fgaﬂzregl &2 P&&H}@e, Eicrteﬂlsﬂgmt Qor
) Fg eneralzed archi t cture | S O cent on
AP oﬁ@fl%l ?feg tae ceé’ﬁFF%]Tlsﬁr BTESE| ‘T‘]c’gf iATs 3¢ Jﬁa(%'" %ﬁ”ﬁr&) S AT
well-gnowpremtyng eaRpidgedsush as MeEPTiToBaESEPY 2)e trvers,
and &85 QsHoated . W tHe sk adilbh aeaesSingepDrtforfs’ RAM Incldde ardsonal
com %st O%%kv:é‘émro}ésg aacgg/}g%ln(f:@%mesd Len 1co£<l,:@w§§g] (sgiltébily capable
portrz%%ﬁﬁ@m*(lé? BLARESTRL EF PRcE RTY S
web—mng]pl;qﬁrm@g,g@q t@@sapl'gﬁtgst @ dy el eéufgygeﬁp%fs p@ftsc@g@i information
mand¥ef®iy (rsivftericeéerred to as a "local bus", but also

nay be a nore generic or industry standard bus. Many
uting platfornms_are al so provided. w nor e
st gggﬁéoredr H:/elss ngflﬁsa% HF ey &% ahg?rberal Siedharautecture of a
comg{ut HBD'P]Lat fdropgyicli vy gpiy dbe 1AD02 D4 ADRIEgEptation, from a
higlPChé RR003/00463se IR r¢onpast fding Ctad i ¥ 0 &D,cotPutiRr, to a

port%%l B\QIDADA/JP'weP—VA%aBﬂ. ec?tvﬁ.r;;les@nghcﬂlreo prietary

Turning to Figure 1, a generalized architecture is presented
including a central processing unit (1) ("CPU"), which is typically
comprised of a microprocessor (2) associated with random access memory
("RAM") (4) and read-only memory ("ROM") (5). Often, the CPU (1) is also
provided with cache memory (3) and programmable FlashROM (6). The
interface (7) between the microprocessor (2) and the various types of CPU
memory is often referred to as a “local bus”, but also may be a more

generic or industry standard bus.

Many computing platforms are also provided with one or more storage
drives (9), such as a hard-disk drives ("HDD"), floppy disk drives,



di sk and tape drives (e.g., lonega Zip and Jaz,

Addoni cs SuperDi sk, etc.). Additionally, sone storage
waleoo®s7emny be accessi bl e over a conputer netMOT/KB2003/004063
Many conputing platforns ane provided with one or nore

communi cation interfaces (10), according to the

function intended of the conputing platform For

exanpl e, a personal conputer is often provided with a
compiyicyhdisspéddes eidDal Cp@r t CH-RS» 23D, RB-222stcet ¢.9nd aavprietary
dlskeah@rt%@dlmwél @l gp,orIB{pTJgf B};E’E"Qndt@&d 28R nQEs MUBrDisk, etc.).

rsa r orts COonpu

AddlLéFBl){?eu?’ sone éﬁ% zﬂrérow % af:ﬁeSSlPocacflve%raegom ter
net‘”ﬁ‘é wor k (" LAN) interface, such as an Ethernet card,

and ot her high-speed interfaces such as the High

Ped.aF Wll% h at £ BES Al%EErg-\%.%d vg'lﬂpéﬂé Bg n@z@t é&ﬁrﬂﬁlcatlon
int %%gesazaw recceosr tel eppﬁ)n 1Smc on l t ngS e udtln

P 'af$o Provide Wattaars PFe ueﬁ8’§}p g
platfopg: ) Foy r‘FF{é‘FRJ&eea VA SE RO éﬁrﬁﬁalteﬁslsv\éﬁlien pnO@éﬁé with a high
speedlase@sialt prertc APABE NGSpLzdt.f eren) ,may darafpiedvpaiediwl tdoran
(*EppRf | 3hedo@aba n@b’:é angee@sfbtl (glefl%) okt @ﬁégﬂ@ eﬂoétgo The
compgg{gpg}'l%ﬂntgfo@}n may afgso %eo%rovll ?d w %DDE% hagga Inﬁtd ogikr ("LAN")

ernal” “expansi
intesfagtya FUCiARE ™t éE‘WP@t(qasA) andEﬁhfa%’céﬁgfl raeRd rlyterfaces such
as tBedfidér Berfpetrricecsarriel (kisSAYEE-RPee4 pher al Conponent
Interconnect (PCI) or proprietary interface slots for
hard as soupd,cards,

ch
oy B PR OB A E0t S Aok el PR are, S wifelecs
netWAH]ﬁﬁ?C} rp%aﬁ WY aﬁfﬁn;}o%nm@de%@i’vha% Hadpe diyegernsyt €1RF"and
intePPies wighh entgmeayidedell I hIon@mer camee ©%t esnpalking platform

may SXRAMISEEY 10! 8n(dd)aAld g‘é’h@%r&gﬁgéﬂégg I&‘BZ?) %Q‘céfﬁa%e? Qoo.

easily install and renove hardware expanS|on devi ces,
such as PCMCI A cards, SnartMedi a cards, and various
prePreingr larddunesrs (RFeaseanieney abtle charek doredstegnl
expatdeiareslo@andlit)l, oppyh dei Memst&F tseBnddrienshot &ga-dr ineas,
Enh=h9da Iﬁ@tﬁgﬂﬂ)' @c%k!i% h&P&l%.rtfeQG@& (&PQA' ﬁ&&gﬁé@l Compo
Intercgnnecjco& !ots and extteeé% panston lots i% c
nt erconiéc nﬁéﬁyt e f‘fe( Fﬁ 4°h ‘g’teaﬁ%d&rt oR°
Otheffnltﬁféwsﬁ ' opest: Bassouaﬁ ctfirdectngmery SpardcAndgrhSpics
acceEiSAorer PCl. In many cases, the bus (8) may be of a

proprietary design. A conputi ng platformis usually
pr ddlglongﬁ th _one or nore user |n ut devices, such as
a X Paor "R eVpEY CYE} 2% USTPBF oA FDA 'S, are
PrOVa%‘%ﬂr é’éth CRF)Or BeH @Kt%rqaéue*m@ér@eﬁlm%rﬁll&y al18yingl phe user
the thElicas® efsidypLisanalandC asfiteeliardiafelldkpsisAonkeyhoas d such

as pb f sPT &k l s a T 0 ch as
A S ki AT
b rac‘f?ﬁ()l(f’ﬂ arty ‘°‘t h&" ¢t 448PRet dgtves-

Often, the storage drives (9), communication interfaces (10),
internal expansion slots (11) and external expansion slots (12) are
interconnected with the CPU (1) via a standard or industry open bus
architecture (8), such as ISA, EISA, or PCI. In many cases, the bus (8)
may be of a proprietary design.

A computing platform is usually provided with one or more user input
devices, such as a keyboard or a keypad (16), and mouse or pointer device
(17), and/or a touch-screen display (18). In the case of a personal

computer, a full size keyboard is often provided along with a mouse or



web- enabl ed wirel ess tel ephone, a sinple keypad may be
provided with one or nore function-specific keys. in
wo b@4ozme2 of a PDA, a 'touch-screen (18) is uBUEIGBY003/004063
" provided, often with handwliting recognition
capabilities. Additionally, a m crophone (19), such as
the m crophone of a web-enabled wireless tel ephone or
the m crophone of a personal conputer, is supplied
poinwét [etrhes, conpubs reg tpaalt bel norThia-kaPbrtophbn &Lfespstect a
web- &%ﬂeﬁ%rewyomgp%e@ét laNgiadi BeydRd Qi B pEbyNBldSwith one

or mgﬁ%ﬁuggtlo% g elelC kgsed En the E£§er Io@ga lﬁ’ﬁgr Clegucg’ﬁécreen (18)

VOI e navi gati on tes or aut o-d I nsg
is uﬁ@q]éghwlﬁ%beﬁgen wgt;lhéxa(}@q%llf_%df@@ﬁrtl b?fl capabllltle

capabilities. Many conputing platforms are also

ecﬁ#cﬁ@? a\Ml3t7 h aam%fl@néj QY.‘) ce su&l’l%@) 1::heS MQ&@ﬁoﬁe siri &1

o A GRIEEE, B LT L D0 S50 L9 SO oo

is spa@liedayighatiso CWWFH@@Wf?F%s?hléoﬂ%ﬁff’PwepT“ P feed for
simpIPerdbspindyaldid) antayoi ek eigmly, 4rgr s, meynelagdbagisad for

ente T@)E_thgr Rayid éébes&chcgg \)ougé n-eg?*EQaiﬁoﬁtofTﬁvaﬂsdliteQ for
S
autoaiijoa&é.g (mq}g%%)neo?un%ea%rglsné? f'La? r& %I}lt?gg( c%%%%lltles

i ndi cators. One or nore speakers (14) and/or

anmHC k&gt snd It RirRs ofreeal scasgoitivat ed thi 4 kanerpdeihee
(zoop! aéxfcgré@’a Loqs ﬂb%tﬁ?%%&é c(rléllllnﬁb!tlhy% ysrd al@tal camera.

reproduce audi o and nusic, such as the speaker of a

W rel ess tel ephone or the speakers of a personal

C obrpu e rmorArvRemcPatcnk sAgVESEs meych atea t HePlaprifP bf are also
proviBaPhe theeRt efbrbl ey Plativzaer SThe @aEDNYY (0DUNdy GRke many
form%,ertn%llud %thc%%hoéé‘l%gyaﬁlbga?*scﬁnsj PI &"ﬁln Fhes @ rHSSlstor

out put devi ces S
(e earrEG}ﬁné’ﬁt%cflm}?Jsﬁ Se81%) T rat s (éf)"des KEPT) or Hiquid
crysprbpHiselar y "R ) strdicetews -and/ or  interfaces, or they
may be interconnected through one or nore industry

Op8 ne %gsrgosresg e?ké:?s (§ Id?& a%g‘!mcﬁ&grs 99)4%]reT$]Lecen

[ s a provi de ng a
assasanteareta ﬁamlﬁtnlﬁ%anrlé‘tf%f) SN gr%ihrﬁss?%a eFﬁp P4TemY PReise
to mpsbdued fudiotarghahdicy eich he Thenperakay qf at'figieagss telephone
or t];@r SGetd AOWELGIHE dompiBEL. d@hmidcibSorgl VEN oby aake the

efl%' I.'Lée%%e %9@9&1753%& %z%gofc&mm andnfi S WBE & in devices
ej SA thi s range o conputing " pl l'atforns. One or
S“Chm%F RBefeft FRG 'system (" OS") native application
pr OgesaEnes¢2 3ypumynd euppey idgeiicenmih decirsdt i grterconnected
(8" plgat f alomnSueh @s Wor d pREesEer Bys Spreadsheetisor

mte%%aé%c mgg%zgﬁﬁe L&qutleféangéct@ad@flmhb&gkor Rakengdatery
|en %Oesenta ion, fi nang a} bgoklﬁgelp gatfom

opery bEEP FECP i DB04FEF76 191 PETF GRIGDYT 004 P

is JAddi prtondadd yitiomeeorr more sofbvdrgbpred fhrrware (101) programs to

imp A6¥%h € Brlenglepesd enh IREL AYB of () coiytbey plavicdes,
whi ch nust be interpreted by an OS-native

Turning to now Figure 2, more detail is given of a generalized
organization of software and firmware (101) on this range of computing
platforms. One.or more operating system ("OS") native application
programs (23) may be provided on the computing platform, such as word
processors, spreadsheets, contact management utilities, address book,

calendar, email client, presentation, financial and bookkeeping programs.



platformspecific interpreter (25), such as Java

scripts and progranms. Oten, conputing platforns are
wa@bk®a/opTeovi ded with a form of web browser or PCT/GB2003/004063

m cro- browser (26), which nay al so include one or nore

extensions to the browser such as browser plug-ins

(27). The conputing device is often provided with an

operating system (20), such as M crosoft W ndows,

UNl(N,J.tltBMlGE/ DneldN\re MRE-EID10r @t Beviceplidhenddnt programs
(24) SRALHE G- RRBLAL bvﬂﬂ:hsﬁﬂ@gte% spRb L &legdRY 1 ﬁeés_§g{9{\feas

Wreless te hone may_ be ‘e
PlatS?%Fp%%ﬁ S SERRtAT | ) o BnES et AeP T D gRa prggrans-
operating systens ("RTOS") or Pal m Conputing' s Pal nOS.
A s@len0f cdagst gl PRt oand asdtaub 51&&@11&;0 AstH '2BEERN b£awsh
browQ %‘é’aﬁ crodﬁéldwggr fz'sye%léﬁ aéfso fa}l LaR" @\ ded. k0

oeratln Ste pro rans to
extef BT b ¢ PO RHSh AHEY G PH S§6e‘%]1“9| b, 47t o

functions provided with the conputing platform
Adget bomnltl ¥y deffcOk s NBxten estReddead wf ik nwas Pt 0% 8fBten
(20) (Ezs%)c]bagse Ml&\%?&?ﬁlvylnggv%u gﬁgX WI %1@ 699 %‘QQUMAEQOS or other

are exe

plat %%éﬁ%l‘é’tf‘lcn‘ﬁ@lr%’ﬁr“gc%%?&??, as SE%Jrltero?thlﬁés pEFPpiergh's and
wireend teleprhoueh mag & muCiveedontthobtreyr forma dapdethtive, syEtems
suchCAYTRAL Gtk 06heRb OGRS SR tens NORIBEK bt RI1faERpEaILh ' sOPalmos.

sound or graphics card. As such, Figures 1 and 2

describe in a general sense the various hardware

cOhF6hett £2550f PRdr BnAY PYY fitare opF oGBaR%" JoPnd hffr feare
devigardrétyrof(21)c anputficay gloat dat s, alileel tei pgedatilnnel'stem (20)
and pid¥rhed ttoollﬂt%'r%‘ié’é@ltocé}{mﬁ&@&%:l tHDBSeciPh Mohardware functions

hon and other appliances such as
prov%@egir é\r %f 1t11ng ef’attform

The present invention is preferably
i mpl enment ed as software and firmmvare on such a
conitinmlpy aherdn mbte wibéddea fomebty pregegai red aby
commbA@S %r&kldehaﬂth%atng}ec&{phtixl@tplgb.@orglﬁe%@.tzh 'a %e&écgged by
onbo?rcy or "en%lset%lc?%#]artn:{cve docreesgl?rs taﬁ altrrt]:ve% g:}ﬁg erlpirqeeraﬁl §%xalce,
SuChoES & WHT BRNTEH T OSet HBFA FVHC BEaRSIH ST |4 CESSSBAR
netwpridiithyexfert atamdsy Strespunfll beyrapigi asesanfl.ces as

descri bed in nore detai I in the followng paragraphs,
t the inventio Y integrated into existing .
oot fary P oL WRt SerbEI ol oot R R apyions

hard%%?oﬁPW?tSa ecFmararei feerare drevemsl of édvide vahigtly of
compobijrgChtatadpend efindieding thttire OMS deat e bacsonBef dduplit @k,
ppas -G 0RO 2004/ MZ%eECTJn@%@%%/ Q&AQ@:'%cesléuéﬂ' aQLx'A}QbTv

[TM] urlla%t S ‘I%r e dlsgltlt! Il?x%%rg—kl anDn I‘V%iy 11§\8ger%e8tg£ as’ sothare

ect quest
and ’EWGF%&PeSthéo‘V@Pth ah%!sf@gré ofIt wildi Palileadbly segagnized
by therk skifMiedesn thdlarcotipitl ens prapdenentenCORBAaRi 1i Ngs,

alternatively realized as hardware functions.

In one posgible embodiment, the invention is realized as a
collection or set of Java Beans which access and modify certain system
files and resources as described in more detail in the following
paragraphs, but the invention may be integrated into existing software

such as web server suites.

In an exemplary embodiment, a CORBA architecture is employed in
which objects are defined with the OMG Interface Definition Language



and generate client stubs and server skel etons which
map each object's services fromthe server
wepawiopeneEnt to the client. Communicati on proPOL/GIB2003/004063
between clients and serverd3and between servers
thenselves is the General Inter-ORB Protocol
("dOoP'), and Inter-ORB Protocol ("I1OP") which
i mpl enents G OP over the Transm ssion Control
("IDPt bt obbédtdsnbes MigbtriPnoéd aabnd "SECRIMsPAYAd cll hérersQ perdabh e0bject

Requbbi egbr&ef @bRDGESs (UsbORD) BERMLEE: discovery of and use of
av:x%i@t f ggﬁétnderp ggrevr}_tceg gden]()]lé nctom]gablers t 1nr1_'pelfement SORBA Rlndlngs,

enen |on- nde ec eren
and ﬁ%ﬁﬁrﬁije SPrenE e tites Wéﬁ%@ﬁrvﬁ}ﬁeﬁﬁquh@hw each object's
servieeshitrec tiheesavec fenlii nasnen e ach tBORBAeD| ectontnoniration

prot el gea@réajclaléhtmhdl gzertvlafss a%&eksmknagy s%gp&@ Hﬁ&&sela& is
r " L "
the &Hﬁ?‘ég :t Sc%r @ﬁqﬁac ocol ([ % ér’f aces m %QB rga)ro ocol IT0P")

Mahd o serv
which n’ﬁipéﬁ%?ﬂtét PP e‘éﬁﬁ 6 ?n'ltranarml%fqomlfqlo ﬁgotose}/e%ﬁrnet
Protoead di'SCR/IBUl ed BIuchopdiablé iy ecarnrchersrendt @ITgr") provide

plat 866L$885henabst Aaamgmmm&%a&&&:a&@é&@@ﬁ@ ob%@c Wee&-ences.
A Ilé.IE]lq‘ll éz_p cge:?%%) dov1 teii ow%tkgr\{ Cﬁ%at& archtgcttuﬁe vrhéﬁﬁ binds

exe usin
sach\Fg h%kPJ(?C}E\p‘iﬂ PRt o r’i§§1r=‘—\/er pr oduct runni ng under
the Al X or Linux operating systemon an | BM

eryfu@wéf se §1§1rsv @}Eemp&rlp léfn{)@dltmte}{@r %hOﬂ&e%m\&bm @gan
clients shoul ra
EJ]QFS Isf/gljf &t rrea a\rlla gk © eS{_' o%%le Palcys o
SerV%lf H@Pl%??ﬁéar—:\f?én?@f@@r@ 6wﬁe|deﬁierbltaelﬁﬁ4 €higsA are distributed
such erheitr o rbs bet e tebstacteddedn amYy Jaed chbemneeesisakeyprotocols
are anﬁ Qﬁ&@d&ﬁ@ﬂé&oté{@fﬁﬂo@eIﬁv&pﬁoﬂ (g@npl oyedf Qr e;{gi'@plary
g. sery n, this
erbo fTE% 5 ELEER LT tuliien S48 P loes e CoPT bt Y sPEver
produgts FHERRogN ERdgTe t o 4% G éJsHUXaﬁHelfaGﬁ%sv iSYABeRPR dHelTBY
entekgrdwn $arvehe astcwgener alekyionandt wehbberthenlYebipoet e
RMI- pfcfifi ugelans_s | dhow @ %gf&?ﬁly%tﬁﬁﬁ webl mﬁ—tnsﬁm k%ﬁ@ﬁf of fava
cogni ze ose .skilled in ar a
Y6 B eseﬁt OL|q%ver1n?lbloo% “ray” lélgroetg’lefrz“éeéj PR BT HREY
em’l’a?na'ﬁ?%‘frmt &° ﬁ@ﬁhﬁ&éF@g.ﬂ@g mﬁr BE qresPEsagonp FRpnipva Naming
Servipleat(f O¥O¥S) Dpemaltdved Bysteemaaihisbectasr £ ,thancxwablary

embod@ipRht cald gaiserver products w thout departing from
the scope of the invention. For exanple, sone

aggFlcatlon servers which could potentially be used to
9 hehgenaral SORBD FEnEI R genarae | ©retotolsy gehpstanming
meth@BAoSst, epsd \ibhtoghe gleatéldr Rhowulin tMeCboiS yeherd1sy ONna

whil@ppkl MSpﬁQreS SL¥Y&It i@%e%id'egﬁgé‘sﬁir dss 28 R,Ilél(ia]gﬂo%ﬂ itself, it
will Speer ¥S£c g(i:l ‘lqyoﬁch Askll?éd oigw{:gt g Ec}}/Et ‘%‘5)2 eu%ﬁlﬁ invention

nay 4 EF%Qy?seée‘ﬁ%“éi s%ﬂeér PETTI FoPRSRMLIeS FPEeisane ot ing
platfdros o safetrasingl agkness prrotiicdcuney, ahd avdbeamllt estiahi yetver
prod @Bl @y@duti depalt 8ignats eRdbdLpe NS cndV.200450276%2,. example,
some %&%qgglsoe%%ggss Wh:l:!'%’l could potentially be used to realize the
invention include Oracle's -9i product, BEA Systems WebLogic platform, Sun
Microsystem's ONE application server, Hewlett-Packard's application
server, and JBoss. As for operating systems, Unix, Linux, Novell's
Netware, IBM's AIX and.0S/2, Sun Microsystem's Solaris, Hewlett-Packard's
HP-UX, and Microsoft's Windows products may also be alternatively employed
in alternate embodiments.



Turning now to Figure 4, the interactions and
relationships (40) of a client system (43) with
woriotiopieg2 appl i cati on servers (41, 42) accor di Pgr/GBe00a/004063

preferred enbodi nent of thd4present invention is

shown, including an adm nistration node agent (47)

and a nane server (46). The application servers (41,

42), adm nistration node agent (47) and name server

(4B)rnane nopatd Fabuwe dormmienif{brpcticnm ki eblationships (40) of
a c180f isgatdnonab s weep\fdu@%ﬂeoagﬂl%cgti&ngemﬁeﬁt Fﬂl (£#3) acdSrding

applications are start eftain,iniitraliza
o o BRshere dialup? WrE aHbicR MR Ehiicr TR cfolins =
adm%h‘d:rlaéf%ﬁ endesoent KAt eadobjeaesseres Efpor tThg FRplacation
servdidS8, (441442)415dnid16)rat f@Mmese gappl (4catdr@nnaey ververd146) are
part4819 al QOIQal@laWES)SQEM@FNhK 4’16)an5% llﬂ@étltolﬂel§ %§Bﬁ%e9bic?g1§ client
syscTBY 4 found by a client Wien objects are being

exported to the nane server, an IOR interceptor is

I nvoked agai nst every obj ect. Duri ng this creation

t iz[ﬁéabﬁlldMﬁh&ha afe IRBriiead £ Tetbin ORS1adkdat@bn tdiectdRes

occui‘ ﬂh%&@eam Qbﬁ nQrercee\b%By 1sC mﬁengndl\’géfé}eggec’s QAE, r%';:gd Obj ects

I nvoke ur pose ese [OR_ ipterceptors 1s
xe SRERERG e o dhonbit sifo FHE FER SHff PPAr ot 17 aal (41
42) F?]faorlﬂ&m iSeRVethdto alsPovirathehe ehered obpeahepmait be found by a
clienttf@spati on about the services performed by the

sewh\éhcsam cLbhe dAf Qélﬁliet &LQR-£ap tgh% *asmé ead, by .glignts
e ,servi ce. curlté/ltserwc for

mter?(eé’%ﬁ s 1%%“1%?9&’1%? IS ﬁ“blogé ‘é‘dt i nD’t“ﬁ“é@e igggeeption time in
whicl cﬂaﬁp@ﬁ% rﬂr§ah%ﬁy tEOFORF n 2par aheher ¥R fatdngdbiryssirrh every
compdun@r Wetdho Ra@ Snakdentiveakd on Taé };td&@osecwr enseckat s

1nteJ:é"éb%Ers (J.ssgé- a)ddp&[gtge& cbo%br?e!ﬁtts h@o %ﬁ@vﬁfR ' W?hlch'lsgl%n 'aa@ltlonal

SSL .connect1 on

lnf“é“éart\%%? t?ﬁ]el"&’l FehE SRRt =% &‘;‘%?ﬁ "t ;}nﬁ%%‘ﬁﬁh‘?“s ﬁE"%r éhe
Sems‘iﬁ?p@?%%mﬁél hehs gpgeice . whdhet yfesmafionnéar vaeld br raad by
cliemeededdfnoom tuse tixd berticée. ForUs elecAit®, sASEROTAE, example,

the ﬁﬁrotrfng’&%t ﬁlac%ticlr) vth@ggj t@@@éﬂ Egﬁpcrn%ﬁ%énma9fcotn@§1r§ E)E&[ﬂeters

gl i ent can e user w

1nclu<§1n\9 sucl'iﬁr é.%% H]f':lo]ronl oa arn llb Bg‘g%g O e'fflz:e SF(Furfea?ﬁSﬁefﬁ ]]aé(er
("SSHi)s @Bred° w%lqha&@eéaer‘c%nﬁ%rﬂeﬁ#gmmge whpde R of HISL| GRmection
must Wrenade Witk ihet e¢meptiy the dleadedwhbbeecht @i copinahisms are

suppJn.Q;ae@Sb{F1 this| §erve§u9v|ﬂa§5ty9e§ et 1 fid S Wi L Qr& %@Eé%cf‘%rom the
s _and packag e nama%1 m ni stratlv

s
dle%a( h¥ ne&d toamﬁe S&elire- ec\:/eerntl\g\hcateoﬁﬁ aé‘% J”rb”lﬂ b gealn
of thg SRV dEcth Ehoh thR APFPE A BIFPH@érV@r user with the server
realf\divrnied fatpuposdy, eets Nhyscperdserdiibybbed, no tagged

comp@tH:Bi Sid Ak &S vhegegixg to be secure always, _
regardl ess of whether user objects on an application

server are secure or i nsecure. For exarrpl e, inthis
f i"GEReAn ABRI INCRFTBROBERy £Padpdl 4the BRiERFiCERET iexds a file,
such (i3 ectext( 4005 wahch admainstelaksvandobpacige K)o ch

admilRrativeS 86 Rs Wil ch SRCHS € IR S AL NP h AL ser

ob3j eé“gsglctre notchgecrhq:geonsgrrlvaeprblgca ilon server. Administrative objects
may be deemed by an administrator as needing to be secure always,
regardless of whether user objects on an application server are secure or
insecure. For example, in this figure, Application Server 1 (41) provides
user objects (400) and administrative objects (401) which are all sgecure.
So, secure IOR's are exported (412, 413) to the name server (46).
However, Application Server 2 (42) provides user objects (403) which do

not need to be secure, so insecure IOR's for these objects (403) are



However, Application Server 2 (42) provides user
obj ects (403) which do not need to be secure, so
wo p@eoeTee2 | OR' s for these objects (403) are WPCT/GB2003/004063
2004/ 027612 PCT/ GB2003/ 004063 15 exported to the nane
server (46), while secure IORs are exported (416) for
the secure adm ni strative objects (404) on the sane
server (42). This allows a custoner to disable
expogEedirict yhomageserver (By) sehibe sehasd SORwidrRoeported (416) for
the GeBRFBHRLAIGtasiival &djkatd V@0SLGM! thY safd QR@leSQaby Ity
(e.g. entire domain security) should preferably still
be enabl ed when an adm nistrator is manipul ating
appliTALTUR SeTdrtPidetardispbl NseRuSdaurt tay Sexfisr By server
baswarm@ah‘arcoapmmwamq ednseEryest idiesadtvedtandcppehatecurity

(e.Seendiirbya@nabl @&urlﬂyh esﬂcﬂ]?d' ﬂe%%g goétmy b«g %le&lﬁ when an

adm:LInEL géra(tgﬁglﬁ(tm%lpélel% 're g apg;l(az_casiz Og'lg seg‘ nvelljS e?c%g%]%gs Wi t% security

fox §e€?:‘r’r‘ﬁlflyla%taal?1d§ath‘ﬁ’d SFWeaefbe‘fraﬂﬁlﬂ‘é ol gRpahheacuk} tyd cpibled,
the faQgedecomronamys leade the lHet exported fire)eat hlseaisr end

packaga@t Ehﬁ&lﬁ alrieVeo ORj BGl. <4k ﬁkyagai@ssasg Qb oﬂgap%re%mty
S ac, Q SS
statg d ta ﬁ%ﬁ:eg{%ne é( %gg %ﬂhay: n% P agaec?aco%; ena c?rle oto be

secure, eCI"AFat TVE fet
expoghed, §9F nFadr 5EB e (f‘df’i‘b%ﬁsftyr afitiicc RPI¥tas SE&err dhivgichs are not
membsee (afethi g Aiiat tdfepddraesn orAslagieh, tauseintebj ect searre, and

thusN@tdedl Bed didedndhod NG bi’&)tlde@r%) EHLé%%nEH%trral:@tg I?ﬁl@:{?twhlch
onpent aam strative ob ec S are
clasggg %Ie_\gng dl& %%g\%ge w?@hn%’ Qh alo{n?.] ugser éggzae not

I ncl S T eC€l

includethdnetis HiFtt RBY Hpe ‘ﬂ’@éﬁe@Rﬁ & agk i teresensredere.
compphénteh| sbtisiswhéti e rbisers aly dotuded admhai Sistatdndetheir

10R' Bbject e tﬁ@@e@d:@ﬂﬂmteﬁts tiper A8 Q@%ﬁe&] %@déﬂr@yy R8s tive.
Alln&gﬁ%cﬁgr% l<.e4t6)u h? rea e a 1sci:ri':1§1ve ﬁ]‘?s e%t(s),bﬁlretadded to

securit I's decl’ara co ura
the PEF%@‘P?%? &aa‘ﬁjrez?n@éﬁéﬁtnaaﬁdswééeé@ vvher’r"has cqr"leéf%ﬁs a
claspijesetl ¢MiREY sqcagitestsharsewinfchob eetliraanvalys esnfigurable.

where security is fully enabl ed such as Appl i cation

Sel'fs\i%{; 14111(54;} gla]n%lq:r ggé %%40%1407%1 len eoga } (40%)

clien cts are

req“%%%suﬁléfyo ? 15T PO 2 gHaet WhEﬁBS%eCPéHé’ Jesraihe afsed such
as Agplgigarion gekeeup (406)alii therishet iramwe (481 veetweds )thet bkient
(43) | 9K 8hé adbjbbes qRp®CLE1)0RraINIGatd0B&RIY Rl , ™MRI GRent object

(205} NAicat & ttﬂétt lewheﬁbite%-?:ka{ 4 0(4(969”;1@! %h%l oné es%ax"’}&g (46)

e used secure hent 1 ca

the 19 ho?| 2 &P otpP? FB%é@saprP&f/c °§e§‘iﬁV§Fy BHpP oypddcyte1 bhat all
objegls (fPRvi48d) sEeursauyed endi mess, bagisieddi 494 eskdoyelvthe 2

authé@igf$at Satc AnaSuanbh&pher erocsthedt beatdRRBNEHRAd(210) to
prov@&g Q@Eulzlq:g/' Q&v@ggé ngg 41@1%119&%\(1' g}?cthgytgg%, such as a WebSphere

sutndC LcalcSt rati ve nogde Q one oOfr
Adm AT ST SPFVRE BBT GEHRTAD2)" ShERea ‘“i‘ﬁ Péﬁ‘fldﬁiid‘é’e§§

adml%%ﬁttéﬁﬁ%‘se F@d®§é7hr@nds@e objsee {#03)sprovidetiedy (402).
Application Server 2 (42) where Application Server 2

h%eHS%{ c@?érﬁ:cbr?c%%g ua(ﬂt%%%tgé %@btllsee ‘antlpseerl o ;)ecgp 4(0%) 3rov1ded

Cl resu 1N _Nno
by App 1ca ion Server 2 (42) where Ap 1lcatlon Server 2 has user object

security disabled, the look up (406) action will result in no tags being
received by the client process, and thus no security processes will be
employed when interacting (408) insecurely with the user objects (403).
Thus, communications and interactions (408) with these user objects (403)
may be conducted anonymously (e.g. without authentication or identity

information) and/or "in the clear". (e.g. without transport protection) .



received by the client process, and thus no security
processes will be enployed when interacting (408)
wo pweoeTeet y Wi th the user objects (403). ThusPCT/GB2003/004063
conmuni cations and interactifons (408) wth these user
objects (403) may be conducted anonynously (e.g.
W t hout authentication or identity infornmation)
and/or "in the clear".(e.g. w thout transport
Whenp péiiadist valive\ > 2004/ (3246 P2 oPTRAGE2 G981 UG40E3 Seteen\Reé2)
are adBi NiLslkeddd, Ven®Ohbeetp 4404) prnavieadcbyn Aﬁ@é:lrﬁabf ahe tags
Whlc%efl ﬁr cgu% 425)acu1%. § Hﬁl%gi?rﬂ;oﬁ@é/n? rthetilg% %5* ﬁgcﬁé) Ro be

recel cause .
m"oéfééur%uﬁ) U r'fBFl"B%I?§P]?‘%r8nﬂtl?€rh%ﬁﬁl P sTIAET \Féldn éle’t“bl‘jﬁ‘élon
engiingv ok gtius s Uehlastibe SeebSphReseccagshigidvzatlonn twrgisry objects

(4033N€o &4 hesd gationl i &Rghitoud esurARPbhe alikpninhersey 2

per)%gﬁ%rﬁcses E#zlsl.lééség | t%]\%’g 1%?1&35 ‘? A & bjng Céusc.he&é Q%)Zlél’p b?etﬂés ggl ent

ut securlt and i nheren

re@ﬁé?@omﬁaﬁ%@orﬁ@téagé@ f%%useffﬁﬁ FELU{FEdg Py gredential creation
and @tbhient i eat-i) onwigylet Hre sfilenstratdyai dgdctnd404) are kept
secudydt hori zation by the server required, no credenti al

creation and storing, etc.), while the adm nistrative

0 Jaects (404) are kept secure. For ease of

oF SPARRINYRATF SERYHPE 1P FRER Sty R PHWE SHAGvRyrows) with

crosal hdttchdng sisndhatichiingedund i atenicaséonar er corrruadtdans olesg-

408)0r whﬂteebaféta!r%ﬁs (Rcibut 4%k, naink 8y DOM 1 8ddOMEuMet hout
conm%nosstloats Cor iter %%:J?lo%%e Sefgu @7 QQMEhFat I Eﬂg’ewgge, thin

eracti ons % 411 ew se
arroir bl -( 8%, 4412 141475 4 749 431151102“1%)010?%18%? gxporting IORs
for Gpensd icbnectexport itagpadORswohertss ewurle by detwian tine with
areragQ@d(ecgnmlgﬁnirﬁchQ g d&:herferVvberiors N Widdecure objects

a i ndi cates a exporting of IORs for
Wlthoﬁlsec eQ {)Q%gg?en%%vmthout tagged conponents. To

sunmar i ze and review this new process, after |IORs have
been suwappriopr bad eleyior ealedew nﬁmcess,vmatftmttomsa@ge@ been
appfoPAPARapt SreaBEN kRS i 8hRR tdJ3e8CAHBonents, when there is an

1nsecl'1j1rlej,t then%l l'?e%tcedatregi?ugsjtesé’%tr m laar Cc:l!Le{Et fggrah%s%%%{)ject the
cllernéc%m;?éttwll epek &ﬁdtftehéOP@RBeWJme 5 IIgR'or‘"i‘é d ghen@fR will call
one regquest regtestcieptegraptorac|indlinding secuniity remeest

mtézrétes{&e pt OfincSl A Rafifedl 8GR LTROSERLSu@Ewl i kHeledr, it

will m{aE 2 ﬁat s a/ﬂ%o ﬁqulnegw w:ttﬁg@ck %.g%te-gl%? (J;\tlo!-rxe%#? §I§. tﬁlgﬁltc hg)éﬂ: This

allq%%s*é%%rla%@vgre e EPiecrd Yo PEsERPAWTTRSHE CEF%%‘&HFF% s,
autlant hegitibpadd entimriaatioor | ZBWever, Henvefeany @Q@lmfstmwve

obj RAQT it SEE@dd/ BseORpLIE PI1ISCEIHRE MUKBEnOReCHS andi | |
autl'l:orn.’llggt:[%I aé%ol?:%ngle{ agé %l?ngs u@gtc&o Qg&%' Q 59(98.%§§I? (e.g.
secure conmuni cati ons g

SSLlgy 81 FBOEH tthes seettrePIH R A &t &Fn°ah ?‘ﬁ‘ﬁrﬁ ¢ the

insetoymai wpegsobiretsi nsecur e user objects.

Figure 5 graphically depicts the previously described process (50)
of exporting IOR's for shared ocbjects with tagged components in accordance
with a preferred embodiment of the present invention. Upon server or
application startup (51), the administrative class descriptor file (500)
is accessed or loaded (52), and for each shared object (53), an IOR
interceptor ig invoked (54). If the object is in the administrative
class {55), either specified directly or as part of a specified package,
then an IOR is exported (57) with security tags. If the object is mnot in



Figure 5 graphically depicts the previously described
process (50) of exporting IOR' s for shared objects
wowdah/oewmgyed conponents in accordance w th a peeGBRISMI4063
enbodi nent of the present ilAvention. Upon server or
application startup (51), the adm nistrative cl ass
descriptor file (500) 1is accessed or |oaded (52), and
for each shared object (53), an IOR interceptor is
the hdmioketrdB4y. cllabst hBenbredoR ifor| thathebiagii H¥ SEpaittedenormally
(56) beﬁ:%%?é 5539ec1£1'ktsla@ﬁrl&pe@eigfsi ed 1tk e k¥p&iteas(Faar foxofal}rs]t
i.e acka t | t
ov3e§BE i F g R T In e (e ror b 2864] 537612
PCT/ GBZOOB/ 004063 17 the adm ni strative class, then
anFigRe f © grbbisitcadby depidts exporbetssnoshalkyviotshy described
For W éll'l%H{: ’cctp;’%@&@étstsgcél'lﬁﬁéé/ o]b?@cst oI"H:eS:v(t;&e rlﬁp@ﬁoeﬁar(@%_th a
ec i ch are shar an r [
prefg?redsgn%eﬁé“% ortsf egy resuern 6 hEf i cal h% é&bll%t %At up
for ghoaesdeqd @@?Vkﬁeevﬁ%ﬁl? ety égR lﬁo?xaﬁ‘leﬁ eft! fﬁr security
tagsl equUESt6R shanddyobjocis euterticgeonn acbor datden wanf/ or
tran@poxﬁ:r %i’@t[éc%go@rf%ogécﬁggéd b tde rpgesenind R¥ENIHeOBervibe, then

the F%%éllrse’g !]ao Qck & ds aefe X%er)f orrfae%r éé{&e Qea%q:%gnéiecra\éé C %utﬁl&q_ %hﬁqd/ or

is e Oor secu
estappih getfUreyCUMEALESIGR REME |t€aFlP%ﬁpp]a“Lﬂa%b?ri fng%n The
servatd/ddect riansipor ts@t of getseonrity pmd|irpeebotrd REpgection (66) .
OtheE\ﬁr‘QééeS(h ANQALESE A8 387 M E8stddgRa Jshe deqiTedithout
ions are forrred (65) to authenticate, authorize

Secuﬁhﬁy S Est agﬁ sh a secure comunications link to the

appl i catl on server. The service/object is then used

W Mrt&eﬁuraicbyrmd td aHS@wbmgalrawe@thodme(rﬁe)lsmg the WebSphere
platgaprﬁ rw §§pa(tg§% ’auttﬁgrﬁgfi/dnc @nc_iylsner esuesh e sangk iwsesbiects is

prOVég%%&la‘l %gtlie altli%}orlza %lélrr;_ et gsser( :L ctgurt q‘ﬁé "WebSphere

I'sTexenpl a 56di men sing

admipppSirére aushetifgegn sn@@ﬁa?ﬁ‘fédsﬁt% &P é&'ﬂ?%% a@ﬁ@ffrﬁéamn
modeflobr adptaist r af inveimbpesderase apriovdidetidr engiigefor the user
obj e@HE h%&tzﬁﬂtEoﬂa:@%'t E@edf @51} l&?\.@rus‘égl &6fct J&ﬁrmsphﬁceuse of

nistrative authorizat ] i.ne v,
the u%f‘%ueoase%e a¥’ for F’%%atra on S%Q ekiqgcg Se?g%leﬂgg%§a§as i ng .
admigigeiraiue gt hdrirgat Co @ﬁ@#’éﬂe Sﬁa‘frlttﬁef%?gér bf@&feg, s
enakapy 2 EEpamytebe destek hod mehesesbe oisjustty 96cusrt gojects and

adm1%§ g@fbﬁ:@vgfobjtatﬂ@s ]tdilrjll:lg Uer E@%grqﬁfthaﬂf zaﬁ‘t@&@ra@_tigadiﬁl@ﬁ?icatlon
ect,security ags..an I sf rat J. 86t ags

engl(“eg tThfLobLﬁ1l°‘évectl]fﬁff3 Fag). &Eheg sélsbt e’rcngrl‘gfs:fgI enabl ed t

separatel y define and manage the security of user

obj(ect swaad apatitanist satvare sebjEcy sianendolgidf et ghebal
seclBYtPOrd 2aii1QA, and audent igati LR a@NghBestiTEl Siral de@vBed on

three securlw nodes .to be configured: (a) when

a given ser

appl ation server Securi ty i s enabl ed and gl obal

securlty is enabled, all objects (user and

adrtbni strhat ia@e}icateos eeuved serurigy gisy dhsgeed eandnwidtian
sec@® 189 Bnabled, only user objects are insecure and administrative

objects are maintained secure on a particular server; and

(c) when global security is disabled, all objects (user objects
and administrative objects) are insecure for all servers within a domain.

In the embodiment of Figure 4 when using WebSphere and CORBA, the
client object (405) and user objects (400, 403) are Enterprise Java Beans
(EJB's), and the administrative objects (401, 402, and 404) are Java



(b) when application server security is disabled and
gl obal security is enabled, only user objects are
WO p®eoeTee2 and adm ni strative objects are nai NPEI/G8A003/004063
secure on a particular serv&r; and (c) when gl obal
security is disabled, all objects (user objects and
adm ni strative objects) are insecure for all servers .
within a domain. |In the enbodi mrent of Figure 4 when
Managenany MgdeSphercehanduOCRBA, ddiecttdrérbtabpesira(dily) lammhages
may BS&fsc@bi8Gl8.4i4@0y. 403) are Enterprise Java Beans
(BEJB' s), and the adm nistrative objects (401, 402, and
404) are Java WD 2004/027612 PCT/ GB2003/ 004063 18
Vg erreire NBwgRS . diepksurs tiasapresenspf et ehodénenddand
detaprsogharaningsiranguERe SIIoraYarlte T0S atd abi@ripatineeblyiect level

secuMbdyl ﬁ&oéeﬁ%e@ra@ﬁeﬂécth%sosulrh% B@ﬁen}@&gz? Qﬁh e@grably be

oo SR o I TE R DHBT TovEN S oRitiey Jr BEcsdar idins
but »ofd 1%%%%%6108%@0? rﬁﬁ@ﬁﬂt@h cak préfhseapige Becurity model,
messapPlobedinigoand hethsr Cvdchyiql akocalrscand, shjet oviedel sgcess

Prot&;solwl éOAPh p%é&b&& J_pégea@ocgf lt!hg] fl%g E&:u%p@%q:gﬁ&%l, and

servisceecsuare yd’es Si.n g XV <—:y o “WSDL ) d
assing etdh dl F’ focatt 6ﬁef Eé?%"rl & B%/ngéf‘%% =

Web gyﬁ\féé? E@@"@@Js%t LP’F%’@‘@@O "WEEISOAPRytaREsBdeE - | ﬁ@fé%ﬁ@oeﬁmglyl

Univédmall b&Rrspciom, t pigepodmycahd Ianeorasebyi CEBDANELs used in the

Web mggp%dg@l@gpm §§rc‘ék§z§'% Bediiihi ¢ OQhEan;'t'QQ zoyiding APT
fox Oo\ge%d) Poft ndﬂ '&rre%‘ﬁo o p%"r‘]’tl@lﬁ??\r}‘ uggff o OO&E“)‘Q up a

Bu“%@??@t 28R, e SeiEr yanéﬁﬁd | nﬁ@g i@t Fem i luppRtivy gmbodiment
disclused herdihe thAéboiSenyileces umdehs iannpiiace s@ftoCERBA' Sbject

type C;Q&B@mmn fJ}e ahaéﬂjeét aagyar@engmﬁph miy?ﬁoell%m% YR an
r OVI or.

I oki ng. u
altegiiy ien%§se§nt1}‘c§/d%éﬁ o I@‘E%e EF &) en‘iOlS o di’nr?& sirdn 2
provnrdﬂlnas@bmcrtvam@nb@mrmton o schigs e?@rhme@ BpDY hIeJ dORré¢EHES LY.

been used as a nmechanismto carry object type

informati on for an object instance, which nmay be
realized in alternate object nodels and security
protocol s accordingly, such as providing object type
information in a Web Services UDDI object registry. WO

2004/ 027612 PCT/ GB2003/ 004063 19 CLAIMS 1. A nethod

in a distributed computing domai n conpri sing:

di stributing adm nistrative objects and user objects

to one or nore application servers; defining a globa

security flag for domain | evel security of

adm ni strative objects; associating one or nore

application server security flags with



interfaces to said distributed adm nistrative objects;
and perform ng one or nobre security operations by an
wa@ppHiozwit on server in cooperation with a cliPBeT/GB2003/004063
process in one of three nodes, in which first node
user objects and adm nistrative objects are protected
if said global security flag and said associ ated
application server security flags are enabled, in
said second node user obj e€®*dMEre used w t hout
security operations but admnistrative objects are
1. prat rgj :d <0 : it lag.is
eng'bll%(;%l%gn%mg aig%j&gzgg%ida%%%%gﬁﬁs ?%ﬁ%ﬁnoﬁorfgpé:?\%le?g flag is
disabled, and in said third node user objects and
ad A Pratdoy aduiyjl eetat i verab] asted and tuseut olgiects itbyone or more
appldjpetadn easvamaer ei n sai d gl obal security flag is
di sabl ed. 2. The nmethod as set forth in aiml
wherein said_step of performng security operations
_coﬁ%’%%&g ?)rg&\‘?]?agi ﬁ@c‘ggﬁ%rfétag EFcAPTay? SPpErateardty gif
admigd At At ve sRtiieetobj ect s and user objects. 3. The nethod
as set forth in Caiml wherein said step of
aSEOALLNGL oAPRI FALI ORLISRLY RN SEEML LYot A0S M N
inte%grrcl:enl trat,l \rlrg,%g)iectt I'nterfaces conpri ses an a%?! on
SEPEE &8 THONFHHE S dp BEreR PG Y APPAcEorREE OR wi t h
t agged conponents for user objects on application
SeparosmiMiebte @PPbHL BEHON t§PLLEt USEN bPRheslp1388Ulht Yerver
in c’oép&%@l)@q”itﬂng REGU QHL%s@”in %pl{seé:g t¥1¥99e(:)mloé]esanil%J I:v)vll-)llich first
modd egérstogg ftosr u(?er ohj ectts_ on_app i cation servers
wher'e “appTicaty S SErTET e I5h e A esRAFFtSH 1§ said global
secugpghliday #d FThi petdrddted appiidesioth senve apmdty uilieberare
enabG e@prinS sy aeC@SIShdt} Aserlepledat bve uEE&twiQﬁo&bjs_Q&Irsit&O
operQ@iJHéQE&@téﬁﬁinf%tré!ﬁ%e”@ﬁ}&%@sEg%esgioé;9E£51whgréiag%égdlglobal

conprd.si n ravi di ng an, . appli.cation server. _
s 057 o SPOH 0057 G AR =28 G0 T4 g 6V e e
disapbpdhapd 1@ srif thichprisivegr prgertd ngd adsliidrtrative objects
are psetedshas aaclnitergpersdodawmdBean.said ¢lBBaIREBOE t8Sf1ag is
disap€taforth in Caim2l1 conprising providing one or nore

Enterpri se Java Bean user objects. 8 The nethod as

set forth in Caim1 conprising providing one or nore
2. VBEEnmgERAh S tyeat Faréh o) fdekn 19whemedn ngstifoskepsos eterforming
secufdryt keperet@oas mobpCiGRP I hroivil @ie B3 B g &RE blerations for
admifp&at i PN psedected JfLomptbe.d i st of authentication,

aut hori zation and transport protection. 10. The

met hod as set forth in daim1 conprising enploying a
3. seldir PejrodprotssE oforsk gt Coain Lovratsdn (gaddpstel SF mpkeciating
applOmtdoh Fovesssdenottgcdlaggndith administrative object interfaces
comprises an action selected from the group of exporting a CORBA IOR with

tagged components for user objects on application servers where
application server user object security is enabled, and providing an
object type in an UDDT registry for user objects on application servers

where application server user object security is enabled.

4. The method as set forth in Claim 3 further comprising accessing a
declarative list of objects to be protected.

5. The method as set forth in Claim 1 comprising providing an

application server.



Inter-ORB Protocol. 11. The nethod as set forth in
Claim1 conprising enploying a service description
woreeel2set ected fromthe group of I DL and Wb BeT/GBe@s/004063
Definition Language with Web Servi ce Endpoi nt Language
and Interface Definition Language. 12. A conputer
program for use in a distributed conputing donain,
said conputer program conprising program code neans
6. addpeetethed Fer for FPrHe inf ldiowi mymstepsowheniding a client
progEs@gadian SnttaibriNe daxeompater: distributing.
adm ni strative objects and user objects to one or nore
application servers; defining a global security flag
7 fo?‘l_“%omneltat?qﬁglagv%?t &8t ileCJ@F% AdTRT S PARRE Gisde fpg o more
Enteipsees devagegneissi eoreetappl i cati on server security
flags with interfaces to said distributed

8. ad Fﬁa@ 'n%ttﬁé& ia\éesé)cbjfgfghs in a(pl%.lﬁe.[ fc%ﬁlmi%gng :}J%OQIdilql%r gne or more

securit. o%eratl ans_by an application server
MB ? .
e%nogpelrné%tlé MFtHI&8°E i ent process in one of three

nodes, in which first node user objects and
9. admheirgthed iawesabfeodss iAr@aphot @oheflsihg SRi-dogliahadecurity
operR@Ed I¥184:a0 ARd sl diasseclabied:. lib&,a%g%orﬁ%gyfoﬁq and
erarSSCurit tgclt%gg are enabled, In sald second node user

OBJ ects are used wi thout security operations but

adm ni strative objects are protected wherein said
10. gl obalmetseT asider fbagy is @aabledoasnd ssad dngssaehad @curity

prot@RPl iLAbiQdy SALY fe fglrggp ik s cﬁin%b&%%ct a?&%egg P?f%ngcolv\ﬁqd

Irltet hgéé}l rmge yser objects and a nistrative objects
30047 027612 PCT/ GB2003/ 004063 21 are used wi t hout
security operations wherein said global security flag
11. | sThalimsaldeds k3. fAnhoh enkih avebmSacitd teypSHahemn iskrdice
desc@&ﬁtgirdnbﬁ’l&@éi Qer&ltl;&i o OnRl BrodpOBP ine! 1k 1wl &R0 [HY €
DefngEno@l' %graut Bgewi%gjﬁe%tg Iaqu one or_nore user o Jéects
di SET1 BUtea anbng one-or' wor B REpTT CAETHC B epkerigee
Defigiblem Laregeety flag defining security of said
admnistrative objects wthin a networked conputi ng
12. doxadoiph@Mebro 208 @ N 8 naR i At RBa St%%ggln%e&(g{?ltl%é said

ciated wth interfaces to said distri
compgg%g%lrgﬁa rvVe obj ect §?gr§ﬁ‘dc%%em%?nsw8‘§aé°t§gcttﬂ PEytorm the
£ollGWEIR FEBS "Bt (T8F RISPEX DY Salimepl # CaTPwIerser ver i n
cooperation with a client process in one of three

MOgheS 1 bt 1WH1 L fii JeShe 1 DAE; HISEr 2 QD)L ELT %b?ggzs £o one or more

app1ddiisnisiLative objects are protected if said globa
security flag and sai d associated application server

security flags are
defining a global security flag for domain level security of

administrative objects;
associating one or more application server security flags with

interfaces to said distributed administrative objects; and

performing one or more security operations by an application server
in cooperation with a client process in one of three modes, in which first
mode user objects and administrative objects are protected if said global
security flag and said associated application server security flags are
enabled, in said second mode user objects are used without security
operations but administrative objects are protected wherein said global
security flag is enabled and said associated application server flag is
disabled, and in said third mode user objects and administrative objects



enabl ed, in said second node user objects are used
W t hout security operations but adm nistrative
wobjsor®1are protected wherein said gl obal serOT/iGBR003/004063
flag i s enabl ed and sai d ags$oci ated applicati on server
flag is disabled, and in said third node user objects
and adm ni strative objects are used wthout security
operations wherein said global security flag is
are (iss@briglout] §ecurisy sypsramaps wearefipryaid gilobpaj acEaity flag is
disaphesei n said security operation conprises separate
security operations for admnistrative objects and
ser _objects. 15. The s sten]as et forth in Caim.Jl4
13. whélil 9 S hi gV b PFEE Y oRv sP Vet 2 Jesctﬁr“i"f";?f&f Pgyting domain
comggdged:at ed with adninistrative object interfaces
conprises object type indicators selected fromthe

gr guP of mérec%%lggat%s fbbgaggse%ndcagpep%tré fRL USEkts

ects on application servers where application
aisiebyete Ua Db 06 M EBL B TR ASBIE8, and an obj ect

type in an UDDI registry for user objects on

appl ki %cﬁﬁwefsagmefﬂmiaﬁpéémttﬁ RfSerivesdmniis @trative
obje%l%aﬁlttﬁﬁcyawoacéd enabledy 46w Thesystem as set

In Claim15 further conprising a declarative

list of objects to be protected for determ ning which

| ORngrorUDDie peRjiisepipn aprvareseqréty dlbes msapeiadgdtwith
intfabée tuSedidohj felibsrauidiipistrative objects; and

one or more security operations performable by an application server
in cooperation with a client process in one of three modes, in which first
mode user objects and administrative objects are protected if said global
security flag and said associated application server security flags are
enabled, in said second mode user objects are used without security
operations but administrative objects are protected wherein said global
security flag is enabled and said associated application server flag is
disabled, and in said third mode user objects and administrative objects
are used without security operations wherein saild global security flag is
disabled.

14. The system as set forth in Claim 13 wherein sald security operation
comprises separate security operations for administrative objects and user

objects.

15. The system as set forth in Claim 14 wherein said application server
security flags associated with administrative object interfaces comprises
object type indicators selected from the group of a CORBA IOR with tagged
components for user objects on application servers where application
server user object security is enabled, and an object type in an UDDI
registry for user objects on application servers where application server

user object security is enabled.

16. The system as set forth in Claim 15 further comprising a declarative
list of objects to be protected for determining which IOR or UDDI registry

entries are to be modified to enable user object security.



