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accessing unified information in a conputer network. io 2. Description of
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conput er networks and several mITion corrpu ers €Se CO
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sites, generating and receivVving fac5| m I e docurrents storing and retrievin
data, etc. A roaming user, i.e., a user who travels and accesseﬁmlﬁmunulmm’m“l“lm“
wor kstation renotely, is faced with several probl enms. Program d

have devel oped communi cati on tBABK ENDOFTHE | NTEOMoam ng usedoood®
establish a 20 communi cations |link and to downl oad needed i nformation and

needed seryice appEieffbf B IRV&tion™ fromthe remote workstation to a | ocal
conputer. Using these technrques, the roam ng user can nanipul ate the data

on ti the renote d
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conmuni cat i onPTONiglese Systareanthmet 5 glgbally and securaly ACERSYIPA ME! @dt i me
consum ng process. Further, downloading files and prograns across insecure
channel s seveinfdnnationdateecompiter netvearki ty and confidentiality of the

downl oaded data. Data consistency is also a significant concern for the
roam ng user. For exanple, when maintaining nultiple independently

nodi fi abl ¢, copi es of a

2. Description of the Background Art

The internet currently interconnects about 100,000 computer networks and
several million computers. Each of these computers stores numerous application
programs for providing numerous services, such as generating, sending and

15 receiving e-mail, accessing World Wide Web sites, generating and receiving
facsimile documents, storing and retrieving data, etc.

A roaming user, i.e., a user who travels and accesses a workstation
remotely, is faced with several problems. Program designers have developed
communication techniques for enabling the roaming user to establish a

20 communications link and to download needed information and needed service
application programs from the remote workstation to a local computer. Using these
techniques, the roaming user can manipulate the data on tiic rernuie workstation
and, when finished, can upload the manipulated data back from the remote

workstation to the local computer. However, slow computers and slow



docunent, a user risks using an outdated version. By the tine the L?;irp
noti ces an inconsistency, interparty m sconmunication or data | oss 35\ R]ngg

al ready resuyl he user must then spend nore tine attenpting to
reconcil e tﬁveéﬁgag?)&rgsi stent versions and addressing any ni scd’rﬁi’g\“ﬁs‘é’dﬁﬁéns.

to The probl em of data inconsistency is exacerbated when nultiple copies of

a document ar goR{uMctidAthahndisihake dbwifiadiri 1dr§6 fildsQitid pfoRfarfy dihe. due
to network security systens such as conventional firewall teéechnol ogy, a

W hout accesGoruring Pirsess” StEr. §oihBea s shd BifeRity Bikes MRECVRIS, o

on the accessible site is the is npst, recent draft. Data consi stenc
probl ens may &haels ?%‘éerﬁj’(etﬂ"??é?%ﬂ}fp'ﬁﬁgﬁlf A8 CBPBG?M'WP the W@P%ﬁ‘ﬁd data.

vendors. For exanple) the Netscape Navigator?'  web engine and the Internet
Explorer?"'' web eBgtaneonsistancy isralsd acignificantfooncem fok theefaamingaiseo For
interesting web sites. However, since each web engine uses different

formats ang 2@x§rh?re,embﬁqhamtdiﬁingrmdlitiblfeeih_sepeﬁdérﬂry,mbaiﬁab@%m@@f@re not

i nt erchangeable. I n addition) one web engine may store a needed Bookmar k)
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PCTI US98/ 15155 t he Net scape Navigator” web.engine ,at work risks haying

[ nconsi stent BGBRABISRGY NIaRRRY MIRCRMBHNICAIER B siata logS Yy biva AliSAdY Frsvitad e
needed to enable multiple users to access conputer services renotely

wi t hout consuhegsextwistthen spand mpreetimei attesptingstogesoicilenthedneorisistente
integrity and confidentiality of the data, and w thout conprom sing data

consi stency. whisMiaGridraddiessihlyaNYfiScdimenuriestionis. | nventi on provides a
system and met hods for providing global and secure access to services and

to unifieq, (synchrppi ?g&dler‘f’%f‘g%?é‘ﬁf‘co‘?k%‘ﬂ@ﬁﬂysis ie&a&@rb%té&%#h%v\%l?@%‘“@ﬁes ra

user can gai n access a glo server usi'ng any term na
connected via,a conputer nefwor as the Internet to the global server
Gnd i ch | 5 GAGHTER SierRAGIAIRE ah gfisest cadpitlotaits oo rardpiSsdie I
wor kspace data, and is coupled via a conputer network to a gl obal server.
The client i snetwerk gaeesdty systemcsueihas eorgndionalifijewalliteelnelogy, & userenay r st
set of workspace data (conprising workspace el enents) with the gl obal
have access only to a particular one of these network locations. Without access to
the other sites, the user cannot confirm that the version on the accessible site is the
15 most recent draft.
Data consistency problems may also arise when using application programs
from different vendors. For example, the Netscape Navigator™ web engine and the
Internet Explorer™ web engine each store bookmarks for quick reference to
interesting web sites. However, since each web engine uses different formats and
20 stores bookmarks in different files, the bookmarks are not interchangeable. In

addition, one web engine may store a neeaea nookmark, and the other may not. A

user who, for example, runs the Internet Explorer™ web engine at home and runs



setrver, which stores independently nodifiable copies of the selected
portions. The gl obal server may al so store workspace data not recgBvif llom
the client, %&iﬂ e-mail sent directly to the gl obal server. Accordingly,
the gl obal Servel™® ores a second set of workspace data. ThePGIHEM(15K4E, ver
is configured to identify and 20 authenticate a user attenpting to access
it froma renfheeNERESDE Navigter™ sveecaﬂglwraedorsoruﬂ@wa\ﬂﬁ RS BARTIdKAarkd e
client configuration elther to the first set of vvorkspace data stored on
the client or h nd set of workspace data 2 9 APR 2002 WO -

99/ 06900 PO ?{%@géﬁéﬁ)stor ed on the global server. It will be

appreci ated that the gl obal server can nage nultiple CLI ents nd can
synchr oni ze mrksp-ﬁﬂ%fetﬁ‘%f?aa%ﬂﬁ@eﬁnﬁlm%tga arepeered te gpa l@smPB'P &EsR(§itAg
services such as e-mail managenent, accessi ng bookmarks, cal endari ng,

net wor k accesacc@smonnm;ﬁebserwtoesednmrcwh\éﬁheut oommﬂn'mgrqmeesiveelsuotime. without
including on the client, on the gl obal server or on any other conputer. The

gl obal seré/ersé\ﬁeré@rthréﬂﬂéﬂﬁ tiRe th@%y iitd @ndnsorifigentiafity lof 8t eata, bAd Wathoutes,
whi ch based on | evél of aut enticati on management or user pref erences may

i ncl ude only f ervices. Upon receiving a service
request from ?%ﬁ'Hpq?ﬁ'ts' d@%%’o’n?ﬂk}eﬁ Server sends configuration information
to enable access io to the servi ’sq a base system and
t he gl obal server includes a syrk pase system and
synchroni zati on agent autonati cal I y est abI [ sh a secure connection

t her ebet ween and s¥he present invention ¢ireddes asystann andanethiods ffor providing global
wor kspace data stored on the client and the second set of is workspace data

stored on theagd @Balresicees to $8RidBRSENBISUSIIR® PSYnehshi2ed )aerkepasd bledithts in
exam nes the selected portions to determ ne whether any workspace el enents
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el ements nay be stored at both |ocations, and so that the renote user can
access an updanéavhich istenabled with acwab lenginezxi st s bet ween two versions, the
base systemthen perforns a responsive action such as exam ni ng content and

generating a pref eArdglignvstorésoa first set of workspace data, and is coupled via a computer

network to a global server. The client is configured to synchronize selected portions

15 of the first set of workspace data (comprising workspace elements) with the global
server, which stores independently modifiable copies of the selected portions. The
global server may also store workspace data not received from the client, such as
e-mail sent directly to the global server. Accordingly, the global server stores a
second set of workspace data. The global server is configured to identify and

20 authenticate a user attempting to access it from a remote terminal, and is
connigurea 1o provide access based on the client configuration either to the first set

of workspace data stored on the client or to the second set of workspace data



2 9 APR 200Z WO 99/ 06900 PCT/ US98/ 15155 which nmay be stored at bothg APR 2002
| ocati ons. The system may further include a synchronization-start nodul e at

the client §id kg ch may be protected by a firewall that iyl
i nterconnection and synchroni zati on when predeterm ned cri teﬁ@%&@%sgeen

satisfied. A nethod of the present invention includes establishing a
communi cat i orstoredron thetgiekal semearc| Itavil barappréciatgddbat theeglobal. sefver cart hod
i ncl udes establishing a communi cations |ink between the client and a

service basegnamse Muftipld ERBIMS bad cHitsyRehitiize RoftspRte With betivadn aferist a
and uses the configuration data to configure the client conponents such as

t he operating systsgm- ' L0 ] Lguring
client components Sha %teég"g e @Fﬁeﬁ%g?y%%%%%glgp%%v?wlphén%%@%ﬁg and
provi des a user-and-servi ce-spegific user, interface on the client,.

Bst abl | Shi ng 2RCEsHING ROKAHTR: CAlendaring. RPWSTK AEPeRs ol TRY RE ROTed anywhere
privileges. Another nethod uses a global translator to synchronize

wor kspace sel anthe eomputer metwerkh intluding otdie clients on ke giobadsenser ngon@nyspace
el ements for synchronization, establishing a conmunications |ink between a

client and a gherxImpEter eThe glctil BeR@r iCEonijured to privide the @seradithaddessts
wor kspace el enments on the client and on the gl obal server to determ ne

workspace el QERiLes WHIEH bBEF oRAEN TP dlinetficatiolf han@dbniei oP gt fiderghiced he
met hod continues by conparing thé 2o correspondi ng VErsions an ertorning
a responsive actjop., Responsive, agtiq may i ncl ude stor.ing the preferred
Version at  baveY CEBideony 3 sibsat Pf avalaPIRSuices  Hoon derrvint A semvicsdeatest
anal ysi s. 2 9 APR 2002 WO 991 06900 PCT/ US98/1 5155 The system and mnet hods
of the preserfon fheeliandrthadlebal seerrsenpdsconfigdration dafgrmatipn b engble access
accessible third party, i.e. the global server. The system and net hods
provi de agsequtise sewioe. que for enabling a user to access the gl obal server
and thus workspace data renotely and securely. Because of the gl obal

firewall and the i%ﬂt&liéh?ﬁhiﬂés%‘ﬂaééégtéﬁya gf,h‘é' @86aP§‘é ?rr iEfIcRY ot he

gl obal server, corporations can store relative secret Information on the
gl obal server_for use.,b

al so enabl es sygpl&gpgﬁtigﬁ@%%hpﬁihéﬁ%sﬁls&%{%n% Qné%ttyp?%h%f#rﬂgﬁ%r&eni g\éfog%ét%glly
' nformation Oegt;bqighgal ggcﬂre %ggxgcr:ﬁonsﬁetrggetmteggraendmg/%lcﬂrobneizg tnrleyselected portions
of the first set of workspace data stored on the client and the second set of
15  workspace data stored on the global server. The base system operates on the
client and examines the selected portions to determine whether any workspace
elements have been modified since last synchronization. The synchronization
agent operates on the global server and informs the base system whether any of
the workspace elements in the second set have been modified. Modified version
20 may then be exchanged so that an updated set of workspace elements may be
stored at both locations, and so that the remote user can access an upuated

database. If a conflict exists between two versions, the base system then performs

a responsive action such as examining content and generating a preferred version,



limted | oss should the global server be conprom sed. Further, the gl obal
server ~0 nmay advantageously act as a client proxy for controll izrg_:jAp“:{:ﬂmss
to servi ces%%'é&g use of keys and | oggi ng access of resources. A client
user who nai a work site, a honme site, an off-site andGT{eS9§i1xAl
server site can securely synchroni ze the workspace data or portions thereof

among al | f oughightresy bEetdrearat bofieloeaReNs. eTHE 39steft hids furtheihicfildecnt 1 ol
when the is synchroni zation-start nodule initiates synchronization) nay be

set so that th S i [ : A i space
dat a upon usenneg R iations# i aRe H RE Rt EE GHRITAPE Tl et BV SR RRRN.
the user is commuting,,  or after a predeterm ned user action such as user

| og-of f or ustAt INdptes interconneetianand Sy¥rcirenization When Rigdeterminaderiteria have
Internet) the systemis accessible 20 using any connected term nal having a
web engi ne subderasatisfietint er net - enabl ed snmart pnone, tel evision settop
(e.g., web TV etc. and is accessible over any distance. Since the system

and met hods i ncl udea hastABd of B plesehPifve ARG inttldds eAaIENTEa KofifmbhiBations
bet ween different application prograns and different platforns 6 2 9 APR
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synchroni zat ﬁ%%o?{t&:é%Ht%ﬁ %tc &%h 1‘53?1 (SJ mﬁ‘\?\,i ﬁ?ﬂ%ﬂefﬁiﬁﬁfgﬁﬁg%giecszta?bhsmng a
firewal |, which prevents i.n-bound c ni cations and only sonme protocols of
but <bound consATIRBIEHAGS itk et T8 IR0t Bhd A ArER BASCH SRR YaRs SEQUSSES.
el ement synchroni zation. Further, a roam ng user may be enabled to access

wor kspace dat Bheé methadc eecglivesatonfigurationodatamndusasithelconfiguralionatata o ser vi ce
for accessing workspace data froma client. For exanple, a user may prefer

not to store gRifgarsthd clfemt EoirponRents suth 48 DiRAdpaTALING by$tein, MR webeéRfiné and
have renote access to the information. Further, the user may prefer to

store NLO ¥, GRB} bolfRbhahs A TRARR SBAFSirpBliert Sriskleithe HishftghO k 2

added security s ver be conprom se e present
invention may further benefit the roanping.yser who needs .energency access
Lo i nf or mat | SFMHBIGAE MGG SEPiceand BIRIdEs 8 YeRhaldmaryice SPEFEEUSEH
Systens (MS) director controlling the client to provide the global server
with the propeterfasgon theesligpt.c Establishing® eonamuniaationsiliok may alse in¢ludert . i f
only is tenporary access is desired, the keys can then be | ater destroyed
ei t her aut omegdrifinming atcessqrivilegesst. Alternatively, the MS director may

sel ect the needed information as workspace el enents to be synchroni zed and
may request Another method uses a global translator to synchronize workspace elements.
15 The method includes the steps of selecting workspace elements for
synchronization, establishing a communications link between a client and a global
server, examining version information for each of the workspace elements on the
client and on the global server to determine workspace elements which have been
modified since last synchronization. The method continues by comparing the
20 corresponding versions and performing a responsive action. Responsive actions

may include storing the preterrea version at both stores or reconciling the versions

using content-based analysis.



I mmedi at e synchroni zation with the gl obal server. Accordingly, é}iﬁ al obal
server and the client can synchronize the needed i nformation, 7a R A2 user

can access {i§o ynf ormation fromthe global server after i r#)g% | et ed
synchroni zat 1 on. % e present invention also enables the systll;eC 3ﬁ hods

to synchroni ze keys, avail able services and correspondi ng servi ce addresses

to update accessi bThe systef avwd ktlacds ofthe preserstanvention. advaintageoud\eprovidd &e
user of a client 2 9 APR 2002 WO 99/06900 PCT/ U S98115155 accesses a

site on the | Sanogionll Bbob bRt Balyoid ho GRiHd LRARre ThALySEm urEl

obtains the certificate; the system net hod _ resent’” 1 nvention
a1 obal " ser ver PR ATA R PR AEHTES for s Eblnd s F <EH S e gSBe e
it with the information. The synchroni zation neans will synchroni ze the

i nf or mati on a@fdus warkspace datagematelycud sesuselyo Brvausepf tisglobal firewst
DESCRI PTION OF THE DRAWNGS FIG 1 is a block diagramillustrating a secure

dat a- synchy onthel idgntificatior lapd aecarty d8reices performed bythe igisbat semierhcdrperations
present invention; FIG 2 is a block diagramillustrating details of a FIG

1 remote terngipkord réibﬁeelézééreair%@%@ Gt globhtsdriat fo?%sg%gtaéatlﬁtﬁgl’?%?cﬁa

FIG 1 global server; F Is a block diagramillustrating d

FIG 1 synchrgnizati nt . ' r | representatian of an
exanpl e bookrrﬁﬁ?% .anf]é@%ﬁrqs’gpgkﬁenﬁgﬁ %I'% g%aeh?é]é §8J§’r°é% gAY rP%}S'f%Qé’ﬁ@ya i on
of the FIG 3 configuration data; FIG 7 is a block di agram il lustrating
the details oPortiopjattheir segretinformationsn @%'W@&@W’aé? hat theraswesld bg)oplye
details of a FIG 1 base system FIG 9 illustrates an exanpl e services

list; FIG 10limitedidssahonkt theigibhalisenvente comptdmided oFurthentthe\glelral sesverg a
secure i s server; FIG 11 is a flowhart illustrating details of the FIG

Povertr O 1 B8R iorns et pook 3o ot st sfies oot
use of keys and logging access of resources.

A client user who maintains a work site, a home site, an off-site and the
global server site can securely synchronize the workspace data or portions thereof
among all four sites. Further, the predetermined criteria (which control when the

15 synchronization-start module initiates synchronization) may be set so that the
general synchronization module synchronizes the workspace data upon user
request, at predetermined times during the day such as while the user is
commuting, or after a predetermined user action such as user log-off or user log-on.
Because the system and method operate over the Internet, the system is accessible

20  using any connected terminal having a web engine such as an internet-enabled
smart pnone, television settop (e.g., web TV), etc. and is accessible over any

distance. Since the system and method include format translation, merging of

workspace elements between different application programs and different platforms



access to a service in a first enbodinment; 20 FIG 13 is a flowchart
Illustrating details of the FIG 10 step of provi ding access tpg qlpﬂqlm |ce
in a seconqzsg?B% nt; FIG 14 is a flowhart illustrating detai

FIG 10 ste Phvi di ng access to a service in a third entEYPﬁ%ﬂ"\‘tﬂﬁand 9
WO 99/ 06900 2 9 APR 2002 PCTNS98/ 15155 FIG 15 is a flowhart illustrating

t hod f 1]
Cecur o net wol OB Lo or-Bech &@ﬁbﬁﬁﬁﬁ’%ﬁsﬁﬂ SR IREBI TS IR e

a bl ock dlag am| | ust.r a a ne rk 100 afirst site

25 a’r oot o baRsh Al MniTEe Ry BEts B b arPRIcaTRR aBddrbh o DR okl o
to a gl obal server 115. The gl obal server 115 is jn turn coupled via a
communi cat i ofkouHAHNE cammunications.dnas Rettact ag@n igwadimgphio WEksPARE wor k
(LAN) 125 and via a comuni cations channel 122 to a third site such as
client 167. ¢Elemantisgathronizatibannel 110, communi cations channel 120 and
communi cations to channel 122 may be referred to as conponents of a

conput er petwork pyghel s rbBﬁhlr‘lg{'h%m by by bEéhdbiePfd aéc%s‘é%ork&éaéédﬂfaoﬁ'&ﬁttﬁg
by a global firewall 130, and the LAN 125 is protected by a LAN firewal

135. The LAN I

for synchro np@%%bg?ﬁg?iéf)@%g %(? a%rgaaﬂ%% i:tﬁéc?%!gl acggltvgb)% 1;r&j %gc%%é?ﬁ S’@Z%Z’r?% d]azg
data, user data, ~s etc with the gl obal server 115 and may jnclude a
service engi fremuz gligniy F@f@e@mmﬁg TusRIUDaY Prfeynetle %9@1par§ogehetmmaﬁgn on
e-mai |, paging, word-processing or the like. Those skilled in the art wll
r ecogni ze t htite globalsseaver bldtraay piefentp havd redwotetaveess ypthe infordwmtians tFeinthes,
application prograns. It will be further appreciated that workspace data

180 may eachtfeeystr\thakegrdfet © %@féﬁ:@ﬁ%&ifﬂ@ﬁﬁl%fkﬁﬁé@ BlePiEiils 4R tHe cliemese
el ement may be identiTied by particular version information 782 (FIG 7).

For exa ée w%ﬁ??s GalBY s cuﬂlt&%hgﬁ@ tﬂ,@%ﬁébal%%?vgrl e &%F&ﬁ%&&ed to as "a

morkspa el enent” I'n WOr spa or—si'np each Wor kspace
elenent on the cljent 165 is ferred. t re S beln stored in fornat
A e i T bt or TROPrashnt dientan ey furihes bRBRTLADE OGS b HEBHER0 needs

emergency access to information. The roaming user may request a Management

Information Systems (MIS) director controlling the client to provide the global server
with the proper keys to enable access to the information on the client. If only
15 temporary access is desired, the keys can then be later destroyed either
automatically or upon request. Alternatively, the MIS director may select the
needed information as workspace elements to be synchronized and may request
immediate synchronization with the global server. Accordingly, the global server
and the client can synchronize the needed information, and the user can access the
20 information from the global server after it has completed synchronization.
The present invention also enables the system anu mmetnods to synchronize
keys, available services and corresponding service addresses to update

accessibility of workspace data and services. For example, if the user of a client



PCT/ US98/ 15155 that the workspace data 180 or portions thereof n?gdﬂgz
stored at different |ocations such as locally on the client 165, tmgr
systens in Jdidbhol25 or on other systenms (not shown) conn e

gl obal servg$ﬁ315.QThe client 167 is simlar to the client %@%ﬁgﬁkagégr,
wor kspace data stored on the client 167 is referred to as being stored in
format B, whiaceesaes deite pa the intemet which requireata digital ¢estifieate andAhe usepect s
descri bed above and below with reference to the client 165 are al so

possi bl e W t bbtaated cdrtificdte, thei smterd @Rd rhethoes aTthe predant inveh@dn meay
i ncl ude services (not shown) accessible fromrenote term nal 105) may

i th the gl oburanEEhiiov Aitiiged bo ISR IR e ReNEEIRTG 1O gRrBIa

, r,
with the glo server server Security

system 160 f roviding only.,an authorized user with secure access through
7 Feval i o t o Toubyieuiset gt s BBt B BRR SRRl pibvRr it 68 Moesatch
and aut hentication services and may accordingly enable multiple | evels of
access basedTba synehraaizatiopimeanswilksynghranizeithe infermationeaitowmatically. The

gl obal server 115 further includes a configuration system 155 t hat

downl oads configuration data 356 (FIGs. 3 and 6) to the renote term nal 105
to configure renote term nal 105 conponents such as the operating system
270 (FIG 2)) the web engine 283 (FIG 2), the applet engine 290 (FIG 2),
etc. The configuration system 155 uses the configuration data 356 to enabl e
the renote 20 termnal 105 to access the services provided by the service
engine 175 and to provide a user-and-service-specific user interface. The
gl obal server 115 stores workspace data 163, which includes an

i ndependently nodifiable copy of each sel ected workspace el enent in the
selected a  ----- 2 9 APR 2002 WD 99/ 06900 PCT/ US98/ 15155 portions of the
wor kspace data 180. Accordingly, the workspace data 163 includes an

i ndependently nodifiable copy of each correspondi ng version information 782
(FIG 7). The workspace data 163 may al so include workspace el enents which
originate on the global server 115 such as e-mails sent directly to the

gl obal server 115 or workspace el enents whi ch are downl oaded from anot her
client (not shown). The gl obal server 115 mmintains the workspace data 163
inaformat, referred to as a "global format," which is selected to be
easily transl atable by the global translator 150 to and fromformat A and
to and fromformat B. As with format A and format B



one skilled in the art knows that the global format actually includes a
global format to for each information type. For exanple, there nmay9hPRA00?
gl obal forrrax(1 o ookmarks (FIG 5), a global format for fi fﬁ% |_obal
format for ca Jen %10? data) a global format for e-mails, etc. 'J e sgsv?g%g?
server 115 al so includes a synchroni zation agent 145 for exam ning the

wor kspace el enents of wor ksBRtEF HESCREZTIONWNOF PHEIDRAVAINGS the is base

system 170 and the synchroni zati on agent 145, collectively referred to

herein as "synchr ggzatis ablogiediagram ARRtatiAg %&ﬂ%ﬁb@lﬁmm&ﬁzwﬁf&ﬁﬂﬁé@
data 163 with the selected portions of the workspace data 180. The

synchr oni zat | n IBGAS, bl R HLAId Y BEDpRAE ABRiiGRace e erent s

(e.g.) speciﬁ processor documents) or" may synchrori ze wor kspace

el enent folders (e.g.,.a hoo rk 2o folder)., General t he base system
170 manages the séﬁ'é’c?éﬁagﬁ?é&%ﬁgm&? ‘lh?ga%%lg?ﬁ?d@é)f@a%@-lkf?‘ﬂ??ﬁﬁﬁn > LAN
125 and the synchroni zati on agent 145 manages the sel ected portions of

wor kspacesdat a 16FiGi 8l a bidek dingtaah ilkistrating desailsiaf aFlG. bglobppsevent ed
that the global translator 150 cooperates with the 12 WO 99/06900 2 9

APR 2002 PCT/ US98/F1&8143s am&«raﬁagzaﬁinmstr@_aa?@etmlstdf@sl@tﬁsﬁﬁm@mﬂaﬁ&f mat A
(or format B) and the global format. It will be further appreciated that

t he gl obal se\ar\é(a?i 115 may synchroni ze the workspace data 163 with workspace
data 180 and 3%%H the wor kspace data (not shown) on the client 167.

Accordi ngly, the rkspace data 163 can, ,be easily synchroni zed .w t he
wor kspace tata ( ndiiCs BaA)rANCAETeBretataryo! A EXFHAR BORhaR (A9

i ncl udes a web engi ne 140, which sends requests to the global server 115
and recei ves fomhat; mati on to display fromthe gl obal server 115. The web
engi ne 14Q may use Hyper Text Transfer Protocol (HTTP) and Hyper Text Markup

Language joHTM.) t FIGNBas hagraphichlvephesegitativ obtheVRIG. Bldonfigheation deth; engi ne
140 may be enabled to run appl ets, which when executed operate as the

security interfacq E0r paqhek aagﬁaqﬁ%ﬁfsttaﬁﬂpﬁhﬁeabm'ofgem@.& dilent:and whi ch

operate as the applicatron rnterface w e requested service. 'Using the

Phe: Internet 1o addCs ¥ AR ARaen ipBiFaihg The Aafaih l a oG (BN pysiem. -

services and the workspace 1s data on or accessible by the global server
115. FIG 2 is a HiGXKillustiaiesan example:sanvigesiéistii | s of the renote term nal
105, which includes a Central Processing Unit (CPU) 210 such as a Mdtorol a

gg://\/ie(r:el:‘;; rsrlijg[]oggmeeaeqs adfovwaohattrillestratinigt a Histhod forapmotels aatessing iangacure
15  server,
FIG. 11 is a flowchart illustrating details of the FIG. 10 step of creating a link
between a client and global server,;
FIG. 12 is a flowchart illustrating details of the FIG. 10 step of providing
access to a service in a first embodiment;
20 FIG. 13 is a flowchart illustrating details of the FIG. 10 step of providing
access to a service in a second embodiment;

FIG. 14 is a flowchart illustrating details of the FIG. 10 step of providing

access to a service in a third embodiment; and



20 a keyboard and nouse, and an output device 230 such as a Cat hode Ray
Tube (CRT) display are coupled via a signal bus 235 to Lru ~ i (}

conmuni cat i W@SojoBdeg!’ f ace 240, a data storage device 250 SUCQ?\BJ&%,%R%W y
Menory (ROM) and a magnetic di sk, and a Random Access Menory 8 are
further coupled via 13 2 9 APR 2002 WD 991 06900 PCT/ US98/ 15155 signal bus
235 to CPU 210. THR&GctHoinuafiowthamndlustrating aceethtd fos sgnchroaitingmaltiple copies
comuni cati ons channel 110 as shown in F1G 1. An operating system 270

i ncl udes a ppeghaPkéPice OBt bidda BEOGRSTtWGrLY CPU 210, and is typitally
stored in data storage device 250 and | oaded into RAM 260 (as shown) for

275 for gener at| ng SE AR ESCRIEHER O (HENRERERATENLBLINENE D, [0

275 for generating -1 lé J'..wgég@ige B ations
interface 240 to and fromthe communjcations channel 110. Operating system
270 further incl ufiés. hif Dblackidiagranyiustiatingsp nedwerkylOQtqommpriingp &irst sge

whi ch configures the operating system 270 based on OS configuration to data
356 (FI G s53) suocbhasaa rdmatescormputen tédaninalol 05 coupled lvid @ G8mmdanisatiddsnehannishne
Server (DNS) addresses, etc. received fromthe gl obal server 115. Qperating

system 270 fUffdﬂﬁfa'%;!waueeﬁ/&h_@swhe?ww%ewé’rmisqﬁrmuﬂé&?dlémoia%th the
gl obal server 115. The web engine 140 may include a web engine (VIfE)

configuration A fninGUT ] e engi '

such a5 hone BADEnAfEts cREnid A0 A SEE R Gl b B est P Are HEBiRALAR
etc. based on the onfi%uration dat a 356 Lﬁfil ved fromthe gl obal server
115. The web L3RyARE Vi@ Capynupicafionsghamechic2 iR Atpird Sie sngh @e disat 18%. usi ng
encryption techniques to conmunicate with the gl obal server 115. The web
engi ne 140 f uComenunicatiansadhadeebhl®monemupicgtiors 2banrelr120ant corgmumications
execution of downl oaded applets 20 including applets for providing

securi ty.o Theciaple 22 gy 6e PS8rrEE Yo a8 Wonmsisorishté\P b onksleeNRetWOr such as the
configuration nodule 295 for configuring the elenents of the applet engine

10 991 06000 2 RERR! T 8Bbatr et 174 AR Uy At Bl 157 aHnd Lan 14

125 is protected by a LAN firewall 135.

The LAN 125 comprises a client 165, which includes a base system 170 for
synchronizing workspace data 180 (e-mail data, file data, calendar data, user data,
15 etc.) with the global server 115 and may include a service engine 175 for providing
computer services such as scheduling, e-mail, paging, word-processing or the like.
Those skilled in the art will recognize that workspace data 180 may include other
types of data such as application programs. It will be further appreciated that
workspace data 180 may each be divided into workspace elements, wherein each
20  workspace element may be identified by particular version information 782 (FIG. 7).
For example, each e-mail, file, calendar, etc. may be rererred to as “a workspace
element in workspace data.” For simplicity, each workspace element on the client

165 is referred to herein as being stored in format A. It will be further appreciated

10



FIG 3 is a block diagramillustrating details of the global server 115,

whi ch includes a Central Processing Unit (CPU) 310 such as a MItDABR 20Power
PC " mcrop {9%%%(;0 or an Intel Pentium ™ mcroprocessor. An iwut devi ce
320 such as'a Keyboard and nouse, and an output device 330 SUfcHVSP8/15155

Cat hode Ray Tube (CRT) display are coupled via a signal bus 335 to CPU 310.

A comuni cat {Haf$he Workspaee did 18 of pbatictisathagsfdeay be skhred it diffstenReagticny v
Menory (ROM and a magnetic di sk, and a Random Access Menory (RAM) 370 are

further couplged, ¥% ?oc%gggﬁgag%ﬁeﬁ%é %nﬁﬁa?’%%t?ﬁ% i TRYP AN 33 G oft gﬁﬁ&e

conmuni cati ons I nter 0 is c¢ou communi cat 1 ons annel
110 and to the communj catiqns chapnel .120. An operating system 380 includes
a program foFY%GWFr(BP{ ?W&f&?@é‘?&f‘%ﬁ’&ﬁéewaﬂf&%{%@ﬁ?s typically stored in
data storage device 350 and | oaded into RAM 370 (as illustrated) for
execution. The opédestlient16Yis eimilasto therclient 16hc] ef, Woskspanendata atorechs

engi ne 382 for generating and transferring nessage packets via the
conmuni cat i 0pA the tReritaBT i846fetredan sy shured dmtormiat 8, iwhich Al ethe3ddme
The operating system 380 al so i ncludes a web page engi ne 398 for

e . h
remte term A foE R S/ ATRSRECR sl goys dnd ol vl t1e
f ti lit ff d h bal .20 115 O , d 368
may i nol ade. 16iPETIRRAD SN Pt SRS RRASE PEEURR W Formdel L e 3RT: P

operating system 380 may include an applet host engine 395 for transmtting

appl ets to t@a¥amplepchentsias may inalade pervings (ot ahowWR) acsagsibie from remote. ~ 2
9 APR 2002 W O 99/06900 PCT/ US98/ 15155 operates in conjunction with the
appl et host tgrgiimas 1335 nfayrintiude abase systermnhot sheawnpfor sppthroaiziigPwaridpace
configuration and user data 356 to the renote term nal 105. The renote
term nal,,105

t i tqiq@n pl ets 359 and uses the
cont i gar'% SefhES Gt tQS dfeBY is8HeR 118N et

user data 356 to configure the elenents (e.g., the s

emote tarm nal TOS00abRE 4 PEs tedity sISAEacf o fRRM g ARy, "

greater detail with reference to FIG 6. The operating system 380 al so
i ncl udes t heauwhoriaadouser avithosequge accassthiadgh firwallgitoiserdees. o hbe seeuntyc, 1.
The synchroni zati on agent 145 synchroni zes to the workspace data 163 on the

gl obal ser vesysfelh 160trhay perfoon idgmiifieation and &@ithentication services and may
accordingly enable multiple levels of access based on the level of identification and
15 authentication. The global server 115 further includes a configuration system 155
that downloads configuration data 356 (FIGs. 3 and 6) to the remote terminal 105 to
configure remote terminal 105 components such as the operating system 270 (FIG.
2), the web engine 283 (FIG. 2), the applet engine 290 (FIG. 2), etc. The
configuration system 155 uses the configuration data 356 to enable the remote
20 terminal 105 to access the services provided by the service engine 175 and to
provide a user-and-service-specific user interface.
The global server 115 stores workspace data 163, which includes an

independently modifiable copy of each selected workspace element in the selected

11



the client 165. As stated above with reference to FIG 1, the gl csqbgﬁ,
transl ator 150 transl ates between format A used by the client 1g rﬁ:lmgzhe
gl obal for n@io gdeshoby the gl obal server 115. The .operating wgﬁg may
al so includes a security engine 392 for is determ ning whether to instruct
a conmuni cations engine 382 to create a secure comunications (ink with a
client 165 porttomsofibe wodEspasadistar 80etAnaordingly, theewatkspase dajsh 463 dricldes

user. For exanple, the security engine 392 forwards to the client 165 or

renote ter Wbﬂ%déﬁbﬁwo%emyrrﬂméd{ﬁmelc@bg of @ach \8BireBpvhidifg Sesioh affoliatidiE782
receiver poll the user and respond back to the gl obal server 115. The

The user. FOrGedmis WOKERAEH Hfte 1 BESPAR Moue ERispate BiEmalfs IAh =" ©

server 115, the securjt ngi ne 3 det er mi nes .whet her the obal, server
175" accept s OFRNGURAN the BIRDAT BIVEE1 45 SUGMAS SIS GeNLIEEM to e Slopal Selver
security engine 392 allows the 16 2 9 A PR TO02 WO 99/06900 PCT/ US98/ |
5155 consrunildatarevarkeprgenelegents whighcaaredaynioaded fromvarotbeaalient (Batsshown)he
client 165. O herw se, no channel will be opened. After a channel is
opened) t he Thelobal\sevedi 1S BAMtains \the Wdripagetditatieddh iacformat veferedapset
362 to the renote termnal 105 to poll the user for identification and

aut henti cat i;ond i Qi
it hont 1 oat g dua Rt AGHEcRectLo Bdally e ERtaiehy3hdtichal kafsiator
back to the bal server 115 lch will use t Lnfarmati on,to verify the
Tdent| Ly of 1BRAS GG IOM GO aBd 16 nddram gt oS Wi et sl formal 8 o
that a request-servicing engine" may be the configuration engine 389 and
the appl et lopetskillegiindhazgg knpws tbabg;l%glﬁgalsf@rmatc@@tuauv insluglesemglobal formiatal
105 or client 165. The request-servicing engine nmay be the web page engine

398 wheng peforasashigforntationayse. dRdreldifiplec thére nady bpar gibbanfereat fogt |y from
t he gl obal server 115. The request-seN cing engine may be the configuration

engi ne 389 %Gkﬁﬁﬂ@@b.es},m@]b?ﬁmirmst ﬁ:?fméwﬁofgla élffefrnémrpﬁre‘ﬁaaﬁesta%ta

180 retrieval operattons e client 165 romany other site
connected to,the.rs gl.obal server 175. The request-servicing engi ne may be
security en&i‘%ﬁm% rne'B‘éar'lgo?%' ng security services such as user
identification and authentication. The request-servicing engine may be the
synchroni zati on dgerlobplaervaie! in-alseingludes s syRelionizaticd aggnt A48 der | i ent
165. Further) the request-servicing engi ne may be any conbi nati on of these
conmponent s. examining the workspace elements of workspace data 163. More particularly, the

15 base system 170 and the synchronization agent 145, collectively referred to herein
as "synchronization means,” cooperate to synchronize the workspace data 163
with the selected portions of the workspace data 180. The synchronization means
may individually synchronize workspace elements (e.g., specific word processor
documents) or may synchronize workspace element folders (e.g., a bookmark

20 folder). Generally, the base system 170 manages the selected portions of the
workspace data 180 within the LAN 125 and the synchronization agent 145
manages the selected portions of workspace data 163 within the global server 115.

It will be appreciated that the global translator 150 cooperates with the

12



20 FIG 4 is a wcrc anagramillustrating details of the synchronization
agent 145, which includes a comruni cati ons nodul e 405 and a gen raP
synchroni zgié 9éeddpsiul € 410. The communi cations nodul e 405 igg.t{@gl ingmzi nes
for conpressing 17 2 9 APR 2002 WO 99/06900 PCTNS98/ 1515 ara an
routines for conmuni cating via the communi cati ons channel 120 with the base

system 170. sihehemigationaatannt maklhe Hdveanfofrmat Agor forbbtiBE an@tihé Rbal or
comuni cating securely channel through the global firewall 130 and through

the LAN Tl cufhit, Jgwil 08 Rurfii eiteciiBathariveibod ﬂ‘%@%xisgﬁwl%‘?\f‘ze the

routines fo erm ni ng wor kspace el®enents have nchroni zed
and routines for for dj to the base st.em 170, sion, informtion (not
Shown) of | eMERPECH Rt 1H PR PGP R AP QB LA Nith 368 A< A (P,
The general synchroni zation nodule 410 ma% either maintain its own |ast
synchr oni zatshowndiogrthewlient #3f. Areamingly.dbeiwaskspace datpy163f cambe easily
synchroni zati on signature with the request to synchronize fromthe base

system 1%0, syhchfoniZsdWaith tiansrispace iatd (mg shoain) idnethewlisap®@® dat a has
been synchroni zed. The general synchronization nodule 410 further includes

routines for receﬂﬁéégégn&&%ﬁﬁih%%d%%i Qhew@p@qao%hgh%dmgg%ge

el enents fromthe system routines forwardi ng pre
versions is ,of, workspace d 180 wor kspace el.ements to the base,system
170. B o Bithe oiqt 6%l 1B A e R SR AP AR iRelel B R Bt 865 Pb ba
format. The translator 150 incorporates all_the information needed to

transl ate betlfeehhewebjendingdfdmay ves ypsrTexd TransfapPegtoes! (HJ TP andr st

client a bookmark in 20 fornmat A needs elenments X) Y and Z and for a second
client a bodlyperfextMackupeliariguageds TAllenerinterfate Witinthe\globalsegverbtds. The

transl ator 150 incorporates elenents vv, ~, Y and Z to generate a bookmark
in the gob e 140/fal e erdiffed t¢t Btsl WhidH'GRER ¥xakaRd!
i nf or mat ioon%v\?ﬁ ghmﬁs neede ~eb?/ th% symé%ﬂi zé??‘(;n nmeans x?as is&.ﬁaer%teQasAPR

2002 WO 99 Otgg%%cﬁr%l th%grét/cte fgr1 gr%viding access to the global server 115 and which

operate as the application interface with the requested service. Using the present
invention, a user can operate any remote client 105 connected to the Internet to
access the global server 115, and thus to access the services and the workspace

15 data on or accessible by the global server 115.

FIG. 2 is a block diagram illustrating details of the remote terminal 105, which
includes a Central Processing Unit (CPU) 210 such as a Motorola Power PC™
microprocessor or an Intel Pentium™ microprocessor. An input device 220 such as

20 akeyboard and mouse, and an output device 230 such as a Cathode Ray Tube
(CRT) display are coupled via a signal bus 235 to CFu 210. A communications
interface 240, a data storage device 250 such as Read Only Memory (ROM) and a

magnetic disk, and a Random-Access Memory (RAM) 260 are further coupled via

13



described belowin FIG 4) such as the |last nodified date. Accoz?ii,\g Iz@g a
bookmark in the A obal Format may include a user identification (I f’ 5,
an entry | Dved@gpeoparent I D 515, a folder ID flag 520, a Naperddek15fss
description 530, the Uniform Resource Locator (URL) 535, the position 540,
a deleted ID flaag 545, a last s nodified date 550, a created date 555 and a
separ ati on | Bignahjus@ds teIGRU @10s Themsasarunicaijeasinterface 240iim godpleditd 8 of
the configuration and user data 356. Configuration data 356 incl udes
settings 605 canmhunicaflici? clainmebndi0 bshbWn indlGeds, web browser settings
such as honme page address, bookmarks and to caching data, applet engine

sellings, a0 opolelosamlnguyabir 2O Wch ok ooy s8hi s Pdecdlif o7
LTRSS I AN RN S TR0 T

further includes predeterm ned user preferences 610 such as font, w ndow
si ze, text si2B0 (asshewp) fargxeryliomt Coeratindsystam A0 fveher includesa t he set of
services 615) which will be provided to the user. Services 615 include a

list of regi sbameshicstiors enyineath fosgenerating and ftranséerripg efiessage packetsalh e
services 615. Services may also include a list of authentication |evels

needed {0 acegsgomhfuri@dtions Giteffaee Z%QBia‘iidrfPéﬂwﬁﬁe%BﬁerH?ﬁ&a%s‘W nkP{10.

further includes service addresses 620 specifying t ocation of each of

g SOR 2on. PORGIRBN SEtpErdines ol detfan Ebelfing skstert (s donfadiraliana; | <
of the client 165, which, includes a CPU 705, an input device 710, an output
devi ce 725, medifeddPcwhicorronfigutasithe operatingsysten 2iQbazad er QS sonfiayratien

RAM 730, each coupled to a signal bus 740 An operating system 735 incl udes
a progranof odata8bs §FlG.r18) spcb @ssEangmission CoptralFRrofd@col (AGR) datd, \JomainlNVame
stored in the data storage device 720 and | oaded into the RAM 730 (as

i I'Tustrated) SepjerqONS) dditesdbss @ld/ iré6ei0ed Fram theglbbal s&tesr M er vi ce program
for managi ng wor kspace data 180 that includes version information (not

devi ob 720 and | oSt Syt 2R BBeP pidudi Bl ehiRecPoiol i POn e

wor kspace data ~0 180 may, pe stored in the_data storage device 330. As
stated above cmmumemge%ég the global server ﬂ§5-b§‘i1@ wehy F@gﬁnﬁtﬂ%’a@va\wgde g web

synchroni ze the workspace data 180 on the client 165 with the workspace
data 163 on tEnging QNE) cerfigusatian sodulee286 far configuring elements of the web engine

15 140 such as home page addresses, bookmarks, caching data, user preferences,
etc. based on the configuration data 356 received from the global server 115. The
web engine 140 may also include an encryption engine 283 for using encryption
techniques to communicate with the global server 115. The web engine 140 further
may include an applet engine 290 for handling the execution of downloaded applets

20 including applets for providing security. The applet engine 290 may include an
Applet Engine (AE) configurauon module 295 for configuring the elements of the
applet engine 290 based on configuration data 356 received from the global server

115.
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system 170 may be al so stored in the data storage device 720 and | oaded
into the RAM 730 (as shown) for execution. The base system 170 i descri bed
in greater %99%{@0' with reference to FIG 8. FIG 8 is a bl ocﬂ%ﬁﬁ&?lﬂh
illustrating detarls of the base system 170, which incl udes ECT/US98/SISS
communi cati ons nodul e 805, a user interface nodule 810, |ocator nodul es
815, a synchronization-start ("synch-start) nodule 820, a general 20

synchroni zati on nodul e 825 and a content-based synchroni zati on nodul e 830.

0l S S Ee B She BA NE y,
R e ok W W IS N

nodul e 805 i ncludes routines for conpressing data, and routines for

comuni cat i ngnictaprotasseoenanilotel Pentumntreicfeprecasser( Andnpu) dewice 32Asuch as
synchroni zation agent 145 (FIG 1 ). The communications nodul e 805 may

i ncl ude rqut igasybloard apeInvbuke, and Wreodipakeévie@ 380 stishlas 4 EaulftisdeoRHy Fageuser
identification and authentication techniques (i.e., digital certiflcates)

to establish : ' { d I L i 135
and t hrough t'he gl oba Ire 0. "Because synchronization is initrated
(ﬁﬁé%ﬁf@%@ y%”a s@aansus 885 e4gibLh B30 ﬁl\kéﬁwﬁﬂi‘@é%tm?x
fromwithin the LAN firewall 135 and .us (of0) nly e | e roto such
ns Ry per Text IMEHAGE GRS Jate s0Ra8 96yi08 Sh0 Sl auttend LnteMémas (i and &
prevents in-bound conmuni cations in general to and sone outbound protocols
does not act naagnetici digh @ndem Random-Aegessshigoiany tRAM)i 110 areduntbereoursled via
comuni cati ons nodul es 805 may i nclude TCPII P stacks or the AppleTal k's

protocol . Theigtbub B38tbaCRUBH0. AsEhedesinRIG. i) et Eemntumications dhterfaceBud a
user, and may Include a conventional G aphical User Interface (GQJ ). The

user interfag J s Il 1 1 i :
componenty. ade daanet o SRPEARurGERRCRARAL! £10 8hd fo JgcbinkiRlpatins chanel
for identifyi;g the nenory | ocations of the workspace elenents in the

wor kspace dat’#9180 and t he menory | ocations of the workspace elenents in
the workspace data 163. Wrkspace el enent nenory |ocation identification
may be i npl ement ed\ruepergtingsysteryd8e inaludass a psegram fas conppliisg toraegasing by
addresses or the system s registry, or using dialogue boxes to query a
user. It wilICPg Hopaadistypicdliigatoreddn datastoragedevies 350-arfd ivaged @it RAM

wor kspace el ement nenory | ocation identification upon system boot-up or

370 (as illustrated) for execution. The operating system 380 further includes a

15 communications engine 382 for generating and transferring message packets via
the communications interface 340 to and from the communications channel 345.
The operating system 380 also includes a web page engine 398 for transmitting
web page data 368 to the remote terminal 105, so that the remote terminal 105 can
display a web page 900 (FIG. 9) listing functionality offered by the global server

20 115. Other web page data 368 may include information for displaying security
method selections.

The operating system 380 may include an applet host engine 395 for

transmitting applets to the remote terminal 105. A configuration engine 389

15



21 WO 99/06900 2 9 APR 2002 PCT/ US98/ 15155 after each communication wth
the gl obal server 115 to maintain updated nenmory | ocations of wor BSp&RRe(0?

el ements. TRgoSyskehy ONi zation-start nodul e 820 includes rout b&?/? %p‘?l%ls
determ ning when to initiate synchronization of workspace data 8 an

wor kspace data 180. For exanple, the synchronization-start nodul e 820 may
initiate dat aopeyatebinodrpncton witbrithe applet bgstanginat39s foatransmitting t i me of
day) after a predetermined tinme period passes, after a predeterm ned nunber
of changes, &fghfifurtioh&pphats 380 fHdCorfRuritRin aPudédl d&ta 368710 thelremetd feri a.
The synchroni zatTon-start nodule 820 initiates data synchroni zati on by

instructing t . I ronj | I t L. 1.0 o) f
T o s B0, TR A L e B i bl ot
synchroni zati on agent 145 preferably inifiate fromwithip the LAN 125,
bacause t ho. (yses 46 CPRRBWERGOAN Ubsh At SRR IEConaRARe EmEREdag dRS. and
al | ows out-bound communi cati ons. The general synchroni zati on nodul e 825

i ncl udes rsoutapesatifgosystemudyd, itheywieb enging 340 antidher@pptet engine 29@) of the
synchroni zati on agent 145 (FIG 1) and routines for conparing the version

i nformation agaioksterminaSt05s YOSHRAUAEGH hAG uBEOARIaLBSE RdestribBd #F gRedidsdetail
synchroni zati on date and tinme to determ ne which versions have been

nodi fi ed. Th%igﬁ%q%@m‘gw%ogi zation nodul e 825 further includes routines
for conparing e Tocall and rénote versions to determne if only one or

both 20 versions a part.icul ar space el.enent have beep nodifj and
routines for perfgjrhrﬁ Wgeré n%ﬁkﬂ?@ﬁ?@é&@%&)ﬂﬁwﬁﬁ ﬁ)ﬁ“?"ggﬁgﬁg?ﬂ‘/égﬁﬁ"tf&].
Appropriate synchroni zi ng responsive actions nmay include forwarding the
modi fi ed ver gasaribed withgefarenes teblG.ct.sThe pyashranizaties mgest 448 sgnchronizes
wor kspace data '180 or forwarding 22 Z s aPR zooz WO 99/ 06900

PCT/ US98/ 1451 %he mtstkspaceadata | 183 omthef glbbal severotts withithe wisrkspacet ddta (18D.on
QO her appropriate synchroni zi ng responsi ve actions nmay include, if

reconciliatiqpe l&gémt&@sfﬂigé fabBge \Oﬁlﬁq’h?égéggnéétd‘ﬁﬁ ,ghé[b?&él%%h&ié%ﬂf&)

t he content - base yncnroni zatl on no to execu I TS routines

(descri bed betlraOnV\SI]étes between format A used by the client 165 and the global format used by

the global server 116.
The operating system 380 may also includes a security engine 392 for
15 determining whether to instruct a communications engine 382 to create a secure
communications link with a client 165 or terminal 105, and for determining the
access rights of the user. For example, the security engine 392 forwards to the
client 165 or remote terminal 105 security applets 362, which when executed by the
receiver poll the user and respond back to the global server 115. The global server
20 115 can examine the response to identify and authenticate the user.
For example, when a client 165 attempts to acuess me global server 115, the
security engine 384 determines whether the global server 115 accepts in-bound

communications from a particular port. If so, the security engine 392 allows the

16



It wll be appreciated that the synchronization agent 145 prefer abké

exam nes the | ocal version i-nformation 124 and forwards only the e n@PrRt@U?
that have b ified since the |ast synchronization signgature 835. This
t echni que mﬁ&g%s%gﬁpi cient use of processor power and avoi dsalfq{m@f’ﬁﬁng
unnecessary data across the conmuni cati ons channel 712. The general

synchr oni zat temnitmicaton8Zngine 882 t0 opeAd codmankatidhd ehinReIAd BInk ifiefpt a
el enents to determine if reconciliation is needed. Upon conpletion of the

data synchrophrzaiy ; SR, L& atal he.

| ast synchr o#é'a@@%%%‘?a‘?ure@é@ y%gbgg%g'ehﬁgg% g&}]%ﬁt?po#ggglfezﬁécunty
nodul e 830 i ncl ud routines for,reconcilin iwo Qr ggﬁ di fied versions
of wor kspace®B@g é‘))“fi% sjap pythenticaiion secygty 2pplet remole teraingl e,
if the original and the copy of a user workspace el enent have both been
modi fi ed i ndépeielpall the userder idestificationsand Authenticatiaminformationrausht asfes ad
synchroni zati on nodul e 830 determ nes the appropriate responsive action.
The cont ent - heseld aiyd alpassivoed.i The matherticBHion sayurity Gipplt %mmgén@raelaefat
the preferred one of the nodified versions or may respond based on preset

20 prefer encma'hi]ﬁ-resﬁ’dns%t (4dK8 th@?ﬁ%ﬁ%ﬁ%’?? 15MWARH Wil ¥ehehtohation to

i ntegrating changes 1nto a snyi erred version which replaces each
nodi fi ed versig& r at.h versions gre stored at both

t .both . W b
Ctores. enchveydfe idantty 8fie e aRabrage AREREs ABCYAGNET, Usos; 15155

include a fink to the other version so that the user nmay be advised to
sel ect the prefer Ranill berappieciated that 2 “requepbsenvicineenginat mayybetheent 165
that wants synchroni zati on may have a base system 170. Alternatively, one

base system gaffiguratiomenginerB389%am thecapmiet kost@ngird 396 Wheneprbuidirteservices to
appreciated that for a thin client 165 of limted conputing power such as a

smart t eh@phgwﬁmo?é terfifial herSrBrzéPibhfe)ﬁ‘%ﬁaﬂ“h@?eﬁﬁéitﬁgéi‘ﬁein%eﬁadgﬁ? Ela‘}b@é tHEWSE"

115. According conponents of t ase system 170 su e ‘user
interface nodul e 810 gcat modul 815, the ner.al _synchroni zation
modul e 895 et REBNG A whaa EstfouPiawafkbacs shiABR ey SRl Reed
| ocated on the global server 115. To initiate synchronization fromthe
client 165, frae tbejgdiabalsssvemtioydthe fenuestraDicidaenaine mey bedhgeonigurating
synch-start nodule 820. FIG 9 illustrates an exanmple list 900 of
accessi bl e senginecd8%and thecapigt kost engitie 395 whenglerforiiimg wbekspakerdate 180
Language (HTM.) - based web page, as
retrieval operations from the client 165 or from any other site connected to the
1s global server 1156. The request-servicing engine may be security engine 392 when
performing security services such as user identification and authentication. The
request-servicing engine may be the synchronization agent when the performing
synchronization with the client 165. Further, the request-servicing engine may be
any combination of these components.
20
FIG. 4 is a viock aiagram illustrating details of the synchronization agent 145,

which includes a communications module 405 and a general synchronization

module 410. The communications module 405 includes routines for compressing

17



mai nt ai ned by the web page engine 398 of the global server 115. The |i st
900 includes a title 910 "Renpte User's Hone Page," a listing of fl’ﬁeAPRZU[g
provi ded sewd ssgoddl> and a pointer 970 for selecting one ofpd s9§ﬁ?1‘§%de
services 615. As illustrated, the provided services may incl u an e-imi |
service 920) a cal endaring service 930, 20 an Internet access serV|ce 940,
a pagi ng serdatacar@b@utines for coamdunigating viacthe@Mmanicationschamemd! i 128twit the
service 963 and a workspace data retrieval servicc ao7. Al though not shown,

ot her servi c?%éé%tfﬁgfm?n@%mdﬂ.wor@rhsme%‘s mag%ﬁheﬁﬁ&lugé 53%%?

in the |ist t he web rovi des the sérvices 61

Such as a pi %%%@?1?6%355%33%%64@%' b ok (RS 13bAq Bhicsh the

flowchart illustrating a method 1000 for enabling a user to s access the
servi ces 615LAN frgwakddput er network system 100. Met hod 1000 begins by the
renote termnal 105 in step 1005 creating a communications link with the
gl obal seyver 115Thdjenedabbymchsenization fiodute 418 pnd0dés matines ifier ddtatminireg
user has privileges to access the functionality of the global server 115.

Confirm ng URREtHAF WRTRsPCE \EIEMBAE MAVE beéh SPTcHIvAZEE dMd rButinés fd?%MefrHﬁ\@t €,
obtaining a secret lo password, using digital si gnature t echnol ogy,

Phe. secur ity BitaseSy5lei 70 Bctisf Mo traf e showh of @R kefasflifes ),
t he comruni catl ons_channel 345 to the renpte term nal 105 an aut hent| cation
security apppemesifiedpfteriaghsyncaranization. cthgganeral s¥nchronizatien masig 43@r ver

115 to authenticate the user. 1s After user access privileges are
confirned, tmaywihepagintamgisews dsstaynchronigatioal sigraturs (nbt Shown) trepeivd B5
transmts web page data 368 and configuration and user data 356 to the

renote teym galy éﬂﬁe |Jéteyﬁa|broewuaﬁ tafe WK the FeYuest & gyriairoﬁ@é friofn &eeP

1020 uses t he vieb page data 368 and the configuration and user data 356 to

5512 5 Vel BB il s i RpbegBle oy Hal >

offers. An exarrple ervic st 900 is shown and aescri ed with, reference
Co FlG o Foemm pYReTepRizets TheaeReral syrRBrASRyBogus 4 e ingdas: op

1025 selects a service 615 via input device 220. In response) t he
r equest - ser viatitings forgeneivirg preferred versions of workspace data 180 workspace

elements from the base system 170, and routines for forwarding preferred versions

15  of workspace data 180 workspace elements to the base system 170.

FIG. 5 illustrates an example bookmark workspace element in the global
format. The translator 150 incorporates all the information needed to translate
between all incorporated formats. For example, if for a first client a bookmark in

20 format A needs elements X, Y and Z and for a second client a bookmark in format B
needs elements W, X and Y, the global translator 150 incorporates elements vv, X,
Y and Z to generate a bookmark in the global format. Further, the translator 150

incorporates the information which is needed by the synchronization means (as
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2°'9 APR 2002 WD 991 06900 PCT/ US98/ 15155 (described with reference to FIG

3) pr](c)vi ﬂes the selected service 615. For exarrgl e, Ithg appl et host? ®neR 18?
395 of the erver 115 in step 1030 nay download to t te

t erm nal 10‘262924()9?‘?esp0ndi ng appl et 359 and configuration aﬁgT)LiJ’ggﬁ%séﬁfta 356
for executing the requested service 615. Alternatively, the web s page

engi ne 398 naascribed below BXEIG|4),suldh B thadadtTivbdified platy.i Aecdmringhe | £Bb&Kkark
service 615. As described above with reference to FIG 6) the configuration

and user datiﬁéﬁg@nm ﬁd?ﬁia‘t'ﬂrf‘aﬁﬁ@lruaé%eﬁéériiﬁ?ﬂfﬁﬁgbgg@%wgﬂé}ﬁw ID 510, a

user-preferred fonts for confi‘guring the selecte ice

Configuration an dat 6, M | so_in e user-specifi¢ and.

servi ce- spec‘?qr?epliqisﬁ'r?aﬁ@?ﬁgm é%gsq BREE o BB SLIP 'BB%‘@QI' ﬁl?dQP'f‘cm a,
pager nunbers, etc. Alternatively, the correspondi ng applet 359 and the
bont i gur at | dRésaHIceseraios(URbE635 rpasiinn S dokaidIiBa0 5A5se 5t 1015,
Provi di ng access to the service by an applet 359 is described in greater

detai | bel ownodified date580ca ctentéd Gate 325 AAd aldeparatibrelD #lagi5ed. 290 of the
renmote termnal 105 in step 1035 initiates is execution of the
correspondi ng downl oaded appi et. The gl obal server 115 in step 1040
initiates the selected service 615 and in step 1045 selects one of three

des d i bed wi .ef . ey - . [ h '
015, For - exanpl e, G &R e MEEF dierarey urallp HeriRa g R G lAeE el esl
(e.g.) the client 165) that is not protected by a separate firewall, then

the gl obal sdate&b61 Configpration data 38P inglidgs settinasBh sueh agd&didata gnd the

user selects a service 615 provided by a service server within the LAN 125,
t hen t he gl dDNB aduress, wWelbbrowsensetingstduehsasrhome page addrasg rbmokniaoks ahe
user. It will be appreciated that each firewall 130 and 135 nay store

pol i ci esyest ahirkdag. & PEAfiRE Ohnad fet donRfigal=Rinl dat8'sueh ast
shoul d 2l60e (3% Qrg]OGQOOBgleQ APR 2002 SCT?U%S@/ 1515595el ect . sther af&al?:? ors

Fomsibi 11y, SRS Gl ALERER ole A ieButa Hodk ChTHFBR GrcldneBdnal i85

provide the rempte termnal 105 user with access tq the sel ected service
Gl5. 5 FIG specific eenfigyiationrand vserdataSoRds Aeededssinee the pervinggnaymot he
begins by t hlce)cated on the user's own local client 165. Configuration and user data 356 further
includes predetermined user preferences 610 such as font, window size, text size,
15 etc.

Configuration data 356 further includes the set of services 615, which will be
provided to the user. Services 615 include a list of registered users and each user’s
list of user-preferred available services 615. Services may also include a list of
authentication levels needed to access the services 615. Configuration and user

20 data 137 further includes service addresses 620 specifying the location of each of

the services 615 accessible via the global setver 115.
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remote termnal 105 in step 1105 using a known Uni form Resource Locat or
(URL) to call the gl obal server 115. The gl obal server 115 andz? heR ng@hot e

term nal 10%d syoedfpp 1107 create a secure communications ch S98/15155
t her ebet ween, possibly by to applying Secure Sockets Layer (SSLi

t echnol ogy. That is, the security engine 392 of the global server 115 in
step 1110 det er ni FKs. T is a hlagkdhagrestilustrating detads of thescliens 158+ whichdacludes

if so, creates a conmunications channel with the renpote term nal 105. 'The
web engi ne 149CPU Y08, areinpuedevice 78| ad @utputdevive 325, W cormemisations Ytetfhce
the gl obal server 115 in step 1115 negoti ate secure conmuni cati ons channel

t I } f
commant cat § ort d@%:?aé&@l%féﬁ%%%&éb*hﬁ%%ﬁ@?ﬁﬂ?%ﬂ bAh E8upled 1T EAINA BRCHG:
i ncl ude sel ecting,an enc which I s novvn by,. bot h t he, Iobal
server 116 and  nANRRRGEIG BYsIPmAf B BEioRRE SborgmIPLrourIEPBssSend e
renote term nal 105 and secure conmmuni catl ons engi ne 392 of the cgl obal

server 115 i the&s€CEY 102 @NGIs typiealiyostard indhe kiata storpge davice 720tanctioaded intee

secure comuni cations channel. Method 505 then ends. 27 .. 2 9 a PR zooz
WO 99/ 06900 METRANDB3(A fdsSHlustrated) poriexeaufidmwiAlservice lengirter 175 inglutizisaa servide
step 1050 in a first enbodinent, referred to as step 1050a, wherein the

gl obal serveprdgkamPoP i Fi@ E@db?a’ 180 #hat’if 0 Nt on
to a servi ceer mSt ep 10 Or{adhgggl gg by the appatetélejﬁ%% neel%ﬁdgiolhlﬁghs%i@g %5

runni ng a con I e hat
runn 09,2 o b “ThOSeARE Bt 75 el B8 AR BEISE TR SR 508 feTRe 720
aut hentication information fromthe keysafe 365. The communi cations

i nterface 348ndloadedintothe RAMy(3Q (a5 Wbsteatedhfer exesution. c bhe markenacsi 4atat he
comuni cations interface 340 of the global server 115 at the retrieved

servi ce addr 486 ntdObe stuled srethet datassiotagetdavide 380.i Asstatet iaboveavith reference
authenticate itself. The io applet in step 1215 acts as the IO interface

with the serydggs 6115he page 39%9@170 dpefdtes to E&&hréﬁmbfth@\nfdrl@yﬂ?d&:%rdata 180 on

illustrating details of step 1050 in a second enbodi ment, referred to as

152,020, S S5 Rt géﬂalb@%@ﬁs@ég’go@%m&e% PR
359 1305
O R e S S iy PSS

t he appl et 359 to the gl obal server 115. The applet 359 in step 1310
creates a RAM 730 (as shown) for execution. The base system 170 is described in greater

15 detail with reference to FiG. 8.

FIG. 8 is a block diagram illustrating details of the base system 170, which
includes a communications module 805, a user interface module 810, locator
modules 815, a synchronization-start (“synch-start”) module 820, a general

20  synchronization module 825 and a content-based synchronization module 830. For
simplicity, each moduie is mustrated as communicating with one another via a signal
bus 840. It will be appreciated that the base system 170 includes the same

components as included in the synchronization agent 145.

20



connection w th comunications interface 340 of the global server 115. The
gl obal 20 server 115 in step 1315 retrieves the servicé address 62@p@ﬂzmpe
sel ect ed sepy) &febhh® and the authentication information i~r J,hg%%e cte
service 615 fromthe keysafe 365. The communi cations interface

gl obal server 115 in step 1320 negoti ates secure channel paraneters for

creating a secureThbaonehumicationdimaotitile 825 thohRfes2QAANFOFSGUINGHeBsing data,
PCT/ US98/ 15155 service server 1014. The conmuni cations intertace 340 in

step 1320 al %gd%&ﬁ?é};tf‘o?%ﬁﬁnuﬁléﬂlrfg[ o) th@%onrﬁumcatlc;H&eth@'féc%rﬂd QﬁG‘?‘WWﬁE

359 in step 1325 acts as the 1/0 erfacevm h the communicatio

1330 dot or m MLoyieiFoeAEH a3 Rl (S, 1) ThEFeMRNACRRRIA Booblk hodmngs

user's request, then the gl obal server 115 in step_1345 determ nes whet her
the met hod 10wiudeioudines for apriripgregcure Sogkel Layet (§81 teghnolagy andwseret hod
1050b ends. Ot herw se, nethod 1050b returns to step 1325 to obtain another
request. bf id&ﬂti‘jbathm améauthenliﬂ:étidmtenhemm@eddigitahteﬂiﬁcaﬂea) to eéstablish a

authorized to performthe ~o renote term nal 105 user's request, then the

gl obal servegedire ddmmlRiRafisd@hashél tﬂ%dd%ﬁtherm fifeWalf ’0@5 éﬁﬂ‘?ﬁn%ubﬁrtﬁé gftbal
105 to the service 615. As proxy, the global server 115 forwards

" equesti ng agia A8 BEFR G Fhd bl ﬁéﬁﬁﬁ&ﬂ?mﬁmﬁfﬁ%ﬂ 1982

Met hod 1050b then junps to step 1345. is FIG 14 is a flowchart

i |1 ustrat i ng 3B USEF $OBIMARIYES insl protecals, speh ashlymentext Traesier Peetoed as
step 1050c, wherein the service 615 being requested is | ocated on the

gl obal ser vel(HHB), tBe dypidalFvewalyi1ds which peaveapspinebound soramubnicEtionstin genenad
the service address 620 for the selected service 615, which results in

providingyt h%na%oﬁ@Bumuaa ipPStoRBR ddesih&t avt BB énhﬂ‘np%@"ﬁﬁéﬁ?toaélﬁiéﬂss 620 of
the service 615 on the gluua~ server 115. Thus, the applet in step 1410

CreRes, o HBaRAOG: PRalbidh b PhebBlshe o g api Ak BLRtR

stacks or the AppleTalk™ protocol.

The user interface 810 includes routines for communicating with a user, and

may include a conventional Graphical User Interface (GUI). The user interface 810
15 operates in coordination with the client 165 components as described herein.

The locator modules 815 include routines for identifying the memory
locations of the workspace elements in the workspace data 180 and the memory
locations of the workspace elements in the workspace data 163. Workspace
element memory location identification may be implemented using intelligent

20 software, i.e., preset memory addresses or the system’s registry, or using dialogue
boxes to query a user. It will be appreciated that the locator modules & 15 may

perform workspace element memory location identification upon system boot-up or
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PCT/ US98/ 15155 needed since the renote term nal 105 has already identified
and authenticated itself to the global server 115 as descri bedzg\mPﬁ 2002
reference t doRgood010 of FIG 10.~ In step 1415, a detern nati (&3 1@ gﬁ
whet her the service 615 is currently running. If so, then in's 3% a
determ nation is made whether the service 615 s can handle nulti pI e users.
| f so, then tifter ghcthabmsmmieatiohhith thesglopallsktlerct thtemaimtaimspdated nMierhotyhe
user, and the applet in step 1440 acts as the I/Ointerface with the

service 615 Z&:attubﬁs%‘mg%%‘é?éméﬂé Met hod 1050c then ends. Qtherwise, if
the service 615 in step 1425 determnes that it cannot handle nultiple

users, then netho ife lQ..S 141

t he gl obal serverq-f%§§'$§h%@?{@p§ﬂf%égpioaﬁﬁ? égﬁgg@@%%chgt@eﬁsfo}n@?tetrﬁhn&m
runni ng, then the global server 115 in step 1420 injtializes the service
615 and pr océ@d%t'%té Sﬁ!f‘@'ﬂi’%%’éyon of workspace data 163anst workspase data 180-aFREt hod
1500 for using a global translator 150 to synchroni ze workspace data 163
and wor kspacexdaiple, 1868 synchropizatior-stast medute 820 6y ihtiats datebdMchesnization t h
the user interface 900 in step 1505 enabling a user to select workspace

el ements of bhiﬂéﬁﬁec?l@s@ al@paﬁ"ﬂgul‘épﬁﬂﬁéﬂﬁ%ydéﬁér a§Pedéterrhitrd time period

synchroni zati on neans synchroni ze. The | ocator nndules 815 in step 1510

identify the S d

163 and vor kSpace aried SHrpoeR rhinecl e 53 EnaBs- e 4 wol MotieRiac d .
20 correspondi ng, nenory |l ocation,_such as in the case of addi ng. new

wor kspace el éﬁ’ﬁsgf@r%%ﬂ@e@‘@%@ The synchranizatiopsgtashmodyles82Q | %@335 data

sel ected nmenory | ocation nay be a preexisting workspace el enment or a new
wor kspace el syachronizatiot bydustainting thewgekerad sgnetrenizationenadyle Bas40 ibegin
identification may be 30 2 9 APR ?002 WD 99/06900 PCT1US98/ 15155

i mpl ement;gd exkBGtidnéFitd todkifés S RiiNba ?p@émdte@‘ thatiGomifficatibns vagner al
synchroni zati on nodul e 825 in step 1515 sets the previous status of the

wor kspace el esyﬁ%ranfzgﬂ ggn{ s E@f%r%?smggg% ?ﬁa&gﬁjg@hﬁ%‘éﬂr@"ﬁ%abécause the

informati on O e ce ele

synchroni zati on nod 20 in st 0 det efm nes

oY odet or 1 nedVREALAN %@Lﬁ‘gewveets DU SRIMEUARIAG 250 AIANS AUHASH of
the workspace el enents selected in step 1505 should start. If not, then the
synchr oni zat icomrnayricationsdul e 820 in step 1525 waits and | oops back to step
1520. O herw se, the communi cations nodul e 805 and t he conmuni cati ons

modul e 405 in The general synchronization module 825 includes routines for requesting

15 version information from the synchronization agent 145 (FIG. 1) and routines for
comparing the version information against a last synchronization signature 835
such as a last synchronization date and time to determine which versions have
been modified. The general synchronization module 825 further includes routines
for comparing the local and remote versions to determine if only one or both

20 versions of a particular workspace element have been modified and routines for
performing an appropriate synchronizing responsive action. Appropriate
synchronizing responsive actions may include forwarding the modified version (as

the preferred version) of a workspace element in workspace data 180 or forwarding

22



to step 1530 establish a secure conmuni cati ons channel therebet z/gem, Jﬂe
general synchronization nodule 825 in step 1535 deter mes whet z§

wor kspace ekﬁ%g{aé have been nodifed. That is) the general 11)énchronl zation
nmodul e 825 % '1535 exami nes the version information of CEASAYtF%ect ed
wor kspace el enment in the workspace data 180 against the |ast

synchroni zatj,ef, 'cénﬁillﬂfiéﬁ Bf the'chanig@s!to ¢ BtHEP%'térb?Q VOthie? BB?Fbpﬁh%mm S-

Thi s conpari son may i nclude conparing the date of l'ast nodification with

(e dete of LiRinaRd AR herdle R TR PRt v

Simlarly, the %eneral synchroni zati on nodul e 815 exam nes the version
i nf or mat i on HPdRigdVergPpe isRpRAad wmyae@%tmtenh agpderheonigatipn a

163 and the last synchronization signature 435 to | ocate nodi fi ed workspace
el enents. | fmodulet&30 tthaecute ite dittined (dessrihescleloWwdrent s or fol ders are
| ocated, then the general synchronization nodule 825 in step 1560 updates

the last 31 2 9t4ilPke %QQ%cWPe&%&QHQ%yRéWoH&%%E%%twafﬁﬂé@%bﬂ@bk%mes

signature 435 and nethod 1500 ends. Qthérw se, the general synchronization

vor kspace. el RaREA WAL ORI T S0 AGhydEt ol g, %Qﬁ‘re‘éﬁ%@*' PRafe ofenon
Cynchr oni 2 PGAITR Sﬁrlnvge“%@&'a?t?ﬁv@% SRl (eehfiawe makes as

stated above, determ ning the changes made may be inpl emented by conparing
the current effieientuse of PEOCRSS MW andavoids &rgasfmnng tienpecessany datat agrass of
t he workspace el enent as of the last interaction therebetween. If the

changes wer ethgesénhications Bisantdl FH2N THe déeerapsyrabresizeidrimbliale 828 thiee
gl obal translator 150 to in step 1550 transl ates the changes to the format

used by fhe EANelrsstsé%)zqu Qigg:ohﬂfar%?ﬁ% gk iéﬂ@ﬁ@n?é‘hf&éf ﬁﬁﬁ@ﬁ?éc%n%gtubﬁ OsSt °p

1555 forvvards the anges ener al “synchronization no

TR e N e ey

then the general synchronization nodule 825 sends the is changes to the
updat ed ver sinodutec82Shupdatesd tie tashsynchronization signatureB3&at i on and then to
the general synchronization nodule 410 for updating the outdated workspace

el enent in the WoTke pestentibased Spnchrbaizgtior hidduley BBDNNdludEd routing®fer e 825
and the general synchronization nodule 410 in step 1557 update the previous
state of reconciling two or more modified versions of workspace data 163, 180 in the same
15 workspace element. For example, if the original and the copy of a user workspace
element have both been modified independently since the iast synchronization, the
content-based synchronization module 830 determines the appropriate responsive
action. The content-based synchronization module 830 may request a user to
select the preferred one of the modified versions or may respond based on preset
20 preferences, i.e., by storing both versions in both stores or by integrating the

changes into a singie preferred version which replaces each modified version at

both stores. When both versions are stored at both stores, each version may
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the workspace elenent to reflect the current state as of this iztgeé{a&czhkon.
Met hod 20 1500 then returns to step 1535. ~r ne general synchroAfi

nodul e 825 iwp soiRppel540 determines that nmultiple versions hay, @r@g@ﬂsls

nodi fi ed) then the general synchronization nodule 825 in ste oﬁput es
t he changes to each version and in step 1570 instructs the 32 WO 99/ 06900
2 9 APR 2002 iriide)sdiak 16 1155 othenversiorh s datdhe ciseo mayabé advised id ee@0theo
exanm ne content to determne if any conflicts exist. For exanple, the

cont ent - basegrspshedrnensidat i on nodul e 830 may determine that a conflict
exists if a user deletes a paragraph in one version and nodified the sane

paragraph i n anot i}e\x"”\b%r Fmggbeth%?%?'aﬁé@f‘?ﬁjth%\fthggﬁairbﬂﬁaﬂ?l?er n830

my determ ne that a con oes not- exi a user t

par agr aphs in each vers lict is found,, th met hod 1500 S
o ebep 1550 heds & hases a??rngbf&nd&r%m RIS HESE ASIGEL 117 Cat SRARATE IR,
the other store. However, if a conflict is found, then the content-based
synchr oni zat ichentsoi5. dt 8ibbe furthes @ppeiated dbatfor @sthimelient d66i af dimiteds ons.

As ~0 stated above, reconciliation may include requesting instructions from

the user or Rkoeagditing powetisvchlas @eﬂneﬂttetépnbaéeawap@awraﬁrzbﬂmhw b& pRADAhYE
actions such as storing both versions at both stores. It wl

appr eci at ed tb@%e@at;arg R8N Adardf @g' gn@eofqha$%gotsgsfé?ﬁh79 Ef%s

two versions hat e user w exam ne ver sl OI’IS

select the preferred version 1 0 then [ eds to step 1550. It
will be furt 8§ YS8H 'P aﬁeéﬂoﬁﬂlwbéﬁrbnﬂﬁ g’ﬁaﬁmc’%'ﬁﬁ%ﬁ gen %rIaZments and
preexi sting workspace el enents to whi ch new workspace elenents will be
merged are sé&ynekyonizaiipnineerule 825tand theopntrnt-kasad synckrenization mpgdule830

set. Thus, the general synchronization nodule 825 in step 1540 wil |
det er m ngot hambaytbe todated onitiee givhal servéo 1h8s Teciaitiate dyhchrdnization from the client

cont ent - based synchroni zation nodule 830 in step 1570 vvi |1 determ ne that
no conflict egsSi clB?\S‘lBB%'&G& d theSMmIRidatiohs uﬁ\ %fh%r%%'&ﬂ%ﬁo
the other store. Accordingly, e two versions wl fectlv mer ged

and st ored atm&ﬁﬁgaabpre 33 VO 991 06900

FIG. 9 illustrates an example list 900 of accessible services provided by a

15 URL-addressable HyperText Markup Language (HTML)-based web page, as
maintained by the web page engine 398 of the global server 115. The list 900
includes a title 910 “Remote User's Home Page,” a listing of the provided services
615 and a pointer 970 for selecting one of the provided services 615. As illustrated,
the provided services may include an e-mail service 920, a calendaring service 930,

20  an internet access service 940, a paging service 950, a fax sending service 960, a
user authentication service 963 and a workspace data retrieval service 967.
Although not shown, other services 615 such as bookmarking, QuickCard™, etc

may be included in the list 900. Although the web page provides the services 615
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2.9 A PR 200Z PCTI US98115155 For exanple, if a first bookmark fol der was
created by the web engine 140 on the client 165, a second foI der waky APR 2002
created by fvywuesoi ne 140 on the renote term nal 105, no E}]glgg

fol der existed on the gl obal server 115 and the user selecte eac t hese
fol ders for synchronization, then the synchronization neans wl|

ef fectively niargkisttd08, bthes datnstreetaresdsdahl akea pie Thart or $ablé neaygalternatively be
synchroni zati on nodul e 825 on the client 165 will determne that the first
fol der has beggpqrodi fied and the previous status is equal to the null” set.
The general synchronization nodule 825 will determ ne and send the changes,
i.e., all the workspace elenents in the first folder) to a new gl obal

fol der on the global server 10 115. Siml arI y, the general synchronization
nodul e (not shown)_on the renote term nal determ ne that, as of
its |ast interactiBi® YOe aflewsharkillgstaating %m%ae% 19f3°tﬂ%e’l%2!'66d’ u$Rl tPhe

gl obal folders is the null set. The general synchronization nodule 825 wl|l
i nstruct the acoessithe saptcesHticinrtbeicompuier netiidrie sgstent $0@x Metimed 10@0 begins
changes made to each folder to determ ne whether a conflict exists. Since

no i s conflichptyd #ém&éltéﬁmnéhﬂ)samnaéghO@sr&éémg & TohMHunBEHdr Ifdawith tHe
forward the changes to the gl obal folder and the general synchronization

he wor kspaccBPaRistFer H8-CTAOBNER sfet 00 SR 1B ESrmrmihebihs TR thg

second fol ders. The general chroni zati 0 e 410 w ormthe
gener al synchPf(b\ﬂﬁeﬂﬁﬁg%ﬁc QBQ‘?}'O(’W fy of htBe@ &?Alseﬂ@rﬂal d&oﬂfjﬁg"ﬁﬂaﬁﬁpr
nodified relative to the last interaction, and will forward the new changes

to the first acdesemrivifgas mayéncliids examinisg adssericeftifisate, wibtaining aseeretl and
stored at each store. 34 2 9 APR 2002 WO 99/ 06900 PCT/ US98/ 15155 The

f or egoi ngl(ﬂesﬁééﬁdrénuﬁﬁgﬁ aP§ighafuré desvsyTperoraing @@halléﬁg%?ﬂegﬁohé?e by

way of exarrp e on y, and other variations of the above-describ

enbodi nent s 0 | e,
o server can BENREE S, @%“pf‘va?%‘éﬁ@@'ﬁ%%%”%é@ﬁ% BHE #%fg"ffﬁau%?éﬁ%t :
termnal 105 ma be referre pe, of client ugh system
and e hod hadeiBbBestasGing desita fwarty 'é‘rtBﬁ&Q"l’B“'éEﬁﬁi'%ﬁss&‘%‘ﬁ'!‘?éégg tothe

downl oadabl e execut abl es such as JavaT"'' applets, Java"' plications or
ActiveX''" coremaete telemaabb%labyautch@tmatsm§ecturlt$@m¢eta&620ﬁhlcbmvmrt@tewtad/e| y
be used. Conponents of this invention may be inplenmented using a programed
gener al - pur pogsm#iudiidadés withRké globalisérver 115 to authenticate the user.

15 After user access privileges are confirmed, the web page engine 398 of the
global server 115 in step 1015 transmits web page data 368 and configuration and
user data 356 to the remote terminal 105. The web engine 140 of the remote
terminal 105 in step 1020 uses the web page data 368 and the configuration and
user data 356 to display a web page service list 900 (FIG. 9) on the output device

20 230, and to enable access to the services 615 which the global server 115 offers.
An example service list 900 is shown and aescribed with reference to FIG. 9.

From the options listed on the web page 900, the user in step 1025 selects a

service 615 via input device 220. In response, the request-servicing engine
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to application specific integrated circuits, or using a network of
I nt erconnected conventional conponents and circuits. The enbodi ment § APR 2002

described hgpabieddgve been presented for purposes of illustipg 3‘%@8/?5'?95 are
not intended to %e exhaustive or limting. Many variations an

nodi fications are possible in light of the foregoing teaching. The
i nvention i s(destribed withl nefdrgntdeo FIt.| Ivprogidesdheseledted servite’s AR FIOT
CLAIMS 1. A systemoperating in a conputer network having a service,

compr i $ing: ERAmple> e/ Bho Ha%tgé@nésgswﬁwg(dbhleeﬁ,)émhswg@yg@rpe@gyl h

for determ ning on server worKspace el enent an

Service: (o) awpRREHb th sdrileRinal 18 AovTésdiitdaRfeloh8 b shomhln

communi cating with the server and for receiving the server results fromthe
server; and @nduseedata 3% farexeputing thg reauestedasnise 15, Alteraativalnrthe peake

el errent for generating client results, for conparing the client results
with the serpage engife 398 mag tse; fyexampie g TAPrarbBAMLVD prpnider the isedHdten
action; and (c) a request-servicing engine for conmunicating with the

control engi Benitfs 1 9r E%Eét%«%d QEO\Fé‘\‘?‘altﬁ‘?éfci]éréﬁce to FIES, iHéhSHﬁ%l]raﬁbﬁiaﬂhl’

wherein the server wor space el'ement 1 ncludes server version I|nfor mat 1 on;

a0 nst o | aubo YRR B R TR o ¥ irEBent SN A8 sBl-BldE e o

wor kspace el enent has been nodified. 3. The systemof claim2, wherein the
synchr oni zat f&FoRfaHEing H@awgcteﬁ@e@ewéﬂ 5y Ganfiguratignoanm useidata, 35fmay @sem
of claim1l, wherein the server further includes a configuration engine for
del i veri ng cowdudpunserspecifietandéerviceapecifpuntsnation sechiasestored Hdoknsarksem
of claim1, wherein the server further includes a configuration engine for

delivering ceglendHf ahi0 aagéﬁ RuBeE) ef® nAlt&lﬁ"aﬁﬁelSlhﬂ\eCéHﬁés‘hbnﬁﬁ@' wpuet?@g aad 9
A PR 2002 6. The systemof claim1, wherein the client workspace el ement

the ol ant v d T 2d BREE AR 2R oo 18 pER renUoniadeh ML AR TRTRE T3

determ ne whet her  the client workspace el enent _has been nodified. 7. The
system of cl ErevidingAcsess o theesw&ﬁ@yf%? applet BRPAS AgSerResk inoreater éretaélrhelow

version i nfornation.
with reference to FIGs. 12-14.

The applet engine 290 of the remote terminal 105 in step 1035 initiates

15 execution of the corresponding downloaded applet. The global server 115 in step
1040 initiates the selected service 615 and in step 1045 selects one of three modes
described with reference to FIGs. 12-14 for accessing the service 615. For
example, if the user selects a service 615 on a service server (e.g., the client 165)
that is not protected by a separate firewall, then the global server 115 may provide

20 the user with direct access. [f the user selects a service 615 provided by a service
server within the LAN 125, then the global server 115 may access the service 615
as a proxy for the user. It will be appreciated that each firewall 130 and 135 may

store policies establishing the proper mode of access the global server 115 should
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8. 'The systemof claim1l, wherein the server uses a global format to store
the server workspace elenent, the client uses a client format to Stﬂel\f’k%?ll
client V\Drkmmﬁbenent and the server further includes a qJCq. 8/15155
translator ftor translating between the client format and the gl o U151%%r nat .
9. The systemof claim1, wherein the server further includes a security

engi ne for i defdct.f Dty facdrafdreldctingimade of assasshabpinclednlierTeRE6RES
froma renote client. 10. The systemof claim1l, wherein the client is

protected by 4 aﬁéﬁi%ybffg%&gp‘i%ﬁﬁé@foﬁm S&rver 4 @i&g}]erpmfpﬁeeé :%rs}?mélaéfﬁa 12)

further includes a g“comuni cation t

The systemof clajm1,. rein the cli further includesg a i
syncht oni zat MRS iepovidsdle deMate farinaliinag e avitt achess da tnd selesieg sravics
establish a communi cati ons channel with the server. 13. The system of claim
|, wherein t®45responsive synchronization action includes generating a
preferred version fromthe server workspace el enent and the client

wor kspacesel enent. 14. The system of claim 13, wherein the client further

i ncludes a synchroni zation nodul e for exam ning the content of the server

wor kspace el ement gads pig étﬂSwEh%@?FusYi@ﬂK@%fé?Is%f@?@&‘lOw,gﬁhkﬁﬁeggﬁr@&fﬁg .

determ ni ng cannot generate a p erre ersi on because con

37 2 9 APR 200 5..Th st em | ai m wherein t contrpl engi
"ol udes an HBPE il dng st Flog udlbfa kW Unehitessiied FoediRt iRy
the service to the request-servicing engine and the request-servicing
engi ne i ncl udesatkihegipbak sanves hib.f Bge gisgahsen@rﬂﬁé anshihecrempde terminaly¥i%im
of claim1, further conprising a user interface coupled to the control

engi ne and ergdp 1107 oreatea secureecpraniunicatiens chanhbktheegbetween, 1possibilg byyst em
of claim 16, wherein the service enables access to the client workspace

el ement. 18. i Hetd i et ii

wor kspacelael gﬁ?ﬁ?@%%&%ﬁléeosyst leH‘ Jf(ygt ?énéhl l %r es{%ﬁtgh@%?}rcw@eé}{ s“géé]ts'?ﬁe
server workspace el nt. 20.,.The sy f claim.l, wherein the servige is
ocated on & oI aGER serter PR Cgeb i BaeeurhEs T il s Simbrinkqibns
| ocated on the client. 22. The systemof claim.1, wherein the conputer
net wor k i ncl @ieeniteaAnd:if o slaatehg commyaicatiens channel witly therermpie tgrminal
capabl e of providing a service and a version-synchroni zed wor kspace el enent

from a requestiObndgiig webenginentt0 of the: remate teratjnaint@b and $heoseagitpengiter3os
pointing to said service; a communi cations interface for establishing a

communi cat i oRs thd Blobdl $dveN 15 i §eb:113 5/ Rsétiate SBETeCoMSmBARERENS iRy t O
t he conmmuni cationS interface for receiving a request for access to said

f
et um arld 1 e aretsnS HaseY ySHEFAPIEIBY o=l CAn SRR sbub U7 co o The
Lo dmr ke b e i D ohaten "G IS by e
selecting an encryption protocol which is known by both the global server 115 and
the remote terminal 105. The encryption engine 283 of the remote terminal 105 and
secure communications engine 392 of the global server 115 in step 1120 use the

20 secure channel parameters to create the secure communications channel. Method

505 then ends.
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38 2 9 A PR 2002 25. The systemof claim 23, further conprisi Ng g@4p
synchroni zation-start nmodule for initiating the comunications int e/a Ra@@z to
establ i sh awegoswmesvocat i ons |ink, 26. The system of clai m 23,pcagdogh &5t he
service is |ocated on a renmote conputer. 27 The system of claim 23

wherein the systeminc|ludes the service. ystemof claim
wherei n the servi &dGi 42jipadlowshart 'waérsé!ngé%ﬁta'bz@fStqhé0§9g?@rﬁf§terebadm%5
wherein the client is protected by a firewall. 30. The system of claim 29,

wherein the cefetred tbuag $tep 1050p; whetein tisg globabsewat 165 psovides thedreineotior
initiating the communications interface to establish a comunications’
I nk. 31. Tthﬁﬁﬁﬁéff@@fmtﬁ'@dl?é&%onﬁéét‘idfﬁfo £ 9BRIESE 1S, BtdiRY1050a BEGIRS ByAREeSS

through the firewal | he systemof claim23, further conprisinga

security engine for per t {

Dot or e pr ovt diPvlst ZGHEL 208 M RS LA i ¢ REnfilrafioh a88F! 388 " ek e
claim 23, wherein the request-servicing engine receives a request froma
renot e cl Sentserdee 61hdhalretriavesthe sarvicesaddigss 620 from data starage deige 380
receives the request froma user. 35. The system of claim 23, wherein the
access- provi dindghesatisentidation ifoematiqmfrem thiei kelysafen38®l The [rensBunicationso t he
client. 36. The system of claim 35, further conprising an applet host

engi ne. 37. Tﬂ@r@&étsamuﬁfstéd 8210 3ﬁeatéyéfd~w ﬁﬁdfﬁébﬁﬂef&rﬁﬁé&ﬁbﬁ Withaagi on

means for synchroni zing the wor kspace el enent . 2 9 APR 7002 38. The
system of cl C

o et on, SRR M e @Pﬁéﬁéz?ércwp%ﬁ@%ﬁevrfévwwwe
synchroni zati on agent for, examn ni stem ace e)l enent and
generating s)2deess €40, and useiit &%}8?\%‘? 'QW‘(‘, ? Riq BHﬂ"f%‘Hﬁ?t@ ifsgif. The

exam ning a workspace elenent on the client, for generating client results,
for conpawi ng@pplat inlste12t&aoistas thed/@ I'mteégee withrtbe sendce GAg8. Step 1060atiemg
a responsive synchroni zation response. 40. The system of claim 39, wherein
t he responsi \ghggynchroni zation response includes generating a preferred
version. ' 41. The systemof claim 23, wherein the service uses the

wor kspace el enment. 42. A server-based nethod capabl e of providing a service
and a versi on-synchroni zed vvor kspace el ement froma requesting client,

conprising the st sto n.addr.ess, poj nt aid service;
establishing a comqu lys fﬁ%f\grﬁﬁa' {élgp g)é i idRFR Fjequest for
access to said service fromthe client; and providing access to said
service to trembodiment, referred tocas steps1Ai0brwhepeipitae giohal server g Sactefositee
and a version-synchroni zed workspace el enent froma requesting client,

conprising: aefioks egeningici08as hq:rmm;qtcameastimeemsoi StepnPs0o tesireh with les pace

el enment; a comunications interface for establishing a comunications |ink

with the clieYnfiguration applet 359 in step 1305 requesting the service address 620 for the
selected service 615, which results in retrieving the service address 620 directing
the applet 359 to the global server 115. The applet 359 in step 1310 creates a
connection with communications interface 340 of the global server 115. The global

20  server 115 in step 1315 retrieves the service address 620 of the selected service

615 and the authentication information ior the selected service 615 from the

keysafe 365. The communications interface 340 of the global server 115 in step

1320 negotiates secure channel parameters for creating a secure channel with the
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a request-servicing engine coupled to the communi catiqns interface for
receiving a request for access to said workspace el enent from thez8lAPRIIN?
and nmeans cQiPdoffdedo0 t he storage nedium and the client int e?@@}%ﬁﬁgls

provi di ng access to said workspace elenent to the client. 44. e sys%em of
claim 43, wherein the storage nmedium further stores an address pointing to
t he service. 4erviceserver MPR.200e catmUmicationst intertscec340 im st8p 183Q80tatsn
conprising a synchroni zation-start nodule for initiating the comrunications

interface to qgfripkicatesaseP@Euhe @akf ons |ink. 46. The system of clairm 43,
wherein the service is |located on a renote conputer. 47. The system of

claim 43, wherein [ . ' 48 . ThA | .ai m
35 whorein the et DEiegtEt 1Tk aRplel 430 ihafed Fadh s dtng 18 feTaER i el
48, wherein the client. is . profected hy a firewall. : e systemof claim
49, wherein tﬁ@"’c‘,’l‘q'&?ﬂt'qﬂﬁﬁ'&ﬁ fAce r&é@% gjf’bé‘@ﬁgﬁ’r%ﬂiﬁgaﬂg&ﬁ@g'&?'tsmd1e'5 iNor
initiating the conmunications interface to establish a communications |ink.
51. The syst estepf 133CGdetenpinesdhatitis wnaythorzettosparéym a remots tersinat 465
through the firewall. 52. The systemof claim43, further conprising a

security engi psef®request ahen tie §idbal sdrivept 15ih step BAS@etermites WhetRéMhges
before providing access to the workspace elenent to the client. 53. The

system of cla Qe t K i ! j uest
Yom a remot oMo 18565 BhBl. 6. SMAE! epUger HeB Rl B, EfiFhRE4 G508
client receives the request fro er, 55. The em of . cl aim 43,

Wher ei n the 2BodSs ClReeR. maethed DB PR totaR,H2x fapbiain adaeticauest It
service to the client. 56. The system of claimb55, further conprising an
appl et host ethg glebabservahtlSirsstem1@30determings thatit iscautborized toi pagform the
synchroni zati on nmeans for synchroni zing the workspace el enent. , 41 29
APR 2002 38. Fdmotevterminadiosiusers rqueshahenihé iobad skppndd Sah etap1134008LtddRs
version information. 59. The systemof claim57, further conprising a

synchroni zati %ﬁﬁ%ﬁ"zy fie régﬁagé friind) A WIS B8, ?%b mg%rlobal

generating sys ults; a general -synchronizatio

exam ning a works el enent,_on the client or_generatin ient .results,
For  compar | ngSENET AND TMATER i Serlie LSS o thselkaled Sonih 18 ANS EMEIES n
a responsive synchroni zation response. 60. The system of claim59, wherein
t he responsi veespansas dmtheateiquesting ppplet 3b8 cumeatly gxaeuting og the fenesterteeainal
version. 61. The system of claim43, wherein the service uses the workspace

el ement. 62. A0SeMeathotA960b témmpoto stepviddisng a service and a

ver si on-synchroni zed wor kspace el ement froma requesting client, conprising
the steps,9f storing an address pointing to said workspace el enent;
establishing a comunications link with the client;

FIG. 14 is a flowchart illustrating details of step 1050 in a third embodiment,
referred to as step 1050c, wherein the service 615 being requested is located on
the global server 115. Step 1050 begins with an applet in step 1405 retrieving the
service address 620 for the selected service 615, which results in providing the

20 configuration applet 359 with the service address 620 of the service 615 on the
glupai server 115. Thus, the applet in step 1410 creates a secure connection with

the global server 115. No additional step of identification and authentication is
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receiving a request for access to said workspace el enment fromthe cI7 fﬂPR 2000
and providing access to said workspace element to the client. 63. The

nmet hod of clagaksde further conprising the step of storing grrAgdkasSs
pointing to the service. 64. The nmethod of claim 62, wherein the service is

| ocated on a renpte conputer. 65. The nethod of claim 62, wherein the
service i s | oesded sincet the remataterngsal Tﬂﬁehaﬁealneald)oi‘demiﬁ?ednaﬁd,auﬂhmtmated itself
client is protected by a firewall. 67. The method of claim 65, further
conpri sing th@ tigé gmb@i séiviet 1125 i3t eRetibsd withi referanee o151 gcmﬂpaﬁFiG.nio.f rom
the client. APR 7002 68. The nethod of claim®6 further

conpr 51 ng.  he 5% 90 ofin Y218% BetéFitiiaRoR e MaeAufiaey K Qulbd 665 [ cnail

69. The method of '¢raim er conprisin rmng

i dentification and t hepti catjon wcsbefore pr0|d| essto h
wor kspace el dHBRY- _a’gs 'FH@" %§@8d1%g%pﬁfwt%§ ﬁﬂ?‘%fst ﬁ&ef‘ﬂ%e éi‘gp
of receiving a request froma renote client. 71. The net hod of claim70,
further conprdasihapdiemultipie users: elf 8pythen the globs server fISrin step 4430 treatahian
met hod of claim 62, further conprising the step of delivering an appl et

whi ch cont r oligsthhee fatib eret, arid@edppidtiin step 1446 abrt axwthediO Ghtarfacd ith the
further conprising the step of synchronizing the workspace elenent. 74. The

met hod of cl aé'?@- 5"6‘?{ ' réﬁsgy HIET85 v Qe i

i nformati on. ‘Z%?g ﬁlegb|6$|£c% m q}ng{rt her cdoér}tf)\rle hgﬁﬁ’gs E?tz\'eg{%se i tl?e
exam ning a system rks nt . an nerat| ste resul ts;. and
exani ning a v%u"ﬂg%g B’fﬂaﬁ?f%ﬁe 'Qﬂsidlgaflt cana r‘h’?'?éﬁFr? d88 ¢ s
conmparing the client resul ts and the systemresults; and perform n

i ,
responsi ve symethodrii08cipsaceedspioratep 1440. Frusthest ihtsustep 1415 the miobal serves115

conprising step of generating a preferred version. 77. The method of claim

62, wher ejon tdeterdsings deattne sehiice 805 ispatastrentiyaahning3thenthe glolbiR s2pist 7%
The systemof claim1, further conprising a user interface coupled to the

appl et engi ey afeh £AD rifkizBs WiE Soiibg SRIAN pRGGRIE (bR8PA4g8T Ver wor kspace

el ement . conprising: receiving, a server, a copy of a
morkspace el emrent fromone of a first client and a second client;

determ ning, by at |east one of the server and the first client, whether

t he wor kspace el enent has been nodified by at |east one of the flrst client

and the second cl ifdfe 15da@ fiawchan 'Hilﬁ[i)af'ﬂgya medhed 1508 fer wsing grglebal teansiater

and the fi XSt client, a preferred version of
150 to synchronize workspace data 163 and workspace data 180 in a secure

15 network 100. Method 1500 begins with the user interface 900 in step 1505 enabling
a user to select workspace elements of workspace data 163 and workspace data
180 for the synchronization means to synchronize. The locator modules 815 in step
1510 identify the memory locations of the workspace elements in workspace data
163 and workspace data 180. If a selected workspace element does not have a

20 corresponding memory location, such as in the case of adding new workspace
elements to the global server 115, then one is selected. The selected memory
location may be a preexisting workspace element or a new workspace element. As

stated above, workspace element memory location identification may be
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t he workspace elenent if the workspace elenent is determned to h?‘é‘f Ef@n
nodi fied. 80. A nethod according to claim79, wherein the preferr 6 lon
i S permane ed by the server. 44 A . A9. A A 3r.AS. Al . A(S. A

1. Au, . Ar. 2@’%9%9% NL. Al . A; 9. Ar. A9. As(_. A, L. A@A; {"CT’U(S”“S‘SS
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the general synchromzatlon module 410 in step 1557 update the previous state of

the workspace element to reflect the current state as of this interaction. Method

20 1500 then returns to step 1535.
It tne general synchronization module 825 in step 1540 determines that

multiple versions have been modified, then the general synchronization module 825

in step 1565 computes the changes to each version and in step 1570 instructs the
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%8%8%}/808{&( § %mmg%%pqw&/ﬁagglaﬂﬂg@n@ﬁ% n]got%e changes in each version

to the other store. However, if a conflict is found, then the content-based
synchronization module 830 in step 1575 reconciles the modified versions. As

10 stated above, reconciliation may include requesting instructions from the user or
based on previously selected preferences performing responsive actions such as
storing both versions at both stores. It will be appreciated that a link between two
versions may be placed in each of the two versions, so that the user will recognize
to examine both versions to select the preferred version. Method 1500 then

15  proceeds to step 1550.

it will be further appreciated that in step 15610 new workspace elements and

preexisting workspace elements to which new workspace elements will be merged
are set to “modified” and the previous status is set to the null set. Thus, the general
synchronization module 825 in step 1540 will determine that more that one version

20 has been modified and the content-based synchronization module 830 in step 15670
will determine that no conflict exists. The changes in each will be translated and
forwarded to the other store. Accordingly, the two versions will be effectively

merged and stored at each store.
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%835%00/32“ ‘(9‘) %%@ég}f%d(%@égﬂfgﬁﬂs status is equal to the null set. The general

synchronization module 825 will determine and send the changes, i.e., all the
workspace elements in the first folder, to a new global folder on the global server

10 115. Similarly, the general synchronization module (not shown) on the remote
terminal 105 will determine that, as of its last interaction, the previous status of each
of the second and the global folders is the null set. The general synchronization
module 825 will instruct the content-based synchronization module 830 to examine
the changes made to each folder to determine whether a conflict exists. Since no

15 conflicts will exist, the general synchronization module 825 will forward the changes
to the global folder and the general synchronization module 410 will forward its
changes to the second store, thereby merging the workspace elements of the first
and second folders in the global and second folders. The general synchronization
module 410 will inform the general synchronization module 825 that the global

20 folder has been modified relative to the last interaction, and will forward the new
changes to the first folder. Thus, the nrst and second folders will be merged and

stored at each store.
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Corporation can alternatively be used. Components of this invention may be
implemented using a programmed general-purpose digital computer, using

10 application specific integrated circuits, or using a network of interconnected
conventional components and circuits. The embodiments described herein have
been presented for purposes of illustration and are not intended to be exhaustive or
limiting. Many variations and modifications are possible in light of the foregoing

teaching. The invention is limited only by the following claims.
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receiving the server results from the server; and
(i)  means for determining modification of a client workspace element, for
generating client results, for comparing the client results with the
server results, and for performing a responsive synchronization action;
and

(c) a request-servicing engine for communicating with the control engine and for

controlling the service.

2. The system of claim 1, wherein

the server workspace element includes server version information; and

the synchronization agent examines the server version information against a last
synchronization signature to determine whether the server workspace element has been
modified.

3. The system of claim 2, wherein the synchronization agent updates the server version

information.

4, The system of claim 1, wherein the server further includes a configuration engine for

delivering configuration data which configures the service.

5. The system of claim 1, wherein the server further includes a configuration engine for

delivering configuration data which configures the control engine.
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8. The system of claim 1, wherein the server uses a global format to store the server
workspace element, the client uses a client format to store the client workspace element and
the server further includes a global translator for translating between the client format and the

global format.

9. The system of claim 1, wherein the server further includes a security engine for

identifying and authenticating a user before enabling access from a remote client.
10.  The system of claim 1, wherein the client is protected by a firewall.

11.  The system of claim 10, wherein the server further includes a key for enabling

communication through the firewall.

12,  The system of claim 1, wherein the client further includes a synchronization-start
module for initiating the communications engine to establish a communications channel with

the server.

13.  The system of claim 1, wherein the responsive synchronization action includes
generating a preferred version from the server workspace element and the client workspace

element.

14.  The system of claim 13, wherein the client further includes a synchronization module
for examining the content of the server workspace element and of the client workspace
element when the means for determining cannot generate a preferred version because a
conflict exists.
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18.  The system of claim 1, wherein the service uses the client workspace element.
19.  The system of claim 1, wherein the service uses the server workspace element.
20.  The system of claim 1, wherein the service is located on the server.
21. The system of claim 1, wherein the service is located on the client.

22.  The system of claim 1, wherein the computer network includes a computer providing

the service.

23. A server system capable of providing a service and a version-synchronized workspace
element from a requesting client, comprising:

a storage medium storing an address pointing to said service;

a communications interface for establishing a communications link with the client;

a request-servicing engine coupled to the communications interface for receiving a
request for access to said service from the client; and

access-providing means coupled to the storage medium and the client interface for

providing access to said service to the client.

24.  The system of claim 23, wherein the storage medium further stores an address

pointing to the workspace element.
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28.  The system of claim 23, wherein the service is located on the client.

29.  The system of claim 28, wherein the client is protected by a firewall.

30.  The system of claim 29, wherein the client further comprises a synchronization-start

module for initiating the communications interface to establish a communications link.

31.  The system of claim 29, further comprising a key to enable access through the

firewall.

32.  The system of claim 23, further comprising a security engine for performing

identification and authentication services before providing access to the service to the client.

33.  The system of claim 23, wherein the request-servicing engine receives a request from

a remote client.
34, The system of claim 33, wherein the remote client receives the request from a user.

35.  The system of claim 23, wherein the access-providing means delivers an applet which

controls the service to the client.
36.  The system of claim 35, further comprising an applet host engine.

37.  The system of claim 23, further comprising synchronization means for synchronizing

the workspace element.
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40.  The system of claim 39, wherein the responsive synchronization response includes

generating a preferred version.
41.  The system of claim 23, wherein the service uses the workspace element.

42. A server-based method capable of providing a service and a version-synchronized
workspace element from a requesting client, comprising the steps of:

storing an address pointing to said service;

establishing a communications link with the client;

receiving a request for access to said service from the client; and

providing access to said service to the client.

43. A server system capable of providing a service and a version-synchronized workspace
element from a requesting client, comprising:

a storage medium storing an address pointing to said workspace element;

a communications interface for establishing a communications link with the client;

a request-servicing engine coupled to the communications interface for receiving a
request for access to said workspace element from the client; and

means coupled to the storage medium and the client interface for providing access to

said workspace element to the client.

44, The system of claim 43, wherein the storage medium further stores an address

pointing to the service.
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50.  The system of claim 49, wherein the client further comprises a synchronization-start

module for initiating the communications interface to establish a communications link.

51.  The system of claim 49, further comprising a key to enable access through the

firewall.
52. The system of claim 43, further comprising a security engine for performing
identification and authentication services before providing access to the workspace element

to the client.

53.  The system of claim 43, wherein the request-servicing engine receives a request from

a remote client.
54.  The system of claim 53, wherein the remote client receives the request from a user.

55.  The system of claim 43, wherein the access-providing means delivers an applet which

controls the service to the client.
56.  The system of claim 55, further comprising an applet host engine.
57.  The system of claim 43, further comprising synchronization means for synchronizing

the workspace element.
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performing a responsive synchronization response.

60. The system of claim 59, wherein the responsive synchronization response includes

generating a preferred version.
61.  The system of claim 43, wherein the service uses the workspace element.
62. A server-based method for providing a service and a version-synchronized workspace
element from a requesting client, comprising the steps of:
storing an address pointing to said workspace element;
establishing a communications link with the client;
receiving a request for access to said workspace element from the client; and

providing access to said workspace element to the client.

63.  The method of claim 62, further comprising the step of storing an address pointing to

the service.

64. The method of claim 62, wherein the service is located on a remote computer.
65. The method of claim 62, wherein the service is located on the client.

66.  The method of claim 65, wherein the client is protected by a firewall.

67. The method of claim 65, further comprising the step of initiating establishing a

communications link from the client.
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User.

72.  The method of claim 62, further comprising the step of delivering an applet which

controls the service to the client.

73.  The method of claim 62, further comprising the step of synchronizing the workspace

element.

74. The method of claim 73, wherein the workspace element includes version

information,

75.  The method of claim 73, further comprising the steps of .
examining a system workspace element and generating system results; and
examining a workspace element on the client;

generating client results;

comparing the client results and the system results; and

performing a responsive synchronization response.

76.  The method of claim 75, further comprising step of generating a preferred version.

77.  The method of claim 62, wherein the service uses the workspace element.
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78.  The system of claim 1, further comprising a user interface coupled to the applet

engine and enabling a user to request access to the server workspace element.

79. A method, comprising:

receiving, by a server, a copy of a workspace element from one of a first client and a
second client; .

determining, by at least one of the server and the first client, whether the workspace
element has been modified by at least one of the first client and the second client; and

determining, by the at least one of the server and the first client, a preferred version of

the workspace element if the workspace element is determined to have been modified.

80. A method according to claim 79, wherein the preferred version is permanently stored

by the server. ;
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