Description DATA PROCESSING SYSTEM AND DATA PROCESSING
METHOD Technical Field The present invention relates to a data
processing system and a data processing method for efficiently
distributing coupons using advertising media and for measuring the effects
of advertisement based on coupon use status. Background Art

Systems such as those of click-guaranteed advertisement on the Internet
allow the effects of advertisement to be measured. By contrast, the
systems of measuring the effects of advertisement have yet to make their
way into broadcast-type distribution systems such as television
broadcasts and digital signage. At presetitlinrorder to measure the effects
of measurement, ways are devised to display two-dimensional bar codes
or additional information such as telephone numbers and URLs (Uniform

Resouree: Locator) on advedising media. including . o - vmrnon

Technical Field
[00011

The present invention relates to a data processing
system and a data processing method for efficiently
distributing coupons using advertising media and for
measuring the effects of advertisement based on coupon

use status.

Background Art
[Go0z]

Systems such as those of click-guaranteed
advertisement on the Internet allow the effects of
advertisement to be measured. By contrast, the systems of
measuring the effects of advertisement have yet to make
their way into broadcast-type distribution systems such
as television broadcasts and digital signage. At present,
in order to measure the effects cf measurement, Ways are
devised to display two-dimensional bar codes or
additional information such as telephone numbers and URLs

{(Uniform Resource Locator) on advertising media including



postersand advertisement videos,orto distribute electronic coupons or the
like at the same time that advertisement contents are delivered. However,
embedding the additional information in advertisement contents may
shorten the time period in which to reproduce video advertisements or
may otherwise degrade the quality of the advertisement contents. And

- Where the additiopal infrmation. such as electronic.coupens is distriuted .
mgependenty as digital data at the same time that contents are delivered,
el efeldicatéd recepiiviterntifialstdre néeded asd fecéiVérs fPdcquire e that

ag-glectronic couponsy, This-will lipit users.[0003].  xdnany.casenmhere: ng
coupons are distributed, it is necessary to prevent unlawful uses such as

Ehg)lich by 6 falsification bt tHe colipahs! fodo4] =™ EM&AiTE; Thidhe Y
sh@pplisant:proposechin Japanese Patent Laid-epenNo. 2006-331308 some=o
techniques as related art relatlgd to the presenat ggplé%aéiogb [a)islc{c%/sugef Ofthe

adqﬁﬁﬁﬁéﬁ%ﬁbbg]or may otherwise ' degr

advertisement contents. And where the additional
information such as electronic coupons 1s distributed
independently as digital data at the same tTime that
contents are delivered, dedicated reception terminals are
nesded as receivers to acqguire the electronic coupons.
This will limit users.

[0003]

In any case, where coupons are distributed, 1t 1is
necessary to prevent unlawful uses such as illicit copying
or falsification of the coupons.

[G004]

Meanwhile, this applicant proposed 1n Japanese

Patent Laid-open No. 2006-331398 scme technigues as related

art related to the present application.

Disclosure of Invention

(00051



Embodiments of the invention provide a data processing system and a
data processing method capable of efficiently distributing coupons using
advertising media and of measuring the effects of advertisement based on
coupon use status. [0006] Embodiments of the present invention
provide a data processing system and a data processing method capable
of preventing illicit uses of coupons when these coupons are distributed_
@OE’)C} {°7S "ARCording to B TiTSEasatt ot hE prEsert inv8htion thar&E R "9
sy previdecha datajprocessing systemy camprisingcadeertising media farient 1y
a1 PLviding advertisement data jn which coupon I data atiached to eagh of ¢
coupons 1s émbedded as a wa?ern?ark; a terminal device mgluaing
me agquisitiopntmeand for oy uiring e advérisement date provided bypthe  use
st 2dvertising media, extraction means for extracting the coupon ID data
from the advertisement data acquired by the acquisition means, secure
[0@drage means for storing terminal ID data as well as the coupon ID data
extracteg by, the.extraction eans; texninal-sidecommunicationdaeansiat a
for transmitting the coupaon ID data and the terminal ID data held in the
PLYERGRE - Sforaye heing nd erfiidl-sitfe fiGricontdct "Eomttinicatish ¢ ©*
orérveans for transmitting theecoupon Hddata andithenterminat | Dodatacheld re
diép:erfg%%rée storage means; a redemption device including redemption-side
noncontact communication means for receiving the coupon. ID data and
08¢ terminal ID data transmitted from the terminal-side noncontact
commugjcation means.of the terminaldevice, and.redemptionsside ¢ e
communication means for transmitting a log in effect when any of the
in¢RUpdAS relafdtficthelCoupdifiD 84t isFedEdined, WHEFEHY tHe colpbiiss™
cofglated tosthe gaupen 1D data arededeemed; ard @icoupen managementor ¢
device including management means for managing the coupons in

92 t&latibn t5 e cSURBITID data’and ManagEmentside tommanicati&ii™s 12
emipaeansifor xeceiving the tredemption logs transmitied froav the:redemptioni ng

2 §5Y158.50,35 19.1AN1200 e vegelved logs using the management means, .

Bm

provided by the advertising media, extraction means for
extracting the coupon ID data from the advertisement data
acguired by the acquisition means, secure storage means for
storing terminal ID data as well as the coupon ID data
extracted by the extraction means, terminal-side
communication means for transmitting the coupcn ID data and
the terminal ID data held in the secure storage means, and

terminal-side noncontact



[0008] According to a second aspect of the present invention, there
is provided a data processing method comprising the steps of: using
advertising media to provide advertisement data in which coupon ID data
attached to each of coupons is embedded as a watermark; causing a
terminal device to acquire the advertisement data provided by the

cordyertising medja, to extiact %ﬁ%&%h%‘ga@qtgor@ot!}g@f@qyﬂse%ta and

advertisement data, and to store the extracted coupon ID data into secure

thastorgge hiens Whidi hélds terthingl |D-BstasSfsceiingtHereslipoR$bitata @
rec@ghthederminakiD-data trapsmitied fromdhederminal-device, identifyingact
the coupons related to the coupon ID data, and transmitting to a coupon
CORRdGEMERT deViES 1ogTh eﬁ@&%ﬁ@r?8ny“6¥ethé:88388nsIr8Iaféﬁ‘% g
theoupamlDhdata iscredeeredt and causingthefeoupon management 1 - s ide
device to manzﬁgne the terminal ID data a@d the regg@rgitiigl)n Io%sein.relation

" ?ﬁé—’ %gﬁpocno data; ?6685] Kldevaa%%ag%ous fects a}l\ccorgfh%etb snd

re@m@cﬁdimerﬁs;@q‘:jtheq@msempiﬁvén@o_npa@mertiéemeh_ﬂfdactaﬁhWhiclq a log
in CQUPERLD data is.embedded,is provided.sq that ordinary media suchas 1o

display devices and the like may be Utilized as advertising media. And the
datextragtetPEBPHIID HatalisisforedGntothe Seturée sivrage Meahstharuron

1p halds the terminal dBdatacso thatunlawful epying and distibution ofdhe co
coupon ID data can be prevented. Furthermore, redemption logs are

LAGYEGE i FRIAGT ' the E5HGN 1D Wata WA akeS Ttpossibiet8® 7
reJjdentify thecattribtiies of-atyertisement viewers angrtherebyrtogmplernent de
con%nﬁig:l? Ié/ ar;a:eiifa) rbile rpngghfg) Sd folrf Cr)r}feasg erai gg :{bf% ;? <f;f eCt‘&n(g ad¥ g g'ieesr%mt%rgh liogs
transmitted from the redemption device s0 as tc manage the
recelived logs using the management means.

[0008]

According to a second aspect of the present
invention, tThere 1s provided a data processing method
comprising the steps of: using advertising media to provide
advertisement data in which coupon ID data attached to each
cof coupons 1s embedded as a watermark; causing a terminal
device to acquire the advertisement data provided by the
advertising media, to extract the coupon ID data from the

acguired advertisement data, and To store the extracted

coupon ID



SO8P0275 Brief Description of Drawings [0010] [FIG. 1] FIG.1lisa
view showing a structure of a data processing system to which the present
invention is applied. [FIG. 2] FIG. 2 is a block diagram of a coupon
ID management device used by the data processing system to which the
present invention is applied. [FIG. 3] FIG. 3 is a block diagram of an

vertusement vi r ion Vi r In
o EEVeement yileg data greation fevice uged by the dafa piocessing,

D
data, recelving the coupon 1D data and the terminal ID data
transmitted from the terminal device, 1dentifyving the
coupons related to the coupon ID data, and transmitting to
a coupon management device a log in effect when any of the
coupons related to tThe coupon ID data is redeemed:; and
causing the coupon management device to manage the terminal
ID data and the redemption logs in relation to the coupon
ID data.
[0009]
Advantageous Effects

According to embodiments of the present invention,
advertisement data in which coupon ID data 1s embedded 1is
provided, so that ordinary media such as display devices
and the like may be utilized as advertising media. And the
extracted coupon ID data 1s stored into the secure storage
means that holds the terminal ID data, so that unlawful
copying and distribution o¢f the coupcn ID data can be
prevented. Furthermeore, redemption logs are managed in
relation to the coupon ID data, which makes it possible to
identify the attributes of advertisement viewers and
thereby to implement a highly reliable method for measuring

the effects of advertisement.



to which the present invention is applied. [FIG. 4] FIG. 4 is a block
diagram of a mobile phone device used by the data processing system to
which the present invention is applied. [FIG. 5] FIG. 5is a view
showing how coupon ID data is acquired by the mobile phone devi 50275
capturing advertisement video data displayed on a display device. %&% 6%
FIG. 6 is a block diagram or a coupon management

Brief Description of Drawings
[0010C]
[FIG. 1]

FIG. 1 is a view showing a structure of a data
processing system to which the present invention is
applied.

[FIG. 2]

FIG. 2 is a block diagram of a coupon ID managenent
device used by the data processing system to which the
present invention is applied.

[FIG. 3]

FIG. 3 1is a block diagram of an advertisement video
data creation device used by the data processing system
to which the present invention is applied.

[FIG. 4]

FIG. 4 is a block diagram of a mobile phone device

used by the data processing system to which the present

invention is applied.

ik

[FIG. 5]
FIG. 5 is a wview showing how coupon 1D data is

acquired by the mobile phone device capturing

advertisement video data displayed on a display device.

[FIG. &)

FIG. 6 is a block diagram of a coupon management



SO8P0275 device used by the data processing system to which the

present invention is applied. [FIG, 7] FIG. 7 is a block diagram of a
redemption device used by the data processing system to which the

present invention is applied. [FIG. 8] FIG. 8 is a block diagrar’%) 3%275
electronic commerce device used by the data processing system t6 whic

the present invention is applied.

device used by the data processing system to which the
present invention is applied.
[FIG. 7]

FIG. 7 is a Dbleck diagram of a redemption device
used by the data processing system te which the present
Invention 1s applied.

[FIG. 8]

FIG. 8 is a block diagram of an electronic commerce
device used by the data processing system fo which the
present invention is applied.

[FIG. 2]

FIG. 2 is a flowchart showing a procedure of the
data processing system to which the present invention is
applied.

[FIG. 10]

FIG. 10 is a view showing a process by which the
mocbille phone device acguires the coupoen ID data from the
advertisement video data displayed on the display device
as part cf the data processing syvstem to which the
present invention is applied.

[FIG. 111

FIG. 11 is a view showing a process by which the

moblle phone device acguires encrypted coupon data as

part of the data processing system to which the present



[FIG. 9] FIG. 9 is a flowchart showing a procedure of the data processing

system to which the present invention is applied. [FIG. 10]

FIG. 10 is

a view showing a process by which the mobile phone device acquires the

coupon ID data from the advertisement video data displayed on th%

display device as part of the data processing system to which the present
invention is applied. [FIG. 11]

invention is applied.

[FIG. 1Z2]

FIG.

example of

12 is a view showing the process of a first

redemption in which a user having acguired a

coupcon data 93 uses the coupcon as part of the data

processing
applied.

[EIG. 13

FIG.

example of
the coupon
processing
applied.

[FIG. 14}

FIG,

example of
the coupon
processing
applied.

[FIG. 15]

FIG.

example of
the coupon

processing

system to which the present invention is

13 is a view showing the process of a second
redemption in which the user having acgquired
data 93 uses the coupon as part of the data

system te which the present invention is

14 is a wview showing the process of a third
redemption in which the user having acguired
data 93 uses the coupon as part of the data

system to which the present invention is

15 is a view showing the process of a fourth
redemption in which the user having acguired
data 93 uses the coupon as part of the data

system to which the present invention is

Q8P0275



FIG. 11 is a view showing a process by which the mobile phone device
acquires encrypted coupon data as part of the data processing system to
which the present SO8P0275 invention is applied. [FIG. 12] FIG. 12
is a view showing the process of a first example of redemption in ngazﬁ
user having acquired a coupon data 93 uses the coupon as part of the

data processing system to which the present invention is applied. FIG. 13]

FIG., 16 is a view showing the process of a fifth
example of redemption in which the user having acquired
the coupon data 93 uses the coupon as part of the data
processing system to which the present invention is

applied.

Best Meode for Carrying Qut the Invention
(G011}

As shown in FIG. 1, a data processing system 1 to
which the present invention is applied is a system that
distributes coupcns of an advertiser using systems of
advertisement video distribution. The data processing
system 1 includes a coupcon 1D management device 10 that
manages coupon ID data for identifying the coupons issued
by the system 1, an advertisement video data creation
device Z0 that distributes adveriisement video data in
which the issued coupon ID data is embedded as a
watermark, a display device 30 that reproduces and
displays the advertisement videc data in which the
watermark is embedded, & mobile phone device 40 which is
owned by a user viewing the advertisement videc on the

display device 30 and which extracts the watermark from



FIG. 13 is a view showing the process of a second example of redemption

in which the user having acquired the coupon data 93 uses the coupon as
part of the data processing system to which the present invention is

applied. [FIG. 14] FIG. 14 is a view showing the process of astgl%g 975
example of redemption in which the user having acquired the coupon data
93 uses the coupon as part of the data processing system to which the
present invention is applied. [FIG. 15] FIG. 15 is a view showing the
process of a fourth example of redemption in which the user having

acquired the coupon data 93 uses the coupon as part of the data
proCeSEITG SySteaT i whick e present mventivnis 'SO8PERT75 appliedce

60 that manages the lssued coupon data, & redemption
device 70 that redeems the coupon acquired by the user,
and an electronic commerce device 80 that supports
electronic commerce whereby the user purchases products
on the Internet or the like.
(00121

The coupon ID management device 10 issuing the
coupcon ID data is made up of a computer such as an
ordinary server device and managed illustratively by an
advertising agency. &s shown in FIG. 2, the coupon ID
management device 10 includes a coupon ID database (DB)
11 typicaily composed of a large-capacity hard disk on
which is established a database relating ilssued coupon ID
data toc coupon data, a coupon ID issuance section 12 that
issues coupon ID data, a distribution information input
section 13 that admits from the coupon ID management
device 10 or from the advertisement video data creation
device 20 distribution information about the
advertisement video data in which coupcon ID data is
embedded as a watermark, and a redemption log input
section 14 that admits & redemption log given when the
coupcn data is redeemed by the coupcon management device

€0 or by the redemption device 70.

10



[FIG. 16] FIG. 16 is a view showing the process of a fifth example of
redemption in which the user having acquired the coupon data 93 uses
the coupon as part of the data processing system to which the present
invention is applied. Best Mode for Carrying Out the Invention [001S 8P0275
As shown in FIG. 1, a data processing system 1 to which the presen
invention is applied is a system that distributes coupons of an advertiser
using systems of advertisement video distribution. The data processing
system 1 includes a coupon ID management device 10 that manages
coupon ID data for identifying the coupons issued by the system 1, an
advettisement video data creation device 20 that distributes advertisement
video data jn which the issued coupon ID data is embedded as a

watermark. & dispiay evice S0 tHat Péproduces anddispikys the coupen 1D
agyedisementadden daig inwhich thewatermark s embedded, g moblle
'  adv

phone device 40 which is owned by a user viewing‘the advertisemen
videq.en dhe display device 30 and whieh extracts thewatermark from, .+
SO8P0275 the advertisement video data, a coupon management device
6fithat managesthetiasued caupan data, mmeedemption-deviee 70 that
redeems the coupon acquired by the user, and an electronic commerce
devicer8@ tHatsupportscelectrohie conimercewhetelsy thetuseéripirchases

products on the Internet or the like _
advertisement video data was distributed, and the

redemption logs including the dates and places of coupocon
acguisition by users, dates and times of coupon use by
the users, places of coupon use by the users, and user
attribute information.
(G014

Meanwhile, the distribution information is
infermation that is input from the distribution
informaticon input section 13 after the coupon ID data has
been issued. The distribution information input section
13 admits distribution schedule data defined by the
advertisement video data creation device 20 as the
distribution information over the netwerk. The
distributicon information thus input is stored onto the
coupen ID database in relaticn to the coupon ID data.
[0015]

Further, the redemption logs are information which

includes the dates and times of coupon acquisition by

11



[0012] The coupon ID management device 10 issuing the coupon ID
data is made up of a computer such as an ordinary server device and
managed illustratively by an advertising agency. As shown in FIG. 2, the
coupon ID management device 10 includes a coupon ID database élb)@)oz75
11 typically composed of a large-capacity hard disk on which is

established a database relating issued coupon ID data to coupon data, a
coupon ID issuance section 12 that issues coupon ID data, a distribution
information input section 13 that admits from the coupon ID management
device 10 or from the advertisement video data creation device 20
distAbatioR Hf6ffafion abBbPthe2adliertisément Yideosdata in daigly and
coupon ID data is embedded as a watermark, and a redemption log input
sectioh 125 that 3t B fedemtion 1657 given wisert the*dogisorr Batase BY
r%%eemed by the_coupon magggggj+ nt dev%cg:IGO or QX theArerdgcr%)tion,

deweceu%(()a.I OSaI‘51 2 F0r01a31 he clorhponnh?) database ésta W&telé) &

ondhe;coupon iy database(DB):L1 stores the issued coupgn;|D-data in
relation to the coupon data defined in terms of product discounts and
otherspecifics, dhe distribetioninformatiomineluding the: dates,and imes,
at which advertisement video data was distributed, and the redemption
lagsincluding the datesand placessafiicobiporiaequisitientdyi osersy datesout
and times of coupon use by
section 14 admits redempition logs transmitted over the
network by the coupon management device 60 or by the
redemption device 70 periodically or as needed. The input
redemption logs are stored in relation to the coupon ID
data. Illustratively, the dates, times and places of
coupon acquisition by users and the users’ attribute
information are input from the coupon management device
60; the dates, times and places of coupon use by the
users are input from the redemption device 70.
00181

As described, by rescrting to the coupon data,
distribution information, and redemption logs stored in
relation to the coupon ID data on the database, it is
possible teo find when and where the issued coupons were
acqguired and used. The findings provide informaticn that
may be offered to the advertiser as advertisement

measurement information indicative of the effects of

advertisement.

>
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the users, places of coupon use by the users, and user attribute
information. [0014] Meanwhile, the distribution information is
information that is input from the distribution information input section 13
after the coupon ID data has been issued. The distribution informat'é%p0275
input section 13 admits distribution schedule data defined by the
advertisement video data creation device 20 as the distribution information
over the network. The distribution information thus input is stored onto the
coupon ID database in relation to the coupon ID data. [0015] Further,
the redemption logs are information which includes the dates and times of
cotipon hcquisition by SO8P0275 users, places of coupon acquisition by
users, datgs and times of coupon use by the users nE?)Iaces of coupon use

by the userd”&nd T8 Aftfiblte ihformTation: Aret , Stigh-foighisP Ut ed

infotmation that s input from the redemption;log Lﬂ&ytégﬁgnélrgséggg_gg

coupon has been used by a user, i.e., when a coupon is rede

redemptian dog input sestion J4-admits redemptian logs transimitted, pyer, ¢
the network by the coupon management device 60 or by the redemption
device 70 periodically o8 asineededs Thesinputredeniptionlogsare-stored
in relation to the coupon ID data. lllustratively, the dates, times and places
of €8apBIA Beguisitich by usérs:and-ahve losers: atitibdtelinformiatiorrare: o
input from the coupon management device 60; the dates, times and

praGes 6HEBlpon usé b the usefs aRCIFRUT O tHefedetplictt Bevidden

YQhe coupon ID data is issued in relation tc the coupocn
data cof the issued coupons, the coupon ID data and the
coupon data are related to one ancther before they are
supplied to a coupon database of the coupon management
device 60 over the network or through recording media so
that the ccupon management device 60 may verify the
coupoen LD data.

rooie]

Here, according to the present inventiocn, only the
coupon ID data is distributed to prevent unlawful use. 1In
addition, the size of the data to be handled is reduced
so that the amount of the data to be processed by the
mobile phone device 40, redemption device 70, etc., may
be limited. The coupon ID data issued by the coupon ID
issuance section 12 is then supplied to the advertisement
video data creation section 20 over the network or

through recording media.

13



[0016] As described, by resorting to the coupon data, distribution
information, and redemption logs stored in relation to the coupon ID data
on the database, it is possible to find when and where the issued coupons
were acquired and used. The findings provide information that maysl%%m‘275
offered to the advertiser as advertisement measurement information
indicative of the effects of advertisement. SO8P0275 [0017] Upon
issuance of the coupons to be distributed using advertisement video data,
the coupon ID issuance section 12 attaches coupon ID data to the coupon
data of each coupon so that the distribution information and redemption
|dg& ih¥dlved may be managed in relation to the coupon ID data on the
above-mentioned database, When the coupon ID data is issued in relation

to the coupdn‘datd of the fsstied coupohs? the CSupEH D tata ahd the =2
coupan dafa are related;to,gne another bef (u%theé/ Saré%(?sryé)ggedgo a
e

coupon database of the coupon management device 60 ovéer the Retwork

of dhrough ecording media sothat the coupen management.deyice, 60y,
may verify the coupon ID data. [0018]
includes an advertisement video data input device 21 that
admits advertisement video data provided by advertisers
or by the advertising agency, a <coupon ID input device 22
that admits the coupon ID data supplied by the coupon ID
management device 10, an image processing device 23 that
enmbeds the coupon ID data in the advertisement vidso data
as a watermark, and a distribution device 24 that
distributes the advertisement video data in which the
coupon ID data 1s embedded.
[00Z201

The advertisement video data input device 21 is
illustratively a reccording medium reproduction device
such as a VTR, a DVD (Digital Versatile Disc) player or
the like. As such, the advertisement video data input
device 21 reproduces advertisement video data from
recording media such as magnetic tapes or DVDs delivered
by the advertiser or by the advertising agency, and
supplies the reproduced data to the image processing
device Z3.

[0021]

14



Here, according to the present invention, only the coupon ID data is
distributed to prevent unlawful use. In addition, the size of the data to be
handled is reduced so that the amount of the data to be processed by the
mobile phone device 40, redemption device 70, etc., may be Iimite@.o'grgjeo275
coupon ID data issued by the coupon ID issuance section 12 is then
supplied to the advertisement video data creation section 20 over the
network or through recording media. 308P0275 [0019] As shown in
FIG. 3, the advertisement video data creation device 20 is a device which

is managed by an advertising agency, a TV station or the like and which
includes an &dvetisément viteo tatadipitdevice 21thacadmitst a USE
agvertisem%nt video 9ata provided b¥ advertisers or by the advertising

) n

endy 4 litdelicE 22 inat Aditits the BOUpGH I5-data” ->°"

agency, a couggﬁjff') i

sypplied by the Powgns@cm,am%gs%%ﬁpd&yi%Qa%%%még%%gcgasmg

device 23 that embeds the coupon ID data in the advertisement video
data as fwatermark-and a.disttibution device-24 that distibiites the,
advertisement video data in which the coupon ID data is embedded.
[002Qata WHe-advertisement videotdatalinputdevies 2 lrisdltustratively ar
recording medium reproduction device such as a VTR, a DVD (Digital
Vigisatile 'Disey playeeor e like A such: the auvertisement video datd O
input device 21 reproduces advertisement video data from recording
miédigstich a?ﬁa%%%ﬁc?&ﬁ@% of BVDIE defivéredy the’advertiser or by
tq%ggyTrtising agency, and supplies the reproduced data to the image
processing device 23.

The image processing device 23 is an encoding
device that performs compression encoding suitable
illustratively for digital television broadcasts or for
Internet distribution. Through a series of steps of
compressing encoding, the image processing device 23
embeds the coupon ID data as a watermark in the
advertisement video data. For example, where the
advertisement video data coming from the advertisement
video data input device 21 is encoded using the MPEG
(Moving Picture Coding Experts Group/Moving Picture
Experts Group)-2 or MPEG-4 standard, the image processing
device 23 adds error-correcting code to the coupon ID
data from the coupon ID input device 22 using the high-
frequency component of the so-called DCT (Discrete Cosine
Transform} coefficient cbtained at the time of encoding,

and embeds the coupon ID data furnished with the error-

i5



[0021] SO8P0275 The coupon ID input device 22 is made up of a
USE Universal Serial Bus) memory reader, a memory card reader or the
like. As such, the coupon ID input device 22 supplies the image
processing device 23 with the coupon ID data which is read from t%%}§g275
memory, memory card or the like provided by the coupon ID management
device 10 or which has been supplied over the network. [0022] The
image processing device 23 is an encoding device that performs
compression encoding suitable illustratively for digital television
broadcasts or for Internet distribution. Through a series of steps of
coRipréssingericoding: th&limalye Preeésding device 23 embeds the
Ci%g? (iD data as a watermark in the advertisement video data. For
exaniple, where the advertisement video data coming from the

advertisement.video data input device 21 is encoded lising.the MPEG
(Moving Picture Coding Experts Group/Moving Picture Experts Group)-2

of MREG:4 standards the image processingdevice 23:adds qigital
error-correcting code to the coupon ID data from the coupon ID input
device=22 usitigethechigh:fregueficycomspenenrididihe so-calleadDET
(Discrete Cosine Transform) coefficient obtained at the time of encoding,
ahdernbeds thé colipor B Hatd firhished Withahé etroir 30810278 ©of

the wvideo signals making up the advertisement video
content, i.e., in the least significant bit or in a few
bits down to the least significant hit of each of the
pilxels involved.

[0Gz24}

Alsc, the position in the frame in which to embed
the coupcon ID data is in one cor a plurality of suitably
located so-called macre blocks for easy reproduction of
the coupon ID data. If the number of bytes in the coupon
ID data is large, then a plurality of macro blocks nearby
are used. And illustratively, in order to extract the
coupon ID data embedded as a watermark, a frame is
provided for alignment of the domain where the coupon ID
data is embedded. Furthermore, in consideration of the
display to be captured by the mobile phone device 40, the
coupen ID data is embedded in a plurality of positions
inside the frame. The number of frames in which to embed

the coupon ID data, i.e., the length (of time) of

i6



correcting code as the watermark. [0023] Alternatively, if the video content

of advertisement is distributed uncompressed as digital signals, the

coupon ID data is embedded in a manner dispersed in the space domain,

in each sampled value of the video signals making up the advertise§reﬁg@)t0275
video content, i.e., in the least significant bit or in a few bits down to the

least significant bit of each of the pixels involved. [0024] Also, the
position in the frame in which to embed the coupon ID data is in one or a
plurality of suitably located so-called macro blocks for easy reproduction

of the coupon ID data. If the number of bytes in the coupon ID data is

|&rgBE theh® & pliratity GRmAERS bIBERs FRAHFFarssd I fustratilelye ver,
inS order tg extract the coupon I% data emhedded as a watermark, a frame

is° provided for alighiéiit of thé dohTaif whetethe couponiprdatatis 27
empedded, Furthermore i consideration of the display to be captured by,
the mobile phone device 40, the coupon ID data is embedded in a plurgllty
of pesitigns iaside the frame ckhe aumber,of frames-inwhich tg.embedthe

coupon ID data, i.e., the length (of time) of S08120275
product in guestion is displaved.
[0025]

The coupon ID data thus embedded in the freguency
domain or in the space deoemain remains invisible to the
and user.

[00z8;

Meanwhile, where advertisement video data is in
analog form, the image processing device 23 converts the
coupon ID data into an image signal, 1.e., creates
graphic images of numerals and symbols constituting the
coupon ID data, and places these graphic images in
unobtrusive pesitions such as at the bottom or in a
corner of the frame so as to overlay or superimpose the
images in the advertisement video signal. The overlaid or
superimposed coupon ID data is visible te the user. The
advertisement videco data in this case may alternatively
be in digital form.

[0c27]
The advertisement video data for distributicon, in

which the coupon ID data is embedded as described above

17



advertisement, may span the entire advertisement. However, since there

are cases where a plurality of products are advertised in a single
advertisement, the coupon ID data should preferably be embedded in the
frame in which the product in question is displayed. [0025] ThengppoTs
coupon ID data thus embedded in the frequency domain or in the space
domain remains invisible to the end user. [0026] Meanwhile, where
advertisement video data is in analog form, the image processing device

23 converts the coupon ID data into an image signal, i.e., creates graphic
images of numerals and symbols constituting the coupon ID data, and

paced thetBfaphicimagesih thobtiisive posifions stigh 3&htthe he

bottom. of in & gorer, of the frame, 5o as J?% pyeflay 3?55“88@5”8&5?4th%a ¥
images in the advertisement video Signal.” The overlaid or superimpose

coupen-b-datads yisible o the user.sthe advertisement videg,datain this
case may alternatively be in digital form. [0027]

television broadcasts, for analog television brocadcasts
or for satellite broadcasts;: or a computer or a server
furnished with a modem for the Internet, with a LAN card
for the Ethernet cor with a wireless LAN card and
connected to the Internet. Also, the distribution device
24 1s a device that records video signals to recording
medlia such as VITRs, CD recorders and DVD recorders. And
the distribution device 24 supplies the display device 30
with the advertisement video data for distribution in
which the coupon ID data 1s embedded in a manner suitable
for distribution through transmission media such as
broadcasts or distribution over the Internst or by use of
recording media.

[0028]

The display device 30 shown in FIG. 1 is any one of
large and small display devices set up in public spaces,
outdcors, at train staticns, or in shops. Illustratively,
the advertisement video data embedded with the coupon ID
data distributed by the distribution device 24 is

received by the display device 30 and stored onto its

internal hard disk for reproduction and display according
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The advertisement video data for distribution, in which the coupon ID data
is embedded as described above SO8P0275 by the image processing
device 23, is forwarded to the distribution device 24. The distribution
device 24 may illustratively be a transmission device for digital television, » =
broadcasts, for analog television broadcasts or for satellite broadcasts; or
a computer or a server furnished with a modem for the Internet, with a
LAN card for the Ethernet or with a wireless LAN card and connected to
the Internet. Also, the distribution device 24 is a device that records video
signals to recording media such as VTRs, CD recorders and DVD
r&Cordete. JRAd e distttiditdevice 24 supplies the display device 30
w{i t}@}advertisement video data for distribution in which the coupon 1D
data Is embedded in a manner suitable for distribution through

transmission-meglia such as.broadeasts ar distdbution guet the internet or ;
by use of recording media. [0028] The display device 30 shown in
RGedds any.one ofilasge and siaal displayndevices sebupdnr PUblc ng
spaces, outdoors, at train stations, or in shops. lllustratively, the
advertisément vided datal earbeddetkwith ¢he coupen | D deta distribatedy .
by the distribution device 24 is received by the display device 30 and
storedsTis itdintetiarhard didgR Foereprodudtidntarid eispisy aeedreing ©

can acguire the coupon ID data from the advertisement
video data being displayed on the display device 30.
[00320]

More specifically, as opposed to the functionality
of ordinary mobile phones, the mobile phone device 40 has
the capabllity to extract a watermark as shown in FIG. 4.
The mobile phone device 40 includes an image pickup
section 41 for taking images of an object and a watermark
extraction section 42 for extracting the watermark from
the image data captured by the image pickup section 41%1.
[CO311

The image pickup section 41 contains z plurality of
lenses and pickup devices such as CCD (Charge-Coupled
Devices} element or CMOS {(Complementary Metal-Oxide
Semiconductor). The image pickup section 41 performs
predetermined image processing and A/D conversion
processing before storing the captured image data intoc a

non-secure memory 45,
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SO8P0275 to designated schedules. [0029] For the data processing
system 1 above, the user is a person who views the advertisement video
data being reproduced by the display device 30 when passing nearby.

The user who owns or manages the mobile phone device 30 can agguisg -
the coupon ID data from the advertisement video data being displayed on
the display device 30. [0030] More specifically, as opposed to the
functionality of ordinary mobile phones, the mobile phone device 40 has

the capability to extract a watermark as shown in FIG. 4. The mobile

phone device 40 includes an image pickup section 41 for taking images of
ahoc%ﬁéét and a watermark extraction section 42 for extracting the

watermark from the image data captured by the image pickup section 41.
00311 e (G DD Soctmh T LAt 2 Bttty o fonBa el

pickup-deviees such @s.GQD (Gharge:Coupled Devices) elgment o
CMOS (Complementary Metal-Oxide Semiconductor). The image pickup
seption 4dqerforms predetermineddmage-prosessingangkA/lX gonversion
processing before storing the captured image data into a non-secure
ﬂﬁgﬁ@g/asrivated on the display device 30, a particular
domain cf the advertisement video data where the coupon
ID data 1s embedded is captured by the image pickup
section 41. The captured data is compressicn-encoded
using the JPEG (Joint Photographic Expert Group) standard
or the like before being stored into the non-secure
memcry 45. As described, where advertisement video data
is to be acquired by the image pickup section 41 acting
as acqouisition means, the image pickup section 41 takes
an image of the inside of a frame 326 for alignment of the
advertisement video data displayved on the display device
30, i.e., the domain in which the coupon ID data is
embedded as a watermark, as shown 1in FIG. 5.
[0033)

When the application for capturing advertisement
videco data is being activated on the display device 30
and when the advertisement video data displaved on the
display device 30 is captured, the watermark extraction

sectlion 42 extractis from the captured image data the

coupen 1D data embedded as the watermark.
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30830275 [0032] Also, where the advertisement video data displayed
on the display device 30 is to be captured while an application for
capturing advertisement video data is being activated on the display
device 30, a particular domain of the advertisement video data Whesggé[h%zm
coupon ID data is embedded is captured by the image pickup section 41.
The captured data is compression-encoded using the JPEG (Joint
Photographic Expert Group) standard or the like before being stored into
the non-secure memory 45. As described, where advertisement video
data is to be acquired by the image pickup section 41 acting as acquisition
mesns? the image pickup section 41 takes an image of the inside of a
frame 36 for alignment of the advertisement video data displayed on the

display deVite* 3655 He“Gornéin im Whith the'Coupofribrdaialisn section
egbb e a%%m(e)@ﬂn?ss gnvgatgér?%[%e{%f IS%Q,OCV*XG %% %ligtg' L?P&%] resgg\gqent%]ethe
appllca | or capturing advertrsement video data’ 1S being activated on
the, display:device 30;:and when, the advertisement video data displayed,
on the display device 30 is captured, the watermark extraction section 42
extraetsrramrthecaptureg-mage-data-the-coupor; IR, dataembedded as o
the watermark. SO8P0275

the macro block where the coupon ID data was embedded by
the image processing device 23 in the advertisement video
data upon encoding, with the macrc block of the picture
data captured by the image pickup section 41, before
extracting the coupon ID data from the high-freguency
component of the so-called DCT cocefficient obtained upon
encoding and further carryving out error correction
processing, whereby the coupon ID data is extracted.
[G035]

Also, when the video content of advertisement is
distributed uncompressed as a digital signal, the above-
mentioned frame 36 is used to perform correction
processing for alignment. Thereafter, each sampled value
of the picture signal, i.e., the least significant bit or
a few Dits down to the least significant bit of each of
the pixels involved are extracted, and errcr correction
processing is carried out, whereby the coupon ID data is

extracted.

[0036]
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[0034] More specifically, the watermark extraction section 42 aligns

the captured picture data with respect to the captured frame 36 by

correcting size, inclination, and distortion from slantwise picture-taking and
by aligning the macro block where the coupon ID data was embeddegd;by - 5
the image processing device 23 in the advertisement video data upon
encoding, with the macro block of the picture data captured by the image
pickup section. 41, before extracting the coupon ID data from the
high-frequency component of the so-called DCT coefficient obtained upon
encoding and further carrying out error correction processing, whereby the
coupon D data iR ektraeted o685 2ARETwheRtRe videseontént of -3

ad;lleratlr?aefwent 48 distributed uncom%r.essed as a dl%l al glgggl, nthe

s I I t - i
abové-fmentioned frame 368 Used f6 %%Lrjfb?m“(?onrl?ec?i%n processing for

alignment, Thereafter, gach sappled.valye of the Qi%g&eﬁge@e&ea&nson

least significant bit or a few bits"down to the least significant bit of each of
the pixets: inveolvad: ate-extracied -ant exroricorrection Preeessing ison
carried out, whereby the coupon ID data is extracted. [0036] 50820275
Rurtheemore, Where the advértiseaient vded dataeistinanatay formy ahe
graphic picture composed of numerals and symbols constituting overlaid
o supefinipbsettedtisorPir 8Etis extracted through a character
recognition process. The coupon ID data is then extracted from the
extracted graphic picture.

Also, the mobile phone device 40 includes a system
0SS section 43 that manages the device as a whole, a
decryption engine 44 that decrypts distributed coupon
data that has been encrypted, and the non-secure memory
45 that doubles as a system memory.
(00381

The system OS5 section 43 managing the device as a
whole illustratively allows an operation section 51 to
ransmit a call request signal corresponding to a
telephone number through a terminal-side communication
interface 49, and transmits the coupon ID data extracted
by the watermark exiraction 42 along with the ferminal ID
data held in a secure memory 48, to be discussed later,
through the terminal-side communication interface 49 to
the coupon management device 60 in order to acguire
coupon data. And the non-secure memory 45 1s basically a

non-rewritable memory that stores the pilcture data
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[0037] Also, the mobile phone device 40 includes a system OS

section 43 that manages the device as a whole, a decryption engine 44
that decrypts distributed coupon data that has been encrypted, and the
non-secure memory 45 that doubles as a system memory. [0038] «;cpqs75
The system OS section 43 managing the device as a whole illustratively
allows an operation section 51 to transmit a call request signal
corresponding to a telephone number through a terminal-side
communication interface 49, and transmits the coupon ID data extracted

by the watermark extraction 42 along with the terminal ID data held in a
SeChfiEmEry 48! %0 BrPdiRcidsat Rt Hirboighthe t6rimhl-sife the
communicgtion interface 43.1o.the coupon. management device,60 in order
{6 acquire coupon data. And the non-secure niermory 45 7s basicafy 8"

nop-reywitable-memary that:stores. the picture data . SO8P0275 ,captured

by the image pickup section 41 as well as the coupon data in encrypted
forna cegesppnding terthecoupondb-datadeangmitted frampthe coypenn

management device 60. The decryption engine 44 decrypts the encrypted
coapen data transimitted from the coopor maragementdevies 664hriugh
the terminal-side communication interface 49, using the coupon ID data
extractst by e Watsrinark edFrtiohgesidAxU and the tsrhvinal IPdata
held in the secure memory 48, [0039]

using the coupon 1D data extracted by the watermark
extraction section 42 and the terminal ID data held in
the secure memory 48.

[0039]

Furthermore, the mobile phone device 40 includes a
nen—-contact communication OS secticn 46 as the means for
conducting short or near distance non-contact
communications such as RFID (Radio Frequency
Identification System) or NFC (Near Field Communicaticn),
a terminal-side non-contact communicaticn interface 47
that communicates with the non-contact communication
interface of the redemption device 70, and the secure
memory 48 that stores the terminal ID data as
identification data unigque to the mobile phone device 40.
That is, the mobile phone device 40 uses the non-contact
communication 08 section 46, terminal-side non-contact

communication interface 47, and secure memory 48 to

implement the functionality of the IC card utilized by
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Furthermore, the mobile phone device 40 includes a non-contact
communication OS section 46 as the means for conducting short or near
distance non-contact communications such as RFID (Radio Frequency
Identification System) or NFC (Near Field Communication), a S08P027S
terminal-side non-contact communication interface 47 that communicates
with the non-contact communication interface of the redemption device

70, and the secure memory 48 that stores the terminal ID data as
identification data unique to the mobile phone device 40. That is, the

mabile phone device 40 uses the non-contact communication OS section

£6+ F&TRAL SidB B cEHBLEESnuricatidn iterface 47, and secure

?@@1&%48 to implement the functionality of the IC card utilized by
75 electronic money systems or the like. [0040] In addition to

holding tie; terminaldD.dataunigye 19 the mobile phone deyicg 40, the ; .

secure memory 48 stores points credited to the user as well as electronic
meneydatasJ hessesurememery-48.a)50 stores dhe eoupendk data
extracted by the watermark extraction section 42. The secure memory 48
thus stores the above-descrbed dat& of highrvaleevandlisadesigred-toonic

prevent falsification or unlawful copying of such high-value data. [0041]
money data. The secure memeory 48 also stores the coupon

ID data extracted by the watermark extraction section 42,
The secure memory 48 thus stores the above-described data
of high value and is designed to prevent falsification or
unlawful copying of such high-value data.
(00417

Although the secure memory 48 here has a limited
capacity and thus accommodates small-size data such as
terminal ID data and coupcn ID data, the secure memory 48
may alternatively store coupon data i1f provided with a
larger capacity. The data held in the secure memory 48 1is
cutput through the terminal-side noncontact communication
interface 47; the data is also read out to the system 0S8
secticn 43 and transmitted through the terminal-side
communication interface 49.
(00427

The mobile phone device 40 further includes the
terminal-side communicaticn interface 49 made of an

antenna or the like for receiving radio waves, a display
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Although the secure memory 48 here has a limited capacity and thus
accommodates small-size data such as terminal ID data and coupon ID
data, the secure memory 48 may alternatively store coupon data if

provided with a larger capacity. The data held in the secure memory48,is, - =
output through the terminal-side noncontact communication interface 47,

the data is also read out to the system OS section 43 and transmitted
through the terminal-side communication interface 49. [0042] The
mobile phone device 40 further includes the terminal-side communication
interface 49 made of an antenna or the like for receiving radio waves, a

didistay 80880275 sédivhys6 Bipieally oried By ak R ED pahelsr &f 9anic
anic EL panel for displaying operatign status or the like, and an
%%rgt?onneljs‘ec%[?orn T Tﬁm%ﬁryngonﬁﬁﬁfédl by’ plishbuttons, sf%g s%ﬁi%%%‘ésaﬂd

and s dike for, inputting gpetation signals; Operating the gperation

section 51 enables the mobile phone devicé 40 to communicaté the
oppesiie pasty=0r toistar up.thedmagespigkup section 44.as deseribed g
above in order to capture advertisement video data or to extract coupon
|Dreata from tise capfiured agheertisement videordatatThe nmebilei phone
device 40 can decrypt the encrypted coupon data held in the non-secure
oty 45 Using et et nihalnD data’aiid éoupon Mdata hektin theth
secure memory 48 so as to display unencrypted coupon data on the

didi5iay 2BRHdH BOF Afso! when the®C6upor D dafa i rafsmitted ® the

coupondmanadement device 80 lo.acauie the encrypled.coupan data, the
operation section 51 may be operated to input the te ephorjioe number, user

Name.-age genderand guestiannaire. infarmation making, Up the aftribute
information to be sent to the coupon management device 60 together with
the ©aupan |Dgatarfof43fivertisement video data. The mobile
rhone device 40 can decrypt the encrypted coupon data
held in the non-secure memcry 45 using the terminal ID
data and coupon ID data held in the secure memory 48 so
as to display unencrypted coupon data on the display
section 0. Also, when the coupon ID data is transmitted
to the coupon management device 60 to acquire the
encrypted coupon data, the operation sectilion 51 may be
operated to input the telephone number, user name, age,
gender, and gquestionnaire information making up the
attribute information to be sent to the coupon management
device 60 together with the coupon ID data.
r0043]

According to the present invention, the mobile

phone device 40 may alternatively be a small-size

25



According to the present invention, the mobile phone device 40 may
alternatively be a small-size SO8P0275 information processing terminal
such as a PDA (Personal Digital Assistant). [0044] The coupon
management device 60 to be accessed by the above-described mabjle- -«
phone 40 for coupon data acquisition includes a coupon ID database 61
composed of a large-capacity hard disk or the like on which is formed a
coupon database for managing coupon ID data and coupon data in

relation to one another, a management-side communication interface 62
that communicates with the terminal-side communication interface 49 of

thE gl phidhé GEVicE 40! an"Enctypiidn BNgine*63 thatncryfits® o e

5 dat S&n oypon ID data and terminal ID data, and a verification
sec

on 64t at veri es he coupon ID data transmitted from the mobile
pheng:device 40 against the coupon ID data supplied from the coupon ID
management device 10, as shown in FIG. 6. [00451 The coupon
database formea apdhercoupoanBrdatabase 6 1@Eiores the coupondatasy
defined in terms of product discounts and other specifics, the terminal ID
data of fhver mobileqrhigrredd evice 40); pitribatelinformationisuch ds the
telephone number of the mobile phone device 40, user name, age, results
(ﬁ%ﬂﬁﬁ%ﬂﬁﬁﬁ%wénﬁﬁﬂﬁﬁﬁﬂa coupon ID dat abase 61 composed of

a large-capacity hard disk or the like on which is formed
a coupon database for managing coupon ID data and coupon
data in relation to one another, a management-side
communication interface 62 that communicates with the
terminal~side communication interface 49 of the mobile
phone device 40, an encryption engine 63 that encrypts
coupen data using coupon ID data and terminal 1D data,
and a verification section 64 that verlifies the coupon ID
data transmitted from the mobile phone device 40 against
the coupon ID data supplied from the coupon ID management
device 10, as shown in FIG. 6.

[0045]

The coupcn database formed on the coupon ID
database 061 stores the coupon data defined in terms of
product discounts and other specifics, the terminal ID
data of the mobile phone device 40; attribute information
such as the telephone number of the mobile phone device

40, user name, age, results of a guestionnaire, and mail
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308P0275 address; and dates, times and places of coupon data

acquisition, in relation to the coupon ID data supplied from the coupon ID
management device 10. This type of coupon database is pre stalled,
furnished with the coupon ID data and coupon data supplied from thgs -+
coupon ID management device 10. When the mobile phone device 40
transmits the coupon ID data and terminal ID data, the coupon database
stores the terminal ID data and attribute information in relation to the

coupon ID data, and also stores the date and time at which the coupon

data encrypted using the coupon ID data and terminal ID data was
tReATittEd t6 e RioHiR: phorEdedice 40; aSThe Waté Andtiméedf toupon
acquisition. [0046], _ When a coupon is redeemed, the coupon ]
database receives the cotipon iD %3ta ARd Terminal 10" data from e -S4
redemptign deyice, 70 and.based o the daje and,time of reception and
on the ID data about the place where the redemption device 70 is set up,

registers the faerived data as the date dime rand, place-of,coupon-use.
[0047] When the coupon ID data and terminal ID data are transmitted

fromitlve: mMidbilésplaorer device ghfor acg uisition. okcoupomdatas theupon
encryption engine 63

ID management device 10. When the moblle phone device 40
transmits the coupon ID data and terminal ID data, the
coupon database stores the terminal ID data and attribute
information in relation te the coupon ID data, and also
stores the date and time at which the coupon data
encrypted using the coupcn ID data and terminal ID data
was transmitted to the mobile phone device 40, as the
date and time of coupon acguisition.

[0046]

When a coupon is redeemed, the coupon database
receives the coupon ID data and terminal ID data from the
redemption device 70 and, based con the date and time of
reception and on the ID data about the place where the
redemption device 70 is set up, registers the reaceived
data as the date, time, and place of coupon use.

(0047
When the coupon ID data and terminal ID data are

transmitted from the mobile phone device 40 for

acgulisition of coupon data, the encryption engine 63
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SO8P0275 encrypts the coupon data related to the coupon ID data using
the coupon ID data and terminal ID data as encryption keys and transmits
the encrypted coupon data to the mobile phone 40 through the
management-side communication interface 62. [0048] When theser- -
uses coupon data at a shop to redeem it, the verification section 64
receives the coupon ID data and terminal ID data from the redemption
device 70 and verifies the received coupon ID data and terminal ID data
against the coupon ID data and terminal ID data in effect when the user
acquired the coupon data,e., against the coupon ID data and terminal ID
data fransmitted t6 B eSupGiT Marnfagehiént devides 60 BYRRE uderdita
order to acquire the coupon data. When the coupon ID data and terminal
IDdata tr%ﬁﬁgﬁ?%mg %to%il%n&o“neergéﬁ%% 4%%%%%8% match

the coypen 1D data and terminal I data sent from the, redemption device

70, the verification section 64 transmits redemption data to the redemption
dewvicené0 thyeugh the snanagenentsige commugicationdnterface-62, the

redemption data being arranged to redeem the coupon illustratively for a
pricerdiscowritiand thenenullify¢hé oupon. [0049]
[0048]

When the user uses coupon data at a shop to redeem
it, the verification secticon 64 receives the coupocon ID
data and terminal ID data from the redemption device 70
and verifies the received coupon ID data and terminal ID
data against the coupon ID data and terminal ID data in
effect when the user acguired the coupon data, i.e.,
against the coupon ID data and terminal ID data
transmitted to the coupon management device 60 by the
user in order to acquire the coupon data. When the coupon
ID data and terminal ID data transmitted £rom the mobile
phone device 40 are found to match the coupon ID data and
terminal ID data sent from the redemption device 70, the
verification section €4 transmits redemption data to the
redemption device 70 through the management-side
communication interface 62, the redemption data being
arranged to redeem the coupcn 1llustratively for & price
discount and then nullify the coupon.

(0048}
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SO8P0275 As shown in FIG. 7, the redemption device 70 is a device
that has the functionality of a POS (Point Of Sale terminal) set up at a

shop selling products. As such, the redemption device 70 includes a
non-contact communication OS secticn 71 as the means for managingzo .-
non-contact communications over short or near distances such as RFID or
NFC, and a redemption-side non-contact communication interface 72 for
communicating with the terminal-side non-contact communication

interface 47 of the mobile phone device 40. [0050] When purchasing

a product to which the co%é)é)n can be applied, the user may hold the
terminal-side ABREontact'communicaiibniftéiface’ 47 of el mdbild phioné

deyice. 40 pyet the redsmption. side non contact comypunication nteifage |
. IS causes the redemp Ion-sidé hon-contact communication interface

724p,communicate with, the terminal-side hop-contact communication, ..

interface 47 of the mobile phone device 40 illustratively to receive the
codpendbidatasterminaliD data; enerypied eaupen data, etexntiansmitted

from the mobile phone device 40. [0051] The redemption device 70
ifcludes aigystérh @S the means for managing non-contact
communications over short or near distances such as RFID
or NFC, and a redemption-side non-contact communication
interface 72 for communicating with the terminal-side
non-contact communication interface 47 of the mobile
phone device 40.

[0050)]

When purchasing a product to which the coupon can
be applied, the user may hold the terminal-side non-
contact communication interface 47 of the mobile phone
device 40 over the redemption-side non-contact
communication interface 72. This causes the redemption-
side non-contact communication interface 72 to
communicate with the terminal-side non-contact
communication interface 47 of the mobile phone device 40
ililustratively to receive the coupon ID data, terminal ID
data, encrypted coupon data, etc., transmitited from the
mobile phone device 40.

(00517

The redemption device 70 includes a system 0S8
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SO8P0275 section 73 that manages the redemption device 70 as a whole,

a decryption engine 74 that decrypts distributed coupon data that has

been encrypted, and a non-secure memory 75 that doubles as a system
memory. Upon receipt of encrypted coupon data transmitted from tQ%BPoz’]S
mobile phone device 40 through the redemption-side non-contact
communication interface 72, the decryption engine 74 decrypts the
encrypted coupon data placed in the non-secure memory 75 using the
coupon ID data and terminal ID data which were received along with the
encrypted coupon data. [0052] Furthermore, the redemption device
709ACIHEEs PO furitiivh Eettibh 7 6 thatRpeMents the fundtionalify of

a POS termin&l, a distp,la¥ section 77}hag%i§gla%§t operation status and
the fike.'ard & Tedemption-Side tBmmdnication fiterfaks 7 & thar - Puted

cammunicates.with the coupon management devi %éoaornvg;%%%%&%pon

ID management device 10. [0053] he POS function section 76 is

furaiehed typically with.areaderto reagsoptically abar,code o the like s 1+
attached illustratively to a product. When reading the bar code from a
praduct;the-P@S fungtion séctiont7Gnsmitted from the mobile
phone device 40 through the redemption-side non-contact
communication interface 72, the decryption engine 74
decrypts the encrypted coupcen data placed in the non-
gsecure memory 73 using the coupon ID data and terminal ID
data which were received along with the encrypted coupon
data.

[0052]

Furthermore, the redemption device 70 includes a

POS function section 76 that implements the functionality
of a POS terminal, a display section 77 that displays
operation status and the like, and a redemption-side
communication interface 78 that communicates with the
coupon management device 60 or with the coupon ID
management device 10.

[0053)

The POS function section 76 is furnished typically

with a reader to read optically a bar code or the like
attached illustratively to a product. When reading the

bar code from a product, the P0S function section 76
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SO8P0275 displays the name and price of the product on the display
section 77. When the encrypted coupon data transmitted from the mobile
phone device 40 is decrypted, the POS function section 76 also displays
the decrypted coupon data, i.e., product name, discount rate and 0?{%%275
specifics of the coupon data on the display section 77. [0054]

Meanwhile, many business transactions involving products are conducted
today over networks such as the Internet. That means products may be
bought or sold using the coupon ID data and terminal ID data held in the
mobile phone device 40. For this reason, the data processing system 1 of
the prIsEnt invehtiohtfarthed intlides an elédranie éenimertetdevice 8play
that implements electronic- commerce. As shown in FIG. 8, the electronic

commerce device B inclutfesSarr Bleehthi& Eomiertd sectioh BT Wwhichd
provides product information tg numeroys deyices including the mopil
pﬁ%ﬁ% d%e%?cgn %f%g c%% nn]g%%etogn etw%?ksyguch a%%ﬁé: llrﬁt‘érr?%t 2\%06 W%IJC%

receives payment infarmatign aboyt the product selected by the user.and

other information, and a communication interface 82 that communicates
withcthe mobile phenedevice: 40 oranith-the~coupon-management device
60. [0055] SO8P0275 When the mobile phone device 40 having
obtained toapon |ID datacateessds the etectionicicemierce device:80 To
purchase a product using the coupon, the communication interface 82
récéivés from the mobile phone device 40 the coupon ID data and
terminal IQI data aqung with order data, and transmits the coupon |D data

and termindl 1D data b the coupon MaRIgEment deVice 8D 36 4818 veify

t%%oducts are conducted today over networks such as the
Internet. That means products may be bought or sold using
the coupon ID data and terminal ID data held in the
mobile phone device 40. For this reason, the data
procgssing system 1 of the present inventlon further
includes an electronic commerce device 80 that implements
electronic commerceq As shown in FIG. 8, the electronic
commerce device 80 includes an elecltronic commerce
section 81 which provides product information to numerous
devices including the mobile phone device 40 connected to
networks such as the Internet and which receives payment
information about the product selected by the user and
other information, and a communication interface 82 that
communicates with the moblle phone device 40 or with the
couﬁon management device 60.

[Q05D]
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coupon ID data. When the coupon ID data is verified by the coupon
management device 60, the communication interface 82 receives
unencrypted coupon data transmitted from the coupon management

device 60. The electronic commerce section 81 then settles the paymept, » -«
using the coupon. [0056] Described below in reference to FIG. 9 is a
procedure performed by the data processing system 1 to which the

present invention is applied. [0057] Initially, the advertising agency
commissioned to create an advertisement from an advertiser designs
advertisement video data, and creates coupon data by determining the

specifics SU'tRB cOtpoRTR Y. S dieBhRt ARE)-Poé didtABited a6hgWiftfthe

advertisement ai{%%o data. Theesc%%pon gata,ctrhgg created for each cou on, .
SO8P0275 Ts %rnlshga%ﬁt Y oupon |5 data. 1h Step ST thé coupsh 1D°
managementdevice 10elates the coupan 1D, data to the caupan data and
registers the related data with the coupon ID database established on the
cotpeniBdatabaseddives from the mobile phone device 40 the
coupon ID data and terminal ID data along with order data,
and transmits the coupon ID data and terminal ID data to
the coupon management device 60 so as to verify the
coupon ID data. When the coupon ID data is verified by
the coupon management device 80, the communication
interface 82 receives unencrypted coupon data transmitted
from the coupon management device 60. The electrconic
commerce section 81 then settles the payment using the
COUPOn.

[0056)

Described below in reference tec FIG. ¢ is =
procedure performed by the data processing system 1 to
which the present invention is applied.

(0057

Initially, the advertising agency commissioned to
create an advertisement from an advertiser designs
advertisement video data, and creates coupon data by
determining the specifics of the coupon (e.g., discount
rate) to be distributed along with the advertisement

video data. The coupcon data thus created for each coupon
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[0058] Next, after creating the advertisement video data based on the
request from the advertiser, the advertising agency prepares distribution
information about the created advertisement video data, i.e., a schedule
specifying the times and places at which to distribute the advertisemept,  »- -
video data, and inputs the distribution information thus prepared to the
advertisement video data creation device 20 in relation to the

advertisement video data. In step S2, the distribution information input
section 13 of the coupon ID management device 10 admits the distribution
information related to the coupon ID data from the advertisement video

dafa Eredtion Gévice 20. FRERAStibutioA fformation 18R e§isterdsnitly e n

coupon ID database in relatign to the coupon ID data. [00 In step.
S%H befor r%gé"é%ﬁgﬁdi%ﬁfbn%% nngf tﬁgma%%%?tis%?ﬁe At Vid ég d?a a %aé:t%rtga, @ne

the, coupon managementdevice 50,5 supplied by the coupon,|D, ;.
SO8P0275
coupon ID database established on ths coupon ID database
1%,
[00581

Next, after creating the advertisement videc data
based on the reqguest from the advertiser, the advertising
agency prepares distributicn information about the
created advertisement video data, i.e., a schedule
specifying the times and places at which to distribute
the advertisement video data, and inputs the distribution
information thus prepared toc the advertisement video data
creation device 20 in relation to the advertisement video
data. In step 52, the distribution information input
section 13 of the coupon ID management device 10 admits
the distribution information related to the coupon 1D
data from the advertisement videc data creation device 20.
The distribution information is registered with the
coupen ID database in relation to the coupon ID data.
[C059]

In step 33, before actual distribution of the
advertisement video data is started, the coupon

management device 60 is supplied by the coupon ID
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database of the coupon ID management device 10 with the coupon ID

data and the coupon data in relation to one another over the network or
using recording media; the supplied coupon ID data and coupon data are
registered with the coupon database of the coupon ID database 61 {3060}, ¢
As explained, steps Si through S3 constitute the process carried out

before coupon distribution is started, i.e., before the distribution of the
advertisement video data is started. Once the distribution of the
advertisement video data is started, the user may stop in front of the

display device 30 reproducing the advertisement video data, and may take

S MTAYE Bfmbetded Wit the CodpoR D B Wate MRATkSut of the 'serddif
currently reproducing the advertisement video data, using.the image
p(?gkd%ége&%naj% aofgtoheéam”ogb?le phone ‘dg\?%e Yo} V\l;hein écaairi%}g)] ?ﬁ%c

Coupon. the.yser agcesses the coypon managementdevice £9;and ¢y,
transmits to the device 60 the coupon ID data and terminal ID data

tegether with-sughvattributesnformationagthe telephanesnumbes, userd
name, age, gender, and questionnaire information. In step S4, the coupon
mandgeamentdavice 60reTeias the couporcilodata] termsinabDs datd, -
and attribution information transmitted from the user's mobile phone
deviteP40 and SO8P0275 registers the received data as well as the date,
time, etc., of cou&,on,%c%isitign deteSr ined bL}/ an internal timer or the like

with the cotipoh dataBase eStablisShed on the Cdupon ID°databale 81° The

%@%%ggg%%%%%uia@m%gs&egm;i%%%ext*&%%&(ﬁ{% tﬁgnd;%@&d,
. [0061 The

from which display device 30 the coupon was acquire

coupon management device6Qtransmits the registered contents-of the - o
coupon database to the coupon ID management device 10 periodically or

as=needed. dnste 35, upondnputotitheregisterashcartents=of the coupon
database through the redemption log input section 14, the coupon ID
maiagémentaevice 1eregisters the imput eontentdwiththe corpoptdtr in

database established on the coupon ID database 11.
front of the display device 30 reproducing the

advertisement video data, and may take a image embedded
with the coupon ID as a watermark out of the scresn
currently reproducing the advertisement video data, using
the image pickup secticn 41 of the mobile phone device 40.
When acquiring the coupon, the user accesses the coupon
management device 60 and transmits to the device 60 the
coupcn ID data and terminal ID data together with such
attribute information as the telephone number, user name,
age, gender, and guestionnaire information. In step 54,
the coupon management device 60 receives the coupon ID
data, terminal ID data, and attributiocon information

transmitted from the user’s mobile phone device 40 and
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[0062] When purchasing the product from which the coupon ID data
has bee acquired, the user transmits the coupon ID data and terminal ID
data from the terminal-side non-contact communication interface 47 of the
mobile phone device 40 to at least the redemption-side non-contact ;g pq-7 5
communication interface 72 of the redemption device 70. Where electronic
commerce is to be conducted, the mobile SO8P0275 phone device 40
transmits at least the coupon ID data and terminal ID data through the
terminal-side communication interface 49 to the electronic commerce
device 80. The redemption device 70 or the electronic commerce device
gbftrarsThiits t& e C6GSo ivardgemérit dévice BB the Totipof 1D d&ta!
and ﬁtermg)ngl éDudata received from the mobile_.phocp%device 40 for

[SReIN . Q O aCgul sl Tl delelrmine an internal
rédemption processeing TVOIVIngG Verification and other processes. Based

on;the date and.time,at which the coupgp D data and terminal ib datay

were received and on the ID data of the place where the redemption
device- 4 isssetrup dhe coupondnanagement devicer6@ on the, electronic
commerce device 80 registers the date, time, and place of coupon use
withathescouipon databasefor usel asya redemptigre fogl J0063]a In the
coupon ID management device 10, the date, time, and place of coupon
usedtarismitedTEom tHe relefptidhdeies ¥0%r Hfon ise e6UpeR was
management device 60 are written as a redemption log to the coupon ID
databage 8stablished on the coupon ID database 11. This redemption log,
W '%{ veals when and where the issued coupon was acquired and used,
can be presented to the advertiser as advertisement measurement

informationindicatipg.the sffects.at.advertisement. Alterpatively, «ne
registered contents cf the coupon database to the coupon
ID management device 10 periodically or as needed. In
step 85, upon input of the registered contents of the
ceupon database through the redemption log input section
14, the coupon ID management device 10 registers the
inpuf contents with the coupon ID database established on
the coupon 1D database 11.
[0CB2]

When purchasing the product from which the coupon
ID data has bee acguired, the user transmits the coupon
ID data and terminal ID data from the terminal-side non-
contact communication interface 47 of the mobile phene
device 40 to at least the redemption-side non-contact
communication interface 7Z of the redemption device 70.

Where electronic commerce is to be conducted, the mobile
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SO8P0275 the redemption logs stored on the coupon database of the
coupon management device 60 may be presented to the advertiser as the
advertisement measurement information. [0064] Explained below in
reference to FIG. 10 is a series of steps in which the user acquires oupoR- =
ID data from the display device 30 using the mobile phone device 40. That
is, these are the steps constituting the process (i) shown before step S4 in
FIG. 9. [0065] The display device 30 currently reproduces the
advertisement video data embedded with the coupon ID data as a
watermark. In this state, the user takes an image of the displ%on the

drepIAY debite 50 GlingtRBIMagR Fitkdis 88ELGH 21 T HRE inobile pfione nd

device,40.,the taken image being %‘(}me‘%gy'}%%mﬂ%gf the display. . .
w ere'tﬁe“couponalb data'is embedded &5 the Watermark iiaide the frame

36.for alignment of the. displayed adyertisement video data Lhen thes, .

watermark extraction section 42 aligns the captured image data with
respeciie the captured frame 36dy:cerrecting size, metination, and; i ce 80

distortion from slantwise image pickup and by aligning the macro block
wheretheé toupontiDedatawwas: embeddedehy: thieimage pfocessing.device
23 in the SO8P0275

ID data and terminal ID data recelived from the mobile
phone device 40 for redemption processing involving
verification and other processes. RBased on the date and
time at which the ccupon ID data and terminal ID data
were received and on the ID data of the place where the
redenmption device 70 1s set up, the coupon management
device 60 or the electronic commerce device 80 registers
the date, time, and place of coupon use with the coupcn
database for use as a redemption log.

[00&3]

In the coupon ID management device 10, the date,
time, and place of coupon use fransmitted from the
redemption device 70 or from the coupon management device
60 are written as a redemption log to the coupon ID
database established on the coupon ID database 11. This
redemption iog, which reveals when and where the issued
coupcn was acquired and used, can be presented to the

advertiser as advertisement measurement information

indicating the effects of advertisement. Alternatively,
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advertisement video data upon encoding, with the macro block of the
image data captured by the image pickup section 41, before extracting the
coupon ID data from the high-frequency component of the so-called DOT
coefficient obtained upon encoding and further carrying out error ¢ o059+
correction processing, whereby the coupon ID data 91 is extracted. [0066f
When the video content of advertisement is distributed uncompressed as
a digital signal, the above-mentioned frame 36 is used to perform
correction processing for alignment. Thereafter, each sampled value of
the image signal, i.e., the least significant bit or a few bits down to the LSB
of Bach of A bixells iMvelved-areextracted2and erfdi cotretigre ©f the
process}jlngﬂis carried outawhereby6%1e coupon ID data 91 is %xtr%%ted.
[5(%%0 %?ﬁ%?r%%?e, whére the advertisément \S/%%‘oeéiataqs mn <'S\nalog
form..a graphic image compaesed; al.numerals and,symbols constituting
overlaid or superimposed coupon ID data 91 is extracted through a
chapapeter recognition process. The coupon ID data 91 is then extracted
from the extracted graphic image. [0068] SO8P0275

Explained bkelow in reference to FIG. 10 is a series
of steps in which the user acquires coupon 1D data from
the display device 30 using the mobile phone device 40.
That is, these are the steps constituting the process (1)
shown before step S4 in FIG. 9.

[00865]

The display device 30 currently reproduces the
advertisement video data embedded with the coupon ID data
as a watermark. In this state, the user takes an image of
the display on the display device 30 using the image
plckup section 41 of the mobile phone device 40, the
taken image being aimed at the domain of the display
where the coupon ID data is embedded as the watermark
inside the frame 36 for alignment of the displaved
advertisement video data. Then the watermark extraction
section 42 aligns the captured image data with respect to
the captured frame 36 by correcting size, inclination,
and distortion from slantwise image pickup and by
aligning the macro block where the coupon ID data was

embedded by the image processing device 23 in the
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The mobile phone device 40 stores the coupon ID data 91 thus obtained
into the secure memory 48 where the terminal ID data 92 is retained.
[0069] Explained below in reference to FIG. 11 is a series of steps in
which the user acquires the coupon data related to coupon ID dataysiRg 5+ -
the mobile phone device 40. That is, these are the steps constituting the
process (i) shown after step S4 in FIG. 9. [0070] First, the mobile
phone device 40 reads the coupon ID data and terminal ID data from the
secure memory 48 and transmits the retrieved data to the
management-side communication interface 62 of the coupon
M&TAgemeRtE&Vicd BoTthroGgH tRrnfivd idé SontmiRicafisn Titeface
49, At this point, the mobile phone device 40 als ‘Ytlrwansmitseattril:gjti;[g
information to the coupon management device 60. fﬁg P ur}rgn, the

coupen management device 60.accesses;the coupon database, registers, .

the terminal ID data 92 with the coupon database in relation to the
received coupen data S andeads coupon slata P8adelateddo e icient
coupon ID data. In the coupon management device 60, the
obtained upon enceding and further carryving out error
correction precessing, whereby the coupon ID data 91 is
extracted.
[0066]

When the video content of advertisement is
distributed uncompressed as a digital signal, the above-
mentioned frame 3¢ 1s used to perform correction
processing for aligrnment. Thereafter, each sampled value
of the image signal, i1.e., the least significant bit or a
few bits down to the LSB of each of the pixels involved
are extracted, and error correctlon processing is carried
out, whereby the coupcon ID data 91 is extracted.

[0067]
Furthermore, where the advertisement wvideo data is

in analog form, a graphic image composed of numerals and

ib

symbols constituting overlald or superimposed coupon
data 91 is extracted through a character recognition
procass. The coupon ID data 21 1s then extracted from the
extracted graphic image.

[00&8]

38



SO8P0275 encryption engine 63 encrypts the coupon data 93a using the
coupon ID data 91 and terminal ID data 92. Then the coupon

management device 60 transmits the encrypted coupon data 93b through
the management-side communication interface 62 to the mobile phonep -+ =
device 40 that transmitted the coupon ID data 91 and terminal ID data 92.

In turn, the mobile phone device 40 stores into the non-secure memory 45
the encrypted coupon data 93b received through the terminal-side
communication interface 49. [0072] In this manner, the user can
acquire the encrypted coupon data 93 in the mobile phone device 40; the

coupon data iy beldsed \When e Broduct ts plrchasedHext B At this

pgianctat@lm‘plgi!g pcgppejd%vciicg I%QOSthl’ﬂe.es tbgrcgygorgegnaég 3 g‘ Ex\ree re the
non-secure Tnémor?’ﬂ@ that has & refatively large capacity. The coupon -

data. 93, having been. encrypted, is protegted against unlawful use. [0073]

Explained below in reference to FIG. 12 is a first example of redemption in
wlichs ¢he user having acquired the coupon data 93 uses the coupon.
[0074]

Explained below in reference to FIG., 11 1s a series
of steps in which the user acguires the coupon data
related to coupon ID data using the moeblle phone device
40. That is, these are the steps constituting the process
(i1} shown after step S84 in FIG. 9.

[0070]

First, the mcbile phone device 40 reads the coupocn
ID data and terminal ID data from the secure memory 48
and transmits the retrieved data to the management-side
communication interface 62 of the coupon management
device 60 through the terminal-side communication
interface 4%8. At this point, the mobile phone device 40
also transmits attribute information to the coupon
management device 60,

(G071

In turn, the coupon management device 60 accesses
the ccupcn database, registers the terminal ID data 92
with the coupon database in relation te the received
coupon data 93, and reads coupon data 93z related to the

coupon ID data. In the coupcon management device 60, the
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The first example of redemption, as shown in FIG. 12, is characterized by
this: that the encrypted coupon SO8P0275 data 93b held in the

non-secure memory 45 and the coupon ID data 91 and terminal ID data

92 retained in the secure memory 48 are transmitted from the mobilg -5 5
phone device 40 to the redemption device 70, and that the redemption
device 70 decrypts the encrypted coupon data 93b into unencrypted

coupon data 93a which can then be redeemed. [0075] That is, when
visiting a shop to purchase a desired product for which the coupon ID data
91 has been acquired, the user first holds the terminal-side non-contact

comrhiiRication Srtetfade 47 6Fthiermbbilé Hhohe deAic 4d bver the'S 79

redemption-side non-contact communication interface 72 %the I
rgggmp?i%}ﬁodqev?c% 98.‘“‘F‘higé*caau%r%gﬁ(ra%agr%pf%n%f‘e%?ceg 0 to'read the®

e@&%@ﬁdr@y@g@r@@ 93b.from the non-secyre - memory 45,0f the mobile

phone device 40 and places the retrieved data into the non-sécure

nemen 78a Ak thessamertimgnthenre demptiondevice 78-seadsthe £oupoan
ID data 91 and terminal ID data 92 from the secure memory 48 of the
mobiterphore @evice 40.<T e redemptiom device itecalisesithe decryption
engine 74 to decrypt the encrypted coupon data 93b in the non-secure
MEMOPF ¥5iing fife COFOIID Battto® and téfminaPfydatal 92 Paritkta 92

displaxs the unencrypted coupon data 93a on the display section 77. This
aﬂlav\}‘s §%rerﬁ%?tﬁ%g @Pa}é?ge device 40 stores” into the non-~

secure memory 45 the encrvpted coupon data 93b received
through the terminal-side communication interface 49,

(00723

In this manner, the user can acguire the encrypted
coupon data 93 in the mcobile phone device 40; the coupon
data may be used when a product is purchased next time.

t this point, the mobile phone device 40 stores the
coupon data 93 in the non-secure memory 45 that has a
relatively large capacity. The coupon data %3, having
been encrypted, is protected against unlawful use.

10073]

Explained below in reference to ¥FIG. 12 is a first
example of redemption in which the user having acguired
the coupon data 93 uses the coupon.

[0074]

The first example cof redemption, as shown in FIG.

12, 1s characterized by this: that the encrypted coupon
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shop to check the specifics of the coupon data 93, with the payment

settled by the POS function section 76 applying the discount rate or other
specifics of the coupon data 93. [0076] In this example, the redemption
device 70 transmits a redemption log to the coupon ID management;qsq-75
device 10 and to the coupon management device 60.

data 23b held in the non-secure memory 45 and the coupon
ID data 91 and terminal ID data 82 retained in the securs
memory 48 are transmitted from the mobile phone device 40
to the redemption device 70, and that the redemption
device 70 decrypts the encrypted coupon data 93k into
unencrypted coupcn data 93a which can then be redeemed.
[0075]

That 1s, when visiting a shop to purchase a desired
product for which the coupon ID data 91 has been acquired,
the user first holds the terminal-side non-contact
communication interface 47 of the mobile phone device 40
over the redemption-side non-contact communication
interface 72 of the redemption device 70. This causes the
redemption device 70 fo read the encrypted coupon data
93b from the non-secure memcery 45 of the mobile phone
device 40 and places the retrieved data into the non-
secure memory 75. At the same time, the redemption device
70 reads the coupon ID data 921 and terminal ID data 92
from the secure memeory 48 of the mobile phene device 40,
The redemption device 70 causes the decryption engine 74
to decrypt the encrypted coupcn data 93b in the non-
secure memory 75 using the coupon ID data 91 and terminal
ID data 92, and displays the unencrypted coupcon data 93a

on the display secticon 77. This allows a clerk at the

[Ea
P



[0077] Further explained below in reference to FIG. 13 is a second

example of redemption in which the user having acquired the coupon data
93 uses the coupon. [0078] The second example of redemption, as
shown in FIG. 13, is characterized by this: that the mobile phone deyjce -+
40 decrypts the encrypted coupon data 93b held in the non-secure

memory 45 into the unencrypted coupon data 93a using the coupon ID

data 91 and terminal ID data 92 retained in the secure memory 48, so that
the coupon data can be redeemed. [0079] That is, when the user

visits a shop to purchase a desired product for which the coupon ID data

91 Wis bBefaEghireactheRmobile phofie dévice 4oreads e caporf 5™

the payment settled by the POS function section 76
applying the discount rate or other specifics of the
coupon data 983.
[0078]

In this example, the redemption device 70 transmits
a redemption log to the coupon ID management device 10
and to the coupon management device 60.
[0077]

Further explained below in reference to FIG. 13 is
a second example of redemption in which the user having
acquired the coupon data 93 uses the coupon.
[0078]

The second example of redemption, as shown in FIG.
13, is characterized by this: that the mobile phone
device 40 decrypts the encrypted coupon data 93b held in
the non-secure memory 45 into the unencrypted coupon data
%3a using the coupon ID data 921 and terminal ID data 92
retained in the secure memcry 48, so that the coupon data
can be redeemed.
[C079]

That is, when the user wvisits a shop te purchase a
desired preduct feor which the coupon ID data 21 has been

acguired, the mobile phone device 40 reads the coupon ID
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50820275 data 91 and terminal ID data 92 from the secure memory 48,
causes the decryption engine 44 to decrypt the encrypted coupon data

93b held in the non-secure memory 45, and displays the unencrypted
coupon. data 93a on the display device 50. This allows a clerk at the-shop, -«
to check visually the specifics of the coupon data, with the payment

settled by the POS function section 76 applying the discount rate or other
specifics of the coupon data 93a. [0080] In this example, the
redemption device 70 transmits a redemption log to the coupon ID
management device 10 and to the coupon management device 60. [0081]

A'third ekamiple of Tédefiption 'Shdiinekt irf FiS. 127 efvaracterizedty 4/
2%55%%% the.counon ID data is acquireq fromthg display device 30,108 .o
coupon data 23b held in the non-secure memory 45, and
displays the unencrypted ccupon data 93a on the display
device £0. This allecws a clerk at the shop to check
visually the specifics of the coupon data, with the
payment settled by the POS function section 76 applying
the discount rate or other specifics of the ccoupon dats
9Za.

[0080]

In this example, the redemption device 70 transmits
a redemption log to the coupon ID management device 10
and to the coupon management device 60.

[0081)

A third example of redemption shown next in FIG. 14
1s characterized by this: after the coupon ID data is
acquired from the display device 30, the coupon
management device 60 1s not accessed lmmediately to
acguire the encrypted coupon data 93b; instead, the
coupon management device 60 is accessed via the
redempticn device 70 at the time of redemption.

(0082}
That is, when visiting a shop to purchase a desired

product for which the coupon ID data 91 has been acguiresd,
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management device 60 is not accessed immediately to acquire the
encrypted coupon data 93b; instead, the coupon management device 60
is accessed via the redemption device 70 at the time of redemption.
[0082] That is, when visiting a shop to purchase a desired prodygtfos- -
which the coupon ID data 91 has been acquired, 80810275 the user first
holds the terminal-side non-contact communication interface 47 of the
mobile phone device 40 over the redemption-side non-contact
communication interface 72 of the redemption device 70. This causes the
redemption device 70 to read the coupon ID data 91 and terminal ID data
92 fromthe sectifé memory 48 of tié Thidkite hicife d&vice 0™ The
redemprtjo(r:\aq?.v(i)ce 7%%ran§fers tpg co_EpQQMI'D data 91 apd terminal, ID 40
data 92 acquired from the mobile phone device - d%gtﬁeiggﬁpgﬁmce ’

managementdevice 60 thraugh the.redemption-side, communication
interface 78. [0083]
interface 72 of the redemption device 70. This causes the
redemption device 70 to read the coupon ID data 91 and
terminal ID data 92 from the secure memory 48 of the
mopile phone device 40. The redemption device 70
transfers the coupon ID data 91 and terminal ID data 92
acguired from the mobile phone device 40 to the coupon
management device 60 through the redemption-side
communication interface 78,
[0083]

Here, upon receiving the transferred coupon ID data
91 and terminal ID data 92 through the management-side
communication interface 62, the coupon management device
60 causes the verification section 64 fto verify the
coupon ID data 91 out of the ccoupon ID data 91 and
terminal ID data 92 acquired from the mobile phone device
40 against the coupon database established on the coupon
ID database 61 to see 1f the coupon ID data 21 is
registered with the database and corresponds to a
distributed coupcn. When the coupon ID data 81 is found
verified, the coupon management device 60 registers the

terminal ID data 92 with the coupon database. Theresafter,
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Here, upon receiving the transferred coupon ID data 91 and terminal ID
data 92 through the management-side communication interface 62, the
coupon management device 60 causes the verification section 64 to verify
the coupon ID data 91 out of the coupon ID data 91 and terminal ID.data, -+
92 acquired from the mobile phone device 40 against the coupon

database established on the coupon ID database 61 to see if the coupon

ID data 91 is registered with the database and corresponds to a

distributed coupon. When the coupon ID data 91 is found verified, the
coupon management device 60 registers the terminal ID data 92 with the
colipof d&tabase: THET&afer, SO8PE275 thd 28GPon MmandgetieRtdencs
60 transmits the unencrypted coupon data 93a related to the coupn ID

data to the recl‘atl:-mptlon“‘}T &vice 70 t%rouéah fhoeu%arhagemg‘n Side

commpgication interface 2. Jhe re Ln&@}goqn%\g%%ﬂ&q'i'e'%g on the
display section 77 the coupon data 93a received through the
redemptionside communication aterfages78:ckhisallows ajelerkat the
shop to check the specifics of the coupon data 93, with the payment
settiadl by theoROS funttionlsectionci6applying:the discount rate: er ether
specifics of the coupon data 93a. [0084] At the same time, the
cbBpbn idnagermeat déviee B ErBatdS FedeApticy dat 94 dhatredeems
the coupon data related to the coupon ID data 91 transmitted from the
Gt Bhoe Rvica 0°afid HARSNTSTHE T damptbh dAtarod (RSC
ile iC ia the redemption device 70, That is, upon
;Ieﬂ%le%i p'? %%%%efrge%ge mggﬁg[nMga at(ggél (t'-)r%n(slprahti’t‘%eg)(?j bmw%h%hm%%% a é?ﬁf‘ﬁde

communication interfase 62.0tthe.coupon-management device 8¢ through
the redemption-side communication interface 78, the redemption device

TOitsansmits the eeceived redemption data; 94 1o the termipaksideta ¢3a.
non-contact communication interface 47 of the mobile phone device 40
thfgighithe redemption-side non-contact communication interface 72.
SO8P0275 The mobile phone device 40 sores into the secure memory 48
the redemption"Fatdatdnsmitted ffoif the Cotipofithansgement a&vics 60°

v e el goice 0 o ulis D oo R SRR e
related to the coupon ID data 91 transmitted from the
mobile phone device 40, and transmits the redemption data
94 to the mckile phone device 40 via the redemption
device 70. That is, upon receipt of the redemption data
94 transmitted from the management-side communication
interface 62 of the coupon management device 60 through
the redemption-side communication interface 78, the
redemption device 70 transmits the received redemption
data 94 to the terminal~side non-centact communication

interface 47 of the moblle phone device 40 through the

redemption-side non-contact communication interface 72.
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[0085] In the third example of redemption, the coupon data is not
acquired by the mobile phone device 40 accessing the coupon
management device 60. That means the user can save on the
communication cost of the mobile phone device 40. And the redemé)&iggo275
device 70 transmits a redemption log to the coupon ID managemerit
device 10 and to the coupon management device 60. [0086]
Compared with the third example of redemption, a fourth example of
redemption shown next in FIG. 15 is characterized by this: that coupon
data is transmitted from the coupon management device 60 to the
rédeénmplion deViteoTE I e forntof thecsiarypredccodponsdatargsnahe Ty
coupon data is encrypted when transmitted from the coupon management
dEvice 60 16 tHE FedetmptiGi deVita 7 'sd a8 fo ShHANEE Yats 'Sttty
heiepetyern. 10097 Ihatis, whepdsiting 3,shop.to puychase, g desiigd
SO8

nuiiifies the coupon ID data 91 to prevent duplicate use
by unscrupulous parties.

[C085]

In the third example of redemption, the coupon data
is not acguired by the mcbile phone device 40 accessing
the coupon management device 60. That means the user can
save on the communication cost of the mobile phone device
40. And the redemption device 70 transmits a redemptiocn
log to the coupon ID management device 10 and to the
coupon management device &0.

[00806]

Compared with the third example of redemption, a
fourth example of redemption shown next in FIG. 15 is
characterized by this: that coupcn data is transmittead
from the coupon management device 60 to the redemption
device 70 in the form of the encrypted coupon data 93b;
the coupon data is encrypted when transmitted from the
coupon management device 60 to the redemption device 70
80 as to enhance data security therebetween.

[0087]

That is, when vigiting & shop to purchase a desiresd
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product for which the coupon ID data 91 has been acquired, the user
holds the terminal-side non-contact communication interface 47 of the
mobile phone device 40 over the redemption-side non-contact
communication interface 72 of the redemption device 70. This caus§os [98275
redemption device 70 to read the coupon ID data 91 and terminal | (?ata

92 from the secure memory 48 of the mobile phone device 40. And the
redemption device 70 transfers the coupon ID data 91 and terminal ID

data 92 acquired from the mobile phone device 40 to the coupon
management device 60 through the redemption-side communication
imtéface 785 {0088} ch  Hete UpBIreceiving the flansfefredscouponddi red,
data 91 and terminal ID data 92 through the management-side

comtififcation MterfatE 67 e CBapon Mankysment-d&lice 60 causes

tQ%M%gﬂc%tiqn. section, 64 ﬂveri%the Lqupon | data 91 out of the,
coupon ID data 91 and terminal | dgfa%%g)%cr&t%ég from the niobifle~ 47

phope device 40.againsiihe couppn.database-established onthe coupon

ID database 61 to see if the coupon ID data 91 is registered with the
datahkase:and torrespands teadigtribatedi eaupen. Mhenrthescoupolbd «he
data 91 is found verified, the coupon management device 60 registers the
SG8RORTS terniinaliDeddta 92 with:thetéoupon database JEhereaftes the
coupon management device 60 causes the encryption engine 63 to
enehptthe uhencRjdted cotipoii dats 93aTekited ¥ tie cobipsn 1D Hata

using the coupon ID data 91 and terminal ID data 92, and transmits the
e%%kr%p %d%%%%%n data %%b%t@‘theArne%qetrT%]Stiorneag\lﬂ% i thr6dgtr the

management-side communication.interface,62. Upon receiptof the. . o,

encrypted coupon data 93b through the redemption-side communication

interface /8, thexedermption deyvige 40 cayses the decryption enging, 44 to
decrypt the encrypted coupon data 93b using the coupon ID data 91 and

termmati> dataif transterred earligr tolthe codpop management device
60, and displays the unencrypted coupon data 93a
communication interface 78.
[0088]

Here, upon receiving the transferred coupon ID data
21 and terminal ID data 92 through the management-side
communication interface 62, the coupon management device
60 causes the verification section 64 to verify the
coupon ID data 21 out of the coupon ID data %1 and
terminal ID data 92 acguired from the mobile phone device
40 against the coupon database established on the coupon
iD database 61 to see if the coupon ID data 91 is
registered with the database and corresponds to a

distributed coupon. When the coupcen ID data 91 is found

verified, the coupon management device 60 registers the
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on the display section 77. This allows a clerk at the shop to check the
specifics of the coupon data 93a, with the payment settled by the POS
function section 76 applying the discount rate or other specifics of the
coupon data 93a. [0089] At the same time, the coupon management
device 60 creates redemption data that redeems the coupon data retated < >
to the coupon ID data 91 transmitted from the mobile phone device 40,

and transmits the redemption data 94 to the mobile phone device 40 via

the redemption SO8P0275 device 70. That is, upon receipt of the
redemption data 94 transmitted from the management-side

coffidnication irmeiface $2-cfithe [douponmnanagerment device B6 throlighr ,
the redemption-side communication interface 78, the redemption device

76" trarsmits the' fete R rEdenpticit dath 946 frie terfifalcdigation
ngg;&onta C _rgmém(i:cratiop iQﬁegf%Cf ?;Z;Qf thte obile%)hone gevige 40
throtgh thé redémption-side non-cContact communication intérface 72. And
the mahile phons,devige 0. storesnta Ihe seeuie MEMONAB e ox . o1
redemption data 94 transmitted from the coupon management device 60
vianthecredenptionrdevige 4 O and-ndlifiessthercouponID data-91 ta 4
prevent duplicate use by unscrupulous parties. [0090] In the fourth
example of rederfiption,thercouponedatai?:is-rot aceuireddny-thesmobile
phone device 40 accessing the coupon management device 60. The user
CAAtRESBAVE Dhithe coififtitihicatiohttost ot the awsbileZphoHe devicec40.0t
Also, the exchange of coupon data between the coupon management

dVice 60 ENaTHE rEdemptibh Helide 76 tan B 860 mplished Satielr
Anlihedsdemption deylce Jodtanamits a redgmilion 09 0 e coupan 5
ID management device 10 and to the coupon management device 60"
causes the decryption engine 74 to decrypt the encrypted
coupon data 23k using the coupon ID data 21 and terminal
ID cata %2 transferred earlier to the coupon management
device 60, and displays the unencrypted coupon data 93a
on the display section 77. This allows a clerk at the
shop to check the specifics of the coupon data 93a, with
the payment settled by the PCS function section 748
applying the discount rate or other specifics of the
coupon data 93a.
[0089]

At the same time, the coupon management device 60
creates redemption data that redeems the coupon data
related to the coupon ID data 91 transmitted from the

mobile phone device 40, and transmits the redemption data

94 te the mobile phone device 40 via the redemption
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[0091] SO8P0275 A fifth example of redemption shown next in FIG.
16 is characterized by this: that the coupon ID data 91 and terminal ID
data 92 stored in the secure memory 48 of the mobile phone device 40
are transmitted to the coupon management device 60 via the electrggé%
commerce device 80, and that the coupon management device 60
transmits the coupon data 93a to the electronic commerce device 80 to
redeem the coupon data. [0092] That is, when the user accesses a
shop using the mobile phone device 40 to purchase a desired product for
which the coupon ID data 91 has been acquired, the mobile phone device
49%6ads tHe couPontiD-data-9Pantaerminal {0 date: 92 4rbrmthe secdesa
memory 48, transmits the retrieved coupon ID data 91 and terminal ID

data §2 &y With orbierBatd fo e éreElBhic Corfimerceievice go- o
through the terminal-side communication interface 49. Upon receipt of the
CbUbor 10 oA L and (arinal D dats 82 Sicugn 14 Commicneation™
interface 82 the glectronic commeree device 80 transfers the received
data to the coupon management device 60 so as to acquire the coupon
deta103ac[0093fevice 70 transmits the received redemption

0275

data 94 to the terminal-side non-contact communication
interface 47 of the mobile phone device 40 through the
redemption~side non-ceontact communicaticon interface 72.
And the mobile phone device 40 stores into the securs
memory 48 the redemption data 24 transmitted from the
coupon management device 60 via the redemption device 70,
and nullifies the coupon ID data 91 to prevent duplicate
use by unscrupulous parties.
[0020]

In the fourth example of redemption, the coupon
data 93 is not acgquired by the mobile phone device 40
accessing the coupon management device 60. The user can
thus save on the communication cost of the mobile phone
device 40. Also, the exchange of coupcn data between the
coupon management device 60 and the redemption device 70
can be accomplished securely. And the redemption device
70 transmits a redemption log te the coupon ID management
device.lG and to the coupon management device €0.

[0091]
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When receiving the coupon ID data 91 and terminal SO8P0275 ID data
92 from the electronic commerce device 80 through the management-side
communication interface 62, the coupon management device 60 causes

the verification section 64 to verify the coupon ID data 91 out of theSOSP0275

coupon ID data 91 and terminal ID data 92 acquired from the mobile

phone device 40 against the coupon database established on the coupon

ID database 61 to see if the coupon ID data 91 is registered with the
database and corresponds to a distributed coupon. When the coupon ID
data 91 is found verified, the coupon management device 60 registers the
terminal 1B datd 92 Witk ttie- Botpors Bagibasec Thebsaftern thelcoupdii G- 16
management device 60 transmits the unencrypted coupon data 93a

ré1atéd fo- the " Goupon |0 datd to°theelaEwronic dommiered Jedirego’t and

through the man eptrside communication interface 62. The electroni
commerce d evicg%%@canﬁthse%oé}eem%kltﬁ e%snb%cﬁ‘ﬁ:%uéf%hg%%%ﬁ%ng ata 53@6

angrsettle the payment by applying the giscoupt rate.or other spegifics of
the coupon data 93a. And the electronic commerce device 80 transmits a
redemption:ag tethe-eodporr IR maragenent-device d0and-tothesvice
coupon management device 60. [0094] Alternatively in the fifth
exampledf rsdémption cthercouponrdatarmay beésenicrypted by thesmits
epcfrayption engine SO8P0275

= coupon data %3a fo the electronic commerce device 80
to redeem the coupon data.
(0092}

That i1s, when the user accesses a shop using the
mobile phone device 40 tc purchase a desired product for
which the coupcon ID data 21 has been acguired, the mobile
phone device 40 reads the coupon ID data 91 and terminal
ID data 92Z from the secure memory 48, transmits the
retrieved coupon ID data 21 and terminal ID data 92 along
with order data tc the electronic commerce device 8(C
through the terminal-side communication interface 49,
Upon recelpt of the coupon 1D data 91 and terminal ID
data 92 through the communication interface 82, the
electronic commerce device 80 transfers the received data
to the coupon management device 60 so as to acguire the
coupon data 93a.

[00%3)

When receiving the coupon ID data 91 and terminal
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63 of the coupon management device 60, and the encrypted coupon data
may be transmitted to the electronic commerce device 80. The decryption
- engine of the electronic commerce device 80 may then decrypt the
encrypted coupon data for redemption. [0095] In the
above-described data processing system 1, the display device 30
reproduces the advertisement video data embedded with the coupon ID
data as a watermark in order to distribute coupon ID data. This means the
display device 30 can be an ordinary display device. And the mobile

phone device 40, after acquiring the coupon ID data embedded as the
watefriark inthésdvetiserieftvides tata cstores-thecolipon B datarinteh
the secure memotr%/ 48 to prevent unlawful copying or distribution.

thePitore SThe" data ProcESEy sySteht T kedps the ¥dupon ID-d4ta and
the terminal ID, data related to one another, which makes it possible to
d}%stri%ute ar?d ?ggéngmn The%Yelct?onﬁl;c cgﬁbgﬁss trfa%\”ca‘ﬁeérjﬂy e Lsed’ by the
raebile phone deviceAQ of theuserawhe hasyiewed the advertisement
video data. In addition, the coupon ID management device 10 and coupon
management deviee 60 manage the fedemptiondags in eatation-toitherom
coupon ID data. This makes it possible to identify the attributes of
ddvertisement vibwers dad 1808P027%thersby: tosinplement @:highlys e
reliable method for measuring the effects of advertisement and publicity.
(6686111 Sh¥He @Gl Ay daEL explaitiedtab6vie ffay e 5% 15 Hatdc
assigned uniquely to each mobile phone device 40, Alternatively, the
termmal’| rﬂda a %aay‘t%e the iﬁ%ﬁ%%? §h I@lctird tu%%d af §ﬁ?gecaar‘8 d

S¥§¥¥@3Eg§g£ te a distributed coupon. When the coupon ID

S08P0275

data 91 1s found verified, the coupcon management device
60 registers the terminal ID data 92 with the coupcn
databkase. Thereafter, the coupon management device &0
transmits the unencrypted coupon data 93a related to the
coupcon 1D data to the electronic commerce device 80
through the management-side communication interface 62.
The electronic commsrce device 80 can then check the
specifics of the coupon data 93a and settle the pavment
by applying the discount rate or other specifics of the
coupon data 93a. And the electronic commerce device 80
transmits a redemption log to the coupon ID management
device 10 and to the coupon management device 60.
[0094]

Alternatively in the fifth example of redemption,

the coupon data may be encrypted by the encryption engine
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The examples explained above were shown using techniques for
embedding watermarks in compressed or uncompressed images.
Alternatively, other methods, processes or techniques for otherwise
embedding watermarks may be adopted. [0098] Also, the exa 89575
explained above were shown having the coupon ID data embedded in the
advertisement video data as the watermark, Alternatively, the coupon ID
data may be embedded in audio data which is reproduced in synchronism
‘with the advertisement image data on the display device 30 and which is
output through speakers. In this case, the coupon ID data will be
nydltipfexedsn Ereabitic SiyharEstcH s Martherthabtie EdwpoiD dated
will not affect the audio signal thro,ugh the masking effect on the frequency

a‘i?sugﬁ& ti%aetﬁx_i@aéf tﬁg audio’ 8O 5‘637%%@5& THEEIST e CodisBRTiD ¢
data pdiLbg muitplexe in.a manner gt parceived by theumans.

auditory sense. And the maobile phone device 40 may utilize an internal

elegtroacoustic ransduger.such as @ microphene ta pick-up the.audio ;o
signal from the advertisement video data reproduced by the display device
3 andinay extraepthieswatermark from a specific domain of the
frequency axis or time axis of the signal where the watermark is
ehfbédded in the audio signal. [00991

In the above-described data processing system 1,
the display device 30 reproduces the advertisement video
data embedded with the coupon ID data as a watermark in
order to distribute coupon ID data. This means the
display device 30 can be an ordinary display device. And
the mobile phone device 40, after acquiring the coupon ID
data embedded as the watermark in the advertisement videc
data, stores the coupen ID data into the secure memory 48
to prevent unlawful copying or distributicon. Furthermore,
the data processing system 1 keeps the coupon ID data and
the terminal ID data related tc one another, which makes
it possible to distribute and redeem the electronic
coupons that can only be used by the mobile phone device
40 of the user who has viewed the advertisement vidsc
data. In addition, the coupon ID managsment device 10 and
coupon management device 60 manage the redemption logs in

relation to the coupon ID data. This makes i1t possible to

identify the attributes of advertisement viewsrs and
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Also, the examples explained above have shown the advertisement video

data reproduced on the display device 30. Alternatively, paper-based

posters or electronic posters may be used as the media for implementing

the advertisement embedded with watermarks. SO8P0275 Claimssjo.
oé%gz%

data processing system comprising: advertising media for provi
advertisement data in which coupon ID data attached to each of coupons
is embedded as a watermark; a terminal device including acquisition

means for acquiring the advertisement data provided by said advertising
media, extraction means for extracting the coupon ID data from the
adVersendrit ddta seganed bysald acqusitionoreanst securgcstorage
means for storing terminal ID data as well as the coupon ID data extracted
by ST BXrACHion nfeariS ternfihaRSiie donTmfitatiohcmesAs f6r tv -
tr%lgggt}ing the coupon ID data and the terminal ID data held in said
secure storage means, and terminal-side noncontact communication

means for;iransmitting the seupen 1P data and the terminal D, data held in;,
said secure storage means; a redemption device including
redempties-side: noneartact communicatianmepnsfor receivingthe s
coupon ID data and the terminal ID data transmitted from the terminal-side
nbhtentact communication means:of saldderminakdevicerardID data of

redemption-side communication means for transmitting a log in effect
wiHentany F theé €6 s Fetated tosEid eBEP6H 1D data is redeemed,

W[haeggg)f the

The examples explained above were shown using
technigues for embedding watermarks in compressed or
uncompressed images. Alternatively, other methods,
processes or technigues for otherwise embedding
watermarks may be adopted.
roooeg]

Alsc, the examples explained above were shown
having the coupon ID data embedded in the advertisemsnt
video data as the watermark. Alternatively, the coupon ID
data may be embedded in audioc data which is reproduced in
synchreonism with the advertisement image data on the
display device 30 and which is output through speakers,
In this case, the coupon ID data will be multiplexed in
the audio signal in such a manner that the coupon ID data
will not affect the audio signal through the masking

effect on the freguency axis and time axis of the audis
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SOBP0275 coupons related to said coupon ID data are redeemed; and

a coupon management device including a coupon database for managing
said coupons in relation to said coupon ID data, and management-side
communication means for receiving the redemption logs transmitted from
said redemption device so as to manage the received logs using s RS
coupon database. 2. The data processing system according to claim
1, wherein said coupon management device includes reception
means for receiving the coupon ID data and the terminal ID data
transmitted from said terminal-side communication means, encryption
megrisafor edAdrypting cotipen daterelaied tathe coupbrild datetusingthe
coupon ID data and the terminal ID data received by said reception
méarfs, B Fanstissisiv rieansfor ransmittirg the eneifptéd eoupshse -

SHpCeLLeA o FTERIE e e s S e
reqeived bysaid communications means,iniq NoN:SECHIe SIQIage neans,
up the audio signal from the advertisement video data
reproduced by the display device 30, and may extract the
watermark from a specific domain of the freguency axis orx
time axis of the signal where the watermark is embedded
in the audio signal.
[0029]

Also, the examples explained above have shown the
advertisement video data reproduced on the display device
30. Alternatively, paper-based posters or electronic

posters may be used as the media for implementing the

advertisement embedded with watermarks.
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3. The data processing system according to claim 2, wherein said
redemption device includes decryption means 208P0275 for decrypting
said encrypted coupon data using the coupon. ID data and the terminal 1D
data transmitted from the terminal-side noncontact communication means, . .
of said terminal device, and said redemption-side noncontact
communication means receives said encrypted coupon data as well as the
coupon ID data and the terminal ID data transmitted from the terminal-side
noncontact communication means of said terminal device, and decrypts
said encrypted coupon data using said coupon ID data and said terminal
ID data so as to redeem said coupdhsiins 4, The data processing
system according to claim 2, _wherein said terminal device includes
decryptionmedn$ fortechyptintsaitl enchyted <olipohdatd using the
coupon ID data %Qche terminal ID data held in said secure storage

means, and display means for dispiayifig dechypted Coupon data, dhig 932

termingl device displaying fhe decpyunied coupgn datg opsaid display ;
means so as to let said coupons be redeemed by said redemption device.
embedded as a watermark;

a terminal device including acguisition means for
acquiring the advertisement data provided by said
advertising media, extraction means for extracting the
coupon ID data from the advertisement data acguired by
sald acquisition means, secure storage means for storing
terminal ID data as well as the coupon ID data extracted
by salid extraction means, terminal-side communication
means for transmitting the coupon ID data and the
terminal ID data held in said secure storage means, and
terminal-side noncontact communicaticn means for
transmitting the coupon ID data and the terminal ID data
held in said secure storage means;

a redemption device including redemption-side
noncontact communication means for receiving the coupon
ID data and the terminal ID data transmitted from the
terminal-side neoncontact communication means of said
terminal device, and redemption-side communication means
for tramsmitting a log in effect when any of the coupons

related to sald coupon ID data 1s redeemed, whersby the
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5. The data processing system according to claim 1, wherein said
terminal device transmits the coupon ID data and the terminal ID data held
in said secure storage means from the terminal-side noncontact
communication 808P0275 means of said terminal device to the
redemption-side noncontact communication means of said redempﬁ
device, said redemption device transmits said coupon ID data and
said terminal ID data from said redemption-side communication means to
said coupon management device, and said coupon management
device uses verification means to verify said coupon ID data and, when
saiteswsort D datal istverfied tamantits the couponrdataretited to thend
coupon ID data from said management-side communication means to
said redermptiBHEviCPWARE Transniiting Tedénfption ddtadndiesing that
tbj% Egg[rg\on dgct)a}: r%!gted to the coupon ID g%tsa gas Qe?g r?"g)%enegd stgisgid
termina ‘6. The data processing

QepPO275
on

dévice via sgi%grle%%msp%)n device.,
SM%EEB@£§%“&E&£QCEWHfhéW%ﬁ@ant—side communication means
for receiving the redemption logs transmitted from said
redemption device s0 as to manage the received logs using
said coupon database.

2. The data processing system according to claim 1,
wherein

said coupon management device includes reception
means for receiving the coupon ID data and the terminal
ID data transmitted from saild terminal-side communication
means, encryption means for encrypting coupon data
related to the coupcn ID data using the coupon ID data
and the terminal ID data received by sald reception means,
and transmissicn means for transmitting the encrypted
coupon data derived from encryption by said encryption
means said terminal device, and

sald terminal device stores the encrypted coupon
data received by said communications means into non-
secure storage means.

3. The data processing system according to claim 2,
wherein

said redempticn device includes decryption means
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said terminal device transmits the coupon ID data and the terminal ID data
held in said secure storage means from the terminal-side noncontact
communication means of said terminal device to the redemption-side
noncontact communication means of said redemption device, S%aeigo275
redemption device transmits said coupon ID data and said terminal’lD" ™
data from said redemption-side communication means to said coupon
management means, said coupon management device uses verification
S0820275 means to verify said coupon ID data and, when said coupon 1D
data is verified, uses encryption means to encrypt the coupon data related
td tHe E6GFOH D Tatd Bsihgesaid ‘toupdnIDdata alvd-saidterainahtD
data, before transmitting the encrypted coupon data from said

nTaAGEment-§ide tomimuhitation Héafs td Safdredemigticiraéviee, from

sglrecempion devige desyntz sald enciypled couRan dataueingsald .
coupon TD data and said terminaFﬁD a%a, and . said coupon

managementdevice trapsmits redemption data indicating that the coupon
data related to the coupon ID data has been redeemed to said terminal
device viassaid redemptiondeviceie noncontact communication means
receives said encrypted coupon data as well as the coupon
ID data and the terminal ID data transmitted from the
terminal-side noncontact communication means of said
terminal device, and decrypts saild encrypted coupon data
using said coupon ID data and said terminal ID data sc as
tc redeem sald coupons.

4. The data processing system according to claim 2,

wherein said terminal device includes decryption
means for decrypting sald encrypted coupon data using the
coupon ID data and the terminal TID data held in said
secure storage means, and display means for displaying
decrypted coupcn data, sald terminsl device displaving
the decrypted coupon data on said display means so as to
let said coupcons be redeemed by sald redemption device.
5. The data processing system according to claim 1,
wherein

sald terminal device transmits the coupon ID data

and the terminal ID datsa held in said secure storage

means from the terminal-side noncontact communication
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7. The data processing system according to claim 1, further comprising an
electronic commerce device, wherein, when placing an order for a
product with said electronic commerce device, said terminal device
transmits the coupon ID data and the terminal ID data held in said %E%%SNS
storage means from said terminal-side communication means to sai
electronic commerce device, said electronic commerce device
transmits said coupon ID data and said terminal ID data to said coupon
S0850275 management device, and said coupon management
device uses verification means to verify said coupon ID data and, when
Saftkesupon 3 Hata rvrified, dansafitsithe [douporcdaairelaied i6 the
coupon ID data from said management-side . _ ,
noncentact communilcation means of said redemption device,

sald redemption device transmits said coupon ID
data and said terminal ID data from sald redemption-side
communication means to said coupon management device, and

said coupon management device uses verificatiocon
means to verify saild coupen ID data and, when said coupon
ID data is verified, transmits the coupon data related to
the coupon ID data from sald management-side
communication means to zald redemption device while
transmitting redempition data indicating that the coupon
data related to the coupon ID data has been redeemed to
said terminal device via saild redemption device.

&. The data processing system according to claim 1,
wherein

sald terminal device transmits The coupon ID data
and the terminal ID data held in said secure storage
means from the terminal-side noncontact cemmunication
means of said terminal device to the redemption-side
noncontact communication means cf said redemption device,

said redemption device transmits said coupon ID
data and said terminal ID data from said redemption-side

‘communication means to sald coupon management means,

said coupon management device uses verification
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communication means to said electronic commerce device. 8. A data
processing method comprising the steps of: using advertising media

to provide advertisement data in which coupon ID data attached to each of
coupons is embedded as a watermark; causing a terminal de\gﬁ% 5%275
.acquire the advertisement data provided by said advertising media, t0" " *
extract the coupon ID data from the acquired advertisement data, and to
store the extracted coupon ID data into secure storage means which holds
terminal ID datar receiving the coupon ID data and the terminal ID
data transmitted from said terminal device, identifying the coupons related
t6\Eiae 2olipoi D diata sand! trapsamitting ot dougormanage ntentdeviceoan
Io%in effect when any of the coupons related to said coupon ID data is

r

eémed; and tatsmgSaid totporrihanBgenent daliceto Manage the e

coupon data related to the coupcon ID data using said
coupon ID data and said terminal ID data, before
transmitting the encrypted coupon data from sald
management-side communication means to sald redemption
device,

sald redemption device decrypts said encrypted
coupon data using said coupon ID data and said terminal
ID data, and

sald coupon management device transmits redemption
data indicating that the coupon data related to the
coupon 1D data has been redeemed to said terminal device
via sald redemption device.

7. The data processing system according to claim 1,
further comprising

an electronic commerce device,

wherein, when placing an order for a product with
sald electronic commerce device, said terminal device
transmits the ccupon ID data and the terminal ID data
held in said secure storage means from sald terminal-side
communicaticn means to sald electronic commerce device,

said electronic commerce device transmits said

coupon 1D data and said terminal ID data to saild coupon
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SO8P0275 terminal ID data and the redemption logs in relation to said
coupon ID data. Abstract Advertisement video data in which coupon

ID data attached to each of coupons is embedded as a watermark is
distributed and reproduced; part of the video data provided by a disspé%%() .
device (30) is captured by an image pickup section (41) of a mobile Gng
device (40), and the coupon ID data is extracted from the captured
advertisement video data; the extracted coupon ID data is stored into a
secure memory (48) that holds terminal ID data; the coupon ID data and

the terminal ID data transmitted from the mobile phone device (40) are
réceivedrand adeg iveffeerwhen each coupon related to the coupon 1D
data is identified and redeemed is transmitted to a coupon management
device (66 WHelehyFtAe tBAMHAT TS datd ahd tRe rédemptioh Iogs afen
mana edbin relation to thedcocucpon. IDIcfgt by theggup‘gﬂ management

device (60). This makeés it possible efficiently 1o disribute e &5upons ="

using;the;advertising media and fomeasure the-effects of advertiserment .
based on coupon use status.
the coupen ID data from sald management-side

communication means to said electronic commerce device.

8. A data processing method comprising the steps

using advertising media to provide advertisement
data in which coupon ID data attached to each of coupons
is embedded as a watermark;

causing a terminal device to acquire the
advertisement data provided by said advertising media, to
extract the coupon ID data from the acquired
advertisement data, and to store the extracted coupon ID
data into secure storage means which holds terminal ID
data;

receiving the coupon ID data and the terminal ID
data transmitted from said terminal device, identifying
the coupons related to the coupcen ID data, and
transmitting to a coupon managemsent device a log in
effect when any of the coupons related toe said coupon Ib
data is redeemed; and

causing said coupon management device to manage the
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terminal ID data and the redemption logs in relation to

said coupon ID data.
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Ebstract

Advertisement video data in which coupon ID data
attached to each of ccoupons is embedded as a watermark is
distributed and reproduced; part of the wvideo data
provided by a display device {30) is captured by an image
pickup section (41) of a mobile phone device (40}, and
the coupon ID data 1s extracted from the captured
advertisement video data; the extracted coupon ID data is
stored into a secure memory {48) that holds terminal ID
data; the coupon ID data and the terminal ID data
transmitted from the mobile phone device (40) are
received; and a log in effect when each coupon related to
the coupon ID data is identified and redeemed is
transmitted to a coupen management device (60) whereby
the terminal ID data and the redemption logs are managed
in relation to the coupon ID data by the coupon
management device (60). This makes it possible
efficiently to distribute the coupons using the
advertising media and to measure the effects of

advertisement bkased on coupon use status.
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