; 1"#e3e?889d; <"?6X?T?n14 0 C T 2003 -1 CLIENT-SI DE ASYNCHRONOUS FORM
MANAGEMENT Fi el d of the Invention The present invention rel ates
renot e/ nobi | e conputing, and nore particularly to renote/ nobile conputing
using the web browser/web server conmunication nodel. Background of the

I nventi-on The recent publicity and enphasis on thgyg 'n ion
super hi ghway" has i ncreased awar eness and acceptgﬁéétygﬁ?zqﬁanternet as a
mass conmuni cation nedia. This broad-besed recognition of the Internet as a
vi abl e nmedia for conmunication and interaction across nultiple networks has
al so created a | arge established user base built upon the Internet

st andardi zed protocols for interaction between conmputer networks. The
paradigmfor the Internet is that of a client-server relationship where
Internet clients (browsers) conmunicate with Internet servers. To provide
greater access to the Internet the { 2on protocols and | anguages
utilized by the clients and server%@ﬂ@%B@“B@H&E st andar di zed. These
protocol s include the Hyper-Text Tr col (HTTP), which is the
conmmuni cati on protocol used for conmmuni’B&8f4 ons between clients and servers,
and the 14 0 C 2T f rQl { |y 4 t Protocol
(TCP/1P) the TCP p{gkﬁ{g‘ﬁsﬁEmﬁgﬁﬁ'qﬁiﬁ‘Sﬁ@ﬁf@%@r@ﬁ@ﬁégﬁ‘ﬁ@qﬁr ot ocol for
comuni cati on between conputers or applications. Al so standardized is the

| anguage in which clients and servers conmuni cate which is called
Hyper - Text Markup Language (HTME)jeldlaf thedneentient of the World Wde Wb

client/server applications the clignt may be b browser ,which acts as
t he user interface. TW?QMﬂfqﬁqﬂﬁxﬁn¥ﬁﬁﬁ%b%5531%gaﬁeg?QOES/Fﬁ%lESpropriate

" web . j.Sp! t - the web
web server ag %;1%Zrﬂgin%§@@&$&ﬂﬂ%wea fehStUyRBBifiEOM the we

server. The we so eval uates the M. data to determine if there

are any enbedeeththyperrdimk tdiatwsieribsovset reebTherdara whi ch woul d require
subsequent browser requests which would then be initiated by the browser. A
web server &eMwgsiqafddemrietor the client and processes the web browsers

requests and returns the rqugsﬁed reipg g ﬁs M. data portion of a
HTTP data stream The basic RN Vel(i‘ﬁortrrfor an I nternet based
systemis depicted in HgWecdnt |Pulbl 9oi €y laadwehphaswseonl@heonmuni cat es

with a web server 20 over a comnunication link 15. This comunicatjon |ink
i s typically infiosomit g sure ot gheayrihebaf ohiChpagedr 8¥aReRRE Sk 38Ghnect i on

a connection ove%a{rﬁé%eﬁogg\r;@bé LQI?@%’%%% ggngi H%&?PB&R Bq(&tatiyﬁe. web browser

10 comuni c&ES Usi ng of thé nmajority of
I nternet comqagiiL£at iSs aombbgg\é&rréeagymt@ahe&fwtm anwebns®r W&y Uusi ng
[

t he generic comuni cation protocol HITP chis transmtted r. 14 OCT

2003 a viable media for communication and interaction across
multiple networks has also created a large established
user base buiit upon the Internet standardized
protocols for interaction between computer networks.

The paradigm for the Internet is that of a

client-server relationship where Internet clients
(browsers) communicate with Internet servers. To
provide greatér access to the Internet the
communication protoéols and languages utilized by the
clients and servers have become standardized. These
protocols include the Hyper-Text Transfer Protocol

(HTTP), which is the communication protocol used for

communications between clients and servers, and the

R
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;-3 between the web browser and the web server over the TCP/IP |ink between

the web browser and the web. server. The actual data transferred between
the web browser 10 and the web server 20 are HT,]'P (@t ga gcts (e. g. HTM
data) as described above. The web server 20 may l&b a-r D whi ch receives
web browser communications froma nunbér of web browsers and routes themto
the appropriate server. The popularity of the web browser/web server and '

their conmon information and transport protocols, I—I'I'Mlna(g& ?Eeg:‘ has | ead
to rapid admamnafire CItEpl (REPROFOYY IBSCENGN FEPERCH N 'L f or networ k
access to infor ion. Furthernot C e rQt.o ; | anguage for
comuni cat itg'ﬁa Blgfl%\&?r%%n b?gvxgng}ghagg \%iél% ggrg\?/lg%éﬂgt:r %@ﬁ%alﬁt(rdicabr di zed the

comuni cat i QR IBEB PCRbS EdfmbAgHeEen bkt ween! kempaesheither a user is

usi ng Netscape Navi gator TM NCSA Mosai cTM WebExpl orer TM or any ot her web
browser as dgyel fcakeboms owsklsooshandsydicedodie ithorkPRgusge Merefore, the

| arge installed user base for web browsers co;%: neg{i\lgﬁ[ h:i t healcPendwcti vity
of the |ntVHEEh P eRES e3RE BRTWRIEi FG™REE 15505 oh Servers using the
HTTP defin T I ((gevryeke web technol ogy very
attractive a %’r‘ﬁ?’%ﬁ%‘s’ g%ﬁ?grg%g b(ased applications. At the sane tine
that the Internet wasigroehengohtegapolfartiiey Wand dadtialst dfeke, nobil e
conputing was al so increasing in popularity. The use qf |aptqps, notebooks,
Per sonal Di@li%tm¢(:6ﬁﬁﬁﬂrcaPPghCA§§P§ltsaﬁt}’§ (PR PERY Q‘?ﬁma o"(éﬁgr portabl e
devices has_lead to

n_.. ) ) o~ I e -4 increase
cdrrfade! “fhe wel
i n demands B?WWFewgéghcg%n:égaFﬁgng \XI rl(]ar1 esrs w de area networks,

- cellular coppypieat seRgsandepackenasad ao e upprouwffatre fwan conmon
limtations if used in a web context. The high cost per byte of
comuni cat | sesyes| endr opoate ainde dilspdavEn At M AR eFEBTRedy a1l

hanmper use of wrel ess technol ogy for the.stateles { L on protocol

of the V\brlngdEg%H.ebAF§5,veEeca e MRD PR ofoazloégréw%%?%%gss t he

amount of dafa e AGEES koAl gt WekoraREi £3¢y i ofbeeqeast s

transferred over tﬁe Wi rel ess connection are | arger than woul d be necessary

i f the conmmugpeatildakwetetentense fircoiteaiHBL data hehehewouhd underl yi ng

mechani snms and protocols of Wb browsi ng were devel oped V\%éhtﬁ traditional
es‘?rsr( d"BasEd"of

networ k NDJEPAPATLR FYPSTRESE S e SEE RV Ot R tacit
assunption t : Al ved ABEE, CoOResE edlcvlaahi ghebandwi dt h,
i nexpensi ve?ﬁﬁgﬁ%tg%ldg%&})%&g %Hovvever, in contrast to a wired LAN or WAN
envi ronnent seftvleid €dr e arid dntpiarad |prooms bandwdt Hebcbsowgerand
unreliable. Sone nobile connections are |ess Cl;ur densone than okhers -for.

exanpl e, a FEAPRSLE anch HRSIEMS THRHFPTURTEPI RESRAREGRSt ABnTpHCket radio
-- but all are_dramat.i cal |y sl ir LAN counterparts. Mobile
connect i ons% r%g glorsl'%ﬁoenssojf)r/e i}m:é%?%p%)%%é%‘ghnecti ons are not unconmon
due to signal deghdddsin ddnsldgeat dol ot hectprebEersanTinserappl i cations
-such as web browsers that were targeted for a LAN environnent often perform
very poor | ybases mstshenk-icordanieird tetFigyre 1.1 fniFiguee 3083 -5

Furt hernore he nobi | e vironment_rais he _.1.S inS t ed

oper ati on. gte%’n‘g’arrod’% ﬁoﬁ%ﬁ%‘ﬂq%qaté%ém‘gﬁhaé ﬁghyéggivg%i %8 %g{é\%(e)r ed

appl i cati ongormAsitH®EL dati it sconnechi oncommanteapadat iliaky isare error
case. Operations typically fail when the client is disconnected fromthe
server. Weak ypdrredcty \a tdoeml ahea possworki conoecliioBonWaeE @¥eleead to yet
a third aspect of the nobiljty problem the dynam ature of .a user's
connect i vi t PetAORd fAMEFL1Pes2 %O’é‘?'ﬁﬁ‘:éoﬁsg?’eﬁageggpg’lof‘c?n&lfe@onnect ed
(LAN), weakly. co cel ot i k) di sconnect ed.
Sever al fact&er $ %ﬁﬁ%é%%o%%%?gﬁéab?ﬁ%t gegn %Pe %Ige&@lrjser productivity
when usi ng Rt Scdted wESWUFEE- weBSkeaiyaed20r usinel iTaH /& FomAgy cat i on
environment typified by wirel ess communi cation. First, the browser protocol
i s synchrondlie wejehittpart Inmbernser sommsnigardonst @ wek LfRvsteonpl et es
bef ore anot her request can, be nade. Wen the lay.,is due to slow
wirel ess tr&fSTUEORCCR ofhERt 3dWFRt gFﬁgFrOPsiqﬁltgr )aéﬁléet dte(r}%qﬁlldcg, or

over bur dened. bR SEENELSn  YSEESCHRYHPEOHR i bhUS Y aiveth =it upr oduct i ve.
Second, the natural burstiness of the synchronous request/response schene
may become a significant problemover a slow link. Over a wired LAN, server
response tinme is usually the primary concern, but in a wireless _
envi ronment, bandwi dth and | atency are typically the doninating factor's.
(Latency an a packet radi o network can be on the order of several seconds.)
Third, the usual synchronous r. ,



/14 OCT 2003 -6 request/response nodel does not work at all in the face of
vol-.untary or involuntary disconnection. If a request cannot be satisfied

i medi ately, an error code is typically returned f d tee_ugﬁé nmust
explicitly retry the request at a later tinme. In mgﬁl of £t above

di scussion, a need exists for inprovenedts in the web browser/web server
operation in the nobile conputing environnent which nmay be characterized by
varying | evel s of connection performance and reliability. Summary of the

| nvention | Betwe@noft Heh&eh ®rowl e ugsd arthe iwel ssenvebj eceérothéhe present

i nvention to reduce the inpact of the synchronous nature of browser

comuni cat i &P/ Pa Liddk bp tawsere dihal wab dreewifiectRy BRG| YSRNBRATVER-f ur t her
obj ect ‘of 't heoPresenl WINenti,an, oo LUSLEE, PLAUSEL, | bibkabiopg 10 @

renote or | ViTo e transni SSi on atency or ot her

communi cati gad el MdPRerRAUCHD rASDANBIY edess b St O¥s el ger NEHL
comuni cations. Still another object of-the present invention is to provide
br owser fundhitans aisn desmtiidesl ehdvennebite el eseheena? brwvapf beha

environment is transparent to a user. Still another.gggect o% t he present

i nventi on i§r9§Mnma§Q§mﬁﬁSﬁ¥%ﬁ?sﬁ_ LRF?W%%Ep%?%ﬂfn% 1BRSef§°%uth t hat
exi sting br%hmreg: T 0% Lgff“g%d%'%%gwtég ERYLT eaMEAL- These and ot her

obj ects of fhe present
appropriate server.

The popularity of the web browser/web server and
their common information and transport protocols, HTML
and HTTP, has lead to rapid acceptance of web
technology as a universal interface for network access
to information. Furthermore, because the protocols and
language for communication between web browsers and web
servers are standardized the communication protocols
and language will be the same whether a user is using
Netscape Navigator™, NCSA Mosaic™, WebExplorer™ or any
other web browser as their web browser to access
network information. Therefore, the large installed
user base for web browsers combined with the
connectivity of the Internet and the ease of writing
web application servers using the HTTP defined Common
Gateway Interface (CGI)make web technology very
attractive for a large class of forms-based
applications.

At the same time that the Internet was
growing in popularity and acceptance, mobile computing
was also increasing in popularity. The use of laptops,
notebooks, Personal Digital/Communication Assistants

(PDAs/PCAs) and other portable devices has lead to an



r

"user input typderddly de¥-drandeldihr &PFehiestR

_7_invention are provided by nethods, systens, conputer program and
conput er program products for communicating with a web browser executing on
a'renot e/ nobil e processing systemwhich is tenporari)gy ﬁ\d Antermttently
connected to a second conputer. According to the pr]e eq | dvent i on,
requests fromthe web browser to a servder application accessible to the
second conputer are stored in a persistent request queue at the

renot e/ nobi | e processing system An interimresponse is provided to the web
browser in e u hRlhi2RRlilogai.l on. The stored
request rraynb%pe%g%egl#rgda%}gaéﬁgogvéﬁs‘gé?%lo%?ﬁ gg{niﬁon of the stored request
prior to the rerestwhed ngros onetedrks, t beliatamd coompuricatiions r ansni ssi on
to the server application. Furthernore, the stored request can be

transmitt ednd parkeecordieonpovevernefut A8Yr EXFiMe e data processing

systemis connected to the second co t ar (0] request
f?lomthia serVRTE 3Rt T it t WP D gﬁntﬁeggié-cgé’g@%%r%ﬁutgr%g [Fﬁgﬁr g:s%%ﬁse ?g t he

request may,de 1540& edf atohiiéni 84P1 8ABDDEN BwDireepesisey tiywd erdassoci at ed
with the stored Tequest. The stored response nmay al so be provided to the

client applbamdwibdthByndtonrayirbiliétysald hampgrestseyefue’igrletovi di ng an
interimresponse to the web browser, asynchronqus aqperat.|i an of th@ web
' ntil a

browser nay‘f—%h%‘é%‘i’%?ieﬁ.orFEPFhéFﬁﬁ?%?sSy COMEHIG AHED éaq’ijoes?CSOIQ

connect i on |, G3LEPLT REAE, ybBE T RIUBS! HoERNRE IRC QIS h:AKLAst Lpdl 0 allow
a user to change e request before it is processed. Thus, the present
invention oyes€e18Ss the améuRtCof 23803 p@r treerddst tartd drise ofumiesk

connectivity. Furthernore, in slow speed environnments, the present
i nventi on abf owemaLDEERLEGNCERAVEEE St & TRGEE SHTaE DHFIMUNT AT OTEEST e

performed in the packground. ln_a ti %n‘gggjdé’@% fq resent

i nventi on, %OPPE?Qé?nS?Ereegalr Sllfeé: gl}ll ?%L#rlg/ibe to t erl\gl)velbﬁ E‘?(lﬁvser for
present at i 08chRuA i B8ER onUskrel R ded faces=Lthdd. sel ect one of the stored
requests in the list of stored requests and the associ ated response to a
sel ected one of the | Feirtbersiomead thequesier Iving ek ome nidheb br owser
based upon the u i a further enbodi nent dt‘l"lft}lilsgl’ is notified of

ser input. |
the avail abPFPF?CB%LStF'? Vel RFEY S ESH SIFEE W tH"T e%honsa is received by
the renote/ @?h&@ieﬁtaq ReRGREH RbEMSteMmnth ! herkes@ansenpnoynded to the
web browser 1t the user requests the response. In stall a further
enbodi nent ebrehdepedopeid ibasent icon,tlen HARME fagsnmrEben atBdt wkha t he

request and the user input. associated with t%e request are sgrﬁEEd. The
as,

st or ed- ' useFOMRPGLTSs TAYSdviesd PG (FPHHE T Or etP heBpHew ' by

storing the ;qclglnali Jor Ml ol eatad: t heidpaHes! endobhexuser chnaut of

the request the“request’ may be recalled by the user for nodification or

verificati omir8dcha rcacalAN raw hsoraeaonpl nalhibe byipksvadéng a |i st of

stored requests to the web browser for present actli on tg.apiser nd accepting
i WEREIRPSE - of “ST6r ed

requests. The,stored re St se t i en_be provide
to the usermioﬁ3 Tt ec(?rr}ngeﬁ#a or%%rén%chg%%ﬁ%ﬁ%g%ﬂiﬁemggah %MSEQ 14 OCT

2003 gener atre@: eRgndNd Jia id@Ien dfallie meqewsismpthefagerer andd by
recalling the stored formassociated with the request and the stored user
i nput associciteedeani ttharheachptestadithe 1 et | @¥1f 8 dnagTREdCPedal | ed user

i t th b ided tot b b A . f
W h the us L Suiad EHath el 1A FERRTSRRALESr i RBRC Lng OB CebAS Red by
scanni ng th%ﬂeecaazq%&glé% md ol apegedafbsbda bonhberiessl be¢ herm and

e recalle

scanning th user 1 nput for nane/value pairs in the user input.
The def aul t WrRleeidordws tsesidgmpltdedradat hanedbiiockdgien Bmel o&d@int ed form
may then be replaced with the value of a matching nage/val ue pair fromthe

user input_problems. Thus, applications such as web browsers that
were targeted for a LAN environment often perform very

poorly in a network-constrained setting.



7 In yet another enbodinent of the present invention, it is determined if a
response to the recalled stored request has been stored at the
renot e/ nobi | e data processing system A link to the sto Msponse to the
recalled formmy then be provided so as to provlﬂg 6(81- er. a hyperlink
to recall the stored response. Furthermpre, user input nmay be accepted to
revise an original request fromthe web browser so as to provide a revised
request based upon the original request nodified by the user input. The
revised request may t?ﬁ@tﬁ?r&é?éedt}h@ 1% 11ed 17 BESh e Thei seguest in the
request queue nay optionalTy bée replaced with the revised request. In still
anot her enbedkmegkuef oEh@iBresaBEtied epleir@tiidn.i s Stetreiardiedieb f t he
renot e/ nobi | e data r 1 ~r OCT 20'03 -io processing systemis |inked to
t he second boopsteg. -Fnasuwklanasnbediymenistimg mefneikedre only stored if

the renote/ nobil,e data processin stem.i s not l.i.nked. to the second

conput er. AépﬁﬂFFaF&PPﬁer'"b@sﬁb‘ﬁ‘f%eiﬁ%tte-gwoﬂ%escetlo?ns é|Iﬁl inthe art, the
present inv i Qdi.ed- As AdEth PR USYSYSAEIR,Or conput er
program pr oggékggaE?%g?%Dgg?ri ption of the %%fvm ngs Figure 1 i?a bl ock

di agram of @atiypiwbeh wile kldeser Awselliserorereshyest eforki e es@rvera bl ock
di agram of a web browser/web server system according, to one epbodi ment of

the present inventionWegk icompgckivitahanhi e 1S LIC¥%r98r intercept:
Figure 3 is a bl ock di.agram_of E r.enpt.elmmbi r in tem
ceo | Sgltgﬁ:(?n&gggé‘ﬁ i haa% € rY;EtFrng i 4&):%5%% o e Wustr

according t ventio igure ow chart illustrating
di sconnect eﬂxo@il@%&ﬂb&%l@ﬁrﬂcﬁﬁ Y eREAtiansracsOr ai ugetrost he present
i nvention; Figure is aflowchart illustrating

connectivity. At different times, a single user may be
strongly connected (LAN), weakly connected (cellular or
other mobile link) or disconnected.

Several factors contribute to poor usability
and reduéed user productivity when using browsers in a
resource-constrained or unreliable communication
environment typified by wireless communication. First,
the browser protocol is synchronous, which means that
users must wait until a request complgtes before
another request can be made. When the delay is long
due to slow wireless transmission, congested Internet
or intranet traffic, or overburdened Web servers, users
may become frustrated and unproductive.

Second, the natural burstiness of the
synchronous request/response scheme may become a
significant problem over a slow link. Over a wired
LAN, server response time is usually the primary
concern, but in a wireless environment, bandwidth and
latency are typically the dominating factors. (Latency
on a packet radio network can be on the order of

several seconds.) Third, the usual synchronous



. operations associated with receiving a response to a browser request at a
renot e/ nobil e data process system according to the present invention; and
Figure 6 is a flowchart illustrating operations sociated with revising a
request according to the present invention. ﬁi} %’T Det ai | ed
Description of the Invention The preser®-invention now will be described
nore fully hereinafter with reference to the acconpanyi ng draw ngs, in
whi ch preferred enbodi nents of the invention are shown. This invention my,
however, be. | Ak d PoiBEYmdaé L easab hotnwoatd athaild iottlwe Lacetrued as
limted to the enbodinents set forth herein; rather, these enbodinents are
provi ded soft hadluntiaryiscl bsvetunthrybdiSeemaagt i@ cobbl@te, and wil
fully convey the scope of the inyentian.to thaose il J h t. Like
nunber s reﬂ@q‘%%gqick%‘%?%n@%ﬁa\:ﬁ? a§ od‘f".meéllav\n%%}(’beérgg%frgoc%a %%éby one of
skill 1n the arhyid e presepinbayahll ehamibdie miEodsgd aeiepyhods or
devi ces. Accor gly, the present i1nvention may take the form of an
entirely harglyey etlearbpednest , aanaeititesl \iswf t war e enbodi ment or an
enbodi ment conbi ni ng software and hardware aspects., Figure 2 illustrates
one enbodi ment of thelprbight PhvERE GRPOVE é‘eﬁ??%?‘?gu?en?‘?da web browser
10 communi cates wth_a,client-si .0t erce angg h server 20
comuni cat WFTH 2Kt URFOLP %hlg'%t é?lcgl&% ﬁ%e ul e 4‘%3.%“5%] ?%%teggl de
i ntercept npdul-g 30nt DANLRENRLBLE 2! ot idieepel venmshdewhithr mept nodul e
40 over the ‘comunication |link 35. The web browser 10 and the client-side
i ntercept nnelutkaB8chayibedcbyt yawadnch kevekstok PPRRFLEONThe server-si de

“intercept nodule 40 and the h $8 V4! 20 may be contained in a second
conput er 6.Pqﬁ%°¥i“?§Fec8HBuf‘8 = Ei:%'e second conputer 6 conmuni cate over
external comunication |ink 35. The first conmputer 5 is 14 0CT 2003
-12 preferably a renote/ nobil e data processing system As , used herein,
"renot e/ nobi | " neans "tenpor gummaanafithednuentiemt | y | i nked", wherein

tenporarily means "lasting for a limted tige" and,interpittently means
"comi ng and going at LRt dReH OF e @RRYHu h%?uﬁ?"SECa%lgloﬁﬁl an

RenDte/Nbb!Iﬁ.da%g RBr RGeS, A SHSUEPeBYon 8bSPelficbUdtedandaRit0caSSI Ng
syst ens whi 2RIFE Pely accéss other systens such as over a network.
Preferably, thhesywabhbbowey nkture af Nbeswetr webmbnowseat ioni inziang
hypertext transfer protocol (HTTP) and hygertext . mar ku§§l anguage (HTM.) to
comuni cat ewaakRyagonmestest aklslkteernedpedhfENiEPERees HTTP and HTM..

I n operation, the web bmﬁﬁgﬂ A0 woul d thgﬁlggggggg datR_ntlifgamahi ch is

intercepted by the cl e e intercep The 1 ntercept of the
HTTP data stpearetdue vtdvaidr Sl Ogitat eenepinnadukaci@ way madbideconpl i shed
t hrough the use of the TCP/IP | oop-back feature where the client side
i ntercept nedwiecdMendsiwherattzansplagdpBssingvi AGtETTRt W3 10 er of
127,. such as 127..0.0.1. " The, client side inter hen converts
“of transfor fETE -%t]a”%’t'?ae%’ﬂ??ﬁtﬁeéugﬁ gﬁ%’ﬁgérs\r/{g%ﬁs%esz%%c pr ot ocol
and transm {3 4e.Cld S0fd S e MfhusPest Lbasdat a stream onto the externa
communi cation l'ink '35, The server-side intercept nodule 40 receives the
client/server specifi cuilh atothear aodjeetorst thet PreResy i iGIVRIC TP dat a
stream corresponding to the web browser  originat edo%anj’trmni cation. This
FY% th

reconstruct é6 HPTPIRMIL PEWFEE FRBACLPRAs 8 Pe S TEPSRY 20,

The web serygr. 20 nesRENAS,L O F NenEMeRvI2LAmHte8®M transparent to a

user.

Still another object of the present invention
is to make connection status transparent to browsers
such that existing browsers may be utilized in a mobile

environment.

These and other objects of the present



+1 ~0CT 2aa3 -13 in the normal manner of an Internet web server. As wll
be appreciated by one of skill in the art, the web server 20 nay al so be a
proxy which allows rmultiple browsers to connect to the Internet. Wen
information is received by the web server 20 ph (JRTsPPB3i on to the web
browser 10, for exanple, in response, to a browser request for a specific
URL hone page, the web server 20 oufputs an HTTP data stream correspondi ng
to the comunication to be sent to the web browser 10. This web server
originated communication is intercepted by the serverside intercept nodul e
40 and transfor.ned by a client/server, specific data stream The

ol i ent / serDEFRERBCAT RIQHAHST By BEHOHS, RETSHA (P RBUL HeDHRB R ver

origi nated cgm‘runi cation is then,sent.on the extern conmmuni.cation link 35

al
from t he RATTHIAMSE (RICEF By RECQYCLS; for pRmBnIcRHRE- Wit el ver specific
data streamis received by the client-side intercept dul e .30 .and t he
ori gi nal - PP SERERECUIMEOR & FURObHHRRDIEPINESTIE SESto8t “AYFBiiRat ed
communi cation is rebuilt and .provjded to t’:‘?g]e web browser 10. In a
vart i cul arcEaTHE ARG nismibieadlnconngeet e SeRRREAAPREE: onmuni cat i on
link 35 is, a wi,fel ess, communi ation{.link. | n,such case li)n order to
obt ai sy dLEIRTIUIE 59 THAdH CRANE Y B oS S5 LW E Py PROW 8 i 1 bl e 1o
reduce thet amount of co ni cation,over %he extgr nal c?m'runi cation link 35
both in t HE 4 SERIRRPEIAoR ACsRtIRG & thASeEARTi (PRIt Bt of

informati on which nmust .be transferred over..the co ni ¢cation |link 35.
Accor di ngl ,orc?c?]énﬁrggrésrﬁtent reﬂhleé{ &ufufo%%thﬁﬁemﬁ%og’ﬁepr ef erably

7o SR ane L Srena e S BLALRERL, LEAUAOD hEcniues (o

ctatel ese BPRSLER oS IR B R HRE BB} BRRFeBPvEa speci fic
Prot 0Cel o PAE Nl LSRR TR L OBRCE Ll ol RheRiiong the st ver
client si i@ﬁo‘?&&?@h 3 P ttjaet ée i §ibc£,q I ‘8(1&?@:@ 4Qh§re tranéparent
to both web bfoOwsers 1z%ngt?e]br(pr(glxylge eersversng%, can %%erefore be enpl oyed
ith hi d HTML
obi ecrs. 1 Fohe arrayteh ik b erestth B0 Uk eyt EBENEaRbAn " ¢ e Csi s

cache, it is ret?‘lﬁﬂ%@rfé{?}@ditﬁé %'té(re%isréc{lﬁ?é%réé‘ﬁsﬁé tF%ﬁQRH&Sgit&tﬁefﬁghi ng

functions guarantee cache iTntegrity w n a client-speci

i nt . i : ted web
Corver o, 11 ECoRRElEr PR FLBD Y nldRIAET prOARRIE ASE ST T 1 s
returned a3 ddind@aIB IRl e ESHRTEr aHiPaREEBEALE kBVRBLI ON preferably

utilizes a virtual socket systemsuch as is 1lluStrated 1n conmonly

assi gned_ U ds ahahPaLeBE rfBeltaaHaneRatAlcRbesnRRLBp1, 804 entitl ed
-CLI ENT/ SERVI COMVUNI CATLON SYSTEM Att orney Docket No. 895- 0154 t he

di scl osur erigé r&é"jb&lﬂ_sé o itH_é%HﬁE@E ﬁ?hﬁ%é%itBréB’ at ?ﬁ_@rr@ﬁfcﬁte?ﬁxdﬂilé et forth
fully. The present invention also preferably utilizes the data reduction

t echni qUesproceséﬂ'l%sﬁfgrr_?Q.@@.ocija@eclﬂi%@lﬁitﬁ%%tb?ed:? akt/ RREIIHRN United

St at es Patent I cation Serial Number 08/601, 753 entitled TI ME COHERENT

CACHI NG_SY2EpMn sBlrhay ko Prehfdvided tBARO8idfitagpiicdtiogonmonl y assi gned
United StateS Patent Application Serial Nunber /60l ,903 entitled

DI FFERENCI NG COMMINKGAREQUGSESTEM ot Rfpiist Gjursity BEAGSroMdiets 48 | ncor por at ed

herein by reference as I'f set
interim response to the web browser, asynchronous operation of

the web browser may be achieved. Furthermore, by storing the
requests until a connection is established, the requests may be
recalled and edited to allow a user to change the request before it

is processed. Thus, the present invention overcomes



,forth fully. Wiile the present invention has and will be described with
respect to a single web browser application and a single web server
application, as will be appreciated by those of skill in this art, the
benefits and advantages of the present inventiodi BTs8003 achi eved with
mul tiple web browsers associated with asingle web server. Thus, the

nmet hods, apparatus and program products of the present invention in
connection with nultiple browsers each comrunicating with a client-side
ntercept nodul £ @chElsse SE! GBhKS beRnRaRAY . MhaMRId, then
comuni cate wth the server-side.intercept nodule of the web server or web
proxy. Fur tdieswnseedhéhei bamphesent henypemsent iiswmdcidmetl hawsia with
respect to both a client-side intercept nodule and a server-side intercept
nodul e, as Y#eT Be appEtevat b8 WQrknydd lef cammUniGatipns dr¥eoniy a

client-side intercept.is _fequir the present invention. Thus, the
pr esent ind@ﬁfﬁ%ﬁm§ oh?dthSthSEgS%éPPUed as limted to systens having both
a clientside and a segfyeg-pheeiOharCRfbITMER: of tHe Pré&sdn2003 - 16 The
present invention provides for asynchronous request and response processing
whi ch permiisvenusen,ts tosti ofestekiety TesMesns Y Pr B eVheus

requests have not conglg%ed. Re%uests are recorded L@ternallg for

bBackgr ound BFBCRESVAGE WRENPFEGRESES *Eohpi%t®, "1 r %fﬁt%n%r%_ﬁﬁved and
status 1s “ng_ié?@eas BCHE9RAUSbe TS HRETsdSrdPPEeQRSEY) iROEhéT ed when
requests conplete and nay, at any time, ,_ switch to the status page to
revi ew t he ¥iatusfobtoredotenesticegursithe THesot biluad enespofise each
request conveys the state of the request (not started, in process, or

conpl ete) andsedackrAsonel pik the tHet @fcHr$RhgeeTreshe +8quest has
conpl eted. The present invention also provi | SC o peration
when t he reﬁﬁ?ggﬁﬁ i 8 5§ awg%b§3§§%ﬁ3P5V%%%§ﬁ? gﬁoghéiﬁggg %ﬁggeéonputer

Wi th access to a serven appuGHdORmUEEIewa) OREraseri DsehbbeEied
synchronous or asynchronous node. In either case, when the |loss of a

connection P§ Hbeeevedlabr liity efmitie ateemived nbespessebrbepethy. | out of
signal range), requests may .be eu and held, for.later, processi ng. Wen
comuni cat i OA°P8™ &-é§t§8ﬁ%§ﬁgﬁﬂ%ﬁﬁe %l?%Qﬁ%%f%gg%geaﬁ?gﬁaticalIy
processed iprbt}%s@.%@gfsg%%m s apahidhsysengbbesaadquser the @eptinue to
be productive offliné. Furthernore, in many cases, all the pages needed for

a transact i bmoweprbé fstthveedisiar adppedteathe BagPABSEemuni cation is

requi red. These operations w.ll now he descrihed with_r ect to Figure 3
and the flow chart iIPﬁ%f?%%ﬁ%ﬂﬁ;ﬁkréhiﬁw%mgpgﬁ?8ﬂ hoﬁigagepggsent 140CT
2003 Fi gur g 3eblel st " alSimrl SBME/ JBbbd £2 daliawREACERS] REqaKEteRNdl i | i 2i ng
a particular enbodi nent of the present invention. As seen in Figure 3; a

r enot e/ nobi kaedalse rpriogess iaup sy tead Svink| utdesrequeppl et isteredch as a

web browser 10 executing_on the renote/ nobile 8ata a;o essing ystem 5.
'Request s fr SRt §&Biashaer LR (47 A32PELAtEF YNCATERS E§QEEE i nt er cept or

31 2nd bl 2cgthal AEINILAUNP For TS EREUBRLE1 AL RLFUER queue 2

are process HT quUELUE™ processo ich carries out the

requests whereateNREH | igstesdnd| thbedst® anpacond cohrputeeelavi ng
access to the server specified in the requests. Wen these requests are

processed atder viespiastr auay 3e izc¢alledtod Fbe BEEK £OFuest to carry out
t he request. onses to the request.are p d_ig_t o e.35 and
associated'W4a$ﬁ%ﬁgﬁﬁﬁﬁuﬁﬁ ¥7% TR+ ues aége&egﬁﬁgg% g%'th ed the
request. Sugh-RMRAGHdP by oFddigingt gd1agractasheded requedtigwe 3. The
solid line in Figure 3 fromentries Tn the

the web browser for presentation to a user and

accepting user input to select one of the stored

requests in the list of stored requests. The stored

request selected by the user input may then be provide

to the user in the original form that the request was



r request queue to the cache represents the association of the request entry
with the formused to create the request. Such an association allows for
editing of requests by a user even after the requests have been generated.

Optionally, both the requests and the responses ﬂ Qer'gm ated with the
h S

entries in the queue so that both the reguest an e may be

provided to a user. The request queue 32 is a |list of requests that have
been received fromthe browser by the HITP Request Interceptor 31, al ong
W th statusgandraestr.ol 14 OC T 203 information. Each request el enent

includes all of the information received fromthe browser (the HTTP headers
and any body). This afhewenifgsnadykasim tof beh® HPAYRRL t B2Y e net work at a

| ater time. Each request el ement_ al.so h t i i ci ated
with the refGBst2 ?ﬁi Y ﬁ@lc@ggsuég s%ﬁa%g%?étﬁéﬁgr%%géggg%ggtﬁﬁgs been
made in proggssiBguble HeWeHe dAWkad|usSéroinperrassogineed wotrhe done.

Speci al processing instructions may al so be associated with a request in
t he request theevequEst .eTheplmecakiled Wiowh ezrd eblre r vaaehledi uses usual |y

t oo expensive to downl gad graphics, edded in e. | f graphi¢cs have
been sgppr edBBHLT BAY: fFPETY g‘tﬁ:&%’f‘?"‘c‘ﬁ?@ W o&%s‘f’%ﬁpﬁgﬂ‘f’%r ?ﬂf g?r’rﬁ?i on will
pe 1 nel uded B, LAR of Qe YR - cHOCubeAuERbubl e UPnBeESLAL SeaCT 0SS

client sessions. Interna a request consists of a set of attributes.
Each attri bfoem and R dalgiec pray . bdhesmbiredehyestansingeshed, it is
given attributes that contain the browser request. As processing proceeds,

attributes xesaddesd feasefidy mpned Hieoddesin bRy sesediefnfsrRasron

returned fromthe br er, and so on._ S tgri.b , .the progress
i ndi cati on, “5P&3&9 %ﬁ%ue%"t‘?a . i%%?’ésf‘gﬁ‘iéaxfég ﬁéﬁ%éﬁéﬁgu@%ﬁd in this
case controli PreeesHdid fipul | Tigb eaepasladdelieteibheoguager Rapugueue
attributes are used to support multiple queues that handl e requests in

di fferent wayfs theasewesh fitwld toutbe vecahdedhipymt BaYsthed bF t he

request. Thus, .according tq the presept _invention, nore than one _request
queue nay bé’%@“ﬂrﬁ’r%ﬁ%eﬁ?&ﬁa?g a mi‘g&héng ?a?sggaﬁfﬁ B&+*

aut omat i cal lgy. @ngdégf)fgﬁhﬁppropriate queue when they are received by
the client side intercept or they may be nanually sorted by user input.
Because the present imenteonaabthes évobodfifenkeofr bes piregensi ng
applications such as a prowser which re _desi gned for synchronous on-1Iine

processi ng, inV@ndddihected ande BeYRLRRENolis 20PEFRPPSHs tPeqiir e new user
[ nterfaces. o ACASL0g £0hB8PHESCBbekMLRBL at i User” s T equest
can be satistie ]Trom
remote/mobile data processing system. A link to the
stored response to the recalled form may then be
provided sC as to prov}de to the uger a hyperlihk to
recall the stored response.
Furthermore, user input may be accepted to
revise an original request from the web browser so as
to provide a revised request based upon the original
request modified by the user input. The revised request
may then be stored in the request queue. The request in
the request queue may optionally be replaced with the
reviged request.

In still another embodiment of the present

invention it is determined if the remote/mobile data



» the cache, the response is provided imediately and .the standard browser
interface remai ns unchanged. On a cache niss, however, the browser's
semantics may be extended with mechani snms and integrfaces associated with
the off-line processing of the present invention. ?BLO@GS‘EZG@Q browser is an
i mrut abl e pi ece of code with respect ta@gl-he present invention, a stand-in
page may be returned whenever the renote/ nobile data processing systemis
operating asynchronously or disconnected fromthe second conputer and

cannot satisfy a_user's request fr.oqmt aghe- i p%g,ﬁ.? nt agps an
expl anat i onp5¥cﬁﬁ§3nﬁa§yﬁ§%8ers%§d 1_19{11 ostr&r eque%t%lgds ee @aﬁghedhﬁor 1ater
processi ng" gunzhaBfl, eiboddtédtt,edhelirvdthayst § here usn eyt ssdpedsi df thel

pendi ng requests. Note that as far as the browser is concerned, this
stand-i n pagembseyhebidepdate pradessistmeaysten b3 heet wbiakedt k@ browser
retains the request/response nechanism while the intercept nodul e
utilizing t hBepFeEseRd VBN handl es.the details of responding to the
request. Furthernore, the,: JEshapi { At AR Bede hQEe bOEN

di sconnect ed and i Atf 3’%6123} 2003 %n%%%%ﬁlr%%%%s ?equests in that an

i nf or mat i onakipagén thectantedle pgilwsdnowseverisiohemagshensebodietie
request. Alternatively, an optionSdéo return to the current page rather than
bei ng preseffed Wethosh ARRATAIH %Y%%Wﬁ&@‘ﬁ%ﬂ?%ﬁ%?&‘i lized. This
option may E':afoi rlrl%Iterrent ed by returning code 204 to the browser. Fromthe
user s poin ofd view, a link is clicked but the browser remains on the sane
page, however, the intercept nodul e according to the present invention

queues the request in the background. The present invention will now be
described with respect to MBripfrBseseriptio h re flowhart

illustrati ons of one enbodi nent, of th esent _inveption. L ill.be
under st ood t hat each tﬁ‘(ﬂ}kr%ffth% %‘8&%51?‘%6& rggt ?ogglgﬁy E8Bbi nat i ons

of bl ocks i g tRedd hatdrddt usys@ehons, can be inplenmented by conputer
program instructions. These programinstructions nmay be provided to a

processor to produce #Figohe n2,isuahblbak @hagkamt pficBi ¥8d whi ch execute on
the processor create nmeans for igglﬁementi ngat. he functions.specified in the

flowchart bRIIWSEEANGRIGETIHE LBADEFACHPhYrFEmHh Fis PR FIERS MG the
executed by & QHOCESSOA0 £AYSHE ﬁeﬁ£§§igﬁn?pgreh&@ﬂali%k%&%eb@ be

performed by the processor to produce a conpufer inplenented process such
t hat the i nsirdici i sswsverhi Dhtexeepte on the processor provide steps for
i mpl ementing the functions specified in the flowhart block or bl ocks.
Accordingly, blocks ofFiglere| duwehart PLPFEsEAE8F8RSs °fufport conbi nations of

means for 14 0 ¢ T 2003.- I eciddsd ey s aRE
conbi nat i onsreor‘fo%?é%'b%b ger %Eé‘rg%ogﬁluﬁggtg]ﬁggs%ggit%?le%cf l?nCtli %s and program
i nstruction gesdent oinpenit 06A% Ng the specified functions. It will also be

understood that each block of the flowhart illustrations, and conbi nations

3

‘off blocks in the flowkbgare| tuierat 4Ry chaxtpdllustrating

disconnected or deferred processing operations
according to the present invention;

Figure 5 is a flow chart illustrating
operations associated with receiving a response to a
browsef request at a remote/mobile data process system
according to the present invention; and

Figure 6 is a flow chart illustrating
operations associéted.with revising a request according

to the present invention.



r , inplemented by special purpose hardware-based systens which performthe
specified functions or steps, or conbinations of special purpose hardware
and conputer instructions. Figure 4 illustrates %jqkaﬂéwﬁbhgggof a client
side intercept utilizing the present invention. ure 4, the
client side intercept 30 intercepts a tkguest from browser 10 (bl ock 50).
The client side intercept then determnes if the response to the request is
in the cache (block 52) and if it is the cached response is returned to the
web browser (block 54). |DdthRed BEReABHohfNPle I6@6ABOR then the client side

intercept determnes if the data processing | _ systemis connected to the
second conputer for acthsPreseme Laysreiep| peX ¥edl be dpacyabadprocessing

systemis connect hen, if requests_.ar t erre bl ock 58), the
request is:ﬂﬁﬁeté?i%%%¥§§aﬂ?ﬁﬁ%ﬁdY%$ﬁ(g?ggﬁeggé.Eébggéerf'if t he data
processi ng ISPy fid eradligs ONMeChREcR preaELsEAPEABEASNBEAL kS
deferred, the the request is stored in a request queue and an interim
response i s gff aheleithvtent fren baossshowms. t hEhieaspovertiont mayr equest (bl ock
62). ." i -22- ,14 OCT 2003 Processing_of queued _requests is handl ed by
threads t hatha%aVehddpr meerrdiedtinmany hat LEerentt formst aedcphebtdsi de
i.nt ercept. S e ual | a : first-in,
first-out ( %g%§§%d§$£%£ %%v%#,l%@f%%@eggrgagegﬁggﬁéﬁgggsn%% ed as hel d,
all new r equesttsh Sherkd th perdchéh ( S€ReHE 06KbO8 mekBESagk! pweviBeduser to

indicate that processing on these requests should be deferred until a later
time, even ighat comhecdisnleosuregavibbl ke Fherenghppad sempletguesns may be
too expensive le on a wreless link, and,so the user uld prefer to
defer brocestrhh TRERY (refye% U S38arLPhycBonielehETons ta, KRRsH: & SThe
hol d attribuieiisedl 9 @RPl 4M, t On,80¥ AULBE#BALBEcBURHEd jkRJUESES T enai ning
when the client is first started. This avoids surprises when switching from
an i nexpensiakethemis t theopgheut i al Ay wiith ber eppxpensiced biyr enessfl i nk. As
is seen in Figure 4, the first step in handling a queued. request_.is
acquiring a ct? o€ 02 Fhe EBEogﬂeﬁﬁﬁﬁuPBVeaFPHga@@¥s?etgm§991§%¥ver of
the request Dl actnSdd.ofNadbiedh! |5cBBIA:hG19! tAcCHRARENRION When a
request is first received and, If a connection”is not established (bl ock
66), attenptmnwehticonhapueakattheafopmneft eanensimedy, hartivareby t he queue
processor or due_to other activity (block 70 and hl ock 64). An exponenti al
backof f pr oc¥RPIINeNG 5@t BRESRELY| SPREVWAERaFBEIMBERtcGFNE& i on attenpts
(bl ock 68). T : t] e t o] i_ncr e as the
humber of arTirerihel coRRERLIEEROBLLAER, Sph0naginaTy LapkERSt

responsi veness when rFiddr&CI 2003stZ23teensuei eabbdinkaitl Wfeshay €

transi ent w thout burdening the network when the failures are long term
Once a connd¥¢gant sivvenblPshedAst Reepnfior FAOVSE &ri g Walkl Pres@at fromt he

-b{omser_and 10 communitates with a client-side intercept module 30.

. E

The web server 26 communicates with a server-side
intercept module 40. The client-side intercept module
30 then communicates with the server-side intercept
module 40 over the communication link 35. The web
browser 10 and the client-side intexrcept module 30 may
be contained in a first computer 5. The server-side
intercept module 40 and the web server 20 may be
contained in a second computer 6. The first computer 5
and the second computer 6 communicate over external

communication link 35. The first computer 5 is

R



1 .stored in the request queue is used to reconstitute the request and the
request is sent to the second conputer (block 72). At this point the
request appears to a server as if it cane diregtly fromthe browser. If the
request fails due to failures in the wirel ess ﬂnb 1 2003 74) , .subsequent
attenpts are nade at later tines. Retrypbng requests transparently masks
transi ent comrmuni cations failures. Other types of failures nay al so be
recorded for later return to the user. Figure 5 illustrates the operations

of the client side intercept dul e ;wh j j.ved a

previ ousl y %%ﬁ%ﬁg?iﬁiu@sf?gﬂggzgghli]ﬁ %igé%r? g %%ﬁélggosrr}se |'ﬁs{’ r ezf’:é;i ved from
the server (HbQ@ckeB8in, HoyENEEe /MBBiUE® @leatiAPUckporanfillat andnd ot her
enbeds is now nearly universal on Wb pages. If the user has asked to see

t hi s i nf or nattenmithent dyulneieddge whenedns ooy aghigatingaisock 82). Each
enbedisth('en retrieyed (block 84) and added toq the cac along with the
origi nal reShdREENgh BEkgsg}mlﬁﬁé Fe&5on & §ﬁiﬁﬁﬂﬁ€§%§?i¥t@? r equest

and any ot 2 dsnt ALOGHR' bATnEELY Ied il d Nodie At IsuRioRgel Al ed with

t he request hi"s poi nt the request Is conplete and the user

can be notidtedsibahlit | RetivRiel/aliA 1ehdnla Focdiacians esytdteen asepnt
i nvention provides a transparent HTTP proxy that will work with any

browser. algo- pnctudei Agtreprosessigg FEEEHL I QIR Yoesn' t mat ch
t he nodel that bro rs expect, thus, .an interj se, via HTM. or an
HTTP code, ?EWBF;&?}E&H gyt%ﬁ&ml‘? g}lg&k&s socyet):ﬁa% rﬂ%@@r owser and the user
can continue (see bl ogke§2rabilf, JeHe 4eb Hiduder 130 M. Dagesend
enbedded HTML i nformation nay be used to report status to maintain browser

-"i ndependenceebSbabuseaf utd ldutisigaiyipey testudstansiepeoreperekd in any
nunber of ways. inclyding: an optional conpletion ,.an optional status
bar enbeddeéﬁ?mpkh@ngobY%FrF€FﬁrH@f ggg%rﬂﬁﬁ@gﬁ M. page t hat
sunmari zes fWife Qe ttgfeuom dotvarsese wmountheiothere is a
new y conpl%?@gﬁggggt%ow&?gV/onqﬁhéa ackground dgge, and lists t%e URL of

t he page. Oneesf HIM®s andoMIIPH. .| S Iyergpatadidme the svelilpreoweeri hoor mati on
becones avail abl e, and then further nessages égfégyf ressed until, the user
S“Hh

has vi si t ed"PHéQYEPHd AR EHEF Fata Fiorsriti rretheerheduser to
DA ; AT g
get an asyngly gﬁgumg%%%tlﬁolﬁéxf& RSyt s oyl DPhad; Averudst ed on

faster |inks € user ose to ed a status bar describing the

state of thefckhentumirdadd eftasfim iby efed ¢Eiemtnesipagentdhespst at us bar
i ncl udes informati on on the nunber of requests that have been conpl eted,

the nunber BeBsdendithgayvake Ercaumbisherd| Bhroedh) gbei neruaEsthBet ext ual

version of Le AR A0 AIRLIEREERY Lo piaye bake, and | Inks to
intercept module 30 resides at an IP address having a

11 network number of 127,.such as 127.0.0.1. "The client-
side intercept module 30 then converts or transforms
the HTTP data stream into a client/server specific
protocol and transmits the client/server specific data
stream onto the external communication link 35. The
server-side intercept module 40 receives the
client/server specific data stream and reconstructs the
original HTTP data stream corresponding to the web
browser originated communication. This reconstructed
HTTP data stream is then transferred to the web server

20. The web server 20 responds to the HTTP data stream



, .One of these links nmay take the user to a page sumarizing the state of the
request. The page di splays the queue, one |ine per request. Each. request.

i ncl udes a graphical representation of the progre ~been made
processi ng the request, using a visual indicator ﬁhﬁé? ﬂaé&mdel of a

traffic light, where: Red: Request hagsnot been sent Yellow Base page
recei ved and enbeds) pending G een: Request conplete G aphics nay al so
have a distinctive | ook apart fromits col or such as red being an open

circle, yello hal f - moon, and areen l.id . ball. e error (e.g.,
t he requestn\}v\é\éggeﬂ?rglﬁ_ {“ﬁgnﬁgsgf;e)%’eal&s)%fégr?otwet}?e ére&vrce?‘i'vegés, an X ray be
pl aced "acr o511 hBet Bableeihtabt LSy @@ dfo dkidilcate i ldste, dhélwilg Wi th
the status graphics, options to delete or hold a request may al so be

di spl ayed. $arvae 28swayf afleonbe ehengsor whirhaladd oWwsewwdit Isleedi t t he

request. If the reguest has conpl ettsg, a link to the cached result may al so
be i ncl uded®PAYERFS FRgECPIRRCEr F& FPRAIREURL- based access to the

background queue and g,tngflr %&35%‘@1% %?%e%&@e@gﬁs’tbﬁéﬂ'%éj&mi n nane of

the client side intercep e use artour.'web. express) coupl ed

with other eptireps28s fepptephsaiiesifon wXand eeld ardwaskgriundespieue may be
accessed accessed via the URL 14 O0CT 2003 -26
hHttp://art ogkanebeexpheFSFHPEBE T PP byavsey asRst deaish nane are

preferred rather .than _defining _a proprietary. proto nane_ for_such

request s beﬁgﬁgéféf:a&&g‘r _oﬂﬁeo%?«gﬂg %EV re] ec%enrt}’n ra%q ioal}atpp“}tosf I s.

Progress of greguagt ahardealld do-Aipthditid RO dfnfuris@it i SIpQesSt s nove
~through a series of states as they are processed, starting with submtted,

‘to processibhg begtnta dhenwiebabypager ¢t evidd,s avab fderatdy to conpl et ed.
As a request noves into a state, an event describipng the transition my be

sent to an PRLEARALESy EAMPMRISFELIONTHE | IMGHRAPIERRRY fa R Y&tei ves
status of rggagsaﬁt%r}qle QU WAIAS Sta Usd @Hﬂ?ﬁ%ﬁﬁ]& ooeﬁwer conmponent s or
e

appl i cations. er conponents nmay register wt ent manager to
recei ve eveslienti/iskeened Riperidilc sdade skl herTlod iderdgt /SE08€6Si Ng
events can be used to generate dynam c interfaces the client side

i ntercept. FRECpHERGD q?g'-ﬁ fSitEREaT IF QB SIROSKND | 1 dihe HeRisTeBYe¥ hese

. Af ‘8. ' ecejved,. I b d
For Tuturc oFftPRLEY SR SRR EH A Who RO o o Rl Takes &

request andcofmeniestd JreIES S5 i firdny fildl decdrahdt@mputer neOnchof two
ways. If the response is expected to be relatively static, it is cached by
the browser fégstheomouters r Shrestlslant fdrrrigesrem b hirler cet yea®BK| v .

However, if,the page is.a response to a. forns_reguest r,is, otherw se ..
generated (38§- E&?’nge‘iéﬁx Bﬁ?p Crn‘lelqedérs’tssl)%eth%tebxf(%ev%%rm%%ijed?gp?% s the
response, apdedeeslyin02GMAeD tgatsd NHErddIe ESSRAMISENd Bnd Vit Cathé Ywdbf f er ent
fromone cgi-bin request to the next. Al so, with objects that 14 0CT
2003 -27 server originated communication is rebuilt and provided

to the web browser 10.

In a particular embodiment of the present

invention, the external communication link 35 is a

wireless communication link. In such a case, in order

to obtain gystem performance which is acceptable to

users, it is desirable to reduce the amount of

communication over the external communication link 35

both in the frequency of the communications and in the

amount of information which must be transferred over

the communication link 35. Accordingly, the present



+ the source server marks "no-cache,” browsers and , proxies, that observe
this directive do not save these itens. However, when one is retrieved as
part of processing a queued request, it nust be say d.f éﬁﬁir Vi ewi ng
These, normally transient objects are saved (bl oc gGDC%t w cat egory of
cached information: user data. These an@-data that have been retrieved in
response to a user request, and only have neaning in the context of that
request. Unli ke normal web data, user data objects are only accessible as
responses ORnLARLJBAUS Blralis1RAMR 1150 HfeHitg USBLE fordgadhg, ot her
requests, since they are transi‘ent tine- or request-sensitive Tesponses.
User data amednptrotoijodc trefdmcithiem dremdin icplesy ére yniandnize nighal gorit hns used
to manage the cache. They persist and are valid until del eted, by the user.

Vb page deSMGHBEs Od CORMMRMACRF 1ATVE 9B RS GV Stat @ity ¥t requires
onty SIp! echRh8RaChEqon M HAM Hdke RaMifit colyent ent vay Tof
ec or

bui | di ng el ronic forns b interaction. formtags allow a Wb
user to makacgehpliished oMonvdriling ahetatdladd MOxeSockesEpLect from
radio buttons, to enter text into a text field or a large nulti-line text

area, and tprpeskodst odn HIMA dmt.o Whed itent Assarvest espesific acti on button,
the entered data i§ sent .to g_\\b server designated by, the action with
nanme/ val ue B&PF?P%&S&C&&#_%% éﬁ'réé‘@fﬁtsl sil?ﬁ')%’t%f? et G each val ue
represents theeoisehny MUl ed ldhcd niaddidd @ty dhgre may be hidden
fields, which, carry 14 0 C T 2003 preset values that a Wb server

sent al ong firehueheyf eifmcoiress dutdaers val ues are sent back to the server
.together with the values in visible fields. h Like any HTML gﬁgé, an HTML
nt

‘form can be cached forll¥ gR@r@ticn, AhCordhifpt St PreREFRP ion, a
cached HTM. r it.ed f. 1,:SS4 t 1 SSi on again
with di fferfé‘]%‘t81 sl )é?elr%gfl?t. ?ré e%%?p?‘%fﬂti 4363}11%:% ﬁaprﬁ%p%%%%\pg%ﬁl d be edited

agai n and agaich WelsidwiidrdiddEnl GRaeh raauests. amiméanly, an
intranet data entry formsuch as a patient adm ssion formcould be edited
to correct #hexedomey be rmplovsd midibrany etbinikrowesr datBotlrthedi ff erent

patient. M f qr.ns e ani ngfully .cached, f i ndependent ture
subni ssi on %@Eﬁ&e ﬁ"ﬁ’g@% tag"earc : %F%?}fﬁﬁ ealbq‘léﬁ:%fr n?d?ﬁ?cé'f%ct i_% nodel or
contai n sel bheURICicENta MRk Hlfie 0 ddwdi £ hes VieR. opett Caki @ReCaN
accept a submission in isolation. In a nobile environnent, disconnected

f or m subm s&S31 scaradet.erid time yatovtusd vingediatigsky sasvelne worowseserver i s
not reachable. This allows nul.t. data entr filled w thout

| to b
connecti ng & BN STet : C@cgb’ﬁrp%ef(%qqfeor?%-%‘b?o’? e‘fsge‘? S‘ﬁ%‘?'%n of the

present i nveRileenhi t3 YahiGhAh Wiafdnd e A1dB @t haYee AsgaNCELLO
review, approve, or ‘edit thembefore they finally are sent to the server.

As descri be&Sdbowachea ifopopralates thyeatestp@ssemyf iVl tipageequels t bé
operations of Figure 4. carried out to create an entry_in the request queue

“correspondi W§P SeEE TS| 13dd PHReFEITheLi |- reRfif bYSHTM OPageSSTthe user
obtains a caghed HEM- f A4S %Ajﬁeturné?]?%ﬁtﬁécfgéggﬁ% 3t629 The user

fills in the formand submts it using one o e actrion ons. Wen a

formis submhiet edquds .nane/ val ue pairs together with the originating form
URL are stored and queued. |If the user requests the same URL form again and
submits a new resul t, Thee pEFUbMEEHHLOR Reptesaply agkiitaeadt Ae previ ous

virtual socket system such as is illustrated in
commonly assigned United States Patent Application
Serial Number 08/601,804 entitled CLIENT/SERVER
COMMUNICATION SYSTEM, Attorney Docket No. RA895-0154
the disclosure of which is incorporated herein by
reference as if set forth fully. The present invention

also preferably utilizes the data reduction techniques



v subni ssion. Every submission is counted as a separate entry.in the queue
for automati c subm ssion when a connection becones avail able. These entries
remains stored until they are deleted by a user. Figure 6 illustrates the
re-editing process of forns utilizing the prese i 3 This reediting
utilizes the forns in the queue of Figuse 4. Asnlequnmglgggre 6, a list of
available forns in the queue is provided to the browser (block 100) and
user input selecting a queue entry is obtained (block 102). An HTM. page
may be pres : th i ay. 1t y i gaeye which may
be accessedggéggébﬁgpgﬁ #%E\éxg&%ﬂg?@&%eh%%@géq %gzuét%a&t'?%? m cor r espondi ng
to the URL mpplheateom geedalo Namibeiratos f60e Euetht Bledt TIgEobt ai ned from
the |l ocal cache lgbl ock 104). The base formmay be retrieved based on
previ ously FRFERENT GACHINGIiSYATEYy e smey Pastkethdie orkA2 vien086e bl ank
formis first .fetched fromthe.server. .the ient side intercept inserts
hi dden val uagdi Atto “PRE°ATIL 2581 E Mtrﬁ%g'ttzﬁ:e%sp?g%?%tthe browser. The
hidden i nfoppplieatibeal udes ahoNunides @ Aonatdgw deftli@ney t he form nunmber
within the page. To re-edit the form the blank formis retrieved using the
hi dden DIFTERENCIOIG3 CORMUNAI QAT TN tHH ST RIG thle fdisd bosiRtesho£h i s
stored with the request in the request, queue to associate, the request with
the formthﬂplﬁé‘né?aﬁéﬁ%ﬁér@é&&egﬁ?elﬁé’}f FsherrPEhequbhictet equest are
scanned to @rg%gg ang value pairs in the request (block 106). , If any
match i s found, the fault selection or input value is then changed to
reflect the user's subiiss ehe Pragded08nveprinmihLarandholld bet aken wi th
Web pages that consist of nultiple HTM. fornms, since they may use the sane
field namesdpAcHiibrer wiAths yisFRaas thher efigiele NAJVRFPWEEH t he present
i nvention, subforns.are_assigned uni que_ identifier. and.tracked so that
t he proper %BE’mlﬁg{i}lﬁé’ rag?ziﬁ 5’&‘“931% eCt ea%eer‘f%l%a ko r%}%é l?%qﬁgt. The
original input1f geMappddalad e Sy RAbILONSINICE eth thid 4LPEPOPRE tO
request has already been received, (block 110) then, optionally, the
submi ssi on benedn tisapnide adepindearkhyofa thenkporesearne irspopsensoayhat the
user may view the results of the suhm ssjion (block |12). Oherw se, the
reconstruct & SPeE’&e@'F 1EVSToWN “i Q%%rﬁ%el?r?‘ﬁ?e’é%i??ﬁﬁcb?t?ﬂe user

(bl ock 114) .4 e bt {,Sti e b Ltten
with the neyvlléglt a, %g?igl%p%cﬁlgﬁxy&ts'hen%s%' %%wés%ﬁlcse@%(' tﬁ%?é{ggﬁ{é\%v entry

i n the queuands pgogtiate throfucit sa dieathe epvernsck aihwent henuser to use a
filled out formas a tenplate for creating additional requests with simlar
data with. SRPREFtiGR Mitdharltigke IEPVFRYreRGHgSOBRENEBRELRTCcat i on,

t here have Qﬁ@@l di f%ti:i%%‘%qsti@ %%t&fféﬁéﬁg&@@oﬂ@@ﬁéiﬁf ﬁgabnventi on.

and, al t hough speci erns are enp 03 they are
used in a gedée dnaedcdPiChideiuless SRNSRI Athen anshmehitate pWi pRS€ReOf

limtation, the scope of the invention being set forth in the follow ng
‘cl'ai ns. server-side intercept module of the web server or web
| proxy.
Furthermore, while the present ivnention is
described herein with respect to both a client-side
intercept module and a server-side intercept module, as
will be appreciated by those of skill in the art, only
a client-side intercept is required by the present
invention. Thus, the present invention should not be

construed as limited to systems having both a client-

side and a server-side intercept module.



- 32 - 140 CT 2003 CLAIMS: 1. A corrput'er program for comrunicating with a
web browser executing on a renote/ nobile processing systemwhich is

tenporarily and intermttently connected to a sxgnﬁﬁgﬁﬁfr t he conputer
program conpri si ng: conput er-readabl e programc ng.in a

persi stent request queue at the renotelémobile processing system a request
fromthe web browser to a server application accessible to the second
conput er; conputer-readabl e program code for providing an interimresponse

to the web browser imMHe st Oidvént amestovidant Berclient application;
and ~ conput er-readabl e programcode for recalling the stored request to
al | ow user ampygichzadwn usfquesat and coespeuest PPPFessingt Waichguest bei ng

2 *h compuBET TSR ORISR SRS oF CHRF SEBnBY G Hgouor o

comput GV'W&M{&%%B@%&&%&E 16684, t hReghiaged neguest to the
second conputer when the renote/ nobil e . data processing systemis connected
to the secartcaiglitiartexoiily efor doalabyeopndgpactesdéngor Wheaei vi ng,

t hrough the second conputer, a response to the request fromthe server;
conput er - r EREIAEE HreRJIRkE Dt RO rragel F g Y AeSrESHoARE E62LNE Adquest at

Lhe 1 enot el ol | ¢, P QRESSL ML SYBL o1ty @NdCRTPUL gL ok 7flaRh ) Pr 00 am code f or

associ ati ng response he st ored ques A conput er
progr am aceyrdifMiced GvKd i Feue S8 t B&Mp TOLRI AARNGaPONAYL ahyr edehdll e program
code for providing the stored response to the client application. 4. A
conput er preogitah doedrhi reratoad page 2tof uevhew tbapptsthg. of one
~conput er -readabl e program code_f or grovi ding_a List of stored rtequests to

‘the web br Ss&°Forr Y T ati RSt 3tﬂ§egx’19ry for each reques

conveys the state of the request (not started, in
process, or complete) and contains a link to the
response page if the request has completed.

The'present invention also provides for
disconnected operation when the remote/mobile data
processing system is not linked to a computer with
access to a server application. Users can'operate in
either synchronous or asynchronous mode. In either
case, when the loss of a connection is detected, or if

N dommunicati@nﬂis not possible (e.g., out of signal

’ range), requests may be queued and held for later
processing. When communication is re-established,
queued regquests are automatically processed in the
background. This capability enables a user to continue
to be productive offline. Furthermore, in many cases,
all the pages needed for a transaction may be stored in
a local cache and no communication is required. These
operations will now be described with respect to Figure
3 and the flow chart illustrations of Figure 4 through
Figure 6.



1 '-33 conput er-readabl e program code for accepting user input to select one
of the stored requests in the list of stored requests; and

conput er -r eadabl e program code for providing to PPS fg?lgaﬁmser, t he
associ ated response to a selected one of the |ist” df r equest s based

upon user input. 5. A conputer programi&eccording to Caim?2, further
conpri sing: conputer-readabl e program code for notifying the user of the
avai lability of the received response when the response is received by the

renot e/ nobi | e data preg¢gasiend SMILRFrAML ORI e ifRSSEDE eaRFLIr am code
for providing the response to the web browser if the user requests the

response. 6précesapugesyptegr arniddedmyi rg partdailad, embedmensadfi conput er
r eadabl e progran1code for storing a_request fromthe web browser conprises:

conput er - r €2ABHPECFRBEr ARVESHE For HDH Qﬁ?e%PlfﬁﬁP?%w%idésbciated with the
request; COPBH&EE7Q§QQ§QIﬁaQ%pgﬁQQ%%%ﬁgﬁ%gﬁﬁﬁéﬁﬁg%g%“?%ﬁdégpyﬁ'aSSOCIated

with the request, conputer-rea assocCi ating the

stored userapppiitavibh shehstaer ed wdbVibrcwrgar A0 At itigg ©f ogham
according to Caim6, further conprising: conputer-readable program code
for provi di Agmate/mpbiflestated prspessting syatemdb brReseestor fpewsent ati on
to a user; conputer-readabl e proogram cqode, for ac ing user input to

sel ect one_BgetﬁE°¥F8Feg%r@&Gb QQ?Qﬁ%?qigﬁ Qﬂ(§§%#E£FQ%ﬁ%%sts; and
wherei n sai ghe@iRULeby 83dahl£ Areuam Lofe-dpledeCRldbd oz ecatls the
stored request selected by the user i1nput. 8.7 A conputer program according
to daim7, raebqeests da d¢dheomadherst eptald 68 praogy proaoskesédrbyesal |1 ng the

stored request conprises: conputer-readabl e programcode for recalling the
stored for miadBoEPArEs WA U PTARRRERT 33 which carries out the

requests when a connection is established to a second
computer having access to the server specified in the
requests. When these requests are processed a service
thread 34 is initiated for each request to carry out
the request. Responses to the request are placed in
the cache 35 and associated with the request from the
request queue which generated the request. Such
association is illustrated as a dashed line in Figure
3. The solid line in Figure 3 from entries in the

2 request queue_to the cache represents the association

| of the request entry with the form used to create the
request. Such an association allows for editing of
requests by a user even after the requests have been
generated. Optionally, both the requests and the
responses may be associated with the entries in the
queue so that both the request and the response may be
provided to a user.

The request queue 32 is a list of requests

that have been received from the browser by the HTTP

Request Interceptor 31, along with status and control

[ EILG )



, r ~, -34 conputer-readabl e programcode for recalling the stored user
i nput associated with the request; and conputer-readabl e program code for
providing the recalled formand the recalled user input to the web browser

SO as to recreate the formw th the user input. 9L4A @3 pr ogr am
according to Caim8, wherein said conpiter reada Ie@ code for
providing the recalled formand the recalled user input conprises:

conput er -r eadabl e program code for scanning the recalled formfor naned

fields in tHaflresidiesth f orBacle arqulest rebsindhie pholudaescalle b@r theanni ng
the recal l ed user input for nane/value pairs in the user input; and )
conput er - r eddfOrEatiag sncdged diravibeibroveer déehal HTEB| Beefdewrsor user

i nput of th d fie inthe recalle formvvithtge val ue_of a .mat chi ng
name/ val ue %éll%?rgf% 0,%‘-}4_}’3_ ‘use li%pﬂcl.ovﬁ.ch%\e corputEk ?o@?aﬁ?ﬁ@@gﬁ ing to
Caim8, fukih@he EHHGt GONRIHEF -t Baslabl Badh ogegirsede1EREndet er m ni ng
if a response to the recalled stored request has been stored at the

r enot e/ nobi B sgathe Il cdsdiengirsiotmat iemhsopplaeedr watdhbtbepr ogr am code

for adding a link to the stored response to the recalled formso as to
provide to tRAUGSS gt}pre‘rr}q]r’r}{iG{%ar axneOt bhedPFegpsfsethat. A

conput er pr@l%rsa@eae%%aai@% 3%%%&53&%;&&5& h@é%gggeriéhaga list of

conput er - r eadabl'e programco accepting u hput to Févisé an

ori gi nal reqeesiidiremudik WP Y ases. SO as to provide a revised request
based upon the original request nodified by the user input; and
conput er - r eadabl e pr odirgaicddoagestind ngnstreuecevpgednaggadse be t he

reéquest queue,_ 12. A conpyter program according to Claim 11, wherein said
‘conput er regﬁéaﬁcelaptreocgrwg%q'toadetp?o&%% ort n@l? hﬁg%$?§e8u?8ﬁue§9rcomri ses
conput er - r eae@i OF 0G aMveigde d& 18Pl BShién t hei £ egegbubMiheckequest
queue with the revised request. ,..s
: expensive to download graphics embedded in a page. If
graphics have been suppressed for this request, this
processing control information will be included in the
request element. The request queue pergists across
client sessions.
Internally, a request consists of a set of
attributes. Each attribute is a name-value pair. When

the request is created, it is given attributes. that

contain the browser reguest. As processing proceeds,

—

attributes are added describing the progress, any
status information returned from the browser, and so
on. Some attributes, such as the progress indication,
are per request. Attributes may also be per queue, and
in this case control processing for all elements added
to the queue. Per-queue attributes are used to support
multiple queues that handle requests in different ways,
based on their source or the characterisits of the
request. Thus, according to the present invention, more

than one request queue may be created and requests may



v ~, - 3 - 14 OCT 2003 13. A conputer program according to Caim1l,
fqrt'her conprisi-ng: conputer-readabl e program code for determning if said
renot e/ nobi | e data processing systemis |linked to the second conputer; and
wherein said conputer-readabl e program code for 1si;oﬂi0fﬁ sai d

conmput er - r eadabl e program code for provding are store and provi de requests
if said conputer-readabl e program code for determ ning determ nes that the
renot e/ nobi | e data processing systemis not |inked to the second conputer.
14. A conputer gurtomuetm g by csofoed conbuntbat Apprapriageweicheonsen
executing on _a renote/ nobjle_processing, systemwhich is tenporarily and

i nt er mi t t entiBPYE AR AL IR REcHhd EghﬁﬁFe?}d?hénESﬁﬁ&PSr PBr m product

conpri si ng: g@dr}é%@q%aﬁ%%%f%ga%éfggéglggeg\gsggdg_ﬂg}lggvi ng conput er-readabl e

pr ogram cod ans rum- s conput er -r éadabl e program

code neans conpri si ng:B&EcHpsd et hé epfabert piageanicadallewmss foar «HHOring in
a persistent request queue at the renote/nobile processing system a
request fromife MEICEFDIRGrusbng sppYbeabppnBcEUFHnagc@ePIINEER 0 t he

second conput.er: conputer-readable program code neans for providi ng an
interimr esﬁgﬁs‘g‘ tvber?%e‘?%\%bglb‘?%mt@: ?ﬁ?@EBBREE P8 ?ﬁé’er é’&pl?gsetssﬁfﬁ‘gh the
client appligfaddihe el CONRUASINERRIABLE BhEghRILARIE RANS frftfw I €cal i ng
the stored request to allow user nodification of the stored request prior

to the requestebheimepfavesied Thusheaseovddingohputbe fpaesemdansm ssion to

the server application. 15. A conputer program product according to Caim
14 further CHRRTSIOR: thnpupeerr8augBYeShr 68Fa c@&élﬁg ff(ﬁog“

transmittinghe ééﬁé?dtﬁgqygéé?ﬁget 0g ﬁ?S@@Qeﬁongg%ria%q&ct)n ont

rermot e/ nmobi I e dat & processi ng stem s connecte the s conput er;

conput er - r eastedda Pl Ogr G €pdente2AacEOremat eV uaghaniyedigh drhex second
conputer, a response to the request fromthe server; conputer-readable
progr am codeCamlamsniss, shevewgri heheebpowseri § spaanEdEsSstmagt be

extended with mechanisms and interfaces associated with
the off-line processing of the present invention.
Because the browser is an immutable piece of
code with respect to the present invention, a stand-in
page may be returned whenever the remote/mobile data
processing system is operating asynchronously or
disconnected from the second computer and cannot
| satisfy a user's request from the cache. This page
contains an explanation of what has happened -- "Your
request has been queued for later processing" -- and,
if requested, displays the current status of all
pending requests. Note that as far as the browser is
concerned, this stand-in page is the response to the
request. In other words, the browser retains the
request/response mechanism, while the intercept module
utilizing the present invention handles the details of
responding to the request. Furthermore, the same

mechanism may be utilized for both disconnected and



. the renote/ nobile processing system and a - 36 - 14 OCT 2003
conput er -r eadabl e program code nmeans for associating the stored response

with the stored request. 16. A conputer program d ding to daim
15, further conprising conputer-readablﬁgprogranpigdzﬁzggzgdéor-providing

the stored response to the client applitation. 17. A conputer program

product according to Caim15, further conprising: conputer-readable
program code neans for providing a list of stored requests to the web
br owser for FYESHRCNGUSH HesTuE flsr in clohpbt aR- tREAEBRELPRAYr RATE0dE neans

for acceptigacuser.d MUt L0 seloct, one ofothestoced peguests o the | st

of stored réquests;, and conmp € program code neans rovi di ng

to the web browser, thassRaiBF€ly| eSROBSEiIbR BosekeakAdrenenal the |i st
of stored requests based upon user I1nput. 18. A conputer program product

accor di ng t su@irging PRge wathear comn ilseéhng pvepentedr watthbhs progr am code
means for notifying . the user of the availabi]Jity of ,the received response
when the reéﬁﬁéé@q qaﬁxﬁgkﬁPY%P $E@?%n%?¥/hﬁb¥Fé£H§F§'prggé§sing syst em

and conput egi-aadablR, HOGH ga30y LoruPhoubdkade! DBal e3PeRge Lo the

web browser i'f the user requests the reSponse. conput er program
product accordwsgr.o Grimmthe wder es npshnt obnpiewy - aeddakl @ésprogram code
means for storing a request fromthe web browser conprises:

conput er - r e§ddisked i dhe ROWRER sTemR 188 0PN NEhENSAMRLPREEM associ at ed

AL TR e LR N
: invention queues the request in the background.

The present invention will now be described
with respect to Figures 4 through 6 which are flowchart
illustrations of one embodiment of the present
invention. It will be understood that each block of
the flowchart illustrations, and combinations of blocks
in the flowchart illustrations, can be implemented by
computer program instructions. These program
instructions may be provided to a processor to produce
a machine, such that the instructions which execute on
the processor create means for implementing the
functions sbecified in the flowchart block or blocks.
The computer program instructions may be executed by a
processor to cause a series of operational steps to be
performed by the processor to produce a computer
implemented process such that the instructions which
execute on the processor provide steps for implementing
the functions specified in the flowchart block or
blocks.

Accordingly, blocks of the flowchart

illustrations support combinations of means for



1 14 0 C T 2003 conput er-readabl e program code neans for associating the
stored.user. input with the stored HTML form 20. A conputer program product

according to Claim19, further conprising: conp I m, hl.e program code
means for providing a |ist of stored rg uests tgﬁhgﬁ%&/\ser for
I

presentation to a user; conputer-readalfle program code neans for accepting
user input to select one of the stored requests in the list of stored
requests; and wherein said conputer-readabl e program code neans for

recal | i ng reesfPsming Sher specddiest fawadcians bycomeinaeionmpuf. 21. A
conput er program Qroduct accqrding to d aiJr wher ei n sai '

20,
conput er - r e8t&BFe BF 0§PEFPEBFEIERSs SRS Iﬁ“}fbc'ﬂfén%t%?‘gd request
conpri ses: ﬁ?g@i‘é\nﬁr iﬁ%ﬁ?ﬁ@t‘io’ﬂr ALY Wﬁ”@@lﬁn{)ﬁg L@gﬁl%‘%io%g@ds" ored

f orm associ at th the request; conputer-reada means for

recal | i ng tfenstbord.uset wiplt adssoticatetdiedddodd e i uesth BIskk
conput er -readabl e program code neans for providing the recalled form and
the recal | e@fuskp FApUELREL: Ad lust datdwna, sndsabinatiens efie formwith

(e, et | b2 GETRIL I B S0r L Ao e 0 O m 21

wherein said conputer-reée viding the

recal | ed foimpastehbedr Bgakbediuepuriide m&%b%@%&%térﬁ@dabl e
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conmput er-r e‘éﬁ‘ﬁ%f‘gabF‘BBFaﬁécc?@@cﬁ'éin?W%6}%54"??9“% HRNYFARUER®R| ecti on or
.user input ofisthbg-papgd field in the recalled formw th the value of a

mat chi ng nane/val ue palr fromthe user input.
Figure 4 illustrates the operation of a

client side intercept utilizing the present invention.
As seen in Figure 4, the client side intercept 30
intercepts a request from browser 10 (block 50). The
client side intercept then determines if the response
to the request is in the cache (block 52) and if it is
the cached response is returned to the web browser
(block 54).

If the response is not cached, then the
client side intercept determines if the data processing
system is connected to the second computer for access
to the server (block 56). If the data processing
system is connected then, if requests are not deferred
(block 58), the request is sent to the second computer
(block 60). However, if the data processing system is
either not connected or request processing is deferred,
the the request is stored in a request queue and an
interim response is provided to the browser as the

response to the request(block 62).
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LAN or dialup connection is available. The hold
attribute is also applied to any outstanding queued
requests remaining when the client is first started.
This avoids surprises when switching from an
inexpensive link to a potentially much more expensive
wireless link.

As is seen in Figure 4, the first step in
handling a queued request is acquiring a connection to
the second computer with access to the sexrver of the
request (block 64). An attempt is made to get a
connection when a request is first received and, if a
connection is not established (biock 66), attempts will
continue until a connection is made, either by the
queue processor or due to other activity (block 70 and
block 64). An exponential backoff procedure is used to
control the delay between connection attempts (block
68). Thus, the time between attempts to connect
increase as the number of attempts increases. This

backoff procedure provides responsiveness when

g S o
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Because the present invention provides a

transparent HTTP proxy that will work with any browser.
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"7"nf""##a35f§aser so that the browser and the user can continue
(see block 62 of Figure 4). -Similarly, HTML pages and
embedded HTML information may be used to report status
to maintain browser independence.

Status of an outstanding request can be
reported in any number of ways, including: an optional
completion popup, an optional status bar embedded in
the top of returned Web pages, or on an HTML page that
summarizes the state of the queue.

The popup let users know that there is a
newly completed page to view on the background page,
and lists the URL of the page. One of these popups is
generated the first time new information becomes
available, and then further messages are suppressed
until the user has visited the page and viewed the

"~ information. This allows the user to get an
asynchronous completion notification without being
overwhelmed on faster links. |

The user may also chose to embed a status bar
describing the state of the client side intercept in
each returned page. This status bar includes
information on the number of requests that have been
completed, the number outstanding, and the number held.
It also includes a textual version of the popup stating
that new results are available, and links to various

generated status pages.
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that has been made processing the request, using a
visual indicator such as the model of a traffic light,

where:
* Red: Request has not been sent

* Yellow: Base page received and embed(s)

pending

* Green: Request complete

Graphics may also have a distinctive look apart from
its color such as red being an open circle, yellow a
half-moon, and green a solid ball. In case of error
(e.g., the request was sent but the base page could not
be retrieved), an X may be placed across the traffic
light symbol to indicate failure.

} Along with tkhe status graphics, options to
delete or hold a request may also be displayed. In the
case of forms, the user may also view or re-edit the
request. If the request has completed, a link to the
cached result may also be included on this page.

In order to provide URL-based access to the
background queue and other internally-generated pages,
the domain name of the client side intercept may be
used (e.g. artour.web.express) coupled with other
options as appropriate. For e#ample, the background

queue may be accessed accessed via the URL
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reported to a user. Requests move through a series of
states as they are processed, starting with submitted,
to processing begun, to initial page retrieved, and
finally to completed. As a request moves into a state,
an event describing the transition may be sent to an
internal event manager. The internal event manager
receives status of requests and forwards status
information to other components or applications. Other
components may register with the event manager to
receive events, filtered by event state and other
criteria. Processing events can be used to generate
dynamic interfaces the client side intercept. The popup
notification is one example of the use of these events.
After a response is received, the response
also needs to be saved for future off-line viewing for
the user. However, when a browser makes a request and
receives a response, it typically handles it in one of
two ways. If the response is expected to be relatively
static, it is cached by the browser so that future
requests to the page can be handled quickly. However,
if the page is a response to a forms request, or is
otherwise generated (so-called "cgi-bin" requestsg), the
browser only displays the response, and doesn't cache
it, since the response is typically different from one

cgi-bin request to the next. Also, with objects that
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(block 86) as a new category of cached information:
user data. These are data that have been retrieved in
response to a user request, and only have meaning in
the context of that request. Unlike normal web data,
user data objects are only accessible as responses on
the queue status page. They are not used to handle
other requests, since they are transient time- or
request-sensitive responses. User data are not subject
to the normal coherency and aging algorithms used to
manage the cache. They persist and are valid until
deleted by the user.

Web page designers often employ HTML forms
for data entry that requires only simple interaction.

T HTML form tags. provide a convenient way for building
electronic forms for Web interaction. HTML form tags
allow a Web user to make selections from a list, to
check on/off boxes, to select from radio buttons, to
enter text into a text field or a large multi-line text
area, and to push action buttons. When the user
presses an action button, the entered data is sent to a
Web server designated by the action with name/value
pairs, where each name represents an input field and
each value represents the user’s input in the field.

In addition, there may be hidden fields, which carry
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10 cached for future use. According to the present
invention, a cached HTML form'may be edited for
submission later or resubmission again with different
user input. For example, a search input form could be
edited again and again to send out different search
requests. Similarly, an intranet data entry form such
as a patient admission form could be edited to correct
data entry errors, or resubmitted with new data for a
different patient. Most forms can be meaningfully
cached for independent future submission because they
either have a simple one-form interaction model or
contain self-sufficient hidden fields so that the Web.
application can accept a submission in isolation.

In a mobile environment, disconnected form
submission can extend the productivity of users even

{.i when a server is not reachable. This allows multiple
data entry pages to be filled without connecting to any
network. Also, with the re-editing function of the
present invention, a user can draft a few forms and
have a chance to review, approve, or edit them before
they finally are sent to the server.

As described above, a form may be treated as
any HTML page and the operations of Figure 4 carried
out to create an entry in the request queue
corresponding to the filled out form. Like regular HTML

pages, the user obtains a cached HTML form using a URL.
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submission is kept separate from the previous
submission. Every submission is counted as a separate
entry in the queue for automatic submission when a
connection becomes available. These entries remains
stored until they are deleted by a user.

Figure 6 illustrates the re-editing process
of forms utilizing the present invention. This
reediting utilizes the forms in the queue of Figure 4.
As seen in Figure 6, a list of available forms in the
queue is provided to the browser (block 100) and user
input selectihg a queue entry is obtained (block 102).
An HTML page may be presented to the user to display
the entries in the queue which may be accessed using
hyperlinks.

Based on the user input a form corresponding
to the URL of the form used to generate the queued
request is obtained from the local cache (block 104).
The base form may be retrieved based on previously
inserted data indicating the origin of the form. When
the blank form is first fetched from the server, the
client side intercept inserts hidden values into the
HTML before returning the page to the browser. The
hidden information includes both the originating URL
and the form number within the page. To re-edit the

form, the blank form is retrieved using the hidden
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- request with the form that generated the request.

The form and the qpeued request are scanned
to match name/value pairs in the request (block 106).
If any match is found, the default selection or input
value is then changed to reflect the user’s submission
(block 108). Special care should be taken with Web
pages that consist of multiple HTML forms, since they
may use the same field names in different subforms.
Therefore, according to the present invention, subforms
are assigned a unique identifier and tracked so that
the proper form may be recalled to recreate the
original request. The original input form and data are
then reconstructed. If a response to request has
already been received, (block 110) then, optionally,
the submission button may be replaced by a link to the
response so that the user may view the results of the
submission (block 112). Otherwise, the reconstructed
('} request is provided to the browser for editing by the
user (block 114). If resubmitted the existing queue
entry may be overwritten with the new data, or,
optionally, the user could select that a new entry in
the queue is provided. Such a feature would allow the
user to use a filled out form as a template for
creating additional requests with similar data with
only minor further input.
In the drawings and specification, there have
been disclosed typical preferred embodiments of the

invention and, although specific terms are employed,
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on a remote/mobile processing system which is temporarily and intermittently connected
to a second computer, the computer program comprising:

computer-readable program code for storing in a persistent request queue at the
remote/mobile processing system, a request from the web browser to a server application
accessible to the second computer;

computer-readable program code for providing an interim response to the web
browser in response to the request from the client application; and

computer-readable program code for recalling the stored request to allow user
modification of the stored request prior to the request being provided to the second
computer for transmission to the server application.

2, A computer program according to Claim 1 further comprising:

computer-readable program code for transmitting the stored request to the second
computer when the remote/mobile data processing system is connected to the second
computer;

computer-readable program code for receiving, through the second computer, a
response to the request from the server;

f ; computer-readable program code for storing the response to the request at the
remote/mobile processing system; and

computer-readable program code for associating the stored response with the
stored request.

3. A computer program according to Claim 2, further comprising
computer-readable program code for providing the stored response to the client
application.

4. A computer program according to Claim 2, further comprising:

computer-readable program code for providing a list of stored requests to the

web browser for presentation to a user;
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of the stored requests in the list of stored requests; and
computer-readable program code for providing to the web browser, the
associated response to a selected one of the list of stored requests based upon user input.
5. A computer program according to Claim 2, further comprising:
computer-readable program code for notifying the user of the
availability of the received response when the response is received by the remote/mobile
data processing system; and
computer-readable program code for providing the response to the web
browser if the user requests the response.
6. A coinputer program according to Claim 1, wherein said computer-
readable program code for storing a request from the web browser comprises:
computer-readable program code for storing an HTML form associated
with the request;
computer-readable program code for storing user input associated with
the request; and
computer-readable program code for associating the stored user input
with the stored HTML form.
j 7. A computer program according to Claim 6, further comprising:
computer-readable program code for providing a list of stored requests
to the web browser for presentation to a user;
computer-readable program code for accepting user input to select one
of the stored requests in the list of stored requests; and
wherein said computer-readable program code for recalling recalls the
stored request selected by the user input.
8. A computer program according to Claim 7, wherein said computer-
readable program code for recalling the stored request comprises:
computer-readable program code for recalling the stored form

associated with the request;
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associated with the request; and

computer-readable program code for providing the recalled form and

the recalled user input to the web browser so as to recreate the form with the user input.

9. A computer program according to Claim 8, wherein said computer-
readable program code for providing the recalled form and the recalled user input
comprises:

computer-readable program code for scanning the recalled form for
named fields in the recalled form;

computer-readable program code for scanning the recalled user input for
name/value pairs in thé user input; and

computer-readable program code for replacing the default selection or
user input of the named field in the recalled form with the value of a matching
name/value pair from the user input.

10. A computer program according to Claim 8, further comprising:

computer-readable program code for determining if a response to the
recalled stored request has been stored at the remote/mobile data processing system; and
computer-readable program code for adding a link to the stored
i : response to the recalled form so as to provide to the user a hyperlink to recall the stored
response.

11. A computer program according to Claim 8, further comprising:

computer-readable program code for accepting user input to revise an
original request from the web browser so as to provide a revised request based upon the
original request modified by the user input; and

computer-readable program code for storing the revised request in the
request queue.

12. A computer program according to Claim 11, wherein said computer-

readable program code for storing the revised request comprises computer-readable

program code for replacing the request in the request queue with the revised request.
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omputer program according to Claim 1 further comprising;
computer-readable program code for determining if said remote/mobile
data processing system is linked to the second computer; and
wherein said computer-readable program code for storing and said
computer-readable program code for providing are store and provide requests if said
computer-readable program code for determining determines that the remote/mobile data
processing system is not linked to the second computer.

14. A computer program product for communicating with a web browser
executing on a remote/mobile processing system which is temporarily and intermittently
connected to a second computer, the computer program product comprising:

a computer-réadable storage medium having computer-readable program code
means embodied in said medium, said computer-readable program code means
comprising:

computer-readable program code means for storing in a persistent request queue
at the remote/mobile processing system, a request from the web browser to a server
application accessible to the second computer;

computer-readable program code means for providing an interim response to the
web browser in response to the request from the client application; and

computer-readable program code means for recalling the stored request to allow
user modification of the stored request prior to the request being provided to the second
computer for transmission to the server application.

15. A computer program product according to Claim 14 further comprising:

computer-readable program code means for transmitting the stored request to the
second computer when the remote/mobile data processing system is connected to the
second computer;

computer-readable program code means for receiving, through the second
computer, a response to the request from the server;

computer-readable program code means for storing the response to the request at

the remote/mobile processing system; and
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16. A computer program product according to Claim 15, further comprising
computer-readable program code means for providing the stored response to the client
application.

17. A computer program product according to Claim 15, further
comprising:

computer-readable program code means for providing a list of stored
requests to the web browser for presentation to a user;

computer-readable program code means for accepting user input to
select one of the stored'requests in the list of stored requests; and

computer-readable program code means for providing to the web
browser, the associated response to a selected one of the list of stored requests based upon
user input.

18. A computer program product according to Claim 15, further
comprising:

computer-readable program code means for notifying the user of the
availability of the received response when the response is received by the remote/mobile
1 ) data processing system; and
computer-readable program code means for providing the response to
the web browser if the user requests the response.

19. A computer program product according to Claim 14, wherein said
computer-readable program code means for storing a request from the web browser
comprises:

computer-readable program code means for storing an HTML form
associated with the request;
computer-readable program code means for storing user input

associated with the request; and
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computer-readable program code means for accepting user input to

select one of the stored requests in the list of stored requests; and
wherein said computer-readable program code means for recalling
recalls the stored request selected by the user input.

21. A computer program product according to Claim 20, wherein said
computer-readable program code means for recalling the stored request comprises:

computer-readable program code means for recalling the stored form
associated with the request;
computer-readable program code means for recalling the stored user
input associated with the request; and
computer-readable program code means for providing the recalled form
and the recalled user input to the web browser so as to recreate the form with the user
| input.

22. A computer program product according to Claim 21, wherein said
computer-readable program code means for providing the recalled form and the recalled
user input comprises:

computer-readable program code means for scanning the recalled form
for named fields in the recalled form;

computer-readable program code means for scanning the recalled user
input for name/value pairs in the user input; and

computer-readable program code means for replacing the default
selection or user input of the named field in the recalled form with the value of a

matching name/value pair from the user input.
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23. A computer program product according to Claim 21, further

comprising:

computer-readable program code means for determining if a response to
the recalled stored request has been stored at the remote/mobile data processing system;
and

computer-readable program code means for adding a link to the stored
response to the recalled form so as to provide to the user a hyperlink to recall the stored
response.

24. . A computer program product according to Claim 21, further
comprising:

computer-readable program code means for accepting user input to
revise an original request from the web browser so as to provide a revised request based
upon the original request modified by the user input; and

computer-readable program code means for storing the revised request
in the request queue.

25. A computer program product according to Claim 24, wherein said
computer-readable program code means for storing the revised request comprises
computer-readable program code means for replacing the request in the request queue
with the revised request.

26. A computer program product according to Claim 14, further
comprising:

computer-readable program code means for determining if said
remote/mobile data processing system is linked to the second computer; and

wherein said computer-readable program code means for storing and
said computer-readable program code means for providing are store and provide requests
if said computer-readable program code means for determining determines that the

remote/mobile data processing system is not linked to the second computer.



