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WD 2004/ 059943 PCT/ | B2003/ 006061 1 Quality of Service
for 1SCSI Field of the Invention The present

WO nooansgoan rel ates to Quality of Service in gePer/m2003/006061
and nore particularly to Quality of Service in
network storage systens. 5 Background Quality of

Service (QoS) broadlgygiry f Seivic@idiabpsl k' s ability to
provi de better service o selected network traffic.

ﬁ%gl%?@hé)fﬁv‘énﬂ fcterized by several basic performance
TP a, Including availability, error perfornance,
s pocseat inverionl rektes toaRality & iSepdes intgenrtaki asi Mareqgsticularly to
to network congestion, and so on. 0 Wile QoS for
Quallitynsit9sevidesininetwork atorbge eesterh®ped fiel d, network storage
systenms pose special problems which are not addressed
Backgrsuindart QoS protocol s and techniques. As an
exanple, in an Internet Protocol (IP) network, nost of
therifesmerica{dos) broadly esretse sestwerk's ability kepividerttetter service
Typically, the traffic nay be in the form of downloads
to selebie@ Rtk HRFICE QD chm Be GhaRblerized\by eevibraidiagic perioanarsoe criteria,
QoS techniques are designed to address unidirectional
includiﬁ? aldilagilify! Bffor pSRIaNES, reSpdiisk @iftte, Idd0wefierar door ratswiskion due
stor age, heavy traffic may be bi-directional, such as
to netvidrk Egﬁ%e%tior{,%a s8@n vity or a wite activity. Read
activities may create heavy traffic fromthe storage
SRhNE QdsOfok MRividrke s a fhltlyCivblopsd fiel inbBvark tstoragé egstems pose
may create heavy traffic fromthe client to the
speciaPhrObRER WARE &fe ndPialafesdéd byBforl REQBS Puetscals and ddchniques. As an
equi pped to address bi-directional traffic. A Another
exampE iR HntE et PERodst P nefivdtRMmE&tIEp iheaRéavyl tredfid . frdnn tePserver to
network traffic, nost of the traffic fromthe client

the cliért. TOBEAIF Plerdific ﬁl@?‘%@ﬁﬁ SfITofrh of Bewhlbadd frem filioserirdreto the client.
server. "Consequently, damage caused by clients that

Accordh§ly,NSibr CRMElosARichiighiBs 268 BeSiBné® e laddirgs amighettorias traffic from
typically inconsequential. Thus, prior art QS

serverit§ efigHtaues do not address the issue of non-conpliant
clients. In contrast, in network storage systens, a

NOBRSRIFPIN RdtivorRDstetdgRNheBRY trafit thayf Be iditstiphabfsubleaeyeither a
traffic activities, such as read or wite of data. In

read dedvity 504 wiHRd \WefilitySt READ GctivitRermay Srdake hehwr Baffic et tieostorage
track and contain traffic of non-conpliant clients.

server;qg 'éﬁenf)l%ﬁg Sli.nsco?lﬁéﬁ‘?ﬂﬁi{e\’ad’ii%ie@ﬁ{aywed?é heavyardffi€ém the client to the
storage server. Prior art QoS techniques are not equipped to address bi-directional traffic.
Another network storage issue is non-compliant clients. In IP network traffic, most of
the traffic from the client is negligible in comparison to the traffic from the server.
Consequently, damage caused by clients that are non-compliant with service level
agreements is typically inconsequential. Thus, prior art QoS techniques do not address the
issue of non-compliant clients. In contrast, in network storage systems, a non-compliant
client may initiate a number of heavy traffic activities, such as read or write of data. In QoS

for network storage, there is therefore a need to track and contain traffic of non-compliant

clients. This need is currently not met by prior art QoS techniques.
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WO 2004/ 059943 PCT/ 1 B2003/ 006061 2 The above are just
two exanples of the inability of prior art QS

wo e@hnsgues to address QoS issues for networ KPGT/TB22¢p2006061
systenms. There is therefore need to provide QoS
techni ques that can address the unique and specific

i f Iy fic
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addres%}%tsgﬁg{les%ﬁpéﬁ\%ﬂ% %%SI Vst ThéreI8WdreforsTpedceto provide QoS

nterftace prot ocol over Transm ssion

techniqglggli Rbak 58&@%&@?&@&9?3@& spesitic issaéd bﬁnétﬁoﬂd’éﬂér@@% bystems.

I'rectlona _ etween an initiator and
target that reside on separate network nodes. i SCSI
traffic exploits shared network and i nput/output O

gﬁlofbf sources, and thus is subject to congestion.
BB Yect i ve of the present invention is to provide
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LU includes an iSCSI initiator and a TCP | ayer. The
(LUs).i scsl initiator includes a QoS shaper for shaping one
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management of multiple resources along the flow path from initiator to target, and back.

Some embodiments of the present invention may constrain iSCSI traffic to a certain
portion of the network bandwidth, thus allowing other traffic sufficient quality of service.

According to one aspect of the present invention, there is therefore provided an
initiator adapted to provide quality of service for an iSCSI environment. The initiator includes
an iSCSI initiator and a TCP layer. The iSCSI initiator includes a QoS shaper for shaping
one or more PDUs according to QoS policies. The TCP layer receives the PDUs from the
iSCSI initiator, and includes a QoS marker for marking the PDUs according to the QoS

policies.



25

Preferably the QoS policies include policies for

network resources and policies for 1/O resources. In
w@bkdogs®id ve enbodi nents, the PDUs are commandP@DiBER003/006061

such cases, the shaper shapes the command PDUs before

they receive conmmand sequence nunbers. 5 In other

@ré@éﬁ@ﬁh%&m%igggﬁﬁléde JteieERMh etk dadaurddeldaaitiicies for 1/0

conman _ ata PDUs and command PDUs are
resourshaped before being received in the TCP layer. The
$esent embodi ment may al so include a second shaper in

he TCP._| T
o P e M SR R RS oo e
anot her aspect t i ' '
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commands it d ; .
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raffic froma non- [ _

oS S SR O B e
resources. | PDUs h d [ .
GRS pbES aoreReBc bR Tl (Bel PGRRAPOcea o

target Beco Prpwge et bl appL e ifherty Thg bt otuces &

firt ar@%%eéﬁiééf%%%&@_ﬁ‘«%% W or more of the associated
cl asses o r ar he .20 . ' :
S eheRs S, 1ot 505 i Bog Rafeh T By Bog, o i

cce oo g o Sbepbe BTGB iy BREIE 885 b

erefore [

s st GrS mbm e S BrtRBEL B P o
system includes one or mpre initiators, and, one or .
bhesacend S1o8 CATmPAGAEISANB I HENEISAN MRICISFTRoB S SagLges: 1SCSI
i ncludes a service |evel agreenent SLA)S’ agent. The

PDUs atfeshaped ant maskeacamirding i °Sipﬁ|"i"?saéfd§9 hnd targets,
and provides the initiators and the targets. V\fith t
CBErhaeb: de (aNITOURGE SRS e PRIy J0geR it (- Each of
alternative enbodi nents, the QoS policies used bg 1 hg

the Lysihavernuitinde dash-getsraist eashypf the task-sets have an associate class of

service. In some embodiments, two or more of the associated classes of service are the
same. In alternative embodiments, two or more of the associated classes of service are
different from each other.

According to another aspect of the present invention, there is therefore provided a
system adapted to provide quality of service (QoS) for an iSCSI environment. The system
includes one or more initiators and one or more targets. In some embodiments, the system
also includes a service level agreement (SLA) agent. The agent communicates with the

initiators and targets, and provides the initiators and the targets with the QoS policies.
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the QoS policies used in the target. Additionally, the

initiators and the targets may support a mnultiplicity
woogepmnnat e connections for a nultiplicity ofPCl/moes006061

of service per an i SCSI seksion. 5 According to yet

anot her aspect of the present invention, there is

I afh a8 &ﬁ@%@@%ﬁ e (&S5 PYfdieyuspp) 81 hRiktoraré dFStent from

envi ronnent . S systemincludes a plurality of

the Qo% :p})ﬁc%s &&%h?l@]&ﬂé’é&n AQLHbhAN ﬁr%-ini%rsoénd'@hg%ﬁgfetst Mgy support a

t
ter specificatton attributes are adapted t

- L1Cety, JIiBi | -
muitipif] bE Sénd B bor Bl (P FRUEF BBEEIS &1, BeRide péian iS0S!
four-tuple, iSCSI 0 session id, LUN, initiator user
Td and/ or application identification attributes.

ternat.i [ Jof | ' fd i
AekSEbYB FobPEommig! LERePRRRRL MG ATkL 1 MetGere provided

a QoS g&%«;ﬁ%&%ﬁé& Fosf'an-ﬁ)ég:is‘g%h{/i}’onn]ié?\‘ﬁ f'rihlet(%s 2 &6 ih&l@&%sog plurality of

are use y one or nore Initrators an Yy

filter sp%g@g%qncaa{rﬁ)%e%g%ﬁe? 8 nBresGThe ﬁ@@%ﬁ)ﬁkmﬁaﬁdrﬂ dtfloutes are adapted to

utes used e intirators

ifferent fromthe filter specification attributes
reﬂec"larcrégdqrﬁ&ctetﬁ%eﬁ’ar gets. According to still another aspect

R e I
et T TGO SO POy iy oy v
o SRS AR B BTELEY WP Sl g boouree and 10

specification paranmeters include I/Orate, byte rate
resour%t‘%d/or /O flow excess. Alternatively, the flow

PRl 5 R SEGFERAST R Bl s SE el oneroP RS and by

the fl ow specification rc?sourc S Ca
o o HAELTE PRSI RP PSS 2 g8Plp s e o
e ot LRSS ST BRI B (e

B (B BBL5 i proidd
anotheg (55 e RPRace U aNe AR Qe Sy e incudes a
plu ralit&noglgggg'sf’pegw\éggzré)%dfé%g?egé 305% | 9 %?’-’tr%oﬁ%@ %peéﬁcsattﬂ@lﬁ’ Bhrameters

rge conponent.

sessio

are adapted for iISCSI traffic types.

in some embodiment the flow specification parameters include I/O rate, byte rate
and/or 1/O flow excess. Alternatively, the flow specification parameters are adapted to
provide QoS for network resources and 1/O resources.

Typically, the flow specification parameters are used by one or more initiators and by
one or more targets. In some cases, the flow specification parameters used by the initiators
are different from the flow specification parameters used by the targets.

According to another aspect of the present invention, there is therefore provided yet

another QoS system adapted for an iSCSI environment. The QoS system includes a
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The shaper is in an i SCSI initiator and shapes one or
nore PDUs according to QS policies. The marker is in
W@ 200@P599a3er in an initiator and receives the RDUB203006061
the iSCSI initiator. The marker also marks the PDUs
according to the QS policies. The first target 5 QS

shaperCQ%ﬂ&errét%d'ashr‘s{‘ta@?et QaSlont8RL - The first target QoS

onent recelves one or nore commands extracted

fTrh?.'QhBESr lg%%n J8ESPRARES shAShEapEETBRSIB ARFD P@U@Qacb@rd@@&o QoS

sone enbodi ments, the first target QS

policies. oﬁ{l)é) %Fag*er*?é!hdé 90 aR lﬁ%ﬂqﬁlg&%r am F&eRRE e PBUSstifn the iSCSI

So I'ncludes”a second target QoS conponent in

ini’tia’toffjl ';l[ nLa@R’eerralso n1%rk§$%qjﬂ.é%g{:&ﬁ%@§tﬁ& @"k?d"iﬁlega%befﬁst target

resour ces are aped 0 and

QoS c?rgpgr]%a%{ %Cﬁ %E‘i'é&g tta? OB ‘Pér &t oS cbrﬁ@ent%&ﬁfe@'dﬁg or more

t he rese inventlion, there is

th -
commirdg ey E’rgﬁ"ﬂ@%?b%%%@a‘ﬁ% iAd oy Eogpolicies.
gﬁlrﬁ.eoppe[)%sml 1l érﬁlgnt%s I flté?' ttakﬁe"t Qo8 CEMhsbnBEk 'i19nﬁ@§ I/O resources.

ho so Imcl udes rking t

v GHER 58 e g B A e e RO s Tho
s TS BT eRARHR, MR dgEOhalEa ous o e
morRe BT IAL 1 S 8.0
bR SR R oSBT R e proves
e B S S5 AP éc%e;eévw{m%q Sk a—
more E@%hg&gﬁg&e*ﬁw&d %gﬁﬁ@ tc# Iaf%és Bgﬁ’(il . Bﬁgt @ﬁgﬁgusalé’@%cludes
e
PDUS S‘é‘&“’ﬁ%ﬁ@r%‘?‘ﬁ{%@%&‘% leflioeS hapin ﬁ’ued@r&rﬁmg%JSP@U§ before
assigr’gr@ng]ur ¢ i S5 EH HlrfistEr i ¥Fdeind Of 8 SBmmand POUS s

ret wor

typlcalmenagﬁar E‘Egg\é/r £ Pﬁ%l@ﬁ@ﬂ%s & fkracted from the

target, according to

B skl BT BB HEL g AL K S

immeéigt%f élei\ta. The write command PDUs are shaped according to QoS policies for
network resources and also according to QoS policies for I/0 resources.

In alternative embodiments, the PDUs are data PDUs and command PDUs. The
shaping of the data PDUs and command PDUs in the iSCSI initiator occurs before sending
the data PDUs and the command PDUs to the TCP layer. When the PDUs are data PDUSs,
the data PDUs are shaped according to QoS policies for network resources.

The method alternatively includes sending the PDUs over an IP network to a target.
Read commands and write commands are extracted from the PDUs, and shaped, in an

iSCSI target, according to QoS policies for 1/O resources, thereby providing QoS for



According to another aspect of the present invention,
there is therefore provided an additional nethod for

weeanioshiomy QoS for an i SCSI environnent. The neCHERR003/006061
includes receiving data froemone or nore LUs at an
i SCSI target and shaping and marking the data in 5 a
non~co%§arﬁ9%@?em according to QoS policies for iSCSl. The
p?H! Icies are policies for network resources.
CEONHNS 4P APEs: AIRE pleseht thiihtBhEERAS is! tERMdre Provided
there % t%wer@ér?prg tprol}ﬁ}l’gggg a Isystem}‘or grovi di ngjﬂ .
additio%%%&%d%lr 3335\)’!&&@ Q9% P aANISCEFAnVEBNINERIN MEMNe. mBftRd includes
system i ncl udes ans for_ shapi ng one or nore PDUs in
receivi@g%tg(ﬁ%lm bid b r%f;%r LGS 504Hists) Barher LRZHRBINgEn@Snarking the data in
t em-al _s(;)_ %&nc U;E% rreansgfor marking 1n"a TCP | ayer
- | - sha Didgcic d 13- ici
a Qospc&"?b&nséﬂﬁgﬁaﬁ%fng S e eGROR ol Brpoictes for
nventiqn, there is therefore provided a conputer
network(%sgorl“lécr%%énbodi ed on conputer readabl e nmedi um sof t ware.

SRR oneRhgL-RLLE! WS ekh S aRTRero o throfors
vty S5 B 458 55 Borment. The

initiator the shaped PDUs according to the S .
systerpadiadesmeancdbt shaging waecTDArBALS rin gk Biator acoording
includes a third segnent operative to receive, over
to Qo8mdiiBieaet Tos lsysteive aRdUnchtdea maagefor marking tim aseghelayer at an
is operative to shape, 1in an iSCSI target, read

initiatdFAHEBAEBed PDUYS hb@omgwwm @6Spolicieg. t 0 QoS pol i ci es,
th_ereby5 A providing S for no?:conpl i ant trgffic.
A LM LU o g o o

compulh BSSIEH SPIREI 20 FETPLE0 Tpaddbic MR gy it TThS computer

prograf] PRILHES by & sggﬁi\eﬁé’ SHERIVND shapd Bh¥RF knoké PDRESIN an iSCSI initiator

envi ronnent, nstructed and operated according to an

accorogrgﬁadb%%%oligfes.t he s%r%og)éz'c‘nq)é:rﬁ%f%ggﬂ(lé B2 {23k GOAOR3P 1der at an

sent ‘invention; Fig. ZAis a | ock di agram of a

APPSR OSSP Althe (00 2 o,
Uni BRerh BRI brriboaimdnie tHebtdRhMr intRidbd e ttRiFd &egment operative to
receive, over an IP network, the PDUs at a target. A fourth segment is operative to shape,
in an iSCSI target, read commands and write commands according to QoS policies, thereby

providing QoS for non-compliant traffic.

Brief Description

Embodiments of the invention will now be described, by way of example, with
reference to the accompanying drawings, in which:

Fig. 1 is a block diagram of a Quality of Service (QoS) architecture and system for a

network storage environment, constructed and operated according to an embodiment of the



constructed and operated according to an enbodi nent of
the present invention; 5 Fig. 2B is a block di agram of
wW@2@8/8599ah between an initiator and a target apdI/IB2003/006061
illustrating traffic flow of data PDUs fromthe
initiator to the target, constructed and operated
lhng to an enbodi ment of the present invention;

presengﬁg&&ﬁgf 3 is a block diagram of a session between an

i thRtors Bl aidFhAehs ANEedsidruBbinvdkhngh inifidbf Ad fd @vget and

S0 2 45 aoblotk g initi

ata fro e target to the initiator,

iIIustra@%{‘t?eﬁgé‘géﬁ b SHmARE PRISEL! %@UH?@G’D&)&R)@&&H@&@P {HERE target,

esent invention. Detalled Description

constrtﬁteg(fz?ri?cg é’per&%ﬁ%ég&&iné% %h ‘é‘?ntfo@ﬁ’%n; of Met ﬂ‘r;@éier@fnv@ﬁiﬂﬂ@ ing

. suc I'n~a network, grouping simlar

tsleéé).eﬁB o 4 Eafbfcf(icﬁaé@gof & 85shid Bhiidds Qfagtt)iﬂ'ﬁar |aﬁ<:i eéofté]fget and

vice priority. sses are determ ne y a Se

illustra@ﬁ)i{g%t%?@g\? io(f) ﬁ .aqy_r[ﬁ\gé {rBPn %B?nifi%t@f {d the f, RokstRRid érfdedperated

ermis also use orefer to a

accord?r%%‘éiafni;%lt%lg St O t}%eﬁrgg&ﬁ'inveﬁ@mm Descri ptor Bl ock

a structure that contalns a SCSI conmand

T
traffic ﬁl of IOF g%g:ﬁblﬁgq{?or%?é H@%’c 'tﬁ%ﬁﬁtﬁéﬁ& C?MHdan@%e@%ﬂ laBcording

protoco contfalins detalls of an'S

d i fi . . d
to an SERRRG L WrhadRIPalE, 2ot commnd Sequence

Nunmber Nuneric val ue associated wwth a SCSI comrand by
the i SCSI protocol. Sequence nunmbers WD 2004/ 059943

LIB2PRILANGAPL 8 are assigned by the i SCSI
ipl%-ta!ator and carried in a field in the command PDU.

C‘em&ga& sequence nunbers are session-wi de, and are
use r sequential in-order delivery of conmmnds at

- ciaplBRaMBRE)0%2 2| comnect ons of Ll session. e
Methog %%%?n%t tiraqﬁc,esrﬁ%h N& M hBRvoRE AP PolBihg Yidfdr Ped Betrafiic in a
class that has a given level of service priority. Classes are determined by a set of attributes
relevant to the traffic domain (see Filter Specification). The term is also used to refer to a
specific class of service.

* Command Descriptor Block (CDB)

Data structure that contains a SCSI command and its aftributes. The CDB is sent in a
command PDU from an iSCSI initiator to an iSCSI target. The CDB is defined in the SCSI
architecture.

e Command PDU

PDU in the iSCSI protocol that contains details of an SCSI command, specifically the CDB.
A command PDU may also contain immediate data-out.

¢ Command Sequence Number

Numeric value associated with a SCSI command by the iSCSI protocol. Sequence numbers
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5 sequence nunbers. Connection TCP connection between
an initiator node and a target node. Each connecti on
whedosfog®43 0 a session. There may be nul ti pl e PCT/IB2003/006061
connections in a session. Bach connection has a uni que
idin the iSCSI protocol. A connection can also be

are as%]igﬁ%b; lr)yf/ wRistis| §RGoE AR BYrrithen hafed inThB dfirhand®PDU. Command

Each connection Is associated with a single

sequefide?RamBbrsS Feyisﬁé‘siorf\-wotei, RIng §@N0S&d &N SeqiEkYial th-sied defvery of
support nultiple classés of service in a session.

comm%srbqg%xé Rigél édpl‘?gé.saé\l:foriggé@nsrcﬁ%@ ESLHRH. THR 1868 tAyét is required

~an~in vl dua _ _connand_over t he sanme
o sorGRTR 't R fhech R0Re TMeoh Hlgned o command

P ta In Data that as part of the protocol of a
seque%%!ﬁﬂ?beéj% command is sent froma target to an

. C ini{]iator. Dat a-out Data that as part of the
ONBEBYBR ol of a SCSI wite command is sent from an

Top opBhcS Bl AR S5 o BB oS8 2 B plgroe o
sossh TS 152 PSS e BB PR e olefn s e
v s BRRh RS el e FERALE, RN TR ppcrcm pon
o oS BAAR iy B ER LS A E ctons
(1 ETF). WD 2004/ 059943 PCT/ | B2Q03/ 006061 9 Filter
may begged %q LURPPY ﬁ“é%qqe elias%qstcﬁgsmcggp 47E89°Mn det er mi ni ng
the class of service of traffic. Exanples of filter
° CO@WEPFNISBI%W%HH butes may include TCP four-tuples,
1SGS! GRaViFaReT o067 il AU gt SRANRESIb§CEh TR 2y the same
connegtriocnt,] iir$ ggttrluolri%btions. This includes the command PDU, data PDUs, and response
and control PDUs.
e Dataln
Data that as part of the protocol of a SCSI read command is sent from a target to an initiator.
* Data-out
Data that as part of the protocol of a SCSI write command is sent from an initiator to a
target. Data-out can be either solicited by the target or unsolicited.
* Data PDU
PDU in the iSCSI protocol that contains data-in or data-out.
* Differentiated Services (DiffServ)
Standard (RFC 2474) for implementing scalable service differentiation in the Internet, based

on traffic classification. DiffServ is defined by the Networking working group of the Internet

Engineering Task Force (IETF).



FIl ow Specification Set of paranmeters used in
describing a flow. Exanples of flow specification
w@aroaoetoes s may i ncl ude bandwi dt h requi r enent BCT/IB2003/006061
accept abl e maxi mum del ays, 94o0ss rates, etc. Each cl ass
service has its own flow specification. 0O Ceneric

. Frlte$$bcﬁ?&%ﬁ%' on Engl ne SCSI execution engine that is
assoclated with definite I/O resources. The

Set ofea(tﬁ'fbﬂtesomseg qﬁ'cge(:t‘eﬁ:\ffﬂ g ht ?ecr as%CGfe§c§rvLc@‘36‘IJ trﬁﬁ?rg.'s Ekgﬁplegrof filter

her net wor suc

e T

. Flo command PDU. It constitutes the first (or only)
"}Sortr on of unsolicited data. |nmedi ate data has a

rrumsz tiabl e bet.
The fingg grBtuleny 4 il aneamn sunguRaoy s EREN 4 9‘3&98%‘6
. i It sepds requests to servers, known as targets
ow, SpesticatioN yat a stored in Iogr cal units. The term is

al so used to. identjfy th st t..(d
Sotof g engHt Sorb i o R S pgers mey

refers to a cli
incluc GaR B GRUREIT doPoRAge PR A ogs FAlPs G- EHoh dlass o
function. Initiator Node* Network node that enbodies
servicg hes it pn flon spedificaliees) and/or iSCSI initiator. as *
It is noted that _herein the term"initiator"
* Gegerie SCShFXgeyliqnFaging | SCSI initiator, SCSI ini ti at or,
or initiator node, depending on the cont ext
SCSI exention $ngmerlay isBRel0aIso0eins with Pefinitestiq) fﬁ%?t*@?ﬁeirhe execution
- SCSI - a mapping of the SCSI protocol onto the TCP
engine aangiier eccesn Iqeal8ES! kY arspiveasat galanay f%@qﬂ%ﬁrd‘@lwork such as
resi de on separate network nodes, and conmmuni cate via
a storgeplarea nawek (SAN. over TCP. i SCSI is a standard,
defined by the Internet Protocol Storage (IPS) working
* Immpdiale Daaof the | nternet Engineering Task Force
(1ETF). [I-T-L Nexus
Data-out that is sent as part of the iSCSI write command PDU. It constitutes the first (or

only) portion of unsolicited data. Immediate data has a maximum size, negotiable between
initiator and target.

* Initiator®

The client in the iSCSI protocol. It sends requests to servers, known as targets, to access
data stored in logical units. The term is also used to identify the system component (driver)
that implements the initiator function. The term also refers to a client in the SCSI protocol,
and to the system component (driver) that implements this function.

* Initiator Node*

Network node that embodies the functions of a SCSI and/or iISCSI initiator.

* |t is noted that herein the term “initiator’ generically refers to iSCSI initiator, SCSI irtitiator,

or initiator node, depending on the context.



A relationship between a specific initiator, a
specific target, and a specific logical unit,
waledod05eg3 a context in which SCSI comrands ar ePCT/IB2003/006061
delivered. The termis loodely related to a task-set.
.0 Logical Unit (LU) Data device accessible at the
. |SC% proget and upon which SCSI commands are executed. Each
arget may provide access to multiple |ogical units.

oG i S BRI i, o o
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el hat generat es non-conpl i ant
of the {rp%[p?ﬁ% gm%' aﬁk EO}C% (I an Traffic Traffic that does
. 1T B' conply with the flow specification of a particul ar
“T-LNSEUS of Service. Policy Formal set of statenents

d ne _how resour, such as .in e Al e . :
A rolalig) i SRbRER 8 ARBRGS UL Bed SPEGRC tpilsh o%wf Wi Bocat unt.
. sage .S fromi |t|atrto
defining GERIn Jah St ramiapds sl ietiels. TRedE Btidiolated o a
comrands, responses, control information, and data. WO
task-selg04/ 059943 PCT/ | B2003/ 006061 11 SCSI Smal |
Computer System Interface - a famly of protocols for
* LogicatMnii @497 ng with 1/0 devi ces, especially storage
devices. SCSI is a standard def i n%gﬁtl) d. Each
Data deyiograceassikie mtitia '@ég‘%ifa“@Hé"’”N&'i"P% S éamm"?é@f? Grecuted. Eac
I nformati on Technol o ndar §) 1 ifiabl
target gnay F&PY'@%P?‘?@P%F‘”B‘P 9'@ t%‘F% '%9'6? uemssw?%%m@am' laple.
initiators) send commands to servers (called targets)

* Logieal Mait Numbey GUN) vi ces, such as reading and writing

of data.
The unique number that identifies each logical unit at the target. The term is also used to

refer to a specific logical unit.

* Marking |

The process of setting the TOS byte in the IP header of a packet, based on a defined policy.
* Non Compliant Initiator

iSCSI initiator that generates non-compliant traffic.

* Non Compliant Traffic

Traffic that does not comply with the flow specification of a particular class of service.

¢ Policy

Formal set of statements that define how resources, such as in a network, are to be shared
among customers.

* Protocol Data Unit (PDU)

Message sent from initiator to target or vice versa, as part of the iSCSI protocol. PDUs

contain commands, responses, control information, and data.



SCSI Execution Engi ne Conponent at the target node.
The SCSI execution engine is responsible for receiving
wo e@riosohe | SCSI target SCSI conmands extr act eRICT/IR203/006061
command PDUs, and submitting the O conmands for
execution. Service Level Agreenent (SLA) Contract
. scgpetween a service provider and a custoner that
specifies, usually in measurable terms, what services
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Scsﬁbﬁ‘é't't'?’hgggg‘& on-w de sequential order, enforced by

comp R R e SEHEE RS IS BB ST B o o
the 1587 ReroRt IS e YA 0T CPBT I ERER oSSy ifing the
the session. There nay be nmultiple sessions between

commandsioy eXactiebr and target. ?5 Shaping The process of

delaying traffic within a class of service, to cause
* Seryige LgvelAgreemenb(S-Alef i ned 1 ow specification. WO

2004/ 059943 PCT/ 1 B2003/ 006061 12 Solicited ta
Contraphbatween & RAIVICRPreddRr and # SYPIORSE the) spesi P%clﬁ“gﬁ!r §hmeasurable
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terms, vl ervices Wilk benibirrishedreythe peiviceRsayigerdo th ¢stoMather e
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* SeryigiLevel Agreament {H-ARSPYi ti on of the data. The nunber
of R2Ts and size 5 of each data portion ar
Node detthe mietvek et tragintaisgeltAs aqtéfsg@lfleﬁo translate them into policies. The

SLA server is responsible for disseminating the policies to other network nodes.

* Session

Association between a specific initiator and a specific target in the iSCSI protocol,. A session
consists of one or more connections. The session provides to the initiator a consistent view
of a collection of LUs accessible at the target. SCSI commands are delivered at the target in
session-wide sequential order, enforced by command sequence numbers. Each session has
a set of attributes that govern the protocol, and are negotiable between initiator and target.
Each session is identified by a unique identifier at each side of the session. There may be
multiple sessions between each initiator and target.

* Shaping

The process of delaying traffic within a class of service, to cause it to conform to a defined

flow specification.
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The server in the i SCSI protocol. It provides access
to a collection of LUs. The target receives requests
wo camiosdosent s (called initiators). The term i SPEi/EER003/006061
used to identify the systern? conponent (driver) that
i mpl ements the target function. The termalso refers
. SolitRed D Ver in .0 the SCSI protocol and to the system
conponent (driver) that inplenents this function.
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target. ** I's note
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Id' or, romthe target 1s
ndi na. I s to a SCSI conmand or
of eac'ﬁﬁﬁtﬁé’c&)gtfqns%ggfa {%e%cbgﬁnqéaﬁ%géti n progress, as defined
. Targ'aeg**t he SCSI architecture. Task-set 20 Coll ection of

s?_s that access Lhe same | ogical unit. Depending on
con t t.t : : '
The oG8 kPR BhDE 1 BPSRE al a8 kBT AT e
cosvi e AR B TS B e b iy g evoom
compaERFHR Tt TGpIerTRiTs Beardt dicdon: P e Upd B¥isqBaugerver in
e S gt ant 5Bl B e OB TGt fontin.

wi thout waiting for solicitation fromthe target.
* Targptd¥pdeci ted data has a WD 2004/ 059943

Netwodchadd B How P U FAPRS PLRSCSTABIPT LS JIPE on of

~unsolicited data may be | medi ate data. ,Degcri ti of
It is| npeshteb howist thedat “1eE0atogpTRiBRIN 1519 o ISCSIdatdehi $ i target, or
of Service (QoS) architecture and system 5 10 for a -
target hedevsierendiag g dneerNt®dnment, such as an i SCSI

environnent. QoS 10 may provide techniques and

* Tasfrotocol s for end-to-end Quality of Service for i SCS|
traffic.
iSCSI request originating from the initiator, for which a response from the target is pending.

The term also refers to a SCSI command or linked list of SCSI commands in progress, as
defined in the SCSI architecture.

* Task-set

Collection of tasks that access the same logical unit. Depending on configuration at the
target, for each LU there exists either a single task-set containing tasks from all initiators, or
a separate task-set per initiator. The latter corresponds to an I-T-L Nexus.

* Type of Service (TOS) Byte

The IP version 4 header ‘type of service’ octet field, or the IP version 6 ‘traffic class’ octet
field, when interpreted in conformance with DiffServ.

* Unsolicited Data

Data-out that is sent without waiting for solicitation from the target. Unsolicited data has a
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For clarity of explanation, it is noted that i SCS|

enabl es transporting the SCSI protocol over TCP.
woBikesie present invention is described w thPeT/IB2E03/006061

i SCSI environnent, it is dpparent to those skilled in

the art that the present invention may apply to other

negotlatﬂe LRSHRLAUESe Ohnd i@ sRROIS ohd@)r RbRY HER PPUEOITKe first portion of
storage capabilities. A preferred enbodi nent of the

unsohd?t%&%iﬁfétmb@ﬂ?%l‘n%&a?éj@éﬁs exi sting networking QS

techni que or use in the i SCSI environnent, however,

Vbégbrmowofqﬁ\t,%]ﬁm ogi cal differences. Some of the

maln I ssues unaddressed by prior art QoS systens,
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I R e R N

! E) I'Isfar?s%tort ngSSc'égllt f% ic ove’F%'n‘%B% ttwg\'k(lpotslejg uﬁa§e challenges to QoS for
networks, such as

a) Strict time-sensitivity — iSCSI traffic is typically more sensitive to response time
than other IP network traffic due to SCSI performance requirements. The transport of
storage traffic over the network may iniroduce extra delay, as well as potential data loss,
both of which affect the response time; and

b) Long lived communication sessions - Typical uses of network connections are of
short lived. Conversely, connections of iSCSI sessions are intended to be of long lived.

c) iSCSI traffic is bi-directional. In an IP network typically, most of the heavy traffic is

unidirectional, from the server to the client. As an example, in the form of downloads from



techni ques and protocols for iSCSI in the TCP | ayer.
4) The i SCSI initiator nay be non-conpliant wth
waennios®43 evel agreenents. In the distributedPCT/IB2003/006061
envi ronnent of i SCSI, sonel#nitiators may be
non-conpliant with QS policies, or 0 even may have
the sel{)ﬁrtg‘ii% bt emented at all. Such initiators could flood
target with command PDUs causing |/ O congestion at
chrl%r LA @68 tec-ﬁhﬁqufeﬁrd%eﬁqt slaatdse g \oe te Snifeé Redes ligtbatn sections
protect against this situation. In prior art, the
de e nati on does not track non-conpliant sources. A
), b) fcz . ! .
preferred enbodi nent of the present invention adapts

H)He%%ﬁ&eﬁ e %Hﬁﬁ‘elﬂ%e s of Y 18lo%t 9P§to$dl’rlnfdrlb¥ Qﬁ @diforking QoS

ow'specl catlons present 1 nvention
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ayer r|ng again to Fig.
Sc)umls QS system 10 conprises an initiator node 20, a
etarget node 30 and a SLA server 40. The el enents in

RSO B A ASpSm maes
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or no one
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or nany target

d
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along %’yﬁ%@)- dfqﬂlflﬁlﬁy\fﬂe |§C§P§afﬂ5tanderln§y”ﬁ£“oﬁe arfedtid typBk tBffic, such

er herei

as commands, data-in and data-out.

As to be described in detail hereinbelow, the layout of the QoS components may be
affected by the dependencies on iSCSI. Some of the QoS activities may occur in the TGP
layer, while other QoS activities may occur in the iSCSI components.

As is apparent to those skilled in the art, the present QoS techniques differ from the
prior art network QoS techniques where all traffic is handled in the TCP layer.

Referring again to Fig. 1, QoS system 10 comprises an initiator node 20, a target

node 30 and a SLA server 40. The elements in QoS 10 communicate via an IP network 46.
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Initiator node 20 may conprise an SCSI initiator
conponent 22, an i1SCSI initiator conponent 24, a QoS

W@ ba@piosiy4onponent 26, a QoS mar ki ng conponent PCBIE20B/006061
TCP |l ayer 32. Target node180 may conprise a SCSI
execution engi ne conponent 42, an i SCSI target O
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2 0S 10

princi ples o present I nvention. . uses
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e TR 2 L oo

conponents 36 and 38 may each
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used shIGhiaRt niayTe Fe SARENR! or different from, the QoS policies used at the
target.

In some preferred embodiments, SCSI execution engine 42 may be generic. When
SCSI execution engine 42 is a gateway to another network, such as a storage area network
(SAN), SCSI execution engine 42 may be responsible for continuing the enforcement of QoS
in the other network.

It is noted that in prior art embodiments both QoS shaping and marking take place in

the TCP layer. In preferred embodiments of the present invention, shaping at the initiator

node may be moved from TCP into the iSCSI initiator. Shaping is performed before TCP in
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illustrates the flow of SCSI read/wite conmands from
initiator 20 to target 30. 2) Fig. 2B illustrates the
wa@eagiosm4bet ween initiator 20 and target 30. FPQI/IE2B03/006061
further illustrates the fllow of data-out PDUs from
initiator 20 to target 30. .0 3) Fig. 3 describes the
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session. If shaping at the initiator were to be
preformed in TCP, a command PDU with a | ower conmand

o i ot {ERSea il sUR Famntial e W rde30. 20 5. 1o

2 %9%@@# %‘%ﬁ?@/ 0606ﬂi é@Zgn ﬁ)ﬁ eses%gg%%ﬁ&&wmltlator 20
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CPE8E caPmedie catinals, b enec gl ng?ioat%f TP cqipdidsgay fen be
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e S S

initiator ZOlsperformsd before . assignin

sk ghewid be mataskihat shapRgerososaNeisdD Rére! “%f'“ﬁ#%nﬂg is known in

present
the art. A present purpose of performing the shaping in iSCSI before TCP is to resolve a

potential race condition between QoS policy and iSCSI protocol requirements, as to be
explained hereinnow.

Command PDUs sent by the iSCSI initiator 24 to TCP carry a command sequence
number. The command sequence numbers are used for sequential in-order delivery of
commands at the target 30, over multiple connections of the same session. If shaping at the
initiator were to be preformed in TCP, a command PDU with a lower command sequence

number could be held back, in TCP, on a connection associated with a slow class of service.
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I nvention, shaping conponent 26 is placed within i SCSI

initiator 24. In the present invention, comand PDUs
wae@4ohmped according to QS policies for M PEIAB2003/006061

resources. If a command PDW7al so contai ns i rmedi ate

data, the PDU is additionally shaped according to QoS

Meanvfib, &diser RmsidPbl Wigs® Hfgﬁélsseqﬂéﬂcé Rmbed Mb{fr'aﬂrtv@rat 2Me iSCSI
may then send (arrow 52) the conmmand PDUs to TCP | ayer
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nown in the art ayer 32 may send (arrow 58)
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be su mt
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ent |nve i on. I's ‘'unabl e

shapea F‘§¢ rﬂﬂ,a tggbg%fﬁ?ﬁ}?,g%ﬁere WR @nd non- conpl i ant

ores mt all arriving

@E&I toF 9 rﬁ%&fﬂieﬂgsengo(a réwt%qﬁe cBrlﬁm:an qj]%'[gé‘%c‘TCP layer

m conp Ini ors ave alrea

. SR AR e B B
e
knowry |th%§n4¥chayfe‘ll?us i &Q{d' (%Lrgw 82?\'&) oﬁnMa Jjﬁ’ljﬂ%t\ﬁéjtﬁeh@ network

esen I on |ng conponent
46,[0,[2? egg be! ng separate from TCP | ayer 32 However, in
EIR Ratlve enbodi nents, QS marking conponent 28 may

Bﬂ:ﬁ"g% rgis4Toftak e%;grrﬁéé‘mb‘?. RLEAVL ERbW et (Y BorhB@nd PDUs. TCP
layer 34 may deliver (arrow 62) the command PDUs to the iSCSI target 44. iSCSI target 44
may extract the SCSI commands and submit them to QoS component 38 for shaping. QoS
component 38 may shape the commands before delivering them to SCSI execution engine
42. ltis noted that although the commands may already have been shaped by QoS shaping
component 26, they may still be submitted to QoS component 38 for shaping. This is
because of the potential existence of non-compliant initiators, as explained above in item 4
of issues addressed by the present invention. The iSCSI target 44 is unable to distinguish
between compliant and non-compliant traffic, and must therefore submit all arriving
command PDUs for shaping.

It is noted, that commands from compliant initiators 20 that have already been



enbodinment. It is additionally noted that marking
conponent 28 nay be responsible for marking all O
woeimosde4d raf fic outgoing frominitiator node POI/IB2003/006061
including traffic from appliBcati ons other than i SCSI
Additionally, initiator node 20 may contain a second
' r%?ﬁbo&?rﬂﬁorfeﬂf)%ﬁﬁ@/\ﬁat bd Bifb&i8d HERddAWAAI. shEPRg at QoS
shapai@@@%%gg 6|ng component may be respons?%ie for
iochg network traffic of applications other than
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includgdywithin ths trugospitdrEr STeRe P{sthﬁé\ﬂ?st‘?g WVeRYIoR; 5~ 3 an
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t Hiefféq flow of Data-o4i BDMs TromAnitiatanA0totakgel S ¢ 11 ow of
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sRefargnce i newanasledadmie- 2Bssai watiation gbtle sessign &Fﬁ‘%"?%h‘”'“ator 20
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and targat §6t ovedlaid; vithsin examplary afiiedlpw efidela-gutddedsi n PDUs
and conduit (arrow 92) the data-in PDUs to TCP | ayer .
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the TCP | ayer 34 rmi/ t hen sh%pe
initiator 24. The iSCSI initiator 24 may create data-out PDUs, and the data-out PDUs may

then be submitted to QoS shaping component 26 for shaping.

QoS shaping component 26 may send (arrow 72) the data-out PDUs to TCP layer
32. TCP layer 32 may submit (arrow 74) the traffic to QoS marking component 28 for
marking. QoS marking component 28 may then return (arrow 76) the marked traffic to TCP
32, which may send (arrow 78) the data-out PDUs to the target 30 over [P network 46.

TCP layer 34 may receive (arrow 80) the data-out PDUs and deliver them (arrow 82)
to the iSCSI target 44. The iSCSI target 44 may extract the data from the PDU and the data

may then be delivered (arrow 84) to SCSI execution engine 42.



and mark the network traffic at the target.

Accordingly, TCP layer 34 submts (arrow 94) the
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TCP layer 32 may receive (arrow 100) the data-in PDUs and deliver (arrow 102) them

)0 to iSCSI initiator 24. iSCSI initiator 24 may extract the data from the PDU and deliver (arrow
104) the data-in to SCSI initiator 22.

It is noted that the present illustration depicts QoS component 36 as being separate
from TCP layer 34. However, in alternative embodiments, QoS marking component 36 may
be within TCP layer 34 and still fall within the principles of the present embodiment.

25 Additionally noted, in some embodiments, QoS component 36 may be responsible for

shaping and marking of all network traffic going out of target node 30, including traffic from

applications other than iSCSI.
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It is noted that the operating system environnment or
the file systemused in initiator 20 may pose
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class at the target.

I/0 Flow Excess

Due to the bursty nature of system 10, there may be situations where command
PDUs that are compliant with I/O flow specifications at the initiator, are non-compliant when
arriving at the target. To smooth-out the bursty behavior, some embodiments of the present
invention may allow /O flow excess in selected I/O classes of service. The I/O flow
specification used by QoS component 38 at target 30 may include parameters for excess

byte rate and excess I/O rate.

It is noted that non-compliant commands at the target may be rejected by QoS
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QoS 10 may use separate flow specn‘ma’uons for networking resources and for 1/O

resources.

For networking, standard flow specification parameters may be used, such as those
as defined for DiffServ. Examples of network flow parameters may include average byte
rate, peak byte rate, burst size.

For 1/0, there are no existing standards. Preferred embodiments of QoS 10 may
select flow specification parameters that affect the sharing of /O resources of SCSI
execution engine 42. Examples of flow parameters may include byte rate, I/O rate, I/O flow

excess, and so on. The above list is by way of example only, and is not meant to be limiting;



restricted mainly by I/Orate. On the other hand,
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computer hardware or software using conventional techniques.

While the present invention has been described with reference to one or more
specific embodiments, the description is intended to be illustrative of the invention as a
whole, and is not to be construed as limiting the invention to the embodiments shown. It is

appreciated that those skilled in the art may be aware of various modifications that while not

specifically shown herein, are nevertheless within the true spirit and scope of the invention.
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shapes said command PDUs before said command PDUs

recei ve command sequence nunbers. 4. The initiator of
W@ @43 wherein said PDUs are data PDUs and POTIER2GB/006061

PDUs, wherein said data PR8s and command PDUs are

shaped before being received in said TCP | ayer. 15 5.

'B? [hitiator of claiml1 and further conprising: a

second shaper in the TCP | ayer for shaping network

G Bt L g, v

nvi ronment the target conprising: 20 a first QoS
mntuatorccﬂ%o in an i SCSI target, said first QoS conponent
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3. Tndpiteiasiob bt 1. SR s DD, 4 el BEE PR g affBH £ shaper
shaped o SaBBENd ad08 BB o SBniARg. PUs BepE, Rfaft seavence

bcI aim8, wherein two or nore of. said associ at ed
NUMB&$.asses of service are 5 different one fromthe
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a second shaper in the TCP layer for shaping network traffic of applications other
than iSCSI.

6. A target adapted to provide quality of service for an iSCSI environment, the target
comprising:

a first QoS component in an iSCSI target, said first QoS component for handling /0
resources and for shaping one or more read commands and one or more write commands
according to QoS policies, thereby providing QoS for traffic from a non-compliant initiator;
and

a second QoS component in a TCP layer for handling network resources, wherein
iSCSI| PDUs are shaped and marked according to QoS policies of iSCSI.

7. The target of claim 6, wherein said QoS policies include one or more of the following:

policies for network resources and policies for /O resources.
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a TCP layer for receiving said PDUs from said i SCSI
initiator, and conprising a QS marker for marking

W@ 200d/0PPDWs usi ng to said QS policies; and 0nRCDIB20@Y@6061
targets for receiving said2PDUs fromsaid initiator
over an |IP network, each said target conprising; 15 a

8. Therljia@%trt of Rk YTRAMRRIN sh t% et @}ldésa&&%bs @& Mamdiyi didogical units

esources, sald Ir S component for shapi ng

a lahe dcl
. G S PR Bt i s

of serv%% wﬁen%ﬁﬁ%%rme%@ V\E%%Q&mét@d @laggé% diad¥Rlicd or handl i ng

tmor resour ereln are shaped and

9. The r%? dong’éll%gS %ﬁer@fﬂ 'tv&?%r r%g% (%Pal‘d ag&cﬂajted &8ssy st 88vice are

ereln said ctes 1 nclude one or
e | owm ng: polici es for network resources
dlffere%%we ff)cfmiq%eostﬁ IJor I/ O resources. 12. The system of

o s S g B SR Dl e, e

policies used by said first and second QoS conponent s
system FONBRitNg:t ar get. WD 2004/ 059943 PCT/ 1 B2003/ 006061 25

13. The system of and further conprising: a
Swrdgorpéq)gqtorggp@émglrﬁig Cogﬁ)é'ﬁ'pgi n communi cati on
wth said initiators and ta

agent pr ot Igitigtor rﬁompgﬁag %n |Hgaagoé%§]oe§t 3‘?%0 rsse\;?wc!)‘t jtiator QoS
d | f ¢l ai m 10,
\?\A?eﬁb??ﬁri‘élpsg‘alf’\i‘b?qs’"&t%F%O’Sﬁgﬂ‘gsa‘ﬂ GPyepSe sl o

mul tiplicit

arate conne s .for a.
mul tipli& s Po§ay§[ Jggégc%\fln%eﬁa{ﬂp ?g‘igs I]‘rogh sa%CSI initiator, and

:ﬁi,%:og}%ﬁg%g a ﬁ%ﬁ%a&%?&% dapt ﬁ’gpl{ﬁ? H@'ng g\o B«'fll { CIS ch/hmes and

of filter specification attrlbutes one

nBee ObMoEm it [ferereceljpgcald EBLisdFim eef Blipiel Sxppen 1P netvor

adapted to reflect iSCSlI traffic types. 10 16. The QoS

each sajdBEIRt6PMENIENgn 15, wherein said filter speC| fi cat| on
attributes include one or nopre of th? ﬁ Q% said
f our - t uplaefirsi @eS|cogwesprin A, ISEBNarged e '%ﬁnﬁl ”QJ rreF%urces
and application identification attri thes

S g aash pompenat {EiERRGTS 5 Baeepf Icogmands ahdone or more

specification attributes are adapted t
write commands exiracted from said PDU usmg QoS policies; and

a second QoS component in a TCP layer for handling network resources,
wherein iSCSI PDUs are shaped and marked using QoS polices for iSCSI.
11. The system of claim 10, wherein said QoS policies include one or more of the following:
policies for network resources and policies for I/O resources.
12. The system of claim 10, wherein said QoS policies used by said initiator QoS shaper are
different from said QoS policies used by said first and second QoS components in said

target.
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provi de QoS for network resources and |/ O resources.

15 18. The QoS system of claim 15, wherein said filter
wap@aiofdoent i on attributes are used by one or POI/EB2003/006061

initiators and by one or m3fe targets, and wherein

said filter specification attributes wused by said

13, THené te?ﬁ BF Staitl $0,HnldfiGfsdtcohip@Bingai d filter

fication attri butes used by said targets. 19. A

Qosceﬁbéétlg\'/]él aébe?gérﬁéintfg LARThdeRCR cORMYHUNDARBA twithS 84id iki&ors and

system conpri's a plurality of flow

'targetsS Wﬁ‘él’efn’\ Gafd 8 ?I A ga%%ﬁﬁﬁrto%fdﬁs e nftiafore AdOSaid R Betel wiitsgid QoS

speci ion paraneters are adapted for i SCSI

ponC,eg raff| c types. 20. The QoS systemof claim 19, wherein
said flow specification paraneters include one or

14, Tt{éloéé/@te% } BGin gql \9%@@ &.)ay (Aitfafdrs and¥hid thRjels él[b(é)ol‘t/ £nultiplicity of -

W exCess! system of claim 19, wherein

separag a(l:oq1 &385?& h’fdlt@?é Wa/Qﬁ PRRESIBL rAcdpér AfiaRistdedsion. 25

resources and 1/0O resources.

15. A éég &ygt% %d%g S Pof O P%Cﬁl&'vﬁ’bﬂrﬁent, H Blo’ SRldth EbfAdfising:

n paraneters are used one or nore

isagipi‘j”sﬁﬁtgcv&s@@%. ?%5 éﬁl:%gﬁﬁ V%ngbe% \Mgéé’%g 8Rel NRIRE Tof said filter
specifibaroiAREs P00G e BHKATBESI farlie by sal d

ors are rom sai d ow speC| fication

16. T@% Q%ge%fé esfn ‘4s %Qmégél FRLRit 84ig €Fﬁ’tér s;?é)bjfgét iR 2 HRELMelude one or

or "an envi ronment S system

more Q o'ls\llvf?\ T6P§m5;5| A b |d' DUN' ﬁ’ﬁtf&'ﬁor JSQF id.and application
TG

ggrle according to QS 5 policies;
aT ayer at an initiator, for receivin
'dent'f'g%\tfog %ﬁ)@g{egr omsaid i SCSI initiator, and for marki ngg
i f
17. Thteaqgcé%tsy §fg§r% g*n E%t\kﬁeréﬂ c%@%rpéaebfﬁbﬁﬁm éﬂﬁygege?r%féggpted to

providg g)reosofﬁég ok %gg]@géjénc?ﬁbr@g&ﬁgedsf rom said PDUs, and

onmands according to QS 10

18. Tl%[ #)g 'ﬁ?{%‘,egg?f ?%@ 1%9?&@%8@ % Q;!)é?dlf fioh attfitRhed &eﬁﬂe@ by one

onent resources, and

or mor];elélry IF% %R&g{/ oﬁé %9 o?e ?‘aerg%\%baﬁc?ﬁ/ﬂglteu@a% GRS batidh &tributes

2nal Ing n rk” resources,
used by said initiators are different from said filter specification attributes used by said

targets.
19. A QoS system adapted for an iSCSI environment, said QoS system comprising:

a plurality of flow specification parameters, wherein one or more of said flow
specification parameters are adapted for iSCSI traffic types.
20. The QoS system of claim 19, wherein said flow specification parameters include one or
more of the following: 1/O rate, byte rate and 1/O flow excess.
21, The QoS system of claim 19, wherein said flow specification parameters are adapted to
provide QoS for network resources and 1/O resources.
22. The QoS system of claim 19, wherein said flow specification parameters are used by

one or more initiators and by one or more targets, and wherein said flow specification
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wherein i SCSI PDUs are shaped and marked according to
QS policies for 1SCSI. 15 25. A nethod for providing
w@R®4089948Nn | SCSI environnment, the nethod conpPCHIBRG03/006061
the steps of: shaping one26r nore PDUs in an i SCSI
initiator according to QoS policies; and marking in a
' re?ﬁfr@nﬁ&?ﬁpﬁﬁwg fi@gieA patdngeters used
param%’t@P s%gje%oﬁld alltcg}lbteasrélﬁ% 26. The net hog&gf cl alprdh 25,

&Ln said QoS policies include one or nore of the
bysa'#\gﬁ owi ng: policies for network resources and

23. A @gé 'sgétﬁﬁ ﬁ]dgptelj/ & 5r? | SR Sironfent, SA® QIBS %%gceﬁf cophtisiAg:

el n sai DUs are conmmand wher ei n

Se?'sﬂege?hﬁpém%@él ﬁﬁfa%rcmg Diise BEGBrE Msl&r=Rcording to QoS

ning comrand sequence nunbers to said command
EDUS 25 28. The nethod of claim27, and wherein said
Shapi ng of said command PDUs is according to QoS

P raTgohs Téjéiowe?%g%r?g'ﬂﬁ?ﬁp e R $jd, PDUS from said 1SCS!
initiatof, oan?}d%rnmgml i PBU a?% it V\g Wl AS5 pATERNEnPDUs

arning | erein sald shapi ng of

p%lfdr%tv\qér&%tom%ﬂ'n DR i o %Sla%?%;cd'f&g re&i one or more

i es net wo Fesources e net hod

o S I U R 3 8 Bt o os

olicie PDUs and command PDUs in said i SCSI initiator occurs
P Bef ore sendi ng said data PDUs and said command PDUs to
sai d .TCP

24 igre el el 2o DT Pl TR e s 10

S 31% DUSmI s according to QoS policies for
resourﬁ@?\ﬂf?rd HEQMPEEN932. The nethod of claim 25, and

T%r%?ggr\g%fq{ggtababp%gﬁleﬁg %r'PCél? Ia%g JB? ‘ﬁghéfllr@gné}mfk fdources,
rro S O 05 I BRI, Thg Fo.
25. A %31 oﬂl’ gl Vit u{ggﬁp / qa:-Fr}e 5%%] §§§1r9&ﬁr§1§ﬁﬁtg§ n]geﬁﬁ&y F%P% %@e steps

of: QS for an |SCSI envi ronment, the method conpri sing
© the

shaping one or more PDUs in an iSCSl initiator according to QoS policies; and

policie

marking in a TCP layer at an initiator said shaped PDUs according to said QoS
policies.
26. The method of claim 25, wherein said QoS policies include one or more of the following:
policies for network resources and policies for I/O resources.
27. The method of claim 25, and wherein said PDUs are command PDUs, wherein said
shaping of said command PDUs occurs before assigning command sequence numbers to
said command PDUs.
28. The method of claim 27, and wherein said shaping of said command PDUs is according

to QoS policies for I/O resources
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15 steps of: receiving at an i SCSI target data from

one or nore LUs; and shaping and marking said data in
w@2@85®asrponent according to QoS policies forpPCT/BR2803/006061

wherein said QoS policies @fe policies for network

resources. 34. A systemfor providing quality of

29, TheGh¥ih6& of Qlairh 282Bnd Hhaleif R¥id &MmAakd PDUB &¥Siit)coAinand PDUs
conprising: neans for shaping one or nore PDUs in an

contau# %:%Mrde'&latté Yo, \ﬁﬁ‘é?@ihdéeﬂ@ éh@{:)@@%fp%ﬂ GArR& ; condNEndTeSs is also

rking tna TCP layer at an initiator said shaped

accoroFl)@LEem o?&ﬁ:’é@sgoﬁr%tﬁél‘ esgg}geg)ol icies. 25 35. The

ereln said QoS policies include

30. Tr‘?é‘ﬁue%o”&rc?alfﬁfzé %ﬁdfvﬂ{érgws% PDO8 k& bss ﬁmuvgo BR4 WBknand PDUs,

esources and policies O resources

wherel% %‘H nga?{)?n% <ald H%%bg%ﬁg%mn%d3ﬁDUJ e ¥ 36€81 Ritiator occurs

ereln said are command PDUs, shapi ng

before%enaﬂh %aldcc%gpﬁgls RS aRESOMRalRe f°90‘§ t@§§16 %P"IQK&Q nmand

cen ers to said conmand e system

. AR A P 4B O

of sai Saw r&n &B?&ﬁ&aé Rirtle g&% dlIREs. sendi ng

sal conmand to said TCP

32. Tli a%%{hod o§ cla-pr? %Séﬁo% Hphad co‘ﬁlu;ﬂls éﬁﬁe s’EHE)Q of-ur t her

Fecei'ving over an | P network

Sr%&glvm %n iy ﬁ&%gﬁésaué"ﬁﬂug‘&?%a ﬁ@apl ng in an

one Or nore re and one or nore

t%n | t% %I‘\) qgégp?a[rﬁé(tt &?eCto?qnérEg%hgadaﬂwg?ﬂé &L 8hEI A Inore write

er eby provi

commgﬂd %ﬁb%#oaﬂ&g; gﬂ?{){’bﬁs aﬁ:?g%%ﬁ@?@ﬁ? Z:foh@%soﬂfrqm eoRRFiRd thereby

r conput er

G e e L
33. m%%dpf%r p%v‘ied?ng @ﬂ)% for an iSCSI environment, the method comprising the
steps of:

receiving at an iSCSI target data from one or more LUs; and

shaping and marking said data in a QoS component according to QoS policies for
iSCSI, wherein said QoS policies are policies for network resources.
34. A system for providing quality of service for in an iSCSI environment, the system
comprising:

means for shaping one or more PDUs in an iSCSI initiator according to QoS policies;
and

means for marking in a TCP layer at an initiator said shaped PDUs according to said
QoS policies.

35. The system of claim 34, wherein said QoS policies include one or more of the following:

policies for network resources and policies for I/O resources.
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a second segnent operative to mark in a TCP |ayer at

an initiator said shaped PDUs according to said QoS
w@oltos®es 40. The system of claim 39, wherei N"PCHIBRIQIB6061

pol i cies include one or nore of the follow ng:

policies for network resources and policies for I/0O

36. ﬁh@ség)féfe?ﬁ%f R0mAd4. THE eROSRUTFEIUP BRI EBMANRINACPBUS) Sping of said
and further conprising: a third segment operative to

comm%rﬁfpb‘(% Steks BBiotd aqugMﬁ’é omahd iddticAte AulmBbaelo sad@ommand

ourth segnent operative to shape in an i SCSI target
ppysOne or nore read conmands and one or nore wite
commands extracted fromsaid PDUs according to QoS

37. T{HQ' %)féie‘?ﬁ’oiéélﬂ SRYWRERN SidPr®S af @ YalOPDER R @Fthmand PDUs,
rarf c.

shaping said data PDUs and said command PDUs in said iSCSI initiator before sending
said data PDUs and said command PDUs to said TCP layer.
38. The system of claim 34, and further comprising:

means for receiving over an IP network said PDUs at a target; and

means for shaping in an iSCSI target one or more read commands and one or more
write commands extracted from said PDUs according to QoS policies, thereby providing QoS
for non-compliant traffic.
39. A computer program embodied on computer readable medium software, the
computer program comprising:

a first segment operative to shape one or more PDUs in an iSCSI initiator according
to QoS policies; and

a second segment operative to mark in a TCP layer at an initiator said shaped PDUs
according to said QoS policies.
40. The system of claim 39, wherein said QoS policies include one or more of the following:
policies for network resources and policies for /O resources.
41. The computer program of claim 39, and further comprising:

a third segment operative to receive over an IP network said PDUs at a target; and

a fourth segment operative to shape in an iSCSI target one or more read commands
and one or more write commands extracted from said PDUs according to QoS policies,

thereby providing QoS for non-compliant traffic.



