WD 2008/ 004251 PCT/ I N2007/ 000271 DESCRI PTION : FI ELD
OF THE I NVENTI ON [ 0001] The present invention rel ates
wo o00aoant ed sol utions for renote notifi catiPOT/IN20G/000271

nore specifically, relates to an autonmati on and

security system which provides real-tine notification

of a situation to an end user, using one or nore

ad- hoc mesh networks BACKGROUND OF THE | NVENTI ON

[ 0002] Renote nonitoring systens provide an end user

of the nonitoring system wth access to desired data

DESCRIPATONe | ocations. In addition to being

cost-effective and convenient, such nonitoring

systens provide an efficient and reliable solution for

RIELD \OF THIG INUBNAIQN t he end user of the nonitoring

system For instance, the usage of utility

coommodities, such as electricity, water, gas, steam

and [dl)ﬁl] I ke, The RIS Nin@&tioy etddtey b naﬂoﬂﬁatedltd'oldtlblys for remote

service grOV|ders Uflgglautonatlon devi ces ,such

npfikertionranérmere sprsHicallyy sdatepdp ap RSN AtV YRR avhich provides

rJd’l‘-@mféQﬁhﬁéthﬂ of $Yifh€to laf efidWisSr, GREE oI R ¥e ad-hoc mesh networks

technol ogi es and net hods for renDter readi ng a

plurality of utility neters that allow usage data to

BAGYGROOMROMIHE tNWERef®N t 0 a host conputer having a

billing system wthout human intervention. Since no

manual reading of the utility meters is involved,

addi fdopspl COStgn AL ABAWRE s&s%ﬁrﬂrgﬂdéjﬁleenﬁ%sé} YRR nfonft&ing system

are avolded. [0003] Another” area application for

veithe pecessniot desivesh date oty renyade éwu@lzs ﬁ@@édltl@,leémbﬁmg/ cost-effective and

?ﬁw’%ﬂL h{ 3§uéhs g}ﬁ?orﬂé ks 1%0&1@ ﬁcﬁeﬂﬁﬁ raﬁﬂﬁcﬁmﬁl@ﬁ for delivering
offe needs to-be pro ected fromthreats suc

datagh ttheoéndvustueibthe nwsitering, systemnr Heri instancd atlra geage @f utility commodities,

ope C o T
ngh &t %«%cilrlc% \@Qt{\.( é%%s Pte%g étzc!: ﬁlrglhr%(g’ gg%ﬁde&glﬁﬂ %ﬁ‘?ér&ﬂlefl b}l utility service
pdmmdess wmg wtmm devicesauchessi lgghn meteniadersycgns watoe thaddr§ amd the like.

’[gy ﬂ%ﬁﬁgr@%%%gggﬁ Itlglﬁ g SFGn re]zrl%ﬁlog r’%echr {))llc() atcf1 metgg ! tfto{ yhemo%ly reading a
phahlitg @f ofility eneadre that dllosy mgagdi‘dm)tosﬂdvm fmml d utilhe myamk tocehast computer
other e apprehe he i ntruder.

£ aohifiis YD Mg uiTeion LSS T Tagingaf the weilicy
diEQéfE avinelvedf additioasiSokth ethétiseutRifred HaSLMUMan Mosraee/Abided.

the nmonitoring systenms do not nonitor the val uable
assets which are placed near the nonitored area. WO

2008/[6004P51 PCAAdihZ k4 /00 Qﬂﬁlz;itlona“of QR84¢mdte n@hiﬂ@‘[ngts%tems is home
nonj t or the. val uabl e assets, tﬁohome is i cal

SESUHItH SACYTIRY f§ the primary concern for most homeowners. T e ome neeXs to be protected
from threats such as theft of valuable assets, intrusion, damage to property or any such adverse
condition. Typical monitoring systems for securing a household monitor doors and windows of
a residence when activated. If a door or a window is opened or bquen, the monitoring system
sounds an alarm in an attempt to alert the police or to alert the neighbors to call the police or
otherwise apprehend the intruder. However, such monitoring systems do not provide any

warning to the homeowner of a possible intruder presence. Moreover, the monitoring systems

~ do not monitor the valuable assets which are placed near the monitored area.



di fferent zones. For exanple, the hone may be divided

into a garage, a basenent, and main |iving quarters.
w@e@andLy1 devi ces (generally in the form of sePSDIMED07/000271

may be installed in each of2 these zones. In addition,

a central nonitoring station, generally referred to as

a MgOe4goNnt r Oln orduitd mohﬁorﬁﬁ@%‘hﬁ@@ ds @t R HoaRtd ﬁypxcally divided into
nitor aII t he ecurlty devices in the system

PRty ah XA theshaptory e diidedsisiour Bargecd é\haeesent and main
lnﬁi@ljﬂéﬁb@ asRuMdytdvicBe(gefnilyah tl@ﬁhﬁ%'s&ﬁor%} ﬁ‘ﬁlﬂt/ Bé m‘ﬁﬁll&hm each of

then perforns actions such as, but not
thess zapRsn Y additions a jcanteah manitering st@t@nagmerallwrefem tcr;@s omain control
urd ?srﬂrox'f'lm&’i '[BQ!IOQQQQE’SIHOI{IQPQﬁ]the-@g@urﬁy‘ﬂ%@ésl19 '?heds%lgti ﬁ]eénq{etectlng an

t he above nenti onéd security devites are cou
alerh etuétm, HhgIseqsify ¢eyiden gommunitasnwith theesentrd] mmmghrmg smttoe avhich then
PR kbR ol B Al S U bl A SRR s potce o
M@é@anwéﬂmekten3|ve modi fications to the prem ses.

Laying the cable is al so an expensive proposition, and

the length of the cable noreover serves to limt the

way [0098] securTheyawtemiatiasdevices ©0 rtlmeabce/d hentiobétk seerityr ddvices are

cogglg{i %o?tgi: ?%gﬁ% 1\?1%+190r{,ngs %@t hgfﬂzler &hr} T a Wge C?ﬂ%%c?lgg %Xsmg a wireless
copmm@gﬁora reblanmlg HW iningq) tiesee debieesn eEdhet @entfd) rrﬁdﬁtohhl@ station require
s Do BERishe ™ BB R e owis o AR 2B S8 gepvg prposton, and

the tagthiof yhed@blemwmy sdreesto Nindihe le::lyVI;hdr 8lcesty| dévie® dré€onnected to
ati.on to solv

|
g ot S B s 7D AGF U B06HCiiBpYabRf such device i

a augibelsgine ipréeds\wad nlightiroghie XRened V& usitdeahd oénth BAUAifoRRg station to
hw@% nmodi fication to the premses. But the existing
BPEY corfigualifl are set-up in point-to- poi nt
conmuni cation with the central nonitoring station
thereb limting the way_ in which these devices are
depl@P_Y in t HetompatioRodqvicessnd/ay dire seappive dpVigest mas de connected

witk6k19 @Stha bt PRLAYR Hglstititn fd 684 tﬁla'ee{b‘ér@é lﬁe%n@ﬁ‘ R%@l@?ns The wireless

ver¥ difficult to integrate themw th other networKks.
comppctiofe peithgn yinedes t lbyiRg rerevie wblet herstequlisss ews modification to the

préfEal BASHE &1@151? QifEN ﬂg eHlE af; l?]ﬁ@t oﬂh ggoan rﬁlﬂl.gucéi ion with the

stati on. is a nit
ceptra) momﬁ@mﬁmt fﬂl@fﬁbsd b,mitme t@mm;om whitlethsssodeviceyard depleyed in the

ne‘cw%rﬁ W@é{%{j t}h}‘?cailg %hegceﬁ'évﬁc%g a{g‘a@ﬁlg}gerd' g f&&@ﬁét‘g&g a\{hlch makes it very

real -ti me er to conve noni t or
diffigwlk tor 1|n’ﬁ:gratet thers evitheather estwmbsd Ftllbhd!),eanacatidmwwlcﬁ'ﬁp/éfdﬁese devices

re ﬂ%s fel ngE aﬁmﬁn%h)f He& %Ht!re{l onﬂ?ﬁ:’ Etj ptial powver

onsu plca evi ces and/ or
security deV|ces conserve power - by nDn|tor|ng t he

oA o, L5 OIS T el By e
thereourity dadeedat@avegedde tieciesith] @ronjtoridpestation én fbemuﬁe 9n order to convey
the monitored data in real-time, these devices need to be activated 99% of the time, which |
results in substantial power consumption. Typical automation devices and/or security devices
conserve power-by monitoring the premises at pre-defined intervals. The devices in this case go

through a periodic wake-up/sleep cycle. The monitored data is detected only when the devices
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node, resulting in a delay in the transm ssion to the
w@eeBHoed2snoni toring station. [0008] These nonP@DIN20¢r/000271

systens may al so suffer frama failure of the network.

For instance, in case of an intrusion, the intruder

L=.J ne. channe
dg%ﬁlt‘?%ﬁ% qﬁ%cjtdg %ﬁﬁlr{é%‘? dela5( i t%:l% g%ns%ssnémaﬁ {hg ctia anomtormg station.
network, the wireless transm ssion of a warning
ol se | Wi_r el ess

sign y be revent.e
G A S et e e R A -
Egevnstace, [0 66O bf Bamdsmm thé ivtmd@ahSndsrEat e @ veARAY Bhannel to the

ar nDte itori there
U DA SO OEh T R Bk Shiog B s rrsmision of o
waemhg Elgmil maspopreented byt dvdseaRn hdwRéleRichidiel SYSL BBint/ddGcetion of a
ATon 9 ﬁsten1needs to be self-configuring,
8&%\ EWH%Pg W€ or no manual intervention, and needs
to preclude any need of manual intervention with

resp to re-progranm ng, of the network. Further,
provi @O?ﬂws nezﬁs‘?do e thepPEohlems Heenkorfdt ebdvag Withy sigamdh to remote

niditofifd dys@mb ahdieeianh sed APL ﬁloﬁﬁ’@rﬁi s&ﬁ@rh Ha}’cyvmtuxstr al-time response to
nDnltorl ystem needs to have For
S ey %&i‘ﬁﬁﬁ Sy e Manitpring sysiem éﬁﬂﬁis lthbﬁr Selfrcm)nﬁgurm\g,enqulrmg litile

o@flo Saf@dl WREKertidh,| 44l Deeds YD HRANAE g%)l Jﬂe%d %P Llﬂi’i irﬁ]eqv SRk &frlrt]h respect

needs to he flexible to accommo |ca I ons
tq &e-PHOREIERIEE @ the[ oawork. Kusher, pioaisions nn@etdaebb lm'ada in the momtormg

sy E& MBI HebidGisRY Mt jddftcal), Ay 193:? Prxﬁ? éﬁs{em n’g?ﬁq% fo have back-

response to the end user 1n a péwer
“BWR‘?DTO’TOWF@%IH\MMMWW 00 ] entinusehj iecin ©fntt bea network failure.

MR, it btk Q§s?éﬁ'1 ﬁg 61? é(} H%ﬁ%}gﬁ {10 g%ctogngordgt{em mqflifications made to

notification sy tem er o
therpygemi on is to provide real-tine notlflcatlon of an
occurrence of a situation to an end user of the renote
notification system [0013] Yet another object of the

i nvel0i@n is Wdsopmbet dmeedetias b-redbte ncaabaiy $MemMhbilprovides real-

cat.ion nea relay a situation data
ug@g%ﬁg%gﬁdﬂgggpmmjn?ﬁ@“@%ﬂﬁ?@m“WHW? i cati on system WO
2008/ 004251 PCT/ 1 N2007/ 000271 4

SUMMARY OF THE INVENTION

[0011] An object of the invention is to provide a fully automated remote

notification system.

[0012] Another object of the invention is to provide real-time notification of an

occurrence of a situation to an end user of the remote notification system.

[0013] Yet another object of the invention is to provide a fail-safe meéhanism
with back-up communication means to relay a situation data to the end user of the remote

notification system.



[0014] Still another object of the inventionis to

provide a renpte notification systemthat has | ow
w@omenoesnsunpti on. [0015] Yet anot her object PET/IN2G07/000271

invention is to provide a renote notification system

which is flexible to accormbdate any nodification nade

to the system [0016] In view of the foregoing

di sadvant ages i nherent in th rior art, the general .. .

pur BT of ¢ ResbRTedeR ObierhALrRs SYeRion s 1 PERYId4en ot notification
sy&&h%héﬁ@w%@cﬁc‘%ﬁ%iptﬁ}dn.sySt emfor providing real

time notification to an end user using one or nore ad

hoc nmesh networks, to include all the advantages of

t hell(ﬂfl's?r ar ty ek Oo¥E o WL invBRi oAl WP PFdvRie NRBIB hotification
thereini Sites to be nonitored are installed with one
sysiempvvieh is fiexiblate epqommodateanydpefibation mads ofhgvres
Each of the one or nore automation devices and/ or
security devices is operatively coupled with .
comi@i6tat i onlmnvidesof tiih dorseving Wisedvantsgesn Bhiersnicipnthp quijog art, the
gePiSt MrpdRIo? 2d-nog {H%%?ioﬂ% W%}%.%i‘de agrlﬁto%ﬁoﬂ) End" QL érity system for
A OREP S O G PEaSt Bndlor ‘sec rity devices sense an
prodiding reml ¢ameofiotdicatianutatanemd vatr using oriet @ mord agrhoy inggsh networks, to

. Situation.data i real -t (o) - 0 Si
o B 500 TR PR, SRS i, S
totbe uicatloet ere itdrdled méithone ommere adtohetomésyivenatdfasérityoleaices. Each

central nonitori tation., The centr ' i.ng .
oo or a0 eupriatt Jhies Ayl SEeefiE ioes 1P Bpdrale Sequgted with
copir@MiicA€on RodeeAlhe chinmningiionhbdatconfiguné orelve noccat-ie@meeh networks.
T o S BBl LS Sbence of a it
atdht QIERLA PROVIE ditsEion dith jh Bylsinedmottheisnepir andirelebha@ mdshinbtyvorks. The

automated renote notificatjon system fé)[l%‘?r os\rgli di n(g central
sifugtign. atads dygemicrbatauisd aVer the@ne 08 MRl PNy METRICEYLE IR @

mBﬁ’i@ﬁlﬁg statbd. MBE centidi thadHofin tetion ButdTiAI Sl LygreceRde® the Rhtibn data and
provide real -tipe  notification to the end

: Th
pravigesfaienl HmsMatideton Pt e eyrurrerfe st G sBIopdo e %‘1 HiEa e system

wit@dut HeOedl B ndah@al $hiéatoR Tt RorRMRN 208 BecVFityd9%tem thus provides a
physi cal nedi um and using one or nore communpjication

fubly arioneted rempfe ngtificstin Fyshraing Peiding fopl-dpe peticetigrsto the end-user
Iiles a fail-safe nechanismfor providing '

Oiﬁfég -St |ﬁ§rre notification to the end user. [0018]

Mor eover, the one or nore ad-hoc nesh networks are

Capa[labﬁ of adgphing suiggl%”ﬁ%hﬁﬁs rde@nd At YRR BNFroPide real-time
nmore co ni cati on nodes. e one or nore ad- hoc” nesh
notiftcatoks the enduseo. Thepaitineation adétseqwﬁmssﬁ@nhwwle%@@@%g means for
C ' i i nt ' ' .
AP ) ORESRe I P SRR KRSA B B ox mor
conroesisaioy froexolli The wutomatidre ald 2008y GP«@B 1thus provides a fail-safe

m@c%él{smztgp gré\gig%%zél'al—time notification to the end user.

[0018] Moreover, the one or more ad-hoc mesh networks are capable of adapting
themselves to failure of one or more communication nodes. The one or more ad-hoc mesh
networks are also capable of determining newly added communication nodes and integrating

them in the one or more ad-hoc mesh networks. This provides the necessary flexibility to the



5 automati on and security system as conmuni cati on
nodes nmay be added or renoved w thout any need for

waeoisven2si al nodification to the one or nore aPEhDN2007/000271

mesh networks. [0019] In one aspect of the present
i nvention, the comuni cation nodes configuring the

Qﬂ 1zﬂfon TRy &c@q%lg%%elﬁrg? %nﬂ%nm&lhl&‘? ng(feg P)%?#;E lgg%gvﬁ\% %frr]r(o%a \I;]vithout any

usi ng power /1 ow range ra
nqedrﬁ@@ebste@tlsl moHifiqation toctke orealr momzal In@trhdsh @etiviods. t 0 t he
end user of the system the comuni cation nodes need
to be operative all the tinme. The | ow power/|ow range
RF t r[a(hl@(cei verB ooesaspeet WET ghel jnteielne 1@M6n,aﬂld tdneh@idation nodes

du0|n t he OWer. cons he . .
R GE PHS, o a0 pBE 350 FREBHE T el Witk ek e using low
laswe’mvssraoge ﬂaﬂne mqeaﬁy(RF)ﬁmEHeiv@ﬁ T@b@ﬂ@e%dlﬁnfehﬁtlﬁcanon to the end
res of navelty that characterize

VB o oy 4% o hmBE e MEn s 01 BpBRrHy flhdie ae. The low

v/ fosy fhﬁg’eRE drafsyeBies Ashnieoveny ﬂtt]éjf tWepfmd ﬁl'efeby help in reducing the
di scl osure r a better understanding of th

RANFE R yped l?yt © PRNURIETgn Bedesint ages, and the specific
objects attained by its uses, reference should be ®

made he acconpanyi ng draw ngs and descriptive
mat t éﬁSO%PL whi cHeehvegtherrsth ethergsiertsob theaxesaplimveytion, along with the

RABQeiBRE Sf Advelth @ a@Eﬁﬁf&Er b Elié(%%n%h
DESCRIe AR O:VC il iz £ﬂh021 o, gﬁg}jcgtgtﬁctl glétewrch %artlcularlty in

the gleisggngred thﬁrétopar“é§@m a i erthisolisclgsine. Fevoheftebundesttanding of the
1H%ﬁ6§t1%°§beﬂtﬁlg ard%rﬁig%ﬁ‘ dt fle s E@mfﬁco bhiOME GaHGE 9}{ |!1t§ qxﬁes reference

descri ptl on an cl ai ms en | conj nCtI on
sheddsangdenty @paawpwg@anymﬁedrwmgs aick dedcsptivet matirein which there are

11195%‘8&3!1 Ek&ﬂ)l {zdlgfénﬁ ¥Fie hf?ésen@ﬂl% tdn, Whi ch: [ 0022]

FIG 1 is a I agram an au onati on and
security system in accordance with various

I?f(‘i%?% dﬁj; bpef BRARIGwention; [0023] - FIG 2

I's a b ram a communi cation node operably
coupl ed VVI th an aut omati on device and/or a security

devi n ac W th i rent of the
pres 1 nventoji% on" rgwﬂfnq:fgurei% O?g’eé’rﬁeﬁtcl?"%“% Willpgspme better
Lmdcrsmd)d with mfkredos rtd) 316 fsllcaizmg) ﬂetalleﬂ dagbﬁi@ﬁ&ﬁm&lalm tlke®ih conjunction
EEI} di ment of t %r es tion;: V\Q (%O /004251
Vlg ﬁ? ?\?ﬁ%%n&p@ iWI erem li e e ements 'are identi with like symbols, and in

which:

[0022] FIG. 1 is a block diagram of an automation and security system, in

accordance with various embodiments of the present invention;

[0023] - FIG. 2 is a block diagram of a communication node operably coupled
with an automation device and/or a security device, in accordance with an embodiment of the

present invention;

[0024] FIG. 3 is a block diagram of a central monitoring station, in accordance

with an embodiment of the present invention;



[0025] FIG 4 is a block diagramof an exenplary

environnent, in accordance wth an enbodi nent of the

w@e@son2si nvention; [0026] FIG 5 illustrates BCHE{2007/000271

packet nessage structure, i@ accordance with an

enbodi nent of the present invention; and [0027] FIG 6

is aflowdiagramillustrating a nethod for providing

automatic real-tine notification to an end user of an

occulf®hke of HGsituatblask diegram of are exdmplay covicmmest, in accordance
i resent invention 0028

M?ht(geﬁ Pg’?g@eéﬁlgdgtn n%ng{%%r}@ lg’r to like parts th£ough1)ut

the description of several views of the draMAngs

eDElII;_\‘HO%Ei/ Dgﬁbcﬁgg% mﬂgg gs-sr allglrg‘allt% g%&ﬁ e@gﬁs?,ée Osgr Lﬁe e}ccordance with an

enbodigtentxfitheepregpantiosatomndd are subj ect to many

variations in structure and design. It should be

enphasi zed, however, that the present invention is

not [G027} ed t FIG. 6)&5 biflowl dingramtifiieatinga aitthod et piokMing automatic

W scribed. It is understood that
ST Tt Rl e SRS Pt 1L 2T A Bnrssogrgance with
an embedipkttof the pgesert iuefBérances may suggest or render
expedi ent, but these are intended to cover the
application or inplenentation w thout departing from

the poRs]it or LseORRrétce hiifeidlsab@P tfikel fAfs tlﬂBlﬁgﬁ@ﬁtthe description of
ntion, Al so, it is to be understood that the

Sﬁ‘f’?F"‘i?@WFBﬁS})eQW&”Qgéfm nol ogy used herein is for the
pur pose of descrlptlon and shoul d not be regarded as
limtin an herein do not denote

D@ﬁAIWPg}ES&N%H%QHtTH@/mWTm her denote the

presence of at least one of the referenced item

003% The present invention provides a systemand a

met hB8281ckhe sxenuplany egnbodimenivudesceibedherein detell futillsiratistei purposes and

aFeOsuﬁﬁctecﬂ Ghatly %néi’lfonﬁﬂl SeEtd zﬁl'aco%mgﬁ I'?E%)HJ ft 9 gzed?however, that

site, over an ocC nES net wo nmmuni C
theguesent deentiQpis netdimited ted phrticulasaibonmgiomendseauriy system as shown and

dpé'cHUﬁidd edy 1 lﬂﬁde‘f&% fHaf A%k DRHSS, ion ﬁ rag% SU Bgségl}tfgﬁ% /ox (eqyivalents are

coupl e one or nore autona
cgré@nplatpayam@umganc?hmam Bz gost orrmnéeraupemﬂfat ibanthesdayd @nded to cover

t}%rllgfaﬁ)({a 151{] n§1 g{?jat%t)fond\%\fﬁ u?depaﬁ z’i tﬁ géﬁggrgggfereﬂg%e claims of the

provi de
peshang aIVﬁIUnvm Alsoeiais-tb berendenstMd tRA G (Meb2Sdey and termmology used herein

P 27 t h K.
R AN TN I .
hwremhlo not denote a lumtatlon of quantity, but rather denote the presence of at least one of the

referenced item.

[0030] The present invention provides a system and a method for providing
automatic real-time notification to an end user of an occurrence of a situation at a site, over an
ad-hoc mesh network. Communication nodes configuring the ad-hoc mesh network are
provided. The communication nodes are operatively coupled with one or more automation
device and/or a security device. The one or more automation device and/or the security device

sense the occurrence of the situation and provide a situation data of the situation in real-time to



network to a central nonitoring station. The central
nmonitoring station automatically processes the
W@ Rasa0426n dat a and provides real -tine notifi CBECT/ON20072000271
the end user of the system7 The system is further
capabl e of respondi ng to an instruction fromthe end
thrgr o\—/}lloccérgxgso nett% rﬁigﬁ B attf?:;r%tndla ol;SI %Jn_amtcla r(gh%d[ B%%Q%é 98-hoc mesh
ndtivGik td al centeal IMontbringy steggioanT loef ceatnalanldnmmang siaticaregitomatically processes

L f d t
e8GR FaBene Piinet e b S WSy i o Bl BRodfiniee ghe sysem
1stftiﬂhdii b@&ﬁfétof rdspotelitigito an m'Ehﬁctﬁ)yﬂoﬁmh&@ﬁ)d ss; lserdl éSregponse to the real-

cat h i
Bl SRR e PadEe R BT poc e "

network, and a central rmmtorlng station 106 in
operative comuni cati | east, one ad-h

n h the at
meshlOf&kwor k. PR t Iﬁsei"%l‘&gc jagreay ryf At ?&‘é‘?q’acﬁlﬁnr?ﬂéiéecl”(ﬁ@’ pystem 100

(HernQ@t@f RFdréd t6 YIFHBICIV0Y, GR addotdane will158S E@PodikaMitE6f the present
[or a security device 104 (hereinafter

lné’étFtloéchPevséfPtﬁmrlé’P é‘fCﬂ‘lélSS # sluglityeh qogwupisation fqgesiph as communication
n&Rf @by ¢oﬂﬂgﬁrﬁlg Rt @ast %ne édih&: lﬁésﬁ%gtv@rl@&ﬁ@ﬁ%é}ftraﬁnomtormg station 106 in
conmuni cati on node 2 (of the plurality_ of

ORSSHIME N FUBIMPHALAB d@éh sth@vm leastFprg adshog yeshbngfwerky p| lagther, each

c%ﬁth@ﬁmﬂ%@é@@i QNin FHEMECE cARAREatRn SEGHEA EMOIQQ}Gn%vwe and/or a
such as device 104, in accordance wth an enbodi nent

sesirityievicy { (s@ereinafigreptigotivicly THerreddprasdavicstl0Hn node 102
conprises a mcrocontroller 202, a flash nenory 204,
and a battery 206. The microcontroller 202 is capable
of ep083ti ng Refooninertadiblie?, i mblocluditagr@m@ffa@pmp@nic@iiqmm@ge 102 (of

r 0
thr%tbglrlrg no?r 9 F%Pﬁfu oglg\%dgso ?‘EG D %%%Pfl(g)%plea- B6th an automation
demd:eezgrdwr edseamtp devizt suhlass é¢vilcet 18, norparae svithfangmbodiment of the

con ntral cessi.ng unij.t
PIESSH é drrweg S’ghe rr%dr%nrlum Ex nod% Hpea m n a mlcroc(ogﬁg%i{/pﬁn a flash

miemjotst 202 hrpltat battmtye?foﬁa"ﬂ&ﬂnmmdomtmﬁer 2@2 is capab]s .of executing programmable

R Sk B o SAPI B b AR e i rrwcnl
28Dhay sake apadol@ obfin ﬁﬁtéggatékg cﬁlﬁ ¢hat BaedSRE yom}ib’nggﬁ afmﬁbﬂtﬂ)ller ie.,a
|nS rUCtlonS an e ta structures e on.t he

AFessof B AN S sidomatast Fetiet GUNE o P By ROM)

1rfp@f/(50t1§ﬁt %te?iﬁw@ré&:chﬂmér chiaumr )Al@fﬂaﬁ%ly,CmBnﬁﬁfocﬁﬁtﬁﬂlhr Q02 may be
any sucC orm or non-vol a e Nnenor
"B%lf’%‘rt?ﬂ sy Rregr a‘Boﬁéfr ﬁ‘isg REROTY 8%4%5 ﬁ?@ifﬁi Qfﬁt%laﬂ the necessary

pldfamnldtle iRabdiBhY arkDfheBYa bttctirdshR A&t bh #e @mmunication node 102.
non-rechargeabl e battery or a rechargeable hattery

Flagh msmes ot mimetoko fer e af B EBI8 B BeOnh, Genprige flash or any

S@hlfg,llﬁglenoga‘xojag[ewneﬂwc chloride battery, and the
ke. Exanples of the rechargeable battery may include

Iead acid based battery, absorbed glass mat (AGVY

E;‘Zfﬁ)gﬁ’?jt tery. pNakg) 78dubms bR Y theNorhilnid¥Ré@hode 102. The
battery 206 may take the form of a non-rechargeable battery or a rechargeable battery.

Examples of the non-rechargeable battery may include alkaline battery, zinc-chloride battery,
and the like. Examples of the rechargeable battery may include lead-acid based battery,
absorbed glass mat (AGM) based battery, Nickel Cadmium battery, Nickel Metal Hydride
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like. Further, suitable electrical circuits and
we@bk@sne426el connections nmay be provided to enedi/EeN2007/000271

functions, such as rechargisng of the battery 206 by

usi ng, for exanpl e, solar energy, a DC power i nput,

adth 34] .Th r{mjlcat
bart{%‘;yt ﬁlg tt&e ﬁg%lis“‘ét €L, S éa\pf C% M SR :2 8aec§r(1)(ﬁi?lconnect%c}rlls may be
provideditol edalile ﬂmm@df}su]:ﬁ)ﬂs teohdrglﬂg dﬁt\he bﬁteiﬁ)ﬂ% by, @sing, fdn example, solar
devi cggr nt erf ace erves as an interface for

0
R nd po&’Fr%‘P‘(‘tu%l‘lthﬁFlﬁFata fromthe device 104 to the

conmmuni cati on node 102. The device interface 208

constantly nopjtors the devi or receivi .t he

si t UAb3%n” dat 3116 eﬂnmalalemopéwﬁ%lé%o %5“‘& fcaalerrsswr&?ﬂ&e Interface 208

&%thlﬁe l;&ﬁmﬁ@iemmmaé e ithdddvize 1omméumhecc&mce mmdezos serves as
21n real time via device interface 208. urth

an ingeriges, fog dansipreat sifeation gaia A1ogbthe devies [0 tofhe F%’E‘E‘r“f‘%?é‘@n node 102.

ThOlevice 2SHRE LD BorzRRLY Abnit Me 1ENER 1IAFLRBINANE T lsiteifion data. On
node 102 to the device 104. The device interface 208

ograrench Of gddugiion; the dletion AL eanenumsates With eegmmupisgtiqngnode 102 in
re‘ﬁpfﬁm @1&“@@109 QILHRE 288 RfnerN A %eJiQ@m&é?faEé" @OSjﬁyd &bved Qéf an interface

ampl es of wred connection may include Local Are
fqnétawzfmkmg comipq) datgtfrnsy thetcomprmisation ppsge d@%rﬁ@&eud@ﬁw%% The device

1rfté?f‘amj: Q&mﬁ?ﬁﬁm& ectswi?r{d dofectibt: 6 & %@rele?!‘ﬁnl{%ycohﬂg |tﬁ€;jc§)mmun1catlon

optica ra-red ow power radi o requency
nededi08 tartiet devipel [0k eExqnaBBI Wited covmstion BaY inshidad@eal Ygpa Network

SRTHILFE 53y SR AL B3 5 A o

optiwatyinfiacred, ilom powetaadio Zeduentyh@F) ragdiorgmditieeiéket wo net wor k
interfaces, nore specifically, a primry network
interface 210 and a secondary network interface 212.
The Po33fary n@hesokmunicgiohavde 200 commbnidgss with other communication

ei.ver ab eji vl eatin
o f SALERAY b R Bleach A5 R oGP Bl poge o2 mher
cbifprings twd ﬁetﬁ'btmwy‘faﬂﬁt mr&s;ifeblﬁeaflfyaa@rﬁﬁdﬁy néthverk interface 210 and a
cO nlcatlon n m unct
SR o eiRes 22 A iat) s F ook S Hides A gppmsceiver
cHRAER of 1&21,vmtgh@pahmg,canaaiahmnmgpne §TRiaon @l fidor mhtml data. Usmg

R T T
rép@&‘tlaru d8d @ trh AARESo RS otBaPedRnfundatibie ey 1109, thér?@e@édtiﬁg,a primary

and transm tting situation data and/or ontrol @Fla
y, secondary

adnhec ancsly METYASK 1 he PABHERIC) coEIHBCaY H‘O et lfoSim

nE%rlPllMéﬁéc'et Ylpfm@omﬂb Cﬁttkéhﬁbemge&a A2 dfSreedifiag, e ebpeating, and
he ad-hoc nmesh nétwork configured g the plurality

tr@nsnu@nmwwmu dria 198des consp! Satgdad @ﬁcoméglps rd ﬁ%vmdary ad-hoc mesh
nﬁtgltovh\gﬁ(mé%raf@tWOﬁnﬁﬁncﬁpﬁl RERONHLLY cRGeNOMeRIHbe mesh network

configured by the plurality of communication nodes may be one of the primary ad-hoc mesh

network or the secondary ad-hoc mesh network.

[0036] The primary ad-hoc mesh network and the secondary ad-hoc mesh
networks use different physical mediums such as a wired medium or a wireless medium, with

the associated communication protocols for routing the situation data. In accordance with a



[0036] The primary ad-hoc nmesh network and the
secondary ad-hoc nesh networks use different physical
worr@soessuch as a wired nediumor a w rel ess PEOINMY7/000271
with the associated commumnd cation protocols for
routing the situation data. In accordance with a WO
p%?e%ﬁ B edrhedt (c\)}:/tﬂewgg P qggﬁ?lﬂlrah Slflﬁlruﬁﬁ&{lo%%ﬁgé %g%ures a dual
of the invention ur a connunlcatlon nodes
meein htyarke sompribing a mﬁw néﬂmrmGSh owprarksiang aasqsendagy pd-hoc mesh

0 { I
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by the bpdlrtmﬁmgal acnhodicat@silotiat kves betﬁvoeymtbd comxyumheeion nodes 102 and the
Se??l8- . g tg' ?%ﬁels}rl] Jiety g agln 1Y ql?et tbgglcr:eoclﬁ ] c%mgmﬁ%atlén grﬂrow lines
beteesnnthk cbmmnmdattnm rtohes H2- Huntltec,tthmmhaxgmﬂﬂmmmweh network in the dual
arrow | ines nt e .c cati 2.
e ik TR b HOTeBER e Reith op, % ggsqndary ad-hoo
nféﬁﬁlﬁemtw\lﬁfak béay wirsdchbb@Nmesh hﬁwarkWI irelaedsdanck Mdth an alternative

net k and the econdar ad- mesh networ
BN SOl EAST B REoe MEVTY RO, MEgn JP R gh (e foal mesh
ntacﬁoﬂd ey Bathosen t€hdadiifeaNd-Iok héh npfwsieBid the\wesund@® ad-hoc mesh
e pri

ry ad-hoc sh network_ inpn the dual sh
nﬁ&@%m&ﬁﬁf Nurelesioalboo @e@en%W%kr T Areltst adriiag mesh network may
ilReHdeAr de AR drREk SA 610 aﬁamwdspkgmmm REWBRS K WRMeddG ocal Area
a w reI ess ad-hoc nmesh networ The_wi rel ess ad- hoc

AWLADPxcqrehjnationt fhgerat anctt%mlﬁfﬁaﬁhmw oRgRicaorprotosols
féﬁMréﬂ%B%ﬂ Me@ﬁ”n&@%fwﬁlky iR ludé 'E@l{e@&? Wi Q@rrid RABse Multiple Access/

Net wor k  ( WLA conbi nat’ions thereof and the |i

ke

Collisiop 1 Aa@1dgnce MM end the diket Fhegyiged addioc wesle n@tsvgrk may include a
L@ﬁtr R @tHEFh%P am%rmiaew !bg&’véfm?le ELhRH0 @hy WhhBinRhE HRfeof and the

Sense Ml tr'pl e Access/ [11sion Avoi dance (CSMA/ CD)
likerdExamwlasi qfeqonmemmtlp@dvr@t@lc%éorn%w adelnqmmRShmglworks may include
T‘rd?)%}égﬁn éont}dﬁ%ckéﬁ IR PIGh QlﬁT npdGiueb, a

ower - ['1 ne networ any co ati o t ereof and the
I i ke. Exanpl es of conmmuni cation pr ot ocols for

AP T SR By O S IR0 s

pteifdeeed o[hélﬁfél?jor idpnanfieallyuahtingetht sinetiom dita andver theicoairal data in system
wor k ,serves as a err.ed for . ..
1@@ 1218158 y r g tl} (Iz Hlé:s}% P]etwgllr tsglévtes 8Sn 8a[ternate t%l}g}i ﬁ)u{mg &16 situation
deta rdndok tlchatcmtnoh dsty s Ire wase 16¥0faildia mrsdasroptdmrgf thel - primcaryredhoc mesh
net ve s the al ternate oL routiing.the .
(e RS T00 entiro i s S or B R frBion] B Bl routing the
Sftﬁﬁtlbiﬂ deta @ﬁd/di the ldpﬁttd.‘b da@fovehile pedonduiy adtledrmestinisgiork. The failure or
network, the s§ 100 esortl?I to a ur.e

d5HHaR PbMeRy RoB PSh EBONG o0 eSS e BRIt e or more

ca;ﬂﬂluﬂl&attohalo@@mwcﬁl asOit ToRvfhichiieh BRIZOIIDAbY ardhtivaer ﬁﬁf{abrmg with

network, The failure or
commumcatlon-[ 1k between the one or more communication nodes and the like.

[0038] Thus the dual mesh network provides a desirable back-up mechanism for
system 100. The failure mode of operation is especially desirable in an emergency situation
such as intrusion as the intruder may attempt to disrupt any means of generation of a warning

signal. For instance, the intruder may use a frequency jamming device to disrupt the wireless



di sruption of the primry ad-hoc nmesh network may

result out of a failure of one or nmore conmunicati on
wmossoesch as the conmmuni cati on node 102 or aPCT/IN2007/000271

i ntruder tanpering with caemunication |ink between

the one or nore communi cati on nodes and the |ike.

afl DOS leshl fdtwolkh ey GbiRh cARShe RELWRN ﬂrzﬁg}ogﬁl% c%mgcﬁ%ia%gg%}f? be routed
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back-up mechani smfor system 100.a T allure no
Qi

o¥Pd Hhd-ocagsbpetyptky desirable in an emergency

situation such as intrusion as the intruder may

attenpt to disrupt any neans of generation of a

war ni%%] si gnadn acoprsen¢enwitia as embodimentrfrthelpresamainverstdnathe system

' di srupt the wi.reless WO
500 BT I 5 5 S, B s
ho mesie Retworkade casehef siftilvag pDhottiathe paindfyosd-hdvemednhét@brk and the
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an ary ad-

e secon oc nesh network. In case of a

failure of both the primary ad-hoc nesh network and
k,. the system 100 ma

t he ondary_ ad-hoc nesh netwo _may
perf[(())?r%]ﬁf unct %br%c% € a‘gn ot F%%H‘Hme‘&pﬁfﬁb? iPAgsent invention, the
camounicdtipn meds 00Mmby chedé BY dNRWMiCUITNRE BRt daBNoRe d‘ﬁegprimary ad-hoc
m%%at bé/gas(i t he f |Ie4:i t he ~communi cati on nodes 102

SHHSPRE® P e STC%%@IE‘ ocpesha%¥oEe with an enmbodi ment

of the present invention, the conmmunication node 102

may se to_dynamcally route the data over the

pri n@%ﬁad- hO'EFHé/?‘Fgg]?? ReshwsMeris s selibiealing 6haragtsristies, hecthe ad-hoc
mbgsietiak Wsakabld SQdddting e 1PE-Hfife BESR oPRIWIE lfhet‘h%ﬁlmunli]ca’tion nodes
@g%f - heal Len%ﬁ_char acteristics, i.e., the ad-hoc nesh
1fte fhiorRmPY: Lupabrasyssionels vitgtian s, if one of mpteinommpiication nodes
162 il CtherRE Ba-bo fnbish (ANIR DAVl s AHEPcontricaiOA nodes and defines

exanpl e, during transm ssion of a situation
anpligrmgte nathfar dwamvisallv eutiogithe stiention d@2 tof thé tentraheonitohiag station 106.
Siafimh . ’ i comyuni cati on
P2t RO YE e R ERRIO oE npork once
thessumolesgirg trratedifenthe ¢avse efdbafailaret he central nonitoring
station 106. Simlarly, failed comuni cati on nodes
may be integrated into the ad-hoc nmesh network once
t hed@043bdes aFusther, dlaet @idhdcomeshhetvoaki das ff crdaeing aid stlfdetermining

RABURHELL 10 s OGRS ACLIBOE 0E5BEh g newacid
copyaunidtioro ordess hintegiating khé snevdpadiled a@fmmi@li@tiod Niodes (such as the
coﬁ%n}'c'aaa{j ‘ﬁgde 102) into the ad-hoc mesh network, and updating existing paths for
dynamically routing the situation data to the central monitoring station 106. Further, the
configuration of the ad-hoc mesh network may be divided into a plurality of radially expanding
network levels (i.e., a first network level, a second network level, a third network level, and so
forth), such that the communication nodes, (such as communication node 102) at the first
network level may be able to communicate with communication nodes at the second network

level. Similarly, the communication nodes at the second network level may be able to

communicate with the communication nodes at the third network level. In accordance with an



communi cati on nodes, integrating the new y-added
comruni cati on nodes (such as the comunication node
waemp/ooa2so t he ad- hoc nmesh network, and updat i PQI/IN2007/000271
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data to the central nonitoring station 106. Further,
r e r
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ﬁgﬁﬁ , athird network level, and so forth),
suc at t e comruni cati on nodes, (such as
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t he i@c gﬁld ne?o\l\%%ggy :%o%r\émurgﬁqtél? Iny e k@g}nicl%gesné)lgp?g’y %4. Display
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fRE &P e i o et B8 i FRETIamaRicRnG g {Simprer the adchoe
nhe3h netyogyi cal |y routing the situation data or the
control data at given point of tine. [0043]
Optionally, the comuni cati on node 102 i ncl udes
di s p|[01M4? 14. D Al BY evidekd td R Yerd@Pikgiled] 1Hft}¥érd%h%n§xﬂﬁﬁbanon node
F status  of the comruni cati on node
@g may l%ﬂ%%ffettbﬁereﬂlﬂﬁt-? elepfricabeeiihindonsstionsde cammect sheswicro-controller
200.Cihe dRSh edioRONOSHhE bRRNES 284.6he TBRHIRIRESbDE tgé’ Bl Fnary network

216 monjtors the health of the conmunication Ho
injeidpce S 18 dpratseendary I}e@rﬂsk interépog 213, she dispday¥l4 ehd the dlagnostlc port 216.
FeARTL Blifma d | R

D Ry DR Prelfice 200 a® SCRUT nclRRk S 217, may include
intprifaces with\reqrasite qoen@tlwrtgdmngmvwcwe ithe slhl@tlfar tlate lapd/or the control

dg@muni cation node 102 may include the requisite

electrical circuits, and connections to connect the

m cr B04aht r ol IF@I'thethh@ compenchisas thememprupicaGeh nddad 02, ie., the micro-

r 0 t he
cBIEE Yo aifinctiosh 584, i SLUBT 308 e bl PRedSet Yos, the primary
ngtwog interfac@a W, thelseconiap natwopk hteaface Imtlﬂlcﬁ@t@gm @n@ thetdiagnostic
t.he ry. net [ rfa 210 d

G 216 Ty ST BRI ) TRt e gt o, finmware or any
combmﬂkmﬂhaedﬁth requi site connections to

transmt/receive the situation data and/or the contro

data. [0045] Further, the conmponents of the

conmidfi€at i on E}Qﬁlﬁ)l&k@ﬂ thd device 100 endyl i6E10de GOAkERAtIoB device such as

th
a}%ﬁ’f’:&ﬁﬁé é{léeéerzrﬁggr,t ehg}?%% c[%gff letr hae mbealtat ceorng‘ol%eg6utlhty eme(geer Iugl?ty cut-off

control, air-conditioning control, motor control, lighting control and the like or a security device

such as sensors, for example, a motion sensor, a vibration sensor, a gas sensor, a smoke sensor,
an impact sensor, a pollution sensor, a temperature sensor,“ a humidity sensor, a rainfall sensor,
an imaging device, and the like. One or more of the automation device and or the security
device such as device 104 may be installed at various locations at a site. The site may include a
house, a building structure, a campus, an office premise, and similar such locations. The site

may be divided into different zones and at least one device 104 may be installed in each zone to



network interface 210, the secondary network interface

212, the display 214 and the diagnostic port 216, may
wheoosipi26nent ed as a hardware nodul e, soft war ePCDIN0&7/000271

firmvare or any conbination thereof. [0046] Exanpl es

of the device 104 may include an automati on device

seibe fheagcurddpt O sBhestags£r reader, a phone controller, a

nmedia controller, utility nmeter, utility cut-off

control, air-conditioning control, notor contro
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the like in the ahsence of residents of a prem ses;

CHLPlg. g eentpl aqniferngstation 06 maysens nqtifigaingdo thetendkissn of the system
16006 thelocirREeNbf thb Qftdatieh. MR ﬂéﬁﬁl}éﬁmﬂ%ﬁe@t be SRR %}TO of @ siren, a

gﬁopegég detection of tanperin the devic
flashypeplishSetlere pep-upshoR trerndoyser h@el‘p‘Pl@ﬂnCQIQBUtCIE)@a?’rpl’teMessﬁge Service
(SMIS)UaMimELRE Mekdagd 86ice WSZ t¥xt'H'?és elof Qgid@? %:?ll ?n the end user’s

situation data such as a t1on sta us 0
mgbils phoge, andufelikeaErd psenaf the systerm 500 lahsebet a sithscaﬂsumhha@stem 100,
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pr em Se, or tarrpe ng 0
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station 106 processes the situation data for further
action. For exanple, the central nonitoring station
106 [MR@4P]send hotdchidemeivath dmedittdirad o SR prédent Mention, the central

mgﬁ%gﬁgstation 106 may send the control data to the device 104 over the ad-hoc mesh
network. Examples of control data include a command to switch off activated utility devices,
sounding an alarm for notifying neighbors and/or security personnel in given premise, status
request from a specific device such as device 104, reset of the device 104 or control, switch the
ad-hoc mesh network from the primary ad-hoc mesh network to the secondary ad-hoc mesh

network, execute control action and the like. The control data may be sent by the central
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atsB&nd S¥heivdiOA 20Thé:196$5s§8r 3 045 W | hiSdb1d (ﬁ%xec%Qng Efb{gf%ﬁ%ble instructions

network fromthe prinmary ad-hoc ne net wo
frepeiaming aprratises rfsthe geatralomRyitasing citationc bifk rlo| acgerdirsn with an

C 1 T l f:) c Su as a
?gﬁ(tl ?Jgﬁt %h’go%g%gﬁ%%ﬁﬂ%wﬁ k’%ﬁ%g%ooz%lythi@xv frodule such

nﬁ@rﬁpqn@rpllﬁ@r sucht oty integated clip dor ewkqubiog Dpdratté)ns O@@le selittahmomtormg
s{%ﬁoé b L eeg; gxﬁgﬂce vs[lgloa%gilher erﬂ_ﬂmm?e%t &3 E%g t “{%ﬁ% },01611: tgF processor 304

con t he conmmuni cation no
nwmomtpldmenmdrae@pﬂwml mocbﬂmfmwxmm@ oparhties rof abntentthl monitoring

t conmuni cat i on podes .
%gﬂ I?c% erggl % gmo f[)oéf is nagrag?o jAccess, giemory Qr Bﬁlgﬁ‘ Efga of dynamic
sforage dmylc.m sﬂlfﬁomntwmhbld tht fieceSary[pB&pdmhmnlzGnd JataStractireOlkated on the
9 agra ral nmonitoring station 106, in
cgntra m émg f lon g(ﬂSt

qccord enbodi nent of the present
[ nvent| on. The central nonitoring station 106

i ncl a ho u 302 capabl e of ocessin
sit u@? ?‘%n dat Sﬁrﬂn%FgS/% H‘éeﬁ'tggfe“f‘?'n‘ﬁom%éwg fleon ﬁ’éﬁ" ith a means
férGstaing @imfdrikgdh saéh hsi‘lﬁéfcﬁf{lﬁtﬁcﬁimeéﬂﬁd fa_ﬁ?fnﬁﬁ’lﬁ roufAPHE BE situation data
uter conprising

s chEaiobhe. e Hner )0 el oies0giorenfrmaon such as cnd

ukdh ABHRIVEY prd ll@ﬁne’ﬂﬁgspoﬁseslﬁﬁﬁﬁﬂoﬂsr &8 %Qﬁlh‘}{ﬁ[caffc;rznodyl@Z information
SIpr ocessor 304 pabl e of executing programrabl e

(Rt leatiop Aetails g fbeekkeafcmnwgwd@ématt@ oz opheonaretigagipn node to
aRBIYr 11O dyRem &R IrQfte XRO sinkdfioR oA ARNGE Me IBn@A data; the device 104

information such as the type of the device 104 and the like. Further, the storage 308 may
include the requisite software for keeping track of the dynamic routing tables controlling the
data flow in the ad-hoc mesh network. Examples of the storage 308 may include a fixed and/or
removable storage such as tape drives, floppy discs, removable memory cards, or optical

storage.



enbodi nent of the present invention, the processor 304

is a hardware nodul e such as a mcrocontroller or
waeemk/ooker i ntegrated chip for executing operBCT/NS07§00271

the central nonitoring sta#ion 106. In accordance

wi th anot her enbodi nent of the present invention, the

proc r 304 ted,as software nnd

for @§§§ut|nnggZ%%?§g%£R% yﬁﬂnm%gﬁﬁﬁgpﬂﬁ% aﬁgﬁyﬂgmmhasa’a&o
frsqtan&t}o(lRF)Pmeﬂm a@GBby ntotlmmenﬂ?SS?NBﬁmddmg @ & aﬁdtﬂnnﬁfaslﬁs&pable of

st ar age

esu??ﬂ 105 € I{"%%"Iﬂ 10%%)% egn ﬁ}éy‘éegﬁq%}WOIBtPﬂﬁg gtﬁ?ﬁrh 6aarWSl gggrymunication

natersudt asrthescdnﬂnmﬁmﬁom nodehﬂ)z o@emlﬂﬁhmg’f%mﬂq@ﬁlbaﬂ@n bMcbPthe end user

est r.a 0 ro dest e central
oo SRR ST nG 08 MPe It S<REANG B AnCHTIE REEnt of the prosen
1mve1ftmhnﬁlé icexitrab thohitdrfhgl st i0h ITO6 ka2BivELAY isth@ioh dhta @)&E}ad'fbx‘ﬁnary ad-hoc

utin f the situation data and/or the contro
B0 Puch Y 565 Adohpe rech Bl of QraleHSA GepBSts with FIG. 2)
uSlﬁgtﬁéﬁﬁttrﬂﬂcﬁmbl@,S end wuser information; pre defined
response instructions; the comrunication node 102
information (such as |ocation details and the like);

dynaods4]r out i MBe tahESohifR My ARGk @mﬂbxﬁﬁc‘agﬁ;{)gbggsﬁ%s; e situation

another to dynamcally route the situation
dady 19 mEOvidntsablimg osificdtion tgethie cad 16ar of Wheosystam dR0s Thh automatic

pradesting of 4B ‘§1t1$bft101'i B&a %y'lﬁc@ud%(&ﬁe&ﬂ% thd SuthdnliGity Frdd: Bf the situation

the storage 308 may i nclud requi site soft
daty by ReEyMing dctigrssush ag ﬁ?ecluyhedwéanpb @ﬂmqu(CtRafbx Ebntlfymg the type of

mfdi‘i%ﬁ&i lhblﬁ&dtlﬁ] the sﬁjraz;tﬁnfdl %\ggéfpastbﬁ%cﬁ% g@ g‘ne%g Irelétdmg oran

Exanpl es of the storage may | nclu |xe
alprangignab| idensifiongathe endaberdy magungithe wegin of Ithqaqagaatﬂmrsdma and the end

LRI TR RR55s oM Gkrufh ) ARl e o v

relayechtodled apdrusg veingthe flyet tenwieived 39s t ranscei ver such as
a radio frequency (RF) nodem GSM nodem or PSTN
nodem or a GPRS nodem capabl e of establishing
comflefS¢at i onFurtienehe fitd eranﬁeitvélaik lr?rrmmjv kEiva nstudfidnOflom the end
at.i on such as
L PN T T S ——
m&natowag statldflel%nﬁhytfﬁﬂlier aBfdchatitddly eIt s dhstrilBYntsefiti BYGhe end user which
514 lg C& g rdange WItP an enbodi nent of the
mp‘/r QU °15° \?ém en?%‘é/ 8HEP AF tirdrTHgIon by Petiemmiphactioes such as

Cyofic eRaduaddnbe Glicbkl (ORD); d@ﬁfymge rtheaqgkl bR GMoRBR Cincluded in the
a nesh net wor k

mgﬁﬁ{]‘éﬂ Sﬁ‘téﬁgﬁr ‘ﬁ“ E‘Bﬁf‘ﬁlﬁ%ﬁf’ QH;%% At ‘iﬂilcasma)i Preu@ﬁﬁad fqgeuIt; gegerating an
alatrmaﬂgmgu&@mf}&igothe [00615¢ ) 04T B maRRtnG Ahe SRS bPTHeNBstEASH B the end
us%rolgfo%%gt?oqlasttcl)rgc? %ile sgo?ggeesifb%s artldhgengllra%rlil; %hleocrg)ntrol data in real-time to be
relayed to the device 104 using the first transceiver 310 over the primary ad-hoc mesh network.
The first transceiver 310 in this case may use a cellular interface such as a GSM/GPRS/3G/
CDMA connection to notify the end user by sending a short message service (SMS),
multimedia message service (MMS), a text message, a video clip and the like. The second
transceiver 312 may include interface to connect to a wired network such as a World Wide
Web, a local area network, a power-line network, a wide area network and the like. In

accordance with an embodiment of the present invention, the central monitoring station 106



data to provide real-tine notification to the end user
of the system 100. The automatic processing of the
W@ asae426n dat a nay i ncl ude checki ng the aut heP€T/N20§7/000271
of origin of the situationisdata by perform ng actions
such as Cyclic Redundancy Check (CRO); identifying t he
e af .informati Lon I ncl uded the situ tio a
rickfEs B siploR R bt IS s ot pish et [BEfTy® sgeondary ac-
haomest watworkiegplaihed indemjtmdiph RghtFe. Drding ﬂ%l‘secbijld ah L BiveB12.
the origin of the situation data and the end user
information stored in the storage 308; and generating
a nofooksrat i orrn Iaéboifcfaﬂbe WithRn letbb@imehCbAhe Prosént ilARn&A the central

user .using th i rst transceiver 310. [0055] Further,
mqnoRRg Yitiop,! ﬁ A TRy sty g crpiP! rdéte@rl\rsceivmtiltietuatsw d4t% fpsed on a

phdi@efBBd sitldE6. Tho prePinns StdaGod RGy MldE r&at/ingNn$@btorP¥om the end
t he cent.r al nDnitoringystation 106. The centra

USSnt SiBRHPIyTesRones dkingdBy theyendypeHypical pituationiresgpRsgs such as notifying

Y REGHES pbl@&tnEPﬁtdaEHbtsd%r]Btr&Yont Bsa BRJikkSRe oA rI‘rron'ff@l}i'ng station 106
i ncl ude, checking the authenticity of origin of

dyprspiealiytpes thy codet Gitmeviey ths @ ihemmiesh retwerds to tlzyér\rlce 04,
Redundancy Check (CRC); identifying the type of

information included in the instruction such as but

not [90&7k ed t dhpdpaternmmpterbi2l mas iferthes imvledede GPRe thonitor 314 for

nmEOGHY the GEM roﬂ:ﬂeriﬂoégsor %‘b@ The %Eﬁ&ﬂnop‘rﬂrﬁ& shel¥h rf?G H&l? include an

devi ce 104 Ing the origin o nstruc

exfahal pravee ﬁwplyumér-’» 1 tif sypplpitpower fot the egeratipntdf ehesh'oelrcagleuter 302.

308; and generating the control data in real-tine to

be relayed to the device 104 using the first

tranf®é8ver 3I0wibthMerevidest tpraipemoy skitlechinahares thanthe wentlal monitoring

st-gﬁﬁ (?6r rﬁcjly %lﬁ&] ShHE req&sn e::llectrrcal o Sﬁ%%e rrac}/ror%%ﬁ/ﬁonnect the processor

ace SUC
3@4),.rthfembmmy 306, thostofage msetterfdstumercebyr Fl@nstidnfle secsitbtidnsceiver 312,

S mul ti medi a, sage service

“Wg‘ é:{i* a‘if’etg‘% %%%*halaorieaesplafnnﬁ d the Iike. The

second transceiver 312 may include interface to

conn to a etwork suc rid Wde Wb

al o@§%9 lar ea :ﬁ‘dgttﬁ‘ifr Ele CQMBOREETS- ‘Iﬂr tﬁ% CHR ltoréllgvﬁt‘%}’é’n 106, i.e., the
pﬁfceﬁomy\tthé knemio) 30Bethe ist’é?ge s, tltfé%wtﬁ?f]c‘éﬁfem I:Ohthlé Becond transceiver
e GPPiprdions | oHREs esmobusioppby it 316, may be implemented as o
hitGhateN2iRie, QR flmodule, HRaRhN®S aty @niidush eRofat a over

t he secondary ad- hoc mesh network (such as the
secondary ad- hoc mesh network explained in

conj EUOE(E}' on W4 Rcédhdancd withs b Qnﬁobﬁm%ﬁtc Qf‘ the! pRES: %\)éﬁﬁon central

312. 056] In accordance with an enbodi nent o
mﬁrlé%réiﬁstqﬂﬁv é?ﬁ ghits copgoreatitma beripwlemsnicdgs sﬁﬁtvrmpm%m residing

idBYigH ene rsé“z@r ctoﬁﬁufépmrﬁﬁiswgqhéfngp ddrr?rg Slgi{l{igg pubhc [F address for

si tuati on data based on
GERS. wlephens gorsiegtittyi forPTTaY; andimobdisephoec éir\ﬁsrv@ data call

i nstruction fromthe end

[0061] FIG. 4 is a block diagram of an exemplary environment 400 of an
automation and security system in accordance with an embodiment of the present invention.
Environment 400 includes a plurality of communication nodes such as communication node 102

(explained in conjunction with FIG. 1 and FIG. 2), one or more automation devices and/or



user, a situation response defined by the end-user,
typi cal situation responses such as notifying the

W@ e@andL2y1 per sonnel in case of an intrusion, aPdI/IN07/000271
i ke. The central nonitoring station 106 dynam cally
routes the control data over the ad-hoc nesh network

o G4 v i b TR B ST B 2B e comv
pdmelal (hbremﬁﬂdrhefepema@as @bnt&ﬁmpanaheo?o,emer a nwmwaggmgamgs (heremafter

t at Ittg nag %grle%at% é\l%glg ?n% ﬁrétra ﬁo&lé{)ll%gqﬁ%\fl\(ﬁlr %J%H Q\Q c¥nt¥§ rBomtormg
st@tﬂiilipllﬂ)ti @éxpBihed if &Q@.&]ctlért wilth FIG.I39. &Y¢ plarityt of campmn&amon nodes, one

skilled in th t hat t al” nonitori
OIS {IQFq B?f‘trfbé’aﬁ‘% ¥y 8%““&# é’aP‘g q{ﬂrzs?r{d % 8t Oreg . perogators such as
%‘réfﬁt& 464 aslighRMEALtHo0 sesh Qleﬁwﬁlﬂa% ak Aé-hpe ﬁﬁﬁSﬁ@Work explained in
he nmenpry 306, the st&g%e theflg?i 10
FiG arferdimaicaliyyguing he HatQu s ceREs| DRBIQFine Sehisn 106 g
CPU noni tor 314 and the external power supply unit
316. g0059] Further, the conponents_of the central
noni 0862Ing st A Ewplaingshin qonjunction path Fiffo dene s mepautppfion device
xg&?%%éﬁn%ﬁ@emfe REnse bR baISreRQDf al diBationla8d plok 8 SE@HSE Hata in real-time
the second transceiver 312, the U nonitor 314
tosang or mrwqmaﬁmn@ps ﬁhﬁﬁpynwmc@tlogmdesrﬁa9 sifedynamically route the
s#dml)r? ARRLE (tiheaccbnﬁ'ol EONGY. erHaRGH, paﬁélféfdﬁ’asreﬁ/eﬁnag ¥bMsction node for
rmpare or an I nation thereof. [0060]
gatbomgdbmv@ation taafrpne Aol mem tcommutm@noarneé@rﬁpd dyn_lamlcally routes the
51%}/181{%&9 F) ll%ﬂ%&'e%?or 4 rT'hE Q%érgé%to?t@& %é}?ets]agﬁ cB8Mtibd Rode and gathers

emen war e pr ogr am )
theem;tuailongiatm frona ot gmewobos‘ml\mnele owgbLas spntecd ppal §)hgnd dynamically
[ nn [ | P address for
%,1 t%%ﬁ%%g& Jf:h\é ﬁ%ﬁe‘ﬂé? ﬁu\éh{?& S&lﬁ?’}éhr , and nobile
phone for GSM data call. [0061] FIG 4 is a block
di ag of an_exe Iar ny| L9 nt
aut o@g?}]on andf’ && Fm(i VSt e nm%{léggérgag%g%ﬂ\}\?veﬂmn the plurality
o tdangintiestion 6bdet,lude pr mndoniroipandls smh as Ermm'ok w2 addOne or more

|ncludes Iurallt nlc SUGC
oSRITT ot Do 081 ORBTar el PRCBTY T CLE DA st mesh
nbtwiork dxpaietd il @njlﬂl):tlomﬂh BIG.MD Mae aukl aiEst ncm\norﬂi&\zmpﬂses a primary ad-

and/ or V\D 2008/ 004251 P / 1 N2007/ 000271 e

PP RTSE AU B Ts s RS 15 R EGRrbih contunction
wihtiigF2.G 1), one or nore control panels (hereinafter
referred to as control panel 402), one or nore

aggregators (hereinafter referred to as aggregator

404) {00@19}j a cepthidus "Eﬁmoai%{ehﬁg)fflﬁeatnlv&ﬂhoﬁ UG6 caxrol phriel abz and the
nonitoring station 106 (explained in conjunction

W, t
aggrepaiq) 404 Tmay bp &paqabwc%;ﬂeédmhﬁhecdét‘flceriloﬁofafegecelawg Sl%}?“on data.
Fﬂpcﬁé? 2oAksR! en%%@lﬁleﬁts%‘f'% 1ﬁ§enﬁ@ﬁ‘ 14RO onR8NRhe1 402 afd theQBSregator 404

nbre aggregators such
'may function as the communication node 102 performing functions such as collecting, storing

and forwarding situation data. The communication nodes in this case may not be coupled with
the device 104 and may function as a communication node performing the function of a repeater
unit. In another embodiment of the invention, the control panel 402 is optional and the

communication nodes may dynamically route the situation data to the aggregator 404.



aggregator 404 configure an ad-hoc nmesh network such

as ad-hoc nesh network explained in FIG 2 for
walgwanieal |y routing the situation data to cene@EIN2007/000271

nonitoring station 106. [0@62] As explained in

conjunction wwth FIG 1, one or nore autonation devi ce

and/ ecur i y de i ce sgn occurr.enc
o1t aBlsDn andaeBtHE o AL PR oF FR Bt fyeptiop ghe ad-hoo
metheMormllyﬁarmoaﬂmuteatﬂneommMESata Th ehecemmlinhedtoriag station 106 at

nQdes at a site r.out . Situatlon
foftg Hedadtes e TGS DD i bl sk den asw
undiersel ta@iot franet9 bandsoR.4 Gihhetz).Ng atdvedanid W&h lafdthétadnbodiment of
fromone or npre nnunlcatlon ﬁpdes ﬁnd d mca

the GRS RYsBtons i, et 26t ark dYaamseiNe s pRtioh data to the
cef@dneGiabig HAidn 366 Ve @pical QRS llbﬁihg’l@dﬁlqﬁeﬁ gat hers

the situation data fromone or nore control panels

such as control panel 402 and dynamically routes the

Si tg@daﬁrn datl h&ofdaBed QMM @ah ERRUdIRED NG HellphRtht1Afention, the
n accordance with an enbodi nent of the present

COF‘W%‘F&*‘P% noden k02 yfsipmicplly detgrmingsnthe mp poMEHInis8HRL nods e route the

sit@tidMPiRa. CANhEQtdaRAN§ith 8 ChtR3infelN bF Qhe RAREN: ﬁllgalti%ﬂ dihe central
one or nore aggregators such as aggregator 40

mersiefing siator 1Qfu apdates siisteg vawtds fey dypagde rawéing a’éltherm@htlon data and
coﬁﬁﬁtﬁﬁ}%ﬁorﬁﬁdﬁEQb@ %tésqhéﬁﬁhmaakmsau M%L&C %gtin%hgblgé@bvided by

etwork conprises a primry ad C mes
they genteal méwm Statzed- HiSe Trhe stentivd trognritering statiers 1@hopdates the existing

rofitéd Lf’lk&ﬁ n[gfﬁ?%f %%B#lﬂﬁﬁlcmlgﬁoﬁles%ucg a% %1 %ﬁ‘illcalngv node 102 added

Var ious C el e I nvention e cont
orpemeded FOM thewetwbik. aggr egat or 404 may be operably

coupled with the device 104 for receiving situation

data. Further, in various enbodi nents of the

invémbmmmumnHﬂaﬁabmmmkanﬁnmhd4®%ﬂhaddhhema@gmﬁg&kmxﬂm1bnnofa

aafyopaekfit, ARG B b Selafid SR B sty BRE RapPfises infgppuation for
rofiigwhe data packiet onae Ithbl’hd;ﬂaicanes]ihﬁt\mmﬁltmﬁﬁml@ﬁom oflé:fa pzibkets from
this case,. HHK%EOt be coupled wt e 104

devi
OW“PE}WWY‘% Siely B SomRERton IH’&B éfdgé? O g% h% govemed by
métum)udgwa tht irklyde PRA Ry not unlﬁnﬁed td, llgufl‘rrﬁhﬁéddaieh%m qehqﬁan:ty h@f)pmg and
t tio e contro ane ti.onal
th“t‘ﬂ Mg g‘%ﬁ*ﬁ@ﬁg Hohs Cﬂlﬁﬁ%}ﬁ%&fﬂ%glﬁm}a %*uflémfwﬂon with FIG.
5.situation data to the aggregator 404. WO 2008/ 004251

PCT/ 1 N2007/ 000271 17 [0065] In accordance with an
enbodi nent of the present invention the ad-hoc nesh

net gudy] dy nankteak|iNustridt 8 ath gﬁck%t ﬁlels@agecmu@taite@ob@n bRBrdance with
central nDnltorlgg station 106 at fixed freque

ansqyelodiment SBthgwERsp iR Yentigpihe slatapackel §0¢ mcmgips the foﬁlowmg fields, a
pag‘l%jt eptsoh) £ aaaftEHetidé 161598 an origin device ID 506, a mesh ID 508, a route

map 510 and a payload 512. The packet ID 502 serves to uniquely identify the data packet to
avoid duplicates in the reception and transmission of the situation data. The destination device
ID 504 serves to identify the next communication node such as the communication node 102, to
which the data packet is routed to. The origin device ID 506 serves to identify the source from
where the data packet was received. The central monitoring station such as central monitoring

station 106 determines the preferred ad-hoc mesh network for data packet 500 (typically the



unl i censed radi o frequency bands (2.4 G gahertz). In
accordance w th anot her enbodi nent of the present

w0 pooeno426n, t he ad- hoc nesh networ k dynam cal | BCT/DN20€R000271
the situation data to the 18entral nonitoring station
106 using typical frequency hoppi ng techni ques. [0066]

rdange esent

PR AR R o AR TR o b SR M oai 1y

detern1nes the next communi cation node to route the

sit iQon dat | n.,a t, of
theﬂﬁbgﬁent iﬁ@%negbﬁfg?ﬁggggn Euaﬂo&%?ggpﬁgﬁé¥gr?%glwﬁwmk
oV lemdm Gﬁuaﬁmil dath rig tor bmtcm&df hr aodyndanme ovittowtoithrey ewbodimment of the

Péifeinﬁglﬁ? ]r?n‘ot ¢ 86"%8@8 %)ﬁm% stra] é?ﬂ L(%ﬂ)éc& %gastsllgt%g:ﬁ&wh et ps addition of
ndW Bodedl Gﬂdcbe)tlon ohRodeeBild ﬂib l1lm owelr ¢iei adchos trmsh petwOB6 Thelévenmunication

. centr nonij t or 106 updates stln
it 168 on eapuing g Veereab RRGTACHE CROG A1obsk FilF Ryt Bcymemically
routCHhtAPackEMITONTRAtbeN relAé] eap Gt liidsl @ornfation ewvhvesdhd preferred mesh
the network. The sit atlon dE 2 és dynam cal ly routed
ansl i desipation dpyice IPe%% Aedaforacksta%9-he formof a data
packet. In addition to the situation data, the data
packet al so conpri ses |nforq§t|on for

ti th .
dat al B%ket 0¥ B¢ rquisanaih 310 fsld I datanrekek %I()I—{lilgl%des 1r?format10n of all

tHe" QRSHInZStiH n&Hes 468 thaPastk Phckel 5 hasAROSIMABIiffBEnh#20n is used to
node such as communi cation node 102 to anot her may be

byl edymaniggputingsatio s thsgiddwe meslt netwetkude, but are not
limted to, guaranteed delivery, frequency hoppi hg and

the like. The data packet along with its conponents
wi | | [08&0]expl aiThe #aylepdcld) ingledes dke daieh bytpof thy sitpabion dpta received

le lnC%he Aebibd Y&f TR %ﬁta%agl?ét ?ﬁoﬂﬁ%e&;vepﬁé Saﬁ%c ShesH GEMoRx ®RPfe central

accordance wt odi ment of present
momlemtgl station To(e Tte centigbukeitorBo Gtatierc | Qﬁoﬁ@@maﬁealkycnro@weﬁ the situation

data 1ncql§ded e}n a&zlfae b?%%g(g)’z n Bpd g%énlﬂ%ﬁ’g iggﬂo&iiﬁl\éhf: §hd Rnﬁgﬂmomtormg

an orili VI ce a nes a route
stafiéh m&jmaly ﬁay hoeuthin 2. unlqvengaok te da® BORXt $60 frem the packet ID 502.
un| ntlf the dat a C
ﬁle cen 8n1{( gllg Sei%?glg If@()% m O’? detﬁ‘}e{i?féefjt{lg g%\%l%enﬂ%som which

tl@adaaa pa'Eha }ﬁlestlgmaéd omngi&telomlgm deRicb @B 6y the sneslp ID 508 and the route

n@gmg)g(g{l Qgtﬁr?ﬁg%%%% v1cF glaﬁ M%&nn&?% %S gt:]gle ceﬁtr(a? tmo.mtormg station

106 #ia defefnind iR @idiugérmtode tiotified. The @Entme moﬁﬁorfurg stzd@ntmafyylook up a

AR S ATV NG O T

) thérOkitdiBaticsltyaprotdds il@ﬁsndﬁicﬂlrdﬂmsdet&iﬁmﬁ ried otifieation message to be
hoc nmesh net wor k for .data packet 50

se}%t(z @@gpé@gfqé{hqj@?yrf I\’EW@@PB@ Hon m %seng o¥1%catxon tX the end -user in

real-time using a first transceiver such as first transceiver 310.
[0071] In accordance with an embodiment of the invention, the data packet 500
may further include information such as a date stamp or a time stamp, providing accurate record

of the exact day and time of the occurrence of the situation.

[0072] In accordance with an embodiment of the invention, the number of bytes



primary ad-hoc nmesh network explained in conjunction

wth FIG 1). [0068] The nmesh I D 508 serves to
wapiogoed2y1 i denti fy the ad-hoc nmesh network ovRCT/Im20E000271

the situation data is to badrouted. In accordance with

anot her enbodi rent of the present invention, the

i BRdaAl padiHt! '556) Ha? g/]gﬁlt Al e@rku%fg gqulaf %@gfaﬂl%fnsofi Hﬂ’ftégréggrg%gﬂding to the

such as addition” o new no or deletion of n
infpranatipe contaieeddw the deta@aekgt Hflk Imanstiternetiveomirbodipprat, the number of bytes
. ' ' . recei ving the broadcast
1@%&3@%{@63‘6 gtgg%gé(gtg%ﬂr?%& route map to dynamcally
route data packet 500. The stored route nmap includes
info ion s py: r. 3 gy .
dest f na ]i on dg\i}? 'cﬁg%sl {)ﬁg‘&&?%%ﬁ d@%&%@gi g% ﬂggg&efrt%lg@]g automatic
rébliveime @utifcatiarptol ab ehd Qsdr iof hul o¢omrreiare af p aitkedibn BI0Osifeninl agchedance with
information.of all .the c ni.cation nodes 2 that
o SRR ST R s Rtiini Pofr TR ARL RSB TR S ari B8 bagyrrence of
tHeositulnticinl adl tiee dtgnAtritep 6O tsitmegioh alblaeoffthy situaoragt-the sitanB Sknsed by an

networ k.. [[007 The payl aad 512 inclu e actual . .
ofigAEen, fevisternd)r (AT n G SRt Bl o it EeLginagon data i
pﬂdﬂ’ﬁedﬁha‘edahﬁe laﬁ@,k&imriinﬁlicfaﬁuﬁ edde\sath hi‘IEOIiﬁdruhi@ﬁidiﬁEﬁfHe 102 which

network to the centra nmoni t.oring station 106. The
t%@&‘?‘?‘é{{%h Pﬁg?ﬁ CPH‘P}“H&*‘%‘%‘HN“SWOP%%“"SS DREPPEAMGC Bredftusluyks. At step
6P$1&hés bitu4glén @elﬂa iﬁd#nam'icgnﬂr sl tioL’ché b@mdlaﬁllianmﬁlg &tatioh) Quch as central

n.one exenpl ary enoodi nent, t central mpnitorin
mOpHeTingnStatg hyses i ons G anre it o g PefHedy stp §iethe central
nibAttSrindasi@n RhdticaAR hdtiep alekald hder a0 7al-1ikBCEF the occurrence of the

ascertained, the central nonitoring station 106 nay i
signatign 3 ke tiife @6 PiepetOBpahe msthodyipiatnatesnwhemths §idcyses receives the

n 861 £k RR1E R the \QrusidnGk edpyi ce | D 506, the
mesh 1D 508 and the route nmap ID 510. On determ ning
the device 104 for the data packet, the central
moni fRhaNg St gt Ad KOO o B¥cihE MY RG0S BE thS 6Ecubncee of the
be notified. The central nonitoring station my
sitesdiRn 1gd the stleitredyaswdminstewntioy tdethe ceentrdd mpeitosing siations The central
[.0. st T [ ' 4 j
o6 e deRich R A8 Efrad DR ek BhcoRR hOHflkEh e rom he
end ter. M teenatively nbe icénted nooitonngstaige may geeecratedhg cantrot tata based on
S entxal . pLtari ti .
SBF o 8ened SR, L iR, Bl OB ol nBP O, Rrcction of an
ifttusih at a sivseased@bnasmakroaditibn 064 utilitpdeviceiané the 3ike.
[0071] In accordance with an enbodi nent of the
i nvention, the data packet 500 may further include
i nf ofo0&s] on sFohhastha celtabmehidoringGlatian imagg@esdraspontrol data with or

TR R NN A ——
r@RE tHeCRARE datd bvealtheesHR0sH MBBtadMoc tnssh inBiweALs torthe hiltémation device
al%}grb t%g séz:furitk})y Jesi?:e.%e%ig’g)?n/a%grﬁ gesv}cezgir//olr ’hllzeosggu/ri?yo ezv?c% may then respond
on the basis of the control data received from the ad-hoc mesh network. The response may
include sounding an alarm bell to notify the security personnel or any such personnel suggested
by the end user, controlling utility devices such as lighting devices, air conditioning and the
like.



19 in the data packet 500 may vary and as such equal
t he nunber of bytes corresponding to the infornmation
waeomsad2éd in the data packet 500. In an alterpar/iNge07/000271

enbodi nent, the nunber of hytes in the data packet

500 may be a fixed nunber. [0073] FIG 6 is a flow

di agr[@lj’% I USt p%{:éd’ﬂ@an@e W?ﬁlllﬁ%nf Elm%ﬁpé/f tﬁé gﬁsé’hlt"irﬂzgﬁtﬁdn automation
real -ti notitication to an en user n occurrente

apfl secugiiytsystetn ouchats systenn i @) isian avtometed horoe sapititli sysiem. For example, the

a%m%ﬁglgrggé 3%52{3'2§'SH8%§1%§£%? eﬂq\f)?og% 9 a entaeu ?Hoh a(}e-guard the valuable

it he™o ence 0

mdtamﬂﬁsclmuat Atdvedisgly.coneAr mteeqntcﬁﬁ)am,on :and sea ity ldedattsaudf as a motion
si Lyl ion at the site.is sens %omat on

55 LYoo B ol iy SRR S A b IR epoved a

aperoprdle kjcamk irnthe Halsa. iTe semcm‘dbviefﬁi serrse tlﬁ:aitua:tlormuMS dreak-in or an

RPERP =Bt R P ifs e GTHET oIt MR i e ROQGY confaured by one or

maraf doginnmicatién ande’EDEcﬁlp&d o0 hemesiBorn 8é vk K S Thé\tad o€ pnesh network

06, . e situation ta.l nam.ca uted to t
aniot rbich e SR L g i Fhe i O & ol ARyt ot 15, fatg packet as
expRine®h HIOO 504 Qleeiith® nid@o@ig SRi08. Bid-ddmeal 'iiﬁﬁhorﬁ}%t 3ok then notifies
At st e% 608, the central nonitorin
|

statl o
i kg B A v el et Bowl W e SNekor sychmeag by sending a

SMIS, MEB\ekEMERa dgef; of HQides thipaft the BeodtretdB Af HetsBuatidh. Be&Rd user may
608 t he met hod term nates when_ the end-user receives

thenesend gpjipsiugiangiq the penspredeyices Miacthe serfal mogiteting itiogn The sensor
RbictNBaydthéiresgdif {ftthe TREGuERA, 68 ﬁlrsta% bESRhYihg 8 4188, or notifying the
notification of the occurrence of the situation at
nejghbayropthgpglicsend i nstruction to t he central

nmonitoring station. The central nonitoring station

may then generate control data based on the

i nst (Y71 on r doacsasdpnte wiithtanembedighenksefithe present invention, automation

{
B Rl Yoot Sy A Ol PN DR B LB of ity gpters such s
miweumtiesnlighforetery siranodifioterseand the lilef Thedilsy metets oay seay the usage
e f: ' j te
B B Rl ool stBbt g hhog Jylh P GRS pprpaication nodes
c{oﬁﬁl&ﬁ}wﬂ?tﬁtet thidity, mbters. @hentmm’al lﬂmn‘tdrmg statjorstay then nmi@y the end user of
out he i.n

Zg"gfe{}’ego tmg %ﬁaée e am% épeterﬁ.h]éhe Séz 2r G}I urie l}efﬁ)iﬂﬁ é programmed to
rededstel the umy dhthenn perialid éntérids. uitherpkinctatha spstan 10D @roMdes real-time

RGBS £ e A8 ey M SVACB. 00 Y 28 eeipY AL HROHIGE funcions such as

povddiag dafaefcﬁetedmﬂl ﬁr;&lydﬁVhriﬂﬁorm){echhelﬁ 889 0N doadoBalhdttng, preventive
basi s of th troI glEFnl rece| ved fromthe ad-hoc
%%tﬁn%’i‘é‘?’\%ﬁs ‘ére’raé‘g i ncl ude soundi ng an

alarmbell to notlfy t he securlty personnel or any

such &ersonnel E%ested by the end user, contr.olling
utili (&7 Hevi cd8 SiFER Qs PFunfﬁ/?t |r??é‘tlﬂ’évpe%@°atl%‘l rto the end “user, the

ofRinicafdt Adie®d6hstdMAy monitor the automation device and/or security device. The
situation data is then relayed over the ad-hoc mesh network to the central monitoring station. In
accordance with a preferred embodiment of the invention, the communication nodes in the ad-
hoc mesh network uses low power/low-range RF transceivers to dynamically route the situation

data. vThe ad-hoc nature of the mesh network enables the choice of wireless transceivers in .



l'i ke. WD 2008/ 004251 PCT/ 1 N2007/000271 20 [0076] In
accordance with an enbodi nent of the present

WO poogqo426n, aut omati on and security system supdiI/EE007/000271
system 100 i s an autonat ed2honme security system For
exanpl e, the automation and security systen1nay be

enpl gyed by a_end us?r to s uar t he val uab
ccaglg@pgatlp?] anieS l%tpsge ORY: POVE ?]\@r trggsc%erré as the communication

néetroiBS ihe Ritd@fidn Y86 U6 HeynedRYH déﬁﬁnlﬁlh&ﬁorﬁﬁocﬁ tUBéla)the s1tuat10n data to
sensor, a_vibration_sensor and a door/w ndow i np

the ARt "M&Olt"rgesmiq{’eThW BV senga Rt trarﬁwe@gﬁu féﬂ substantial
J)\P&%E%QQ STHuE tﬂJ‘ﬁltJHQ&i%ﬁ and REcuSiBN§RFemI A0 S8R dSCASETiEBR method for
S|tuat|on such as break-in or "an intruder presence
preniidingrrealitine nokification sethe ged wset i adtowatielfisientaaRehet wor k
configured by one or nore conmunication nodes coupl ed
to the sensor devices. The ad-hoc nesh network
dynal®0?dl | y r dbe doregping sdaseritionatod specifih eenfbodiments gf the present

PR P Y ) RS SROUELRD LBLEE, iy o o

imended ©rbereghsistive anrrto hhmrthcn mtvcn‘tloaso the Ipescise forons discioped, and obviously

rr%lﬁ%a lhm?éépc%tlo%s agcz lélnsagrg'\g%ss ek :in :{@{ %}’re Wéga b\eggp t?a{chmg The

embolit@enth Wprea;hoieh andn desanbe&lnn erdef tat est exiptairathe pnnc1ﬂ1hsaofeth@i invention

1Y ol AR AR EGPd? A0 B g e
1td/eh‘tlidh€tﬁndmyioﬁshﬂﬁbddﬁﬁ¢3md'1th @altldms rhotfidations asrare fuaited to the particular

i nst anc y., soundi arm ar.noti

oo D e BB B R on iR MR of egpvatents are
@ri’(&ﬁﬂht@@ B c1ﬂ’:f1mkt|aﬂce§ hhﬁ§ Shdgebtivy @d’iiibxcﬁ’)lpecﬁ&ﬂt Clﬁiﬂtheﬁd’hre anchded to cover
BN 8 ROk PR R oS PGS O 00§ the claims of the
pRBER ifventidnght neters, air-conditioners and the Iike.

The utility meters may send the usage data to a

central nonitoring station using ad-hoc nmesh network

of comruni cati on nodes coupled with the utility

neters. The central nonitoring station may then notify

the end user of the system 100, of the usage of

utility meters. The system 100 nmay be further

programmed to receive the usage data at periodic

intervals. Further, since the system 100 provides

real-time notification of the usage data, the system

100 may be used for |oad profiling functions such as
providing data for, trend anal ysis and/or forecast in

terms of |oad bal ancing, preventive naintenance,

possi ble failure, and the Iike. [0078] In order to

provide real-time notification to the end user, the




comuni cati on nodes constantly nonitor the autonmation
devi ce and/or security device. The situation data is

wo b@s/ooefnyed over the ad-hoc nmesh network to PEEIN2007/000271
central nonitoring station22ln accordance with a
preferred enbodi nent of the invention, the
communi cation nodes in the ad- hoc nesh network uses

| ow power/ | owrange RF tramgaddsers to dynamcally

route the situation data. The ad-hoc nature of the
Whatdpelgimeghifior k enabl es the choice of wirel ess

transcei vers in WD 2008/ 004251 PCT/ |1 N2007/ 000271 21

cdmmuniAmaaitomatiedadiseeurity spsehoepmmising: | ow r ange RF

transcejvers as t.he. co nicatian de routes the
SPTaT o ool Ty tittevte ah e cPg g e network, each
of thd ?h@ﬂit&hﬁ' cOhiniafi¢0idn dRkdas irP opdri@veC &thmahicA@iH Wathi A deast one of an
station. The | ow power/|ow rangqu}RF transcei ver
autontagion | deyidenansl b steeitty alevigso wer pRualith f cpysunieasion nodes capable of
. A t.i it V.. Vi
povi QRSP AP 4 A B T KO GHER pe g pone o e
autoniabioh ldeviea dndigersecutitp dpdvslandf f i ci ent manner. [0079]
The foregoi ng descrjptions of specif,ic enpodi nents of .
t ReCoires apauitoring Sttiogn tl}%g@t@éépprﬁqoggg rstatigns gperably communicating
with ﬁHrapﬁ:gﬁ?anadlﬂoE Widsh AbiwRik.and description. They are not
Intended to be exhaustive or to limt the invention to
t véehepeindhs et flastendadbbosesh metworlihbiyicapaily of migngmically routing the

. odjfication nd variations are possible in |ight of
““MHQRéﬁﬁﬁﬁ%ef%i%ﬁpﬁﬁﬁoﬁﬂ%ﬁmgﬁbsﬂénpnts were chosen and
degiréinethel Feral §horiRriRg SitatP iR icApdblte o dush @8y Ofrocessing the
. the invention and its practical application, and to
situatidyie atayandnpiovising real-$imek potifeeption toran end user plegn occurrence of the
Sﬂumﬂﬁilize the invention and various enbodi nents with
various nodifications as are suited to the particul ar
use contenplated. It is understood that various
om ssions and substitutions of equjvalents are )
t en‘[ﬁ%‘}t agomation apd, SeqUEy: s¥stemyofselaweds Whiergip {hg automation and
Qfg&ﬁﬂ UL obits L€l ntended to cover the
se¢ agp |ca€%%%'oroéhpﬁ%ﬁghtg&ion wi t hout departing from
the spirit or scope of the clainms of the present
) Ve TRy LT S4B 5 g PV, DR (i gt east ome ad-hoe
meshSREMITk liya Si%leadhd-BedReiiShdtdoria plural ity of
comuni cati on nodes configuring at |east one ad-hoc
mesh network, each

4. The automation and security system of claim 1, wherein the at least one ad-hoc

mesh network is a wired ad-hoc mesh network.

5. The automation and security system of claim 1, wherein the at least one ad-hoc

mesh network is a dual mesh network.

6. The automation and security system of claim 5, wherein the dual mesh network

i f

comprises a wired ad-hoc mesh network and a wireless ad-hoc mesh network.




of the plurality of communication nodes in operative
communi cation with at | east one of an autonation

walewsoe2and a security device, the plurality oPCT/IN2007/000271
comuni cati on nodes capabl e3of providing real-tine '
response to a situation data of a situation sensed by
the at | east one of the autonation device and the

security device; and a central nonitoring station, the

central _nonitoring station oper ablcxpécommni cating
wi’t h t Héegutoragtion andeseayity sEStem s cirdmbrhergipdheptleass @ne ad-hoc

qS.. | .
st B ARSI D TRED AR YTA SRR, Ming g s pt
for rooting thersitagticat dita cotheardtralheorgioing Reatiogninrevkntnafithilwe iofigt least one
statjon js capable of automatically processing the
Ofthesl?lkl@!im ijr?oag?‘gf“%ﬂ%’d’nﬂ}"é%di ng real-time notification to
an end user of an occurrence of the situation. 2. The
aut omati on and security systemof claiml1, wherein the
adt onmatliberautomiatioeandr setyrity systenm dfslams] , twehereinithort legst one ad-hoc

syste ... The topati on and security systemof claim
meShf?%g}lseﬁlﬁthﬁ%apgﬁelo ast one ad-hoc rmesh network is a

WdeRaiin@s nbRs-aRed copiBiditioftnodehe aut omati on and

security systemof claim1, wherein the at |east one

adntagyatin nawiynedded; eommupieatipnatiodeotntontlch ah teagioene. ad-hoc mesh
e automation and security systemof claiml,
netw%’ea}g n the at | east one ad-hoc nesh network is a
d wplatirgs lexisthguavkites Gor dyaamidatiyadouting ahel sit@atior tdita to the central
.system.of claimb5, wherein the dual nesh network
moni{ogRg S1alER 5 wired ad- hoc mesh network and a wirel ess
ad- hoc nesh network. WD 2008/ 004251 PCT/ 1 N2007/ 000271
23 7. The automation and security systemof claim1,
wYer ei MTherpterhaticeaatd ssowitydystom ofndsim hewherein the central monitoring

. capabl e of dynanm.cally routing the situatian data b L
staticf i3 AP L0V R ST P antE i ShpBOu T ey using a
least 6k & d glomﬁesz;a%% §eVicéRNthtibihiedh HéRhgORrvitd) aOMEY cIR, a phone call, a

failure of at Teast one of the plurality of

text nespaggnd Wk Wisgekeb- 8. The aut omation and security
systemof claim1l, wherein the at | east one ad-hoc
mesh network is further capable of
10. The automation and security system of claim 1, wherein the central monitoring

station is further capable of generating a control data and dynamically routing the control data
over the at least one ad-hoc mesh network to the at least one of the automation device and the

security device.

11.  The automation and security system of claim 10, wherein the central monitoring
station is further capable of processing an instruction received from the end user and generating

the control data based on the instruction received from the end user.

12.  The automation and security system of claim 10, wherein the central monitoring
station is capable of generating the control data based on an occurrence of at least one

predefined situation.




determ ning a new y-added comruni cati on node,
integrating the newy added conmuni cati on node into

W b@smo42feast one ad- hoc nesh network, and upP@Er/iNeg07/000271
exi sting routes for dynam eally routing the situation
data to the central nonitoring station. 9. The
aut omati on and security systemof claiml1, wherein the

central nonitoring station provides real-tinme

notification of . the occurrence of the sjtyation to the
erﬂd”il. UIS e{fgﬁt%a‘%&n aqdesggiilntéfﬁé(stgm oof Céfﬂ’@r fd, Hségggéhe at least one of the

autorRgofl §RicefarlUitb! RBWIG IRRRAILag MY bf sg@ndﬁgg%(ﬁ %Lél?l g%he control
phone call, a text ssage and a wor W web. 10
data.The aut omati on and security systemof claim1, wherein
the central nonitoring station is further capable of
generating a control data and dynam cally routing the
copt r ol THah&om@Hu6EHh ahd Sechitity A% BNElait1 ABer@BSthe at least one ad-hoc
network to the at |east one of the autonation device ]
meshapriwetkefurther eomprsed e ploralityl of aggregaton readgs ioparatively coupled with the

CUFI t Q hm 10, .wherein t central .
plurai7HF bbb oS of ifeul S Balebelfy SR Buinggro sater e
situatidh da1s tfouc the Guraiged Veanhusitatidhenoded ants fllaydid the situation data to the
enerating the control data based on the instruction

Centr%é&%‘i“%’d‘gﬁ%ﬁpt he end user. 12. The automation and

security system of claim 10, wherein the central

nonitoring station is capable of generating the

corft r ol Titadwdotnats@d amdh saurige systene of elath 1atwheeeiatthe security device is

(grede{.i ned situation. WO 20g8/ 004251 .ECT/ | N2007/ 000271
one G £ PYUOHENSO; 1 %#st B af FIOEE SF1SPY AV STAURN ST adTthimRsict sensor, a
pollutibe sehsdr, ! ) erdperht@RsS serRBE Ohuthiify RERMRILARINSMIEE ARdter quality

the security device is capable of responding on
sensqrapé piy plguelits seeserr ol data. 14. The aut onation and

security systemof claiml1l, wherein the at | east one

ad-hoc nesh network further conprises a plurality of

agy. egarte aviatsiondrsatirite kystan bpblain W Whedelitthe automation device is

pluraliity of co ni cati on nodes, the plurality of .
one %{]‘1}; P@EE& Brtehod @80RS FRtFRYlCH 2 Biedietontpbler, & wiilay | apff serirol, an air

t I i a0 [ nodes and rel ayi ng

conditeRiTei SR Bt ool FRETHELER Kool

ata to the noni toring station.

17.  An automated site security system, comprising:

a plurality of communication nodes configuring at least one ad-hoc mesh network, each
of the plurality of communication nodes in operative communication with a security device, the
plurality of communication nodes capable of providing real-time response to an alert data of an
alert situation sensed by the at least one security device; and

a central monitoring station, the central monitoring station operably communicating
with the at least one ad-hoc mesh network;

wherein the at least one ad-hoc mesh network is capable of dynamically routing the alert
data to the central monitoring station; and

wherein the central monitoring station is capable of automatically processing the alert

data and providing real-time notification to an end user of an occurrence of the alert situation.




15. The automation and security systemof claiml1,
wherein the security device is one of a notion

W@ emsmh425a gas sensor, a snoke sensor, a Vi br ap¢DIN2007/000271
sensor, an inpact sensor, as pollution sensor, a
tenperature sensor, a humdity sensor, a rainfal
sensor, a water quality sensor and an air quality

Sensor. 16. The automation and security system of
claim1, wherein the autonmation device is one
ut$.l i t Fhereutemated sifh speuris AYstesn 0§ claig 1r?eafhsreérbﬁﬁraéll¢aé? one ad-hoc

tility tof f, ,contr air conditioning
mesh%%wp%ﬁsa\grﬁ% g-hog esﬁ “%Eka | i ghting control. 17.
An aut omat ed S|te securlty system conprising: a
plurality of communi cation nodes, ¢configurin
DHS acTho euteEsirore VLY SHRAM e Amd TP EA H et one ad-hoo
meshﬁ&WM{s%%ﬁé’c{‘ad‘R&eﬁeéﬂh ORGfiati ve communication with a

security device S ura ity of conmunication nodes

capabl e of providing real-tlne response to an alert
data o

alert si tuation sense h east, 0
S2bir | (° qupmelEd SR ey AR SHOTel s Ao CER R eh gne ad-hoe
JRA Rgwshiat i on operably communi cating
me£l&§gkﬂ@%e atlﬁgggt ong@ad hoc mesh network; wherein the
at | east one ad-hoc nesh network is capabl e of

d r o the.a

Wéﬂ] t Oﬁ%ﬁﬁ}i‘ﬂn&? d %& gﬁtg’l%ggtg q%%agmcfebhwgf&r%}% @lal mf?(jh network
.compAiécatal Wied £&1-BaPROEnedRokindrBwireledslad-pcassh sietvgprk he

alert data and providing real-tinme notification to an

end user of an occurrence of the alert situation. WD

29 ?8/ 0G4¢ 5‘111 dofaléd %Y%O&Z@Q%Zém (?fﬁllé\lﬁlel 7 Rghefdth WPA8East one ad-hoc

e securl y Sys réin the at |east
mesh (mBBNcﬁld iheapableeiiynahivallk rowing the alettelta yddéfiningren hlternate path for
he aut.omat.ed. si | securlt
coutings 4 T4t e G o R LTS P e TSP At least ome of the
pluraﬁlﬁt&w{)}ﬁlﬂlﬁ“ﬁtlg\ﬁﬁ&gésad hoc mesh network. 20. The
tomated site security systemof claim1l7, wherein
the at | east one ad-hoc nesh network is a dual nesh

¥\?nr ;la%eza‘%%oérag?% %?%Secgﬁgq syﬁeﬁﬁofscg vl !l’f(XN Co%'lp](r%ﬂé QJ least one ad-hoc

mesh\Wetvistk asifun@er ampable®€t wor k and a wirel ess ad- hoc mesh

network. 22. The automated. site %g:urlty syst.em of
cdgtemmining pReviradded ommunicaion Befe, ad- hoc

integrating the newly added communication node into the at least one ad-hoc mesh

network, and
updating existing routes for dynamically routing the alert data to the central monitoring

station.

24.  The automated site security system of claim 17, wherein the central monitoring
station provides real-time notification of the occurrence of the alert situation to the end user
using at least one of a short message service, a multimedia message service, a video clip, a

phone call, a text message and a world wide web.




mesh network is capable of dynam cally routing the
alert data by defining an alternate path for routing

wo b@sabest data to the central nonitoring statPORIN2067/000271
event of failure of at |eag6 one of the plurality of
comuni cation nodes. 23. The automated site security
systemof claim17, wherein the at | east one ad-hoc

mesh nerhsatkormsted witd feearigagystehreodilaiae 2 whéttingGh@ central monitoring
- added, communi cati on node, i ntegrat i,n%dt he new

. hewy y
station ifuEtherosapaRic O ieensairga cPHid detreand dynageally fautipg thscontrol data
i ' jS iz utes for
over B leash Sha b ABch AR B B B I, et a
nonitoring station. 24. The automated site security

syste f claiml17, whetrein the ntr moni torin ..
28 § on B BipRRAR s A4SV of Qe o WRereghe Cehiral monitoring

statio® BOUAth&EBallE of BRcalstiplanSihitHRtibR Redefel TRor® Mt d#d8fser and generating
usi ng at [east one of a short nessage service, a

the contrpk datebased o dheigstreptionirensived fiondthe enidiuger. a  phone

call, a text nessage and a world w de web. WO

2008/ 004251 PCT/ 1 N2007/000271 26 25. The automated

spfe sabufautomaaasiiReeohrity! sgitBinlot clAREL S Whérbi@ tB€Bértall monitoring

. monitoring station is further capable of generatlg&g a
station df 1capable pfagensenting nthei conatrpl datsubissd ehancessumencegaf at least one
. t |l east one ad-hoc nesh network to the

predegl\éﬁsﬁlutgﬁoﬁevi ce. 26. The autonated site security

system of claim 25, wherein the central nonitoring

station,is further. capahl e of prpcessing an . . .

781 r udbe G REASl SiseRRE %Yﬁ@ﬂ_ﬁﬂﬁ clgee Pgawﬁ}e@egh Heatcryfy device is
capabld & r6QdhiRl dﬁ%@eiﬁﬁ%ﬁﬂ @RirbNgatd NSt ruction recei ved

fromthe end user. 27. The automated site security

system of claim25, wherein the central nonitoring

o RS AL 7S s o e
mesh Sletwtiak i fafther2émptiies aphaahiyas fplotepatir Gloded Yp&stedyredpled with the

claim 25, wherein the security device is capable of
plurality Of sREmRIIGHKoR edesy thegplirpdity phageseaier npdes servipgdo gather the alert

data f?ﬁlélogl?t ﬁqraﬁit} of %%gg@k%%ﬁtiﬁx St %hd %%&p}grlﬁee%l@ﬁ '@k to the central

east” one mesh networ
monitornpstatiess a plurality of aggregator nodes operatively
coupled with the
30. The automated site security system of claim 17, wherein the security device is
one of a motion sensor, a gas sensor, a smoke sensor, a vibration sensor, an impact sensor, a
pollution sensor, a temperature sensor, a humidity sensor, a rainfall sensor, a water quality

sensor and an air quality sensor.

31.  An automation and security system, comprising:

a plurality of communication nodes configuring at least one ad-hoc mesh network,
wherein at least some of the plurality of communication nodes is in operative communication
with at least one of an automation device and a security device, the plurality of communication

nodes capable of providing real-time response to a situation data of a situation sensed by the at




plurality of communication nodes, the plurality of
aggregat or nodes serving to gather the alert data
wo p@si0o4261 pl ural ity of communi cati on nodes andPCEIN2pITE0271
the alert data to the central nonitoring station. 30.
The automated site security systemof claim17,
' wherein the security device is one of a notion

least o€ OBthE audnGdion slevisonnd the Semkity denisanda vi brati on
sensor, an i npact sensgr pol | .utjon sensor

. ,  a . , —_—
taeﬁf}g]:aétrgqargtcg@,gsgiat’lona t %ﬁf:latrqumgxgﬁggxrg’ stgthrhpmcrgﬁy communicating

with tHRSRRRE ot AR mEHHebhoi; Sensor and an air quality

sensor. 31. An automation and security system

cwhgreinsthagit leasplone adiltop roéshcuatworki satapeblendfddsmamically routing the
.. .configuring at |east. one.ad-hqc nesh network, wherein
situatiog th%g%tlhe§ nfzal gpontiopng stafion,; of - conmuni cati on nodes

| WhérBinOBRY 8tk MOAKOHHC ShlieN is Wabhblétof @@diaffedly0broBssing the

automati on device and a security device, the plurality
situatiorf detanmmshipearidiog rerlditee notifiediion tof aprendi en@f raBapccurgice of the
uatibESPonse to a situation data of a situation sensed by
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of the automation device and the security device; and

a central nonitoring station, the central ponitqQrin .
s?at i ohh% prioRstion @@%T?E?Hf%tsb’ﬁﬁm i ¢laim 3é &%lewegh@te %ﬁ@naﬂon and
.ad- : YR 'E;%/gm;&ei n the at | east one ad-hoc
Secmﬁggﬁgﬁelﬁpﬁ I'S cég% e of dynamically routing the
situation data to the central nonitoring station; and
rein the central ,noni.toring stat.ion is capabl e .of
oot ot e Avtoanpn and ot st o i S, her R B R 1685t one ad-hoe

mesh RAERBHTs A0virQads-ldlHR mhinbiveaki on to an end user of an
occurrence of the situation. 32. The automati on and

security system of claim 31, wherein the autonation
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mesh WéI@OEL 1B alwigeBad-heambstomewad- hoc mesh network is a
W rel ess ad-hoc nesh network. 34. The automation and
security systemof claim31, wherein the at |east one

ggs.h OC T IES3nABbYIAK s gﬁg@r WtefflofdaitP §1 ,'(?'?ég?iﬂ Qﬁé’\%trllgast one ad-hoc

The "autonati on an curity systemo aim 31,
mesh wteodi 13 atdval aesh sawbrkone ad- hoc

36.  The automation and security system of claim 35, wherein the dual mesh network

comprises a wired ad-hoc mesh network and a wireless ad-hoc mesh network.

37.  The automation and security system of claim 31, wherein the at least one ad-hoc
mesh network is capable of dynamically routing the situation data by defining an alternate path
for routing the situation data to the central monitoring station, in event of failure of at least one

of the plurality of communication nodes.

38.  The automation and security system of claim 31, wherein the at least one ad-hoc

mesh network is further capable of:




mesh network is a dual nmesh network. 36. The
automati on and security system of claim 35, wherein
w0 b@sdueslt mesh network conprises a wired ad- hBCT/IN967/000271
network and a wirel ess ad-hkec nmesh network. 37. The
aut omati on and security systemof claim31, wherein
the at | east one ad-hoc nesh network is capabl e of

dyeephigaig d/ndvliitadied Ediemanitatdin idedat a by defi ni ng an
alternate path for routing the situation data to
c éxegratingie ROVyngfidsd omppnicatiop\node 1gto fhei yleast dﬂrnea%d-hoc mesh
one of the plurality of communi cation nodes.
netw%@f’ﬁﬁlhe aut omati on and security system of claim 31,
whopdating étigtirgt rdwees tfoo dgnamiichltc romixgh thee tsitoationi data to the central
further capabl e of: WO 2008/ 004251 PCT/1N2007/ 000271
monitoEng Aty ni ng a new y- added communi cation node,
integrating the newly added communi cati on node into
the at | east one ad-hoc nmesh network, .and updati ng
edPst i Age avtomedionand dgavaity swsteny of claim ﬁ@j wherewi the a¢ntrah monitoring

ot centr TD Orl Sta |on
statiol fL RS oA L QURaTPE 5 U CPRITRRe &F Hriigiton e opd user usig at
least éritCofGehbftdhesAd defiéd)d mitikdiainddkapé WBGcd, @aliddol I, a Ehone call, a
notification of the occurrence of the situation to t

text masspep sad a yoridgvide webeast one of a short nmessage
service, a multinmedia message service, a video clip, a
phone call, a text nessage and a world wi de web. 40.
THe. aut Dinedutamativitarsiesecurity gysiyra tofelaih 31| ahsredithe central monitoring

statioé\g% Ihgr %a?p% ,fg%?llpxiarggglaggat{r&g atquéqa d%lé@k%uggg Flg;: control data
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network to the at | east one of the automation
securd}ede\aw and the security device. 41. The automation
and security system of claim40, wherein the central
nmonitoring station is further capabl e of processing

a1l NsthdGlutdibtioR R\ SyBtdrh ©f 6ladin w&eLVhaﬁﬁl the central monitoring
generating the control data based on t he instruction

statiop dvRirtheticappblimof meocesring Areinstrupsion eeeivag: foor theoenddiser and generating
the ccﬁﬁ%f'?étg %as%ﬁ%hecﬂ% Hfstrﬁctﬂin%c Qﬁd%{l %@er}dnfs gentr al
nonitori ng St 1S

gener atl ng the
control data based on an occurrence of at |east one
42.  The automation and security system of claim 40, wherein the central monitoring

station is capable of generating the control data based on an occurrence of at least one

predefined situation.

43.  The automation and security system of claim 40, wherein the at least one of the
automation device and the security device is capable of responding on receiving the control

data.

44. The automation and security system of claim 31, wherein the remaining
communication nodes of the plurality of communication nodes are capable of

gathering the situation data from the at least some of the plurality of communication




predefined situation. 43. The automation and security

system of claim40, wherein the at | east one of the
waedose2son devi ce and the security device i s PEpE®0€7/000271

of responding on receiving20he control data. 44. The

aut omati on and security systemof claim31, wherein

the remaining conmuni cati on nodes of the plurality of

nodesciaroperaticatommunidton avith thapalehe oné tigadut@nativh dddethe security device,
situation data fromthe at | east sonme of the plurality

and of communi cati on WO 2008/ 004251 PCT/ | N2007/ 000271 29
n%i@ﬁn% PheORBAR Ha CPMNEVRLEA K Rtk Elmaﬁ&f at |east one
the automation and the security device, and relaying
the situation data to the central nonitoring station

4 The, aut pomati on gnd securi.t ystemof claim 31, . ..
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e automati on and security system of

claim 31, wherein the automation device is one of a

utility nmeter, a phaone controller, a nmedia controller,. )

adltil |yl’p§ agtomtion agd seeyrity gystem of clagn gils w@ﬁqeﬁgthe automation device
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security system the nethod conprising: sensing a

situation and sending.a situation data, wherein the

sarsi N\ mStheE hOproRIinYaudmathCRELt1AP Bofficaldn 3¢ h AF&tioAM0 an end
device and a security device; dynamcally routing the

user ofjap gatorstion and secyrity Histen dhe mothod epmpysisg:at i on over at
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providing automatic real-time notification to the end user of an occurrence of the

situation, wherein the automatic real-time notification is provided by the central monitoring

station on receiving the situation data from the at least one ad-hoc mesh network.

48.  The method of claim 47, wherein the at least one ad-hoc mesh network is a

wireless ad-hoc mesh network.

49.  The method of claim 47, wherein the at least one ad-hoc mesh network is a wired

ad-hoc mesh network.




station on receiving the situation data fromthe at

| east one ad-hoc mesh network. 48. The nethod of claim
wdZq08ibesei n the at | east one ad-hoc nmesh net weCRIN2007000271

w rel ess ad-hoc nesh netwoBlk. 49. The nethod of claim

47, wherein the at | east one ad-hoc nesh network is a

wi red ad-hoc nesh network. WD 2008/ 004251

ST T TN EMBYUf Elim 3, Where 'rf‘ﬁne B 1A b rRT ad%cﬁLrHéWnetwork is a dual

wherelin the at | east one atlzl- oc nesh network is a dual

mesh netwetk. net wor k. 51. The nethod of claim50, wherein the
dual nmesh network conprises a wred ad- hoc nesh
network and a wirel ess ad-hoc nmesh network. 52. The
set hophddhefhodi oNclaim 58] S¥iRkdin Hedhal nleSRHEVRIR c8RPASS a wired ad-
mesh network dynamically routes the situation data by

hoc meshatfetwiorkgnd g veiralessdthocpagsh nevorkout i ng t he situati on
data to the central nonitoring station, in event of
failure of at |east one of the plurality of
SDMMUThes ahdthed rfdelaim 543, Wheeiiethzogk ®fastloakmdifioc mesh network
wherein the at | east one _ad-hoc_nesh network further

dynamicallyrrevtss His siipation data bydeHping gn aliemate Rath fprgouting the situation data
to the D&MWY RAMRMnG OSHHSH, CAL EQit 'H}dﬁilﬁie”t)?%l& Abhd GordeNBE gf_?e}fl"‘ggurality of

added conmmunfFcati ol node 1Tnto the at |east -one a
communiestion modeswor k, and updati ng existing routes for
dynam c routing of the situation data to the central

nonitoring station. 54. The method of claim47,

yher erhe Hehodest d18n APNWAGEnEe 8 RhitUheRIdONIcOB8sh network further
automatic real-tinme notification of the occurrence of

performimgdynamiarqusing®y t he end user using at |east one of a

@ﬁgglrgﬁmrégféf}}%%gy-%ﬁ&e"d &g%m%}igg;{oﬁlg@gi a nessage service, a-

one > message and a world

itdteb@atin@Dthe Sewly Nrlde® tchmehi@licatibRinddd Intovdher R 18ast ode aid-hoc mesh
| east one ad-hoc nmesh network further conprises a

netWOﬂ?aIaE‘il ality of aggregator nodes operatively coupled with
%}kaatiﬂg UERnoY rdftes ¢ ngigt fogﬂng" fire biRGutiBh U 1thYthe central
ag es t

regat 6r no serving to gather the situation
monitordigg sation.

54. The method of claim 47, wherein the central monitoring ‘station provides
automatic real-time notification of the occurrence of the situation to the end user using at least
one of a short message service, a multimedia message service, a video clip, a phone call, a text

message and a world wide web.

55. The method of claim 47, wherein the at least one ad-hoc mesh network further
comprises a plurality of aggregator nodes operatively coupled with the plurality of
communication nodes, the plurality of aggregator nodes serving to gather the situation data
from the plurality of communication nodes and relaying the situation data to the central

monitoring station.

56.  The method of claim 47, further comprising generating a control data by




fromthe plurality of conmunication nodes and rel ayi ng

the situation data to the central nonitoring station.
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generating a control data By WO 2008/ 004251

PCT/ 1 N2007/ 000271 31 the central nonitoring station

and dynam cally routing the control data over the at

the cdn@rabinofiterigostatiaCantedmamedalio riuting thé eomtoll assveprie: afleast one ad-
the automation device and the security device. 57. The

hoc mesh Refeyos toctha phles® ong of tsamtomationidsyisg and thei ser gy dpvice.
instruction at the central nonitoring station from
the end user and generating the control data by the
ceéft r alThemmthodof clgins G thndler bamedsinp rédeeving) st mnstrudtmm at the
recei.ved fromthe end uyser. 58. The nethod qf cl ai
centraGRony DR SOg S GF A9 G 8PS EFIRER IaTE ST = D gentra
monifoRifig sfBh baded WaMhé BfstrigiohiraddiRia 6 ML QfLuser.ence of at
| east one predefined situation.

58.  The method of claim 56, further comprising generating the control data by the

central monitoring station on an occurrence of at least one predefined situation.




