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Today, the Internet is a public, cooperative, and self-sustaining facility accessible to

hundreds of millions of people worldwide. Physically, the Internet uses a portion of the fotal
resources of the currently existing public telecommunication networks. Technically, what
distinguishes the Internet is its use of a set of protocols called TCP/IP (for Transmission Control
Protocol/Internet Protocol). Two recent adaptations of Internet technology, the intranet and the
extranet, also make use of the TCP/IP protocol.

For many Internet users, electronic mail (e-mail) has practically replaced the Postal
Service for short written transactions. Electronic mail is the most widely used application on the
Net. You can also carry on live "conversations" with other computer users, using internet Relay
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destlm/%q( m%rmatlon across networks, for example, routing network packets from private
network to internet) program, examines each network packet to determine whether to forward it
toward its destination. A firewall also includes or works with a proxy server that makes network
requests on behalf of workstation users. A firewall is often installed in a specially designated
computer separate from the rest of the network so that no incoming request can get directly at

private network resources.
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to enable two-way communication between the network node inside the firewall and with the
outside, which otherwise is difficult. But the method does not do the verification of contents of
the messaging protocol for compliance, leaving room for the attacks to the application
environment. There is a need for a method for interpreting the complete contents of the
messaging protocol or the application network protocol and checking for its compliance with the
protocol specification at IETF, thus preventing attacks to the application environment.

Examples of published documents that disclose technologies that deals only the
operating system level verification but do not do application level packet filtering are:
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To provide security for the communications between the applications, a new method of
filtering is used in the invention. The method includes processing and interpreting of application
network protocols used by the application across the network. It also prevents any information
from reaching the application if it does not comply with the protocol specification.

The invention acts a proxy receiving information from the server, interpreting and
verifying, then sending information to the client application like web browser and vise versa as
shown in Figure 5.

The invention uses the protocol specification available at Internet Engineering Task
Force (IETF) — www.ietf.org. The organization has various RFC (Request For Comments)
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[0007] The invention discloses a system for preventing the transmission of known
and unknown electronic contents to and from servers or workstations connected to a common
network comprising a means for interpreting contents of a messaging protocol or application
network protocol; a means for checking compliance of the electronic contents with the
messaging protocol specification or application network protocol specification: and a means for
filtering the electronic content based on its functions. The system further includes a means for
preventing attacks on the servers and/or workstations without knowing details of the attack.
The means for interpreting contents of the messaging protocol or application network protocol
comprises one or more servers, one or more workstations or combination thereof and
intermediate verifier with protocol specification maintain therein. The means for interpreting
contents of a messaging protocol or application network protocol comprises one or more
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[0010] The invention further discloses a method of preventing the transmission of
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known or unknown electronic content to and from servers or workstations or combination
thereof connected to a common network comprising sending response information from one or
more servers or one or more workstations or combination thereof to a designated recipient;
verifying the response information by intermediate verifier before the information reaches the
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server .or workstation or conbi nati on thereof wherein

t NOTksiafions o orompisfiany gl sRANeRiRds loda SpmmMeR nefioringomprises sending
V‘?éégf)ﬁ&%qnfohﬁbftﬂ ﬁ?rh orr‘Pno?e deed r%?%@%r rn%?é Rlbﬁ%tloﬁrlg gombination

recel vi ng reques OTITH I on nore

othesaoé tooa destgnded\mcbsntamnfymg thoer respmnkn lnhtmannn b)harr natafmedlate verifier
wor kst

IR IRBERCOR AL O AEeariech RO Hhe AScIeliRdanBiEAton to the

Oldesigatedokcibibit én@'v{lh@w"ﬂme MAtIRIASSE VRARIAY ifeldéd e Rt ﬁaﬂﬁ@n of the
of known patterns in the electronic contents; che

t Itessaginggehoek Rptorah ouppplicelien etwark siotacdring chesking its sompllance with
r

Fﬁ‘ehﬁ@ﬁ r’c\g<§]r|k é‘gcﬁ ééd% @&g{)}g Jlléb?%tag %T?[bf{ﬂg mt{er edBle verifier
|rpamearﬁmé_demthrsucchadapaﬂilmé£ checki ng function of the’

R 7 o Sl S B 5 L5 o

AWhiEWh | SeckBRE | BRteR” tof érﬁeﬁorﬁrk‘érvgl‘%réfuw&kﬁélloﬁg of IcbfBination thereof

Yet i n another aspect t
connected to a common network comprises verifying requested information by an intermediate

verifier before information reaches the designated server or workstation or combination thereof:
dispatching of verified information to a designated recipient and receiving requested
information by one or more servers or one or more workstations or combination thereof from

one or more servers or one or more workstations wherein the method of verifying includes the



of preventing the transm ssion of known or unknown
el ectronic contents to and from servers or

WORIke64e83 ons or conbi nati on t hereof connect edP@DSG2004/000012

common network conprises sending response information
fromone or nore server or one or nore workstation or

conbi nation thereof to a designated recipient;

verifying the response information by an internediate
verifier before information reaches the designated

r éntérprietatian ofrtied mgssaging hetwork piofocedr apyiication hetworktpeotadoband checking

dzt? icg@ahgdq {ql | I oy ﬁ@or?qéfh e%,%ﬁqg%lhgpﬁnﬁéa%ﬂ@\%ﬂable at IETF by the
NRiGRekiag vé}ﬁ%mbé?anﬁﬁ\@d WE%Pducl%apﬁmie!s cation network

protocol and_checking its conpliance with the o
a8k at i on/ iﬁm ingankiorpfudies slistlosgs exctopoter readabdsympdium rfcm verlflcatlon

I T d f d w
2 R SR, BT et e BB, ST o ar one o
ofmold @eREtkiioNs dr Rembin&tidR hepsof @BmSsinlg oYrard ﬁnstrukmbrﬁy)fw verifying the
el ectronic content to and from servers of workstations

oelegisrmisi eaatenbhy cheskisg fthe presanes obknaws pattemsni then@lealionik contents;

OB ) B O RSP oy s

dﬁﬂermilﬂh end fenatef tMrelemdfcsdoatente isuchr asckiip teniaflie, dmage file or data file;
t her

d@gchﬂg{@g%hz t-CEI no%j;?p{gntgrgggér{,qesﬂ)g{ I;]c{gﬁul@hé%asure files without users
| |

[ e e —
s énstreatisnsofor cahecking irwomplisncek witt ttheo appliction/aétwork herotnest tspeblflcatlon

f | ud th 064285
g@’#’@%ﬁ@%ﬁ? %E%@Pa"gﬁ%dm@%é@%ﬂ% '8 of the nessaging
negosay k pr ot Plfé)brog}émthbtféﬁé br@rﬂls'ﬂfbhtéﬁlé lfhr@ting\taP(SdPAmcfi\r}ﬁetwork such

checking its conpliance wth the applicatl on/ networ
prasthedﬂiemgtd@@ aree aetworl oawide Iaeealrstmrk g Ere bytalteldeand/or executable in

o ARl iy, B meRe RR IR Tt e ids oeyperoprs Souroms, DVD,

C Gisghutie tapes alﬁh%hjpem%@l ot BRyf REdia/ RRibH isCea Patﬂ@ of $t6ting cdMPliter program
or unknown_el ectronic content transm tted between one :

onnsktienss eFhgeiediajs eoneecisd to 9pe er Merekssivats; BRfsOloinore workstations or

c ereof conprising programinstructions
fggm!\))@%?#&@%eght he electronic content by checking the

Elmslshce o; Kireserandasdtherr #spedts) ahth eadednéages J@hlthe eresérg nibvention will
t ctronic ,
cRRTR, oatrah beed ukicotare folno BRIRH st olip i 4t aspompanying

aRpofaar mat of the electronic contents such as plain
textgflle image file or data file; checking function
of the electronic content such as but not limted to

ergaﬁw; e fil engFt%%gB‘wﬁgggE D@&mlegge or

iles and
c§@01upt i on oTrhefllrivestloantaSgéthermegmﬁthtar iadedntages itkunsoff May be best

che k|n t co i an th the application/network
pr”Bg bbé@?rgﬁ@aﬁq g‘ﬁ following) %Pr@%‘gt of p@fqnquFembodlments taken in
p rc@ri}ur@fﬁfﬁﬂth"fhé SeoSHSAhyiRG ARG ih WRRh:

[0018] Figure 1 is a flow diagram of the process of proxying between the application
server and application client and vice versa without any verification;

[0019] Figure 2 is a flow diagram of the process of filtering the unauthorized content;
[0020] Figure 3 is a flow diagram of the process of filteting of the application network

protocols;



[0014] The programinstructions are distributable
t hrough a common network such as the internet | ocal

waae@aoaesawor k or wi de area network and are i nspei/Bezh04/000012

and/ or executable in any conputing device. The

conmput er readabl e nmedi umincl udes one or nore CD rons,

DVD, nmmgnetic tapes, backup n®dia or any nedia which

i s capabl e of storing conputer program instructions.

The nmedia is_connected to one or nore servers, one or .
ndid®@1hor kst aFiowas 4oHlustigissbr nerior oart texamplef of pooewprk configuration

Th . gspects and advantages of the present
"SRRl Shop g

i nve come apparent upon study of the

f 0022 ng deFigurkeexdillebtrates apetwarisconfigliratibe ingorporatrany firewall between
di_ agr am 1801ei,1 Bﬁ{ EF DESCRI PTI ON OF DRAW NGS [0017]

THRE IntapetAnd GpPlic shentiorelaling syslMt her advant ages

thereof, may be best understood by reference to the

foll owi ng description of preferred enbodi ments taken

i 10028bnj unct DEFARED IDESCRIPTION OF AHE PREFERRED ENBODIMENTS

ol22L o il e Sigban B e S5BBER eI HOUL e the nemet

anslraAGtPhile areh Agtwork iaRdbthetEmibf feti@ksa Wi t hout any
verification; [0019] Fi %ure 2 1s a flow diagram of the

pl¥28Es of f Fipdrerliisg flowmdiagram of the piogess of paxyingthetwe @ Gipplication

B oo i O ] i ) SRR o s
PEkeSOHROOWIAOSN ZerifitaliddCa? Informbtibrrwhed coiflglied kR8ESo. The decision fo
ior art exanple of a network configuration

" Pebregr the Frites i alsolcdane mneell Gy SumigsaioTer auomatcaly by the
¢ Sy T Shafuel EbotBKich ot e QOUICBEAAAR] ® bdMinidhtors and i
c Inainfit useg ehert tha e yetwarkpointd QR BAd thelhiGMmStdn tRhkfeied between

GUEET B 350 GHETEhe HECARHOTk BODATRGE RGBS SeRia omTadoriach client o
”t}%(tliaﬁt%déﬁﬂn? linsfdrﬁ,%%%\g@{n,t&g\g%narea net work and ot her

common net wo lgure 1 is a flow di agram of
t 1026} ocess Tie anex ysuaty hestanapplicétior prgralv, also talled “server programs”

230 4Gl PR o0 bt e 05 s HEiiSmalnd e tens
plearectib it BRdEonfniceRHabddCaht thRen@irk Frﬁfo@él @?édif@é‘tioﬁ@ﬁ{‘?]xample of the
configured to do so. _The decision to not verify the =

c SRVeIregran ceuld brep HI G ServanaralebySavert e elignt raferred tathsrein is also

OlingP b Roh FRdrafn2 “EilRfit program’ that receives information from the server and

optionally displays it to the user. An example of the client program could be a Web Browser.
[0027] In this process the invention acts as a proxy between the client and the server
and relaying information between them. The information is referred to here as the “network
packets." The network point or the point refers to the connection to a server or the client. The
process starts with the waiting for information on a network point in step 101. This point could
be a server or the client that sends the information.

[0028] The “waiting” referred to here can be a timed wait, that is, waiting for a
specific number of seconds then checking for the information receipt, or event driven, that s,
being nofified by the Operating System on the information receipt. The waiting is indefinite
unless interrupted by the users such as the people operating the personal computer and the



system The manual configuration is done in the
facilities provided to admnistrators and is mainly

was@d/oed2eh t he two network points are trusted BECMSGI04/000012

information transferred between themis also trusted.

The network point is either a Server serving

information to the client or 1pghe Cient receiving
information fromthe Server. [0026] The Server usual |y

has an aﬁpl i cation program' al so called "server

prreggiphafsthe informatiap sl cheeled dmthe ete 402. irtieginfarmetion ishat yeh eeceived, the

instructio ost.endaa:t]hei formation to the clients
”péqcessagrmqglgipytcgn nges ategé)é}lrrunr cate based on the
ngeoe] K pr ot ggiof th%ﬂﬁ@r‘nfah&rﬁfs'r@é%rved\ﬁh@b%ms%ﬁffnuéé"ﬁom step 103. In

server program coul Server or' Wb
Tﬁhepc10i3etﬂe pragras (pad otfdhehlemtlcm icgnnerts do themher pornt as defrned by the

- SRRIERRY et P Bfoeesiobsto Son BRI agdfthe aer gewor po

dicaill ¥ ani [P dddrebé) & utﬁ%tatrdrﬁoﬁhéilﬁ@mrkcﬁonfpbl@r !bbat@ﬁtor DNS (Domain
program could be a Wb Browser. [0027] th

rf\l@ms ysieE) name dat wil hawe & basmappse oth anéI? wddrﬁsa greany other known
b@gﬁteﬂ%tﬁmﬁeirﬁrﬁéa‘l@r{% tBRS. Lﬁbr?édnﬂe trh_g}1 othgﬁﬁwbrﬁ@ﬂné in_{he step 103,

t Hiee Proestssvooritinugsaat Istepsmﬂ wﬁbre thee Infoprndtiop eécelved et dtdpe1(20is BEnt to the
refers . to the %g ctrmtoaserver or the client.
TIRMer Retwork paints ARersiep 104.4he MecesRieMMInAles: or i nf or mat i on

onogaoet wor k Fr@ﬁ’r’e Rlis & fbv@&ré‘gj?arﬂ@ he grlabe%s Bﬂ‘llt@rﬁg%@ur@uth@ﬁe@ content,

server or the client that sen he I nfor

[ Obizdy the hr@ce'swmat venifies inferfmetiorsia themetr\@rl@acleah befereebemg send to the other
wai.t i C_nunber

o 2ot imal i AUbl Brelorifho ERBG ik BHMAGELA ghe daggbase. The

e\ignbasdrilMeRe Pkb@hed It of tlﬁ@drrwa BOhé filaBfMoféd (:Jirffeq1 and actions that the
Oper at i ng emon the information recei

w&PRteH i l’ﬁ%trlqtéﬁii@f hei qu@noruln |tr@s®tabaaeemqiudps sl nmymte:btolmaer S

SHOE 2004 BeaogatBRs TR pBAI<Te Bl Shart RS (& dind ones)
t lyeoupef ardnaré identified from dekiedwi damégﬁrgsﬁréy@arﬂ@z hesefindild@ programs that
information is not yet recejved, process

i TR GPRAYISeSARE My é@m%ae thq fles pwfnt in ﬂ)@QQFOTBbQOmPﬂtef he
{EGGQQII‘St ' OI” ys T ?r‘éﬁ%vgﬁ’e nahﬁéear 59&%@{)@%%%@@%{ 4r& Bhown to have

ste rogra
i rdamagrmgaiumctronﬁmbas bubncttrheutmt toperaghmy the |mmdte>ﬁlstweﬂ ihthe personal

"Ramp gl THety BV S50 o SitestingS mRAeRRG ners of 146 Tolcusicaiven to the

b@oméml P address a dot notation of the netvvork
uter location or DNS (Domai n Nam ng Systen) nane
tri 3 11 halle tds @@enr@tpp@mdvfpmrat arThlSFilStadQntmI&sstherfomajs and the

PR e AT s RO 2 ) e e

s rigrmatis, storrehern nheacpessnat aotmputeie SThat lis kD idéldewhié dortfa® of the

i nf or,mat i ed at step 102 is sent to the other
né'f‘%tr%z‘ﬁ@ %r step 104, the process terninates.
[0034] rv) functions - This list contains the functions that are identified to be

damaging such as (but not limited to) erasing files without user's instructions, automatically
sharing important files, corrupting the files in the personal computer by scrambling them to a
state from which the file cannot be retrieved fo its original state.

[0035] The database will be maintained correctly and all necessary actions will be
taken by the invention to keep the list with the latest information. The actions include but are



[0030] Figure 2 is a flow diagramof the process of
filtering the unauthorized content. This is the

w@e@smoers: hat verifies information in the net wekSG2004/000012

packet before being sent to the other end. To

acconplish this a list of unauthorized content will be

mai ntai ned in the database. TH& database wi |l have
predefined |ist of the criteria of the unauthorized

content and actions that the content is restricted

t dot fimiecc tq tamtometicallin updedingl dnfermation fram| adieptralized mepository and by

 elEfoalhelio e b BBA el or 3F LG 1Ry has o
arpedbm;aﬁ@nubllyed fromthe knovvn damagl ng prograns. These
i nclude prograns that may read viruses and may

ddPBBE t he fiThedunglioss e Hos o filtgyings wrkaowre 6eRient athereas pattems,

0L o S, 56 ST 0, A B
( kuiehtmedtbyllisrfunmmst anll theiadtioms | Meneasnformatedré automataiydadded to the
t ? ter The list may al so contain

HBtaE Qfg"!'lhﬁ'iﬁft‘@’f? ‘tftf'“gparts of the full name given to
_I_Wg?fom ent 1d itk ﬁblhtl i3 efttlef a@eh)gp%ﬁﬁlh&mfoﬂﬂgloﬁ oS {ﬁ@tch?'nt or the

i st contains the format orientatl
t Kdierd ceceiing mfwrmatlauélmglhmQem/emc'ﬁhe(Sea/esumhllyatms (@hwpplication program,
formation st

e i "BherhipEan® of Shploaon 3PS i e s stiioas to send the
ofnférMationUtd M &ierits ARE EdrAsdthd flaRd c@lﬁrhéhlcaieol%éﬂ oh Yhe network protocol

functions - This list contains the functions that
i geasificationcAn example otfherergieng rogr@mrcoulé be b T TR Server mnWeb&erver

t in ' ' t, yser's instrugtions -

L TN03BLED 00 T Bbal Tl in Bt B BT e SbbRATp. pragremhar “cent
f iptogeani” nhat lr&eh?ﬁ iﬁfoﬂﬂétloﬁ oM Uhee Serity af€ bﬁlﬂiblly%pta?@ Mtd fheauser An
state fromwhich the file cannot be retrieved

o PXRINRIR0f the ient programsopldbaa Wb Biewses Inithis Pfﬁ@sﬁﬁiemvaﬂtwe d@cts as a
ﬁﬁénﬁgtrﬂe\‘,hé’h‘i‘éﬂ\ Bét\lN?(é?\efﬁ@ %Eé?u'f 3én@‘ﬂ1te' &B{;ér ‘%}& 'allsg’ ‘?ele;){saéﬁﬁfnthg Yauthorized

vention to
i infasmetionibetwee tlnemaﬁwlmrmatloqu; mtbﬂe@tuhew& tMnetwork packets."

2 64285 PCT/ SG2004/ 000 12 11 not |imted to
B@éﬁﬁu cal |Jﬁ‘ Ef“a? K RGNt ‘Pfft ﬁﬂm Igferst o sonnesfion A<p Azsper or the
I BIRAE Slchras oAd8r H%fe woiRbIHTRS, 'oﬁ ?rB Qér\/ér%/ b%y%&gbmatlon thereof. The

t
adm ni strator about t%e aval abl an'u
t REceRstarts with $hetwaiting éor informaticnron nejworl{ o8 dr stamw This point could

filteri.ng unknown content
\/\Hgsréégrs%}zoémeg ifﬁgtslggc#égm #%'@8 rmt are used for
f {0046y i ng knﬂmwemﬂig.’ @éiérred'libﬂe déﬁ%@@%eﬁ'w%ﬁttﬁétrﬁ Vvaltmg for a specific
content _are gentl its functions and the

pAYTRE 0f seqondssthen hseliig foa?{f@ infatmatien reseipt or aeaedriven thatds, being
dAbIHEREFthE Oberaitlgld)Stem ol td'iforiatidrErbidif:

[0041] The waiting is indefinite unless interrupted by the users such as the people
operating the personal computer and the receipt of the information is checked in step 202. If
the information is not yet received, the process immediately continues at step 201. But if the
information is received, the process continues from step 203. In step 203, the program (part of
the invention) connects to the other point as defined by the sending network point or a
predefined location.

[0042] The information about the other network point could be an IP address, a dot
notation of the network computer location or a DNS (Domain Naming System) name that wil



[0037] The network point is either a Server serving
information to the client or the dient receiving

w0 pdoseess on from the Server. The Server usual PEI/RGZ0&N00012
application program also called "server prograns” or
"application server prograns”, that has instructions
to send the information to thHe clients that connect
to it and communi cate based on the network protocol
specification. An exanple of the server program could
bénawa fqrtrePmeered ewith an IW&ddlBs& oreany qtien ZeqwrTeomputer toaation identification

SRS A b B AP B LSRG ot s o

t Me&ethe/ iforrAdiian ﬂsl@élveli%htbp! 200 i§ &ie@h@ vhth tHeQISFdT@nédl%ﬁzed/t\Bntent The
npl e of the client programcould be a Wb Browser.

| r*fsttVHlil incldderpatismsi negne; Pﬂﬂé beaﬂdaf@mtsa%ld 4uncfians¢ #rthengpntent matches

TSRS SRS B SRS, A e BB B oo o

Thhae mthércpormat Butrif thes contsheis raetﬂariz@d th s aﬁertah@t mﬂﬁi% pn@défﬂned lists, the
ket 039] The network point or the point refers
t deirat %wk g%@v%'ﬁattcalyée&tée {herother endhia step) 208 ﬁﬂd the peasesgdterminates
omg nfly.Tor e wor kst ati ons, one or nore servers or any
n%l nation thereof. The process starts with the

vdeMBhg for Figtrerdnatiflow dagraem ofdhenproéesp o ﬁi&rlr}gﬂhsamﬂicﬁation network
201, t I be. a server or e client that

< aheebl R Bt nrr et vst#&a@?rﬁemw 3 Gighon epicey g 2pplcation
h%é@erf‘a’hﬂ abﬁlcé‘hdw'cﬁ@?]@by‘éﬁebkl g‘ hdn‘ée ﬂﬂe cBI%rpeﬁfication as defined

speci fi nber of secon en ch
i rbVéE?Fat Fereade@@d prery anpllcah@“nnetww\pmhqcot ihatcontents wili becchecked for

"Sbigics iy o RcT A SR 0k F "SRR S wrre 1
i r(iflwermm Brendfor Rrbtﬁcdl)sasrtﬁelﬁ U@ﬁn@ﬁcaﬁcﬂﬁ?@@@m' fis PEREAWiINGheck the
t he personal conputer _and the recei

i G0 Hlagqtlgm]cqngengsw@@ I8EG 1945 gqﬂ@gj lngTI? o aqcpmphsh this, the identification
| iof B %Pétd Plrhsbéf’ ist3friedf Sﬁt 8 BokE g)’b T%Bﬁn@h? Bﬁfo%i)lﬁméth the port numbers

i mrediatel'y continues St ep
i néenk mﬁtpodmumberr |e<aewayeld idéntifg aospecﬁ@arocésstto Which ahrlﬁt@met or other

. . 03, th t of th
> Bt Tisesadd Rl Grigiged Wi Weoss alers Cerdhs Fiaesmigson Contro
E Pﬁ)téz’c?ﬂghdqﬂwerl%e\“@abgféﬁi Plotogbl @%nélﬁ%rﬁ)ﬁﬁéédnﬁ? V%%&?Bf ?@‘P/IP network

The | nfor mat fon about er ne
c 6@tagolhea paft numbarid ractbsit integtn that isquubini thenhesidert apeperrded \lma lknessage

C AP R porCEmbts s BisnB beely Bt A 09 5570 Fkot yers and

bhysialyeibtweeh thedrandpbrt &6H A8 e MterRAEHPrQbJOEIBYeS BﬁHNBrwarded on.
cmﬁ:er Ioc tion identification atterns.

ting t rteK@“RJﬁ R&GqUBYifram aj cfiend foegysepBBoN itleu tqjmaﬁquuesta

SR o e ot IREP PR TR B b o s
c yoitr eequest Thibe FTP pltocesis firl the recriotecber\/ﬁatheélrmmlsaameontrol Protocol (TCP)
or ' tée::‘ a'ygrnmayrc])‘ar compn?er |denﬂ|es t#engct) %Hrﬁber of 2t1 h(%m%r?% cgrtwentlon is
assomated with an FTP request) in the 16-bit port number integer that is appended to your
request. At the server, the TCP layer will read the port number of 21 and forward your request

to the FTP program at the server. Some services or processes have conventionally assigned

permanent port numbers. These are known as well-known port numbers. In other cases, a port
number is assigned temporarily (for the duration of the request and its completion) from a
range of assigned port numbers. This is called an ephemeral port number.



with any of the criterionin lists, in step 205, the

information will be bl ocked without sending to the
wordeeq2es nt. But if the content is authorizedP@u/s&2004/800012

criteria not in the predefined lists, the information

will be automatically sent to the other end in step

206 and the process term natesl3 normal ly. [0043] .

Figure 3 is a flow diagramof the process of filtering

the a pllcatlon network protocol. This is, the

prlB485s t hat Fipsy the iaesigned pertaitmbiers, ﬂnecpmtomhhatas baing used is identified

oy e AR a8, 0 4 tosBRud BBrenEon Ak i RTr. The

asiethetld peint is ithérEd FBenkep kerding nfermetidv er He Qﬂ?&tt'd?%é @Ment receiving
net.wor k pr ot ocol the contents will be checked for

c STl Borithen Semver. e Migc Berpar disualy| has racanplicstion pragramhalso called

St gl SR 355e T ot VAT o s b

t lnfermatianctesise glichts tieeh emned:th@ it 00 EOMMUScHd Baved @ﬂltt%ﬁieftwork protocol
with, RFC | ETF. To acconplish this, th

- SRAHICRISR ST SxARBror i serf piogta could Ba ot TR Seeal VisbnSenier
done s gﬁb‘ﬂp'ré?é}retir;g t%‘?e‘i’rt ko e hapblgg a[ﬂolﬁrt)grgm” or “client

nunbefs used. 'S a way
smmram”dhqtrrenewesmfannatbn cErbmathe bert/aranetoptinnaltytdleptays it to the user. An

P S TP Prstont ouBe oJh ot iihs poestd simamian acts as a
t @%tdéﬁﬁf iitekiRg ARERMsH Qét\%éhl thé CREMTRY ytﬂ%é?ﬁerzé@s{%& gellﬁt)@fonly the

net wor k rot ocol m\port nu
i ﬁﬂfé@f@ed {rfeimatios bgtween ﬂnemh&eh quatiorajs pefertaeldo @e the “network packets.”

LTI (e e —
plstﬁﬁt; ith the \kba?ﬁn‘gﬁmmbmnérf ana PefWork firkin sesl 301“%53 paint could be

Internet Pr ot ocol er and forwarded on.
eR@M§sI0Bth e&“ﬁ“&ﬂé@@ﬂdsﬂ ®iffoanadipi.ent to a server on the

nIORTICL, To TH AR o iof At o5 B oM ol YR Shiina. o specif
| nurolenl ef secmnqtsaﬁnen cheaking foe thesisformation FUEgEtTBr lé\regp@r{ilén ,Ithat is, being
BT G sy e vt e e
pihtérruﬂt@@’ﬁﬁﬂwe%er@&ucﬁ%'tﬁérbeﬁﬁ (_;lp%ﬁlégﬁ@ h'e%@rsbr?al cr:@@ﬁ%? br?ot tﬁg feceipt of

request) In
t Hatinfornadipn ésnehedkedan \stepra02r Iédwemtormambn tishrotset reeewed; Iﬂ% process

LA bher 5 S0 B SRl AR S ontes

S o istep 308\ In 181 BOS, RS progrie (SePivf et |h\¥érr\ﬁ’dn h ¥orRe&s EﬂE@ other point as
pg(?fnane port nunbers, These are known as wel

pedibinbe §§1d|ng Retyork@pints a@edeineg docationnurber i s
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I patteﬂtanpén &MAnecting to the other point in the step 303, the process continues at step 304
where the information received at step 302 is checked for compliance with the specification
defined by IETF for the protocol being used. If content does not comply with the specification,
in step 305, the information will be blocked without sending to the other point. The compliance
to the specification is verified by checking the Format of the data as required by the IETF
specification; Process flow as required by the IETF specification. But if the content complies



and the comuni cation is checked wth the respective

specification defined by IETF. The network point is
W@Raoho64285 Server serving information to the clPENSGEN4/000012

the Cient receiving information fromthe Server. The

Server usually has an application program also called

"server prograns" or "applicati4on server prograns",

that has instructions to send the information to the

clients that connect to it and conmuni cate based on

t Héthrike speeificaiordhe infsrmatiop wilibe iautamatinally sent te trergifiee e in step 306 and

 REoth BRI AL, 2o Lo horein is also the

" gpef9] cat i on FoitRgrakhdu Tglf’) the' f§ﬂegcﬁﬁ§ inveRiGtORaAMeeh Bt ed in some detail

recelves information fromthe server and optionally
diferpuEppses of cladty ohendgestandingit WIlbbmapparentdhattceréalrmhaages modifications,

t.hi s.process ,the .
P REATLE Pl e Bkcted U TSRS b L BREB b oames, e
bélbwmagrah’fseand lafchitsctueensf thiehgstem shaild Wke@\'a%ﬂluﬁfﬁtl?é’ Sndaot Mstrictive.
tgﬁ%HaUt or zed i nformati on bet ween them

W&R1OB,spd petrher mied toahgéetalﬁeor"mamﬁtﬁr&glmmemlrs.but should be
T the point refers to the
Cgﬁﬂg§?y9ﬁ%dBWhBEw@§er or the client. The process
starts with the waiting for information on a network
point in step 301. This point could be a server or
the client that sends the information. [0047] The
"waiting" referred here can be a tinmed wait, that is,
waiting for a specific nunber of seconds then
checking for the information recei pt, or event driven,
that is, being notified by the Operating System on
the information receipt. The waiting is indefinite
unless interrupted by the users such as the people
operating the personal conputer and the receipt of
the information is checked in step 302. If the
information is not yet received, the process
i mredi ately continues at step 301. But if the
information is received, the process continues from
step 303. In step 303, the program (part of the
i nvention) connects to the other point as defined by
the sendi ng network point or a predefined |ocation.
[0048] The information about the other network point
could be an I P address, a dot notation of the network
conputer location or a DNS (Domai n Nam ng System nane
that will have to be mapped with an | P address or any
ot her known conputer |ocation identification
patterns. Upon connecting to the other point in the
step 303, the process continues at step 304 where the
i nformation received at step 302 is checked for
conpliance with the specification defined by |IETF for
t he protocol being used. If content does not conply
with the specification, in step 305, the information
wi Il be blocked without sending to the other point.
The conpliance to the specification is verified by
checking the Format of the data as required by the
| ETF specification; Process flow as required by the
| ETF specification. But if the content conplies
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specification the information will be automatically
W@ 200/064283 he ot her end in step 306 and the prPCESG62004/000012
term nates normally. [0049] Further, although the
foregoi ng invention has been described in sone detai
for purposes of clarity of undeérstanding, it will be
apparent that certain changes, nodifications,
adaptations may be practiced within the scope of the
claims. The described enbodi GAMS, the flow diagrans
and architecture of the system should be taken as
illustrative and not restrictive. The invention

shioul d Agystehefor préﬂehﬁﬁé tihePtranBrRissi@tt &FikhGwrdnd MﬁKr@Wﬁ*efébtﬁomc contents to
given herein, but should be defined by the follow ng

cl ai ms.angmSemers enwerkstationy conpasted @ owimon nebvar gaMpESIngAof: -

%ihg\rpmrﬁ% §f}é§eﬂ§:ré@g é Pfs & 5'@&%@?@ Oﬁ{o@é&%@’”g&ﬂ%ﬂon network

wor kst gtrotaoes connected to a common network conpri Si ng
of : - means for I(nter retin contents of a nessagin

pr ot oc d1€38$ 105 ghacking,eanaiance olibe Rlectniscarients W%tﬁﬂ@eﬁ%ﬁgmg protocol
checki régeél’fﬁﬁﬁﬂn'o"f‘g Fn ﬁrﬂ\ﬁorﬁF {b%lge%cﬁlc&faﬂta%ﬁt S with

t he nessagi ng pro spec cation or application

net wor knqanstoofﬂtehngsthe eleetromacordm:t based onﬂsafnsctrbm

filtering the electronic content based on its

functions. 2. A systemas clained in Caim1 further

CQPr i N §iBtehf asTBRAN ih Slai? | QKRBT doﬁ@n kgtéf‘?ﬁ%%nsofgr En"eﬂ]-%ting gttacks on

servers and/or workstations wthout Knhow ng

t he “at tthecgervess and/opwerksiatioaswithouti knewing detalis af the attasker ei n
the nmeans for interpreting contents of the nessaging
prot ocol or application network protocol conpri ses of

o3¢ or Agysentay M&imed in Rl PfwhBRMEthedieksd Rk irﬁé?ﬁretﬁig contents of the
conbi nation thereof and internedi ate verifier wit

pr ot oc GeSSagNIAretoceher aplicalign Metork rretegobeamprises QI\OBq/@trmfe servers
as cl aighed, Hn&eWoﬁé@&s%@ornﬁﬁnﬁtl&nqﬁer&?Qﬂtfm tefthediate verifier with protocol

interpreting con

appl i capeaificatioatvaintdin theleinocol conpri ses of one or nore
wor kst ations and internediate verifier with protocol
speci fication maintain therein. 5. A systemas clained

i3, O aigyhie184 Blakheli N dﬁﬁﬁswﬁ& in 't GRS Iﬁférp&&% htents of a
of a nessaging g;ot ocol or appli cation networ
pr ot ocmeswmgr protesolofr epplication rmetwerks erotaeols comprises of one or more

workstations and intermediate verifier with protocol specification maintain therein.

5. A system as claimed in Claim 1 wherein the means for interpreting contents of a
messaging protocol or application network protocol comprises of one or more servers
and intermediate verifier with protocol specification maintain therein.

6. A system as claimed in Claim 1 wherein the means for checking compliance of the
electronic contents with the messaging protocol specification or application network
protocol specification comprises of one or more servers, one or more workstations or
combination thereof and an intermediate verifier with protocol specification maintained
herein and wherein the one or more servers, the one or more workstations and the
combination thereof and the intermediate verifier is/are the same as the one or more



and internediate verifier wth protocol specification
mai ntain therein. 6. A systemas clained in Caiml

wob@ne64283 he nmeans for checking conpliance of PEESG2004/000012

el ectronic contents with the nessaging protocol

speci fication or application network protocol

speci fication conprises of ondéor nore servers, one or

nore workstations or conbination thereof and an
internediate verifier with protocol specification

mai nt aisawers theoee or moce wbrkstations dheonthination theteotand the intermediate

server one e workstati,ons,and the
conbi niﬁ'f@ﬁa?ﬁ%me@?'m% a?ﬁspﬁfﬂ?wﬂ%‘%ﬁ g‘fr\% verifier
is/are the sane as the one or nore WO 2004/ 064285

PCT/ SG2004/ 000012 16 servers the one or nore
war kst 4t $YSER asiclainanddn Rleim &wherein thedntermediaterverifier checks compliance of

IS:QLZ{ g?%l aéﬁrﬁﬁ'é%é’ﬁ%‘éﬁetﬁ%t@gsy Q}Ogn?eg@ sc?r(’({nﬁz)g ﬁ‘\Oﬁ% workstations or

G ai m Gombistionthetdo€ | nt er nedi ate verifier checks
conpliance of the electronic contents between one or
nore servers or one or nore workstations or

\‘;\%’rb' naf h)ﬁférﬁ he EEP@ed iR -C| d"}nslyﬁllie‘?&?\ R fﬁ%&lis”fﬁldthksrﬁlt&ngitﬂé Electronic

erein t'he neans e filter ectroni

c ?nt e ntcomters dbesealoni llséurfCUUmGOmpnses ofrp netwenk ocbbneiornﬂnrmrkers and one
a r wor kstatiqQns ,

oF Qo Rats W0 coRRGRGR Hoahb anthdeaeyons, eedie verer il

verifi %ncﬂbn'idg ashyipgtioning as a filter. 9. A systemas

claimed in C"'aim1l wherein the workstation is sel ected
fromone or nore of the following: Personal digital

si st gnt _( PDA) na ers bi.l e cell.ul ar
L& ephanus el A HRma R TS § JAGERE bition s Bieia ipitpe or more
connectoemetdnoﬁng}etv\ork 10. A systemas clained in
Claim 1 wherein the known and un-known el ectronic
cont entPersgnal digial essistasdi(ABNione or nore of the

fol | ow of binary codes within the
el ect roljr%%c cgafiéelﬁ{rg Name of the el ectronic content

such ask/ldbmumértéleﬂ)hene@w entation and format of the
el ectronic content such as plain text file, image file

or datdy fRPAELUS Wif) ceMPYiRg eﬁpa*e'mé canested oA netwabht ent

such as but not limted to erasure files w thout users

10. A system as claimed in Claim 1 wherein the known and un-known electronic content is
identified by one or more of the following: -
Pattern of binary codes within the electronic contents;
Name of the electronic content such as name of file;
Orientation and format of the electronic content such as plain text file, image file or
data files;
Function of the electronic content such as but not limited to erasure files without users
knowledge or instruction, automatic sharing of files and corruption of files. |

11. A system as claimed in Claims 1 and Claim 10 wherein the patterns, names and
orientation and format are used for filtering known content and the functions are used
for filtering the unknown content.



know edge or instruction, automatic sharing of files

and corruption of files. 11. A systemas clained in
w@k@ines285 and C ai m 10 wherein the patterns, nBCESGZNG000012

orientation and format are used for filtering known

content and the functions are used for filtering the

unknown content. WO 2004/ 06428% PCT/ SG2004/ 000012 17

12. A systemas clained in Caiml wherein the unknown

content once identified to have a damagi ng function

i t12. narfesysipataselaimesrini Claim twhexein the uakndwh contertt ondel ilentified o have a

identifj ed.an stored in the database for, further qr ..

f ut ur o OAPORS rgioh 15 feme. hotis afdokaflinat oralf i Qentiied and

wher ei ntdrdifn thd@tabddeGairirher ANMurs HiRkiAge i s done

automatically. 14. A nmethod of preventing the

transm ssi on of known or unknown el ectronic content to

LAY S AR T

sendi nguioeatisaise i nformati on fromone or nore servers
or one or nore workstations or conbination thereof to
a designated recipient; verifying the response

. £ ( ; . e .
R R T ——
t he vernd ifrent senfers omivorstations toh eorlisiistiom icesbf lcotieble@é a common

and wherein the. nethod of wverifying includes the
filter NAYOBCOPRESNGMn or un known el ectronic content

I's basgghdy reépbﬁs%ef iFBeati A t(ﬂgt& ﬁlﬁfé%ew@@%\eénead?%O{es\{vorkstations or

orientationl and formats el ectronic conten
15. A renbioalionthereotio anesignatadheciientinsmi ssi on of known

vor ket 3000ReE 1B 5Bt RN Reiksmedin Netieb ot dhe Momaton
conmmon reaﬁﬁés\/&fééibna%é%{?@éi{biérit;ng of :  wverifying of requested

informati on by an internediate verifier before
i nf or miglaydg the vesitierkinfornatiensiodhesdesignated recipientrand wherein the method of

wor kst gt i | [ [ of tching th ,

vori 71 el e R Mok R un NG St difeptis based on
r ecei vitafunctiens) patternsnhamiasahi ofenkiiorPid fSmalif e SREMRICTontents.
or one or nore workstations or conbination thereof

fromone or nore servers or one or nore workstations.
R b I T A
or nor endfromheenfers browdrkglatiohe ps combination thereof connected to a common
network comprising of; -
verifying of requested information by an intermediate verifier before information
reaches a designated server or workstation or combination thereof:
depatching the verified information to a designated recipient; and
receiving request information by one or more servers or one or more workstations or

combination thereof from one or more servers or one or more workstations.

16. A method as claimed in Claims 14 and 15 wherein the method of verifying the
information includes one or more of the following steps: -
checking the presence of known patterns in the electronic contents;
checkjng the presence of known name of electronic contents such as name of file;



checki ng the presence of known patterns in the
el ectronic contents; checking the presence of known

wma0oe/06£28%| ect roni ¢ contents such as nane of fPCBHSGMD/000012

2004/ 064285 PCT/ S&2004/ 000012 18 checking orientation

and format of the electronic contents such as plain

text file, image file or datggfile; checking function

of the electronic content such as but not limted to
erasure files wthout users know edge or

i nst r uchesking orientétionand fornsdt af therelesiionit cbrgnte&@h as plain text file, image
corruptjon of files. 17. A nethod of preventing the
transmf@esqréﬁta(g\e; known or unknown el ectronic contents

to an ; r 0 nat | .

t her eos) h%%@?efmecfftb %thg eéégﬁnérﬁgﬁi:&%ég? \g\%crh késcﬁgﬂn'pmrml Qﬁ{r?gqgfe:r asure files
sendi ngvitheut pisers dnowlédge ron ristourctionsp eutomaticasharingr of fitee ramé corruption of
or one or nore workstation or conbination thereof to

a desi é’%ﬁt ed recipient; verifying the response

information by an internediate verifier before

informati on reaches the designated recipient; .

rdifayi gmethed efqirévienting thentransmissiomof known beurkeswgeledtrenic contents to

recipi d_wherein e. method of .. verifyin

i ncl ud%ﬁ& tf'ﬁ@ ?erﬁ‘(egsr B &’P@%}P@HS °Pﬂ@“?¥‘8%§'l€é#§°ﬁ“@?%#@< a common
pr ot oc elktwark campfidigadfi-on  network protocol and checking

its conpliance with the application/ network protocol

speci f iseRAINgIASRRUSE infapnatiomirom ENg-otyore Iserverrar @nerekinere avorkstation or

verifi ' . yabilities. 18. A

net hod%é?aécﬁg@g]%ﬁtﬁgtd%ggrﬁ@ﬁwﬁq i on of known or

unk nowverifjing tteo raspor@e rinfemiatiér by aandintefmetisie vesfled before information
wor kst ati ons or conbi nati on thereof connected to a

conmon 635845405 designated esiplell of :  veri fyi ng requested

i nf or mag; i ' L£4 ar.hef i
1 i A B B o v o
wor kst aerifying includesrthe ingerpretation of theafessalgrapretwdrk p@tasdl or application

ified inf ' . i gnated recipient:; and
e SRR B chRi I AR P
or one sfecifititioR aEifabRL ALIEPH Dy e irﬁé?rﬂ?diéié‘tvbﬁ’fféki)@ral‘ﬁmeg with such

fromone or nore servers or one Or nore wor

wher ei Gapahiditiesnet hod of verifying includes the includes
the interpretation of the nessagi ng network protocol
or application network protocol and checking its

cdépl i Anmethodl 6ftprévesting the transmission of known or unknown electronic content to
and from servers of workstations or combination thereof connected to a common
network comprising of; -
verifying requested information by an intermediate verifier before information reaches
the designated server or workstation or combination thereof;
despatching of verified information to a designated recipient; and
receiving requested information by one or more servers or one or more workstations or
combination thereof from one or more servers or one or more workstations wherein the
method of verifying includes the includes the interpretation of the messaging network
protocol or application network protocol and checking its compliance with the
application/network protocol specification available at IETF by the intermediate verifier
programmed with such capabilities.



appl i cation/ network protocol specification avail able

at 1ETF by the internediate verifier programed wth
wGaamhoeagabi ities. WO 2004/ 064285 PCT/ SG2004/PODSAER04/000012

19 19. A conputer readable nmediumfor verification for

known or unknown el ectronic content transmtted

bet ween one or nore servers orjgone or nore

wor kst ations or conbination thereof conprising of

program instructions for verifying the electronic

coldt entA tomputer cadatie mgditr éor perifisation dor dhovnnarwinknowh telztinshic content
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medi a which is capable of storing conputer program
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21. The program instructions as claimed in Claim 19 which is installed and/or executable in
any computing device.

22. Computer readable medium as claimed in Claim 9 wherein the medium includes one or
more CD roms, DVD, magnetic tapes, backup media or any media which is capable of
storing computer program instructions.

23.  Computer readable medium as Claimed in Claim 19 wherein the media is connected to
one or more servers, one or more workstations or combination thereof.



