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METHOD AND APPARATUS FOR THE IDENTIFICATION OF NOT-ENROLLED FINGERPRINTS

The invention relates to a method and an apparatus for the identification of
'not—enrolled.fingerprints. Mumerous methods and apparatuses are known, which
allow the identification of a fingerprint. Generally the finger is pressed
against a suitable optical device for producing contrast and e.g. by means of
prisms and the inhibited total reflection principle, an image of the skin
lines is produced. For example a digital grey value image is recorded, which
is converted into a.binary image and cqmpressed by means of suitable algo-
rithms to a biometric pattern with a relatively small storage requirement,
which cén then be compared with stored finger patterns of an associated data
bank for identification purposes. The identification of fingerprints by
enrolled finger line images is well established and proven in the police field.
However, an increasing number of non~police uses require not-enrolled finger-
prints. Thus, in most cases it is not possible or desirable to prescribe the
enrolling of the fingerprint. 1In fact in many cases it is legally forbidden.
In the case of not-enrolled fingerprints, whi;h are required for normal appli-
cations, a very serious problem arises. Thus, if tﬁ; orientation of the finger
with respect to its longitudinal axis, i.e. a twisting or turning of the
finger relative to the image recording surface occurs, .then completely diff-
erent partial image quantities of a complete enrolled fingerprint are iden-~
tified, as a function of the twisting or rotation angle of the finger applied.
In an extreme case this can mean that the identified partial image quantity of
the surface of the finger on rotating the finger about its axis by e.g. +20°
and -20° leads to a common_image section quantity of these positions, which
makes it impossible in practice to identify with the mathematical method used
as a basis the person in question with an adequate accuracy using the diff-
erently applied finger. Thus, the infprmation still contained in the common
image section quantity can be too small to allow a reliable identification.

The problem of the invention is to give a method and an apparatus enabling
this serious difficulty to be overcome and which allow a considerably
increased identification reliability and accuracy and this is to be perform-

able with a relatively small storage requirement for a significant pattern.

According to the invention this problem is solved by a method according to
claim 1 and by an apparatus according to claim 9. Images of skin lines of

two juxtaposed fingers of a hand are recorded, the orientations of the



longitudinal axis L1, L2 being determined or are to be determined and in which
the rotation of the finger about its longitudinal axis is largely avoided by

a guidance means, so that the fingers are held virtually in the normal posi-
tion and consequently clearly defined, almost identical partial image quan~
tities of the entire enrblled fingerprint images are detected and transferred
by suitable evaluation algorithms into a reduced data quantity. As a result
of the unrotated position and the determination of the finger longitudinal
axes, the evaluation algorithms become simpler, because generally more compli-
cated algorithms are required in the case of an undefined finger longitudinal
axis and which are rotation-independent, i.e. of the Lorenz type. The method
according to the invention on the one hand gives simpler algorithms and on the
other makes it possible for the same memory size to determine more significant
patterns. Simultaneously through the detection of the image informations of
two fingers the false acceptance rate FAR and false reject rate FRR are sig-
nificantly improved. 1If e.g. the FAR in a méﬁhod is 1:1000 per finger, the
reliability of identification through the use of two fingers is 1:1 million.
Or, conversely, it is possible to obtain the same identification reliability
with simpler features of both fingers.

The dependent claims relate to advantageous further developments of the
invention with further improvements concerning system expenditure, storage
requirements, identification reliability and also with regards to the making

and evaluation of picture records.

The invention is described in greater detail hereinafter relative to embodi-

ments and the attached drawings, wherein show:

Figs. la to ¢ The partial image quantities of not-enrolled fingerprints
as a function of the rotation about the finger longitudinal
axis.

Fig. 2 A determination of the finger-longitudinal axes.

Fig. 3 - An apparatus according to the invention.

Fig. 4 Support surfaces as guidance means for the rotation-free



supporting of the fingers.
Fig. 5 A further example of a guidance means.

Fig. 6 A support plate with lateral stop face for parallel

guidance purposes.

Fig. 7 A support plate with register rail.
Fig. 8 . A front stop with sensor.
Fig. 9 The determination of the core posifions.

Fig. 1 illustrates partial image quantities of not-enrolled fingerprints as a
function of the rotation W1l around the fingefhlongitudinal axis Ll. Fig. la
diagrammatically shows on a finger 1 in cross—sectidh, which partial image
quantities BO to B2 are recorded and evaluated as a function of the rotation
W1l about its longitudinal axis Ll. The. complete enrolled fingerprint image
hereﬁy extends over the area A. In the case of simple, not-enrolled support
of the finger on an image recording plate 12, in accordance with the rotation
angle Wl, different partial image.quantities BO to B4 are obtained, as shown
in figs. lb and lc. In the case of an unrotated finger with Wl.1 = 0, the
partial image area BO is recorded.

The rotation guidance means 13 illustrated in exemplified manner in figs. 4
and 5 are used for bringing the recording fingers 1, 2 as close as possible to
said position BO. However, if only a single finger and in ielatively random
manner is placed on an image recording plate, then in arbitrary form more

or less large rotation angles Wl occur.

In the case of a gréatly turned or twisted finger, e.g. by Wl.l = +20° and
W1.2 = -20°, correspondingly wideiy differing partial image quantities Bl and
B2 are recorded, so that the common image area, i.e. the section quantity

S1 of Bl and B2 is very small. Thus, in said section quantity Sl there are
very few features which can be identified and a reliable identification of the

fingerprint is not possible. Thus, e.g. it would not even be possible to
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identify the core position C in the example of Bl'(fig. 1b). 1In the case of
the orientation of the two recording fingers in accordance with the invention,
said rotation is significantly reduced to e.g. +3° to -3°, sqlthat according
to the example of fig. lc substantially identical partial image quantities B3,
B4 with correspondiﬁgly large section quantities S3 of B3 and B4 are iden-
tified, which reliably always contain the core position C and which con-
sequently allow a much simpler and more reliable evaluation and identification

of the fingerprints.

During evaluation this can e.g. be taken into account in that with the algo-
rithms only a partial image quantity corresponding to a section quantity, e.g.
$3 with W1 = +3° and -3° or a section quantity ‘85 with Wl = +5° and -5° is
used for simplified evaluation. This selection could also be inputted as para-

meters.

Fig. 2 illustrates the determination of the finger ibngitudinal axes L1, L2,
if the two recording fingers 1, 2 are not defined and parallel and are instead
placed relatively freely and with an aperture angle ® on the support surface
12. For this purpose a centroid line L1 and L2 is determined for each finger
and from the same it is possible to approximately determine their orientation
oll, X2 relative to the normal direction N and aperture angleES =1 -2,

In this way the fingerprint images can more simply be calculated back to Ehe

normal position.

According to the invention identification is particularly simple and reliable
if the recording fingers 1, 2 are aligned in the normal direction N (i.e. with
™1 = K2 = 0), as will be explained hereinafter.

As stated, the principle of the invention is that the two recording fingers
are also twice guided or positioned:

- firstly with the guidance means 13 in such a way that there should be no
rotétion about Wl and

- secondly in that the finger longitudinal axes L1, L2 are detected and used

for simpler evaluation.

This rotation-free guidance 13 is illustrated in figs. 4 and 5 and the para-



1llel guidance in figs. 6 and 7.

Fig. 3 diagrammatically shows an apparatus according to the invention for
performing the method with an image recording device 10, an evaluating elec-
tronics 14, evaluation algorithms 15 and an associated data bank 19 with
stored, comparison fingerprint patterns. ?he apparatus also contains an input
and output device 16 (e.g. for inputting parameters, for operator guidance and
result display), as well as a connection to a master system 20. The recording
of the finger lines e.g. takes place by means of total reflection on a prism,
which serves as an image recording plate 12. A digital grey value image is
redorded in an image processing module and from it is derived a binary image
with reduced storage volume and from same using suitable algorithms a bio-
metric pattern with relatively small capacity requirement is determined. The
apparatus has guidance means 13, through which the recording fingers 1 and 2
are aligned with respect to their longitudin;i axes L1, L2 in unturned or
untwis;ed manner (with W1 2z 0). Thus, the recordiné'fingers are positioned
parallel to the hand plane. The unrotated alignment of the recording fingers
is brought about in that two juxtaposed fingers are used for image detection

purposes on the support plate 12,

Further examples of rotation guidance means 13 are explained relative to

figs. 4 and 5. According to fig. 4 the guidance means 13 can be e.g. con-
stituted by a planar suppoit surface 31 for at least four fingers 1 to 4 of

a hand, i.e. from the index to the small finger, so that all four fingers rest
flat and unturned on the support surface and in which only one partial surface
area 12 of the support surface is constructed as an image recording plate for
the two recording fingers 1 and 2 (e.g. index finger and middle finger).
Alternatively a support surface 32 can be provided for the whole hand, so that
the whole hand is supported flat and all the fingers 1 to 4 are untwisted, as

is shown as an alternative.

In fig. 5 the support can also be constructed in such a way that only the two
recording fingers rest on the recording plate 12 (here e.g. the middle finger
2 and ring finger 3) and the remaining fingers 1, 4 of the hand are bent by
suitable shaping 13 and aligned in parallel below the support plate.
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As shown in figs. 6 and 7, additionally also the finger longitudinal axes LI,
L2 are defined by means of parallel guidance means 22, 25. In the case of
particularly advantageous constructions, the normal position of the recording
fingers is ensured by corresponding guldance surfaces. According to fig. 6
this is a lateral stop face 22 defining the normal direction N (X=0), to
which the outside of a recording finger 1 can be applied parallel to said
normal direction. When the fingers are closed also finger 2 has a parallel

alignment.

In a further variant according to fig. 7 a thin register rail 25 1is provided
in the normal direction N and to it the inside of both recording fingers 1, 2
can be appliéd to bo;h sides. Thus, the thin rail 25 is squeezed by both
fingers. To ensure that the fingers are on both sides positioned on the
register rail, on both sides sensors 26 can qonitor and ensure the contact
with both fingers. The use of such a parallei guidance means 22, 25 is part-
1culaf1y advantageous, because it fixes the orientaéion of the fingers with
respect to the detecting optical unit and consequently the evaluating algo-

rithms are made correspondingly simpler.

The juxtaposed recording fingers can naturally also be the middle and ring
fingers (2, 3) or ring and small fingers (3, 4). It would even be conceivable
to use fingers 1 and 3 or 2 and 4, but in practice would be more complicated

and less accurate.

As additional positioning means figs. 7 and 8 show from the side a front
register rail 28 with a pressure sensor 29, with which it is possible to
detect and control a predeterminable contact pressure réhge or force range of
e.g. 1 to 3N and with which the fingers must be applied for image recordiﬁg
purposes. Advantageously the front stop only acts on the finger pad 7, so
that the finger 1 does not engaged with the fingernail and consequently the
finger position is not dependent on the different fingernail length.

In general, further sensors could be used in combination with the guidance
means for optimizing and controlling the positioning of the recording fingers

according to the invention.
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According to the invention, further geometrical parameters can be used for
increasing the accuracy of .identification, as described hereinafter. Thus, in
addition, for each person use can be made of typical geometrical finger con-
tours in such a way that from the individual fingerprint image the core
position or other relevant reference points, e.g. the centre of gravity are

determined and related to one another.

Fig. 9 illustrates as an advantageous embodiment the use of the core positions
Ccl, 02 of both fingers as importaqt primary biometry data and from the core
positions it is also possible to determine the spacing vector, i.e. the spac-
ing R and its direction b as measurement parameters. In addition, e.g. also
the spacings D1, D2 of the core positions relative to the joint folds Fl, F2,
here the top joints, can be determined and used.

Such .invariable informations concerning a per;on can be used during a search
in a fingerprint data bank for simplifying the seekihg of the relevant infor-
mation and this can be considerably accelerated in that the data bank is so
indexed that spacing and angular informations or primary biometry data are
used prior to the complete fingerprint information for diluting the data in
question. Instead of only using the core position of two fingers, naturally
three or four fingers could be used for identification purposes, as indicated
at C3 in fig. 9. '
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CLAIMS

1. Method for the identification of not-enrolled finggrprint images, charac-
terized in that images are recorded of skin lines of at least two juxtaposed
fingers (1, 2) of a hand, the orientations of the finger longitudinal axes
(L1, L2) are determined or will be determined and the rotation (Wl) -of the
fingers about their longitudinal axis is largely prevented by a guidance
means (13), so that during each ldentification process clearly defined,
almost 1deﬁt1ca1 partial image quantities (B3, B4) of whole, enrolled finger-
prints are detected and transferred by evaluation algorithms into a reduced

data quantity.

‘2. Method according to claim 1, characterized in that the finger longitudinal
axes (L1, L2) are determined.by establishing centroid lines of each finger-
print image and from same are determined their orientation angles { (1, {2)

-

and their aperture angles &= O - X2.

3. Method according to claim 1, characterized in that the finger longitudinal
axes (L1, L2) are kept parallel and in the normal direction N by a parallel
guidance means (X1 =02 = 0).

4, Method according to claim 1, characterized in that the core positions
(Cl, C2) of the two recording fingers (1, 2) are determined and from same the
spacing (R) and direction ( B) are established.

5. Method according to claim 1, characterized in that further biometric
parameters, e.g.'éentres of gravity of fingerprints, spacings (D1, D2) and the
relative position of the skin folds of the top joints, etc. are determined.

6. Method according to claim 1, characterized in that an associated data
bank with comparison patterns (19) is index according to primary biometric
data.

7. Method according to claim 6, characterized im that core positiomns (C),

locations, angles and spacing details (D) are used as primary data.
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8. Method according to claim 1, characterized in that restricted image
section quantities (S, 83) are used for evaluating with evaluation algorithms
(15). '

9, Appaiatus for performing the method according to claim 1, characterized
in that an image recording device (10) with a support plate (12) is provided
on which the two recording fingers (1, 2) are positibned in unturned manner
relative to their longitudinal axis (L1, iZ) by guidance means (13) and that
an evaluating electronics with evaluation algorithms and an associated data

bank (19) with comparison patterns are provided.

10. Apparatus according to claim 9, characterized in that the guidance means
(13) are constituted by a planar support surface for at least four fingers of
a hand (31) or for the whole hand (32), whereof a surface part area is con-
structed as an image recording plate (12) forhthe two recording fingers

(1, 2).

11, Apparatus according to claim 9, characterized in that a lateral stop face
{22) defining the normal direction (N) is placed on the support plate and
to which can be applied, parallel to the normal directionoan outside of a

recording finger.

12. Apparatus according to claim 9, characterized in that the parallel
guidance means is constituted by a register rail (25) in the normal direction
{N) and to which on either side can be applied the inside of both recording
fingers (1, 2).

register rail (25) on both sides monitor the contact with the inside of both
fingers (1, 2).

14. Apparatus according to claim 9, characterized in that a front stop (28)
for the longer recording finger is provided.

15, Apparatus according to claim 14, characterized in that the front stop (28)
is in contact with the finger pad (7) of the longer recording finger below
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the fingernail.

16. Apparatus according to claim 14, characterized in that on the front stop
(28) a clearly defined pressure range for the contact with the finger of e.g.
1 to 2N can be set by means of a sensor (29).



