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15 When a secure e-mail message is displayed to the user, the state of the message is
indicated to the user as a set of message indicators. For example, if the content of a
message is covered by a digital signature, an indicator representing that the message is
signed could appear at the top of the message body. As another example, if the content of
the message is protected by an encryption mechanism, an indicator indicating that the

20 message is encrypted could appear at the top of the message body.

Other examples of indicators used to convey information about the state of the
message include but are not limited to: indicators representing the trust status or
revocation status of the digital certificate whose corresponding private key is used to sign
a digitally signed message; indicators representing the state of any digital certificates that

25 -are attached to the message; and indicators representing whether the sender of the message
asked that a signed receipt be sent when the message is read by the recipient.

In one implementation of secure email processing, determining and displaying the
image, text, and any other information applicable to indicator, requires considerable
processing time. Many of the secure email encoding methods in. current use are

30 complicated. Furthermore, extraction of the required information from a particular




30 conplicated. Furthernore, extraction of the required information froma
particular 1 W 20051015861 PCT/ CA2004/ 000616 encoded nessage in order to
determ ne and to construct an applicable indicator can be tinme-consuning.
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15 As another example, a system may include handling an encoded message that was
received by a wireless mobile communications device. A message processor on the
mobile device stores the message state data in a cache. An accessing module that, based
upon a second opening of the encoded message, retrieves from the cache the stored
message state data. A message indicator is generated based upon the message state data

20  that is accessed from the cache. The generated message indicator is provided to a user of

the mobile device.

BRIFF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system in which a mobile
device may be used.
25 FIG. 2 is a block diagram depicting components used in processing message
indicators.
FIG. 3 is a flow diagram illustrating a decision path scenario for processing
message indicators. ‘
FIG. 4 is a block diagram depicting updates to message state data for use in

30  processing message indicators.
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Internet 110, or connected to the Internet 110 through a large ASP (application service

20 provider) such as America Online (AOL). Those skilled in the art will appreciate that the

systems shown in FIG, 1 may instead be connected to a wide area network (WAN) other

than the Internet, although e-mail transfers are commonly accomplished through Internet-
connected arrangements as shown in FIG. 1.

The message server 116 may be implemented on a network computer within the

25  firewall of a corporation, a computer within an ISP or ASP system or the like, and acts as

the main interface for e-mail exchange over the Internet 110. Although other messaging

systems might not require a message server system 116, a mobile device 100 configured

for receiving and possibly sending e-mail will typically be associated with an account on a

message server. Two common message servers are Microsoft Exchange™ and Lotus

30 Domino™. These products are often used in conjunction with Internet mail routers that

route and deliver mail. These intermediate components are not shown in FIG. 1, as they

do not directly play a role in the encoded message processing described below. Message
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20  are addressed using a specific ¢c-mail address associated with the mobile device 100.
Messages may be addressed to a message server account associated with a host system
such as a home computer or office computer, which belongs to the user of a mobile device
100 and redirected from the message server 116 to the mobile device 100 as they are
received.

25 - Regardless of the specific mechanism controlling the forwarding of messages to a
mobile device 100, the message 108, or possibly a translated or reformatted version
thereof, is sent to the wireless gateway 106. The wireless infrastructure 104 includes a
series of connections to wireless network 102.

FIG. 2 shows at 200 components used in processing message indicators 202 on a

30 mobile device. When a particular message 204 is opened in this example for the first time,
the mobile device's cache 206 contains no information related to the message 204. The
message encoding is decoded and processed at module 208 in order to determine the

information 212 that is to be displayed on the user interface 210 via the message
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20  body, could also be cached so that the entire message can be displayed quickly to the user.

However, even without a message body cache, the message state cache 206 can be used to
render the message indicators 202 quickly and efficiently.
It should be understood that an access of a message 204 may occur under different
sitnations. For example, the message 204 may be accessed because of a user-initiated
25 action (e.g., opening the message 204) or may be accessed automatically by the mobile
device upon receipt of the message 204. The message state data 212 stored in the cache
206 is made available for subsequent accessing of the message 204. This includes the
message state data 212 being available between a first and second openings of the message
204, wherein the message 204 was closed by the user between the first and second
30  openings.
FIG. 3 is a flow diagram illustrating a decision path to process message indicators.
The process starts at the secure e-mail client application 300 with the user opening a

secure e-mail message at step 302, The system then determines whether the message state
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process is als, GRTRHUSESF tRSais8 RdRktor (via input from steps 308 and/or 310) is

20 completed at step 310, the system will store the new message state information in the
message state cache at step 312. At this point, the process is also completed as shown at
324. Other user indicators may be used if needed, such as audio indicators, icon images,
text strings, and/or a combination of both images and text, if so desired. Such indicators
would be generated based upon the cached message state data.

25 The indicators can convey many different types of message state information. For
example, if the content of a message is covered by a digital signature, an indicator
representing that the message is signed could appear at the top of the message body. As
another example, if the content of the message is protected by an encryption mechanism,
an indicator indicating that the message is encrypted could appear at the top of the

30  message body.

Other examples of indicators used to convey information about the state of the
message include but are not limited to: indicators representing the trust status or

revocation status of the digital certificate whose corresponding private key is used to sign
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20 would not be updated. Consequently, the user is only made visually aware of any
background message processing when the state of the displayed message indicators 202 is

incorrect,

Thé cache 206 can be cleared of any sensitive information about the message 204
when one of a set of events occurs. For example, if the user selects a particular menu item,

25  or if the system goes into a locked mode, or a mode where the device is locked up and no
activity can be performed, any sensitive data can be removed from the cache 206.

Tn the system shown in Fig. 4, software instructions, (e.g., implemented as an
accessing and indication generation module 404} allow for the message state information,
including any message state updates 402, to be retrieved over multiple message openings

30  from the cache 206 for use in generating indicator(s) 202. Accordingly, the message state
data 212 that was stored in the cache 206 due to a first opening of the encoded message

204 is made available for retrieval from the cache 206 for a second opening of the encoded

message 204 and other subsequent message accesses and openings.




exi sting cached data. If any such changes had not occurred, the nessage

i ndi cators 202 20 woul d not be updated. Consequently, the user is only made
visually aware of any background nessage processi ng when the state of the
di spl ayed msssa%e indicators 202 is incorrect. The cache 206 can be
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anotjBer exanRice Hi® SM&t emp@nd syRidodh diestitonad hBendingByn e used with
many different types of electronic devices. FIG 5 is a pblock diagramof a

wi el esdunebprality prewedi By g mebileadayiceeths dnobie deving FBY O TEGER! ha%et ect roni ¢
devi ce. glhembRBihe d8aYd, CL tR0Wayi Saghy, &f BRI VieRphoh- WAl dRAMAkEAE | on device
having at | east” voice and data” comruni cati on capabilities. The nobile
devi ce Sambiitiet. ex Atelesh Arfemploarpiipngsi [oF taydaty commuBicalion datiee (Withh obt her
conput er,i¥st RIBrGY EREuARES! NRE - mIRBRRA LR e 0BudhNBevices are referred to
20 generally herein simply as mobile devices.
The mobile device 500 includes a transceiver 511, a microprocessor 538, a display
522, non-volatile memory 524, random access memory (RAM) 526, auxiliary input/output
(I/O) devices 528, a serial port 530, a keyboard 532, a speaker 534, a microphone 536, a
short-range wireless communications sub-system 540, and may also include other device
25  sub-systems 542. The transceiver 511 preferably includes transmit and receive antennas
516, 518, a receiver (Rx) 512, a transmitter (Tx) 514, one or more local oscillators (LOs)
513, and a digital signal processor (DSP) 520. Within the non-volatile memory 524, the
mobile device 500 includes a plurality of software modules 524A-524N that can be
executed by the microprocessor 538 (and/or the DSP 520), including a voice
30  communication module 524A, a data communication module 524B, and a plurality of
other operational modules 524N for carrying out a plurality of other functions.
The mobile device 500 is preferably a two-way communication device having

voice and data communication capabilities. Thus, for example, the mobile device 500




functionality provided by the nobile device, the nobile device may be
referred to as a data nessagi ng device, a two-way pager, a cellular

tel ephone with data nmessaging capabilities, a wireless Internet appliance,
or a data conmmunication device (wth or yy wthout tele hony

capabi | i tW%%'}“.S"Oﬁgmrrenti oned above, such devices are réferPaP¥1S0
generally herein sinply as nobile devices. The nobile device 500 includes a
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short-range wrel ess communi cati ons sub-sgst em 540, and may al so i ncl ude
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comuni gat i Morki 92l iR Mo hhieRRds a6, 418 4k ABHBIY 1R FIG1S, Bathdbasei ver 512,
and al so exchange controF information with the transmtter 514 and receiver
512. | f deties §Q0 eaxlchbe) vepdtwitle & single avanne sisuchEe.y Anfgrmatioa; whck indydsguency, or
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20 511 via a link between the DSP 520 and the microprocessor 538.

The detailed design of the communication subsystem 511, such as frequency band,

component selection, power level, etc., is dependent upon the communication network 519

in which the mobile device 500 is intended to operate. For example, a mobile device 500

intended to operate in a North American market may include a communication subsystem

25 511 designed to operate with the Mobitex or DataTAC mobile data communication

networks and also designed to operate with any of a variety of voice communication

networks, such as AMPS, TDMA, CDMA, PCS, etc., whereas a mobile device 500

intended for use in Europe may be configured to operate with the GPRS data

communication network and the GSM voice communication network. Other types of data

30 and voice networks, both separate and integrated, may also be utilized with the mobile
device 500.

Communication network access requirements for the mobile device 500 also vary

depending upon the type of network 519. For example, in the Mobitex and DataTAC data




conjunction with the transmtter 514 and receiver 512. Alternatively, if
different frequencies are utilized for voice comruni cations versus data
conmmruni cations or the 15 nobile device 500 is enabled for conmuni cations on

nore tha rk 519, then a plurality of LOs 5 ed to
gener ate%gg(@a@ﬁ%ﬁ;s corresponding to those used in ﬁégﬁg?%ﬁgsw.
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wher eas requifed) bberatitev,isach H0011” ieeRBABLallBE. USe i n Europe may be confi gur ed
to operate with the GPRS data comunication network and the GSM voice
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sepayoat eompltdd) tRhabiRAdevitRY508! i§ AbRetolehd 28 declivt ot §ondEVi ce 500.
Commruni cat ] on network access requirenents for the nobile devi gn 500 al so

vary débdrrablydnaysting batle veign andydate Eegraby RVE e netwerked AnSignalsireceivied . Mobi t ex
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devi ces are regl stered on the network using a unique I nti ati’on nunber
associ atduich\propides fn stgngl aplificati@pHgquency daenvionkessiomofiisvieg, chasehor k access
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legally and Qr%ldhl[hgdfop Q}?zn%tlé %n She BSF ?2@ and a.re %hen%rrrgvrlge%qc ¥he transmr{per 514
for digital to analog conversion, frequency up conversion, filtering, amplification and
20  transmission to the communication network 519 via the antenna 518. Although a single
transceiver 511 is shown for both voice and data communications, in alternative
embodiments, the mobile device 500 may include multiple distinct transceivers, such as a
first transceiver for transmitting and receiving voice signals, and a second transceiver for
transmitting and receiving data signals, or a first transceiver configured to operate within a
25  first frequency band, and a second transceiver configured to operate within a second
frequency band.
In addition to processing the communication signals, the DSP 520 also provides for
receiver and transmitter control. For example, the gain levels applied to communication
signals in the receiver 512 and transmitter 514 may be adaptively controlled through
30  automatic gain control algorithms implemented in the DSP 520. Other transceiver control
algorithms could also be implemented in the DSP 520 in order to provide more

sophisticated control of the transceiver 511.

10




After any required network registration or activation procedures have been
10 conpl eted, the nobile device 500 is able to send and receive :
comuni cation signals, preferably including both voice and data signals,
over the 9. Signals received. by the ante f t he
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In additjon to processing the communication signals, the DSP 5 al so
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nor e ophfstlcatled control l(?ﬁ?he transcei ver 511. 10 8 WD 2005/015861
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t r ansceby éhe ibiktoprddeggor 538 and may provide a high-level interface between a user of the

20 mobile device and the mobile device. This interface typically includes a graphical
component provided through the display 522, and an input/output component provided
through the auxiliary I/O devices 528, keyboard 532, speaker 534, or microphone 536.

Some of the subsystems shown in FIG. 5 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions.

25  Notably, some subsystems, such as keyboard 532 and display 522 may be used for both
communication-related functions, such as entering a text message for transmission over a
data communication network, and device-resident functions such as a calculator or task list
or other PDA type functions.

Operating system software used by the microprocessor 538 is preferably stored in a

30  persistent store such as the non-volatile memory 524. In addition to the operating system
and communication modules 524A-N, the non-volatile memory 524 may include a file
system for storing data. The non-volatile memory 524 may also include data stores for

owner information and owner control information. The operating system, specific device

il




| evel communication applications, including the voice conmunication
application 524A, and the data communi cati on application 524B are stored
in the non-volatile nenory 524 for execution by the m croprocessor 538.
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transm 5%‘]5 v éransdré?éonéom?‘atﬁf]]@ﬁ?eq%n ner}v\%r kﬁg%tt%’ @éw ce r e5| rYent
functi om&nﬁmthatam modelk cidld4at and ahe tdask cbmsinicationotrodnle PRIABt yipe bainct i ons.
Qper at i 0 r sed by the mcroprocessor 538 is preferably
st or ed ﬁﬂ‘ﬁxﬁé %?Ehﬁ?gﬁP%store such as the non-volatile nenory 524. In
addision to E‘hk&nd'mp&ilz&ilé MmOy S2e Pref@ntily privitenh GRisysitm® tdlleRe sidrdge N, t he
non-vol at.| menpry 524 ile stori data. The
non- vol &t PR caBriBry o83he fee. s ¥if Funicerpa i@ datass ey 5 ot or mmt f on
and ownggndcaat eivel MiOTtEME, | c@tRer BhNRseBP6F A Edflinsli&l @h tsPesitd i@l digyi ce 11 WO
2005/ 015861 PCT/ CA2004/ 000616 applications or nmodul es, or parts t her eof
may be CORPYRgRNyNIdgEaSdi n?&Ba‘”@cS‘I‘ea‘ﬁf?léssé]F'B‘F"ék STS% B BIM 41898 or

faster QRE&I8kIBR- scNRIRDY RiiogrdtRC SINCRGnzed B fidieti ONa #lc0RRdISs MBdvork

20 519, with a corresponding set of data items stored or associated with a host computer

sone

system, thereby creating a mirrored system for data items associated with a particular user.
The mobile device 500 is manually synchronized with a host system by placing the
mobile device 500 in an interface cradle, which couples the serial port 530 of the mobiie
device 500 to a serial port of the host system. The serial port 530 may also be used to
25  insert owner information and owner control information onto the mobile device 500 and to
download other application modules 524N for installation on the mobile device 500. This
wired download path may further be used to load an encryption key onto the mobile
device 500 for use in secure communications, which is a more secure method than
exchanging encryption information via the wireless network 519.
30 Owner information, owner control information and additional application modules
524N may be loaded onto the mobile device 500 through the network 519, through an
auxiliary I/O subsystem 528, through the short-range communications subsystem 540, or

through any other suitable subsystem 542, and installed by a user in the non-volatile
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al so be tenporarily stored to RAM 526, before permanently witing themto a
file system{ located in the non-volatile nenory 524. The non-vol atile
menory 524 may be 5 inplenented, for exanple, with Flash nenory,

non-vol atile RAM or battery backed up RAM An exenpl ary application

nodul e 52¥R?PHAB3Hay be | oaded onto the nobile devicd® Té%’é ‘F‘?O%I@I M
applicati on pI’OVI di ng PDA functional i ty such as cal endar events,

appoi nt du 4.ma | so interact with the
voi ce 1 5gllilcatl on %dul @C%Qifﬂbi%‘ IMR Rl‘é“ Hﬁff%ﬁ%lr’l"?“%&}’%e mail s,
etc. alﬁdlctm;ah@i Gfbthelﬂiﬁbélbaletllcws(‘)m aﬁmﬁlaﬂqﬁ(&rldwm]iuﬁtleﬂ antdenicerpghistionsp24B f or
rranag| n? e- mai | f rrmé@ at j.ons aﬁ ot hlg dat a transm ssi ons,

Al t er natPRFEErea E’PTTBB CHOMc t9rofiath t yF Y KHEPIG0ISERTE CSOMMIMEHST on nmodul e
524A andpplietiohat magoghabiei Rttt PO AMBHSRY alE othddt 8@ afifGciaNt 0 the PIM
nodul e. 15 The non-vol atile nmenory 524 preferably provides a file systemto

faci Pi t HRUSAEoBs toge pe Pﬂﬁdmswgﬂf&m%weﬁﬁe ?%% device. The PIM application

preferably | whkwdes nidbfe aleiicé 1590 i opS@Akk m 888 @bMewdRbdbn! (808, 2 € t her by
itself, or, in conjunction with the voice and data conmunicati on nodul es

5244, 5AHved signal, ﬁéGWSrae‘IeéfsfgeSﬁ@F\%ﬁRveé Page dwéﬂ@dwdb'@eaprméwd byahfe
pr ef er abhyc§eanb B sdher ﬁrmleaf @a 8b nSNRGREQRIZ S5k, amc F}g i he

wi rel ess network 20 9, with a correspondi ng set at a |tem; stored or
associ aPwgessstthe T&C%b@tﬂ%hﬁ?m@'é?m te S}@tdéniayﬁﬂéroe.ba)ﬁem@wﬂy, trareawpriliaror ed syst em

for gat gol f5irE SQﬁswd?e\%mqlgoH%aQﬁgnaovpr?e;tcbﬁWI%fo fon, co];i}ﬁaén@ngtkﬁ dgvice 500 is

manual | y synchroni ze ost system by acl ng evi ce 500
i n an i relaedf tecewnsragfosmatign ohoewrplostolt imémmemralan@cspﬂwﬁt@(hpphcahhm mobi | e

devi ce é@gv%ﬂﬁhéggﬂs%w&%ﬂ 81%f ééCQ%ﬁ?Q ées %El %er usgreoffl mobflggrt >30 may

al so be use on and Swher EEREY 87V f or mat i on
ont o t ha0tmwiy 4lep dmpos&ad@memmm@sdmaﬁhmadgas;&mgth@béybcaﬁﬁm whiehul es 524N

for ins nobi evi ce wnl.oad .pat h may
furt her&%r‘l'f%;afélgq C%%poegedal%amé%lg? p‘;"ty %Eﬁd E%@"‘b‘ﬂ%h (ﬁw %gl tg‘@'il 500 for
useljn e;thmmﬁesocdmnmpletﬁmlplmnmneMe@bbam sachay the KRGO DVIORATKD stylehady

exchangi.ng, e ti on 0 rel ess net 519. 30 Owner
i nf or matt (91?16 SS@m@?erélg’ tﬁ m#’ier%ﬁ gﬂ[s E‘H“VY!EE i’lfafl‘éeﬁla"f"t%\%f)ﬁuﬁ"’i’ﬁ modul es
524N meyuxilary Dadisicen$s1s, tihechrmdi nelude Y itamnmbadielt 1h§mt@hc& herohid@hygrak 519,
through_an uxt | i the short-range

0.subs em 528, throug
communi EEEYHSVUehs y%‘i"ééﬁ T &yt S%FCEI i SRfEP n?ﬂ‘??ddj(af?e‘Fe“?dPR"éBY ted§ffsyst em 542,
and i nsirattes tafynifed SRF the BohMAnibARm \helvwakit 5B vid the transceiver 511.

20 When the mobile device 500 is operating in a voice communication mode, the
overall operation of the mobile device 500 is substantially similar to the data mode, except
that received signals are output to the speaker 534 and voice signals for transmission are
generated by a microphone 536. In addition, the secure messaging techniques described
above might not necessarily be applied to voice communications, Alternative voice or

25 audio /O devices, such as a voice message recording subsystem, may also be
implemented on the mobile device 500. Although voice or audio signal output is
accomplished through the speaker 534, the display 522 may also be used to provide an
indication of the identity of a calling party, the duration of a voice call, or other voice call
related information. For example, the microprocessor 538, in conjunction with the voice

30 communication module 524A and the operating system software, may detect the caller
identification information of an incoming voice call and display it on the displéy 522,

A short-range communications subsystem 540 is also be included in the mobile

device 500. For example, the subsystem 540 may include an infrared device and
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WD 2005/ 015861 PCT/ CA2004/ 000616 yf nenory 524 or RAM 526. Such
flexibility in application installation increases the functionality of the
nobi | e devi ce 500 and nay provi de enhanced on-devi ce functions,
connunic%%hgg- e% ted functions, or both. For exanple,_ secure comrunication
applicati :V nabl e el ectronic commerce function§k§#3ugyﬁﬂwﬂ§uch
financial 5 transactions to be perforned using the nobile device 500. Wen

t he nobil e deyice 500 is operating in,a data c ni cati on nod a
r ecel ved™Srigied| Cireulic And FORPORSHS. (s AYECIOND 005 B GROTHERET GUEESHi | | be

pr ocess esmByinicition rhédalse Srovide ol doniehigution wWldikhitulyhpalkCEeRMeRGSOr 538,
whi ch preferably further processes the received signal for output to the

di spl ay 98viges. ofhuss PYRSTRforpatan inpestian, oymer Icouffa) IpfgriRgop dysestions 284 Ouner

i nf or MhpARatiMIREIing Opdrit®Ins bH HOLABL HBve FRAYTFBRASHIQS of BEUESHIIE devigt at ed to
owner information or owner control information, and software applications

r ecef vedObyiatheserizl pag 58P oeethes shorgrangy pypaueafiopssugestel d above. A user of

mobi | e devi Cerg, 5 QeiB¥n @ |aSSeLRIRASRp KA Par bREFONIcS BGecAh GARh | owIRBSages,
usi ng the keyboard 532, which is preferably a conplete al phanuneric

keyboar gortesl dystams and metbodnERTIVe plqve, mayl ehimrgemensdot Implemeniptien obf conpl et e
al phanuggg, s&stgﬁﬁ Qr?c?‘Fn%&JIoﬁé‘ Mot diddRordiP ‘El%‘ﬂc@fﬁ@ﬁ FRikek SR or Eﬁff%ﬁenpe used.
0 the nobile er with the

User i nput evice 500 1s furt enhance plurality
of  auxicémpomgnts fion dwst swwn3e BIG.Withashbersgd.i ncl ude a t hunbwheel input devi ce,

at qyc hpad, &s m%’o%ér gﬁfn (1)% 0%[};}\@ %vﬁcfé%go éer%f Eh%% sﬁ%xﬂé %%etﬁtws.tdfsgl’os th%reh;r he

conposed data Irtens 1 npu r en transmtted over the
comuni ead ihemanst diffedentStiPesvafandskazetstatn date ithag carh bd geiRatadtha dtéred mobi | e

devi ce 500 i,s,.0 at.i. i voji.ce ¢o ni cati on. mode h rall
oo ot Sitng 20p BTG Mdsetlhs ot Uit Bh RGN, PhFBNC ety Brs DU gar o
node, exgifqators dhaimobie déw@db19i gnaiesexampleaiftiidt 6,tan ddeeromip @akape 680 and voi ce

signals for transm ssign ar enerated by_.a.njcropho 3 | n.addition,
the secl® sriedhE R T Bewiitdn et Pt b Siutlss HPORK S12: Seeediar |y be
applr:isedniegsag@iwe BB e Réd @gsa védiétgrdfaﬁliam&ds\/ﬁi}&erlaﬁﬁmiﬂél alodis lcwﬁu 0 dSVi ces,
sSucC as a Vol ce ness e.recordln u syste .y al S0O. pe nente on

t he mobPIsEci# ?%ﬂfydgﬁtemfﬂwaﬂn 284 | gl ‘@)W&F‘tgﬁtﬁﬁh{mi 1s

acconpl pshpet fohsRugH-rtRRd HiTealtabn Bddoiattd®itH cRpkdc M2RadtP00d BOsdae used to

provide an indication of the identity of a calling party, the duration of
a voi ces@araely Gemghardsctonic essags $00. v el at ed i nf or mati on. For exanple, the

i Cr opr ocess@hep3Ife ndbil UrkidE B100RM dsNart REcHONIE - GRFRALBI Hat itpn nodul e
524A and the operating systemsoftware, may detect the caller
20  associated security-related Tnformation 600, the mobile device 610 proceeds to decrypt the
message 600 and verify the identity of the sender using known techniques. The mobile
device 610 determines the trust or reliability strength of the cipher used by referring to a
policy store 604 on the mobile device 610. Policy store 604 contains relevant details of
available ciphers and their respective security trust classifications. On the mobile device
25 610, a comparator module 602 can be invoked to perform a comparison between the
message's security-related information and the information stored in the policy store 604.
Based upon the comparison, a corresponding security.trust level or category is determined
for the message and stored in cache 206. As disclosed above, an indicator 606 of the
corresponding security trust level is provided to the device's user interface 608.
30 As an example, if the cipher used to encrypt the message 600 is classified in the
policy store 604 as a "weak" cipher, then the user is presented with an indication 606 that

the cipher is classified as "weak." As different users or organizations may have different

standards used to determine the security trust provided by ciphers, the policy store 604
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identification information of an incom ng voice call and display it on the
di splay 522. A short-range conmuni cati ons subsystem 540 is al so be incl uded
in the nobile device 500. For exanple, the subsystem 540 nay include an
infrared ' 13 WO 2005/ 015861 PCT/ CA2004/ 000616 = associ at ed
circuits ‘gﬁéboglgﬁg%lnent s, or a Bluetooth or 802.11 shdrt®: ?Aazﬂ‘{:j‘é] %i¢ el ess
comuni cation nodule to provide for comruni cation with si n1 | arl y- enabl ed

Sy ot ere Al APHKGRRto Wi QYR WELAIIALL BN LIS SILIOM o el CRNT 1 01

i nformation insertion, ngo
above rraﬂylphﬁs basabbe eelonant $izndalsi thsd@lﬂsmﬁcanﬁnémﬁ typicallytte: rs&r-rb@ko gort 530 or

ot her i &a su em 540. FI represents a

speci f| c é kplln 'ﬁ:%glnrg@ Ehregnl ‘émlﬁ‘évx@é A %‘?‘E’ﬁe‘g\ﬁﬁ@}cy“@éﬁ’f‘?sm besyst ens
andt met hods et tosisl fcah;)umdn;&?/hxtmtethe m’pla&ﬁ&ﬁutﬁdx fc?]rra)d:@wfﬁt% Qttgéra]rfep mfy suc hor
syste n, 0 el ectr i ces having further ewer ,

dlyf f engz n?r escgg%(%%ﬂ?%enf oty Pl'ﬁé‘éayéf?%vfﬂ 2 CPP??‘T fsingscl ?Fé&ﬁﬁg ag SEeRk" bpthes anot her
exanpl e gn‘vemh&nmgdﬁc)s B0PS "Sfrordgh ®y ShSéeporata RLerdp! TALS &Bh%ﬁb&ﬁf‘e@ n}grein and

t he rrany nt t of message state data that can be generated and
Stored b SeplegRE "ovst HerieToghe PRt A s OB g8h iea RS TFUGek 614, y

reliabi |thérgby ell@ving tHelibbild @Rk 61018 1a6AlyS hEaiiiin Bn" L A bf In the
exanpl e&&f]"FFI G mgan el elctronl C rress'flangGO1 ? ., e- tr‘raadﬁlg}/ Slg@sent to the

nobi | e e GEGPhSS/ Relieesofenipyed| @@ghe%\”l(de%ﬁzne@é%tﬁﬂ%nb)c thes Iiessage 600
may he seeiigchidtymay y@ﬁdeﬁovuﬁaﬁte@i?etmgﬁst&@%o& bERS H&‘ééeeaoal ong with

associ ated security-related information such as a digital signature or
certificate dh&ihexanple.ciphsHsare lassifiesk assheing pither Petakt od "strogt. matnyon

associ atreehiel Siehee a0kt BRSRAPAs PO aDfeelbN leGS FRANAL Sl a0 L N

el ectroni c nessage 600. \Wen e device 610 rtecelves an ectronic
e-mai | FESSHGE therquoliledevize 648.s de ithis eabestbe undssage 760 &taedmtrmtact nsibg an 600, the

mbi | ¢ deiie BhG: P RERELS 418 AISGHK Ry WIS TERSARS, 00000 veri Ty Lhe

h
identity of th@ sender using known techniq 610
det e¥mi wemw lndlg%mnmesa;agb 7h2)1nﬂlcatys tht B@mgi Ihesssiglﬁg]ﬁombqﬂ msmmdnby

referring & éﬁ% 04_.0n. %h e device 610. Policy store 604
contains re det 2 I%ée%o Se?aégl A qs%at& ph"g CLCIPPT AGRtiop JUSSEASE | v e
securit 37 12 rcuslﬂ b@l"&ssnyf)uedansmgmﬂvmﬂﬁ using Tripid-DES dphie€'cor 2y Glkkr sni@npar at or
nmodul e nA &l nvoﬁcﬁi rm a,conpari aon. et ween the message's
securi ty r at ed>inf or it oﬁw S RE B feg e Lfispis e tha utithapd| i cy store
604. Basmgamnwhmmonparl son a correspondi ng security trust |evel or
ry i eter
cat egory 1s g& tH‘ér example FIG. 8 shows a screen demonstrating a sample message 700
shown to the user in the case that the cipher used to encrypt the message 700 was
classified as weak. In the example, the lock icon 710 indicates to the user, that the
message 700 was an encrypted message, while the question mark 802 may indicate that a
"weak" cipher was used. Additionally, the encryption indication message 800 could be
25  "Weakly encrypted using S/MIME using Triple-DES cipher" or a similar message. In
both example cases, the user may select the lock icon 710 to request details of the secure
message protocol and the cipher used. Alternatively, the user may request additional
details from a menu provided to the user. As a result, the user may know whether the
message 700 was encrypted using a "strong” or a "weak"” cipher or some other category of
30 ciphers based on a cipher policy determined by their administrator.

INDUSTRIAL APPLICABILITY

The present invention is directed to icon or other indicator processing on a

messaging client on a mobile communication device.




for the nessage and stored in cache 206. As discl osed above, an indicator
606 of the corresponding security trust level is provided to the device's
user interface 608. 30 As an exanple, if the cipher used to encrypt the
nmessage 600 is classified in the policy store 604 as a "weak" cipher, then
the user is presented with an indication 606 that the cipher is classified
as "weak." As different users or organi zations may have different
standargf-u ed to determine the security trust provided by ciphers, the
policy stB%®6% 14 WD 2005/015861 PCT/ CA2004/ 000616 allows an
information technology (I T) adm nistrator to store classifications for
known ciphers based on relevant standards. These cl assifications can

typi cal Iy be 4 epehoddor: bpndling jap ragodsd| messegs. thabopvap geachisd by ¢ rergless

admi ni StHMRS chififuAicARAST MNRRL VARRRE YorTBYaaRY GBGU € Encof GreSlabl NgENt tests

.for a cipher, while the IT adiministrator for a corporate agency nmay 5
prescri een¢rated baserdivpoen first eeess. of T encoded tessaget epmpriging e stdpeiofig cl assi fi ed
as "weak" by r u " strong”, . . corporate
agency. Thesé&gﬁﬁﬁgféﬁﬁﬂﬁ%p%%gﬁﬁ§%*3333%63%9§Hﬁ&%V%?“F%E%ggv" to the nobile
devi ce 610 t hacotsging tfien whe ehohs Sheratonddl le&h@e statchéate byscdl bpoi ngedohd nobi | e
device 610 to.al wa intain an up-to-date set of cipher policies. G pher
poIices‘ﬁ@?FB@@ﬁeF%ﬁﬁggﬁﬁ?ﬁ% wirel ess network 612 by the IT to

adm ni st rat orgenéf@iind @ #8QEzd MR Bisé @pHOIthe Ynesdadk &thdUa@f thhheaslevi ce

610. } In this exanple, ciphers are classified as being either "weak" or

" st r ong"2cesapRf FIMHECaglie: al ternate cl assifications may al so be used as
needed. FIG 3R A0t £¥RIREEstaS ChARE HAE odddfedBREd i LRVIMEE nfdQee I N this
case, the nessage 7 was encrypted using a "strong" cipher. A [ock icon
710 i ndiveastlast opdvad andidic messidg stateGBtawess casisdy pt ed, while an 15 encryption

i ndi cation 7 . ndi C i p, (o.M ME) and
t he ci pher ET_'?? ?‘g?@g I%é}lﬁ%dgﬂ@g%g& htgsélgnlml;lﬁeusﬁ%?% (rl)l%:,r tgjgtle%g%létrs ytgéi on

i ndi cat imessapestaagehangt? coul d be "Encrypted using S/M ME using Tripl e-DES

ci pher” or any, other sinmlar nessage. sho in . FlG 7, .nmessage 712 can
be conf i gur e K6 i DEISIFESTHE AT SHRP S SP PRI PEFD ARG (Red. 20 Ao
aﬂot her r@@@ﬁmﬂeeme,Eﬂfarehﬁﬂﬁmmr@ﬁacmeﬁm@@ﬁ%m&mazmsage S@fﬂﬂh@ngﬁéﬁﬁ§age 700
shown to the user in t case. .that the cipher used to encrypt, the nmessage
700 was OEHHEAM fsihivaes (e dRoviding 9%@6Beﬁms‘i%fﬁcatwet0|tmol?ll?&w§i@ USHdi cates to
the user, that the nessage 700 was an encrypted nessage, while the question
mark 802 may indicate that a "weak" cipher was used. Additionally, the
encrypti%n i ﬁﬁ}eé@qthqﬂpf@@@ég@f e the Aengrafesd message indicator includes an icon,

text, graphic, or audio that is presented to the user of the mobile device.

3. The method of claim 1, wherein the generated message indicator represents that

the received encoded message was signed.

4, The method of claim 1, wherein the generated message indicator represents that

the received encoded message was protected by an encryption mechanism.

5. The method of claim 1, wherein the generated message indicator represents trust

status or revocation status of the encoded message's digital certificate.

6. The method of claim 1, wherein the generated message indicator represents
validity status of a digital certificate that is attached to the encoded message.
16




25 "Weakly encrypted using S/M ME using Triple-DES cipher” or a simlar
nmessage. In both exanple cases, the user nay select the lock icon 710 to
request details of the secure nessage protocol and the cipher used.
Alternatively, the user may request additional details froma nenu
provided to the user. As a result, the user may know whether the nessage
700 was encrypted using a "strong" or a "weak" cipher or sone other

cat egory,, of 0 ci phers sed on a.cipher policy determ ned by their

i o st Fat or T SR, 26 PR a3t ehRt ol HebSerbOeAOE sireirits

di r ect edwh@hdraB$sedfler0dfiBE ehdddédAbShgdisR6€BRt Nz RceifESSAAE HHeiheent on a
nobi | e conmuni cation device. 15 It 1s clained: 1. A nethod for handling an
encoded FAsededgucspasts (ad by dedssiigntoy a wirel ess nobil e conmuni cati ons
devi ce, wherein state data about the encoded nessage is generated based

upon a first access of the encoded nmessage, conprising the steps of:
storing §he gEiranethedofdaisnhevheran thedngssagestate datacli stondd intke ershe ffeerdevi ce;
accessi ngo oM N CALARA NG YR IRSIAIL R AL Gl LR £ MROR A second
access of the encoded nessage;” generating a nessage’i ndi cator based upon

t he nessdaje dst &t goredfon stisaquenbspenmgs ebthe dorftero in thhenaaedheresdgd.er m ni ng t hat
a nessage state change has occurred since the encoded nessage was | ast
“opened and the nessage state data was cached; providing an updated

i ndi cat 09, to Tiemembd beclaiay 8, ceheseitl Heford hahcdediheet the R dedBESRAGE oSt at uS
change;_%ﬁe ein the encoded nessage is processed on a bacgground t hread
runni ng IHeimpdhs cachgedqes diot \wRlpiey mepspge stk drte drlatet P <Be aeddsfni nes
that a npssage state change has occurred and facilitates the providing of
t he updated 1 ndicator to the nobile device's user. 2. The nethod of claim
1, wherein the generated nessage indicator includes an icon, text,

gr aphi c, 1007 aﬂg:' Iﬁ@tﬁ&?&f (%}\%Ien?% S}ﬁ%ﬁi ﬁm%ﬂ)r&d@l&%ﬁ%stﬁg d&tg ?nc{l}?%h kfﬁicgtsl\ﬁif ce. 3.

The nmethod of claim1, generate ssage in ator represents
t hat t Hbe digodlisigadtuenooohidehwish genwakd siegragd. 4. The nmet hod of claim 1
wherein the generated nessage indicator represents that

11. The method of claim 9, wherein the stored message state data includes message

sender information.

12. The method of claim 9, wherein the message state data includes information about

a content cipher that was used to encrypt the encoded message.

13. The method of claim 1, wherein the generated message indicator is displayed
substantially immediately, before any message encoding processing occurs with respect

to the encoded message.

14. The method of claim 1, wherein decoded message body of the encodéd message is
also stored in cache for use in subsequent openings involving the received encoded

message.

15. The method of claim 1, further comprising the steps of:
determining whether the cache contains message state data about the received

encoded message;
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the received encoded nessage was protected by an encryption mechanism 5.
The nmethod of claim 1, wherein the generated nessage indicator represents
trust status or revocation status of the encoded nessage's digital
certificate. 6. The method of claim1l, wherein the generated nessage
indicator represents validity status of a digital certificate that is
attached to the encoded nessage. 16 7. The nethod of claim 1, wherein the
gener at ed nessage. i.pdi cator represent.s whet her .t he sender ,of the encoded
Teasnge. asked DiEn B BsteelerBhe faes s EoURE PRI B e, B edage | <
read by déntedddeiesah@) then @isplytghetchPadr0§ nekagiinkicawes @i mbhiR dARERRJe state
data is stored in the cache after the content in the encoded nessage was
accessed™Fbr the first time, wherein the nessage state data is stored for
subsequent openings of the content in the encoded nessage. 9. The nethod of

claim8, wherein before the accessing of the encoded nessage for the first
ti me thel&achEhpegohetclaontsafurthreesangisingtthe sepsafa rel ated to the encoded

nmessage. 10. i%ﬁg@ﬁ@%%?ﬁlgg%sgégiom}%mx\g}%rdeéngoéeg@ne%ga%_ed nessage state data

i ncl udes val tal signature associated with the encoded
message. 11. prhedmgtandodicdtorcoahemebilaveie@lsrustitasst wroadharhdlyggeccsdcdt e dat a

i ncl udes _nessage sender information. 12. The nethod of claim9, wherein

t he nesé%ﬁ%f%fgﬁgﬁﬁata i ncl udes informati on about a content cipher that
was used to encrypt the encoded nmessage. 13. The nethod of claim1, wherein
t he generated nessagg indicator is. displayed _substantially imedi ately,

before ady meSagethef SdlHg pr vbesyy Aghaeseuinsthyi messgespagtesylls ko8 encoded

message. reddtatidd) 6f FRIAANCQfifiche bt coMssRiimedpradadyRBasasehagy .pf the
encoded nessage is also stored in cache for 'use in subsequent openi ngs

i nvol vi rigcedsd mesgage peayideddothednobileglsdee. 15. The method of claim 1, further
conprising the steps of: determ ning whether the cache contai ns nessage
state data about the received encoded nessage; 17 wherein if the nmessage
state cadhe dBesmethodcdndlaionlj whercimatichagdeom thhenessagei statd results from

addition of a related digital certificate to a set of trusted certificates provided to the

mobile device.

19. The method of claim 1, wherein the mobile device's user is only made visually
aware of any background message processing related to the encoded message when the

generated message indicator becomes incorrect due to a change in message state.

20. The method of claim 1, wherein the cache is cleared of information about the

encoded message based upon occurrence of a pre-selected event,

21. The method of claim 20, wherein the event includes the mobile device entering
into a locked mode or into a mode where the device is locked up and no activity can be
performed by the user or wherein the user selects a predetermined menu item on the

mobile device.

22. The method of claim 1, wherein means for providing a wireless network and
means for providing an electronic mail message server are used to communicate the
encoded message to the mobile device.
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encoded nessage, then displaying a tenporary nessage indicator to the
nobi |l e device's wuser. 16. The nethod of claim 15, further conprising the
steps of: performng full processing on the received encoded nessage;
providing an indicator to the nobile device's user based upon the fully
processed encoded nessage. 17. The nethod of claim1, wherein a change in
the nmessage state results from revocation of a digital certificate whose

correspondi n rivat . was used to sjgn . an .encoded nmessage pr.ovided to
She rob TS GoTRUBYRSE of S TorhSEE s P g e AR R iRy e
nmessage @&hahhidaotd devider om addition of a related digital certificate to a

set of trusted certificates provided to the nobile device. 19. The nethod
of claim1l, wherein the nobile device's user is only made visually aware

of any backgrpund RIFRAGs RAAGARS] Méhd £LAAGhitRioh kR RBC ddediTBs aage when
the generated nessage I ndicator becones incorrect due to a change in

message sigrat mcludes thapecoded mossagefofelaamrk; 1, wherein the cache is cleared of

i nformation .t ggﬁgg gg@ .b o] urrence . '
pre-selectedaQ@%% }ﬂng e %g?ﬂg ogpé %ﬁ%ﬁ%ﬁg &R%%%T%ef%%'ggéﬁﬁsincludes
t he nobigaekded daa dnat Brtangnitted thoorghlacak#d waveacrass thendeovarknode where t he

device is | ocked up and no activity can be perforned by the user or
wherein the user selects a predeternmined nmenu itemon the nobile device.

22. The 7wt hoGoputélRhdible, médighedapable an salsdig »hpbileidedca wibéredr@ste net wor k
and neans_for providing an electronic mail nessage server are used to

communi dB#Bo¢ pfeflaincoded message to the nobile device. 18 gE fE 23. The
met hod of claim11, wherein the nobile device is a handheld wrel ess nobile
comuni cations device. 24. A data signal that is transmtted using a
comuni ¢ i onlhetrasthed of alpiey biwherdiethgdirst acesisgpithe epeaidedimgssagrisarseded

nessageiﬂﬁm&hgkg%%&ﬁwggkgh&hkggaﬁpnnunication channel is a network, wherein

t he data signa

27. The method of claim 1, wherein the first access of the encoded message results
from the mobile device accessing the encoded message upon receipt of the encoded

message.

28. The method of claim 1, wherein the message was closed between the first and

second accesses of the encoded message.

29. The method of claim 28, wherein pre-processing of the encoded message
determines first message state data for storage in the cache; wherein the first message
state data is retrieved from the cache in order to be displayed to the mobile device's user;
| wherein additional message processing occurs after the first message state data is

stored in the cache; |

wherein the additional message processing includes decrypting the encoded
message;

wherein the additional message processing provides second message state data

that is used to update the display of message state data to the user.

30. The method of claim 1, wherein the generated message state data includes a
19




packetized data that is transmtted through a carrier wave across the
networ k. 25. Conputer-readabl e nmedi um capabl e of causing a nobile device to
performthe method of claiml. 26. The nethod of claim1, wherein the
first access of the encoded nessage is a user- initiated access of the
encoded nessage. 27. The nethod of claim1l1l, wherein the first access of the
encoded nessage results fromthe nobil e device accessing the encoded

nmessage upon recei of. the coded nmessage. 28. The nmethod of claim1,
wher ei n ?ﬁ%ﬂﬁgggjﬁgﬁ&E§KE¥5@%%l%§Fﬁ%en the first and second accesses of

t he encoded nessage. 29. The nethod of claim 28, wherein pre-processing of

t he encoded nessags determines first nessage state data for storage in the
cache; wher ei i Pigtof; fog hangling Ageenceged: wegpaes; thal WagTPeeNFEPY # OFTI9Se cache in

order topbglediSRiaNRMIdR EdVReRIckdn ARUL ChitsS aBSRT ihe VORD&I nREdiE ilgnal
nmessage processing occurs after the first nessage state data iS stored in
t he caclhgencigiedrleased Bhen gdéist pensed ohiwsenyedyt seesssenybsreis| the asnerated ypt i ng

t he enc ’ el it €eSSsi ovi des
second nosysaay B imRkS] Roldlf (At AP R AL SR R e
st at e datompreing e dgewf 30. The nethod of claim 1, wherein the generated

nessage state data includes a 9 securjty trust level for the encoded
Tossage. 31 HKOTSEROTSr T St Reedo DY PHEL s recei ved by
a wirel ess rmbésogGariiiprdatd GOS ARLAS, thwhat sldted batlee fhabide abatd; t he

encoded nessage i $. generated based ypon a first acces f the encoded
message, Mer%itmlﬂ%& B¥EMRPR e AprESEY GEFUEH -{eéatﬁita@aaa: Wﬁl&iﬁé@ SSCWE¥urity

trust | e¥gledifkt ddhgoRBCQRAREHNBSDAREnce@ddndBidaod conprising the steps of
accessing security-related data associated with the encoded message;

accessi ng sectiringythe detgrreiged pesyritycglagagorise sategray imths ceehsy dthemabie nobi | e
devi ce; j4dgLerm ning, based upon the accessed security-related data, which
of the security- related trust categories corresponds to the encoded
nessage; st oracngsingdiogetherqacimedic swoed jecyritygklated drust eategonabagdryoi a t he
cache Ofseéor}x%v zrlrc[c): ésl gf the encoded message, wherein the second access occurs after the
encoded message had been closed by the user;
generating a security-related message indicator based upon the security-related
trust category that was accessed from the cache;
wherein the security-related message indicator is provided to a user of the mobile

device.

32, The method of claim 31, wherein the security-related message indicator is an

indication of trust relative to encryption applied to the encoded message.

33. The method of claim 31, wherein the security-related message indicator is an

indication of trust relative to digital signature used for the encoded message.

34. The method of claim 31, wherein the security-related data indicates which type of

security cipher algorithm was used with respect to the encoded message.

35. An apparatus for handling an encoded message that was received by a wireless

mobile communications device, wherein state data about the encoded message is
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devi ce; accessing fromthe cache the stored security-related trust category
based upon a second access of the encoded nessage, wherein the second
access occurs after the fl encoded nessage had been cl osed by the user;
generating a security-rel ated nessage indi cator based upon the
security-related trust category that was accessed fromthe cache; wherein
the security-related nessage indicator is provided to a user of the nobile

devi ce. 32. Jgﬁ nEthod ﬁf clalnkgﬁg mheg in the security-rel ated nessage

i ndi cat &FRFECE R REPL A PFHRPBH T RGP URE Bt i on applied to the
encoded nessagBessdzd prédeSsoielidd e@drg fthCaatined neswdpe stikdddthi S@Ch bt tie I €l at ed
message indjcator is an indication of trust relative to digital signature
used foﬁngﬁgcﬁﬁﬁﬁded message. 34. The nethod of claim 31, wherein the

security-rel %%c&@ih? mdAbicGRi st Lifdh 4 ¥REnPbpenit@iithd ¥l BEss@degor i t hm
was used with respect to the encoded nessage. 35.” An apparatus for handling
an encodegicyesdraytherchele thiagored shspseistely dataini r el ess  nobi | e conmuni cati ons

devi ce, wher qli:dh 3hfs0at haRliRyts IN8.£13009%, IRARAAR.S A ARNELAL o0 based
upon a first opening of “the enco message, - conpri si ng: a nessage
pr ocessaccastratiram theesclieche generat ed nessage state data in a cache of the

nobi | e devi ce;, an cessi nmodul e .t hat , based .upon a second o ing of the
encoded nessaggren %@? ?Flée@aggd fISEH et ARt ?rﬂ‘éldg(?g? é‘dusr?’éé’gglbeenggg‘? e dat a;
wher ei n daviggssage i ndicator is generated based upon the nessage state data

that is accessed_fromthe cache; wherein the generated nessage indicator
i s provided tBrags firdetegriningdhatgpnqsgage glats chansehas Aecupsd siges B IGdRY t hat a

nessage nsdsiHoB wab #ROSpHAP ARGt Qo SHAE Bath R 8iGedled nessage was | ast
opened and the nessage state data was cached; neans for providing an

updat ed i ndi éagasé o pravéading s epdetedi indicgtogsfer the yapbile devieds aden Het nessage
state CﬁaﬂﬁﬁﬂtM@SE%ﬁ%HiQ@cﬁﬁéaded nmessage is processed on a background

t hread running on
wherein the encoded message is processed on a background thread running on the

mobile device, wherein the background thread determines that a message state change has

occurred and facilitates the providing of the updated indicator to the mobile device’s user.

36. A mobile device that handles an encoded message comprising: |

means for receiving the encoded message over a wireless network;

means for generating state data about the encoded message;

means for storing the message state data in a cache;

means for accessing from the cache the message state data when content of the
received encoded message is to be retrieved;

wherein the message state data that was stored in the cache due to a first opening
of the encoded message is available for retrieval from the cache for a second opening of
the encoded message;

means for generating a message indicator based upon the message state data that
was accessed from the cache;

wherein the generated message indicator is provided to a user of the mobile
device;

means for determining that a message state change has occurred since the encoded
message was last opened and the message state data was cached;
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nobi | e devi ce, wherein the background thread determ nes that a nessage
state change has } occurred and facilitates the providing of the updated
indicator to the nobile device's user. 36. A nobile device that handles an
encoded nessage conprising: mneans for receiving the encoded nessage over a
wirel ess network; means for generating state data about the encoded
nessage; neans for storing the nessage state data in a cache; neans for
accessing fromthe.cache . he nes .Sst.ate data wh content of the

recei ved encolSTniEHggding Wb“B%ﬁggﬂwﬁﬁwgdg)&H@P&ﬁﬂet gwﬁésgﬁbéﬁﬁtate dat a
t hat wasrefitQe®ic mtsdapesierChapdye to a first opening of the encoded nessage

is avail able for retrieval, fromthe cache for a second opening of the
encoded nessaljBereitdbmencedsd messareds Pivgesschess bykeionnd husadmrumiager hson t he

nessage mb@ldedbavhdiah the sk FeaRSHRAd ﬁét%i%&qh&%qﬂ&gage%%@éﬂanémsgener ated

message indicator is provided to a user of the nobile ™ device; means for
det er m rosgrrechand facilietes thyeretiding of thamgdat¢rhindigatoutortbeimsbitedevides werc oded
nmessage was | ast opened and the nmessage state data was cached; 21 E neans
for providing an updated indicator to the nobile device's user that

ref | ect el¥.t heTleessEipadesicatof clelmAgeyharkienis medshee sate date dhatress age:diis

processed on,a background thread runni.ng on the .mbi.l e device, erein the
backgr oURGSERF gﬁ%&’oag{iréf?ﬁeﬂjé@ (gﬁl?iet enﬁo%élﬁ?&ﬂegeést %Hagg@ﬁ frgengl Togytg, r ed and
facilit afaeke fohe tfdapeaing gf Bk chdieled pdadagsl | ndi cator to the nobile device's
user. 37. The nobile device of claim36, wherein the nessage state data
that was stored in the cache due to a first opening of the encoded nessage

is available for retrieval fromthe cache for a third opening of the
encoded nessage. 22
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