MANAG NG NETWORK COVPONENTS USI NG USB KEYS BACKGROUND OF THE | NVENTI ON
Field of the Invention [ 0001] The present invention relates to conputer
net wor k managenent. Mre specifically, it relates to provisioning and
managi ng conponents in a conputer network using USB nmenory devices that
enabl e conponents to connect to network technician devices. Description of
the Related Art OOOZ%MG nagi ng conputer networ ks has becone an

i ncreasingly co NEEWSI Rle CENB@INEN ESOV SINGn /SBriglEKb zat | ons.

Net wor ks are often conprised of hundreds or even thousands of network
conponents and devi ces tlna R D. - NB@N geographi cal areas.
This has resulted in the total cost of ownership of a network conmponent in
an ent er pr Eickd efith¢ fuyientien rising significantly. Initially, networks are
organi zed, orderly, and easy to nmanage, for exanple, devices are assigned
| ogi cal adHW@%EQ@f&ﬁdﬁvm@?U@H@P@aﬂ%gnmn@%dCW@ﬂUmdé@Qnaﬁdhb*@ ways. However,

over tinmg,, ( or exanple, or
initially d%ﬁ??QQﬁﬁaﬂ Qn%ﬁyﬁg?%h%%ﬁggﬁ%wgﬁ%&%Hh@ﬂﬁ%%%g% gg%ponents may no
| onger be aﬁpwbﬁwaibg &SBrmehdrgdevive.that pOOG3joniviamptob coiresigo petootlens st em from

the fact that . the network conponents are not readily identifiable and in
order for a netvork echnician to connect to the conponent, he or she nust

be abl e t oDesdeintion of thh Relnded prtent . The probl em of identifying the equi pnent
is anplified with the advent of IPv6 which uses 16 octets for addresses,

and requir@ﬁ&ﬂhﬂMmgﬁghmh@hanﬁnmﬁﬁﬂnbeéamkumamme£mg@kom@mk@n@er | P

addresses. [ 0004] ustratei 0 petmn k has th ands of

o t chos. ERERNERTK YRR g RURE R B PR B HHEY fdusl 1y, whi ch,
in turn, ﬁﬁmdmﬂN@kMelmﬂmﬁhmgﬁaemﬁbi&mﬁbﬁﬂﬁihﬁc&&@ﬂﬂhﬁkﬁ@t&sb@miOp to the
switch mhlch in turn i nyol ve si cal ving the box, while the
techn|C|an‘?&%@%gPﬁyﬁéﬁgPy?F g%Pﬁﬁsﬁﬁﬁﬁad}gg‘ﬁggoﬁﬁgogﬁ?ﬂEBO%%d ot her
conponent ek eshnstabatin anehtéPe Bk aeendnhasikoXghactk iy nTditglyl ocation, often
in a congested network conponent closet. The need to physically connect to

t he conporéhtorkEe gisayzssh @@@M B £25% (e pgei 0T xae!cofeiiShehel d nobi | e

assigned logical addresses and they are categorized in understandable ways.

However, over time, components move to different ports in a router, for example, or
initially well-defined software to configure the network components may no longer be
applicable or effective.

[0003] Many of these problems stem from the fact that the network components are
not readily identifiable and in order for a network technician to connect to the
component, he or she must be able to identify the equipment. The problem of
identifying the equipment is amplified with the advent of IPv6 which uses 16 octets
for addresses, and requires that technicians remember or keep track of longer IP
addresses.

[0004] To illustrate, suppose a network has thousands of switches. Each switch
typically needs to be configured individually, which, in turn, may involve running a
cable from the technician’s laptop to the switch which, in turn, may involve
physically moving the box, while the technician types in data, like the 1P address of
the switch and other component-related data, and then place the box back in its
location, often in a congested network component closet. The need to physically

connect to the component has also prevented the effective use of hand-held mobile



devi ces which often | ack the necessary interfaces, such as RS232, needed to
connect to the network conponent. [0005] Thus, it would be desirable to
reduce the conplexity and inefficiencies that occur while managi ng network
conponents and decrease the tine a technician spends interacting with a
conponent, thereby bringing down the overall cost of maintaining the
network. It woul‘?c%lH Qekde5| rable to _have a pqortable device to facilitate
the manager&HEea qb G SRT HRGeHEY i asFk Sk‘fé‘\i‘? B2 seadRmReoereCr HE

| NVENTI ON ) @R06jwdskeonampeat of the present invention is a network
managemnent 81 aratus consisting of, in one enbodiment, two USB storage

devi ces or (%i/ hus, gyfeulskberdgeirabiseo kulpge @e pemplpg yswe deffidensics tiasi oni ng dat a
such as pubkhg vdﬁﬂynﬂﬁz&@ng@t@&k@Qm})&]ehth%n&lﬁécmgé&he LREL Wb R h 90k a$er ti i cate
authority data and various |IP addresses. The provi sioning dat’a ar e upl oaded
from a net WHPRCtHENTIHi storwenat th%@h?&l@gln@ﬂowvﬁe*rovapbpwpf mpiptaghéng ce on t he
net wor k ongQ. r{e%lQrﬁ'Woﬁl 'orbg dSRLKSY haV-EQ.p%ltmg dév?ce t{)?a%{l{(aq |nto a network
conmponent (any type of eV| ce on a comunicatl ons ne at has a USB
port) to pr@pacacntradpovpomert ofmytvaripgdvikeng public key data, certificate
authority data, and the I|ke Once t he netvvork devi ce has been provi sioned
using the first USB key, 1 MY € YENTION begin. In this phase, a
second managenent USB key is i nserted |nto the conmponent. Using the
security dE&QG]f@@ﬁﬂspmob@émes@%mvnlgldneg/a HQtWelkcwpgﬂmmnt appant@aut hent i cat e and
per ity t hecdmaaasentont koA o s AB1. BRALALNGM, hef8l i, uhi ch @
have signatures.” For exanple he public Key data cah be use(:}i1 to check the
si gnat ur esUaRderieonippis spaedicdatdsioing dati sucd@mpubrho kendanx E:lzttllngto thhe networ k
conponent econd JUSB k |ch i mport ant

si nce thi slqe\?\n‘p?l 1gﬁtudllhgdo O? g&?frl\? hl Bhga?a Sy nagenen a%rgségsss hfeor t he
conponent . proyiQi0ainE d@neleoatwg@frfyomh ncta/toek mlnlhtmtmamatgpmrm otisB key is

cal | back d i initiate a

connect i onﬁjﬁjpopél:[%g Vlge Pr‘f Flvfns ?g'F'pyOVB‘é?‘/q i Eglﬁﬁ%’ht@? Yiand- hel d devi ce,

a | aptop aommattl @nqaaettvmﬂtlcetnpﬁmp(mgltype@f’ déésioheponeiunakonsaetstiat i on

(collectiv gl%l ng q ;to as "adm ni strator devi c%) The cal | back data may

i ncl ude | Pradd Oft CtHPULIAT HIRPSHEY SRy ERRIClgkaY 4% data for those

devi ces, \L@Itlfléat@‘ﬁ@thelhd? detodnR)thedigited Oricé e dBtw ole &S @1 hagbdeh Mo viladdd  €- nai |
nost suitable call back data is used by the

addr esses
net wor k Coﬁﬁgﬂ&ﬁb%%k‘i}’aﬂ]e nARagEMEGhNEEE F8bedint I DPant #icett at or  devi ce.

Once a conmn@agdn@nt USBIIEBQ%,mJ@h@d mtJ‘tﬁ&Mﬁﬂfon@ﬂm(ﬂln%ttlﬁeaste@tﬁlt?@ﬂa@%Qﬂ n managi ng
t he corrpoglﬂent .The connectl on may be a w reless connection (for exanple,

with a | aptopourioppnkyy. g camppreabicanciieriqasing verify e MeErepmdtt o a deskt op

wor kst at | macwua Blc Ao Rtaint @ thei & hRLGR HIGE MOIKSes. §BPeRE N R di fferent
geographical 1 ocation. In this manner, a netwofk administrator does not

have to sBBMiF Key Aaa spbersediachesk @e Nﬁ%t‘lﬁh@fl%@ﬂWh@h%é@%Tle telsponent .
Havi ng t otd ke @ e QervRet c&ﬁ&ﬁ%ﬁ@ﬁn lnst%ermtc'cﬁ%e {QEnd ﬁ R&S wor k conponent

can often be a time-consum ng and tedi ous task, especially When networks
have gr owthihismettnisinge dravidldeperintisitiva e tmegemast pondsh furled over time.
By havi ngcddisonpgt wor k conponent nake a connection with the adm nistrator
device automatically, the adm nistrator can begin focusing on actual
management008f] @irecatsgmporient ondidvemagirant {88 Iy es qablbpskskite Totselps. needed f or

meking a ganpect tgﬂhé &)ntqn)%eﬁ)tttg' %tla% ! gonnec%on to a network administrator’s

device, such as a hand-held device, a laptop computer, a tablet computer, or desktop

network workstation (collectively referred to as “administrator device”). The callback
data may include IP addresses of the administrator devices, dial-in data for those
devices, voice-over-IP (VoIP) data, instant messaging (IM) data, e-mail addresses,
and so on. The most suitable callback data is used by the network component to

establish a connection with the administrator device. Once a connection is made, the



BRI EF DESCRI PTI ON OF THE DRAW NGS [0008] References are made to the
acconpanyi ng drawi ngs, which forma part of the description and in which
are shown, by way of illustration, specific enbodiments of the present
invention: [0009] FIG IAis a sinplified netwrk diagram show ng two

possi bl e configurations of the present invention. [0010] FIG 1B is a flow

di agram of one exenpl ary process of using a USB key to establish a secure
connect i on TBE{HEINIBISHUPTAGR ReE b M3t tharfannenetc hh¢ eqnasrugamagdepn

accor dance welds Qnge@oR ad &%ﬂﬁ)l@ofmtﬁ hepRIp&s eRiA )'dq\ée%\ﬂ}e'leBnnect[lch\JI}] FIG 2 1is
a bl ock diagram showi ng data stored on a USB key for managi ng network
conponent s Yiemelee FaradrelomiverksGrien eamtrobi miish, fof Widearqgpmetenits, Paw@n'é i on.

0012] FI at evi ce
'['cal I !bac(ks'i'n %?al?gle? t é%%%%}ﬁ&@ﬁedcgﬁnl ik 8 és %%ﬁg{ %g]ta % Cﬂgm&@ﬁ@n 0%} f’rill&accor dance
Wi th one ehisdd sent tioe atlcheff%rms;emectmg/temmq ghyork F@ﬁa@]entFlP@vmg tbs a bl ock
di agram Shﬁ}ﬂ‘ﬁ g cgl%ét 0&6%&%8%%940&?%(%6: ne?wmg C(grplploaherlﬂ a{l ﬁﬁo l];eeoz{e t] {)gyln-zln?mopg

and managi ng conponents I'n a ne accor ce w
t he presentonsmuagtindmrdiop0Q4 pspeti@ly Shémneaydrkoive ga;gxrrﬁmbmnnallpam ess for

provi si oni and_ est abljshin c nnec tween a technician
devi ce and&gnp%)élf: §Bh1<ve GHpoe tﬁguﬁ%dl Ny té'g%ééy AR h %’8‘%&8%8“%t h one
enbodi nent mefe zt¢uencp1tlesa/ﬁth therndernti steior d[:ﬁael@]torﬁltﬁdlﬁthe&dﬁlufdtﬁmdhragr am of a

process of a network co Nt usi n ?E after security
credenti al egﬁlrf:glfb ngsa anéé%%ﬁﬂ%‘écwlf%e %th‘@ Bldﬁ RECBEsiehe present
i nvent i on. steps needed for making a connection in the other direction.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] References are made to the accompanying drawings, which form a part of the

description and in which are shown, by way of illustration, specific embodiments of
the present invention:

[0009] FIG. 1A is a simplified network diagram showing two possible configurations
of the present invention.

[0010] FIG. 1B is a flow diagram of one exemplary process of using a USB key to
establish a secure connection between a network component and a technician device
in accordance with one embodiment of the present invention.

[0011] FIG. 2 is a block diagram showing data stored on a USB key for managing
network components in accordance with one embodiment of the present invention.
[0012] FIG. 3 is a data configuration diagram showing technician device “call-back”
data that can be utilized by a network component in accordance with one embodiment
of the present invention.

[0013] F1G. 4 is a block diagram showing various types of data stored on a USB key
for provisioning and managing components in a network in accordance with one
embodiment of the present invention.

[0014] FIG. 5 is a flow diagram of a process for provisioning a USB key and
establishing a connection between a technician device and a network component
using a USB key in accordance with one embodiment of the present invention.

[0015] FIG. 6 is a flow diagram of a process of managing a network component using
a USB key after security credentials are in place in accordance with one embodiment

of the present invention,



[ 0016] Exanpl e enbodi nents of a network utilizing novel network conponent
managenent and provi sioni ng processes and systens according to the present
invention are described. These exanpl es and enbodi nents are provided solely
to add context and aid in the understanding of the invention. Thus, it wll
be apparent to one skilled in the art that the present invention may be
practiced ﬁnﬂ@gﬁ t some or all of the specific details described herein. In
ot her inst Ex3mp'e ehestimets et eork yhliFag wyekichyerk 6pppeat s and

technol ogi eganb@@nnd preefod8SHHERRL ahds 3R ht coldin b ARy pit Qn@Vvoi d
unnecessarily obscuring the present invention. Oher applications and
exanpl es ar®epdgstpflecribedc Ahessgrammes fndlembodimgnte sigrppdvéded splelyus bddat i ons, and
contexts s - ASH i L Fed Mg i.ther in scope or
etting. ACpHouanctacet SRERyARnE R bl RaR Tt T VNG Bl ke bRyeEar T
enabl e one skiked indlge drnthatike present ioventiae triag €e phaetided wéthbitenme bhake texanpl es,
illustrati e +C e limtin nd ot her enbpdi nents nay be
used and cﬁ%ﬁlgﬁecgﬂaﬁﬁilg{%%%g [vmn tlﬁg{?{m gep%%ﬁ’?vﬁél_ Pvgrﬁc?rﬁgp%%riﬁr)it and scope of
t he i nvent ngworkijgd@tippndvbt dnd dsharidissyisvens bbar deaathied & detaibinagicag and

provi si oni - nents .in a uter. network usin USB nenory key al so
referred tg‘q} é(ggrg}g%ﬁ%trl%/obb%‘flfnéﬁﬁe SF8 P g %elcaéa?g%ﬂ%gn BUEHBEES i n t he
various fi gampesibldsidBBhkee follovahperangilayi flasraden el doateNsebil@ndtaci | itate a
connecti onbbqlt{é/l\]/e%rae@mgeetg\gr k.component and a.network tﬁcﬁhni cian's conputing
device. In Thie maRnar © A PHERRTEFRR SR oT & i UROW Aehe device is
reduced. AtrhholigdntaartSBekiey ih suffisied deqiliid tnasleroat ecitiben deserdbed enbodi ment,
any ot her s‘uitta | e \por.ta | e mam)[y .ae_yi ce, such as an EEPROM U3 key, or
networ k car'd”that” "REA" B VERSTIIPIch< Erate i dcapisYe A bR K B et o k
conponent drhy eb@odiseaks inﬁy@lah&l’dl’haﬂkMﬁg&@@dﬁé@ﬂfe&vithoﬁtQ@ﬂ;ﬁhné: bbm 1A TS a
sinplified ngat.yvorlél_‘di agram show ng two possi ble configurations of the
present i nvertiGHY s®PREt 6K R Eionent 102 is connected to a workstation

conput er 1[0417\]ih@etl@od@@ﬁ&@&d@n@%‘%ﬁwlﬁﬂaé\%ﬁ}g a]ih'ﬁ%_@is%ﬂ%@@%@&&n@sriﬁ apart of a
| arger network not shown. The processes and devices described as part of
the preserdP IPRGEMIY oK veiap BB Rigagoiyken o fafesedde agnmamen ek eat i on net wor k

that is compildr8edchreMBINBEKinGRIPLRENE Suthatl USBAYY beoIBNARRFENt and
provi si oni ng. Such networks may be relatively small, such as honme networks,

or very wiEcHPasediafangins  chrecipdntimeny ngeogr eqphicoent aad eagwoet wor k
conponent (AR ARY HAY&iR RAYS! Hahis Maﬁr?&,@?t%cl%ici%?&@%g%p?@ﬁ@kh%h I's different

fromthe physical presence of workstation 1 For the
pur poses éf’w?ﬂ aridugedi mithhestf oUBBieny wdebiorilptratote describe¢hni ci an, " such as
person 112.,pb&mBl 18RS, iBnRELIRSK %91%}&1‘16%0%,8‘&1% asAn lﬁ%ﬁ{d’}\%%’ﬁ or any
person in an organi'zation responsi bl e For managi ng and provisi oni ng
conponent key, ar eetdakaacighagmi batasibninsetedenkraafovtdigomntrictyorior  or gani zati on. A

techni ci afh 45K Gy deSu dPRAUOFLGIMnthQaARRE! T e ef ther a network workstation
conmput er such as rkstation 104,

[0018] FIG. 1A is a simplified network diagram showing two possible configurations

of the present invention. A network component 102 is connected to a workstation
computer 104 via a network connection 106. These components are part of a larger
network not shown. The processes and devices described as part of the present
invention can be used in any type of data communication network that is comprised of
network components that require management and provisioning. Such networks may
be relatively small, such as home networks, or very wide area networks that span
many geographical areas.  Network component 102 may have a physical presence at
location A which is different from the physical presence of workstation 104 at
location B. For the purposes of clarity in the following description, a “technician,”

such as person 112, is defined as a network administrator or operator, or any person in

4



typically a desktop conputer, or it may be a portable |IP-ready or enabl ed
conmputing device 110, such as a hand-held PDA, |aptop or notebook conputer,
a tablet-style conputer, a hand-set device and the |like, that can be
carried and used by a technician at various |ocations to manage and
provi sion conponents in a network. These technician devices and, in
particular, the network workstation conputer, have special network

privil eges WREEEEAIGFIPORRF Y ninateing KidareV Y ing evnreasthingtdatit | ve data. As

used in t heog@s@lchin RivdRbOWe Bty 608 GliA%bA YA “BABLNIPIK IS iGQuPr | sed of
nuner ous types of "components,"” such as end-user conputers, printers,

vari ous typesingp dgsriperidier apgtyearorkdpticewapputerrsocht sreorkgatondgé, net wor k

conponent s,y eiipq rdgsl&ﬁa%%uter, or it may be a portable 1P-ready or enabled computing
device 110, such as a hand-held PDA, laptop or notebook computer, a tablet-style
computer, a hand-set device and the like, that can be carried and used by a technician
at various locations to manage and provision components in a network. These
technician devices and, in particular, the network workstation computer, have special
network privileges and securely stores network and related administrative data. As
used in the description below and for clarity, a network is comprised of numerous
types of “components,” such as end-user computers, printers, various types of
servers, switches, gateways, routers, storage network components, network caches,
firewalls, “multi-purpose” boxes (having two or more network components contained
therein), and so on. These components are often in areas that make them difficult to
access, such as in network closets or component racks. Such network components are
well known in the art and may include a wide variety of other components. In the
broadest sense, it should be noted that the technician devices are themselves
components in the network and can be managed and provisioned using the methods
and devices of the present invention. Furthermore, the present invention can be used
in a wide variety of data communication networks, topologies, and methodologies.
[0019] Also shown in FIG. 1A is a USB key 108 insertable into network component
102. Many network components have USB ports or other types of ports that can
operate with other types of portable memory devices. Once inserted and security
credentials have been established, component 102 can communicate with mobile
technician device 110 operated by technician 112, via a wireless connection as shown
or wired connection, as with workstation 104. It is worth noting again that FIG. 1A is
a simplified diagram and that the advantages of the present invention are clearly seen
in networks that may have, for example, hundreds or thousands of components that
need to be managed and that network component 102 may be in a rack in a network
closet with numerous other components. In another example, component 102 may be
in a different geographical location from workstation 104.
[0020] FIG. 1B is a flow diagram of one exemplary process of using a USB key to
establish a secure connection between a network component and a technician device

in accordance with one embodiment of the present invention. At step 102 data are



firewalls, "multi-purpose” boxes (having two or nore network conponents
contained therein), and so on. These conponents are often in areas that
make themdifficult to access, such as in network closets or conmponent
racks. Such network conponents are well known in the art and may include a
wi de variety of other conponents. In the broadest sense, it should be

not ed t hat the@é&g@nician devi ces are thensel ves conponents in the network

and can be %A 2 BHEGIRSY Blddion SRS tYEsEPh befs oBiRd {fdvkewes of t he

present i nvi@Bkh@hay alb bDEEWRbRIcd HR PREIRRLechNVENELAR 1G8NuPE Used in a wide
vari ety of data comuni cati on networks, topologies, and nethodol ogi es.

[0019] Al s&Pétarapitgr Fhg drtalopwglogdadSes fesgribed@n graaterr detghl| belownd net wor k
conponent 1024 'E@E\thédém% dgt%?gp&m&% c8ﬁ¥&e9§ﬁl~ﬂﬁ{etd§ta%t oLfehy types of

ports that can operate Wt er types of portable nmenory devices. Once
inserted aft $8tkmiis psoreddentlicalesvhibvenbeent. Eshalipes bigdrtaidonpogent 102 can
comuni .Cat Qeiek Ii]nag%g luLe% it & g&]ﬁpoﬁ&ﬂgogen\& S5 g‘ % %S%pbeurc E’Lbe E(lj Fitl)ywi}‘ee. cran 112.’
via a wirel ess cohnection as 'Shown or W red conhection, as wor kst ati on
104. It isl3®h titviceot Uddergail o dhatt fdpG.06 bAeduse @nsédph isfes@blistiedagr am and t hat

t he advant e present invention are cl.early seen in networks that
may have, ﬁ%gagﬁgﬁ%gg?%ﬁﬁﬁl?%ﬁsmgV”FH8ﬂ§§ﬁ§%m8?“@dﬁ%&%&%?ﬁ”?ﬂat need to be

managed andevideatOnaetosessiof cenpnkintecl@2onmytibeisidascaibédia F 1616, aanedpwor k ¢l oset
Wi th nuner mgﬁger | n anot her ex ,__conponent 102 may be in

onponents. | e
a differen geogrg%ﬁﬁ%%FwV%éﬁ?P%meggﬁf W?%WEEF%HO 84. [0020] FIG 1B is a
fl ow di agr @O2HfIn drelesx®BPLabyiRERCLTSE @by WSk&Igo actiSE kaygd @nesdeabl i sh a
secure connection between a netwyrk conponent and a technician device in
accordancél&?WWOHWQ”Bﬁﬂﬁavﬁ%nﬁmﬁg1%%@°g££§%ﬂ?5?%W8%9?%Hp“ﬁfn§tep 102 data
are downl osleely for onmainatenmsk cvapksh@tl QRoPER Wik JNPEKRSbARLERH 104, onto a
USB key. The data may. al so be downl caded from a portable technician device
110, such t%pﬁﬁwéﬂfﬁﬁmﬂoHﬁhW@P@V?H@QQQﬂE“EH%HFﬁﬁﬂéﬁﬁ%&%aﬁ@§%®F%ed in
greater dahaiddeb@ibeme@nshinbal Heea s CWidh-¢hRIER tRb iddiduand network
conponent attrjbute data. At step 104 the USB key is inserted into the

networ k ¢ dWpPUERRMPOEHe FOt §5B SoBPONSH ¢ BB E LIS o ddsyinems 20/l be used if a

conponent (GR&S fRkars PR el U8B0, SHER: BS. %@t@&wcgﬁp&deﬁﬁ%éﬁ%a cgevi ce, a U3
key, and so on. At step 106 a secure connection I s esta i shed ‘bet ween t he

net wor k cafrifeRtckibavalsrapisiker wor kgt wh cashe bl i else svhdi ci an devi ce.
One procesgyighs &E&@Eﬂa@&a& 3 ,a%gﬁigér%n%w Ql@&gtbl%ﬁg &?%e‘ij ﬁl?&%ﬂagg g FIG 5. A

step 108 the networ tecH I cl an begi ns managi n e networ k conponent.
[0021] | n(¢&eforesich batereMPBY KRRt ialausB keyensgicystdltsoisdhotmikel y manage

SOME O 208, and component network IP address 210. These data items identify a specific
network component. Other data that may be included are component protocol data
212 describing the various protocols or a single protocol that the component operates
by. In another embodiment, there is also connection shutdown data 214 for disabling
or shutting down a connection between the network component and a technician
device. In the described embodiment, each network component has a signature 216.
The set of data in memory area 200 is provided for each network component in the
network or in a subset of the components, the subset corresponding to the components
that can be provisioned and managed by the USB key. For example, a USB key may
only be able to manage network components at a particular location and so will only
have the data set 200 for those components in the network. Of course, the order of the
data can vary and need not follow the order in which the data are described or shown

in FIG. 2. Additional data may also be included as described in FIG. 4. In other



all conponents in a network. FIG 2 is a block diagram show ng data stored
on a USB key for nmanagi ng network conponents in accordance with one

enbodi ment of the present invention. In a nmenory area 200, nunerous types
of data may be stored. In the described enbodi nent, the data are organi zed

based on each individual network conponent. For each conponent, a
manuf act ur er Wgerow der nane 202 is stored, for exanple, Nortek C sco, and

the |ike. K”fji’é?fi PR eS gt R he R i Bl 2 may bp stord wihgwdrivsping wesle (ser ver,

router, swth€Methb@NBEKtERDM e pBdsentlindedtiéd SO saved. Various ot her data
relatlng to a conponent are also stored: nodel information 206 (e.g., for a

G sco rout dP0227 hpdesirtibedembarlinenid aptwerk schpésiarises Beh key t08seri al nunber
208, and CcoRRAREMb: BELPs, hé%waﬁi% &%@ﬁoz SIRESG, 43 & d@ﬁﬂ? identify a

speci fic network conponent. ta t may be 1nc ed are conponent
pr ot ocol d&?@P@EQH@é§@k¢hﬂﬁ@tWﬁbHVEPHGM®k$M6md@éDSWDmb@IEwngﬂ@iprotoco

that the cgggg'ﬁggmg qn@t§§4R¥Wm&gfﬁg%%gg&uﬁggqu a&mtgggre is also

connection shu at a for I ng or I ng daown a connecti on

bet ween théxh@tmmﬂ%nﬁmnvmnémmﬂamathMBmhnm;waanEMDﬂwndwwmhe descri bed
The set of data in

enmbodi rrent @(ﬁx@ntn%y\gﬁl ggangg:gt%phe é‘ﬁgtan?{' %@?‘rg I’lflllglr?ﬂﬁ r%the net\Ev?_ll network or in

nmenory area rovi
a subset oﬂnthémcbﬂpbnennsmamhﬁnsmmmmﬂJnamn&&pandmeKmOWHWQeconponents t hat

can be pro d an t he USB key. For ex USB key may
only be ab¥&§¥o ﬁﬁﬁn t°e45%¥33C CS%%#FEH%W%HH%EE??%ﬁPbWOVB@%WFon and so
will only haﬁdwgmw1d&ﬁﬂaﬂeﬁbﬁﬁﬁmbmrmbhmﬁﬂcﬁﬂﬁ@ﬁmemh&euﬂmbmepnetmork. O

course, the order he data can vary and need not follow the order in
whi ch the dat %Slr’ 88‘{(%%%3‘?%818”8? a dn% Yie A COBPONRYG I&’i%l S Yata may al so
be i ncl udedhasoad@seint-fedific daklitordd: to kbnRthethe comPognrent s, | ess data than

venting use of the met hods and
zcgwn;;nor 0&%@ %I?B eer}st%gllére.pg V\é\(ﬁﬂ}( pl:?v%ta ryse'ica plesen%e For example, a

component has a specific geographical location and is physically located at one
known location. However, each component also has a “network” presence, which
may be referred to as a virtual location in that it is not bound or restricted to a physical
location and can be anywhere in the network topology. In the described embodiment,
by having the component establish a connection with the technician device, the
physical presence of the network component is in one respect converted into a
network presence.

[0024] In the described embodiment in addition to the data described in FIG. 2,
another category of data on a USB key is the data used by the network component to
establish a secure connection to the technician device, whether it be a workstation or a
mobile device. FIG. 3 is a data configuration diagram showing technician device
“call-back” data that can be utilized by a network component in accordance with one
embodiment of the present invention. In the example shown in FIG. 3, there are two
network workstations and two mobile devices that comprise the group of technician
devices. In other examples there may be few or more such technician devices (e.g., a
VWAN may have dozens of portable technician devices), each having some or all of
the data 302 shown, including IP address and e-mail address 304, dial-in data and a
phone number 306 for the network workstation or mobile device. In other
embodiments, other types of connection-enabling or callback data may be included,

such as data that a network component may need to connect to the technician device,



[0022] In the described enbodi ment, a network technician uses USB key 108
to downl oad or transfer onto network conponent 102 sufficient data so that

t he conponent can make contact wi th network workstation 104 or portable

| P-enabl ed technician device 110. The network conponent initiates a
connection to the technician device, rather than the technician having to
connect to the network conponent. This allows for greater flexibility and
ease in ey dle HEvNng aorpeceatver B ViedR) cplh b te deviics apdhitstanhy t hi s

manner, a LRCHRIE (MY Bl b COREE koML iRG SAURBASA L HMRhy t 0 establish a
connection (before any managenment or provisioning work begihs) is reduced.
For exanpl &cureh¥el eicipingng phedigessionoflhé tegleni¢ion ¢apokledpyhichemehtigtron cal | ot her

t echni ci ang, Lnall Sl P .ot her
component - Soah deb BRIk ELp e R Rhect <, R RS Rt B h (023 a1
conponent sujeninderfaet ewthk corapaient ipnesk calilalje esehe methbopf ellbasl & a conponent
has a Specﬁf)iﬂ%r 950828 Qi & ab.lniclu ¥ at‘ei—s% L34 Eeclmslcighxgvi'c%aalnl Xallbgcci(at '8d at one known
| ocat i on. wever, each’ onponeﬁi al'so has a nnetlworﬂ pres%n%%? whi ch may
be ref erredetdefadss. dn viaticwalmbdbdimaiti thn USH Kehatayiohlyiavaate vookindioatorr est ri ct ed
to a physical location and can _be anywhere in.the network topalogy. In the
descri bed %ﬁ%%ﬁ?ﬁgﬁv?fbv&ﬁﬁvﬁHﬁmPWEO%%ﬂﬁ%ﬁ@H’lh%fﬁﬁﬂﬂgﬁ“aﬂ%o &ction with

t he t echni mhabe theviidd if vieinglhysicad thpieSEnCBBHey ihendiebnge k., 6gaponent is in

one respect converted into. a network presence. . [0024] In the described
enbodinenﬁnﬁﬁogﬁgiﬁﬁwdﬁghfﬁ@(ﬁﬁfﬁgﬁ%§%Wi%%Hm@H“ET@?y AVE AL @ﬁ%?ﬁcategory of
data on a WS keyksthsort Aendliatial desee hy-ofmbéncaeihvwait kogespenent to establish a
secure cog@@%%io towyge techni ci an device, whether it be a workstation or
a nobile & theydegeriged qmbpdyning REHIIAYOMET 6RIUTHE? 41 showi ng t echni ci an
devi ce " calulheb@tkon Bk eentahtwsRBoMBodhd dnbl 2@nBYiad s AT VOEK COMponent in
accordance with one enbodi nent of the gresent invention. In the exanple
shown in FrEicae/aphaity dan d0g jgred & sy 1o MbskEtae Vo s 18nd 1vigolshi | e devi ces
that conpran®edilRa:, HeRUP 206 a§EGRY 16k B8R WAE HCREwork eo@gNJhe;at WAl es there may
be few or nore such technician devices (e.g., a VWMN nmay have dozens of
port abl e t'EThkiYdP BictEevite 8 sYmpewahnd Ak srgrreasns desectaibpt 0SB ey @at a 302
shown, i nGkydhRgaliadey i€ SR @R dr &R dr 8dAsfem SQfiy, Bkl dhd data and a
phone nunber 306 for the network workstation or nobile device. In other
enbodi ment8mpPYichiieadsyiredtatr pedpmescly operetitablithige deta eathedddkkaaita may be

i ncl uded, - AS. - - . o ; o) ect to the
techniciaﬁ§%gerggfﬂg%ﬁ%$% I%%mgg%gﬁégﬁﬁﬁg@%ﬁ%%ﬁggﬁ%dggﬁ%g%83gg@$F ( Vol P)
call to tHéeteviiveadlbd Faydt et thes sagibng hight)ledhvbse8aity n@idnér exanpl es

i nclude i [ L.shi a se nd shell session.
The techn?%?%%ﬁ%ﬁﬁpggﬁgggﬁ&ﬁ%ﬁ%pﬁggﬁgPﬁf%§%%g$€%g@%fggggﬁfge t he network
conponent aghowkdionotment ttupsferfedfroax duaplSd, kelyyo tsicngpencuselocilnt er f ace on t he
conponent (i f one is available and the method of callback. In another

enbodi nent, 5'particu|ar pre-sel ected technician device and cal |l back
process afl82élehand describen cahodient, & sdpadiaventrity tlagend@BIk®keyimy only have one
morkstati%gr%ﬁ.qne nobhle devic%ﬂé~call-back information ﬁfoged which is
used aut omart i calty RIS MRHE B@H@Vﬁ@?ﬁ?mﬁvkﬁéﬁf?%@”@8u ESt%%t the use
of a USB d&eyk stmuaometfon kiheediggnosta $e thcarangeagit.aphd enbaureapses) . | n one
enbodineq%h thebbeyhnhcianbnax‘have a chgic of_mhkghwwnrkstation or

modi fied GEVICIRPERESYBHHSEHERPIGHD e e ah Ferhat %S UStHEE 4 n the descri bed
embodi mende;tifica@rod theSscaklitQWEE 1@y C &f drefdntatiin®it, adoaipbhanlsiatald@n bet ween a
net wor k conpopent and a technician's device using certificate/authority
data 308 ‘%JE%F \QH R Y T e et GESHALhsigedin Bcerfan Baehet nbodi ment |
there is @lsea LB EbIdREeRN RYAL S HIRBLWEN kneasnanent ywwhnen the USB key
is inserted into a conmponent and the conponent detects that a USB key (or

new har dv8P% 1 dlnclsy UpB kpy sgepevedfpm e paipiork ¢airsohe isehgaisi ty, before the
Corrpo_nentlo%%@@?f_fﬁo‘ﬂ?th@%@@voﬁf cRRIh O T HRMYay WRGLAHLPR M Lihetifndat @ on the USB
key, it authenticates the key using a surtable encryption schene utilizing
dat a 308 useil e iRegval Phenyf 58 key from tae ngSPkeympenensed, there may be a

hi gher | evel of security needed before data are exchanged between the

net wor k conponent and the key. Upon authentication, data are transferred
fromthe USB key to the conponent's | ocal storage. [0026] In the described
enbodi nent, a separate security cretlential USB key is inserted into a

net wor k conponent before a managenent key is used to troubl e-shoot, check
status or perform other diagnostics on the conponent. The network conponent
has the public key that corresponds to the private key that was used to
sign a certificate on the security USB key. In one enbodi nent, the
conponent is also given a trust |ist conveying, for exanple, that

. N e



[0028] In the described enbodi ment, a USB nenory device is provisioned and
configured in a secure manner and contai ns nunmerous categories of data,
such as those described in FIGS. 2 and 3. FIG 4 is a bl ock di agram show ng
various types of data stored on a USB key for provisioning and managi ng
conmponents in a network in accordance with one enbodi nent of the present

i nventi on.\'(g&% data incl udes network attributes 402, such as |P addresses
404 of net 1 Upthp rseibed egibadimsat A LoBARcauY ledes is pREiSEegeinthames and

addr esses QQﬁiguE@hha§&hﬁé‘3rﬁa1ﬂ@1tz§ﬁd4:9§amgﬁﬁlﬁé’f@yb ARb&iA1Pdatk ARty £ertificate
information 412, and conponent-dependent informati on 414, such as conponent
i dent i fi er dhose desgialedan EKiS @nahp nF driceblogh dipgramshqveing bursiua typdelbt i onal

provi si oni Rk, i RfQrratt g SUe at egori es
of data incl Sée net_Wor%?]aéc%gl’s%I %ﬁnlpmﬂ tclfrglr?aglﬁgp I? én\éﬁgﬁ%z‘%@k&gu on 420,
security cé@@i@h@@t@s¢®ﬁ€@e¢hmeat@tmeseaMdV®aom pTls: “dnclaes oetivloed bel ow.
Security credenti 0 wWhich provides a
trusted |ist, ]2%342%1%11% %y a |eb§ Zlolzl%\?\lﬂ q{ccte)r 'tleinlct:ang%%ﬁxtnﬁ%lrll ties the USB
key can trdstlces'llbi‘és payet nagres tnd adclatsees Hag, mzhlsmlvprdma% gatepmzbzldam key. As is
known in t ntit y it certi.f cate orlty by i ssuing
a root cerpo%fl ctéftlcél%f%@l%%te%w rﬁnﬁctlﬁ%&nem Cpgrslentd Ol%atﬁjﬁ'gﬁlf% U9 #arge entity,
such as rrul:dmpmentmh:ahﬁ@arbcmmatalsonontmayoﬁbdrb@ad&mhayebtanrafbcﬁtlorﬁtert| ficate

Used to i b EreRe LT URe FEY S aRE oS T e b deBRt [ nvent i on.

There may aksoe hewakhbaeks wprmenin Q6 fuinfv Lalneormhiiornm®, eabegi ment, shar ed
secrets (t th ormof a hit stream) are used to encrypt
informatio %gr/é‘&d‘?e‘é{:g?é agfl é“%’“rﬁzlga(ﬁebt@egﬁ%bt"uﬁ&t‘ill&h%tfiﬁ{et“ﬁ"lbf a root
certificat @2b11tty 1h¢lmdl’a|obtycedﬂ1cﬁ\t@twh|’t&h\/jﬁ0\aﬂdb atthBtell @SOLEGRISI PA 1i@ of 00t
certificate s a flow diagram of a process for provisioning

a - USB key" }Hﬁlﬁieéé‘ﬁlﬂ”i“g’l‘?ilﬂﬁ* ¢ UoRkettindirsbetineen Céltlfc‘ét‘fﬁﬁt"éflaléﬁ devi ce and a
net wor k cqu@@ﬁenpubutsw)g s YRR K€M thPaBGE CHEAIAGE bWid BwRb&gRROdI nent of the
present inventiaon. Steps of the nethod shown and described herein need not
be perf or rEdOUEHRY FHINgSrfaocRItEHe M AT BHRIN ARG CHBY. ParkyrMed)lafes t he or der

i ndi cat ed,en&QMRich APhEMRIM AL c@ﬂﬁ)lzﬁfontrméﬁalfgﬁ@l)h%e M8Yot cAGkUAE W IRL G Or fewer
steps than those described. At ste 2 network security attributes are
stored ontUsesdn SyEUS PEyiySBlek e fIPd:rrria%hewférqan\h/ér!réglttetrmdﬁn@r thst her source.
At step 5QkH RS REGUSiAYsMSR drede }haehm@ernttsﬁ 1R8Oy NES ¥PX g qpponent t hat
the technician 'wants to rmmanage, trouble-shoot and 50 on, ensuring
that it igodapéfigase. a’@@essmbﬁt@%mmﬁé S¢IBBs Kerw(lbrun Heﬁ@xrlma&ebland verify the
key), at 0 $ urity credentials
data on fﬁg'%)%%qﬁg@ﬁ’aéﬁg&?%ré@g %ﬁglteg@%?t& ﬁg%%%gﬁgﬁt s local storage.
For exarrplflelCU@f@btyrqftayO@rceJ(ﬂlélnttﬁ hhtgypren)lyclonst stve oft the reentces ofcatet and, in the
descri bed % odiment, is initially encrypted or hashed. At step 508 the
conponent ecrypts the security credentials using, for exanple, a public
key. [003002#1 I8G. 6 i ssﬂ«awﬁiagwndwfazgmmdbl propisooegs WIB kanadi ng a net wor k
conmponent i USB after secur.t cred nt| a are in place in

accor danc%sq%llgl%n%zr‘leonele S OdiCHErE 8 ecﬁ g% eVICeentn t%ll‘coﬁnpoﬂfmstep 602 a

net wor k cmmtg)m@ﬁB kdyetrect:@dztd@atwua OhEBHk(ﬁ&mhlﬁS)be@ﬁbsbrﬂﬁW@hﬁd] ifnem one of the
conponent USB one, enbodi men 04 t he conponent

downl oadsOdeﬁe mgtgg&lt?é{@wn &Fb&“&%@%ﬂ%&t |”r‘?t€‘ﬂ(‘§1%° P8R HEMESB key. At step
606 the cimomnentiosontestsribenddne theelisi 1@H@ﬂe&ie&drﬁ@m}!§dn@m€@h§ ofback data
304 and 3 6. descri bed abov? this rrgB/ be d g}ysr ng the I P address of
the devi c'8% T POFRHPEELOreSF Iy stepigth thaberﬂ‘? AEEFdoft #5foWt t echni ques. At
step 608 ﬁeh%lk@é‘dﬁﬂt}cdt@llﬂut@@hhie@@td’cﬁinfd ewesriats ksl adnh Agertvoyld he conponent, as
described in FIG 2, fromits storage area. At step 610 the technician can
proceed WK FHONAGPRGT 1MEren &t HisP ROLBRpesEht USB best fnseredkinttther enbodi ment
of the prpsark cbrﬂﬁ!&t@ﬁﬂtﬁﬂ thcstgéﬂnﬂ;tanpv(/%r @%n§§@t@&%l@gh5@h%np§ﬁoﬁ<ey may be used
to identi ffy net wor k conponents and to provision the conponents. Such
scripts aHér é?r‘é‘ﬂdéémfrﬁlwfelt@agcetbdramﬂstht b Bdiet f athenticateandorekienvi r onment s.

I n anot h ot ve [ r nal

verifi ca'?l:i eol%ng(r)tlg tgﬁt{? ﬂrjt??%gtg quodr?%%eq}p hi's en%lga@&'ﬁw&gﬁéngedaﬁggﬁxt er nal
managenent of authentication. [0032] Although illustrative enbodi ments and
applications of this invention are 8hown and descri bed herein, nany
variations and nodifications are possible which remain within the concept,
scope, and spirit of the invention, and these variations would becone cl ear
to those of ordinary skill in the art after perusal of this application.
Accordingly, the enbodi ments described are to be considered as illustrative
and not restrictive and the |nvent|on |s not to be I|mted to t he detalls

o Y



CLAI Ms: 1. A network nmanagenent apparatus conpri sing: a first
st orage device containing public key data relating to a network, the data
including root certificate authority data, a plurality of I P addresses, and
devi ce shutdown data for disabling a connection between a network conponent
and a technician device; and a second storage device containing

net wor k datalﬁgﬂgtructlonal scripts guiding certain operations of the
network cofo eXAE O Tdh TR TEDE F%?%?@émd’é%a&%m@%e iP5 6¥408e-i nt o t he

net wor k coRRangntedeAis hEFEINSI @R cgﬁlwcﬁ@ alfBhd Bagksci@nelialchn® 1O
establ i shing a connection between the network conmponent and the technician

devi ce, t h&léalyicpazRiedat keshadedrapPys tha comporkairderiopts dictsheritan | P addr ess of

a techni ci aRqdeMisGeink FoeaRbe, § hgRgLywork conponent to meke an IP
connection to the tg% ni égi?ah i ce o¥mv0| ce-over-1P data to enable the

net wor k coM9SHERC. b nike dagmm Qf@@v@ebbldfnclaﬁsmg @netthektcemhmemt mmgj evi ce,
wherein the U@%ﬁé@? aheldbéé&éﬂlgde%ﬂﬁf ST Bxg iy %E ag&{ i sgcond
e a a

storage devic e signed using ore e first
st or age devi thepresent lnvermonAAma'epmM(a maa\m«agenmpdmeaqo@aatatthm awBrleiyl ted in claim

1 wherein {(1 irst t V|cefurt cont |ns ne ri bute data.
3. A net wo}rl Beld mbmeé OOI af(rii%e Gapgaen émEB n§ie %ﬁﬂ r,Jl?t&i}?ﬁ'uerei n the
first st or@(ylehfdmmer[tmlbtvhbndsabmzﬂmhmk &;zeﬁldiﬂ’stlﬁl}edmeFIG.Blffbaﬁ e dsBa. 4. A

net wor k nmena aratus as reci te cl ai A, 2, a wherei n the
first storage ge g@g)&‘uf?%%?neﬁt FPACHLC %ﬁéﬁ%‘@ﬂ?@?{gﬂé‘#&éﬂgﬁ‘ﬂ%&%r esses.
5. A net woddka IEnagen®nAs &Qﬂafeafali@veaﬁubl’rﬁz@iﬂe&ﬂné Osid @é [[Bacﬂ;hebZoftﬁe and 4

wherein the first st _ge devi ce furt ontalns ate 6. A
net wor k mefagénent %ﬁ%‘ At dey 48 Fad fnyyemEiqueso B‘ep 8t5"nd 5 wher ei n

t he secondedihoiagevidewtaef ditd Refing mhab@ﬁpdmeﬁtmrdébc@memmrr&m 2dat a,
i ncluding component, MBNULACL IS (8L & SR nent e HRCha A0t TRdle! data.
network component.
[0031] In another embodiment of the present invention, script programs stored on the
USB key may be used to identify network components and to provision the
components. Such scripts are encoded in various formats for different network
environments. In another embodiment, authentication servers are used for external
verification and authentication. In this embodiment, there is external management of
authentication.
[0032] Although illustrative embodiments and applications of this invention are
shown and described herein, many variations and modifications are possible which
remain within the concept, scope, and spirit of the invention, and these variations
would become clear to those of ordinary skill in the art after perusal of this
application. Accordingly, the embodiments described are to be considered as
illustrative and not restrictive, and the invention is not to be limited to the details

given herein, but may be modified within the scope and equivalents of the appended

claims.
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7. A network managenent apparatus as recited in claim6 wherein the second
storage device further contains network conponent |P address and protocols.
8. A network managenent apparatus as recited in clainms 6 and 7 wherein the

second storage device further contains shutdown data. 9. A network
manage A RRParatus as recited inclaims 1, 2, 3, 4, 5, and 6 wherein the
first and second storage devices are USB keys. 10. A network
managenent appa @dtwerkafanagemtichppirafisabf®riding, 3, 4, 5, 6, and 9 wherein
the first and second storage devices ar net hod of

g / are U3 keys. 11. A (
managi ng a nddEsleraasAsyics cagtaining publigkey dafg refating ©-adsiworks Bierigts igpluding
relatin . j : -l i 7 elq
ot neen gt SRRk Yabr A GRS U AUl Bnl B iEL SRNAFAR, FARRESIHE
port abl e cetmecagebaeverce netwstlocomgpneat amdrkieclatic@an devicegptaisd and cal | back dat a
onto a second portabl e storage device; gni(ovi sionin tpe net woé,k comonent

twor t?qp@ 1

by using the?f758¢ soragedguicygontpiping ne RHa gisHYC HEPRoFRIE8 Bnt

usi ng t heerS@aRRE tRLRERGR BB ohsht A Mn kSR BbRLE AEViANisGNTRONERS the MaN &N
t he network conponent initiates and establishes a connection only with the

adm ni seempdnsnt, eodizohanian davceba etk dath eclatatgiorektablishbege eenniestiqay b wekadthe t h
cal | back .dat.a rel ati ng .t st abl i shi.n connection between .t ne r k

C o oache BHE ol s bRk S0HAS B ER R BrelattR & s R B Bl
t 0 conngctpP afilrdss OF b RechhiRiaadiei iz 8¢ £iblcae GORRAI0EMhpondhEloahikd MTPGRhh& ek

data is preferably in the formof either an | P address of the )
adni ni storthe feshnieighgsriep or YoicenestIR datpdogaghlp the neomprdremponentiareka s vpise-
connect j.on I NI st.rafl I.GEx - to
cnabl o ¢RaTEet il e AR BVRL! Shorth (O RRARALIPbnd MR it o
adm ni stheatdond sweagealeeitt aradigned using the poltliviegtdatagstoved bn thefiddstorags dedtd. on
conponent by di scontinuing use of the second storage device.

2. A network management apparatus as recited in claim 1 wherein the first storage

device further contains network attribute data.

3. A network management apparatus as recited in claims 1 and 2 wherein the first

storage device further contains security certificate data.

4. A network management apparatus as recited in claims 1, 2, and 3 wherein the first

storage device further contains DNS server names and addresses.

5. A network management apparatus as recited in claims 1, 2, 3, and 4 wherein the first

storage device further contains gateway data.
6. A network management apparatus as recited in claims 1, 2, 3, 4, and 5 wherein the

second storage device further contains network component data, including component

manufacture data, component type, and model data.

11



12. A method as recited in claim1l1l wherein storing public key information
conpri ses: storing one or nore of root certificate authority data,
| P addresses, gateway data, and network access information. 13. A nethod as
recited in clains 11 and 12 further conpri sing: retrieving t he public key

I nformation &r ti thod
as recited |2 c a|nsﬁﬁﬁﬁﬁ%éﬁgg%ﬂT%&ﬁaﬁg?%?%@]ﬁaé?ﬁ iﬁiz%%¥%ﬁ%5% %5 a
net wor k desdeg fuirthtr @initedis WbﬂébohﬁboaédrmSlﬁdreb's)andqyromedils.l P data, instant
nmessagi ng data, and dial-in data. 15. A nmethod as recited in clains 11,

12, 13 and 14 further conprising: applying a digital signature to the data

stored on thg %zwgrkﬁg%;aggﬁ%i%&)%eﬂﬁ ag?é/cllt&? in claims 6 Jrﬁ% @h@f%}mg s@c%nHeCi ted

inclains 11, rein provisioning the network conponent
f urt her stooagp rde‘sles further contains shutdown data.

9. A network management apparatus as recited in claims 1, 2, 3, 4, 5, and 6 wherein the

first and second storage devices are USB keys.

10. A network management apparatus as recited in claims 1 2, 3, 4, 5, 6, and 9 wherein

the first and second storage devices are U3 keys.

11. A method of managing a network comprising:

storing public-key information relating to a network and device shutdown data for
disabling a connection between a network component and an administration component onto a
first portable storage device;

storing network data, scripts and callback data onto a second portable storage device;

provisioning the network component by using the first storage device;

managing the network component using the second storage device and the administration
component, wherein the network component initiates and establishes a connection only with the
administration component and wherein the network component is provided with callback data
relating to establishing a connection between the network component and the administration
component allowing the network component to connect only with the administration component,
wherein the callback data is preferably in the form of either an IP address of the administration
component to enable the network component to make an IP connection only to the administration
component or voice-over-IP data to enable the network component to make a voice-over-IP call
only to the administration component; and

disconnecting with the administration component by discontinuing use of the second

storage device.

12. A method as recited in claim 11 wherein storing public key information comprises:
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reading data on the first portable storage device at the network conponent
and executing the data on the network conponent, wherein the network
conponent is configured to safely accept data stored on the second storage

devi ce. 17. A net hod as recited in claim11, 12, 13, 14, 15 and 16
wher ei n prov f V|d|ng t he
net wor k corrp(%)tﬁ%alﬁg| HQ?%{S e kertﬁ% or it:t8 %t%ﬁat% g? aatd:&‘%g? ’oga‘t%%véa}piat %Pﬂ

18. A ﬁﬁéth@d(aﬁseisaﬁfoﬁmdtld)ﬂ] clains 11, 12, 13, 14, 15, 16 and 17 further
conprising: verifying the signature of the network data and scripts on the
second storage device before the data and scripts are executed or read by

t he network ' in clains 11, 12, 13,
14, 15, 16, ﬁg&%d reecrzléeldnm&agrgg%@%@?%gﬁf}ﬁ??%bﬁ%%%priSes: renovi ng the

second stor ag;en@lewg the piblidrkdyhiaforeiation komanmawerk administration ®Orks#tioet hod as
recited in clainms 11, 12, 13, 14, 15, 16, 17, 18 and 19 wherein the first
and second storage devices are USB keys. 21. A method of enabling a

net wor k conpwemtmétgod%%c@edq%mg 'l?nl2té?1dal3t %&%&ﬁh@@a \ékgsta%ém@éét a

techni cian having to enter network nponent data into t techni ci an
devi ce, netiverknastnmotstreoorpddvideniy:address, voice-over-IP data, instant rnessagmg data, and dial-in

data.

15. A method as recited in claims 11, 12, 13 and 14 further comprising:

applying a digital signature to the data stored on the second portable storage device.

16. A method as recited in claims 11, 12, 13, 14 and 15 wherein provisioning the
network component further comprises:

reading data on the first portable storage device at the network component and executing
the data on the network component, wherein the network component is configured to safely

accept data stored on the second storage device.

17. A method as recited in claim 11, 12, 13, 14, 15 and 16 wherein provisioning the
network component further comprises:

providing the network component with public key information relating to the network.

18. A method as recited in claims 11, 12, 13, 14, 15, 16 and 17 further comprising:
verifying the signature of the network data and scripts on the second storage device

before the data and scripts are executed or read by the network component.

19. A method as recited in claims 11, 12, 13, 14, 15, 16, 17 and 18 wherein
disconnecting further comprises:

removing the second storage device from the network component.
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installing network security data and shutdown data for disabling a
connection between the network conponent and the technician device onto a
first USB device fromthe technician device; installing technician
devi ce cal |l back data onto a second USB device fromthe technician device,

wherein the egll\b | d s of 4t {cl vi.ce
o enabl ¢t hatnetiaeR abnsinags Tl Lo SR R TENE a7, [Eul SR h bRt
t echni caadhsatend sterape dedicearoVUSB kdysdat a to enabl e the network conponent to
make a voi ce-over-1P call only to the technician devi ce; inserting
the first USB device into the network conponent to download the network
security dat 3lafdnethed eherabibnga seiwerk componenhiwanakerfgeconnectivade adedi8Riatevi ce

into th t I j f .the technician
o ce SRS SREPARGR b 8L B LRI BOE bSOkt A
net wor ktheangho®esmppiing:he t echni ci an devi ce using the technician device
cal | back data, wherein the connection is initiated by the network conponent

and is est ablSEHE RV osEECHHY drtaraed Taeo i dgin ferdisabiing aconnestpn be@erRi ci an
into thgtREMHChAPoAGY hfi®the technician device onto a first USB device from the technician

device;

installing technician device callback data onto a second USB device from the technician
device, wherein the callback data includes an IP address of the technician device to enable the
network component to make an IP connection only to the technician device or voice-over-IP data
to enable the network component to make a voice-over-IP call only to the technician device;

inserting the first USB device into the network component to download the network
security data and the shutdown data;

inserting the second USB device into the network component to download at least a
portion of the technician device callback data; and

establishing a connection between the network component and the technician device
using the technician device callback data, wherein the connection is initiated by the network
component and is established without any intervention or data input from a technician into the

technician device.
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