METHOD OF AUTHENTI CATI NG A CONSUVABLE BACKGROUND OF THE I NVENTION 1. Field
of the invention. 5 The present invention relates to an imgi ng device, and,
nore particularly, to a nmethod of authenticating a consunable used in an

i magi ng device. 2. Description of the related art In the imaging arts, a
consunmable is an itemthat is used by the inmaging device during inmaging.
One exanpl e of a consumeble is a supply |tem such as for exanple, an 10

i nk supply tank, an | e G Y AHLE ank, or

el ect r ophot ogr aph| c pro a supply of an

| magi ng substance, such as for exanple i nk or toner, that is consuned
during an i nmaging process.BEEKJGRQENDK)Is'ﬂHEIHNENHB@ ng device include an
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may be repl eﬁ%@ﬂ‘ia{n%"f%’a ag‘foﬁ% %%?%ﬁlggn%f gﬁ%ﬁé event, the consuner
must provi deza neDesaﬂp@dwofmierelamdg:mg substance in order to continue

I magi ng. Wat ‘i s ded:nth

consunmabl e, such EI @f%ugsrlg “‘%&ﬁg’gl ng]hgg‘h#a&n&SUM\/ARY OF
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i magi ng devi ptapess {EPu clirtriggd, Mgt comyins ofsuppiyof di mgaglﬂgamﬂ)atamﬂ,naiohes fwith a

menory; nonitor t he consumb ef er
consumabl e hg}gmrpgegxeﬁgrdat%ger&gg Pﬂ@@éﬁﬁ%ﬁgé’ﬁ%"%ﬂ %ﬁ%@h%as r eached
t he usage thnagﬁigoieehpeinbhdemﬂnkmwnt@ancﬁacbpmhean@ﬁc&gﬂmtmgraphepnnwmg t he

consumabl e; Asdhs %rc%'iﬁep gD%Hng imaging with the imaging device, the amount of the imaging

15 substance is depleted. Thus, eventually, once the imaging substance supply of the
supply item is exhausted, the supply item either may be discarded or may be replenished
with imaging substance. In either event, the consumer must provide a new supply of
imaging substance in order to continue imaging.

What is needed in the art is 2 method of authenticating a consumable, such as a

20  supply item, used in an imaging device.

SUMMARY OF THE INVENTION
The present invention provides a method of authenticating a consumable used in
an imaging device.

25 The invention, in one form thereof, relates to a method of authenticating a
consumable used in an imaging device, including the steps of providing the consumable
with a memory; monitoring usage of the consumable; determining whether the
consumable has reached a usage threshold; and, if the consumable has reached the usage
threshold, then performing the further steps of: renewing the consumable; generating an

30 authentfication code signifying the renewing of the consumable; and storing the
authentication code in the memory.

In another form thereof, the present invention relates to a method of
authenticating a consumable used in an imaging device, including the steps of providing

the consumable with a memory having an authentication code stored therein, the
1



30 authentication code signifying the renew ng of the consumabl e; and
storing the authentication code in the nenory. In another formthereof, the
present invention relates to a nethod of authenticating a consunmabl e used .
in an imging device, including the steps of providing the consumable wth
a nenory having an authentication code stored therein, the |1 authentication
code signifying a renewal of the consumabl e; generating a verifying code
based on a sadhentication eddedighifyibgerenevend)pithe chmwinablen geheratifga vasifyingicodeor ed i n
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t hereof, the
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In another form thereof, the present invention relates to a method of generating a
mask for converting a first binary number having a first number of bits to a second
binary number having a second number of bits, the first number of bits being greater

20  than the second number of bits, including the steps of defining a key having a third
number of bits, the third number of bits being divisible into the first number of bits to
form a quotient; dividing the first binary number into a plurality of groups of bits, a
number of the plurality of groups of bits being equal to the third number of bits of the
key, each of the groups having a number of bits equal to the quotient; correlating each

25  bit of the key to one group of the plurality of groups of bits of the first binary number;
selecting from the piurality of groups of bits of the first binary number each group
having a corresponding key bit having a predetermined binary state; and selecting at
least one bit from each selected group of bits based on a mod function to form at least a
portion of the second binary number. '

30 BRIEF DESCRIPTION OF THE DRAWINGS

The above-mentioned and other features and advantages of this invention, and
the manner of aftaining them, will become more apparent and the invention will be



forma quotient; dividing the first binary nunber into a plurality of groups
of bits, a nunber of the plurality of groups of bits being equal to the
third nunber of bits of the key, each of the groups having a nunber of bits
equal to the quotient; correlating each 25 bit of the key to one group of
the plurality of groups of bits of the first binary nunber; selecting from
the plurality of groups of bits of the first binary nunber each group

having a cor p&epantdddkeY rddirbach Y itk0folloWing descibtidn 6fl elbsidhehts bihe, and
selecting at least_one bit fromeach selecte rroup of bits based on a nod
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the fol | oyi ng desgt ibnf b Spiital 8pR%ich FRAS Sedéry bfi@le coridRAMd SiFig.aken in

conjunction with the acconpanying drawi ngs, wherein: Fig, 1 is a

di agramati c depifigidis dblogk dipgramnshgwing fg‘i‘?“&%%&’&"&% PHthevidily ofi g bresent
invention. 5 Fig.p2 48 1€ F it hrBksP bf bRE 28RBSV a HettloRpfconsumabl e
of Fig. 1. Fig. SFI%SMSI Ia?%k ;q;gngm _sho.v\}b ng .functional blocks of the ASIC

of Fig. 1. mithentiopting 8 conspmahie Byeddn §F IMRZHE ABYIeH Myceerdanse Hith gPreeect of a
met hod of apthgihi cating a consunmabl e used in an imaging device, in
accordance wth the present invention. 10 Fig, 4B is a flowhart of a
general pPocess dREARoisHoRoHeEE o crengil SRase ot anoer 1e of & Rating of

consumabl e UgxggbntiEhtiRg a'c El%e%&%?ﬁ;hﬂa@iné%ﬁée?ﬁf‘&éor&én@wﬁtﬂ&eﬁfr&éﬁm
invention. FiIg. 5 1s a flowhart depicting an exenplary process for

generating alnygdons yj table for use as the authentication code or verifying
code, in accordangg $d § floRenartl RepREifS B0 exdnp¥2P bldss for generating a MAC

suitable for use as the authentication code or verifying code, in accordance with the
15  present invention,

Fig. 6 is a flowchart depicting another exemplary process for generating a MAC
suitable for use as the authentication code or verifying code, in accordance with the
present invention.

Fig. 7 is a flowchart depicting an exemplary method of generating a mask for use

20 as the mask of Figs. 5 and 6.

Corresponding reference characters indicate corresponding parts throughout the
several views. The exemplifications set out herein illustrate preferred embodiments of
the invention, and such exemplifications are not to be construed as limiting the scope of
the invention in any manner.

25
DETAILED DESCRIPTION OF THE INVENTION

Referring now to the drawings, and particularly to Fig. 1, there is shown a
diagrammatic depiction of a system 10 used in association with the present invention.
System 10 includes an imaging device 12 and a host 14. Imaging device 12

30 communicates with host 14 via a communications link 20.

Imaging device 12 includes a user interface 22, an image recording unit 24, a
supply item 26 and an Application Specific Integrated Circuit (ASIC) 28, ASIC 28
communicates with image recording unit 24 via a communications link 30. ASIC 28

3



Fig. 6 is a flowhart depicting another exenplary process for generating a
MAC suitable for use as the authentication code or verifying code, in
accordance with the present invention. Fig. 7 is a flowhart depicting an
exenpl ary nethod of generating a mask for use 20 as the mask of Figs. 5 and
6. Corresponding reference characters indicate corresponding parts

t hroughout the several views. The exenplifications set out herein
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t he exa es. ..oy apove recordi unit

can be, 8r MMW @%) |t‘ﬁ‘ﬁ1@§ﬁ %ﬁpfl%wngﬁmg’@qﬁ ¢ POEHR St dgr aphi ¢
printing uni tartridgel eaﬁlcbﬂdm&had&nﬂamlmﬁrpb@aﬁf aﬂmm@ fubstarlc@)r sitings & | mage on

a substrate 34, i Qg as a sheet of int nmedia,or glgpgcon uct i e menber .
For conveni efAEpleIRK qr foner, that is cppsup § A0 {{RagingRroGe the

el ement  numbeBes b imaging substance contained in supply item 26 to form an image on print media

34, Print media 34 can be, for example, sheets of paper, fabric or transparencies.

15 ‘Those skilled in the art will recognize that image recording unit 24 and supply
item 26 may be formed as individual digcrete units, or may be combined in an integral
unit, these options being depicted by dashed line 36. For example, in ink jet technology,
such an integral unit niay be an ink jet printhead cartridge PH including an ink reservoir
and an ink jet printhead formed as a unitary consumable. Thus, for convenience, the

20 term “supply item” is used to encompass either the discrete configuration or the integral
configuration described above, and is an example of a consumable. Preferably, supply
item 26 has mounted thereto a memory 33 for storixig information relating to supply
item 26, more fully described below with respect to Fig. 2. In the case of ink jet
printhead cartridge PH, memory 33 may be formed on a part of the printhead silicon.

25 Host 14 may be, for example, a personal computer including a display device 16,
an input device (e.g., keyboard), a processor, input/output (IO) interfaces, memory,
such as RAM, ROM, NVRAM, and a mass data storage devioé, such as a hard drive,
CD-ROM and/or DVD units. During operation, host 14 includes in its memory a
software program including program instructions that function as an imaging driver 38

30 for imaging device 12. Imaging driver 38 is in communication with ASIC 28 of
imaging device 12 via communications link 20. Imaging driver 38 facilitates
communication between imaging device 12 and host 14, and provides formatted print
data to imaging device 12.



for exanple, print nedia 34. Supply item 26 can be, for exanple, an ink
supply tank, an 10 ink jet printhead cartridge (PH), a toner tank, or an
electrophotographlc process (EP) cartridge, each of which containing a
supply of an i magi ng substance, such as for exanple ink or toner, that is
consuned during an inmaging process. |maging device 12 uses the imaging
subst ance contained in‘supply item26 to forman inmge on print nedia 34.
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data storage I'ce rive and/or DVD units. During
operation, host 1Memory sedtben #h mdhslmrmmyhta ofs:oédemaﬁmmghmludmgcﬂondi ng
program i nstru n n 0fy.4 Magi ng
device 12. ad’lar%gd) %en;\‘;g ocg%m?% ?h4(g%ﬁ%3n+ﬂgg@£%o\?m t‘%&&%gi%h’%gﬂ 4o- ]Ii magi ng
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est abl i shed By initieli anewmt ofiivhagingrsubgtanice; snd, in location 40-4 there can be stored a
remanufacturing code. The femanufacturing code may designate supply item 26 as
either needing authentication after remanufacturing, or as not needing authentication
after remanufacturing.

20 Memory section 42 includes a plurality of memory locations, including for
example, memory locations 42-1, 42-2, 42-3, 424, 42-5, and 42-6. For example, in
location 42-1 there can be stored a pseudo-random identification number (PID) for
supply item 26; in location 42-2 there can be stored a time array TO for storing a time of
initial installation of supply item 26 in imaging device 12; in location 42-3 there can be

25 stored a time armray T1 for storing a time at which an imaging substance usage
compensation algorithm is invoked; in location 42-4 there can be stored a time array T2
for storing a time at which it is predicted that, based on the imaging substance usage
compensation algorithm, the available imaging substance supply will be depleted; in
location 42-5 there is an array of usage bits that can be programmed to indicate the

30 reaching of predetermined threshold levels of imaging substance consumption for
supply item 26 as a new supply item; and in location 42-5 there is an array of usage bits
that can be programmed to indicate the reaching of predetermined threshold levels of
imaging substance consumption for supply item 26 as a renewed supply item.
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connection, or by a network connection such as for exanple an Ethernet |ocal
area network (LAN). Conmmunications |links 30 and 32 may be established, for
exanple, by wusing standard electrical cabling or bus structures, or by
wirel ess connection. 5 Fig. 2 is a graphical depiction of nmenory 33 which
for convenience is described as having a plurality of nenory sections,
namely, a nmenory section 40 that includes pre-programed information
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i nformation we@das fr ek | UWyagdingr 4 Pertion fupl all, iof @ Ménufaikdia| supplynen | ocat i ons

within the above described nenpry sectjons need not be contiguous. Menory
section 40 i ﬂ%ﬂﬂg‘@@% sipresh @) fqcguos; %mw Yo Beuerat cl'l’q_ﬁﬁ‘?“ngmyg?e exanpl e,
nmenory | ogat igenatéddoylimagilg devicQ2 3sify) Sor4Ramdble, Bo¢-cifouRiRe @unteftripggat iyon 40- 1
there can be sfored an supply itemtype identificatiqn; in_location 40-2

there can be 2185eesugRing clopk. ih gre embpdient; tag, B bas 3 gredetermpedmuples ofy i n
| ocati on 40- 3idahedRs aditeRds foy b A6h PR yehdthted, al anount of inmagi ng substance;

and, in location 40-4 there can be stored a . r nuf acturi ng code. The

r emanuf act uri ng cﬁh@‘i‘?‘fa?ﬁ&@?%ﬁﬁ?r%%ﬁp@leﬁcq 'P‘éﬁﬁe%?g?’%%?{‘f’? e RsdPhg

a]yt henticati ?epraa‘eﬁt% usragézmwfca@ésydddfﬁg,tp E aﬂguri_ﬁ@f lu@ﬂﬂdﬂnﬁ@n L‘t[&mlﬁ%ﬁ% ion
ocat i onold | REPRINIAE 2 oFor SREpIcES: HABt poiwaL: Petsabutouha ot 3 45 4,
42-5, and 42-if thefeibnty ofiHaSing bdbstanc® Caithife it Jupbly i@ 5. CANa PBrealticEldr 2

pseudo-random identjfication nunber (PID) for ‘suppl ?/ item 26; in |ocation
42-2 there ceffpplesidocationnd2-§ his eight s, weslr bit can teiesent approxiraately 2 1241 ti al
i nstal | ation of ebor dGiBhyify duBsthrl®B SbAGEIY 1168 26, 2Bach RedsR 1] " 3 L her e
can be 25 stored a tine array TI_ for storing a time at wiich an I nagi ng

subst ance us dfeProgrammedh bised on reaphieg an aspeciated; yregsidhrgshojd whigh; fpy example, 4 t here

can be st edyg, fel rifeddhitb®¥s ah dmagild substfRbd M cimt.i M8 at which it is predicted
that, based on the 1 magi ng substance usage conpensation algorithm the

avai | abl e i magi ng Mussy aprélen S8 ppriydeial pluglity Rf pperpery; logafions, including for
example, memory locations 44-1 and 44-2. For example, in location 44-1 there can be

stored a first message authentication code (MACI1), also sometimes referred to as
KEY2a, and in location 44-2 there can be stored a second message authentication code

20 (MAC2), also sometimes referred to as KEY2b. For example, MACI1 can be stored in
memory location 44-1 to signify that the first renewal of supply item 26 was authorized,
and MAC2 can be stored in memory location 44-2 to signify that the seoqnd renewal of
supply item 26 was authorized. By attaching memory 33 to supply item 26, in essence,
the stored information associated with supply item 26 can travel with supply item 26

25  from one imaging device to another.

Fig. 3 is & block diagram showing functional blocks of the ASIC 28 of Fig. 1.
ASIC 28 includes a communications interface 50, an embedded processor 52, an
imaging recording unit interface 54, a secret storage module 58 and an embedded
authentication system (EAS) 60.

30 Alternatively, embedded authentication systemm (EAS) 60 may be located on
supply item 26, such as for example, on the silicoﬁ containing memory 33, or located at
some other location in imaging device 12, or located on host 14, for example in imaging
driver 38. The decision where to locate embedded authentication system (EAS) 60 may

6



| ocation 42-5 there is an array of usage bits that can be programred to

I ndi cate the 30 reaching of predeterm ned threshold |evels of inmaging
substance consunption for supply item26 as a new supply item and in

| ocation 42-5 there is an array of usage bits that can be programmed to

I ndi cate the reaching of predetermined threshold |levels of imaging

subst ance consunption for supply item 26 as a renewed supply item 5 The PD)
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random y gengrat ed portion ma%/ be Sﬁnerat ed by i maging device 12 using,
for exanple, a reCommugraiopnigtesaerOdacifttegoampmiogiions it P clock. In
one enbodisMent nodNe Vil RdiasnidtibisoRi Ry Gienaeh RENDer Ebedddll foddsop3eSs and zer os

for any such PID generated. I n either of |ocations 42-5 or 42-6, each bit of
the plural it powmuisaiyelybrquplefelp commymisaiars terfage el |vaa éleckigtl B PRdi ng to an
anount of Usemefind ABGHRAE ui BIARLCS i binidP Bduplel teamtddedRbcesisa P! €,
each bit may represent aﬁgredefl ned anmpunt of reduction in the quantity of

i magi ng sybst%ﬁé"ef’%%?%ﬁ’ $4 R Wﬁvﬁlgrﬁoﬁﬁ?‘i %‘m&g?mdﬂﬁr@t |43

exanpl e, if lgeabhiefioft? ®i36, @hdls Riinfmicaely Rbipl&Rto IBREQFEIE via
approximately a 12.5 percent depletion of jmaging substance from supply

i tem 26. 1acikomsupieationy efinly; 82.vay Embeddest o gthenteation o 88T n(EASI c KPnds an

associ at ed UaERuARARSROApIN G RommBficaliba Rh@ace 30 vidB¥ledtfical PRILERLNE €d as an
I magi ng substance dot coun?. Menory section, 44 incl ude;%g%ayl urality of

merory | ocat icBRSUmicHEElSPYRIcd 16 imase XA LIREHBRGe MHEae! Pl 78984 44- 2. For
exanpl e, in lipgatnn@itativelylcdupRl & se@it skitage Bloatile §s diaklebmital FRESO0C _
aut henti cati on code, ( ), also sonetines referre 0.as, KEY2a, and in

| ocation 44-2 theF@b BROCEY s Hsed &8 3rRgosralconmelier farimaging 4 2c ode 20

(MAC2) , alssO aa@ERked) et ckBE, 1 Ebnkr6l (RS flEEPST priiPhedX M PHsCorinkided 26 ang be st or ed
in menory |location 44-1 to signi fa¥i thglt &he first renewal of supply item 26
was aut hor i zd@jcontrol the operation of printhead 29, based on the formatted imaging data received

from imaging driver 38.
BAS 60 is configured as fimware in ASIC 28, or alternatively is programmed
into ASIC 28, to ietrieve an authentication code, such as a message authetiﬁcation code
20 (MAQ), if present, stored in memory 33 of supply item 26 and to execute a predefined
authentication algorithm, such as a replication of the message authentication algorithm
used for MAC generation, to generate a verifying code to verify that the renewal of
supply item 26 was authorized. In other words, if the verifying code, e.g., MAC,
generated by imaging device 12 is the same as the authentication code, e.g., MAC, that
25  was stored in memory 33 during the renewal of supply item 26, then the renewal was
authorized; otherwise, the renewal was not authorized. In order to verify each MAC as
authentic, imaging device 12 will include in secret storage module 58 the secret used in
generating the MAC, For example, if supply item 26 supports the storage of two
MACs, MAC1 and MAC2, then imaging device 12 will contain in secret storage
30 module 58 two separate 32-bit secrets (Sa and Sb) corresponding respectively to the
MACT1T or MAC2 to be verified.
The type of renewal of supply item 26 will depend upon whether supply item 26
was subject to license. Types of renewals may include, for example, license renewal,
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and MAC2 can be stored in nenory |location 44-2 to signify that the second
renewal of supply item 26 was authorized. By attaching nenory 33 to supply
item 26, in essence, the stored information associated with supply item 26
can travel with supply item26 25 fromone inaging device to another. Fig.
3 is a block diagram show ng functional blocks of the ASIC 28 of Fig. 1.
ASI C 28 includes a comruni cations interface 50, an enbedded processor 52, an

i ggh ggdr eco&;ﬁim substince Réptenishiag aﬁﬂssupplggtemrtemszmfmgg H&Chtbﬁplﬁ,gwhaanddan
embedded authenti,cati on.system ternalively,.e e
aut hent i cat i G WORIY 8#1?"@%?3‘“’@@“&%%@%@?? ’ gﬁuppgha%ﬁ ?‘1’ %gtlﬁ?ﬂ‘s an%s uch as

}‘or exanpl e, seuplyt hangﬁlﬂac@rremt@ﬁdlnhm@f inmaging wutidBinceoto éo]?mheditaaﬁcl:enseorre ot her

ocation in inmagin vice 12, or |.ocated.on 4 or.. e in imging
et ver 38, | THEeHEEF firmieen B Byl Pbich D8 adCiC 1t he rPPLE RO e ( BAS
60 nmay 6 sbe iDFEBdrPB3. (IOGufPIPRBhe6 dedl®8! Edhtdi® aPefyvedindiat ghienag security

agai nst physical tanp

ring, and/or, a desire to provide hei ghtened security
agai nst unautWﬁ%WE’r% %@ﬁﬁnrhj W@E%@F@JE’} W@@R@@g’ ni cati ons
Nt er f ace 50 e HyaSplSREIRY 6 ol Subbishés i Plon ol 2638 wilof host 14
vi a conmuni cat i o@l I nk. 20 (see al sgﬁgi g. 1). ?ﬂgeddgglyprocessor 52 is
comuni cat i veéime dYaEIveH be gored inrmeneudi-ons i nterface 50 via electrical path

62. | maging recopfi ag W ﬂowma&réte@?en‘éﬁl ipfoced3 NaTUGHe Ca3bdey @F ¥ hathsd efl to
enbedded processor 52 via electrjcal path 64, i.s conmunicatjvely coupled to
i mage recHt digvihertiratingacopsunable JigeA iniap AnsEREdeVIcHIn gepordapes Wit the RRESAY cat i vel v
coupl ed to megRmMon33 Via 10 communications |ink 32. Enbedded authentication
system (EAS) 60 is comunicati Veqla]q){ coupl ed to comunications interface 50

%

via electrical paf¥ sterR S10% a censamptile sueh, s SPrply dieme 40t RaVingdRpmore diti ng uni t

interface 54 phAdQlGGhRdIRAIn iR XhikingCievigdfh. IS communicatively coupled to
secret storage nodule 58 via electrical Pajh 80. Enbedded processor 52 is

used as a gener al 8% A0, apsqude-randern swrplygitsy Kigntifisation number is generated,
15  for example, in ASIC 28 of imaging device 12, and is stored in location 42-1 of memory

33 of supply item 26. Also, other information, such as time information, e.g., TO, may
be stored. It is to be noted, however, that the fixed portion of the pseudo-random supply
item identified number is pre-stored during manufacturing, as well as some other preset
values, such as for example, timeé T1 and T2.

20 At step 5104, the usage of supply item 26 is monitored. For example, where
supply item 26 is an ink jet printhead cartridge PH, usage of ink from the ink jet
printhead cartridge PH can be monitored by counting the number of ink drops ejected
from the printhead, which may for example occur by counting the number of actuations
of ink expelling elements, or the number of drops commanded to be expelled by the

25  imaging data. Such a drop count may be compensated to account for such factors as, for
example, ink evaporation, temperature variations, humidity variations, etc.

At step 5106, it is determined whether supply item 26 has been used to an extent
to reach a predefined usage threshold. In practice, several usage thresholds may be
defined, wherein upon reaching a subsequent threshold, another bit of usage array 1 or

30 usage array 2, stored in locations 42-5 and 42-6 of memory 33, respectively, can be set
to signify the aftainment of next level of usage. An estimate as to the amount of
remaining available imaging substance in supply item 26 may be made by simply
subtracting the usage data from the initial supply amount stored in location 40-3 of

8



15 and is used, for exanple, to control the feeding of print nmedia 34 past
printhead 29, and to control the operation of printhead 29, based on the
fornmptted. i magi ng data received frominmaging driver 38. EAS 60 is
configured as firmvare in ASIC 28, or alternatively is programmed into ASIC
28, to retrieve an authentication code, such as a nessage authentication
code 20 (MAC), if present, stored in nenory 33 of supply item 26 and to

execute a pr&ﬁﬁbfy“@oﬁbﬁpb@ﬁ“tdnﬁa&i @he df gy privdefineds thedshelds, dowevat,i willtheon of the
message aut hentlca i on, al or| .Lsegwaor C(:g&gner ation enerate a

0,
verifying colesiageqd st dtﬂe Mif‘ thor| zed.
I n ot her Wor ggpstahde adBeer deplétyd. MAiof RAeachipg this thidiald, ﬂ@qmmtradmb;o stepagi ng

device 12 is_the sane.as the authen catlon t hat, . 25 was
stored in maler‘{] %uwgﬂﬁmpﬁﬁg?%ﬁ% @ﬁ;%?euﬁ@é%?%%g’ﬁmﬁ?‘}g’ r enewal
was aut h@l’lﬁﬁ mcegslpﬁfmmsﬁgmogenewal was not aut horlzed In order to
verify each au ntic n evi ce cIu cret
storage nodul e 58‘§ftﬂﬁ’ ég@r é'{pp{?(s@&l 1%1 gﬁgﬁé‘?‘”ﬁfv gAfﬁg Vor gy t@?a i f
supply i '([j em Q@eﬁgmcmﬁﬂy e ﬁt\@inla@peudfupbuv@vheim&\(ﬁpplM‘ifandﬁtil1d'ad\/#\ﬁjbpt8 tohen
i magi ng devi ce ntain i mdul e t wo.separate
32-bit secreigenfesalwéﬁ “?:B‘F‘F’@g%ﬁ %@d 5‘8@3@2?@%@@%% sh"lef&"(’,‘iltsor MAC2
\t/vﬁ bﬁ verifi lelq:plyThantzzgps lﬁxfensfe&nﬁd\@bplﬂfr mlempm Yiad b aeseR@ aﬂ:clduht dféhmyhgjpon

et her pp item wa ect to.li.cense. es 0 S _may
i ncl ude, Slh Pg@ﬁgtglflp@ﬁ%{@?wal s, €, r‘fﬁ‘yg 'ﬂ@Z 5@% B shing and
supply i tegﬁ ﬁ@mﬁ%ﬁaﬁgﬂlbdlydtgsu&@f?mmlamhmndohe(h;!.mﬂphmlgés@gmd abl F
i magi ng substance is deple S it is .|licensed an upply
item 26 has g"rr %ﬁﬁﬁ%sgofﬁlwﬁﬁ#%@%ﬁ@ﬂ%ﬂm@ ?‘i’scense
][enewal S, thgmi ﬂﬁﬁaﬂo@ﬂs@@llyrm\wctaﬁﬂ)ew&ieggdtﬁmmmcﬁswmbhhﬁprpl i ed
or storage in no su tem 0€, t .co reserve
anount of mﬁ’bﬁ%err% Jﬁé?néi’% éggﬁ%yquﬁwcﬁéu@ tf)%’pﬁgfl‘?eﬁng @rath
r emanuf aasur eshefthé presuitd srueehlid atthentication asde willrsighifathat e rddpwal @B bgpiyshi ng t he
| magi ng substan(‘zg sugﬁ{u}ﬁze({ supply item 26, at which

Fig. 4B is a flowchart of a general process of another aspect of a method of
authenticating a consumable used in an imaging device, in accordance with the present
invention,

20 At step 8150, there is provided a consumable, such as supply item 26, provided
with memory 33 that has an authentication code, such as a MAC, stored therein. The
authentication code signifies a renewal of the consumable, such as that described above
with respect to Fig. 4A. Supply item 26 may be an ink jet printhead cartridge PH with
memory 33 attached to ink jet printhead cartridge PH, e.g., wherein memory 33 is

25  integral with printhead 29 of ink jet printhead cartridge PH.

At step S152, imaging device 12 generates a verifying code based on a secret
located in the imaging device 12 and information stored in memory 33 of the
consumable, e.g., supply item 26, In a preferred implementation of the invention, the
authentication code and the verifying code are generated independently using the same

30  algorithm, such as a hashing aigorithm. The information stored in memory 33 may
include, for example, the pseudo-random identification number of supply item 26 and
time parameters (e.g., TO, T1 and T2). The pseudo-random identification number may



time a MACw Il be stored in nenory 33. Fig. 4Ais a flowhart of a general
process of one aspect of a nmethod of 10 authenticating a consumable used in
an i magi ng device, in accordance with the present invention. At step .S100,.
a consumabl e, such as supply item 26, having nenory 33 is provided for
installation in imagi ng device 12. At step 5102, a pseudo-random supply item
I dentification nunber is generated, 15 for exanple, in ASIC 28 of imaging
device 12, arte gesergteddbcithaging devied 12)such2s Ihraigh measion geBatinn mwogssl ytd t em 26.

'IA\It Si()é ?ghg; Inm]E Oog%%hv\ever H'ﬁ)?ﬁ %mtirqgﬁag{é‘gﬁpor It ?gn gf gt heT;?setrJrg)c/) r gﬁdgﬁnor °d
supply item i den®t kiep@1hd)rimeging deyicectZ campanks due authpnticetion gedeustéradyin as wel |
tep 504, trEEHERGE M@éﬁ%@ﬁ?@ﬁ%@éﬂ SRHPS 32 b ks il W, 20
supply i teﬁn_ Jenewal was authlrizedt pri nt head cartr| dge PH, usage of ink fromthe
|k r ops' e] ect ed At AR ICeT it ARERE. MARRIN e GOt i Sah s Bl e by
counting the veifitation eddeact uat i ons "i nk expel ling el ements, or the nunber
o 6100 comuncey Lo L A8 16 ik B b MR PR et 0 o
evaporation, ilnémqletmtthermemhat|ﬂﬁﬂu§hemcaﬂtmmfd1etcpnsnma!bla,tag),mappljett¢m 2éthast ep 5106,
2 pr odef i fbd TERUALE Ao ars) s s FHier 2 0 0Pt e BB AR 1y Do
defi ned, V\her'eken, smblas fmaaxdmplg by wlvikisg Gizandr to heqirh ah dytharived beplacémdnt of usage
o1y L, o SOuy SR APl s BB Rl 1Y
An estinat e aAs stated fhove rimretews ofthenmmnnab(gp aapchie] foiolexamphe gireplensshingtofince i n
SUPBLY, o 26 RSB Bt o Bl RS gL 45805 B o e
15 item 26.
If the result at step S156 is YES, the process proceeds to step S160 where it is
indicated to the user that the authorization has passed. In other words, if the renewal
was authorized, then normal printing may proceed.
Exemplary processes for generating a MAC suitable for use as the authentication
20 code or verifying code ate described below with respect to Figs. 5 and 6. The MAC
generation processes of Figs. 5 and 6 utilize a keyed hashed message authentication
coded (HMAC) protocol. A hash function is a one-way function such that it is
computationally unfeasible to construct the input given a particular output. The output
of the hash fonction may be pseudorandom such that if one bit of the input changes,
25  there is a 50% probability that each bit of the output will change. One example of a
hashing algorithm is commonly referred to as the Secure Hash Algorithm (SHA-1).
This algorithm is specified by the Federal Information Standards Publication 180-1,
which is incorporated herein by reference, and is available through
the Internet at http://www.ifl.nist.gov/fipspubs/fipl80-1.htm, or
30  http://esrc.nist.gov/publications/fips/fipsl 80-2/fips180-2.pdf.
The generation of MACI, elso referred to herein as Key2a, to complete a first
renewal of supply itemn 26 will now be described with respect to Fig. 5. While the
example of Fig. 5 is described for convenience with supply item 26 being ink jet
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menory 33 of supply item 26. One of the predefined thresholds, however, wll
be designated as the threshold at which the anobunt of remaining avail able

i magi ng substance has been depleted. Prior to reaching this threshold, the
process returns to step 104 to continuing nonitoring usage of supply item
26. Upon reaching this threshold, 5 the process proceeds to step S108. At
step S 108, supply item 26 may be renewed. As stated above, the type of

renewal of Sy éﬁdlc&&mgaﬁmhbéesﬂﬁle@mhmpmm th@tmrwcesmw‘igslmas
subject to I C

ense. For exanple, in vi Wof t | eted suppl
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renewal s, the |icense can be renewed a vvhltch t], an au entlc i on code,
sl 2 BafiqRiag Vst bbe

such as a meshamged 18 apwamqdatsthedrsign sRrsEalpEpt Bt i5fHPe st or age
i n menory 533 yndekstdodPRAtYthe ls@ifk oﬁmﬁﬁu@etm GRfidrite rmeatwﬂs%vanamwmttheof

I magi ng substance,, supply item 2 re for continued use, such as
for exanpl e CoRSPmALle, |ec2ns Pﬂlﬁﬁc@@g R“Hg]@?‘ﬁ?jmgg@ B WQB PRy item
26. I n eitheged& Qaneor A1 PMESRRSRS e vanfyﬁlkglcddealdhtmﬁlbé Eoparfed vﬁmd@e wi ||

7l uchar i of MAGSREH ppopasls Bribuhe eREPAS e b et parbleo

authenticating a R@ﬂ@dfmm fhdueg, 1ti§dét€mhﬂﬁ9#mﬂ1eﬁ|&wnﬂﬁetprmm&iﬂa e wth
the present _invention. 20 At step S &y there is_provided a_co éﬁmabl e,

such as d€ppPH i easanogdroms earTiden a oior AyerReRTidep: e OlOTPIRMERt SARAER Heht i cat i on
code, such agmasdvliese s %@@%emg%@&h@mﬂtﬁ@ﬂmrﬁ%ﬁl on code signifies a
0

renewal of the consuna , such . as that described ve W th respect to
Fig. 4A Supply iPeendne Hesmbe dik Pfic ¢8e MR §9195 X8 OF Srler RigREL AL SPY h menory

33 attached ig004, BK04 &LS208 h@%&ﬂﬁ@z%rsbd’rétdgﬁlﬂéd, Rsifnated Vs ShVEfoPmOBSTHLY 33 i
25 integral gth print head ink jet printhead cartridge PH At step

8152, immgin rcf@\?%?é"’y%efﬁ‘é?%?r@%n\/erl fying code based on a secret
| ocated if3 the i naghng BV 0, 432a0Ckebraf a)rebrredPonAing 6 MM NRERaY 83 Oof the

selected.

At step 5212, a 64 bit secret is created by concatenating secret Sa with one of
secrets SM, SD or 8P.

At steps S214, various parameters stored in memory 33 of ink jet printhead

20 cartridge PH are retrieved. In this example, step S214-1 retrieves the 5-bit time
parameter TO, step S214-2 retrieves the 3-bit time parameter T1, step S214-3 retrieves
the 3-bit time parameter T2, step S214-4 retrieves the 4-bit ID1 from location 40-1, step
$214-5 retrieves the 4-bit ID2 from location 40-2, and step 5214-6 retrieves the 32-bit
pseudo-random ID (Keyl) from location 42-1.

25 At step 5216, the 64-bit secret from step S212 is concatenated with the
parameters retrieved in steps S214 from memory 33 of ink jet printhead cartridge PH to
form a 115-bit output.

At step 5218, the 115-bit output from step S216 will be processed using a SHA-
| 1 algorithm to generate a 160-bit output digest.

30 At step 5220, the 64-bit secret generated at step 5212 is concatenated with the
160-bit output digest of step S218 to form a 224-bit input to step S220, which in turn is
processed using a SHA-1 algorithm to generate a second 160-bit output digest.
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consumabl e, e.g., supply item26. In a preferred inplenentation of the

I nvention, the authentication code and the verifying code are generated

i ndependently using the sane 30 algorithm such as a hashing algorithm The

i nformation stored in nenory 33 may include, for exanple, the pseudo-random
i dentification nunber of supply item26 and tinme paraneters (e.g., TO Tl
and T2). The pseudo-randomidentification nunber may 9 be generated by

i magi ng devi ce 1Zhusfotexample/fortherocess ofiTig i throngiy stepi A0, msswodngs coktr a ti ne

of installati PRI idob €Y 28 | flod q&%’r g yde % $ifo- e PgrpA 04,

| magi ng devi gg fggtggérépar esdg%hg&raﬁ?h%ﬁet Ica ?!or?%cg’ e st%%dfeﬁmllsﬁe rreérr%ry 33 with
the verifyi n@acmm*gﬂnﬁ(@l»emm*m*ﬁm*SIBMmSﬁﬂSa&*ﬂaﬂp*pﬁpt hewhérbia 5
renewal was aut horized. At step it Is determ ned. whet her the

aut henti cati off* c?%@eﬂ‘at"elllfé@n%m& ‘Pé 1qus in; the, SHAk algpmthimifa ingeast thear st ep

5156 is N, mﬁttebeggﬁﬁblpﬁa&e&q%mqs%@mwﬂ rmmﬁre it is indicated to the
user that the authentication of the consumab]e ﬁpl y k’em 26, has

10 not passed. | nAo¥et22gor Brask ysing ihead2 rt%"rﬁﬂﬁll"'rf‘%do oIy logatiopp e
appropriate aglj @Bich will 8K dBscribddGh nitbe d¢ddil BIGRiLE redict A6l FigS 7)g ubdlietouser to

acqui re an author e ment I tem ng a display
at user intefedl %Lez%tchfp &'ﬁfﬁf%@ﬁeﬂgkﬁmﬁgﬁs Iﬁgcgl(’aé)g@’ ove t he
regevval of theI comssumhf ww&e%mﬁsmmlmﬁ ¥06ﬂiclﬁﬂ4-5f(sdag"1g32)ofan |rra|gl ng
subst ance _suppl y supply item renewal of a license to use supply
15 item 28 memioRSsy é‘ﬁqp &’Wéﬁ"@% %rs YES, the process proceeds to step
S160 where it is Té BobofiioRle bOicidd® ARl Siapoll librm2d, AL idRjd OAnkia passed.

In other words, . if_the renewal  was authorlzed t hen nor ma printing may

pr oceed. Exeﬁﬁp'&gﬂ’ﬁr@éé@ﬁ@éc‘fﬁg Sfeavde a6dn g be eqnmetion PEMACS alsorefersed as t he
aut henticati Q@helgﬁ éﬁoﬂﬁrﬂﬁrtovw’niﬂéfé B GeoRd Serdtval ﬁeﬁl?fﬂ"gQ% be vav byt ke r espect

to Figs. 5 and generati on_processes. o and 6 utilize a
keyed hashed dﬁ%@%‘g@"“hdﬁ%’éﬁt@c@& &n While the example of Fig § is “aelabed. fr

15  convenience with supply item 26 being ink jet printhead cartridge PH, those skilled in
the art will recognize that the process of Fig. 6 is adaptable to other types of supply
items and/or consumables. Also, reference to specific numbers of bits used in
association with particular variables is exemplary, and may be changed to accommodate
the design constraints of a particular system. Also, it is to be understood that the same

20  algorithim used generate the MAC for renewal of the consumable, ¢.g., supply item 26,
printhead cartridge PH, etc., can be used by imaging device 12 in generating the
verifying MAC to be compared with the MAC stored in memory 33 to verify the
authenticity of the renewed consumable.

At steps $300 and S302, it is determined whether the ink jet printhead cartridge

25 PH is a monochrome cartridge, a color dye cartridge, or a color pigment cartridge. Of
course, these steps can be easily expanded to cover other ink types.

Depending upon the ink type, e.g., mono, color dye or color pigment, at steps
S304, S306 or S308 a specific 32 bit secret is selected, designated as SM for mono, SD
for color dye, and SP for color pigment.

30 Also, at step S310, a 32-bit secret (Sb) corresponding to MAC2 (Key2b), is
selected.

At step 8312, a 64 bit secret is created by concatenating secret Sb with one of
secrets SM, SD or SP.
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coded (HVAC) protocol. A hash function is a one-way function such that it is
conputationally unfeasible to construct the input given a particul ar out put.
The output of the hash function may be pseudorandom such that if one bit of
t he i nput changes, 25 there is a 50% probability that each bit of the output
wi || change. One exanple of a hashing algorithmis commonly referred to as
the Secure Hash Algorithm (SHA-1). This algorithmis specified by the

Federal | nformat igniept 300" H8oRUkkdnfeithkd Stored 80 memory\B3 &P irlkSiet paRhdAr at ed

herein by reference, and i's available through {he_ Inter neﬁl ast Lo
ht t p: / / www. i Sartrigges PHoRP fretpieysdn s Jor this Efémp.ems'%? P41 gtrieves the 5-bit time
http://csrc. m%aqw{ Rep 53 RS feReds the$-bit itiafe! palmeter TR S8 4BdEtrievds e

generation o Ci, also referred_to herein, as K\%Z%’o to QOFI1)| te a first

renewal of stipBib trReamBien R SRS b IHRRVES hp it Pt Fomdegsieq 44 b Py, s,

\2/\2| IbE_ thes Es_mfﬁ RirRlesithd 4-b2 DD HRS & Tofibien 400, GeSEILERERVA he 338RPI Y item
eing ink e

10 printhead cart_rialgf PH, those skilled in g@ art wll
recogni ze t Hefeudorandomodey biiron lgeatian 41, and sfep é’cﬂ'@%"ﬁt%’rs'}?@% 8of supply
0 ass0c] at| SRR o D ari abl as. i 5. exerml ary, and iy be changed.
i i ati W i cu vari i X ary, A
to acconmodate t H¥ ﬂ@%iséiﬁ:c@ﬁ%bgi?ﬁ?tﬁomasﬁﬁﬁrﬁqgﬂ @M‘%ﬁl g’@ it isto
be 5 under st peghditiatetddrad Batdps $919 Hominkioes $Tloftitk cartfiggdE for reneval

of the consunable, e. supply.item 26, printhead cartridge PH,_ etc., can
be used BY imagi nﬁsteaési%éheﬂﬁ%ﬁapwtmm&ﬁlﬁmgéﬁ@oawmmaé SHi  yi ng
code MAC t0 DR-&ANRA Sshedtelal shIBR cuti@igektor ed in menory 33 to verify the
aut henticity o? t he renewed consunabl e. At steps_S200 and 5202, it i

det er mi ned whet heMt sfERS32Puthe 64-bif secpt pensrited A slep §312 1s Poucplengted H‘Wocﬁr onme
cartridge, a16p08i0butpiteofCshdpt $31906 fort a 224-Bit Ghipulitd BRP ISIZR WHidOBCmms  cour se,

the i nk ¢y poPowsift ISgASHAC LR BP0 SHeres R s1com (LUl BaSbps 204, 5200
or S208 gsspeci f iThus Zorixhmsie,Micthe procesfd s, GAhrosiRSted 532 E dssdmingM h@lo NoNo, SD
For color dygﬁnﬂ%n calitrifdger o?l re Eéogﬁe r}gﬁewal the pseudo-code will be: SHA
(SbxxSM*+SHA (Keyl#+ID1++[D2++Key2a**TQ#r+T 1 #+T24+SM**+Sha+pad)*+pad),
wherein “#*” represents concatenation, “pad” is used in the SHA-1 algorithm to
increase the input to the SHA-1 algorithm to a 512-bit input, and SHA is the SHA-1
20  algorithm,
At step 8322, a mask using the 32-bit pseudo-random ID (Key1) from location
42-1, which will be described in more detail below with respect to Fig. 7, is used to
reduce the 160-bit output digest of step $320 to 18 bits to form MAC2 (i.e., Key2b).
At step 8324, the 18-bit MAC2 is stored in memory location 44-2 (see Fig. 2) of
25  memory 33 of ink jet printhead cartridge PH.
In order to generate a verifying MAC, for example, the same process described
above is used, wherein the EAS 60 residing in ASIC 28 of imaging device 12 accesses a
secret residing in secret storage module 58, and accesses memory 33 of supply item 26
to read the information pertaining to supply item 26, such as for example, the pseudo-
30 random identification number of location 42-1; time values TO, T1 and T2 of locations
42-2, 42-3 and 42-4, which EAS 60 can then use to generate the MAC. Once the
verifying MAC is generated, it can be compared to the respective MAC stored in
memory 33 to determine the authenticity of the consumable. For example, if the
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15 Also at step 5210, a 32-bit secret (Sa) corresponding to NaC (Key2a) is
selected. At step S212, a 64 bit secret is created by concatenating secret
Sa with one of secrets SM SD or SP. At steps 5214, various paraneters
stored in nenory 33 of ink jet printhead 20 cartridge PH are retrieved. In
this exanple, step S214-1 retrieves the 5-bit tine paranmeter TO step
5214-2 retrieves the 3-bit tine paraneter Ti, step 5214-3 retrieves the
3-bit tinme purdyieg MACGequalsttegregprative MAG stored itemempry 33, then the Binspmahie,|l ocat i on

40-1, step 1&1-13?'3;- Iy Ao Eilé%l [ | ocation 40-2, and step
S214-6 retri gé’és é%%%#ieéﬁggﬂ%%gn mﬂ%BQ%nKeyl) fromlocation 42-1. 25
At step S216, theFig4 shiows su exanipldry mrtbed efgebarating the meskcmentionadeabovd ath t he
parameters r Leved 4 t foro r fo | |_ni.head

Car 11 dge. prEb ST g STl Szt o REE, oty chifiad PP BloBYCEL
from st ep 5$2 tGmber hbvibea firsh cesbee df bifsi ag, suchiaa 160-bit digest vhiput; o aysecedat e a
160-bit outp I.ge Al " 4 b ret. d at step
5212 is concg{n%&an[&[gg&vaa?ﬁgP%%ﬁﬁ{%%ﬁc%bg%ggﬁ?n(ij?g%gﬁﬁgf&sts?%%%g’to forma
224-bit i nputhetromberegf 1§20 thevfirsttinarnnumbenisi geeatep thao dsmunbers dihits o Si€A- 1

algorithmto ; cond 160-bit output digest. 11 Thus, for exanple,
for the procg%gﬂcﬁlgﬁa&ggt hrough step 5220, assum ng a color dye printhead

cartridge for theAf step 5400z adug|sutthes Keyduidolefimadahatitas allsird Bisiher of bits

(Sa**SD** l_lA *7\: _**I * % * . **T * % ?c * % * % )1 EIn Mk %N
repr esent@ ccﬂ)ﬂrﬁ% l_%r'#é&i%%ent,m%]én -g%fsﬂ;hssoefatﬁ? n %@I—R@%@afog%??tahﬂgpg{tﬁ ncrease
the 5 input preferibdy withd® a binairidenp Fot example SFihe key hak 82 BitdAthen M0bvidedim At step

o oh wi 1T badSe Apiteron s EHEC AR hlpet Kestonihf® RGBT 15T
to reduce t hende@Gupply itera{lPustored gidedatiarf 4231 apmSEAY 360 Widhobi krowledgé of m MACH
(i.e., Keyza)[(eyl, the output of the mask cannot be predicted. Keyl (32 bits) may be defined to
15  have sixteen “ones™, wherein the sixteen “ones” may be used as the basis for the mask.
At step S402, the first binary number is divided into a plurality of groups of bits.
The number of the plurality of groups is equal to the number of bits of the key. Each of
the groups has a number of bits equal to the quotient. In the present example, the 160-
bit digest output is divided into 32 groups of 5 bits.
20 At step 5404, each bit of the key is correlated to one group of the plurality of
groups of bits of the first binary number. For example, this means that each bit of Keyl
(32 bits) has a possibility of lining up with five bits of the 160-bit digest output. For
example, bit zero of Keyl will line up with bits 0-4 of the digest cutput, bit one of Keyl
will line up with bits 5-9 of the digest output, bit two of Keyl will line up with bits 10-
" 25 14 of the digest, etc.
At step S406, the method selects from the plurality of groups of bits of the first
binary number each group having a corresponding key bit having a predetermined
binary state. The predetermined binary state is one of a binary one (1) and a binary zero
(0). For example, if the predetermined binary state is one (1), then for each one (1) in
30 the key, the corresponding group of five bits from the first number is selected. Thus, for

example, assuming a 32-bit key, and assuming that there were 16 “ones” in the 32-bit
key, then at this stage there has been defined 16 groups of bits for use in generating the

second number.
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At step 5224, the 18-bit MAC is stored in nenory |location 44-1 (see Fig. 2)
of 10 nmenory 33 of ink jet printhead cartridge PH To acconmpdate a second
renewal of supply item26, e.g., ink jet printhead cartridge PH, the
process of Fig. 6 nmay be used. The generation of MAC2, also referred to
herein as Key2b, to conplete a second renewal of supply item26 will now be
described with respect to Fig. 6. Wiile the exanple of Fig. 6 is described

for 15 conveni encgt stép $408LAAMaYt dnk BN dach selbcied grduplof Bitd 8 'sbledel kased r i dge PH,
those skilled in C{E@art v¥ll rec?%nl @Etg%the r.oocess of Fig,, 6 is '
adapt abl e t 0°BHfHEd fupsAn tgriomn, ALIEEst 2 Rofen o Eﬁm@gl?’r%ﬁé’ﬁﬁng?a &Ry &8
refer glnce t OmciFlfﬂ 6xaﬁipl’€9§rr§od6fﬁnbiibﬁ Wﬂﬁldgseﬂcﬁ beﬁﬁe@@@uaaﬁvbtvﬂ w&hﬁibdiﬁ&rt icul ar
vari abl es is exenpl ary, m ed to ac e . the design .
constraints &% aﬁgﬁtlﬁ‘&‘?l < gﬁpgas&ﬁ@ggwem?%of&%egm%as%% at the
Sami‘l 20 abgoﬁzdgi&ifﬁpw ﬁﬁ&é&&fﬁhﬁb&_&b@uﬂﬂ&d i o fu@émbwmlabrﬁéddihﬁcu@ﬁd i6f fenitidb| e, de- g.,
supply item 26, riinthead cartridg tc.., can be use i, magi ng device
12 in generaWWgefgﬂ@tWéln?‘WPrﬁﬁSWﬁ\cﬁ?%wﬁlé%XBﬁ% @H&W?‘ﬂ&!ﬁ%&é g’?‘ored in
menory 33 t OmeaT thhtthéreare Mi&qgﬁtmithe)#a)j mﬁhﬁﬂﬁﬂﬁﬁ@ﬁh@ﬁﬁiﬁﬂhﬁbﬁbdﬂ@t Zt eps
S300 and S30 it Ls determne ether. the,ink jet printhe cartridge 25
BH 1 a1 ronoiesEheOR e BHE cath dgop s hgtetcin e bibar pichierlad 45 Mg o e
cartridge. Ot le0d b6tion bDS Secthcifiarg almbee. Botisl exadipahelRTAC fove 8MEr6 Ot her i nk
types. Depending upon the ink type, e.g., nono, color dye or col or pignent,
at steps1 530%;, S306 or S308 a specific 32 bit secret is selected,
iﬁsi gnated as gg/llg,%wegézip% mibber bPbi b tEHMeL6 i@lﬂélsirgt!f,’ tﬁ@xronﬁsrA%Z{oré(Ui&iﬂngB;- 30
so, at ste a 32-bit_ secref, rrespondi to ey , IS
sel ected. At TeRdfe Heh binary ogmbes; %g-s@tﬁée@)dilﬁaﬂﬁgéﬁw@@%@%@atﬁmwg secr et
Sb wi g h one giimbeds &6 @i}n%atﬁigﬁpxﬁﬁﬂﬁrthesﬁ’%rﬁ&n? of\the e ndhbdr geherated UBreRB aNet €1 S
stor e‘ 'n mggygh%?e Igaskllng pr(;cgr}s. %xl:orll 'nﬁgri,dm this example, the two addition bits (bit 5
15 and bit 150) can be used in conjunction with the 16 masked bits to form an 18-bit MAC.
The following is an exemplary pseudo code for implementing the method of Fig.

7, so as to convert the 160-bit digest to the 18-bit MAC.

20
For bits 0 through 15 <_)f MAC:
HD = HMAC Digest
Letj=0
Leti=0to 31
25 Ifbiti of Keyl=1
Bit j of MAC = the value of HD bit (5¥(bit i of Key1+1) - Keyl mod 4-1)
=i+l
End
For bits 16 and 17 of MAC:
30 Bit 16 of MAC =bit 150 of HD
Bit 17 of MAC = bit 5 off HD.

15



cartridge PH are retrieved. In this exanple, step 5314-1 retrieves the 5-bit
time paranmeter TO step 3314-2 retrieves the 3 -bit tinme paraneter Tl, step
S314-3 retrieves the 3-bit tinme paranmeter T2, step 3314-4 retrieves the ,
4-bit ID fromlocation 40-1, step 5 S314-5 retrieves the 4-bit I1D2 fromin
| ocation 40-2, step S314-6 retrieves the 32-bit pseudo-random | D (Keyl)
fromlocation 42-1, and step 314-7 retrieves the 18-bit Key2a (MAC ) from

| ocation 44-1. Atlnmg'mg @316, 12t Wil ﬁddhlidmosse(wcahon&rm step-ZS.‘Bldemrmme

concat enat ed et Gr S, [ d in rom rrermry 33 of
ink jet pri nt Etéﬁ”h gsﬁi‘gg% {’1 ?fvtﬁf"ﬁéﬁ% %é from
step 5316 wi ldkvieelZprillapans datﬁdatgthahﬁtﬂllwahie algorithmto generate a 160-bit

concat enated wi ¢ 1Y Stif%r%%é% B P oS B ertep SR B npu
concat enated w - i npu
to stel[o 5320thmmd ?dsoaf Figﬁrﬁlaﬁd Gabomamtedmuhﬁionm &@%MM&iHMfm?h
generate a seco - bi [ t S Qr e
process of Fi° Berntgntaﬁ?twgs{?z@ (5‘%(2% bétuv it ?gl %‘Lg{o %@H@glgmggrtrl dge
for the second, suelna\mbnetdf@ocmm%l muld@-lm I I be SHA (Sb**SI\/r*SHA( Keyl **1 D |
** | D2** Key2a** TO* ¥ *xT2** IVF*S S ¢ esent s
concat enation, " gé]ﬂ fhésﬁg%‘ mf]??s %‘8’?& Syd%r%%@g@ e i nput
to the SHA- 1m|egmm ¢ahrbetfarther fn]:&iﬁbd Mtlunpha spuﬁrmld%emﬁttﬁi@scﬁiﬂ&el’[‘hﬁ)
algorith S3 | t he 32- seudo ndom D (Keyl)
from 1 ocat® orfeRiesfon s e pepdel b Aokek Ay SR re otar PRI ¢
[esggch . Eo fllgfenﬁqnusﬁuguisgdaetaﬂ)pnﬁc@mgg)ﬁuﬁﬂee tﬂlfa)phgd;lgﬁutmﬁﬂde?gogﬁsér s(l\:/é&l C;t ep 8320
o] its f or m ste | is
Stored i n menRgEr die i pisken o EERlas sbho SR 3 e isPpdiphgid e | e
print head cartherardtyew]ﬁut thisﬂnmttbalpeﬁtaimmdmhmefalhwumﬁeﬁimﬂg oﬁlﬁﬁaplﬁemdedexarrpl e,

t he sane process descri bed above is used, wherein the EAS 60 residing in

ASI C 28 of |rrawPSnQ device 12 accesses a secret residing in secret storage
nodul e 58, and accesses nenory 33 of supply item 26
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to read the information pertaining to supply item 26, such as for exanple,
the pseudo 30 randomidentification nunber of |ocation 42-1; tinme values TO
TI and T2 of locations 42-2, 42-3 and 42-4, which EAS 60 can then use to
generate the MAC. Once the verifying MAC is generated, it can be conpared
to the res ' red in nmenory 33 to determne the authenticity of
the consuh 3ii§§%§§€hglse if the 13 verifying MAC equal s the respective
MAC stored in nmenory 33, then the consumable, e.g., supply item 26, has
been verified as being authentic. Fig. 7 shows an exenplary nethod of
generating the mask ntione bov t st of Fig. .5 and S322 of Fig.
e gerer al ™ PREOILT Rsadfe § FRSE (3 copihthe 1359 Shark it RUPSE FB4F ¢
nunber ofuRibbSof Hitsdo a s€déhl baRrPnkRbkr Rhiinglh 9&hd AUBEE of BiR, AiPREPAEMRIrNary
nunber havi ng a second nunber ‘of bits, e.g., an 18-bit MAC. As in the
exanpl e, of bliebsingrzreateothabistid sefondamntlier of biks, pemprisingrber i s greater than the

nunber of bit f. th econd binary numnber. . At.step S400,. a key, .such as
Koyl - i< det i eimihakenBEAaE s riomprou ooy saif hird ngBo oitigs BrbeHhigtEne
first numherai@ffird dusntRf of Bifs HithSh a QuB@RY, number to forma quotient,

preferably wthout a remalnder. For exanple, if the key has 32 bits, then
160 divi ded byivididgissidSirstAsingry @umbensinyo & platadily ofgpups ofbia, 8Ruhbdr ofwaiier
correspondi ng tq the pseudo- random supply itemID,  stored at |ocatiqgn 42-1
in rrermr)P‘B'?sl.ltY\%?tgﬁB’tHﬁ OiﬁwP%@éq to seémlrdtwhﬁapghlﬁ%ﬁsat%'@yﬂﬁ@ Oéaﬁaot be
predicte . I fi- .0.15 have si xteen "ones", wherein
t he si xt é%dﬁgéh‘géggr?a%ltbggao@éﬁggﬂtgﬁ%laggglltlésht‘f or the mask. At step $S402, the
first binary rufrbleting cactibiticfesidikey @ @heroipadfishid phiraty@ligouds obbitsof saidhe
nunber of the plurality of groups is equal to the nunber of bits of the key.
Each of fi#idirpryowsberas a number of bits equal to the quotient. In the
present exanpl t he. 160-. .bit di gest out i ivided |nt 2.09roups of 5
B to 20 A Seaseshgiom el 3 Hous hEbs drSelar Rl M Bed e hBRE of e
plural it fhaehg a&bﬁk‘@%nﬁ%&%? $itOhvinB e prédetdrmeddinarh siaRehnd FOr exanple, this
means that each bit of Key ] _

selecting at least one bit from each selected group of bits based on a mod function to

form at least a portion of said second binary number.

2. The method of claim 1, wherein said first binary number is a digest output of a
hashing function.

3. The method of claim 1, wherein said mod function is a mod4 function.

4. The method of claim 1, wherein said predetermined binary state is one of a binary one

and a binary zero.

5. The method of claim 1, further comprising concatenating at least one bit from said

first binary number with said portion of said second binary number.

6. The method of claim 1, wherein said second binary number is a message

authentication code.
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(32 bits) has a possibility of lining up with five bits of the 160-bit

di gest output. For exanple, bit zero of Keyl will line up with bits 0-4 of
the digest output, bit one of Keyl wll line up with bits 5-9 of the digest
output, bit two of Keyl will line up with bits 10- 25 14 of the digest, etc.

AL Step $406, 4 BendPtRAdeABhent Suh AR OB HERLU Al BBl Of the

first binhary Al a correspon havi
predet er gi:ned binary state. The predeterm ned binary state is one of a

bi nary one (1) and a binary zero 0). For example, if the predeterm ned

bi nary state Rssignieg quidentification sumbeicth saideopsymable;30 t he key, the
correspondi ng group of five bits fromthe first nunber is selected. Thus,
for exanpl e, pagessiigyh idpddntludink ayleaqiraidddsificaiort MahbdrNesig adrse 16 "ones”
in the 32- bit key, then at this stage there has been defined 16 groups of
bits for, ast one
bi t from a ?gct e%E E;Qﬂ%ﬂ@ bits ?gﬂgg%ggogﬁébﬁdggﬁﬁ&n%gﬁmgﬁ Slh(gtl onto
form at Ieast a ortl on 8 he second bi nary nunbe t@ For
exanpl e, a moddnPEIRES S RERISE POEe bR b o Ten it BE s o o
group, and a nod4 function woul d sel ect between four of the five bits of a
group. | maid ideptiGicatiom revmder &1 ganeraté an abenvicatifasvalumioe uscinasthentieMingi nce a
nod4 function is much nore efficient on a mcroprocessor. However, by using
nod4, i ngdiBicenexabR.e this will nean that there are 32 bits (out of the
160) that will not have the possibility of being chosen. Once the bit from
each group is chosen, then the bits are concatenated to form at |east a
porti on of the second bi nary nunber. In this exanple, the MAC now has 16 10

bits. er of bits gr ate n 16| |red t hen one or
nor e b| t§ W% alE‘ﬂné{Y}&‘ﬂ%%‘é rSté{gﬁrI{L%ist"shaS‘ gPS’G}“ncan be

sel ected fromthe fi rst bi nary nunber for concatenation with the portion of
t he second nunber generated directly through the masking process.
Accordingly, in this exanple, the two addition bits (bit 5

9. The method of claim 8, wherein said preliminary number is an output digest of

said hashing algorithm.

10.  The method of claim 7, said compressing step being performed using a masking

process.

11. A method of generating an authentication code for a consumable, comprising:
assigning an identification number to said consumable;
processing an input including at least said identification number, using a first
algorithm, to generate a preliminary number different from said identification number;
compressing said preliminary number using a compression algorithm that utilizes
said identification number to generate an authentication value for use in authenticating

said consumable, said compressing step converting said preliminary number having a first

18



15 and bit 150) can be used in conjunction with the 16 masked bits to form
an 18-bit MAC. The following is an exenplary pseudo code for inplenenting
the nethod of Fig. 7, so as to convert the 160-bit digest to the 18-bit
MAC. 20 For bits O through 15 of MACC. HD = HVAC Digest Letj=0 Let i = 0to

31 25 If bhit i of Keyl..=1 Bit |. of MAC = the value of Dit . (B*(bit i of
oyl +1 ) ifgbehoffhit t5 ¥hia sl Bhrcaipf hollk aipd £ Secby iimBer didud Bet"pr ' 181
MAC = bit 150 of HD Bit 17 of MAC = bit 5 off HD. 15 Inaging device 12 w ||
read mendEpberRidits beingpaeaterghanspidsacondipurabariofbitsivhet her there is at | east
one “one" bit set. If there is at |east one bit set, then inaging device 12
wll attenpt tdetexainirdat thirdhmnddeCotsitstia saidhdentificatiorencamire, in summary, the
mask met hod of the invention can be used in 5 the nethods of Figs. 5 and 6

to convert the;l§fsRAill pRURArydSRRE i a?ﬁﬁal%@groﬂﬁ@b%iisﬁ)ﬂ nib&t §PS S220
and S320 to the 18-bit 'value of the MAC (o be stored in nenory 33, such as

at one of .Locations 44-1 and A44-2. ile. this inyenti.o as. ,been descri bed
25 havi ngud PRRUERT et ol ik Ecthceauplloiid Bk plPECH B8 PT384r i t her o 11 ed
within the spirit and scope of this disclosure. This 10 application is

t her ef or édeinﬁgéatw@dlwewa@h obsid giappalavinest nusley of bits egnabtasaidbauotisnt; t he

invention using its general principles. Further, this application is
i ntended to cowee¢latncench bit of said identification number to one group of said plurality of

groups of bits of preliminary number;

selecting from said plurality of groups of bits of said preliminary number, each
group having a corresponding identification number bit having a predetermined binary
state; and

selecting at least one bit from each selected group of bits based on a mod function

to form at least a portion of said authentication value.

12.  The method of claim 11, wherein said preliminary number is an output digest of a

hashing function.
13. The method of claim 11, wherein said mod function is a mod4 function.

14.  The method of claim 11, wherein said predetermined binary state is one of a binary

one and a binary zero.
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departures fromthe present disclosure as conme wthin known or customary
practice in the art to which this invention pertains and which fall w thin
the limts of the appended <clains. 16 WHAT IS CLAIMED IS: 1. A nethod of
generating a nask for converting a first binary nunber having a first

Card 1o nunHemape PG oot U Ger o ERRR AR it op i T

conprisin deflnln a key haV|n% a third nunber of hits, said third nunber
of bits bgu frogn sid prg 1mleary.nﬁmbes b spid pertion afisaid aytheptigagiopyahisieaimyuot i ent ;
dividing said first binary nunber into a plurality of groups of bits, a
nunber ofaid authentpdativakodey of groups of bits being equal to said third number
of bits of said key, each of said groups having a nunber of bits equal to
said quotient; correlating each bit of said key to one group of said
plurality of groups of bits of said first binary nunber; selecting from

sai d pIur lity, of gr. its of flrst i.na nber ach group
havi ng a gorr@s%lgﬁg' ﬁég%c%‘}q?‘nﬁg\%‘ ZY aéHtgtsé‘B gys%‘fﬁjﬁ"g’rpyyg?r%te and
selecting at |east one bit from each selected group of bits based on a nod
f unct i on COMPTifiBg pmemarg Aaying aphirelityf gremosy h)cgté@eﬁgattsit%ry number. 2. The
nmet hod of claim 1, wherein said first binary nunber is a digest output of a
hashi ng funct laditst ndmbEhef bies lepdsaiting laaiidentificatvarmintbes assdciard withsid on is a
nod4 function. 4. The nethod of claim1, wherein said predeterm ned binary
state is.gh@nPbled binary one and a binary zero. 5. The nethod of claiml,
further corrprl si ng concatenating at |east one bit fromsaid first binary

ATAORCEIc RTINS AW TR S T T N
in part on said identification number using a first algorithm, said preliminary number
being different from said identification number; and
and a third number of bits representing an authentication code generated by
compressing said preliminary number using a compression algorithm that utilizes said
identification number, said third number of bits being less than said second number of

bits.
17.  The supply item of claim 16, wherein said first algorithm is a hashing algorithm.

18.  The supply item of claim 17, wherein said preliminary number is an output digest

of said hashing algorithm.

19.  The supply item of claim 16, wherein said supply item is an ink jet printhead

cartridge.
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aut hentication code. 17 7. A nethod of generating an authentication code for
a consunmabl e, conprising the steps of: assigning an identification nunber
to said consumabl e; processing an input including at |east said
identification nunber, using a first algorithm to generate a prelimnary

nunber different fromsai g identification nunmper; and .c SSi sai d

or el i nddy nafb Pl o clifee bbf3in drLOPPRTlem R <SR EiteRty
identification nunmber to generate an authentication value for use in
authenti@ﬁﬁﬂh@- said consunable. 8. The nethod of claim?7, wherein said
first algorithmis a hashing algorithm 9. The nethod of claim8, wherein
said prelimnary nunber is an output digest of said hashing algorithm 10.
The nethod of claim 7, said conpressing step being perforned using a masking

process. 511, A gRbRObRIncARNES A diSerARaii H§Rk, 6l heMefiR8ioh §Ystd CONSuUMabI e,

conprising: assigning an i1dentification nanber to said consunabl e;
processin n i pput i ncludin Ogl | east said identification nunber, using a
first alfgorgy OHerOBEﬁ}ger%{?}% “prelininary nunber different from said
identification nunber; conpressing said prelimnary nunber using a

conpr essi on aPEsessingman input inelufingat legstiag idensificptioncatmbsy apsignsdrio sgdgener at e
an aut hentication value for use in authenticating said consumable, said
conpr essisiygpls iteq, Gy £ st Afgosieking tp zehdrik adielininsiyarunitey different fiotsiaid 18
nunber of bits to said authentication value having a second nunber of bits,

said fir t'ﬂb'ﬁﬁn‘ﬁr bePidng being greater than said second nunber of bits;
determ n?&neé1 1a t hi rnﬁgﬁber of bits in said identification nunber; dividing

sai d prel i m nagy et h Gl Mt i) 2 S0RHRRS] aBbhdim Bal MRS ©
said identification number to generate an authentication value for use in authenticating
said supply item.

22.  The supply item of claim 21, wherein satd first algorithm is a hashing algorithm.

23.  The supply item of claim 22, wherein said preliminary number is an output digest

of said hashing algorithm.

24.  The supply item of claim 21, said compressing step being performed using a

masking process.

25. A supply item including an authentication system, said authentication system

configured to perform the steps of:
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said plurality of groups of bits being equal to said third nunber of bits of
said identification nunber, each of said groups having a nunber of bits
equal to said quotient; correlating each bit of said identification nunber
to one group of said plurality of groups of bits of prelimnary nunber;

sel ect i ng {1 om Ak PhiB e YRS, herbiftid nafhd SRES{T gy number

each group havin cor cati on nu havi ng a

pr edet er mi ned. bi na t at nd sel ecti ng | east e hit fromea
sel ect ed Samﬁu Be 588 & B bR 4o GHRErH G APrS BHIED U A ers Fom %l‘gor tion

of said aut h_entl cation value. 12. The nethod of claim 11, wherein said
prel i m nadeptificativernuntbean out put di gest of a hashing function. 13. The
met hod of claim 11, wherein said nod functi on is a nod4 function. 14. The

nmet hod of cl aicBinpressinb 4i@ iphelmahsryRiambet 84N HesnPricBasy algbdiheh fhat @Redf a
binary one and a binary zero. 1 15 The met hod of cIa| m 11, further

comr 1 1 00 i LSRR P LERANL AP herl £2%0n 06 %{nragmeﬁa&ﬂl rel i minary

nunber w Sald 1'on o ion va

aut henti catl on code 16. A supp |tem t hat cont ai ns a supply of i magl ng
subst anc 214 SHPRIY &epsayd F@l@ﬁﬁess%ﬁﬁp SPYSTtENE Rl nﬁaxanh@mabegﬂmﬂag atfipstof
menory |locations that store: a first nunber of bits representing an

i denti f i aambemofrhitshie said asithentidacidn walib hsdngla second nombeeof EHtsseedficst nunber  of
bits representing a prelimnary nunber generated based at least in part on

said i derﬁhhﬂabﬁ@ftﬂxerbeﬂié’”@?@efteﬂ%ﬁ&rﬂﬂi1&sécbﬁ@huxﬁb&fo'bitEFm said prelimnary nunber
being different fromsaid i dent| f| cati on nunber; and and a third nunber of

bits representl ng an au h nt i n code { ed corrpre55| ng said
prelimnary n g" B F8 3R S?PS@?‘%@% (Erh% "ilizes said

dividing said preliminary number into a plurality of groups of bits, a number of
said plurality of groups of bits being equal to said third number of bits of said
identification number, each of said groups having a number of bits equal to said quotient;

correlating each bit of said identification number to one group of said plurality of
groups of bits of preliminary number;

selecting from said plurality of groups of bits of said preliminary number, each
group having a corresponding identification number bit having a predetermined binary
state; and

selecting at least one bit from each selected group of bits based on a mod function

to form at least a portion of said authentication value.

26.  The supply item of claim 25, wherein said preliminary number is an output digest

of a hashing function.

27.  The supply item of claim 25, wherein said mod function is a mod4 function.
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identification nunber, said third nunber of bits being | ess than said second
nunber of bits. 17. The supply itemof claim 16, wherein said first
algorithmis a hashing algorithm 18. The supply itemof claim 17, wherein
said prelimnary nunber is an output digest of said hashing algorithm 19.

ot nt hoad®: cantp oty ol Sotaistes EhBsRiai BBG bk ibg ek, o

supply itemis an el ectrophotographic cartridge. 21. A supply item

i ncl udi nGINSFY ARG BIBAYZ8%9- syst em sai d aut hentication system configured
to performthe steps of: processing an input including at |east an
identification nunber assigned to said supply item using a first
algorithm to generate a prelimnary nunber different fromsaid

i dentifioati OmhBYHRAY ite@NH cWS?ﬁﬁfh@gccﬁ?rﬁiﬁt‘ﬁb Isf¥h ACYndAWIRERg M3ERO 2
conpression algorithmthat utilizes said identification nunber to generate

h ' ' I f. i h ' ' i d.supply, i 22. Th
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algorithm 23. The supply itemof claim?22, wherein said prelimnary nunber
i s an outiprmr anjaybenticatign exded hashing al gorithm 24. The supply item of claim
21, said conpressing step being perfornmed using a mnmasking process. 25. A
supply itemincluding an authentication system said authentication system
configured to performthe steps of: 21 processing an input including at

I east an ypdentyinkisGaiH ABmUERER 23S §i@ A@fediRafAi Ebde being stored in a memory of

said supply item.

31.  The supply item of claim 21, wherein said supply item is an ink jet printhead

cartridge.

32.  The supply item of claim 21, wherein said supply item is an electrophotographic

cartridge.

33. A method of generating an authentication code for a consumable, comprising the
steps of:

associating a first number with said consumable;

processing an input including at least said first number, using a first algorithm, to
generate a preliminary number different from said first number; and

compressing said preliminary number using a compression algorithm that utilizes
said first number to generate an authentication value for use in authenticating said

consumable.
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supply item using a first algorithm to generate a prelimnary nunber
different fromsaid identification nunber; conpressing said prelimnary
nunber using a conpression algorithmthat utilizes said identification
nunber to generate an authentication value for use in authenticating said
supply i hem i i - COF i L PR Y nbdpoer  havin
a PPrgt %§Unbg?bgP 8|HQQ%%hQ%%3ﬁgﬁ?ﬁ§ﬁ¥?%%??%ﬁé3§?ﬁBﬁﬁgggﬁgﬁa secggd nurrberg
of bits, said first nunber of bits being greater than said second nunber of
bits; determining a third nunber of bits in said identification nunber;
dividing said prelimnary nunber into a plurality of groups of bits, a
number of5. sailde pregras Gftoiﬂl@tf?’f"g nderein spid prelimipsy ngmbefuan outpybdigestief ed nunber
of bits of said identification nunber, each of said groups having a nunber
of bits aahidg fulctd@i.d quotient; correlating each bit of said identification
nunber to one group of said plurality of groups of bits of prelimnary
nunber; selecting fromsaid plurality of groups of bits of said prelimnary
nunber, each group having a corresponding identification nunber bit having
a predeterm ned binar tat.e; . and selegtin t least.one bit fram each

sel ect edgar oup* ‘S‘Fthﬁatﬁg" cYmes WW%‘& p?eg?py andmaging deyicp.gxligrei oy ¢ on
of said authentication value. 26. The supply itemof claim25, wherein said
prel i m narephadneberispssupplydeg puautbingiestion aotle Zorregtparisett wilb aiventyimrcodThe
supply itemof claim25, wherein said nod function is a nod4 function. 22
28. The sihppliyifith@mrifyinglcailémakheyihe aaihBntiation pokaat estsungbled nary state is
one of a binary one and a binary zero. 29. The supply item of claim 25,
further t stng 0 t it fromsaid
R e i L G O G s A

an aut henticati.on code . . .
using a fg'st algorithm to generate a preliminary number different from an

identification number; and
compressing said preliminary number using a compression algorithm that utilizes

said identification number to generate the verifying code.
37. The method of claim 36, wherein said first algorithm is a hashing algorithm.

38.  The method of claim 37, wherein said preliminary number is an output digest of

said hashing algorithm.

39.  The method of claim 36, said compressing step being performed using a masking

process.

40. A method for authenticating a consumable used by an imaging device, wherein the

method comprises supplying an authentication code for comparison with a verifying code,
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30. The supply itemof claim?29, said authentication code being stored in a
menory of said supply item 31. The supply itemof claim 21, wherein said
supply itemis an ink jet printhead cartridge. 32. The supply itemof claim
21, wherein said supply itemis an el ectrophotographic cartridge. 33. A

met hod of .genetating.an authentication.code for gnsumabl e, . conprising the
st eps of .W]%geé]&ﬁh V%ﬁ gngfqopg{na&]mg}; whte H%%‘PH Cgcg%tg‘ﬁﬁ%ﬁug}abgﬁlgcessi ng an
input including at least said first nunber, using a first algorithm to
gener at e aithspiaqated; and Wheigiblhe verifing wde i gensialed By 3 method sampasingand
conpressing said prelimnary nunber using a conpression algorithmthat
utilizes sai disinigrasfirstalgirithmtto ggaderete atpeclaninagt newber deffdarent fxomb e f or use in
aut henticating said consumable. 23 34. The nmethod of claim 33, wherein said

first nun@gfifcsti@ it i fication nunber. 35, The nethod of claim 33,
wherein said prelimnary nunber is an output digest of a hashing function.

36. A nethod for authent.,cat,i ng a corl)rs?unnbl e used bg a{] i.méargh]gg { evi ce,
wherein the fRFREASEE PR LA IR G Ve A GORBIETCRfiegH Fiorees
conparison with a verifying code, wherein if the verifying code nmatches the
aut hent i ¢adiidentidsaton menbesia genssate thesveaifiting pedes said gompieasinheeRi n t he
verifying code is generated by a nethod conprising: wusing a first algorithm

t 0 gener avavating lid prefiatiyarp noider lhividger B3t ndmbmodbits tadeid adthaaichwon nunber ;
and conpressing said prelimnary nunber using a conpression al gorithmthat

) s It e O L i i e, 7 The

second number of bits;

determining a third number of bits in said identification number;

dividing said preliminary number into a plurality of groups of bits, a number of
said plurality of groups of bits being equal to said third number of bits of said
identification number, each of said groups having a number of bits equal to said quotient;

correlating each bit of said identification number to one group of said plurality of
groups of bits of preliminary number;

selecting from said plurality of groups of bits of said preliminary number, each
group having a corresponding identification number bit having a predetermined binary
state; and

selecting at least one bit from each selected group of bits based on a mod function

to form at least a portion of said authentication value.

41.  The method of claim 40, wherein said preliminary number is an output digest of a

hashing function.

25



38. The nethod of claim 37, wherein said prelimnary nunber is an out put

di gest of said hashing algorithm 39. The nmethod of claim 36, said
conpressing step being perfornmed using a masking process. 40. A nethod for
aut henti cati ng a consunmabl e used by an inmagi ng device, wherein the nethod
conpri seg,sup i Nery | o6, . i i th a verifying
code, 2 2%e%¥%%@%@rﬁwg{flr§% e&%gt%ﬁégﬁ?%ﬁgﬁ?%%?ﬁo%ati on code the
consunabl e is authenticated; and wherein the verifying code is generated by
a nmethod conprising: using a first algorithmto generate a prelimnary
nunber different froman identification nunber; conpressing said

prelim nddy nUhbercthmsi efglaimethmwhersn sand pledeteimingd bimaty siate s oresof adanady

i dentification nunmber to generate the verifying code, said conpressing step
converti pge ad bkl defd.nary nunber having a first nunber of bits to said
aut hentication value having a second nunber of bits, said first nunber of
bits being greater than said second nunber of bits; determning a third
nunber of bits in said identification nunber; dividing said prelimnary
nunber into a_plurality. of. groups of bits, nunber of said plurality of
groups off4pi t sérr%ode%fdiqlmt@a Suther £PMPESIRG ISSIPG cppgalenigting af lgast one
identification nunber, each of said groups having a nunber of bits equal to
sai d quotbitdrim said predinzinanyguedehwithsaid fpogaincbfisdidrauifentedtionrvahgitb ot o one
group of said plurality of groups of bits of prelimnary nunber; selecting
from sai daiglaufidhiida¥iofco@d oups of bits of said prelimnary nunber, each
group having a corresponding identification nunber bit having a
predeterm ned binary state; and selecting at | east one bit from each

sel ected group of bits based on a nod function to format |east a portion

of said authenticatjon value. . . .
45. A veritying code for a consumable used by an imaging device and generated by a

method, comprising:

processing an input including at least an identification number associated with the
consumable, using a first algorithm to generate a preliminary number different from said
identification number; and

compressing said preliminary number using a compression algorithm that utilizes said

identification number to generate the verifying code.
46.  The method of claim 45, wherein said first algorithm is a hashing algorithm.

47.  The method of claim 46, wherein said preliminary number is an output digest of said

hashing algorithm.

48.  The method of claim 45, said compressing step being performed using a masking

process.
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41. The nethod of claim40, wherein said prelimnary nunber is an output
digest of a hashing function. 25 42. The nethod of claim40, wherein said
nod function is a nod4 function. 43. The nmethod of claim40, wherein said

pr edet er m ned binary state is one of a binary one and a binary zero. 44.
The net hod of cl ai rther co [ the step of. concatenat | at
oast ondd- bi ¥ erediode fhLd FmEple b LY A PRESEIBvish And arredneG T a

aut hentication value to form said authentication code. 45. A verifying code
for a comshwbkempdsdgby an imaging device and generated by a method,
conprising: processing an input including at least an identification nunber

associ ated w fp tbdem@ndg SOMPUNABIuGingUs 1aG o ilédiiFlcaRdORhbditkiRigaNeRiRiR a
prelimnary nunmber fferent fromsaid identification nunber; and

conpr ess

COTPY €SSk Bk LTI S A PO R SRS GRBRERTBR KRBT,
nmet hod of  cl aim 45, ere| n said first aI gorithmis a hashing algorithm 47.
The net hd4ENGHCROR BHMEST; wher ei n sai d prelimnary nunber is an output digest
of said hashing algorlthnt 48. The nethod of claim45, said conpressing
step bei ng percbmprasing saidgreinmasilyinumbepnooges sompBssion al,goxi&mi fhpt mgizende for a
consunmebl e used by an ineging device and generated by a nethod, conprising:

processi RgidaderitifRbior MEhBFHH ge@taté ﬁﬁsvren?ﬁn% gt tdid satlp@@slﬁglﬂbﬁr associ at ed

with the consuneble, using a first algori hmto generate prelimnary
nunber  di E)Il\?e r't]gt safl pre ushallrllegry num %Qrt }Ilafvﬁncgaat fidf! nuerer OF bits to said authentication

value having a second number of bits, said first number of bits being greater than said
second number of bits;

determining a third number of bits in said identification number;

dividing said preliminary number into a plurality of groups of bits, a number of
said plurality of groups of bits being equal to said third number of bits of said
identification number, each of said groups having a number of bits equal to said quotient;

correlating each bit of said identification number to one group of said plurality of
groups of bits of preliminary number;

selecting from said plurality of groups of bits of said preliminary number, each
group having a corresponding identification number bit having a predetermined binary
state; and

selecting at least one bit from each selected group of bits based on a mod function

to form at least a portion of said authentication value.

50.  The method of claim 49, wherein said preliminary number is an output digest of a

hashing function.
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conpressing said prelimnary nunber using a conpression algorithmthat

utilizes said identification nunber to generate the verifying code, said
conpressing step converting said prelimnary nunber having a first nunber
of bits to said authentication value having a second nunber of bits, said

fi i bei .th id . of bits;
et or miniohg. o PR dos sl Bble) 8RR nso RS F Bl S¥HioRoer o vi ai ng

said prelimnary nunber into a plurality of groups of bits, a number of

said plurality of groups of bits being equal to said third nunber of bits of
said identification nunber, each of said groups having a nunber of bits
equal to5%ai dTheatetlenttgf ctdmr48, atheregn sat prebeternoihed bindryi steais dneadzibdmarnunber
to one group of said plurality of groups of bits of prelimnary nunber;

sel ectingné 40 Bighd Rtdiral ity of groups of bits of said prelimnary nunber,
each group having a corresponding identification nunber bit having a
predeterm ned binary state; and selecting at |east one bit from each

sel ected group of bits based on a nod function to format |east a portion
of said authentication value, 50. The nethod of claim49, wherein said
prelin nafy ndhparthed ofslam 4 furtheyeampesingthe istepinf sgneatgratingaf leasyome The
met hod of claim49, wherein said nod function is a nod4 function. 52. The
met hod obitdtom said Prelinhirarginambar dith sad @betiom o egidlauttensicasivatvalueso form of a
binary one and a binary zero. 53. The nethod of claim49, further

conpri si RgdLhidest@BoRto&ONcat enating at | east one bit fromsaid prelimnary
nunber with said portion of said authentication value to form said

aut henti cati on code. 54. An authentication code for a consunmabl e used by an
i magi ng device, wherein the authentication code matches a verifying code

that is generated by a nethaod, conprising: ) i ) ,
4. An authentication code for a consumable used by an imaging device, wherein the

authentication code matches a verifying code that is generated by a method, comprising:
processing an input including at least an tdentification number associated with the
consumable, using a first algorithm to generate a preliminary number different from said
identification number; and
compressing said preliminary number using a compression algorithm that utilizes said

identification number to generate the verifying code.
55.  The method of claim 54, wherein said first algorithm is a hashing algorithm.

56.  The method of claim 55, wherein said preliminary number is an output digest of said

hashing algorithm.

57.  The method of claim 54, said compressing step being performed using a masking

process.
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processing an input including at |east an identification nunber associ ated
with the consumable, using a first algorithmto generate a prelimnary
nunber different fromsaid identification nunber; and conpressing said
prelimnary nunber using a conpression algorithmthat utilizes said
identifiggtion nu r. 1.0 gener the verifyving code. .55, The met hod of

ol 2 m 54 Funer §TEighRorr CREIBEE shimeBls i B8 iR e R PR e

met hod of c¢laim./55, wherein said prelimnary nunber is an output digest of
sai d hadRinayication pedeipatches a veridying codsdthais gengratrd Ry a susthpds 6pBPEYRE NG st ep
bei ng performed using a nmasking process. 28 58. An authentication code for
a consumabl e peedssing aninpoagichygingeatilest amtdengficutivhaumbet hsntinedtvwitntheode
mat ches a verifying code that is generated by a nethod, conprising:
processi ggnsathabRPUSing ACHCAIBErRM 108@krada Pﬁkﬁﬂ{ihé@fiﬁtﬂﬁéfl daR RS sagi at ed
with the consumable, using a first algorithmto generate a prelimnary
nunber diiéeﬁlgﬁgﬂtonfnr E:§,ai d identification nunber; conpressing said

prel i m nary nunber usirg a conpression algorithmthat utilizes said
identification nunber tQ generate the verifying cqde, said conpressing step
converting saCOMPEENg pAldhBTelmAnAY BHMARHHS g aaompwéﬁlom@%mahat@hwﬁ@d sai d
aut henti cation val ue having a second nunber of bits, said first nunber of
bi t s bei idgngfiesttoamuntien tcsgandrasetho verifyingoexde ofaidod dnsre detgestep cuinmertiag sdidr d
nunber of bits in said identification nunber; dividing said prelimnary

nunber i P&inﬁnﬂ%%ﬁﬁh’b&tﬁfavﬁ{g AHRHURIRE oPbilste sdd Ql!tmgﬁfcaﬁ(f)nﬁa?ﬁéilavmg‘drs@doin&y of
groups of bits being equal to said third nunber of bits of sai

groups of DIts"bel ng 0 sard . d |
R e g B S T

group of said plurality of groups of bits of prelimnary nunber; selecting
from sai d pl udgiermipinga girduyimbsy ohbifssin spidddangitisatean sHmbery nunber, each group

dividing said preliminary number into a plurality of groups of bits, a number of said
plurality of groups of bits being equal to said third number of bits of said identification
number, each of said groups having a number of bits equal to said quotient;

correlating each bit of said identification number to one group of said plurality of
groups of bits of preliminary number;

selecting from said plurality of groups of bits of said preliminary number, each group
having a corresponding identification number bit having a predetermined binary state; and

selecting at least one bit from each selected group of bits based on a mod function to

form at least a portion of said authentication value.

59.  The method of claim 58, wherein said preliminary number is an output digest of a

hashing function.

60.  The method of claim 58, wherein said mod function is a mod4 function.
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havi ng a corresponding identification nunber bit having a predeterm ned
binary state; and selecting at |east one bit fromeach sel ected group of
bits based on a nod function to format |east a portion of said

aut henti cati on value. 59. The nethod of claimb58, wherein said prelimnary
nunber igyan i . I fanct . . t .0f claim
6. wher St saneriaied s, felE el gl S R ARl Oy
claim58, wherejn said predeterm ned binary state is one of a binary one
and a bi ARY PLEPHAIYFSO-The net hod of claim58, further conprising the step
of concatenating at |east one bit fromsaid prelimnary nunber with said
portion of said authentication value to formsaid authentication code. 63.
A consumabl e used by an imagi ng device, wherein nenory is associated with

the congpnabirge mcfOdBFORN SSORPESIONrisiHE thelash bf doneittRningunRes oasbwci at ed
wi th the consunmabl e; and an aut hentication code matching a verifying code

generate ; I.SLAG . | i o | .|, east
3a1'd | dotion s BrOARe S 3RS oM saiPEREET O Blg B Righ 3L Pk i
prelimnary nunher djfferent fromsaid identification nunber; and

conpr essPHYCRERHORES i nary nunber using a conpression al gorithm t hat
utilizes said identification nunber to generate said verifying code. 64.
The net hod of claim63, wherein said first algorithmis a hashing al gorithm
65. The nethod of claim64, wherein said prelimnary nunber is an out put

di gest 0k3. saixdcdiashihbg vdbdBy hh NihgiRS devibe WIRKAR thedbord iRhd¥b&ded §waihoAkhe

conpressing step being perforned using a masking process. 30 67. .
CO“S””ab'cgnsﬂi%%gle%e%?erh&‘iz%&%rigﬁg;' ce, wherein nenory is associated with the

an identification number associated with the consumable; and

an authentication code matching a verifying code generated by a method comprising:

processing an input including at least said identification number, using a first
algorithm to generate a preliminary number different from said identification number; and

compressing said preliminary number using a compression algorithm that utilizes said

identification number to generate said verifying code.
64.  The method of claim 63, wherein said first algorithm is a hashing algorithm.

65.  The method of claim 64, wherein said preliminary number is an output digest of

said hashing algorithm.

66.  The method of claim 63, said compressing step being performed using a masking

process.
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consumabl e, the nmenory conprising: an identification nunber associated with
t he consumabl e; and an authentication code matching a verifying code
generated by a nmethod conprising: processing an input including at |east
said identification nunber, using a first algorithmto generate a

prel im ngpy n%"%/b%:s]ﬁrﬂn%ﬁlg %E@d"ﬁry I : §§%‘ &Vi&g%ﬁérF%l%él%lﬁl&ig%&B&E‘éed VifRE essi ng

said prelimnar er using a ression algori at utilizes said

identification nupgber to generate said verifying code, said conpressing step
converti ﬁ@“%aagpﬁglmW?ﬁ%?Wﬂﬁﬁgi having a first number of bits to said

aut hentication value having a second nunber of bits, said first nunber of
bits bei ng gr eaidentifipatipngnimpber sssoeiagd vithibe corfsummabls; artbt er mi ning a third
nunber of bits in said identification nunber; dividing said prelimnary

nunmber into aaphuthahtidaio Eodd @uERIngfa v!a'ﬁgsng @dyehantedlby agaétHod! ural ity of
groups of bits being equal to said third nunber of bits of said

identifi ggﬁlhﬁﬁn%lunber, each of said groups having a nunber of bits equal to
said quotieht; Torrelating each bit of said identification nunber to one

group of said plurality of . grups of bits of prelimnary nunber; selecting
fromsaid pl uP%lcFﬂn%‘?‘y ‘QPBUBgungBF E@StéFldﬂ‘?‘Hlngté‘Pr} ’Fr‘f’ﬂ'%\‘?ryusr%gFS,t each
group having a corresponding identification nunber bit having a

pr edet er algosithnbtongangratess prebimisary ngmbendiffagnbfromeaisttidentdichiion iurobereach

sel ected group of bits based on a nod function to format |east a portion

of said aut hegbmprREiifg sildbptimiddry@@mbIhesines badpelsisd Axsi®m hwhallgks sai d

prelimnary nunber is an output digest of a hashing function. 69. The

thod of, gl ai w67 Lh, sal QN jon. 70. Th
rot hod of S Edion EHE: b Sdiehn Ry LHShERNAL ReR OIS0 o7 2

bi nar . . - . . . L
Y converting said preliminary number having a first number of bits to said authentication

value having a second number of bits, said first number of bits being greater than said
second number of bits;

determining a third number of bits in said identification number;

dividing said preliminary number into a plurality of groups of bits, a number of
said plurality of groups of bits being equal to said third number of bits of said
identification number, each of said groups having a number of bits equal to said quotient;

correlating each bit of said identification number to one group of said plurality of
groups of bits of preliminary number;

selecting from said plurality of groups of bits of said preliminary number, each
group having a corresponding identification number bit having a predetermined binary
state; and

selecting at least one bit from each selected group of bits based on a mod function

to form at least a portion of said authentication value.
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one and a binary zero. 71. The nethod of claim67, further conprising the
step of concatenating at | east one bit fromsaid prelimnary nunber with
said portion of said authentication value to form said authentication code.
72. A data structure associated with a consumabl e used by an i nmagi ng device,
the datagqestr I: AR kdentifi. ' [ I ith the
consumab Iég'; an ¢ g{rf %ﬁf@é&é@?’ﬁ i\@ﬁretl:no%é& h%bgﬁiﬁﬁg H%Iﬂgégr)l?? 13} ?ﬁ gg%lgées(? gg%mer at ed
by a nethod copprising: processing an input including at |east said

i denti fi @aY tH#¥er, using a first algorithmto generate a prelimnary
nunber different fromsaid identification nunber; and conpressing said
prelimnary nunber using a conpression algorithmthat utilizes said
identification nunber to generate said verifying code. 73. The nethod of

cl ai m 72 gowhemak mesiddcbficldift 6 R hdereird &1 nsd FustdishiNdnddd @indidm 32 74. The
met hod of claim 73, wherein said prelimnary nunber is an output digest of
said hashing algorithm 75. The nethod of claim 72, said conpressing step
bei ng perfornmed using a masking process. 76. A data structure associ ated

with a consumabl e used b¥ an i magi ng device, the data structure conprises:

an i dent i’Pi catlihg methadrdiclaimtys vherein siid predeferngiged bipam state jgpnegf a binary

aut hentication code matching a verifying code generated by a nethod

conpri si nge appd dbimssiaegp.an i nput including at |least said identification
nunber, using a first algorithmto generate a prelimnary nunber different
fromsaid identification nunber; conpressing said prelimnary nunber using
a conpression algorithmthat utilizes said identification nunber to generate

said ver I7fly ' Nepe (I)nqe?hods S¥ c(ijail%o A itther Q&nﬁrtisefgg the step of concatenating at least one

bit from said preliminary number with said portion of said authentication value to form

said authentication code.

72. A data structure associated with a consumable used by an imaging device, the data
structure comprises:
an identification number associated with the consumable; and
an authentication code matching a verifying code generated by a method comprising:
processing an input including at least said identification number, using a first
algorithm to generate a preliminary number different from said identification number; and
compressing said preliminary number using a compression algorithm that utilizes said

identification number to generate said verifying code.

73.  The method of claim 72, wherein said first algorithm is a hashing algorithm.
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converting said prelimnary nunber having a first nunber of bits to said
aut hentication value having a second nunber of bits, said first nunber of
bits being greater than said second nunber of bits; determining a third
nunber of bits in said identification nunber; dividing said prelimnary

nunber int,o0 a Rl urali f. oups of bits, a nunber of sai | urglity of
oroups of i ¢ s HfelhsddheBimt s PR soilirSmball Mibes r Qv d e ki

i dentification nunber, each of said groups having a nunber of bits equal to
sai d quothaghieg algesithel.ati ng each bit of said identification number to one
group of said plurality of groups of bits of prelimnary nunber; 33
selecting fromsaid plurality of groups of bits of said prelimnary nunber,
each group having a corresponding identification nunber bit having a

predet er msned 1eNAdiod 8 8lafin 72Nehi¢ %rgﬁxlﬁehﬁxg% &kp 'b@f;?a%t%e%ﬁnéﬁ bisihg QMARMS

sel ected group of bits based on a no I on ormat least a portion

of said authentication value. 77. The nethod of claim 76, wherein said
prelim né)rr?)ceﬁ%nber is an output digest of a hashing function. 78. The

met hod of claim 76, wherein said nod function is a nod4 function. 79. The
met hod of claim 76, wherein said predetermned binary state is one of a
binary one and a binary zero. 80. The nethod of claim 76, further

conpri si ig. t hes daeptroftueaisadigedivitig @hsiredtdd uedady 4 imdeimgndesiedthpretai m nary
nunber with said portion of said authentication value to form said

aut hent i GRLLAR GRffisesS?

an identification number associated with the consumable; and

an authentication code matching a verifying code generated by a method
comprising:

processing an input including at least said identification number, using a first
algorithm to generate a preliminary number different from said identification number;

compressing said preliminary number using a compression algorithm that utilizes
said identification number to generate said verifying code, said compressing step
converting said preliminary number having a first number of bits to said authentication
value having a second number of bits, said first number of bits being greater than said
second number of bits;

determining a third number of bits in said identification number;

dividing said preliminary number into a plurality of groups of bits, a number of
said plurality of groups of bits being equal to said third number of bits of said
identification number, each of said groups having a number of bits equal to said quotient;

correlating each bit of said identification number to one group of said plurality of

groups of bits of preliminary number;
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selecting from said plurality of groups of bits of said preliminary number, each
group having a corresponding identification number bit having a predetermined binary
state; and

selecting at least one bit from each selected group of bits based on a mod function

to form at least a portion of said authentication value.

77.  The method of claim 76, wherein said preliminary number is an output digest of a

hashing function.

78. The method of claim 76, wherein said mod function is a mod4 function.

79.  The method of claim 76, wherein said predetermined binary state is one of a binary

one and a binary zero.

80.  The method of claim 76, further comprising the step of concatenating at least one

bit from said preliminary number with said portion of said authentication value to form

said authentication code.
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