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TITLE

METHOD AND APPARATUS FOR SECURELY TRANSMITTING AND
AUTHENTICATING BIOMETRIC DATA OVER A NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates to transmission of unprocessed biometric data from a
camera or other sensor to a server at a remote location over a network in a secure

manner.

2. Background of the Invention

Many sitﬁations occur in whicﬁ it is ﬁecegeary to identify a person seeking to .
enter a secured location, use a cemi)uter system o:r perform a ﬁnancial or other.
transaction to assure that the person is authonzed to perform the task There are several -

" methods known as bxometncs for recognizing or identifying an individual. These

methods include analyzing a signature, _obtam_mg and analyzing an image of a
fingerprint and imaging and analyzing the retinal vascular patterns of a human eye.
Recently the art has used the iris of the eye which contains a highly detailed pattern that
is unique for each individual and stable over many years as a non-contact, non-
obtrusive biometric. 'fhis technique is described in United States Patent No. 4,641,349
to Flom et al. and United States Patent No. 5,291,560 to Daugman. Biometric
ideﬁﬁﬁcaﬁon systems take an image of the person being identified at the time he seeks

to perform the task. This image is then processed to extract certain features. The result
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of this processing is an iris cddé in the gaée of Patef_lt No. 5,291,560 or in more general
terms, a biometric té_iﬁplate. Th1s ﬁwly céx;;putéd biometric template is then
compared w1th a previously filed biometric template to make the identification and then
authorize or refuse the person to perform the task

Verification of an individual’s identity or identification of an indiyidual via
éutomated biqmetric devinlzes such as iris systems and sé_fne ﬁngerprint syétems rely on
digital imagiﬁg techﬁologies. The raw bio:petric dafa of the indi_vidual’s presumably -
unique features is <.>btain.ed. by é systein consisting of optics, camera, and ele;tronics

which capture and digitize the scene presented to the camera. The digital répresentation

" of the image (i.¢. the raw or unprocessed image data) is then processed by an algorithm

which converts the image data into a particular representation, called a biometric

" template. The biometric template is suitable for matéhin_g against a previously stored

template to verify the individual% idéntity or against multiple templates to identify an

‘individual. This method is illustrated in the flow chart shown in Figure 1. Frequently,

the conversion to the biometric template and subsequent matching is performed bya -
computer that is situated at a location remote from the camera or sensor which collects-
the biometric data. This remote conversion and matching is done so that the integrity -

of the Biometric templaté computation algorithm is maintained by not distributing it to"

‘non-secure locations such as in a user’s home computer. Thus, the digitized

unprotected biometric data must then be transmitted from the caiera to the remote

computer. Such transmission may occur over a direct and dedicated transmission line,

over a public carrier such as a telephone system or even over the Internet,
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Any biometric system can be defrauded if an attacker could substitute the raw
image data prior to the conversion to a biomqtric template and subsequent matching.
That is to say, if Mallory wished to impersonate Bob, he would first capture Bob’s raw
image data and store it; then he could attack the target system by artificially “injecting”
the fraudulent image data at the correct time and place so that the template conversion
and match would unwittingly conclude that it was Bob appearing in front of the camera.
The potential for such an attack increases when the image acquisition process may be
separated from the template conversion and match process, such as in a case \;vhere a
remote terminal equipped with the imaging system (a client) sends images across an
internal network, or the Internet, to a central server which performs the conversion aﬁd
match. Image tampering can occur at any point from the camera tb a “secured” server
system. The server system itself may also be attacked, but the probability of a
successful attack against this system is ::xi:remely small without “inside” information
and access.

There are several key places where an attacker could perform this image
substitution, An attacker could replace the camera with a system that mimics the
camera functionality thereby providing a previously stored image to the rest of the
system. An attacker could gain access to the inside of the client system’s host and
replace the contents of the memory or frame store containing the “real” image data with

- the memory representation of a previously stored image. Finally, the attacker could
gain access somewhere along the communications path between the client system and

the server system and replace the image while in transit. Thus, there is a need for a
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| method and device which can transmit biﬁ'métrié data while preventing image
substifutio,n-or tampering. |
'We recognize that attacks could be made using an aftiﬁcial or contrived scene.
For e‘xathple, an attacker could present a counterfeit eye to an otherwise unmolested
- system. - These.are c_omple_tely different types of attacks. The techholog'y to counter
such threats exists and attac;lis of this type are not relevant Ito the present discﬁssion’.
| -Ra;her the present invention is aimed at maintaining the integrity of an iiné.ge
) containing biomé_tric Idata and preventing image tamiaering or substitution. - :
There have been deQeloped a number of techniques fqr detecting image or data
. tampering and unauthorized cbpying; Much of this effort has been directed to
preventing and detecting copyright infringement and counterfeiting. The most widely
used techniques apply a watermark on the image or embed code signals. United States
- Pa;eﬁt Nos. 5,768,426; 5,809,139 and 5,822,432 disclose methods for marking digital .
video signals by adding bifs of information to the signal or image ﬁle ina -
predetermined way so that the data appears as noise to the ordinary obsérver but can be
detected as a watermark or code by the owner of the signal or image file. United States
- Patent No. 5,613,004 discloses a steganographic method and device that enébdés a |
.digitized data stream with special keys. The pate'i_)t also téaches that codes or other
information can be prepended or appendeci to the data stream. Another known
technique for watermarking images is to change the brightness of seieéted pike!s ina
predetermined pattern. This method is disclosed in United States Patent No. 5;825,892.
However, none of these references are con(:eméd with assuring that biomett‘ié data has

not been compromised to prevent unauthorized access to a secure system or location.
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It is imperative that raw biometric image data be secured in such a manner that

- undetectable substitution or tampering of the image data prior to the biometric template

_conversion is extremely difficult to perform. In addition, it may be desirable to encode
image data suéh that images have a ﬁnite lifetime. Then an encoded image cannot be
used to identify a user more than once (or n times), and/or images remain valid only for
some predetermined time period after which they will not be processed by the biometric
algorithm since they have been deemed invalid by the authentication system or server.
Furthermore, it may be desirable that the biometric authentication server be ﬁrovided
with a unique ID of the imaging system providing the image data to it. With these
features, an authentication server has the ability to determine that it is indeed Bob in
front of camera ID#xyz for transaction ID#pdq, that capture occurred within time
interval t2-t1, and that the image could not have been altered nor been re-used from
some other transaction.

For example, in an electronic commerce application, for each transaction there
would be exactly one image associated with that transaction. Also, should the client
fail to provide the server with the image within some time window, the transaction
would not be authorized. This provides additional levels of protection by preventing
later substitution of previously valid images and forcing an attacker to develop methods
that work within the time-out period, which adds considerable difficulty to the
attacker’s task.

In order to provide adequate security, there must be a “secret” shared only by
the sender (the camera) and the recipient (the system performing the authentication of

the image.) This secret must remain secure, or else the security of the entire system
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may be compromised. 'I‘he “secret” shared between the camera énd the authentication
server is in the form of a digital “key” or, in some cases, a pair of keys.. Th_e 'camer'g’s
tamper-resistant/responsive packﬁging protects the secret key embedded iﬁside. ‘The |

~ server’s key is protected iyy security measures such as electronic firewalls, physical -
access control, aﬁd other known methods of providing high levels of security to’
sensitive data. o

In recent yeats there has been an -increése in the use of personal computers both

in the office and ét home. Initially these computers were used almost exclus;ively fcf :
word processing and database applicatioxié._ Today personal computers are being used
for a variety of communications acfivities ranging from electronic mail and file transfer
to electronic banking and online commerce. Thus, there is a need for a system that can
be connected to a desktop computer which can ensure the secure transmission and
reception of biometric data over an unsecured network thereby enabling a user to have,
his identity verified at a remote location so that such user can be authorized to make

the financial transfer or transaction that he has requested.

SUMMARY OF THE INVENTION
We providel a system and methodology which can provide secure transmission
and subsequent authentication of biometﬁc data for use in a client-server scheme in
which the biometric data is transferred from one computer over an unsecured network
to anotfxe; computer for identification or verification of a user. We prefer to providg'a
camera which functions as a sensor to collect the biometric data. That data is digitized

. into a biometric data file. A code is applied to that file. Then the file with code is
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output to a network for transfer to an authentication server system. The authentication
server system validates the data by recomputing the code from its knowledge of the
input data needed to generate that code. If the data is authenticated, the server distills
the biometric data file into a biometric template for use in verifying the identity of the
user.

We further prefer to provide a token generator in the authentication server
which sends a token to the camera or other sensor. That token is applied to the digital
file before it is transferred to the authentication server. The token defines a unique
transaction and couples the biometric data to the transaction thus preventing use of the
biometric data at a later time or putting a time limit as to when the data becomes
invalid.

The code which is applied to the image for transfer is computed as a function of
the image, the token and a secret key associated with the camera. The secret key
assures that an attacker with knowledge of the image, token and code generation
algorithm cannot create a valid code for a substituted or tampered image. The secret
key may be a serial number or other identification number that is unique to the camera
or sensor that collects the biometric data. If such a code is used we can provide a
separate camera certification aufhority which contains a listing of authorized cameras.
The authentication server would consult the camera certification authority each time a
new image is received so that it has knowledge of the secret key corresponding to the
sending camera. The camera certification authority may be a single database residing

within the authentication server or it may reside in a separate computer. A separate
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certification auth_o‘rity is useful when there are two or more authentication servers
cbnnected to the network.

Other objects a;l_d advantages of the in_ve'ﬁtion will become apparent from a

* description of certain pre_sént preferred embodiments shown in the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure l isa flow chart showing the basic steps in performing biometric
identification as has be;n done in the prior art. |
| Figure 2 is a block diagram.of a biometric identification system which transfer
. bioinetrié_ data over a network and contains our security system.
Figure 3 is a functional block diagram of a present preferred imaging system
which is used in the identification system shown in Figuré 2.
- Figures 4 and 5 are .diagra_ms illustrating ﬁe watermarking process.
Figure 6 isa diagram of an emi)oditﬂent' of the client server network in
accordance with the present invention.
Figure 7 is a diagram illustrating one operational transaction. conducted using
our method. -
. Figure 8 is a diagram illustrating a second example operational transaction

conducted using our method. |

DESCRIPTION OF THE PREFERRED EMBODIMENTS

A present preferred embodiment of our system is emplbyéd in a client server

system like that illustrated in a Figure 2. The client system 1 consists of a personal
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computer 2 which is labeled as a Host Computer in the diagram. The host computer 2
can be any commercially available personal computer or business computer, or
embedded _processﬁr which has sufﬁcient.memory to hold the biometric image file and
a modem or nefwork communications hardware and software to allow the biometric
image file to be transferred to the aut_hentication server. There is a separate imaging
system 4 which is connected to the host computer. The imaging system contains a
camera 6 with associated optics or other sensor for collecting the biometric data from
the user. Typically, the biometric data will be an analog representation of an image
which is then digitized and stored for later transfer. We prefer to provide a digitizer and
~ memory or frame store which digitizes the image and then stores it in the imaging

system 4 for later processing and transfer. To secure the raw image data, additional
electronic hardware and software are included in either the digital camera package or

- the imaging system. These additional components embed information into the image
data before it leaves the camera or imaging system in such a manner that the image data
can be subsequently authenticated and validated as uncorrupted by some other external
data processing element downstream of the camera, such as the biometric
authentication server 10. A digital representation of the image which has been
appropriately coded for security is output from the imaging system to the host computer
2 for transfer across a network 9 to tﬁe authentication server 10. Before entering the
authentication server the data should pass through a firewall 11. The firewall would be
used if the network is the Internet or another public carrier. A firewall may not be |
needed if the client system is connected to the authentication server over a private

transmission line.
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The entixj'e,fpackage wh_icix contains- the imaging Syétexﬁ 4, must be tamper-
reéistant sb that it is extreniely difficult to access the internal elements of the package
without detection or actual destrﬁction of the device. It is essential to ensure that the

_integrity of ﬂw acquired iinages and Qodes to be transmitted over the nétwork have not
been compromised. This is gspecially important in applications where laf_ge vaiue
transactions mighf occur, -Thus, in our prefenéd embodimeﬁt, the _imagigg system 4,
will be encl§sed in a tamper resistant package 50 which will be used to detect
unwelcome intfﬁsion and render the system useless. The tamper resistant péckage can

_ bé passive in thaf any opeﬁing to the device will cause its ultimate destruction.
Altématively, the packaging could utilize "at.-'least one chassis intrusion detector or

~ switch 51 shown in Figure 3. Switch 51 will signal the control logic 44 (which could
be implemented by a microcontroller) to return to a non-functioning state similar to that -
found duging assembly. This non-functiphing state will essentially delete key software
routines related to generating biometric data. It méy also delete special battery backed
up ram tables which include security or encryption information. Thus, if an intruder
does gain access to the system he cannot inject video nor obtain codes, or even operate
the system software or firmware thereby making his attack use.less.' Therefore, a
substitution or tampering of image data after output from the .secured camera will be
detec_table via downstream data processing, and substitution or tampering of image data
-prior to application of security information would be extraordinarily. difficult or

impossible.

10



WO 00/42577 PCT/USD0/01099

The security function will be in effect only after system software is loaded and
enabled. The security function will remain in effect until intrusion is detected or the
system software is reloaded using a special p;'otocol.

A present preferred configuration of our imaging system 4 is shown in Figure 3
wherein data paths are shown in solid lines and control signal paths are indicated by
dotted lines. Optics 41 direct light from a scene to an imager which may be a CCD
camera, a CMOS device or .other two dimensional imager which creates a digital image.
Consequently, we identify this compbnent.42_ as Imager & Digitizer. The digital image

is sent to a multiplexer 45 and/or a frame store memory 43. Control logic unit 44

determines where the image is sent. The image in the frame store 43 is sent through a

cropper 46 and compressor 47 to create a cropped and compressed image that is sent to
a code generator 48 which generates a code that is applied to the image. Cropping and
compressing may be optional for certain applications but have the advantage that they
* can reduce the amount of data that needs to be transmitted across the network, thereby
speeding transmission. A cryptographic technique is employed inside the code
generator to create a digital signature for each frame of image data acquired by the
camera and optics. This cryptographic process is implemented by the processing
elements mentioned previously. The digital signature preferably is a secure hash
function which takes the following as inputs: each byte of image data in the frame; a
“secret key” which is stored and remains hidden inside the camera; and optionally a
digital “token” entered into the camera electronics by the host. Alternatively, the token
could have come from the authentication server. The “hidden” or “secret” key is

required since an attacker, with an image plus a token plus knowledge of the digital

11
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. signature algorithm-could, without this secret key, mimic the authentication

functionality of th;e camera.

| Thé camera “key” can be a small block of data contained inside the_ camerathat =
is used in the digital signature algoﬁfhm.' Optionally, the key could be a uniquc
identifier for the camera. Depending on the type of scheme used, the camera “key” may -
simply be an arbitrary v'aiué assigned to every camera, an identifier for a batch:of

cameras, a unique camera identifier, a nnic;ue"key fora symmetric signing algorithm, or

a one half of a key-pair for an asymmetric signing algorithm. The authentication server ~~

10 must have a priori knowledge of the secret key (or in the case of an asymmetric
algorithm it must have kno_wlédge‘bf thie complementary public key.) Thus, for a given

camera, this key does not change between transactions however, different cameras may

have different keys. Itis also possible to have a scheme where the camera keys can ™

change such as ona monthly or other basis. In this case, the authentication server or
some other authority could send an new encrypted key to the client which is encrypted

using the key currently in the camera. The client sends this encrypted key to the

. imaging system 4 which receives the new data over the Communications Interface 49.

This data is then sent to the Code Generator 48 which decrypts the new key using its
current key and stores the new key for later use. | |

_The “foken” is a block bf data generated for e_éu':h and evefy transacﬁon; each
token is unique and is never ré-used. Tokens can thus be used to identify any particular
transaction. Any function which can be guaranfegd to produce a unique output may be
used to generate tokens. The use of a token provides an added level of éécurity by

coupling image data to a specific transaction.

12
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The digital signature previously mention can be implemented as a hésh
function. The output of the hash function is a smaller block of data than its input
elements. Animportant characteristic of a l.1ash function is that given the same inputs,

. reapplication of the hash function will compute the same output. Additionally good
security hash functions have the characteristic that any change in the input elements
will result in a major change of the output data block. In particular, if the hash function
is computed over the image data, any change in the image data will result in a different
hash function output. The digital signature of the data can be sent to anothef system
(i.e. the authentication server) along with the original data; and the receiving system
can, with the same or complementary token, compute a signature of the original data
and check it against the signature sent with the data. If the signatures match, the data
can be assumed to'not have been altered thh an extremely high confidence level. Thus,
if a function DS(x, vy, z), where x is the image data, y is a token, and z is the secret key,
produces an output Q, then given x, and Q via some data exchange means and with
knowledge of both original values y, z, as well as the hashing function DS(),a recipient
can compute Q’ =DS(x, y, z). If Q=Q’ thenx, y, and z have not been altered,
otherwise one or more of the data items have changed. In practice, the hash function
would be computed over the combination of the image data, the optional token and the
secret key. For added security the DS function can operate as an asymmetric algorithm,
in which case one or more of the functional parameters may be different (but
gomplementary) on the sender’s and recipient’s sides.

There are a number of ways the digital signature computed by the camera can be

sent back to the authenticating system. The most straightforward method is to append

13
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(or_prepend) the signature to the data and send the complete package back to the
authentilcating sfste_nd. Another technique would bé to use a digital watermarking
technique to embed the signature in'fonnati(;n directly into the'c.n'i'ginal: _imaée data. This
can be performed in a manner such that the .embedded signéture disappears in the
imége, énd caﬁnpt be distinguished from random noise. The receiving system can
determine the decoding sequence of the émbeddéd si‘griature to separate it from the
image and then c'aﬁ perform the authentication a's. mentioned previously. Figures 4 énd '
5 illustrate the wafermarking Itechnique. Each imége' 20 is comprised of a seﬁes of
.. raster lines. Each raster line is further divided into a ele'ments.calle'd pixels. Each pixel
is-represented by some number of bits. Thus, the lines each contain a series of pixels m
bits deep. A antennark is applied by changing some of those bits typically one.or more
of the least significant bits. As indicated in Figure 4 the digifized image is pa#sed
through # wafermark generator 28. This device could be considered to .bé the code
generator 48 shown in Figure 3. The watermark generator creates n bits of waiermark
data 26 which are applied to the image according to a predetermined plan. This plan is -
-~ illustrated in Figure 5 wherein one bit 27 from the watermark replapes one bit 25 from
. selected sets of original image bits 24. Note that if a watermarking technique isusedto
authenticate the image, any image process_ing-which alters the déta after watennarking e
| | (such as lossy compression)_will not allow for 'cértairity in the authentication process,
. which may be undesirable for high security apblications.
If a token scheme _is used, the token is generated by the server 10 and
communicated to the client system 1 just prior to image captﬁre. The token is

communicated to the camera 6 where it is included in the image authentication

14
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algorithm in such a manner that the token or a complementary token held only by the
server, in addition to the secret key, is fequired to properly authenticate the image.
Thus, in order for an image to be recognized- by the server as valid, the image cannot

~ have been altered in any manner after being output from the camera, and the image
must include within the digital signature, the token valid for the transaction.

Because the token is generated by the server and known by the server, and since
each transaction has a unique token associated with it and embedded in the image
lsignature, images are guaranteed to be valid only for one transaction and cannot be
reused. Also, since the serQer generates a token and in effect initiates image capture,
the server can set a clock which causes tokens to expire after some period of time. In
fact, a clock expiration scheme does not need tokens to work; as long as the transaction
can be timed and there is a finite window of opportunity for the client tb send an image
back to the server, some protection is offered. The token merely makes data
substitution more difficult, since it is easier to track images and transactions. Since the
server is the only computer system generating the tokens, initiating the command to

~ capture, and maintaining the time-out clock, there is no need for clock synchronization
between the client and server systems. However, a time stamp may be included in the
algorithm for generating the token, or the token itself may be some representation of

| time. Regardless of the algorithm, the uniqueness of each token must be maintained or
security could be compromised in some circumstances.

Another possible variation of the implementation of the token scheme involves
generating unique values which function as keys for a digital signature algorithm which

uses a key or keys. This is slightly different than an implementation in which the token

15
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generator merely generates unidue blocks of data, since the token generator must
geﬁerate unique, .b.ut valid; keys. This also offers the ability to use an 'asymmetric
digital signature-algorithm.. In the case of SMeMc algorithms, only one token, or
key, is used for both the client signature and the server verification. For an'asymmetric
algo:ithin, two tokens or keys are generated. The first key ié sent to thé camera, and the
second or complementafy'key is kept within the server. The latter method provides -

‘additional security since one key never leaves the secure server. |

An image acquisition deviée which inclﬁdes secured image.'authentiéation may
be enhanced by including individu’alized keys. into the hardware/firmware/software of
the system. One possible scheme would be to embed asymmetric key pairs in the

~ camera along with a unique camera serial number. Each key pair wo_uld.be unique, and
- would be generated and embedded into the camera at the time of manufacture inside a

. secure facility,. ~This type of systém is shown by the diagram in Figure 8. '

' Figure 6 shows how client and server systéms would be connected together In
Figure 6 there are several client systems 1a, 1b through 1n. Each client systemhasa -
host computer 2 and associated imagining system 4 which includes a camera. The
client systems can be connected to one of many authentication servers systems 10a,

- 10b through 10n. Theses servers may be associated with other computer sjrstems that
perform online banking transactions. Other authenti;:afion servers may be ésSbciated
with other vendors whose services or j:roducts may be purchased over the network 9.
This pétwork most likely will be the Internet but it could be another public carrier such
as a telephone system or satellite transmission system. When the selected server

receives a request for access from on of the clients it sends a query for one of the keys,

16
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the public key, to a central Camera Certification Authofity 30, which would hold all
public keys for all cameras. The inquiry contaihs the serial number reported by the
camera. The public key would be used to de@ine whether a particular camera signed
the image received by the server using that same camera’s internal private key. Since
the image would have been signed inside the camera using the private key, the
authentication server is able to use the public key to determine irrefutably that the given
camera produced the image in question. In addition, by using a central Camera
Certification Authority, individual cameras may be temporarily or permanently
disabled by deactivating or changing a particular camera’s stored public key. In this
manner, if a camera is believed to have been compromised, it can be marked as a rogue
by the certification authority and the certificate revoked. Thereafter, the authentication
server would not have the ability to validate any “signed” images from that particular
camera, effectively disabling it.

Two operational scenarios between a client and server are illustrated by Figures
7 and 8.

The first operational scenario shown ih Figure 7 is a transaction in which the
authentication server is functioning as a “gatekeeper.” The authentication server allows
access to data or services only to authorized individuals, For example, an on-line
banking application which would require biometric identiﬁcati(.m in order to provide
positive identification and protect high-valued monetary transfer functionality would
have such an interchange. This approach illustfates using a method that implements the

unique-per-transaction based token exchange protocol. In this example, the secret key

17
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embedded in each camera is the s#:ne key .for all cameras and this secret key is known
by the authentication se’er‘. '
The sécond 6perétional scenario shO\;Vn in F igure 8 is a transaction similar to the
first; however, every camera has a unique secret key and unique serial number. For
| -ééph icey embec_ldéd in a camera, there is a §omplementary_“public” key stored m a
éentral, secure databaée which acts as the camera "‘Cert.iﬁcation'Aﬁthority” that allows
the system to idén_tify the source of every image. |
' Referring to Figure 7 the transaction begins when the client system l-requ'ests: '
access to a resource protected by the server computer 10. For example, an individual
~ wishes to use his. computer 2 to access the money transfer screens that enable him to
- move funds from his bank account to another account. This could be a transfer from |
his saving_s_ account to his checking account or a payment of bills by sending funds to
the account of one of his vendors. The authentication server 10 has a request handler
12 Which receives the inquiry. Upon receiving the request the authentication server
computer 10 initiates a security transaction to ﬁltimately provide access to the protected
rresource. The server, as part of the transaction, generates a unique token or set of
unique tdkens; one of which is sent back to the client. The tokens are created by a token
gener#tor 13 and may be .generated as a result of a random number genérator, arandom
key generator, a unique transaction number, a time stamp, or a combination of any or
all of the above. ..
The client computer receives the token, and sends it to the imaging system 4
connected to the client’s computer 2. The imaging syétem contains a camera 6 which

has a secret key indicated by the key icon. The camera is then instructed to generate a

18
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secure image. The camera accepts the token, captures an image, and uses a digital

~ signature algorithm which takes the image, token, and the camera’s secret key as

_parameters to provide a digital signature of tixe particular image. The camera outputs

the secured image to the client computer 2. The client computer, which may or may not
do some processing of the image, ultimately sends the image to the server 10 over the |
network 9. Transmitted along with the image is the digital signature, either embedded
directly into the image or alongside the image in the data package sent to the server.
The server checks that the image has not been tampered with by computing the same or
complementary digital signature algorithm on the data, using its knowledge of the token
or complementary token respectively, along with the server’s copy of the secret key.
This is performed in the image authentication module 15 where the computed digital
signature is compared to-the digital signature from the client. The authentication |
module contains or receives from another component in the Authentication Server
System information that enables it to recognize the key from the secure camera as
indicated by the key symbol input to box 15. If the outputs are the same the received
image is valid and belongs with the particular transaction. The server can then take the
image and perform the biometric identification as indicated by box 16. Upon passing
the biometric identification the client is provided access to the secured resource which
is shown as box 17. A record of the transaction can be logged by the server system,
which could contain, among other things, the original, secured image data originally
sent by the client. This data can provide irrefutable evidence of the transaction if

required.
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| We prefer to log each step of the transaction as_indicated by the word Log. We
~ " also prefer to pr;)vide a clock 18 which is used in'checking time-stamped data as well as
‘recording the time of each transaction.
' The §econd example transaction is diagrammed in Figul;e 8. As in the first
¢xample # client system 1 is-connected to an 5i1the’n'ticati0n server system 10 through a
~ network 9. During camera manufacture, a pﬁbli; key, private key and serial number are
- assigned to ea'ch: camgra inside a secure facility. The public key and serial number are
entered into a central databése’ accessible by é.sé..rver "comp'uter which acts as a camera
| certiﬁcatiéﬁ authdrity 30. The private key and serial number are prograhn_ned'into the
camera. This private key is the secret key for the camera. Animaging system
containing the camera is connected to a client computer'z and transacﬁoﬁs may
proceed. |
The -transéction begins when the client system 2 requests access to a resource
protected by the server computer 10. . For exampl_e; an individual wishes to access ﬁe
money transfer screens at his or her computer. The authentication server computer 10,
upon receipt of a request by the request handler, iniﬁates a se'c'urity' tranﬁabtion to
ultimately provide access to the protected regource. The Sefyér, as part ofthe
transaction, generates a token or toke.nsl using token 'gener_at'of 13, one of which is sent
‘back to the client system 1. Asinthe previous example the tokens may be generated as
a result of a random number generator, a random key generator, a unique transaction
_ number, a time stamp, or a combination.of any or all of the above. The client computer
| receives the token, and sends it to the camera, which is then instructed to generate a

secure image. The camera accepts the token, captures an image, and uses a digital
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signature algorithm which takes the image, the token, and the camera’s unique private
key as parameters to provide a digital signatgre of the particular image. The camera
outputs the secured image to the client, along with the camera’s serial number. The
client, which may or may not do some processing of the image, ultimately sends the
image to the server 10. Transmitted along with the image is the digital signature and

- the camera’s unique serial number, either embedded directly into the image or
alongside the image in the data package sent to the server. The authentication server
extracts the camera’s serial number from the data package sent by the client és
indicated by box 14. It sends this serial number to the central camera certification
authority 30 which looks up that camera’s public key. The public key is returned to the
_ authentication server. Using mo&ule 15 the server checks that the image has not been
tampered with by computing the same or complementary digital signature algorithm on
the data, using the token or compiementary token respectively, alor_ng with the. camera’s
public key provided by the Camera Certification Authority 30. The output of the
algorithm is checked against the digital signature from the client and if the outputs are
the same the received image is valid and belongs with the particular transaction, and is
known to have been generated by a particular camera identified by the serial number.
The server can then take the image and perform ﬁle biometric identification indicated
by box 16. Upon passing the biometric identification the client is provided access to
the secured resource 17. A record of the transaction can be logged by the server
system, which could contain, among other things, the original, secured image data sent
by the client and the unique camera identification or key. This data can provide

irrefutable evidence of the transaction if required.
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Ip;_ébme _'applicatio'ns, appending code to data may be deemed not secure

enough since the éata couid pbtential_ly be ﬁeWed by some qnauthorized person or-
organization. Ir:n: tlus case, it is possible to include an encryption scheme so that after
the code is generated both the data and code are encrypted data packdgé prior to

 transmission from the client to the server. “The Séx;ver would then decrypt the encrypted
data package prior to autheriticating the data with the code. Those.vell'sed in the field

- will recognize that there area numbgr of vaiid encrypﬁ0ﬁ and'.décryption techniques

‘with various levels of security that may be usgd to accomplish this task.

There are other possibie variations of the schemeé prOpdsed above but the * -
general principle of using digital authentication schemes to secure images used in
biomen:ic verification and identification against SubStitutioh/tampering is consistent

- throughout. -
| Although we have shown certain preferred embodimients of our'_method an
apparatus it should be distinctly understood that our invention is not limited thereto but

may be variously embodied within the scope of the following claims.
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1. An apparatus for collecting and transmitting biometric data over a network

comprised of: |

a. a sensor for collecting biometric data;

b. adigital file

c. adigitizer for converting the biometric data, the digitizer connected to
the sensor and the digital file; |

d. acode generator connected to the digital file for creating a code; ]

-e. combining means connected to the code generator and the digital file
to create a data package; and

f. an output interface connected to the combining means for outputting

the data package to a network.

2. The apparatus of claim 1 where the digital file is one of a memory

and frame store.

3. The apparatus of claim 1 also comprising an image processor
connected to the sensor, the image processor containing the digitizer, memory and a

compressor for compressing the image.

4. The apparatus of claim 1 also comprising a cropper connected to the

digital file to reduce the size of the image in memory before compression.
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5. ‘The apparatus of claim 1 wherein the sensor is a camera.

6. The apparatus of claim 5 wherein the camera is a two dimensional

imaging device.

_ 7. The apparatus of claim 6 wherein the imaging device is one of a CCD

and a CMOS imaging device.

8. The apparatus of claim 5 wherein the camera has a unique

- identification code which is used to generate a code computed from the biometric data.

9. The apparatus of claim 1 wherein the code generator creates a code
~which is selected from the group consisting of watermarks, digital signatures,

.encryption keys, codes prepended to the digital file and codes appended to the digital - E

~file.

- 10. The apparatus of claim 1 also comprising a tamper resistant package
in which the sénSoi', digitizer, code generator, combining means and output interface

are contained.

11. The apparatus of claim 10 also comprising a switch which is

activated if the tamper resistant package is opened.

- 24
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12. The apparatus of claim 11 wherein activation of the switch causes

the apparatus to go to a non-functioning state.

13. The apparatus of claim 1 also comprising a personal computer

connected to the output interface.

14. The apparatus of claim 1 also comprising an embedded processor

connected to the output interface.

15. The apparatus of claim 1 wherein the code generator creates a code
by_-combining. information from at least one of the biometric data, a unique camera

' identification, and a token.

16. A system for collecting and transmitting biometric data over a
network comprised of:

a. at least- one client system comprised of :

i. a sensor for collecting biometric data;

ii. a digital file;

i, a digitizer for converting the biometric data into a digital file,
the digitizer connected to the digital file;

iv. acode generator connected to the digitized for creating a

code;
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vi. combiriing'means connected to the code generator and the
digitizer for applying ihé':code to the digital file; and
- vii. an output interface 60nnectéd to the combining means for
outputting the digital file and code to alnetw'ork;
. .b. - at least one server containing a program for receiving, anthenticéting
biometric data, compﬁﬁng the biometric template and performing a
veriﬁcation/fecognition function based on the data received from the
‘ -at-least.on client system; and
c. a network éonnec’ting the at least one élient system'to the at least

one server.

- 17. The system of claim 16 where the digital filé is one of a memory

and frame store.

18. The system of claim 16 also'compﬁsiﬁg a image processor
connected to the sensor, the image processor containing the digitizer and a compressor
for compressing the image.

19. The system of claim 16 wheréin the sensor is a camera.

20. The system of claim 19 wherein the camera has a unique

identification code which is used to generate a code computed from the biometric data.
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21. The system of claim 19 wherein the camera is a two dimensional

WO 00/42577 PCT/US00/01099

imaging device.

22. The system of claim 21 wherein the imaging device is one of a CCD

and a CMOS imaging device.

23. The system of claim 16 wherein the code generator creates a code
which is selected from the group consisting of watermarks, digital signatures,
encryption keys, codes prepended to the digital file and codes appended to the digital

file.

~ 24. The system of claim 16 also comprising a tamper resistant package
in which the sensor, digitizer, code generator, combining means and output interface

are contained.

25. The system of claim 24 also comprising a switch which is activated

if the tamper resistant package is opened.

26. The system of claim 25 wherein activation of the switch causes the

apparatus to go to a non-functioning state.
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27. The system ot claim 16 wherein the server contains at least one of a

token generator, an image authentication module, a biometric template generating

. module, a biometric identification module and a database.

28. The system of claim 16 wherein the at least one server contains a

iog.

 29. The system of claim’ 16 also comprising a certification authority

connected to the server.

' 30. The systém of claim 16 also comprising a cropper connected to the

~digital file to reduce the size of the image in miemory before compression.

31. The system of claim 16 wherein the code generator creates a code
by combining information from at least one of the biometric data, a unique camera

identification, and a token.

32. A method for collecting énd transmitting biometric data over a
network to a_sei'ver comprising the steps of: |
a. aéqniriné biometric information from a user;
b. convefting the biometric information into a biometric digital

file;

c. attaching a code to the digital file;

. 28
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_d. transmitting the digital file and attached code over a network
to a server; and
e. verifying the presence and reliability of the code using the
server.

33. The method of claim 32 wherein the code contains information
which identifies at least one of a sensor which acquired the biometric information, a
time at which the biometric information was acquired, an encryption key, a location at

which the biometric information was acquired, and a time interval.

34. The method of claim 32 also comprising converting the biometric

digital file to a biometric template.

35. The method of claim 34 also comprising:

a. comparing the biometric template to a stored biometric

template; and
b. giving or refusing access to a secured resource based upon
such comparison.
36. The method of claim 32 wherein the network is comprised of the
internet.
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37The method of claim 32 wherein the biometric information is -
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acquired by a cli_;nt system anq also comprisihg’ the steps of:
| a. requesting the server to authorize access to a secured resdurce
by transmitting a request from the client system thrqug_h the
network to the server; and | |
. b. .giving or rgﬁJsing access toa sécured resource based upon a

review of the biometric information.

38. The mefhod of claim 32 also comprising the steps of:

a. issuing a foken from the server to the cliént system,;

b. appending the token to the digital .ﬁle. at the client system prior to
 transmitting the digital file to the server; and -

c. checkgng for the presence of the token with the digital file at the

server.

39. The method of claim 38 also comprising using the token to generate

‘the code which is appended to the biometric data.

40. The method of claim 32 alsd comprising encrypting the digital file
and code before transmitting and then decrypting at the server before any other

processing is done.

41. The method of claim 32 also comprising at least one of the steps of

cropping the digital file and compressing the digital file before transmitting.
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42. The method of claim 32 the code is created by combining
information from at least one of the biometric data, a unique camera identification, and |

a token.
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