TOBACCO DI SPENSER Fi el d of the Invention The present
invention relates to a tobacco di spenser for use in
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control | ed operation of such a dispenser. Background
of the Invention Vending machi nes are used for
di spensi ng a w de ranpeBalCqO DISRENSERUCh as cans of
dri nk, confectionery, and so on. One drawback with
vendi ng machines is that custonmers do not always have
ey for making their desired purchase.
S i re conpl ex) machi nes do have the
facility to offer change, this is not always
avai l able. A further problemis that the presence of,

C ash i Hs mresepbivERpnTRIIS tR. 8 lobarca diRRens et i wed dpssing
#ggﬁc’;%z{c%tstan heSike( £RNG %@é&n&olléd 6}513?&%1' dQuéta dispenser.

y |so ated locations). Any such theft results
|n a loss of takings for the vend| ng machi ne operator,

ﬁé ﬁl I as J}}/g: calJ é a broken machine. A vending
= es such problens is described at:

http://ww ti.comtiris/docs/solutions/pos/vending. sht
m  Thi s docunent proposes the use of radio frequency
i dent i Vemting mitiipescae usedfor dippeabing aveide vangp af products, such as

mechapi for.use in ndi n

pHe PEW’E\%’ |°9“f°8“°c§‘6’FPé Lﬂ‘ri PO P g?g sUe g)%gai WM? Q’g‘%ﬂi’i‘%’“ achines is that
t él@fonf@@&@\t;aﬁalﬁ%sﬂlagg Iﬁ{[e) d@tﬁd:tcdmtﬁiey fbxdﬁﬂkl{lg tiedr debiged purchase.
consumer en e card i s used at .a vendjn

rAkhough somedmerceAmARler) gnachines d ahawgﬁ aciliy e 6& rsfg\av% this is
?‘E‘ﬁ !‘E%S%Sé o%fA 'ﬁ”\gx?}%& h{o%ﬁjc:ﬁﬁ f Fsﬂ'flztctﬁ@ lebenc@ Bﬁ?%g %\Eendmg
aimactipssaan imakb vhemt eﬂ;ratth& targetd fércthlewess(rcsphqra‘lhygf mstalled in

tr [ t requires a,large d c I .

w?amag sl bocatori, ARG stk RefEreeRE inadpiu fakings for the

gﬁhadmfedoﬁepat& ssrﬁeh hs Gpicall$¥ SEdkeh n#RineUSt OMer s
rru S t

be 1 ssued wth appropriate RFID cards. In
addition, there are security concerns if an RFID card

e °§%f?lts?r'ff§ﬁe§§f5§ S PEERE rft  BRetef s

higip #wenw. ti e miltisisid @ idol adsagndingshtihhr s, there are

58 ke HRg i B aﬁéd@%%%‘@%é%i&‘ﬂlﬁg@ﬁiﬁ At

( 4lteHti®€ payment mechanism for use in vending machines. More particularly, a

consumer is issued with an RFID card that contains data that uniquely identifies the
consumer. When the RFID card is used at a vending machine, the machine contacts
an authorisation server, and the purchase is billed to a credit card account for the

customer holding the RFID card.

Although such an approach obviates the need for cash during a transaction, it
requires a large and complex infrastructure. The vending machine must be network-
linked to a credit card system, and customers must all be issued with appropriate

RFID cards. In addition, there are security concerns if an RFID card is lost or stolen.



bar), a vending machine is provided for custoners to
use. The venue owner usually has a contract with a
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t DEnuSP AR as Motdle resBRbdits, thfes Mddbasnixra hiemnayls: Mtedlfferent
venue owner a fixed fee for ever 53?0515 t obacco

t hpnroaches; for gelling gigarettagandbetheriab ongapprRash (front-
t.her
(BERD 3V Bifhe Piching s e Tor o8 B B TRPDRR Smer
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cus omer access thé product di rectm%/ vendi n
méezhfoneverp padkatéf tobadoa that sssolds Alesndingpmachine (o -pf-bar use is

[t wi b p iated that cigarette vending is
géﬁ%ﬂ&?‘iwe%ﬁ%‘gf@? ' | egi slative restrictions. It is
desirable for venue owners to be able to readily
denonstrate conpliance with such restrictjons.
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devi ce and
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aut hor i sat i on data concerningat |east twoor nore
differ eratlons rfor,med in
The oi SounEE At R denBi e s kAL bR folegistative

WhisehctfonB! RGé 8dsirable dor5Ra08 6@nérs @Tbé histe taehdinedenidistrate
stored information includes at | east the date and

t icnmpliandeevidmch restiartions.dbyaddition brcanseeigareita packets are

T t.d C
STRGRY Pigh Yookl YL Gty WHAR, fr Bt Eink dnglor
t hethcadlighensuedpethddrao bb abledo) track stackansage aridhaecedsor ed
aut hori sation data. An operation is only permtted as
a resultof the requestif the request satisfies the
algu%g' ArtRnéakanf or that particular operation. Such
a‘sys'r%:ﬁ’[‘g'e“r‘ggvm—w des secure and reliable access to
t he di spenser across a range of nmultiple

Accordingly, one embodiment of the present invention provides a tobacco
dispenser including a dispensing mechanism, a memory, an input device and control
logic. The memory is used for storing authorisation data concerning at least two or
more different operations to be performed in relation to the dispenser and information
about each event in which a product is dispensed from the machine. The stored
information includes at least the date and time of the event and an identifier of the
product dispensed. The input device is operable to receive a request to access the
dispenser. The control logic is then able to validate the request against the stored
authorisation data. An operation is only permitted as a result of the request if the

request satisfies the authorisation data for that particular operation. Such a system



operations. Note that such a tobacco di spenser is
primarily intended for use in an attended retail
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a .machi ne aqn behal f of cyst r is, i .
Y TSR cordto T ARHBE st bl P of muttipt
Theeationse Moté dlidt elich 2fobsa¢s tdespendeh RtpringdH ¢ ifténded €6t selin an
the i pput device, such as a keypad (potentially

i RpFRArETelal seffing whee A msmibsr of Yail icpvadlable toaceesithe machine on
f YeRdPOEY cﬁsqﬁ'ﬂér' ({Hifirs lg@%ﬁl&%ﬂe%@&?ﬁ bafs, f @@gleclﬁtsf Md so on).
magnet i ¢ cards or tobs, a bar-code reader, a recelve

for a wireless renote control device, and so on. Users

can th be i ssued wi.th the rel eyant inforpation, .
(keycoddprechre dvaasy Sfavstees hat Ul wedfariRe mpht daigsapuch as
CQd@ypdd (Fbtendiily Eﬁﬁﬁ)ﬁ%ﬂé& 81 8 €uch SerRRRRSErebME g (readio frequency

di spéhser. In one e I'ment, security for t
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or_nmore.roles are de{ineﬁ 'cp r el ationmthe chi,ne. q
TRECSINFT f5rd WHFIFss ferpaiesop 8#1 Vet BLNATSER AP SR Redie
ardtiome Rlkd¢ idforinatio (keytodd) Or hetleSiSdevitR . gocar® Wit Pirinked bar-
received, the control |ogic determ nes whet her or not

t sede, RRIDSeg,$i0.) infardss te pecess thpdispenser.on data for the
particul ar operation by exam ni ng whet her the

operation is permtted for the role associated with

t he pers one embodiment) eecuritpufos the dispefser ixbiaséd @ € ralé-Based model,
variety of ways that a role nmay be associated with a . |
pdR which R R g E‘H?Se‘ﬁa deined é%wstpm meghipes The authorisation
| RGARAT §e6iflel Which! PertibRCArk Yeintitiod fd2e GFSHHA Ld

For exanple, each r Iee lm’ ght$ge ass?gng a ?#oflée%gﬁj?éna
REequestag taceivied fthe eomntrok ogixadeteroiees (vehetier di ngt thoreghest satisfies

agcess, nechani i nvol ved). A user.is then as to .
P A AL e G in et by SRy ARtERE g fperation
t ioperitfedUot tHeS6R abdbclibdd Wwith the/pREUR SlakinpiHe tdyassef or e

aut hori sed accordingly. In other enbodinments, a nore

i ndi rect approach m ght be utilised, in which each

i ' ' . The.
set of Noft IFALEEh Juy BEfrp R ac ol e HREb S o
p petson making theitdgaest.s Ohe possitality is ol inorparate therdl@directly into the

RS 3l of STl G3derolEnght he-4spisnods difeesn) REGD tag or
a%ﬁ‘f&&ﬁ@eﬁgaﬁﬁfoﬁ@ kacB to 't}%_e&‘éésfs%é&géggg}ﬁ inolvea)! o);ﬁftsﬁkgs then

it, and this serial nurfber IS provi as part
r aspuawt to bavedtbe dils pssigned to the RFER dagdrekeypantcoale that was utilised in

" enrg anr]ealrlgst, and therefore authorised accordingly.

In other embodiments, a more indirect approach might be utilised, in which
each user is allocated his or her own serial number. The set of serial numbers for all
users is then stored as part of the authorisation data, with each serial number being
assigned to a role. In this case, each access mechanism (keypad code, RFID tag, etc.)
is assigned a serial number identifying the person using it, and this serial number is
provided as part of the request to the dispenser. For example, the serial number might
be encoded into an RFID tag or bar-code to be swiped, or might be incorporated into a

keycode to enter. Receipt of the serial number then allows the control logic to



be encoded into an RFDD tagor bar-code to be sw ped,
or mght be incorporated into a keycode to enter.
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operatjon based on the determ ned role. Oher

efistsnipedalesf the tobacco di spenser need not use a
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updating pricing information for products avail able
fromthe di spenser, dispensing (vending) tobacco

products Md%’%f}&)fdﬂpéﬁﬁﬁﬁﬁhvol tﬁ@mfspédabm%be defined and
adm ni stration tasks, such addi ng new aut’hori sation
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eRAMIEE nw udbiSiib AlabIP 2 AN BRGS WHos ho leavmg)

aut hori sation !Sdgata corresponding to the request
Al'ternatively, the initial request mght not specify

the op tjopn. to be perforned, in which_.case an .
aut hot Rt 1A Bperfie sttt et mAYAPRSE e Kegirdaperation
O pfeR tm akif thé e sttds@ﬁaparihqshémp S&ﬁb&ﬁﬁﬁ% ¥n n@@mh@reqﬁssi was
attenpts to perrorm a artlcu ar operation that th

aenErdd-ctn Biscesa the ﬁeslzrpd@pa@nem cagy eltheshwwleidmr dlsabled in
a 8&'}?&@ gnlw tbg a&tﬂ&s@ﬂ&p 8£t5 3&5’«%5@8?%1&)?}9%& reﬁg?% e{lﬁlgvely,

n Nenor
r dieanmaﬁz‘eqness ang}alnonspwa'y thefopetution & Boperfuried, ifiwlgch &ite an
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m3bibprisation ml@ﬁbtte g%le%%&ms'hgl BYFRUAL OperARNSs 1his thpeondy

S apASHIT S LYY B B s

Fatterhptedroperatiomisenatded omdisabledsh sccodanse withdhadndhdrisation.

ot her events, such

In one embodiment, the stored information in memory further includes the role

and/or serial number of the person performing the operation, dependent upon the
particular authorisation model used. (Note that storing serial numbers allows a
distinction to be made between multiple members of staff who might all be assigned
the same role). Furthermore, information may also be stored about other events, such
as replenishment of the machine, the addition of new users, etc. It will be appreciated
that such stored information then provides a full audit trail of access to the dispenser.
This is useful for internal stock control purposes, as well as for demonstrating

compliance with any relevant regulatory requirements.
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users, etc. It will be appreciated that such stored
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to the dispenser. This is useful for internal stock
control purposes, as well as for denonstrating

conpl i aW6Re WnbbdiRit, BRI @MRASer iEHr8Vide@With one or more data ports for
requirenents.ln one enbodi nent, the dispenser is

pPERMigiBg exiermsl agressote thestered anfarmadions agatg\port might be utilised

SRR R o D b ol b

| iiformationwvet 8 natwodk adnnttidi t6a rembtel systemut Andthdrpasdibifity would
stored information over a network connection to a
r OFde Btilissdhedata pa tyemchioaise fhq stergd ipfarmatiea wigh ylaptapses PDA.

¢ _ st . .
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oyt put routes.. Typi.cC the staored.information js

o iR repe Ry poH A Bhleptmesu bR dime siAt e gy weekly

ahﬂin&lﬂ?}cﬁxa&@ﬂff&@ﬂ multiple tinme-scales (e.g. daily,

weekl y; honthly, quarterly, etc.). A data port can

al so be used as a nechanismfor the transport of data

into the,di spenser uch .as for.confi ation .

pur pos gs‘.iaqiaigg SEL3I Be Used a5 a mcchgiism tf%gi‘f)irﬁ%ﬁpﬁﬁ of datajpto the

didisperiser) sugH HHE EorlfignLafion libu?@?«; : IFoP 8X4iple MRHINRE fdrtBe pricing of
Wi

permn ssions to be associate h various users or

r Shediffgregtproguct diggmingheidigpanserand/or thecpemmissions tq be amseciated
ey ATBET Rt &gtk R uB oS AeS BHARR 1 U8k Por kg
sdispemer Symcsomerexteanal source.t Again) there apayebecthaltiple options for this
cqmuni cati on over, a network froma yenote system , .
AAST RIS SRBteTSth SrSYRRECRIFSR TN [3PSPIaEST Sommpisation
Obv@naeal oMitréin hBRSE vdbmpenser such as descri bed

above. The nethod inonves storing in the dispenser

aut hori sation data concerning at |least two or nore

differ {.ons, tQ, be rformed in relation to
the a SpenBEFnBHBYR Rt R BRiondr oY i welof abBroring »
I esbaesdtdispensd Gaclsast degcrilied RBOGEL ITHRRethbEMvERES Statihg th the
the received, request against the stored authorisation

ddisaensgrauthasisationdats onsamingy deast wapranorg diféerenttopgtations to be

t jof 1 .Skl authari sat.i on
TSRS el B SRASSL L kRS 9o g1
areaoest knacedsstthatispenstr andrhérvatidating the aeblell Yequestl agaiast the

the sa . . .
store% aﬁﬁxomsatlon data. An operation is only permitted as a result of the request if

the request satisfies the authorisation data for that particular operation.

It will be appreciated that such a method can generally utilise the same

particular features as described above in relation to the apparatus embodiments.

Another embodiment of the invention provides a tobacco dispenser for use in
dispensing cigarette packets and other similar products (e.g. cigar packets). In one
embodiment, the tobacco dispenser includes a dispensing mechanism, a radio

frequency identifier (RFID) reader, 2 memory, and control logic. The RFID reader is
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t he apparatus enbodi nents. Anot her enbodi nent of the

WO nensd4en provi des a tobacco di spenser for usBCT/GB2004/004224

10

15

20

25

30

di [ ' LI ket th i1 | .

O BT BTSN 50 B i oot o
t GhaingQ st SPRASEAUMNGS pelfstted tdiogaafb&ha dispaafiathédRanBm. The
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mechani smin accordance with whether or not the serial
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set of authorised seri ers. In one particu
erhd déplenishment based loa @golechaspbsesanityonodet. cTlmusshodispenser requires
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S

order to access stock in the machine. All
r @hoptanchguentsstergd tavelogaltraeraeny in theedispensepedhe storad data can

: Sﬁ%&éﬁéfo%aﬁ&? &goufl_ﬁxgang Xr?c{]{éx% g%{tf%{lﬁg F]ltof) ?{%oh}g'lgﬁah)apﬁa@ c{iypensed.

I spenser. store a Ca

| Witherrales defirdddn thesysten) andspécified of paiticalat RFID t4Ys, May include
colugm.that has djspensed. ther roles defined in the
s fgﬂlftyé*h Eeplopish the gldpwerp@dtth%%hlhﬁy teppdate preing information

| BkdddR thd@spisdd tY to replenish the dispenser and the
ability to update pricing information stored in the

di spenser. In one enbodi nent, the tobacco dispenser is
equi pped wi t | east gne data port to allaow | qcal

and reiﬁ)?rée %h%ogé@eﬁo&fiﬁ agf(bﬁ% : tl%\?q‘emfdwgs?tﬁ?%}sr ¢ye data
| poit fo AldvaldeaPanidtemBR acBdss S @E skl dabE R FosBiBflity ito attach a
provi de a | ocal orting nmechanism The tobacco

dthsgealgainteryig @ﬁlrdg Potttp Provide 3 lpee)aepsrting:mochantsor. MBhestobacco

f . iodi i nf td h .y

& Sfopbiber SpRERYQMPAR s Al oBR AL R g2l Sata Broxiding

Saitfemmt ion du(?r ansalel &y Pefibd %cﬁg,)wfﬂk?mbmhbét&f)ﬁ?}l( Wer (as determined
er rom the operated slots), as well as

By e RFIR t%ﬂ_a by Qfﬂ%déﬁscf_kekemlér\lﬁé g qperatadridots), as well as

Aﬁf?&ﬂﬁﬁioﬁ‘%Q%@ﬁ%ﬁocﬁflekgkﬁgg@‘i@ﬁ ion provides a nethod

of operating a tobacco nser. The net hod i ncl udes
entering into the dispenser a set of serial

Another embodiment of the invention provides a method of operating a
tobacco dispenser. The method includes entering into the dispenser a set of serial
numbers permitted to dispense from the machine, and accessing a serial number from
an RFID card using an RFID reader incorporated into the tobacco dispenser. It is then
determined whether or not the accessed serial number is included in the set of serial
numbers permitted to dispense from the dispenser. A product is dispensed from the
dispenser only if it is determined that the accessed serial number is included in the set

of serial numbers permitted to dispense from the machine.
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accessing a serial nunber froman RFID card using an
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OWBRAl nufhbiéf SllocaRtditd thedfockidisphsdr Y816 Yol dXR Peihitltd T 8lspense
allocated to the venue owner role would be permttec?

t Predust feny thedispénseinbers to the set of serial nunbers

and to allocate serial nunbers to roles. A further

possi bl e role m ght be stock di spenser. A user having
arBridff Didseriptidbnwif the Brassdsal nunber allocated to the

stock dispenser role wuld be permtted to di spense
product fromthe dispenser. Brief Description of the

Dr avi na&. Aac ) . . , :

b descrirb oy eREod A B Fertbn Wifl nbi R Uetcibolty ferPBY way
r of examyple only witterefferthoewo tige fdHeminggisawings\ni wiich like€reference

reference nuneral s, pertain.to li ke elements and in
mﬁugﬁ?a?ﬂﬁﬁfqggllﬁﬁ?_l%’?"}s(ﬂﬁ‘am bvéll‘%_ect ive view of a
t obacc Figlirs PSS Rbnt, Ber%‘e%ﬁ{'éjﬁ@@%f‘éﬁt&%c%‘ &i_sgévlviag(gkhgﬁé&dﬁke with

the invention; Figure 2 is an exploded vi
t @paembodimepefdhe myentiingure ; Figure 3 is a front,

per spegt | ' obac, Lspenser in cordance
N th aasE? Mo PSR KRB i sre e e G | <
an explFigieel3 ¥ eftomtf pdrirctivdrewoditsteasikpdserih AbédRdatice with
Fi guhe 5.is.a schematic diagramillustrating the use
ofANther qmfiodiment of thsdnecation;

Figure 4 is an exploded view of the tobacco dispenser of Figure 3;

Figure 5 is a schematic diagram illustrating the use of the tobacco dispenser of
Figures 1-4 in accordance with one embodiment of the invention; and
Figure 6 is a flowchart illustrating the use of the tobacco dispenser of F igures

1-4 in accordance with one embodiment of the invention.

Detailed Description

Figures 1 and 2 illustrate a tobacco dispenser 10 in accordance with a first
embodiment of the invention. Figures 3 and 4 illustrate a tobacco dispenser in
accordance with a second embodiment of the invention. These two embodiments

have many components in common, and so will be described together.
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invention; and Figure 6 is a flowhart illustrating
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accordance with one enbodi nentof the invention.
Detai |l ed Description Figures 1 and 2 illustrate a

t obaccasthswe e Bigutdd 1a6 AQthéastsRcd\isPerBer 10 Mtorporates a central
enbaqdi ment of the invention. Figures 3 and 4

i et § withing haysingdsfined s faprcover 35 edotiamcover 315 aad a back
i f ] ' T { .
SRS e MHE T e RS i s

ment S have

wicbmpbsitediesieed thertfiong stidheds. ahscobbuwd\(which Edripises tvlo Sheetd, of
t he t.obacco di spenser jncor pg_ilat es a central cavity 8
wRlURHRLE $epaetedPYARlrHicEoRR). dhe Gpverhysatiached Jo prg qrigither by

C QU ilcs3 SrecPittoRorb B8 K Ak X e

e oé?srrer?te s, £ épcgvéﬁgé‘ e orﬂngg%ggﬁaa%g%ioﬁﬁelgg sglrdy
c anpmbusteit ckdtlibeagprebiatedftha wthes embodimeatsimaouse dti{entmatdtials for
c rises two sheets af al.um nium separated by a

pﬁ% ugngé?.gjgonﬂéneggg?rghére attached to one anot her

by stainless steel fasteners 28. Although al um ni um

has t he advant a;f:]_e of being sturdy and robust, it wll
be appAdeiydoekid4 isarovdeden taiback eaver §0 ofithe dispemsen eThis lock

ACRED Y P e Nt Bl e R F i 36 RS o BRY By
drenpeigethe batk Sovep S8 and(if Betessany thitop @ORR1SQ adiviell. 196h access

rel ev,aniy key, t o obtain access to cavi t% 8 by renoving
t HeyPiaglky egiised duingervige onsertions aKgy lack ¢4talsp serrpens smanual

agvatalé to pidbide %E&@?ﬁ)ét&klt\yiﬂﬁﬁ ?fl d{?;feﬁgéﬂ;i fof e dtii1 BPthe event of a
service operations. Key 1o0cC al'so serves as a
menackihe madfunétibm. t 0 provi de access to stock within the

di spenser, for exanple in the event of a machine
mal functi on. The cavity 8 houses one or nore drawers

that athe asviyBEiséSselR mdiOifkiwies 18 Bal £t hEcRRHEE Fot-holding
Note that these cassettes are generally waterproof, In

ofigatette packetsi dNqie tatithesakasseties aregenesalinyatemirbofa georderto avoid

j ri he viGini of .t he di.spenser. h ..
s el il b Spgt oy Pland S5t RE Rity GFYRE igoenser
bEadh drewer stintdinsmiiitipte dts ¢2 GmdehdtesiPsak Bk Filled withé line of
enbodi nents of Figure 1 and Figure 2, there is one

dfigaRste Ragkettg 13 the cambodiments offfigyre 1 andHigure Apbererie aee drawer
Fi 9HERSg Sx 314 12, Wit Gn fe®nibdBiment of Figures 3 and 4 there are two

drawers 18, each containing three slots 12. It will be appreciated that many other

configurations of slots and drawers are possible, depending upon the desired physical
dimensions and orientation of the tobacco dispenser, as well as the number of brand

lines and volume of trade to be supported.

Typically the packets placed in one slot all belong to the same brand of
cigarette, so that all packets in the same slot have the same price. Different slots may
be used to hold different brands, and so the pricing may vary from one slot to another
(in accordance with the different pricing of different brands). Cigarette packets are
dispensed (one at a time) from slots 12 on the front of the machine 10. Note that any
packet displayed to the user at the front of the slot is capable of being dispensed (so



drawers , each containing three slots 12. It will be
appreci ated that many other configurations of slots

w@anusdsaser s are possi bl e, dependi ng upon t he PEeEGBew4/004224
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p [ LITensi o d ori.e (o he tobacco. .
e AR R U BT BBl i iR R i indcd he
vohdghe of trade to be supported. Typically the packets
placed in one slot all belong to the same brand of
cigarette, so that all packets in the sanme sl ot have

the s ampttag%édctg ahcg)ctttog& Q(We{ 25 OF the ch@dﬂﬁ&gert&? H@bgr feet 24 for
di fferent brands, and so e pricing nmay vary from one

s lsopportingathe dispenser. Nincadd itiosiga pew e cohd 26 extedsifone aocket

pricing .of diff rent.?ran si:, G gar tge ackets_are
diPEYAdRIdR agessss (ot i@ the Figresy Gy iBe PitaT £0Yero Ahisrpower
t ReppIRfHa8&d iRk NloVEIPRY 2%@21?019%&%%@(@9%?%?&& 2, ch then

user at ‘the front of the s IS capa bei ng
dipspides pdwes tt tha restiof the disgeressr. M¥ote tht irkondambddireent tobacco

hi i|able. k unl this,is.indeed .th
c Atsayen ] B Bap B RuCh Bter o Shovad o ok Bisp st San be
d iu§GUEt0 pesvidé Back wer @@ the2dachitie sRO1R i Hbwieh 8e interrupted.

di spenser. In addition, a power cord 26 extends froma
socket provided in a recess (not visible in the

Fi gure ' v . Thi L ol

20 he el SEmBRI O G T AR o Pk B e

t settifgsy OFE Ond and Whirmih Ih lienA larm eetdag, thomachih@istrioa-dpetitional for
of the dispenser. Note that in OD‘S enbodi_nent tobacco .
diVERFERSRYIPATES DU SAY altqTaptio ramengr pathiths praghing leadyigrihe spunding

t BEahigih Ehe tdﬁgt&rhlgrﬁﬂsé? ‘?ndd&%% BeFemtiered fgcgﬁ-aﬁﬁhfolﬂgl by simply

power to the machine 'shoul d”mai ns power
i diseommeptingipowdreofd 2mtNatk that én orehachodirdent plendispenser is provided

ot ciasfiohileiad Bl friedRinity SRl cnepual eling o
NABteQRRY rhtg (BQ! inY&igh BEhAMPABSEelivery cHiR. at t enpt

to tanper wth the machine | eads to the 'soundi ng of an
alarm The tobacco di spenser may al so be rendered

non- op ' ' . ' [ 2 cord v

o P TAE Bcfh ROORPE s ROUEE SRR T

widath part caltle isedrbakh for aputtipodatd dnd doh@dl dosnnadiids Wieto ithe dispenser

the s alnd?rd oper at j onal set(}_i ng to detect a% . )

t éﬁﬁ@i Rl [qr exgactingdafa froyp thyy dispepser as Willdedlergriped jn more detail

CHebR) 1t WiiPod diprdcifiéd dhl ' i

provi des a se}iiibalcmgat agf)tg% tﬁs’tg%‘&ﬁsrﬁ? éag{él'téghp%érjltgsg‘gén Bémed

u scrthl pcumhctim buthgpuid usegng appropuiate cormt ofalatadonkyre.gds paraliel

t Qc?nn%é:t?cﬁf Of Some form of wireless connection such as Bluetooth. Note that
tobacco dispenser 10 may in fact support multiple data ports. One possibility is to

locate such additional port(s) in the same recess as used for attaching the power cord.

The front of the tobacco dispenser is further provided with a plurality of
pressure sensitive buttons (PSBs) 15. These buttons are used to dispense cigarette
packets from the tobacco dispenser 10. Each button includes an identifier (a number)
to indicate the slot from which that particular button dispenses. In addition, each
button is provided with a light emitting diode (LED) 16. This does not illuminate if

the corresponding slot is empty and so cannot be dispensed from.



and also for extracting data fromthe di spenser, as
W Il be described in nore detail below It will be

wappsesissd ed that the data ports do not need tPCTEB2004/004224
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based on a wired serial connection, but could use any
appropriate formof data link, e.g. a parallel

connectThe fronf6f thE Febatc didpehsetifiiehe? Sitchedes A8fall WispPdyN , which
as Bl uetooth., Note that tobacco di spenser may in fact

s tydetproifed by an BEPa2 Bavidsrystah display {L6D), aryany othep appropriate

I Wi | ' . [ e a
B601 FHERAAIPA LORERPEEAT gl BHRuARTE S50 B v
t abaico prekidpansdaher desited infematiom VF stestamblehifang b thal BSBS is
of pressure sensitive buttaons QPSBs) 15. These buttons

aPEStsledisplay 4l sppyrhedised tpaindicats thepmicerod the byand logated in the slot

t . 18: i .
| doapifdzrapRarete. Dispfa il Mithl A b el W inciPmachine stans,
t hath gsawvhetlenisetrto khet Alarm diagpenses. I n addition, each

button is provided with a light emtting diode (LED)
16. This does not illumnate if the correspondi ng sl ot

IS enplayradidir&esdy aatifee (RFEN Qig%f%gcéér BN i-ﬁlaﬁlldlfe& VathirPlobacco

the tobacco dlwns)lgenser further "i ncl udes a small display
1 dispenser H). g Wik b deseribestiintgora detait hatera thei tag reddenr 3pstoaperates

oA By oA BB B BRI AN gl i

bpérsomiel Bivecbess ts ek @ the Sispeiterd Tl ofieh Rorddesmnly @ers having
information. For exanple, if one of the PSBs is

pPEPsEY authorsad RFTRaes@r qardsare glawedite aperaterthe markine.of
the brand located in the slot associated with that

PSB. Display mght al so be used to show nachi ne

st at usNosautbht tachnologids@thes diantRFIDhright alsorbesttilised féy access

e st R lone B Lo PO copinl mogetioAe ot bigodes, key code
destey Vi %Qoﬁdﬁpﬂ%{raﬁ%/@? Sdthd forldTbiorhdtfc El?élkfng?gtﬁ%l g’é@entially be

cooperates wth the dispensing mechani sm
nusedi foesuch purpoge. eNevesthelses, REHD tagsihaye thatativantagedhat they are

pers el e..access to stock in.the.dispenser. In
o SRy Soab G PG SaT Be bbb AR LERR Ref ety
Rptogranatgisbler cards are allowed to operate the machine.

Not e that technol ogies other than RFED m ght al so be
utilised for access control to tobacco dispenser 10.

For exanplie vaﬁ&g Eggﬁéﬁedg% fﬁ&h&dsﬁép’fgf’ O8e @ﬁ}éeng res) can be

entry via a tou , or sone formo
cheedlin topacaudispepserd Otto adl¢age b eigarettd pheltet snuelstqekrp@6eal has been

gl?evﬁorrtxsgg.l Sock meRgllar?isgn% Ure aﬁ%ﬁy }crrxlgwr? \é? Qes ?r? ﬁxetarljt?%orteg%ple to
release a product when correct payment has been made into a vending machine.
Typically the dispensing mechanism will cause the packet being dispensed to fall into
a tray 38 (see Figure 2) for collection by the user. However, other dispensing
mechanisms may be employed, such as releasing a door on the front of the machine to
allow direct user access to the packet to be dispensed. (Note that in a back-of-bar
context, where there is no direct customer access to the tobacco dispenser 10, the
security requirements for the dispensing mechanism may be relaxed somewhat

compared to a front-of bar context).

10



generally cost-effective, can be used to uniquely
identify users, and are re progranmable. A w de

wo 2005086480f di spensi ng nechani snms (not vi si bl ePETIGBR®@®4/004224
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Fi gur egje &%Qcc%%l %ﬁ&r '16 {ﬁrﬁﬁ?‘ﬁﬁgrﬂﬁﬁ ohor n4<9'e bficroelectronic

rel ease a ci are f once sto renmoval has been
apiédady 303 8d. Bﬁuﬁh lmimhmv soree farm ofiprocessyr, kwchas a(qggutal sighnal

h f | |
CDFEee (DSPNOREPHIE RIS BRI B RAPfiey FE fsboth
T%iéﬁl@la.b I nbfl& ﬁ'tl%&ﬁb@g ﬁﬁ%%‘léﬂbﬁﬂbw is @ﬁﬂ@a@lyt 6vided in the

el ng |spensedtofa into atray 3 see
chgmaf raydoimaccess mhermorydR AM), wrhéle whemon-yelgidl @remqsy may be

OB L TR SN0 15 e B TR SN Sher SR AR soppe device
?'I‘ﬁ@ S$m8'§ﬁ§ 111%61‘}3%?3‘%&: hpréfrfat®ssivRire {farmiveare) ﬁ!ﬁﬂﬂfheﬂlware to

te that in a back-of-bar context, where there is .no

dimplementithe Gimstioratitrekthe tobapo dlmaeqsoascﬁ%l@%ekow ol his

e Pl ST ol bgo). 3R RALRRAIERIRSHAM ino

C gt FeAM for éﬂe@hﬁoﬁb@ﬂ@@@stdﬂn&ﬂmm. further incorporates
one or nore mcroel ectronic boards 30, 31. Boards 10

I S S B e o
' ﬁgﬁ%@& %jr %’ufe@ Yith 4(£§b§)ndea%y‘°0@y| of @%arkflk dni40 | Fiei skitled person

non-vo e mam)r]%/ The vol atile nenory is
t wpll bakwyremfovanyegtentia maﬁm&m@atﬁewmfwé@%cwmtwals,

b?x%%#m uCaria ea?t;/ :: %xgs rggér?d)?or anﬁ (ﬁJagé’d 8iSfknser 10

apkiyaRleqaipped Wh AR ypEMoE @ariolis orbscofdatal enaryy zmdlcntaailsplay
appropriate software (firnmware anTg{?hardgg;aé g
i nme@r@mlca W@W%@@@@ﬂb{qr@?ta&ﬂ%mlﬁ oY f BpRsrddp a report
[ I
"B P LA B, il g ok prapasil eato e
i rtbtl&r\t/iseldMM for execution by the system processor. It
w Il be appreciated that the enbodi nents of tobacco

di spenser as illustrated in Figures 1 to 4 are
provi d gy 5 wsahkmeuadqagmnnuhlmwatﬁigéhcsmcldf @CdJaQ@r @@pcnser 10in

I be . aware of ten t
o e SRR YOPPER, Ah N raisaqtin risgehices, PR chffer 103
ny f»tlx%f a PREAVTRPafottcs from a R atteARAP] 61, orld¥RR GG member. The

di s
customer may make a payment 191 with the request, or upon actual receipt of the

packet, dependent upon the practice of the establishment.

Each attendant or operator 101 at the venue is typically equipped with his or
her own RF ID tag or card 102. Such tags generally resemble a credit card, although
they can be provided in a variety of shapes and sizes. The RFID cards 102 might be
provided with a facility to attach to key rings, belts, etc for ready portability and ease
of use. Each card contains a unique serial number 107 stored in some form of read
only memory (ROM). One side of the card may carry a photograph of the person to
whom the card has been allocated for identification purposes, while the other side

may carry instructions for use of the card. Note that card 102 might potentially be

11



may be equi pped with a keypad for various forns of
data entry, and/or a display screen (typically an LCD
w@aneh}e48or data output. The latter m ght be uBeTIGBmO0A/004224

r e\RQﬁi by afteHdaN 1d lof.ror X&F%dlﬂ)é%lﬁ‘ﬁ(\ﬁ%@tsﬁc 4 Wldgrég gegess, clocking

di spl a | ng pronotiona en 0
Figuoféets. isthis wajecedss to tbagoalispehder $0 cai behtdghfted HRo desired

of. tobacc dIS in a bar .ot S|mlar envi ronnent .
A inlp EepeiAl secuntyA0d management ddciliics;fomhs orgaaisatien. Hgghas the

I SVRRAdGE eﬁnﬁﬁaﬁgduq%ﬁ Pﬁ@&lge&&%sﬁﬁlge%& 28 ﬁ@}g%g&iﬁgg.

101 or other staf e custo
5 paynent 191 with the request, or upon actual receipt

fth d ' f o th
et abi IR RFERES vieBR Cafr br bR 0L FaesEvinse) b cago2 with
Veasbicd ﬁlsf)MﬁbLCPO | 'Vhi§ 6atiseP@E RAID Reddled 30 (seb ?fgu?é/\’[‘) ﬂflgﬁ'?obacco

ta or card 102. Such tags generally resenb
gpenssr 4 f duageesshe upigne sasiabnernberd@7iim Cad\IQEJ @tlydlodted by arrow

S h@ﬁ.eglt ?)g@ bF hﬁ%‘la{m Ek‘%?‘%&&lg g? }?gvgelp E]técr tdD the ovl; ﬁgc? person,

10 r eadyo ﬂmrdetd‘n]slolf the stidativass and datﬁ QcceEs’iﬁBmQﬁfcﬂlmﬂﬁhdi%e
a umrﬂéﬁil} |aI nunber 107 stored in sone form of read
F¥)>(ROV). One side of the card may carry a
phot ograph of the person to whomthe card has been
all ocated for identification purposes, while the other
si de mifedehacgo dispinserci(i movscdmparessthe edceived sertal dumblrt 17

t hat. ard tentially beused attendant

| ABhin§ ' oot Bolbe BY 5 a8 ko detoiine whether o gt frputhorise the
15 a@tbeﬁalspéﬂwl”H&s@ftflébfIf08€h§é3desbﬁbédhh§ndﬁ@ﬂetaﬁ%9 % ThSome

tobacco di spenser 10 can be integrated if esire

| ﬁwt’géﬁéhﬁppeg@eumiay plsabhed rmna@ tonteald hisar ihbr RFHz c4rdn 02 against

d t
o M 25042 30 T8 ] SRdcrdebifiod 1o} 02 B (BLERR 00 ¢ pesconsany form
pobagherisation.| Assmm:iﬁg tHaOcdtﬁ;ﬁarisb\@oﬁtihé deridl REmMBBET Bt PaintOthe role

gﬂ.a%ﬁ gl g card 102 wi th tobacco dispenser
igh b Saibatsribiheppcsige 013 syiabiy Fitborised apd that any
20 Woih%f R1dvaRAGREr Hire @?ﬁk‘ﬁ%{i tﬁ@nﬂéﬁféi?wﬁ&%g&@% ?&‘%uﬁg czic(ef of

nber 107 in card 102, as In
ngarebes aplps cwi therbe ptwtdeRFBMIhd: apehatad T \o itlse cAtomet N0 order

ki) | ed person, and so the details of the
ag%éolﬂﬁ%]% ﬁheﬁaijand data access fromcard 102 will not

be described here). The tobacco di spenser 10 now

conpares the received serial nunber 107
Note that in an alternative embodiment, the role level for operator 101 might

25 be encoded onto the RFID tag 102 itself. In this case, the tobacco dispenser 10 simply
has to confirm that the encoded role matches the requested task. If so, then the
relevant operation (e.g. stock dispensing) is authorised. In this embodiment the RFID
tags do not need to store an individual identifier (serial number) for the operator 101
in order to provide authorisation for use of the dispenser. Nevertheless, in general it

30  is still desirable for serial numbers to be recorded on the card and then provided to the
tobacco dispenser 10 for each transaction. This allows usage of the machine to be

tracked on a per user basis.

12



agai nst a set of stored roles 108 in order to
determ ne whether or not to authorise the stock

wolc@pesEsng. These roles 108 are descri bed i n POT/€B2004/004224

10

15

20

25

30

detail yhel ow 40 some situatd erator nm
al so be regmrrcfésa)eﬁ%n%%%cﬁcﬁféfcgﬁﬁ%eﬁsnﬁgfc%aec& Spygser records
adetailsdf thé eransaelen indtort 009.aThe eeet datdl foeshydRifilarfansaction
time (say_ 4 seconds) as a secondar%{ f or m of

1

abpirsfly dnalndss thodate mdéme pbthe doRiaHPR dhe ssrial mambes 103 of the
1 REDS e Q50R0risk M et B U0 Hbre WA HRE 6B Re packer
amps purckased ¢lhésther maps todhé particasrand purekhsed o Natreetat e serial
di s gns t he re%u' red packet of. cigarettes. This can

bl O a3 b ubBlementsd ity mptsyintopriation ahoat thgdplkieepf the card

1982 (P hLiBEir hBme QP BlafiirRin{bes vike uch"?:}t%%-nﬁﬁ}ﬁ{n i Bva{ible within
I ve or

alternative enbodinent, the'role le oper at or

1 wbagdoghispepserd A suphdnformatianreay¥¢ providgd d0dng sesap).. | n
this case, the tobacco di spenser sinply has to confirm
that the encoded role matches the requested task. If

S0, t hilsoneerhBddimants, Lpetial fability Mapbe ficBfpérated into tobacco
di spensi ng) is authorised. In this enbodi nent the RFED

t digpenger asderdo confirmbthat appckefdifvigaraites haravtuallydeen
' t . j { .
B85k R hp Ll 18 B Blcin i 8 40 Bichea it b,

Newbthefeby signal the pwisioradf a packet of tightettds sSuchltbafifmdtion might be
seri,al nynbers to be recorded gon the card and then

oHtsg e drgeT (i BBt Ao 09 andio updats recorded stock levels.
transaction. This allows usage of the nachine to be
tracked on a per user basis.Wenever dispensing a

packet Tolhaccod dspertseel) may be tainacted vidi repeorkd20 te e oemiste machine

b geaEe RparR SRR Fite l eePbik 14 shaabs provhied Byadocal
t frea detivoria(dch adh BtheinB®, 4 B (sw@hlds USB)!  Ex&L61 xﬁlﬁ%ﬂe telephone

nunber 107 of the RFID card used to_authorise t _
pling 19Bawy, otherrpprRpriatedform ob penmestian. tiate Hiagur enctembodirhant,

[ . ' . i cul ar.bran
"SI QUASSALEAR 10V BRSe) Bud i B0l H b B s
stogdl efiieendi€f@drent tiackinese | nf or mati on about the hol der of
the card 102 (such as their nane or staff nunber)
where such information is available within tobacco
di spe [ [ ' . '
et -y o Lo Ol ol R sy 28 1 oF offef Mgk it Berklh o gccess
i 1econdp b0 om thbaetoadispebsar d 0 foins themeraoteisystemd80. Sach remote

Cz%rc]:gslsrcann {)Q %gedafop %:rll(o%ts pgxtpogelsg For ctaJEa(renSplQ %Smgz%}n%a})lple atoki'%?g,

tobacco company may track sales in order to determine when tobacco dispenser 10
needs replenishment. The sales data might also be tracked for auditing purposes, or
for marketing purposes (e.g. to compare sales from machines at different locations to

try to understand the various factors that effect dispenser sales performance).

Figure 6 is a flowchart illustrating the operations in dispensing a cigarette
packet from machine 10 in accordance with one embodiment of the invention. The
transaction commences with a customer request for a cigarette packet (step 210). In

response to this request, the attendant swipes his or her RFID card 102 against the

13



di spensed. For exanple, the falling of a pack into
tray 38 may interrupt a |light beam and thereby signa

wo bespsasd si on of a packet of cigarettes. SuchPCT/GB2004/004224
c ' ' 100t be [ rd i ent
B0 i B38 hel 0987 B Vol R

Tolithirceard il 6 (306921 5).0Th@ibbbecodispeassr @itbn\dctessestitGtdred e data
a rempte nmachine (indicated as back office 130 in

F108 (ePB20) B RO ditermaing whether e Berandisated besaial pitaber 107

Py Refeg  pRAEb & B ESY ™ 0

5 appropriate formof connection. Note that in one
enbodi t, I tiple tobacco di spensers. nmay be
dai sy- Lrit Hesd coetiatfare 185 nerestct Buhayy ek perrefusgs o
OQishéiRe the de§hRfd P8I 0P Biparetted (4RD!0285. ONGHe tRMBhFtoB RcE Hispenser

anal yst 131 or other appropriate person to access
r sy stise 0@conds 16D deteids ofithpatterapted (faihed) bperatiom tsech as time and
system 130.. S r te access. can be u for various
ot Sk AID GAREbSerE BARRE Tk dRudth More Eent e

10 C madbydigﬁt)isérrrﬂ@)‘@t&@ ldegils Bf ST FQestéd teBisSdtidhsl anWiude a field in
tobacco di spenser needs repl enishnent. The sal es data

nPegireegrdpingicating,whether osmoh theiperticylas trapssstien wag avtherised.
mar keti ng purposes (e.g. to conpare sales from

machi nes at different |ocations to try to understand

t he vaAissuming deit dresusehBD 1@ i anthoflsclebsiding3alsesed role

perf or man .. Figqure 6 is a flowhart j]lustrating the .

0 B@?‘_&‘H“Bﬁg}ﬁ%ﬁhﬁ g’ﬁé‘HE"PH’g tipre sign P22 {5PositRe N WisARse, the desired
15 BizhieRE phikeRERSAARA s B5)URE c8ITHO euli\%ﬁe% to%the E&omer (step

i nventi on. The transacti on conmences t a cust oner

r 3éQ)e dn addition, the tphacsptdispenssk £ rdcordsple@ils pf thertransestiom éstep

t his re the attendant sw pes.his or her RFID
T hB AT b shaiieh SRR RN WBER °10) v ch
all ows the di spenser to access the serial nunber 107

within card 102 (step 215). The tobacco di spenser then
access &able spegifiesthe Fole infermation 388 of theyarow) parties inyaleed in

T
clmpartidulars T4tsle ¢ gpét2figs. the diffebent vlasses dDrAe, tigd fuRetishalityesuch a

negessar thorjity, the machine refuses to di spense
t RS Fé’&iﬁ%‘é‘?‘g@ Pﬁ‘f&?éa angthq-3cGeIsCONHEANIS rapPsod g suqls wle.
that the tobacco di spenser may store in records 109

details of the attenpted (failed) operation, such as

t || User Guradp Role Function Access Constraints

Venue Owner | Management of Create, amend and delete users according to | Access to all
users within the staff turnover; replenish stock; obtain/print | functions.
system. system reports (if supported). Can also
vend packs in the same way as an ordinary

venue staff member,

Venue Staff Sale of goods to Removal of stock from the dispenser, as Access restricted to
the consumer. well as printing a report of own sales. removal of stock
only.
Tobacco Sales | Replenishes Stock replenishment; obtain/print sales Access denied for
Rep machine and reports (if supported). removal of stock
analyses sales. and user updates.
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f () aglumbgr pEpregregrpumeil and predefinadgepastsaire provided (as described in

more detail below); and

(b) the tobacco dispenser includes the capability of connectivity to an external device,

such as a laptop, PDA etc, via serial data port 22 or any other appropriate data link.

Information about transactions 109 can be downloaded to this external device for

further analysis and interrogation,

Level 3 (real-time connectivity) —

functionality as level 1, but with the following additions:

level 3 dispensers provide the same base

(a) permanent real-time connectivity into a network, e.g. a local area network (LAN)

120;

(b) push/pull of data via the network to and from the dispenser;

(c) real time data interrogation and bespoke report generation both at the dispenser

and through the network, such as at back office 130.
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Adm ni strator dispenser's |ocal nmenory. functions.
Table 1 The precise manner of operating tobacco

wolc@pesmes depends upon the inter/connectivityrof/GBhm4/004224
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machi ne to external systens (such as illustrated in
Figure 5). According to one enbodi nent, this may be

set t 0 The@perfatibiy fPpbieadEystobacey ispéndep | aasd ?érﬁﬁﬁikd bylthe

this case, the machine is a stand-al one uni

i YapewsdraRiissWillinow bewengidereddn moseydetaibdul e. It is not
connected to any third party device. Each user is

al l ocated a unique ID via an RFID key. The venue owner
and/ or SystennCehfigdratioaan produce a static report for a

session,in hard format (e, via a link to_ a printer
in or d&lhlst IBV‘S‘BE%%E lmaﬂégﬂﬁ%lgaﬁi% %frthafqbamfb@egteé\bwthgz

( RARIRSLASTIRAihE BPin Eﬁ?latlo |1ﬁl‘,6€<1 ve%uFi ﬁﬁgﬁ%@ ﬁ} ﬂfn?i fion, the

the sane base functionality as |eve

maysteradsilive andsreadyaip ba pravidesl witli stpffelefails forahereshuand
predefined reports are provided (as described in nore
detail below); and (b) the tobacco dispenser includes

t he cagabiem dowfighiraOeRfhbidel Wlﬁ)%@ﬁﬂrﬁi’ﬁlsﬁﬁfb? lactiifa‘dhg ﬁle

such as a | aptop, PDA etc, via serial data port 22
aﬁgﬁpe‘isﬁé@ eaby powering up themeching Rmd s\nﬁ@nmakendncla%ux the On

BARAES; MabidafaS i, GONs RERBploind Brd et o gna

( neBla-setupiprogramenti thy idp}@p ‘In h&d&ﬁbn Jheéladiniaistratos hb1ds hisd? her
tgﬁnéarre base fun ionality as | evel 1, but with the
: b

\Rﬂ’iﬁigagéﬂ’é 'lh reagder 10F A pgsrds of loager: iThis causes the tobacco
it SORas o
CARARAL Kol “B‘ugs"@”/‘h PEhunbf1dhe Tl i Sl G R WY o

aseiné centmatibesl dcargimgJanitity(c) real tinme data

i nterrogation and bespoke report generation both at
t he di spenser and through the network, such as at back

of fi ceTASAdminidnatR ﬁ@ﬁv%te?@ﬁarﬁiﬂﬁ’ E@ﬁﬁﬁﬁlatmﬁ da2BRGRe fi1spenscr

di spenser and perfornmed by the various parties w
ndsivachinysd bu fiss entering the daga intd an appropriate configuration program

on the laptop, and then uploading the configuration settings into the dispenser. In
particular, the administrator inputs details of the date, time and venue, and sets up tags
for one or more venue owners. The administrator typically also sets up a
replenishment role for a tobacco sales rep and configures the reporting system. The
form of reporting generally depends on how (and if) the machine is externally
connected, which is reflected in the level of the machine (as described above). The
administrator also enters details for each slot of the relevant brand and pricing,

although this task may be deferred to the venue owner.

Once the above information has been uploaded, the dispenser LED 11 should
now display the correct time. At this point, the administrator normally performs some
testing of the machine, such as verifying that the dispensing and reporting

functionality is operating correctly, and that display 11 shows the correct time.
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1. System Configuration This involves the initial
configuration of the tobacco di spenser by the
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venue. [ i i é { e'nV e
and r gg\@% hfaé f%éjé%e? ?valﬁg Zé c}J eg\ﬂf’J tEl ﬁbésrggl%si‘ Jdgxfg gﬁlg&;ﬂé r ézsh e
\cdRtguratiys iragbe poffonadatsinga reoetresyses. iThus aftartobacco dispenser

o baat e A ol SEAIRES by PneBtppenen e
itrﬁﬁac‘?& dpsstéﬁ I 90 hnd JitEoraabe Rehibte 3YREmE QU igin@ndtapHOO to

nto the tobacco di spenser and runs a setup program on

t domnbaid baek dfficatil) (seoRigute®. Thepdministeatasmayother use this link to

or her RFED card agai nsf. the RE f

apull e gemore ot pigtncering” Desdechit R0 o bpRRE s
t {@NEdPckahpR, @F B8 bk stabdup@ Fepbtinigiferrhatlian s depiiyet to all
can then be passed to sonme central,ised recording

f tabadcp idispermiess enerated by # RAGEUIALATEAMERIOR. var i ous
configuration data into the dispenser. This is
achieved by first entering the data into an

appr opUiétCorfigifragod at i on program on the | aptop, and

t hen upl oadi ng the configuratian settings nto.the .

di s penGese the 19haeeq dispenser hoh Becpstaled and pligR red partioutar
?%n?l'el the %mfrtragbﬁélgg Stmdrk Fcf4tElyY fitdne aN6kabAltRe Hile bfehue

of "onhe or nue owners. ~The adm ni strator .
t ywheptieytentiemdditionaluysems of dysl reachixteras that laghtior. on particular, the

t obacco sales r and conf.i gur es  t.he ' S
THERE SR ISR B 8 TP e UG 0B v EE 3 PUFbE By
i afe,?&ﬁﬁaléfﬁﬁhxiistaengn@g @pirefeatdny teanmditeed, Wwhich is
reflected in the l'evel of the machine (as descri bed

above). The adm nistrator also enters details for each

S1 01 Ol SfiCrRiafH AR ind¥rB0eds BAGkCPEoH difariof iftviilind Werie

t ask O er erre e venue o Once t

abauer firsf swipmigihisortes cdrd as a iphoaeftidehtifichortioshe dispenser=Note
shoul d now di splay the correc I E. hi s i nt, .

© hat ts or ey Bt torhsrhel) FRAnaEihe ST redslen o @ fiRtpTigined period
t BPfBHLI A bei erfHiyf i GHREARhGIkaA6S] K
: SPGB Lk b ik Bllndtieel UTHY pibSerd iy rhinchi SRl v and

t betmple Hithayesieonsiet Weresimplygust passingNbe tobacratdispsnser). The
level 2 and | evel .3 dispensers one I | .

& Jis o RO P AR AT AR SR g 0r i fesired stalf
S Yiehfdts, At her §étSthetroRIGCACH b RRESEES ©dadriBsoAd to Staff member

activated, the adm nistrator nmay establish a data
c (orrte semhe pthigeappsepriatthsetting). The venue owner can then test the RFID tags

to ensure that they are properly operational. In addition, the venue owner can check

that the tags only provide staff members with the appropriate level of access (i.e. they
can dispense from the tobacco dispenser, but cannot perform tasks that require more

privileges, such as creating or deleting users).

It will be appreciated that handling cards for staff members is typically an
ongoing process, in that staff members on the tobacco dispenser will be created,
amended and deleted as necessary to reflect staff turnover and re-assignment. Note
that one possibility is to handle such ongoing staff changes by passing already

authorised cards between staff members as appropriate. Nevertheless, it is generally
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t obacco di spenser and one or nore renote systens, such
by using network 120 to connect to back office 0 (see

wWob@engs48) . The adm nistrator may then use t hiBCt/GBROOMO04224

10

15

20

25

30

p L: [ e ,C {gurat i,0n ti r the .

At o 3pRRc EM B0 § aBAEEle YBUR B el at any given
t histie SRY altecoid playivéaept Exednilly Remiteladed dispatiser 10, or could be
depl oyed to all tobacco dispensers operated by a
paRearperated indp gtoredsdata H09. 2. User Configuration Once
the tobacco di spenser has been installed and
configured in a particular venue, the venue owner (or
nore adte ﬂiaethp veRmN®ome iggdneralllyeespohsible dbredefiningrdles and
oméer. cr % addi ti onal isYers ti{} t he machine at

19 Qther patiss Invplyed yathithe Biaphine. gBer exagple, the

thﬁﬁ@oW%%cﬁbﬁ@%ﬂ@?ﬁoéa SV YFtag (6t the WBACAH Joh;ﬁﬁ sales rep
primarily responsible for dispensing cigarettes om
t Her wscluring stotkreptenishnizotli ment t he process of user
configuration involves the venue owner first sw ping
his or her card as a formof identification to the

dizspensesck Ienish@knt hi S card nmay have to be held
agai nst_the DD reader for a predeterm ned period of

t i me bdihgdispersenis restedked vdien stock vplimss exednws Theyeplenishment

f th
o Rp L I0BbARHIARE BAbl O ok o ATR S RS BRY om
Th@a\zmﬂmnpamyeluotm Oﬂ\lwhoxhl W& saskigRedbp rElpvanbhcesy 'mﬁfther
of RFDﬁ)ta s for. the desired staff nmenbers, and th

s PSR 35 Iy spepificalbndeiingra rpleesociaigwith stogk f@éqmbmenband to
S [

5304 ERTCRs (o 540 RGP GRS i s
t hmhetﬁey(ThiSenw epiaradgitiop ¢o axt instead of Hamngcttie vérme owtneeand/or

nue, owner che tags only provide staff
sé}egfwfrsﬁn Eﬁ"&ﬁi‘qﬁ Ttgc evel of access (i.e.

they can di spense fromthe tobacco dispenser, but

cannot erformtasks that require nore privileges,
such aStackaeplemighrent iscnesformed tmww)ng a suitablylautherised RFID card

a@@ﬁ SG%I‘%CGEF jib) ?etadg'aﬁd l’l*}ﬁ]sgthgr%ﬂl%e g‘{ éﬁ ?peﬁgﬁgoegge ggfess to

prcall'y an ongolng process, Tn

t ﬁmWeo b8 drcardei fop dreseockwb be réiibelﬁ?s‘lﬁd.t Q(ﬁcr mfgjﬁcﬁlmhe machine,
d& eted as necess&éy to reflect staff turnover
CRPSTAMMOM resaptne SyHiem apd yalitadesiths pymberiof packs waﬁagheslot

SYRE opIatel Hen Slodts the RbREE i PenBESwhaeufdn iR gé(ady for use. Note

that information about the replenishment operation (e.g. date and time, and card serial

number of the person involved) may be recorded in the stored data 109.

In an alternative embodiment, stock replenishment is largely outside the scope
of the RFID control mechanism. For example, a special key 44 (see Figure 2) might
be provided to open the tobacco dispenser and give access to the product drawers. In
this embodiment, a simple reset button is provided once the stock has been
replenished. It is assumed on pressing this reset button that each slot is now filled
with cigarette packets, and this can be appropriately indicated in the stored data 109.
A further possibility is that tobacco dispenser 10 is provided with sensors that can
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aut hori sed cards between staff nenbers as appropriate.
Nevertheless, it is generally 17desirable to track

wobiosh3disd D card is allocated to which staff neheB2@i/ 004224
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At aGRALY ﬂ&%m&%’ﬁ&v Mgwa&tm cgﬁ% e@nbca%eﬁ 9 gnyen slot,

from t obacc penser or coul I ncorpora

i nwith $isdnfedmdtieratheén Beinfloecerdddats apprepxistn wathalare109. s
general ly responsible for defining roles and

distributing RFID cards to other parties involved wth

t e mEAderSstbeg exanpl e, the venue owner may activate
and allocate an RFID tag for the tobacco conpany sal es

r ep f oﬂhm@emmnwgrrg:p@og s toghe GnWsltrﬁmetvﬁFigﬁe 6Swbetein a customer

SRR AMAR of KEarkh 0 BAP R hod fheh Gt BE SR S MebtbeF fomoves

t Wivick ﬂohythla%lfa@éd'f&ldp&iﬁeﬁ foesalefokie BiidiGherOSudh Spérdfon is typlcally
repr esentative fromthe tobacco conpany, both of who

mRyripEnedy; Hrrrdinenstaié mepher, altbewshs: vente pivaer might also perform
p to specifically define a role

agggic?g%ﬂe &b‘d“fh stock repl enishnment and to i ssue RFID
cards that support this particular function to one or

nore appropriate.staff, nenbers, (This may be in

addi ti GPnFIgerne ‘Sﬁs‘lpéﬁ?awefm ﬁ‘&(ﬁ ﬁlﬁﬁal% e dignenger dsndtially assumed to

a'Bg /irPfdlé RBdé& a)\%&ff Iﬁ%ﬁgﬁﬁé or Uit g LEEP!’S%‘ h§ Qofr&goﬁﬁlﬁg Iﬁ% he

]gl eni shment 1 s SWi pi ng a sul
ad@ﬁmﬁilss otigR Nblqhanadsesme bBErl ltth eogglla hetweanthe cEﬁmerI';lma and

t hen to be openpe

P8 FERHR el st Hdhrbed ol SRS S O b BT B SEGRS dh reager
ha¥isrlows tiid fobsdo diPeRE Y deBess tiEscHRBRMIY 0N Y tafS ﬁ{ Sne
the lestem and val i dates the nunber of packs in each

lmet é‘pfé? &ta@raufhrbéﬂrb@pé%ecylftrmethmbadmemcxslpe suesessfully
f i
e ot S e OB o

addparenr ser i aI nunber of the person |nvoI ved) may be
recorded in the stored data 09. In an alternative

enbodi nent, stock replenishnment is |largely outside the
scope Aksinfige Bt ﬁle%wtﬁleinb&ﬁgﬁ tely Atk Qé(?f’:'

speci al key 44 (see ure ﬁﬁ%ﬁm%g(&prg\él 8%%’%““&1{
ﬁ@nnachmetg@bammd MthahniLE;Dv ¢6 an al yendibletchennels going

DRBE LSl Blshibet hoh doo NPT isae EpBiPe o e esired

c1garette brand. All other channel lights go out, and there is a beep to provide audible

confirmation of the selection. The dispensing mechanism for tobacco dispenser 10
now operates and the selected cigarette packet is delivered down the chute. The staff
member then removes the cigarette packet and supplies the cigarette packet to the
customer. Meanwhile, the tobacco dispenser records in stored information 109 details
concerning which stock was taken, as well as the serial number of the staff member

involved. Finally the dispenser reverts back to idle mode.

5. Reporting

The system supports various types of reporting, including daily, weekly and
monthly. Each report generally includes data indicating the date range covered by the
report, as well as the date and time of production of the report. Local reports are

9



repl enished. It is assunmed on pressing this reset
button that each slot is nowfilled with cigarette

w@amkes@Es4 and this can be appropriately indi capedGBm04/004224

10

15

20

25

30

: ggpég%%rrﬁg abfe 3150 Bt bdsideds %Jlgrd WP ?(Eﬁ’l'l&i' He sYoc#%rg{Jgﬂ{ent to be

di spenser |I's provi nsors
c acmcmdawnh tiel yenues paymene systemn Mhnthigsitukidrs; s venue has
curre $/ Iocated nvégl ven slot, with this

i#FB?f B onat gt g dpbagee digpenser is
rﬁ%&gﬁlly \6‘1thc§§\1n? ﬁ@fn s%fﬁ@é‘wm the QWE 'bglﬂﬁ OBlaiRaP e Fata is
owchart of Figur

tO t , wher'el n a clst oner
QasCChH}dan'kleve¢)¢81mg :gdufktdneBSB poessad tpathe apératoda Archiving
s stock fromthe tobacco

d.t%epiaﬁher e thag 138 96T oY FBIE IR rees Sonsrath Oy adoRiss dimg-scale,

t mrpalwesekge rfoRtHIR Or &Nar@ﬂyo mbﬁhaéxﬁb&ﬁ:ﬁéﬁt M%ed that the
al t hou a venue owner (3 ht al so perform such
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C tobraeapdisgtinser. tFor t-iumpie,an ofelingslbReritaioh thefiettorg 8izs &5
| e betme n the channel price and stock

the LED t

| éB%‘me"ﬂﬁéyéﬁ‘ggY‘eﬁ@Wﬁ’éP llowseveptssemesnogding tequghly 19 full gtocks
aghd'sibrelihe reader. This allows the tobacco di spenser

to access the serial nunber on the tag. In one

enbodi nment, there is an audi ble beep to confirmthat

the di full d th | nunb
whi ch POOROVPRSHER EBUETEEE P sulahly SHIboRAE SRR AR AR venue
| BwhbeactivaRRRe alsg&ﬁséwsl@th& bévahPRFAED Bf IHsHP%bbcﬁmem this

appropriately authorised to dispense st ock
mhweecbwégn thetdéspeased isip ddle made hYﬂlhbiltlg:_aIBlltahlyedlllthonsed RFID

« SRS Bl S B8 00e P eDo hB  gon
birae the mMddhinetih@rdes keaveeds the @hirsd Bralréport. aNBte!tha tRe hiser thay
Tﬁ@QS rovi, de audi bl e confirmation of the sel ection.

TR fuigblemeinten e themeaching o aldey aingrdeaepy of the repaxt to be

ggll%lﬁ\ﬁ/éee‘raz d(ﬁg:g Vt\}%é‘&’eﬁ ﬁeﬁﬁ)ﬁ ‘illa%gle o a#rfedggx%,lélgér daﬁ then exit the

reystomps t he cigarette packet and supplies the
cigarette packet to the custoner. Meanwhile, the
t obacco dispenser records in stored information 109

det ai | &5 pRRERKN diGuddedClBva RoGH 1%153 h{%ﬁlﬁes Rsve WRbitioRs

the serjal nunber of the staff nenmb
communications abilities. These can be utilised to download report data 109 stored
on tobacco dispenser 10 to a central repository, where it can be analysed and

interrogated to produce specific and bespoke reports.

Selection between reports is typically achieved by pressing different PSBs on
the tobacco dispenser. For example, in one embodiment, a local report to a printer
can be obtained by the operator concerned swiping his or her RFID card and then

pressing a specific first report PSB. A specific button may also be provided to initiate

a data transfer to a remote system.
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node. 5. Reporting The system supports various types
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Each rEpaictengivdanait] tie folldwing fieldatre inclddabiniaigvdl Ni.e. local)
dat.e range covered by the report, as well as the date
afRi reRItof production of the report. Local reports
are 9typtgakl ¥ipUnoat (£BS €l 0se of business each day
to allow the stock novenent to be reconciled with the
venue' ¥epagnent system In this situation, the venue
has geperal | topped trading for a given period, or
at Ieag?i?ﬁex?nggco di spenser is tenporarily

wi t hdrawn fugaxrsepvice while the report is being

obtai ned. The data_is then cleared and archived using
a differentQP8BSPLEssed by the operator. Archiving the
data ensureg;tpaj, hBe£5(§té[|b§¥ '}able to reports
generated over a Ponger tine-scale, such as weekly,
nont hl Yobvalguarterly. In one enbodi nent, it is assuned
that the argh#ved dat a mﬁ&é be accessed and cl eared on
a nonthly b38i§S PEWBISF, 1Bny desired tinme schedul e
may be inpl saeakedycaseat iblBywsibtet he size of menory
in the tobacco di spenser. For exanple, in one

i mpl ement at PBASBHBY nBHBFY size is approximately 1

Moyt e, mhic@ogg%ogglggents corresponding to roughly 10
full stocks to be stored. A local report is generated
by a suitably authorised person such as the venue
owner actjivating.the.dispenser uysi the rel eyant RFI
Cag. 1 At endo iehmight BB frported it atpnipleselpneotume by
djspenser is in idle node by holding a suitably

aut hori sed RFBD tag for 4 seconds against the reader.
The usBatehéntiémeePf ®@P@BPpropriate instruction into

t he maghj [ C the desired | oca
report?gk£§% ?ﬁ§§9§ﬁetﬁgif£ 5 first connect a

sui t abUsepribter to the machine to allow a hard copy
of the reporg to be produced. Once the desired report
has beBhY oBPLA Y, S ﬁ% user can then exit the system
As preybess! ¥allks Oy seskr IBYed14k and | evel 3 machines
have addi ti onal communi cations abilities. These can be
utilised to downl oad report data 109 stored

In addition, the system may support a stock report, based on total sales by slot
(i.e. brand) within the relevant period:

Date & time of report

Starting stock levels by slot (from previous figures)

Qty sold by slot

Total remaining stock by slot

Note that different levels of tobacco dispenser may support alternative (or
additional) reporting formats. For example, in one embodiment a level 2 or level 3
machine is generally able to download the raw information from the local data store
109 to a third party device via an appropriate cable connection, such as through serial
data port 22. The data can then be interrogated further using the software on the third
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on tobacco di spenser to a central repository, where it
can be anal ysed and interrogated to produce specific
W(amijs,bmpoke reports Sel ecti on between repor t BCT/€B2004/004224
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t nsesepted S detpiled apalysis a@d ?qr ithse genexation ofBmpoke rpents.f i c
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transfer to a renote system 20ln one enbodi nent, the
s fol | owiingodlediéls adiatietytfipustiedlar BmBodigi¢ats hhvé bedd described in
loc&qlél dally report: Date tinme of report Venue Sal es
v dietailshersan but [quikbe@@pm@teétthﬁmhmsfbx wagof ¢gxemplification only.
T I S
bsﬁfsél s%l@# gt@ *‘l'%@ b cﬁ%’la%? eﬂg%l}#%gkentla rHX%?L%Ion?%&a
s ladptati e thaufhlljdzahmlhe] hddpy of teetaimedt mnﬁxyn AREits equidatents.
ti meof report Period covered (wks x-y) User ID Qy
sold by slot Total sales by user by sl ot
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In addition, the system may support a stock report,
based on total sales by slot (i.e. brand) within the

WO edoswadas4 period: Date & tinme o f report StartPamGBmakos224

10

20

25

30

| evel s by slot (fromprevious figures) Qy sold by
slot Total remaining stock by slot Note that different
| eygls of tobacco dispenser nay support alternative
(OFf additional) reporting formats. For exanple, in one
enbodi nent a level 2 or level 3 machine is generally

abl e tgotdgwnl ad the.rﬁﬁ.inforrration fromthe | ocal

dat a sfoPeeBeIPEIET H‘gparty device via an

appr opaidﬁgb@nsq,@é?hecmnﬁgcti on, suchas through seri al
data port 22. The data can then be interrogated

f ur t hep MeERATY forrstoringr aushorisation data CRCERTRraAL agletyjocr more
F I . i | =1t js link: Vi i
B L e e L S

i absutdachesvengin widtlaa prgiactic dispatsed froirt the arachiae, including at least
present ed forﬁget ail ed @nal si_g ar}c[i}g or ths. gener ation
othasiaernddimephthe event and am idepigs ot the Rraduct dispgpsed.

partic ' i PiAReEs IR spedsdehmi |
her ei n?ﬁg@ﬁ?gﬁ%{&?%@:@?’p@ggﬁg é.g%t%hgtt this'% 'S by way

of exenmitidllogi¢ favabiddting titwequést hgaiast therssarad anthprissgion data,

aware.of many.further potential di-f,i cati o and .

o sttt paffeRRR s el o e BT e gt satistis
| IS oPIRatidlddta For @kHY ipYicBRE Speratital ai Ns . A tobacco

di spenser including: a dispensing nechanism a nmenory

for storing authorisation data concerning at |east two

o5 T bR Sy SR ELL 00 G PRI iy o e

event in which a product is dispensed fromthe
machi ne, i ncl udi ng at Jre st .the date and tine of the

event ARAJERCHSARAL SRR orein saif inRH fvies cqmRTiSey? &
ijmg{len(ggyaé;,ﬁﬁgpm}r@g &laMENg a request to access the
i r,

spens and control logic for validating the
request agai nst the stored authorisation data, wherein

?gqaggl‘gtp :leSBFFIéSSCT, gtgc!dégf E; e%reég g%@ %np%t Eeevslgé éon?rfristesh & reader for

magnetic cards or fobs.

5. The dispenser of claim 1, wherein said input device comprises a bar-code
reader.
6. The dispenser of claim 1, wherein said input device comprises a receiver for a

wireless remote control device.

7. The dispenser of any preceding claim, wherein:
two or more roles are defined in relation to the machine;
said authorisation data specifies which operations are permitted for each of

said two or more roles; and
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the authorisation data for that particul ar operation.
, 2. The dispenser of claim, wherein said input device

weowpns@aes a keypad. 3. The di spenser of clai nPAT/GB2004/004224
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e B T (OGS AT 5 B R
waethefisatisaidatai ot pariculaLopsRaion Besxamining thethedthe opera’tion is

magnetl cards or fobs..5. The dispenser of claim]1l,
gifted @5?&@6@&%%@%@@&%@%@% Bsredustie reader .

6. The di spenser of claim1, wherein said input device

conprises a receiver for a vvi rel ess renote contr ol

d8vi ceThé’disﬂ'érseﬂd)&minsEMlmfeimny precedi ng claim
wherein:. ,two or. nore roles re ef| dinrelatiqgon to

the raddif FesiostipePraareie S SPRIEYY Paing fieRquest;

oper at kg8 §utﬁ6ﬁsd%ﬁ rahtatlﬁauaéara s@fﬂ&t’fbeﬁﬁl ruddtérd, ECHHS WIREIis
rol es; and 23said control |ogic determ nes whether or

nesSIgmétqe@ﬂmfssmdstmqfrmcegrqlm apdit hori sation data for

opor ot P SRR AP <Pl dEE bt B0 o i in he

PedtoP Serinh humaerts ltige segidlifitibe? of tHeSefkof BRIRGRY the tequibdt] Whefein the
wherei n:, said request incorporates a serial nunber of

t rfée a@p@eﬁ@d ieith the persen making dhe regugstisdbe rede assigned o hadesated
&g ?.set of serial nunbers, each of which is

aSS|gn 0 one of said two or nore roles; and said

control Ioglc is operable to access said authorisation

ta t cate | he of, se i al nunbers the serial .
ndnber The SEResmRralpim AR FeC FOHER SECOmREFb I Toisessociated
rqlltﬁtﬁes&ggd,ﬂhggn Her}eéln,gt_person maki ng the request is
the role assigned to the |ocated serial number. 9. The

di spenser of claim 7, wherein said request

0 PRSP Heor Bl BrdBERg LA A RS BSE R or more

operations comprises replenishment of the dispenser.

11.  The dispenser of any preceding claim, wherein one of said two or more

operations comprises updating pricing information stored in the dispenser.

12.  The dispenser of any preceding claim, wherein one of said two or more

operations comprises dispensing tobacco products from the dispenser.

13.  The dispenser of claim 12, wherein said control logic enables or disables said
dispensing mechanism in accordance with whether or not the request satisfies the

authorisation data for the operation of dispensing.

14.  The dispenser of any preceding claim, wherein said information stored in

memory includes at least a role associated with a person making the request.

15.  The dispenser of any preceding claim, wherein said information stored in

memory includes at least a serial number associated with a person making the request.
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The di spenser of any preceding claim wherein one of
said two or nore operations conprises repleni shnent of

wo besdsapenser. 11. The di spenser of any precepiTIGB2004/004224
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claim wherein one of said two or nore operations
conprises updating pricing information stored in the

s Pe BRI dispbdser bR Bnyipepedisgelaiod, farther pompesing gt Iehstions data port
wherein one of said two or npre operatjons conprises

dios pronisiingexteraloaseessito thestosed indorniatian gbQB eNes . 13

The di spenser of claim 12, wherein said control |ogic

enabl es or disabl es said dispensing nechanismin

apx or dRECEspinkdt offoimd6, wheramtsaidhut leastpnestataspart miy be used for
the authorisation data for fhe %pgr tion o% 1
CUSpISHE 7, OF Topre PR BB EED {0 1A I SBSEL AP TR
\Ag,g{eﬁj n said information stored in nmenory includes at

|'€ast "a role associated with a person maki ng the

request. . The di spenser of any preceding claim

wherein said infqrmation.stored in AV

| st ’ghesgppegper ABEPresedipe F%fné’d’v Wrgﬁqgid%eéé%g{néﬁgn@ Fho©
tEeﬁ‘ti Rsupetatibf to BOBerdiraeanser of any preceding claim
further conprising at |east one data port for

provi ding external access to the stored information

about events 7 ' ' .wherein

sg ‘d a 'T‘eg'g%q o%orpgr%&ggq%%{r%t@ Qﬁngéer%ér %@Jﬁ}n - suppl ying
one or stefieinhe tisgersai authorisetion deys cdnwetriiveg atilegsttvareer more
froman external system 18. The dié@{)éanser of any
peisfeeant pperationsiie beperfameddn relationda the dISREDSTT} | st he
parti ch@i'irin%%erre éspfbdafcgesjg%eﬂﬁgﬁe%é??d- 19. A nmethod of
operating a-tobacco dispenser conprising. storing in

t he di eqlizlating theutquest agatristthe dered androrisatindata twhegbytan

two or nore, diff nt opert.at.i,ons tao, | '

- BPerpiouns B RsEmcd aa dam o Rt Rgl Sy T SR AL gk the
aGGRSHsalibe dsth FHORFYarticGlrofdtuiiong shbte r equest agai nst.
the stored authorisation data, whereby an operation is
only pstorig infermation abeus gaeh prmiticd BN phichyggproduct is

5835 AR o
eag lepefien dftiedpropsstdispesedn whi ch a product is

20. The method of claim 19, further comprising:

defining two or more roles in relation to the machine, wherein said
authorisation data specifies which operations are permitted for each of said two or
more roles; and

wherein said validating comprises determining whether said operation is

permitted for a role associated with the person making the request

21. The method of claim 20, wherein:
said request incorporates a serial number of the person making the request;
said authorisation data includes a set of serial numbers, each of which is

assigned to one of said two or more roles; and
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di spensed from the machine, including at |east the
date and tine of the operation and an identifier of

wo bespsasict di spensed. 20. The nethod of cl ai PC1/E&B2004/004224
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f ur t hedai® @étB¥mifing Fonpeisés ticbésingRaidrautidkiationl daa toNocate in the
relation to the nmachi ne, wherein said authorisation

dset af sasebnumbers e serialapenber phihg parsen pukingithetrqpent, herein the
[
orlrpgsgcelé \Q@g{?@rtg]g §s5n J\}ﬁﬁ%’ﬁ g%ci'seg& fg p%ﬂcd %?é &m\éﬂed Q)atilé Rated
pgemmﬁmﬁlgt-rfor a roI e associated with the person naking
the request 21. The nethod of claim 20, wherein: said
request incorporates a serial nunber of the person
i ng [ [
SE OfThLelpd T Claim 26 Y i Rk Re bRt M fof Ssdviated
owahdiemsmkmahng)thermqucstr ol es; and 2sai d determ ning
conpri ses accessing said authorisation data to |ocate
in the set of serial nunbers the serial nunber of the
P£Y.SonTRSkikad b Qn)i@ﬂdlﬁﬁis 194H 8D exbﬁbrh!ﬂ%né oF @aldlﬁﬁé’ 61 AbRM
with the person he request is the role
aopsirafieas comprises repi@aslmexgef ithe dispamsery . 22. The met hod
of claim 20, wherein said request incorporates the
rol e associated with the person making the request. 2
24(he Tk Metho@lof any ofdlaiflsANTs 28 OwRetein\he bEsdid GME oPmore
sai d two or nore qperations conprises replenjishment of
t pRerationp epprses apdatingpricinaippraatiomstorsd e fheidigpepspros,
wherein one of said two or nore operations conprises
updating pricing information stored in the dispenser.
225. Thehemnethod o6 anyofclaifnsdBdo 24, Whaeraid onwbésaéd twooemofe
said two or Eeratl ns co rée g1 nsi ng
t%ﬂfé‘t‘@&s B?TBBU&S?‘SP TG i9 a°c?i°§’fa o énf‘Fét hod of
claim 25, further conprising enabling or disabling a
di spensi ng mechani smin accordance with whet her or not
tMe r Bhrmethod of cleine 25 fughensomprisingenaiflingor dispbling hdispensing
0 géh%{sglnln%]ccccgjx'ha&% Qgﬂ [\@hether or not the request satisfies the authorisation

data for the operation of dispensing.

27. The method of any of claims 19 to 26, wherein one of said two or more

operations comprises adding new serial numbers to said authorisation data.

28.  The method of any of claims 19 to 27, wherein one of said two or more

operations comprises assigning serial numbers to roles.

29.  The method of any of claims 19 to 28, wherein said stored information

includes at least a role associated with a person making the request.

30. The method of any of claims 19 to 29, wherein said stored information

includes at least a serial number associated with a person making the request.
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27. The nethod of any of clains to 26, wherein one of
said two or nore operations conprises addi ng new

w@eenosabe4gunbers to said authorisati on data. 28pCTibB2004/004224
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Mt NodrQf maRYd 8F arfy) ¥ ddimd 994936, FurthoRipAsiap %saglascﬁ'tadpon for

two or nore operations conprises assigning Seria
mroviding externallaesess R0the Floeednipfomndtiart atmut peyittéddpesations.
28, wherein said stored information includes at | east
a role associated with a person naking the request.

3t», Thendmtdaed opélamd¥1,Fhrtkdraomprikiag $8pply#ag ofé br ot
stored information includes at |east a serial nunber
acrafigirationl settings ta thredispenserdianm gn externaksyiyient via saidglata port.
met hod of any of clains to 30, further conprising
using a data port for providing external access to the
s3I edThevhethodof ey iudalins Ao nteB2,t fadhapemptisiag Dutpdfinglsai
met hod of claim, further conprising supplying one or
niersd énfarmajionde aderal BARtPHgs to the di spenser from an
external systemvia said data port. 33. The nethod of
any of clains 19 to 32, further conprising outputting
s3.d sTloy method bbampafi adaims d 940 B2ydaithgrreomipeising ®4tputting said

met hod of any of clai to 32, further conprising
oﬁ?‘ﬁaﬂﬁfgﬁﬁa%%‘iqye%?ﬁ’s&gﬁ??ﬁ“mﬁ% on over a network
connection. 3 . The nethod of any of clains to 34,

further conprising generating reports based on said
s3%r edThemethad of any, ofiiaimeilf te 34, SOMPrISINgG generplingteports

R A B PYoH B SIS i ot T e i

Oidha-s@dled. Nnf ormati on in said di spenser with a | aptop or
PDA. 37. The nethod of any of clains to 36, wherein
sai d request specifies the particular operation to be

pgg.f OFWmﬁrgﬁ%){E@ SELRE 19%o §5‘,yfuﬂﬁergb ' H§in% 3}(;%(9&31&&@ data

erei n sal d is used to provide atte
sariuformaiion im saslodispehsdpavithcolapteptor PBA. A t obacco
di spenser including: a dispensing nechanism a radio
frequency identifier (RFID) reader for accessing a

sgf.i al TRLHEBBBA bE &Y of claims 19 to 36, wherein said request specifies the

particular operation to be performed.

38. The method of any of claims 19 to 37, wherein said method is used to provide

attended service in a back of bar context.

39. A tobacco dispenser including:

a dispensing mechanism;

a radio frequency identifier (RFID) reader for accessing a serial number from
an RFID card,

memory for storing a set of serial numbers permitted to operate said
dispensing mechanism; and

control logic for enabling or disabling said dispensing mechanism in
accordance with whether or not the serial number accessed from the RFID card is

included in said set.

27



an RFID card; menory for storing a set of serial
nunbers permtted to operate said di spensing

worembasi4g4y and control |ogic for enabling or PiEaBR0AGO4224
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sai d di spensing mechani smin accordance w th whet her

or not the serial nunber accessed fromthe RFID card

I 80 nclAudetod Bf 5pdratinged tobaoté@ispensee th@fristhg:oper ating a

t obacco dispenser conprising: entering into the

di spenSiering e therdispspser a seh ofiserial nyabsisineamitied to dispense from
dhﬁgﬁg&ﬁﬁfromthe machi ne; accessing a serial nunber
froman RFID card using an RFID reader incorporated

i nt o t bexebsiins sariall nempbersfesm af RIKED card uwsghg R FED readern ot

the accessed gerial nynber is included in the set of
sé’rcpﬁpr"rﬁ?ﬂi’é‘é‘? etehasrq tispenser: di spense from the

di spen i i ' -t i

oty 1 1oL INCIRE DS LD e R Sridl o S VIR B setof
neeriad numbers petmittedita dispanse frem thé dispenised; amdinber s

itted to di f t he di .41, A
{ obaccOSRFSTEARIPANG from G disepser, ARYAER i<deletimiapd thatthe
dh&des9ed 8érid Wuhdel Bahdlededda tiR LOSCREAI Mfintkrs %&ﬂﬁ&e& t8Rtispense

or nore different operations to be perforned in

r foax thedispensehe di spenser, wherein one of said

operati ons conprises dispensing fromthe dispenser and

anot her of said operations conprises replenishing the
déspendeavbacte disperiser comprésing:Ng a request to access the

di spenser; and nmeans for validating the request,

agai o mepife{O pigRag Mot Hisprasst phorisatian dath epnasyningat least two or

ORRFAdi RNt SpdRtiohs W@P%ir?&&eﬁ% ?eﬁ&tfoi% &heoéisﬁgggear{ \?gs?rgﬁltone of

if the request satis t he aut horisation
t bead operatidnscomprisgsalispensing frém thédispersecanddinethensfsaid

sub&ttant lally as Iges r.i b§1d (Per ein with reference to
¢ RRSTats sRmRYP R denlpiishing e dispeniser
means for receiving a request to access the dispenser; and
means for validating the request against the stored authorisation data, whereby
an operation is only permitted as a result of the request if the request satisfies the

authorisation data for that particular operation.

42. A tobacco dispenser substantially as described herein with reference to the

accompanying drawings.
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