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BLOCK ID ENCODING IN ERASURE CODED STORAGE SYSTEM

TECHNICAL FIELD

[0001]  The present invention relates to block ID encoding, and more specifically, this invention relates to block

ID encoding in erasure coded storage systems.

BACKGROUND

[0002] Blocks of data which are stored in storage devices are conventionally preceded by a unique string of bits
that identifies the block (e.g., the block ID). Blocks are protected by one or more parity blocks in many architectures,
such as RAID 5, product codes, etc. Other methods for protecting blocks include XORing data blocks in order to
obtain parity blocks. The block IDs are conventionally excluded from the XOR operations. Parity block(s) often have
an ID that coincides with one or more of the data block IDs. It would be desirable to include the block IDs in XOR

operations. It would be further desirable to allow for parity block IDs to be unique.

SUMMARY

[0003] A data storage system, according to one aspect, comprises: a processor; and logic integrated with the
processor, executable by the processor, or integrated with and executable by the processor, the logic being
configured to: store a plurality of data blocks, wherein a set of the data blocks are protected by an erasure
correcting code, wherein each of the data blocks in the set of data blocks includes block identification information;
verify the block identification information for each of the data blocks in the set of data blocks at a time of read; and
as part of reconstructing a data block, reconstruct the block identification information for the data block, and verify

the block identification information.

[0004] The data storage system optionally includes at least two parity blocks. The at least two parity blocks are

used to expand the benefits of the data system to multi-dimensional codes.

[0005] The data storage system optionally includes logic configured to determine that the verification of the
block identification information fails. In response to determining that the verification of the block identification
information fails, the data storage system includes logic configured to declare that the data block is erased. This
optional logic provides the benefit of detecting whether a block is from an incorrect location on reconstruct and

identifying that the block has been erased.
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[0006] A computer-implemented method, according to another aspect, includes, for a plurality of data blocks in
a data storage system, verifying block identification information for each of the data blocks in a set of data blocks at
the time of read. A set of data blocks are protected by an erasure correcting code and each of the data blocks in the
set of data blocks includes the block identification information. The method also includes, as part of reconstructing a
data block, reconstructing the block identification information for the reconstructed data block, and verifying the
block identification information. The method improves data integrity by verifying that the correct data blocks are

used in the reconstruct operation.

[0007] The method optionally includes that the block identification information for each of the data blocks is
unique to the respective data blocks. The unique aspects of the block identification information provides that the

block identification information may be recovered and verified via the reconstruct operation.

[0008] A computer-implemented method, according to another aspect, includes, for a plurality of data blocks in
a data storage system, verifying block identification information for each of the data blocks in a set of data blocks at
the time of read. The data storage system includes at least two parity blocks. A set of data blocks are protected by
an erasure correcting code and each of the data blocks in the set of data blocks includes the block identification
information. The block identification information of the data blocks and of the at least two parity blocks are symbols
in a codeword of a Reed-Solomon code such that all the symbols are different. The method also includes, as part of
reconstructing a data block, reconstructing the block identification information for the reconstructed data block, and
verifying the block identification information. The method also includes returning the block identification information
and the reconstructed data block for providing end-to-end protection in the storage system. The method improves
data integrity in multi-dimensional codes by verifying that the correct data blocks are used in the reconstruct

operation.

[0009] A computer program product, according to yet another aspect, includes one or more computer readable
storage media, and program instructions collectively stored on the one or more computer readable storage media.
The program instructions include program instructions to, for a plurality of data blocks in a data storage system,
verify, by the computer, block identification information for each of the data blocks in a set of data blocks at the time
of read. A set of data blocks are protected by an erasure correcting code and each of the data blocks in the set of
data blocks includes the block identification information. The program instructions also include program instructions
to, as part of reconstructing a data block, reconstruct, by the computer, the block identification information for the
reconstructed data block, and verifying the block identification information. The computer program product improves

data integrity by protecting against corruption mechanisms occurring after block read operations.

[0010]  Other aspects of the present invention will become apparent from the following detailed description,

which, when taken in conjunction with the drawings, illustrate by way of example the principles of the invention.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0011]  FIG. 1is adiagram of a network architecture, in accordance with one embodiment of the present
invention.

[0012] FIG. 2is adiagram of a representative hardware environment that may be associated with the servers
and/or clients of FIG. 1, in accordance with one embodiment of the present invention.

[0013] FIG. 3is adiagram of a tiered data storage system, in accordance with one embodiment of the present
invention.

[0014] FIG. 4is an exemplary LID encoding of block IDs for m = 5 with a code set value of 29 (11101), in
accordance with one embodiment of the present invention.

[0015] FIG. §is an exemplary LID encoding of block IDs for m = 4 with a code set value of 29 (11101) and a
virtual column, in accordance with one embodiment of the present invention.

[0016] FIG. 6 is an exemplary LID encoding of block IDs for m = 5 with a code set value of 29 (11101) and two
virtual columns, in accordance with one embodiment of the present invention.

[0017] FIG. 7 is a6 x 6 product code with single row and single column parity encoded using a LID code, in
accordance with one embodiment of the present invention.

[0018] FIG. 8isa7 x 7 product code with single row and single column parity encoded using a LID code, in
accordance with one embodiment of the present invention.

[0019] FIG. 9is an elementin EBR(5, 3) having even parity in each column as well as in each line of slope 0, 1,
and 2, in accordance with one embodiment of the present invention.

[0020]  FIG. 10 s an exemplary assignment for an EBR(7, r) code for 1 < r < 4, in accordance with one
embodiment of the present invention.

[0021] FIG. 11 s a flowchart of a method, in accordance with one embodiment of the present invention.

DETAILED DESCRIPTION

[0022] The following description is made for the purpose of illustrating the general principles of the present
invention and is not meant to limit the inventive concepts claimed herein. Further, particular features described
herein can be used in combination with other described features in each of the various possible combinations and

permutations.

[0023]  Unless otherwise specifically defined herein, all terms are to be given their broadest possible
interpretation including meanings implied from the specification as well as meanings understood by those skilled in

the art and/or as defined in dictionaries, treatises, etc.
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[0024] It must also be noted that, as used in the specification and the appended claims, the singular forms "a,"
‘an" and "the" include plural referents unless otherwise specified. It will be further understood that the terms
"‘comprises" and/or "comprising," when used in this specification, specify the presence of stated features, integers,
steps, operations, elements, andfor components, but do not preclude the presence or addition of one or more other

features, integers, steps, operations, elements, components, and/or groups thereof.

[0025]  The following description discloses several preferred aspects of systems, methods, and computer

program products for block 1D encoding in erasure coded storage systems.

[0026] In one general aspect, a data storage system includes a plurality of data blocks. A set of data blocks are
protected by an erasure correcting code and each of the data blocks in the set of data blocks includes block
identification information. The data storage system includes a processor and logic integrated with the processor,
executable by the processor, or integrated with and executable by the processor. The logic is configured to verify
the block identification information for each of the data blocks in the set of data blocks at the time of read and, as
part of reconstructing a data block, reconstruct the block identification information for the reconstructed data block,

and verify the block identification information.

[0027] In another general aspect, a data storage system, includes at least two parity blocks and a plurality of
data blocks. A set of data blocks are protected by an erasure correcting code and each of the data blocks in the set
of data blocks includes block identification information. The block identification information of the data blocks and of
the at least two parity blocks are symbols in a codeword of a Reed-Solomon code such that all the symbols are
different. The data storage system also includes a processor and logic integrated with the processor, executable by
the processor, or integrated with and executable by the processor. The logic is configured to verify the block
identification information for each of the data blocks in the set of data blocks at the time of read and, as part of
reconstructing a data block, reconstruct the block identification information for the reconstructed data block, and
verify the block identification information. The logic is also configured to return the block identification information

and the reconstructed data block for providing end-to-end protection in the storage system.

[0028] In yet another general aspect, a computer-implemented method, according to another aspect, includes,
for a plurality of data blocks in a data storage system, verifying block identification information for each of the data
blocks in a set of data blocks at the time of read. A set of data blocks are protected by an erasure correcting code
and each of the data blocks in the set of data blocks includes the block identification information. The method also
includes, as part of reconstructing a data block, reconstructing the block identification information for the

reconstructed data block, and verifying the block identification information.
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[0029] In another general aspect, a computer-implemented method, includes, for a plurality of data blocks in a
data storage system, verifying block identification information for each of the data blocks in a set of data blocks at
the time of read. The data storage system includes at least two parity blocks. A set of data blocks are protected by
an erasure correcting code and each of the data blocks in the set of data blocks includes the block identification
information. The block identification information of the data blocks and of the at least two parity blocks are symbols
in a codeword of a Reed-Solomon code such that all the symbols are different. The method also includes, as part of
reconstructing a data block, reconstructing the block identification information for the reconstructed data block, and
verifying the block identification information. The method also includes returning the block identification information

and the reconstructed data block for providing end-to-end protection in the storage system.

[0030] In another general aspect, a computer program product, includes one or more computer readable
storage media, and program instructions collectively stored on the one or more computer readable storage media.
The program instructions include program instructions to, for a plurality of data blocks in a data storage system,
verify, by the computer, block identification information for each of the data blocks in a set of data blocks at the time
of read. A set of data blocks are protected by an erasure correcting code and each of the data blocks in the set of
data blocks includes the block identification information. The program instructions also include program instructions
to, as part of reconstructing a data block, reconstruct, by the computer, the block identification information for the

reconstructed data block, and verifying the block identification information.

[0031]  FIG. 1illustrates an architecture 100, in accordance with one aspect. As shown in FIG. 1, a plurality of
remote networks 102 are provided including a first remote network 104 and a second remote network 106. A
gateway 101 may be coupled between the remote networks 102 and a proximate network 108. In the context of the
present architecture 100, the networks 104, 106 may each take any form including, but not limited to a local area
network (LAN), a wide area network (WAN) such as the Internet, public switched telephone network (PSTN),

internal telephone network, etc.

[0032] In use, the gateway 101 serves as an entrance point from the remote networks 102 to the proximate
network 108. As such, the gateway 101 may function as a router, which is capable of directing a given packet of
data that arrives at the gateway 101, and a switch, which furnishes the actual path in and out of the gateway 101 for

agiven packet.

[0033]  Further included is at least one data server 114 coupled to the proximate network 108, and which is
accessible from the remote networks 102 via the gateway 101. It should be noted that the data server(s) 114 may
include any type of computing device/groupware. Coupled to each data server 114 is a plurality of user devices

116. User devices 116 may also be connected directly through one of the networks 104, 106, 108. Such user
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devices 116 may include a desktop computer, lap-top computer, hand-held computer, printer, or any other type of

logic. It should be noted that a user device 111 may also be directly coupled to any of the networks, in one aspect.

[0034] A peripheral 120 or series of peripherals 120, e.g., facsimile machines, printers, networked and/or local
storage units or systems, etc., may be coupled to one or more of the networks 104, 106, 108. It should be noted
that databases and/or additional components may be utilized with, or integrated into, any type of network element
coupled to the networks 104, 106, 108. In the context of the present description, a network element may refer to

any component of a network.

[0035]  According to some approaches, methods and systems described herein may be implemented with and/or
on virtual systems and/or systems which emulate one or more other systems, such as a UNIX® system which
emulates an IBM® z/OS® environment (IBM and all IBM-based trademarks and logos are trademarks or registered
trademarks of International Business Machines Corporation and/or its affiliates), a UNIX® system which virtually
hosts a known operating system environment, an operating system which emulates an IBM® z/OS® environment,

etc. This virtualization and/or emulation may be enhanced through the use of VMware® software, in some aspects.

[0036]  In more approaches, one or more networks 104, 106, 108, may represent a cluster of systems commonly
referred to as a "cloud." In cloud computing, shared resources, such as processing power, peripherals, software,
data, servers, etc., are provided to any system in the cloud in an on-demand relationship, thereby allowing access
and distribution of services across many computing systems. Cloud computing typically involves an Internet
connection between the systems operating in the cloud, but other techniques of connecting the systems may also

be used.

[0037] FIG. 2 shows a representative hardware environment associated with a user device 116 and/or server
114 of FIG. 1, in accordance with one aspect. Such figure illustrates a typical hardware configuration of a
workstation having a central processing unit 210, such as a microprocessor, and a number of other units

interconnected via a system bus 212.

[0038]  The workstation shown in FIG. 2 includes a Random Access Memory (RAM) 214, Read Only Memory
(ROM) 2186, an input/output (I/O) adapter 218 for connecting peripheral devices such as disk storage units 220 to
the bus 212, a user interface adapter 222 for connecting a keyboard 224, a mouse 226, a speaker 228, a

microphone 232, and/or other user interface devices such as a touch screen and a digital camera (not shown) to
the bus 212, communication adapter 234 for connecting the workstation to a communication network 235 (e.g., a

data processing network) and a display adapter 236 for connecting the bus 212 to a display device 238.
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[0039]  The workstation may have resident thereon an operating system such as the Microsoft Windows®
Operating System (OS), a macOS®, a UNIX® OS, etc. It will be appreciated that a preferred aspect may also be
implemented on platforms and operating systems other than those mentioned. A preferred aspect may be written
using eXtensible Markup Language (XML), C, and/or C++ language, or other programming languages, along with
an object oriented programming methodology. Object oriented programming (OOP), which has become increasingly

used to develop complex applications, may be used.

[0040]  Now referring to FIG. 3, a storage system 300 is shown according to one aspect. Note that some of the
elements shown in FIG. 3 may be implemented as hardware and/or software, according to various aspects. The
storage system 300 may include a storage system manager 312 for communicating with a plurality of media and/or
drives on at least one higher storage tier 302 and at least one lower storage tier 306. The higher storage tier(s) 302
preferably may include one or more random access and/or direct access media 304, such as hard disks in hard disk
drives (HDDs), nonvolatile memory (NVM), solid state memory in solid state drives (SSDs), flash memory, SSD
arrays, flash memory arrays, etc., and/or others noted herein or known in the art. The lower storage tier(s) 306 may
preferably include one or more lower performing storage media 308, including sequential access media such as
magnetic tape in tape drives and/or optical media, slower accessing HDDs, slower accessing SSDs, etc., and/or
others noted herein or known in the art. One or more additional storage tiers 316 may include any combination of
storage memory media as desired by a designer of the system 300. Also, any of the higher storage tiers 302 and/or

the lower storage tiers 306 may include some combination of storage devices and/or storage media.

[0041]  The storage system manager 312 may communicate with the drives and/or storage media 304, 308 on
the higher storage tier(s) 302 and lower storage tier(s) 306 through a network 310, such as a storage area network
(SAN), as shown in FIG. 3, or some other suitable network type. The storage system manager 312 may also
communicate with one or more host systems (not shown) through a host interface 314, which may or may not be a
part of the storage system manager 312. The storage system manager 312 and/or any other component of the
storage system 300 may be implemented in hardware and/or software, and may make use of a processor (not
shown) for executing commands of a type known in the art, such as a central processing unit (CPU), afield
programmable gate array (FPGA), an application specific integrated circuit (ASIC), etc. Of course, any arrangement
of a storage system may be used, as will be apparent to those of skill in the art upon reading the present

description.

[0042] In more aspects, the storage system 300 may include any number of data storage tiers, and may include
the same or different storage memory media within each storage tier. For example, each data storage tier may
include the same type of storage memory media, such as HDDs, SSDs, sequential access media (tape in tape
drives, optical disc in optical disc drives, etc.), direct access media (CD-ROM, DVD-ROM, etc.), or any combination

of media storage types. In one such configuration, a higher storage tier 302, may include a majority of SSD storage
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media for storing data in a higher performing storage environment, and remaining storage tiers, including lower
storage tier 306 and additional storage tiers 316 may include any combination of SSDs, HDDs, tape drives, etc., for
storing data in a lower performing storage environment. In this way, more frequently accessed data, data having a
higher priority, data needing to be accessed more quickly, etc., may be stored to the higher storage tier 302, while
data not having one of these attributes may be stored to the additional storage tiers 316, including lower storage tier
306. Of course, one of skill in the art, upon reading the present descriptions, may devise many other combinations

of storage media types to implement into different storage schemes, according to the aspects presented herein.

[0043]  According to some aspects, the storage system (such as 300) may include logic configured to receive a
request to open a data set, logic configured to determine if the requested data set is stored to a lower storage tier
306 of a tiered data storage system 300 in multiple associated portions, logic configured to move each associated
portion of the requested data set to a higher storage tier 302 of the tiered data storage system 300, and logic
configured to assemble the requested data set on the higher storage tier 302 of the tiered data storage system 300

from the associated portions.

[0044]  Of course, this logic may be implemented as a method on any device and/or system or as a computer

program product, according to various aspects.

[0045] Data integrity is a significant problem in storage system technology. Most enterprise storage systems
utilize devices supporting T10DIF (Data Integrity Field). T10DIF involves storing extra information in a storage block
on a device. This information may include a data check, such as a cyclic redundancy check (CRC), a block ID, a
write sequence number, etc. When the data is read, these values must match the expected values. Some of this
information, such as a write sequence number, is compared to a value stored elsewhere. The matching provides

the ability to verify the data and the identity of the block on a read operation.

[0046]  Erasure correcting codes are widely used to protect storage systems against data loss events. Prior art
methods, such as T10DIF, encode information outside a system-level erasure correcting code used to protect
against corruption of the data. These prior art methods verify the information at the time of reading a block but
cannot verify the information for reconstructed data blocks. It would be desirable to provide a method to verify block
identity information following a reconstruction operation for protecting against corruption mechanisms occurring
after a block read operation. For example, a buffer addressing error that results in data from a block not belonging

to a particular parity equation being used during the reconstruction.

[0047] In a storage system, a set of data blocks may be protected by an erasure correcting code. Data from a
missing block may be reconstructed via the erasure correcting code. For this operation to produce the correct

result, it is critical that all the blocks used in the reconstruct operation be from the proper locations and contain the
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same data that was used during the encoding process. There are many factors that potentially cause the data from
incorrect blocks to be delivered to the erasure code. These include situations such as where a prior write operation
was written to an incorrect location (e.g., off-track write in HDD), addressing errors when reading from a device,
buffer errors, etc. In the prior art, such as T10DIF, the block identification information is verifiable at the time of
read, but not end-to-end through a reconstruct operation as the block identification information is not encoded into
the erasure correcting code. At least some of the approaches described herein provide strong protection due to
block identification information for each block in a read operation which is verifiable at the time of reading and
verifiable for reconstructed data. Other approaches of the present disclosure use block identification information
end-to-end protection for block write sequence numbers and the block identification information is encoded into the
erasure correcting code (e.g., protection is provided throughout the read and write process). Thus, if an error occurs
during the reconstruction operation, resulting in an incorrect block being used in reconstruction, the error is
detected, and the corruption is prevented by using of various aspects described herein. In some cases, it may be
possible to correct the corruption. The block identification information may include a block identification number, a

code set number, a write sequence number, etc., or any combination thereof.

[0048] Tollustrate an exemplary problem with conventional technologies discussed above, identify a storage
block with an ID by assigning a number to the storage block. For example, assume there are 7 storage blocks
containing data. In a RAID 5 architecture, an 8t storage block is the XOR of the 7 data storage blocks. If the 8
storage blocks are numbered from 0 to 7, an ID may be assigned as the corresponding number in binary
representation (e.g., storage block 0 is assigned ID 000, storage block 1 is assigned ID 001, etc., up to storage
block 7 which is assigned ID 111). As stated above, storage block 7 is the XOR of storage blocks 0 through 6.
XORing the IDs of storage blocks 0 to 6 obtains 111, which is the ID of block 7. In this particular case, the
assignment of the binary numbers as IDs has the desired property and the same is true if the number of data blocks
is 27 - 1 for any number n (e.g., in the example above, n = 3). However, in a RAID 5 architecture, requiring that the
number of data blocks be 27 - 1 is limiting. For example, using the same example, assume that 5 storage blocks
contain data, and a 6t storage block is the XOR of the other 5 storage blocks. Applying the same ID method of
assigning the binary representation of the number / to block j, the XOR of IDs 0 to 4 gives 100 and the ID of block 5
(e.g., now the parity storage block) is 101. This assignment does not work for this approach and the prior art does

not solve these deficiencies.

[0049] Various aspects of the present disclosure provide a method for encoding unique block IDs in each block
of an erasure coded system, such that the block ID may be recovered via a reconstruct operation. At least some
aspects of the present disclosure provide a method for encoding other information, such as write sequence

numbers, in a manner such that the information may be recovered via a reconstruct operation.
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[0050] Mathematically, given m distinct vectors of length n, various aspects of the present disclosure obtain an
(m + 1)th vector as the XOR of such m distinct vectors which is also distinct from the original m vectors. In preferred
aspects, n is minimal with the foregoing property. For example, if m = 27 and all possible 27 vectors of length n are
assigned, their XOR is the zero-vector of length n. The zero vector is one of the 27vectors of length n. This set of 27
vectors of length n does not have the desired property. Vectors having a length of at least n + 1 are necessary for

this desired property. The value of nis optimized according to the various aspects described herein.

[0051]  In one aspect, consider an erasure correcting code covering a set of m blocks, each with block
identification number (e.g., a block ID in some instances) represented by a binary vector of length n (e.g., vi where O
<ji<m-1). To guarantee that each block ID is unique (e.g., such that all blocks are distinguishable), and, if the
erasure correcting code consists of a simple parity code, each block ID is distinguishable from the XOR of all the
IDs.

[0052]  Definition 1
[0053]  Given integers m and n, alinear ID (LID) code, denoted LID(m, n), is a set of m + 1 distinct (binary)

vectors vi, 0 < j< m, of length n, such that, denoting by 0 a zero vector of length n,
m

[0054] D v,=0 (1
i=1
[0055]  To achieve the smallest possible length n for an LID(m, n), a lower bound on n is stated in the following
lemma:
[0056] Lemma 1
[0057]  Consider an LID(m, n) code as given by Definition 1 and let b = [log, (m + 1)]. Then,
[0058] n=bifm#2b-3 2)
[0059] n=b+1ifm=20-3 3)
[0060]  Assume that n<b- 1. The number of vectors of length nis 2n < 261 < m + 1. It is not possible that there
are m + 1 distinct vectors of length n for vi, 0 < j< m, so (2) follows.

[0061]  Assume that m=2b- 3, n=b and there are 2% - 2 vectors v; of length b, 0 </ < 2b - 3, satisfying

2b -3
Definition 1. Let u and w be the remaining two vectors of length b. Since ( fan) vi) @D udw=0and, by
i=0
20 -3
property (1), @ wv; = 0, then u=w and this is a contradiction. Constructions meeting bounds (2) and (3) with
i=0

equality are discussed in detail below.
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[0062] Construction A
[0063]  Assume that m=2n-1 for n= 2. Consider the set of all possible 27 vectors v; of length n. Since
2" -1

@ wv;=0andb = [log,(2™)] = n, this set satisfies Definition 1, and bound (2) is met with equality.
i=0
[0064] Example 1
[0065]  Assume that m = 24- 1 =15. The set of 16 non-zero vectors of length 4 is

0000 | 1000
0001 | 1001
0010 | 1010
0011 | 1011
0100 | 1100
0101 | 1101
0110 | 1110
o1t | 111

[0067] The XOR of the foregoing vectors is (0000). Definition 1 is satisfied, and the set is a LID code.

[0068] Construction B

[0069] Denote by 1 the all-one vector (11. . . 1) of length n. Assume that m = 2t and let n = [log, (2t + 1)].
Then, take t different pairs consisting of a vector of length n and its complement for each pair, except for the pair {0,
1}. Then, take the set of m + 1 vectors consisting of all such ¢ pairs together with O if tis even and 1 if fis odd. In
both cases, the set satisfies Definition 1. The set constitutes an LID code and bound (2) is met.

[0070] Example 2

[0071]  Assume that m =14 = (2)(7), then, n = [log,(15)] = 4. The 14 non-zero vectors of length 4
consisting of all possible pairs of a vector and its complement, except for the pair {0000, 1111}, are:

0001 0010 0011 0100 0101 0110 0111
1110 1101 1100 1011 1010 1001 1000

[0072] The XOR of the foregoing vectors with (1111) is (0000). The foregoing set of 15 vectors satisfies
Definition 1 and bound (2) is met with equality.

[0073] Ifm=12=(2)®), n = [log,(13)] = 4, taking the first 6 pairs above, the XOR of such 12 vectors with
vector (0000) is (0000). This set of 13 vectors satisfies Definition 1 and bound (2) is met with equality.

[0074]  Construction C

[0075]  Assume that m =2t +1<2n-5 where n = [log,(m + 1)]. Take the following three vectors of length
n

[0076] w=(00...001)

[0077] v1=(00...010)



WO 2021/260538 PCT/1IB2021/055484
12

[0078] v2=(11...100)

[0079]  Take the next m - 3 different vectors divided into pairs of vectors that are complements of each other,
excluding the eight vectors 0, v, v+, v2 and their complements. Such a choice is possible since m - 3 is even and m
- 3<2n- 8. Consider the set of m + 1 different vectors consisting of such m - 3 vectors, vo, v1, v2, and O if ¢ is even
or 1if tis odd. Since vo @ v1 @ v2 =1, the m + 1 vectors satisfy Definition 1. The set of vectors constitutes an LID
code. Since b = [log,(m + 1)] = n, bound (2) is satisfied with equality.

[0080] Example 3

[0081]  Assume that m=11=(2)(5) + 1, then take n = 4. Since t is odd, Construction C gives the following set of
vectors satisfying Definition 1:

0001
0010
1100
0100
1011
0101
1010
0110
1001
0111
1000
1M1

[0082] The XOR of the rows gives (0000).

[0083] Construction D

[0084]  Assume that m = 2n1- 3, where n= 4. Take a set of 271 - 2 vectors of length n as follows:

[0085] 1) The first 272- 1 vectors comprise the binary representation of the first 272 - 1 numbers j, 0 < j< 2n2 -
2.

[0086]  2) The next 272- 3 vectors comprise the binary representation of the numbers /, where 272 < j< 2n1- 4,
[0087]  3) The next vector is the binary representation of 21, e.g., it is the vector (100 . . . 0) of length n.

[0088]  4) The last vector is the XOR of the previous 27 - 3 vectors.

[0089]  The last vector cannot be one of the first 21 - 3 vectors. The XOR of the 21 - 3 vectors of length n starts
with two 1s and Definition 1 is satisfied. Since b = [log, (2"~ — 2)] = n — 1, bound (3) is met with equality.
[0090] Example 4

[0091]  Assume that m =13 = 24 - 3, then take vectors of length n = 5. Construction D gives the following set of

vectors satisfying Definition 1, as well as bound (3) with equality:
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00000
00001
00010
00011
00100
00101
00110

01000
01001
01010
01011
01100
10000
11011

[0092] The first 7 vectors correspond to step 1) in Construction D, the next 5 vectors correspond to step 2) in
Construction D, the next vector corresponds to step 3) in Construction D, and the last vector, which is the XOR of
the 13 previous vectors, is not one of the previous 13 vectors (e.g., none of the previous vectors started with two
1s).

[0093]  Consider, for example, the case where m = 4. Using Construction B, the counting set is {(001), (110),
(010), (101)} and the parity vector is (000). To test, assume that block 2 is erased. Then, v2=vo @ vi P vs P va=
(001) & (110) & (101) € (000) = (010). The various aspects described above provide a method of verifying the
block ID of a reconstructed block. Thus, if a block from an incorrect location is used in a parity equation (e.g., such
as through accessing stale data in a buffer), the incorrect block is detected on reconstruct and the block is declared

to be erased.

[0094] Atleast some of the aspects described in detail above disclose how to create unique block IDs within the
set of blocks in the parity set. In storage systems, it is important to verify the absolute block number in the system.

An absolute block number may be created from the block ID and the number of the parity set.

[0095] Various approaches disclosed herein are extendable to support unique block IDs when the number of
blocks is very large. In each case, a fixed code set value is appended to the block ID in a given equation. In
preferred approaches, the number of (data) blocks in the parity equation is odd (e.g., the number of data blocks
together with the parity block is even). A virtual block may be added if the code has an even number of (data)

blocks. The virtual block has a block ID which is equal to 0 and the code set value. The virtual block is never
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reconstructed, and the associated block ID value may not be unique. The numbering of actual blocks may start at a
block ID equal to 1 which preserves the uniqueness property (e.g., in this case, the starting point may be adjusted

to avoid an XOR equal to 0, see FIG. 6, described in detail below).

[0096]  For example, for m = 5, use a code of length n = 4 according to Construction D to add a code set value
to each block ID to make it globally unique. Assume that there are 10,000 code sets (e.g., sets of m +1 =6 blocks,
for a total of 60,000 blocks). The code set value may be a simple enumeration appended as a set of bits to each

block number. There are an even number of blocks in a code set and the values XOR to 0, see FIG. 4.

[0097]  Then, consider, for example, m = 4. The number of blocks is odd where m + 1 =5, A virtual column as
discussed above is prepended and given the block ID 0, as shown in FIG. 5. Specifically, FIG. §is an exemplary
LID encoding of block IDs for m = 4 with a code set value of 29 (11101) and a virtual column. The code set number
is prepended to the block ID encoding. Definition 1 is satisfied, except for the virtual column and, in this case, the
parity columns. The parity columns and the virtual column coincide. The two foregoing properties are not relevant

where the virtual column is never written.

[0098] In the case that m = 2 - 3 (as shown in FIG. 4 for m = 5), Lemma 1 gives n=b + 1. Adjust mto m = 2t -
1 using two virtual columns (e.g., column 0 and column 1). A code of length of b may obtained using Construction A
asillustrated in FIG. 6. FIG. 6 is an exemplary LID encoding of block IDs for m = 5 with a code set value of 29
(11101) and two virtual columns. Comparing the tables in FIGS. 4 and 6, a bit is saved in FIG. 6 by using these two

virtual columns in conjunction with Construction A.

[0099]  The various aspects of the present invention may be extended to encode multi-dimensional linear parity,
such as product codes, Blaum-Roth (BR) codes, Expanded Blaum-Roth (EBR) codes, etc. For such muilti-
dimensional codes, some of the blocks in a parity equation are parity blocks from other equations. For example, in
multi-dimensional codes having equations which are similar to Equation (1) (see Definition 1), some vis are parities.
The requirement that all the elements be different (see Definition 1), may still be met while satisfying all the parity
equations according to various approaches described herein which break down the block IDs into element numbers
for each parity equation. The block IDs are treated as distinct bit-fields. In a product code, the block ID in the code
set is broken down into a row number and a column number. Each are encoded using one of the constructions
described above (e.g., depending on whether each is unique). These coded bit-fields are then appended to each
other to provide a full set of block IDs. A code set or other value may be appended according to any of the

approaches described above.

[00100] For example, consider a 6 x 6 product code with 5 + P rows and 5 + Q columns as illustrated in FIG. 7.

FIG. 7 is a 6 x 6 product code with single row and single column parity encoded using an LID code. Column 5 is
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parity P and row 5 is parity Q. The row and column block ID values are computed as in FIG. 4 (e.g., an exemplary
LID encoding of block IDs for m = 5 with a code set value of 29 (11101)). The computations for obtaining row / and
column j for 0 < j < 4 are each performed as in Construction D in preferred approaches. In other approaches, other
constructions may be used. The row portion is given by the 4 msbs and row 5 is calculated by XORing the row bits
of rows 0 to 4. The column bits have all the same value. The row 5 parity results in 1111 for the row bits and the
corresponding columns bits are the same throughout the column. Similarly, the column portion corresponds to the 4
Isbs and column 5 is calculated by XORing the column bits of columns 0 to 4, and the row value for the row bits.
The 36 values obtained, as shown in FIG. 7, are distinct and constitute a product code with even parity on rows and

columns. Moreover, each row and each column satisfy Definition 1.

[00101] The row and column parities in a product code are unique because the parities are encoded in separate
bitfields. If the number of data rows is even, the column parities are Os for each column. The column parities of Os
for each column violates Definition 1 (e.g., all of the elements in the last row are the same). This is true if the
number of data columns is even. In the case that the number of data rows or columns is even, a virtual row or
column is added to ensure that the parities remain unique in a similar manner as described above with reference to
regular LID codes. If the number of data rows is even, the virtual row is added with a row set number (e.g., such as
0) for the row value, and the appropriate column number for each column entry. See FIG. 8 for m =6 in both rows
and columns. FIG. 8 is a7 x 7 product code with single row and single column parity encoded using an LID code.

Column 7 is parity P and row 7 is parity Q.

[00102] Consider arrays with parity along lines of different slopes. For example, consider EBR codes. An EBR(p,
r) code comprises p x p arrays where p is a prime number and r = 1, such that each line of slope j with a toroidal
topology, 0 = j<r- 1, as well as each vertical line, has even parity. For example, FIG. 9 illustrates an element in

EBR(5, 3), e.g., each column as well as each line of slope 0, 1, and 2, has even parity.

[00103] A product code comprising p x p arrays with parity on rows and columns is the special case EBR(p, 1).
Each entry in an EBR code is a bit. Each entry may be a whole sector, a whole page, a whole storage device, etc.
At least some of the aspects described herein achieve a unique LID which precedes each entry. The result of
performing various operations as described herein includes two fields for the LID as for product codes. The two
fields may be combined such that the p2 possibilities are all distinct (e.g., as for the product codes). Since p - 1is an
even number, use Construction B and let n = [log, (p)]. Let cifor 0 < i< p- 1 be the vectors of length n obtained
by Construction B. For any integer ¢, denote by {(£),,, the unique integer m such that0</<p-1andm =
£(mod p). In various instances, {£),, may be interchangeable with {(£). Make the following pair assignment to
entry (il fforO<jandj<p-1:

[00104] (i, /) = (ci—py cii-apy) O]
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[00105] Assignment (4) is 1-1 and the p x p array of pairs given by the assignment has even parity on lines of
slope jfor 0 < j< p- 3 as well as even parity on the vertical lines. The assignment may be used for EBR(p, r) codes
withr<p-3,

[00106] Assignment (4) is illustrated in the following example for p=7.

[00107] Example 5

[00108] If p=7,then m =6 and n=3. Construction B gives the following L/D(6, 3) code:

[00109] co=(001)

[00110] c1=(110

[00111] c2=(010

[00112] cs=(
[00113] c4=(100
[00114] c¢5=(011
[00115] cs=(111
[00116] Assignment (4) is given by the 7 x 7 array shown in FIG. 10 for an EBR(7, r) code for 1< r<4,

[00117] All the possible pairs (c;, ¢;) are obtained from the assignment illustrated in FIG. 10. The XOR of the pairs

over lines of slope j for 0 < j< 4 is zero. The XOR of the vertical lines is zero.

[00118] The LID encoding, although varying according to the dimensions, is optimal as described herein. For
example, a product code with 256 rows and 10 columns has 2,560 unique block locations. The foregoing product
code uses at least 12 bits. In this encoding, the row value takes 8 bits and the column value takes 4 bits for a total
of 12 bits. There is no overhead using the various aspects described herein. Adding code set values adds no
additional encoding overhead where the additional code set values are not encoded. For a system with 1,000,000

code sets, 20 additional bits are used for a total of 32 bits.

[00119] Consider an extension to the RAID 5 architecture for the LID in which only one parity symbol is added.
Consider a RAID 6 architecture with 2 parity symbols, or any RAID architecture with any number of parity symbols.
The individual codewords are encoded using a Reed-Solomon (RS) code. Assume that the length of a codeword is
2b-1. Then, if a is a primitive root in the field GF(2?), consider the codeword ¢ = (1, @, a2 . . . a¢), where q = 2b,
That codeword c is in any RS code of length g-1, in particular, in a RS code with two parity symbols, such asin
RAID 6. Also, all the symbols are different, since, being that a is a primitive, the powers of a generate all the non-
zero vectors of length b. Hence, this code has the desired properties for any number of parities. If the length of a
codeword is less that g-1, virtual entries may be used in the same way as was done for one parity, described in

detail above.

[00120] Various approaches disclosed herein encode block identification information into blocks belonging to an

erasure correcting code in a manner such that the information may be verified both at read time and upon
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reconstruction. In a storage system, a plurality of data blocks may be protected by an erasure correcting code. In
preferred approaches, the storage systems described herein include data protected by an erasure correcting code.
The erasure correcting code may be any erasure correcting code known in the art. For example, the erasure
correcting code may be a parity code, a Reed-Solomon code, a Blaum-Roth code, an Expanded Blaum-Roth code,

efc.

[00121] Now referring to FIG. 11, a flowchart of a method 1100 is shown according to one aspect. The method
1100 may be performed in accordance with the present invention in any of the environments depicted in FIGS. 1-
10, among others, in various aspects. Of course, more, or fewer operations than those specifically described in FIG.
11 may be included in method 1100, as would be understood by one of skill in the art upon reading the present

descriptions.

[00122] Each of the steps of the method 1100 may be performed by any suitable component of the operating
environment. For example, in various aspects, the method 1100 may be partially or entirely performed by
computers, or some other device having one or more processors therein. The processor, e.g., processing circuit(s),
chip(s), and/or module(s) implemented in hardware and/or software, and preferably having at least one hardware
component may be utilized in any device to perform one or more steps of the method 1100. lllustrative processors
include, but are not limited to, a central processing unit (CPU), an application specific integrated circuit (ASIC), a
field programmable gate array (FPGA), etc., combinations thereof, or any other suitable computing device known in
the art.

[00123] Asshown in FIG. 11, method 1100 includes operation 1102. Operation 1102 includes, for a plurality of
data blocks in a data storage system, verifying block identification information for each of the data blocks in a set of
data blocks at the time of read. The data storage system comprises a plurality of data blocks. A set of data blocks
are preferably protected by an erasure correcting code. The erasure correcting code may be any erasure correcting

code known in the art.

[00124] Each of the data blocks in the set of data blocks includes block identification information where the block
identification information for each of the data blocks is unique to the respective data blocks. In a preferred
approach, the block identification information for each of the data blocks includes a block ID for each of the data
blocks. A block ID preferably indicates the block’s address (e.g., a unique identifier of the block's location). In
various approaches, the block identification information and/or the block ID may be represented by a string of bits
which are unique to the respective data blocks. The block ID may be interchangeably referred to as a block
identification information symbol as used throughout the present disclosure. The block identification information
may be generated and/or assigned to each of the data blocks according to any of the aspects described in detail

above.
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[00125] In various approaches, the block identification information for each of the data blocks is verified at the
time of read according to any of the approaches described herein. The unique block identification information is
preferably encoded in each block of an erasure coded system such that the block identification information may be
recovered via a reconstruct operation as would be understood by one having ordinary skill in the art upon reading

the present disclosure.

[00126] Operations 1104 includes, as part of reconstructing a data block, reconstructing the block identification
information for the reconstructed data block, and verifying the block identification information. The verification of the
block identification information following reconstruction of the data block may be performed according to any of the
various aspects described in detail above. Verifying the block identification information following a reconstruction
operation (e.g., andfor as part of the reconstruction operation) provides protection against corruption mechanisms
oceurring after the block read operation. For example, such verification provides protection against a buffer
addressing error that results in receiving data from a data block not belonging to a particular parity equation being

used during reconstruction.

[00127] In some approaches, method 1100 includes returning the block identification information and the
reconstructed data block for providing end-to-end protection in the storage system according to various aspects
described in detail above. The end-to-end protection may be for the data blocks, the block identification information,
verification of the block identification information, etc., or any combination thereof. The block identification
information preferably provides end-to-end protection where the block identification information is encoded into the

erasure code and the protection is provided throughout the read and write process.

[00128] In various approaches, method 1100 includes determining whether the verification of the block
identification information fails. The verification of the block identification information may fail where the block
identification information at the time of reconstruction does not match the block identification information at the time
of read in one exemplary approach. In response to determining that the verification of the block identification
information fails, the data block is declared to be erased as would be understood by one having ordinary skill in the

art in view of the present disclosure.

[00129] A data storage system implementing the various operations described above may comprise at least two
parity blocks. The block identification information for each of the parity blocks may be the XOR of the block
identification information of the other of the data blocks in the set of data blocks. The block identification information
of the data blocks and of the at least two parity blocks are symbols in a codeword of a Reed-Solomon code such
that the symbols for each block are different from one another. Further, the codeword in the Reed-Solomon code
may be the vector (1, a, a2, as1), where g = 2b and a is a primitive element in the finite field GF(g). The length of the

codeword in the Reed-Solomon code may be shorter than 2-1, Some of the entries in the vector may be virtual and
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not assigned to any data block as would be understood by one having ordinary skill in the art in view of the present

disclosure.

[00130] In various aspects, the data blocks and the parity blocks are distributed in a two dimensional array where
the XOR of the blocks in rows and columns have even parity. Again, each block in the array has a unique block
identification information symbol. The XOR of the block identification information symbols in each row and in each
column are equal to zero. The array may be a p x p array in an Expanded Blaum-Roth code, where p is a prime
number. Another array comprising the block identification information symbols as described above is preferably also
in an Expanded Blaum-Roth code. The block identification information symbols may be divided into two halves
where an array comprising the first half of the block identification information symbols and an array comprising the

second half of the block identification information symbols are also in an Expanded Blaum-Roth code.

[00131] The present invention may be a system, a method, and/or a computer program product at any possible
technical detail level of integration. The computer program product may include a computer readable storage
medium (or media) having computer readable program instructions thereon for causing a processor to carry out

aspects of the present invention.

[00132] The computer readable storage medium can be a tangible device that can retain and store instructions
for use by an instruction execution device. The computer readable storage medium may be, for example, but is not
limited to, an electronic storage device, a magnetic storage device, an optical storage device, an electromagnetic
storage device, a semiconductor storage device, or any suitable combination of the foregoing. A non-exhaustive list
of more specific examples of the computer readable storage medium includes the following: a portable computer
diskette, a hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable programmable
read-only memory (EPROM or Flash memory), a static random access memory (SRAM), a portable compact disc
read-only memory (CD-ROM), a digital versatile disk (DVD), a memory stick, a floppy disk, a mechanically encoded
device such as punch-cards or raised structures in a groove having instructions recorded thereon, and any suitable
combination of the foregoing. A computer readable storage medium, as used herein, is not to be construed as
being transitory signals per se, such as radio waves or other freely propagating electromagnetic waves,
electromagnetic waves propagating through a waveguide or other transmission media (e.g., light pulses passing

through a fiber-optic cable), or electrical signals transmitted through a wire.

[00133] Computer readable program instructions described herein can be downloaded to respective
computing/processing devices from a computer readable storage medium or to an external computer or external
storage device via a network, for example, the Internet, alocal area network, a wide area network and/or a wireless
network. The network may comprise copper transmission cables, optical transmission fibers, wireless transmission,

routers, firewalls, switches, gateway computers and/or edge servers. A network adapter card or network interface in
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each computing/processing device receives computer readable program instructions from the network and forwards
the computer readable program instructions for storage in a computer readable storage medium within the

respective computing/processing device.

[00134] Computer readable program instructions for carrying out operations of the present invention may be
assembler instructions, instruction-set-architecture (ISA) instructions, machine instructions, machine dependent
instructions, microcode, firmware instructions, state-setting data, configuration data for integrated circuitry, or either
source code or object code written in any combination of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++, or the like, and procedural programming languages, such
as the "C" programming language or similar programming languages. The computer readable program instructions
may execute entirely on the user's computer, partly on the user's computer, as a stand-alone software package,
partly on the user's computer and partly on a remote computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the user's computer through any type of network,
including a local area network (LAN) or a wide area network (WAN), or the connection may be made to an external
computer (for example, through the Internet using an Internet Service Provider). In some embodiments, electronic
circuitry including, for example, programmabile logic circuitry, field-programmable gate arrays (FPGA), or
programmable logic arrays (PLA) may execute the computer readable program instructions by utilizing state
information of the computer readable program instructions to personalize the electronic circuitry, in order to perform

aspects of the present invention.

[00135] Aspects of the present invention are described herein with reference to flowchart illustrations and/or
block diagrams of methods, apparatus (systems), and computer program products according to embodiments of the
invention. It will be understood that each block of the flowchart illustrations and/or block diagrams, and
combinations of blocks in the flowchart illustrations and/or block diagrams, can be implemented by computer

readable program instructions.

[00136] These computer readable program instructions may be provided to a processor of a computer, or other
programmable data processing apparatus to produce a machine, such that the instructions, which execute via the
processor of the computer or other programmable data processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks. These computer readable program
instructions may also be stored in a computer readable storage medium that can direct a computer, a
programmable data processing apparatus, and/or other devices to function in a particular manner, such that the
computer readable storage medium having instructions stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act specified in the flowchart and/or block diagram block or

blocks.
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[00137] The computer readable program instructions may also be loaded onto a computer, other programmable
data processing apparatus, or other device to cause a series of operational steps to be performed on the computer,
other programmable apparatus or other device to produce a computer implemented process, such that the
instructions which execute on the computer, other programmable apparatus, or other device implement the

functions/acts specified in the flowchart and/or block diagram block or blocks.

[00138] The flowchart and block diagrams in the Figures illustrate the architecture, functionality, and operation of
possible implementations of systems, methods, and computer program products according to various embodiments
of the present invention. In this regard, each block in the flowchart or block diagrams may represent a module,
segment, or portion of instructions, which comprises one or more executable instructions for implementing the
specified logical function(s). In some alternative implementations, the functions noted in the blocks may occur out of
the order noted in the Figures. For example, two blocks shown in succession may, in fact, be accomplished as one
step, executed concurrently, substantially concurrently, in a partially or wholly temporally overlapping manner, or
the blocks may sometimes be executed in the reverse order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flowchart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented by special purpose hardware-based systems that
perform the specified functions or acts or carry out combinations of special purpose hardware and computer

instructions.

[00139] Moreover, a system according to various embodiments may include a processor and logic integrated with
and/or executable by the processor, the logic being configured to perform one or more of the process steps recited
herein. The processor may be of any configuration as described herein, such as a discrete processor or a
processing circuit that includes many components such as processing hardware, memory, I/O interfaces, etc. By
integrated with, what is meant is that the processor has logic embedded therewith as hardware logic, such as an
application specific integrated circuit (ASIC), a FPGA, etc. By executable by the processor, what is meant is that the
logic is hardware logic; software logic such as firmware, part of an operating system, part of an application program;
etc., or some combination of hardware and software logic that is accessible by the processor and configured to
cause the processor to perform some functionality upon execution by the processor. Software logic may be stored
on local and/or remote memory of any memory type, as known in the art. Any processor known in the art may be
used, such as a software processor module and/or a hardware processor such as an ASIC, a FPGA, a central

processing unit (CPU), an integrated circuit (IC), a graphics processing unit (GPU), etc.

[00140] It will be clear that the various features of the foregoing systems and/or methodologies may be combined

in any way, creating a plurality of combinations from the descriptions presented above.
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[00141] It will be further appreciated that embodiments of the present invention may be provided in the form of a

service deployed on behalf of a customer to offer service on demand.

[00142] The descriptions of the various embodiments of the present invention have been presented for purposes
of illustration, but are not intended to be exhaustive or limited to the embodiments disclosed. Many madifications
and variations will be apparent to those of ordinary skill in the art without departing from the scope of the described
embodiments. The terminology used herein was chosen to best explain the principles of the embodiments, the
practical application or technical improvement over technologies found in the marketplace, or to enable others of

ordinary skill in the art to understand the embodiments disclosed herein.



