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DESCRI PTI ON  COMMUNI CATI ON CONTRCL SYSTEM TECHNI CAL
FIELD 5 [0001] The present invention relates to a
comuni cation control systemused for a distributed
control systemor the |like. BACKGROUND ART [0002] 10
The distributed control systemis used for plant
operation control in a wide variety of fields such as
petrochem stry, steel, paper pulp, foods,
phar maceuticals, and BEBERELFEIpBwer. [0003] 15 Fig.
1 shows an exenpl ary configuration of a genera
di stributed cOMPONISYSIIEMN (RefEROL rgr3TENFI 9. 1, an
operation nonitoring apparatus 1 and a controller 2
are connected to a control bus 3. The <controller 2
controls a plant 4 under the nonitoring of the 20
TEOPRI@ALORTPDDI tori ng apparatus 1. The operation
nonitoring apparatus 1 is in charge of operation and
[ommnj toring of the plant. The operation nonitoring
apparatus 1 displays a screen to performcontro

opergtd ?%e%%gltnﬂ@#éﬂfigg rélrh%g%d@%%%m%\?q 11408, cagtrol

scale of the plant, a plurality contr ers are
r e Cro t ratl.on |ton
srdhShed Buchoncs oy o, AL e, et Lan B0,
BACRSKoRS HeArT
[0002]

The distributed control system is used for plant
operation control in a wide variety of fields such as
petrochemistry, steel, paper pulp, foods, pharmaceuticais,
and electric power.

[0003]

‘Fig. 1 shows an exemﬁiary configuration of a general
distributed control system.

Referring to Fig. 1, an operation monitoring apparatus
1 and a controller 2 are connected to a control bus 3. The
controller 2 controls a plant 4 under the monitoring of the
operation monitoring apparatus 1. The operation monitoring
apparatus 1 is in charge of operation and monitoring of the
plant. The coperation monitoring apparatus 1 displays a screen
to perform control operation and monitoring. In accordance
with the scale of the plant, a plurality of controllers are

distributed across the plant. The operation monitoring
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to control the plant via the control bus 3. [0004]
Sensor devices 5, 6 present in the plant 4 detects the
5 process val ues of tenperature, pressure and liquid
l evel . Valves 7, 8 have their throttle opening
controll ed by an operation signal given by the
controller 2. An analog signal of 4 to 20mA and 1 to
5V output fromthe sensor devices 5 6 is input to
APPABAEBAL + ATRILEE AP 1P i SOMAWEE Cad ccgRthobath other
unit (not shown) in the controller 2 perfornms contro
toafPBhaeti EnBpelabto iandhebrarns odn bojsersat i on anount .
The operation anobunt is output as an anal og signal of
[0Q0¢b6 20mA and 1 to 5V, which controls the throttle
openi ng of the valves 7, 8. For exanple, by
cont¥ehsdngdehecyal ve ¢ tprr&tstelr& dapenihagplanef 4adetects the
reacti on oven the process anmount of tenperature or
prpeessurvelues edhttrahpechtH905prdheueentael 1lﬁ?£ﬂ devel.
conventional distributed control systemis a
Valleds caled tigaps 0€BSS rcAHdAlt1 Thep @R ohgcebnt20 1Ry the an
control bus is a protocol dedicated to process

op&OAt 16h . sujha(le@qmery%?r@hermwpigrwOgﬁk%sﬁn'amo signal
(I'nformation Technol ogy) or web-rel ated technol ogi es

of has: presented a reedy Bg%phlﬂefQBﬁ”tF}ECEEBQSEUHSXgEeEh§ 6

control bus for a distributed control

t t chit reguest for a
L A g B O MM P2 EUER! LT

unf{ad@ﬂﬁykghoﬁngn EH 1jh§econtroller 2 performs control

arithmetic operation and obtains an operation amount. The
operation amount i1s output as an analog signal of 4 to 20mA
and 1 to 5V, which controls the throttle opening of the valves
7, 8. For example, by controlling the valve throttle opening
ofeareactioncnmﬂltheprocessamount<1Etemperatureci&pressure
is controlled.

[0005]

The control bus of a conventional distributed control
system is a bus dedicated to process control. The protocol
for the control bus is a protocol dedicated to process control.
In recent years, remarkable progress in IT (Infdrmation
Technolegy) or web-related technologies has presented a need
for the open architecture of the control bus for a distributed
control system. As a request for the open architecture, a

request for a network that is based on Ethernet (registered
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Wth this background, it is under study to apply

I ndustrial Ethernet (registered trademark) to the

control bus for a distributed control system 5

[ 0006] The Patent Reference 1 describes a

comuni cation control systemthat enploys a redundant

configuration of a network adapter transparent to a

user application programwhen a conmunication station
tr%@ﬁﬁ@ﬁﬁgaﬂﬁn@ﬂotéﬁ thEeeTCP/ I P 10 (Transmi ssion Contro

Protocol /Internet Protocol) is connected to Ethernet

(r edistler édiits ademigkpunplQ00¥t Pat entdRef estente Lo apply

JP- A-11- 205356 [0008] 15 Industrial Ethernet
Indueygr s& éridchd rade nfarek)i sdeesedotrademardént ty Sat icshy ribliebus

real time property or reliability requested in
fopracesstedhttoed sonthall iskysttemdi fficult to provide

such a comuni cation control system [0009] 20 In a
[ocoayentional system it is difficult to inplenent

open protocol conmunications while assuring real tine

propgkd Yarand rRekkabhbbtyqbsemitbbe £ k@G ation control
ci rcunst ances: (a) Conmmuni cations over a standard

Sy@f@&ogﬂéttQﬁblbgpbgs%@dﬂﬁdéﬁﬂ“ﬁﬁﬁ%lé#fgﬂfﬁ@r§§ a network

trademark) or TCP/IP (Transm ssion 5 Contro

adfﬂ;@épcglﬂah%%&% fe P’{&tgc%ls)erd mﬁg l&%{eﬁ' 8L ar when a
e nee for rea roper

coﬁﬁhﬁf@é%ié% W@%atlon communicating over the TCP/IP
(Transmission  Control Protocol/Internet Protocol) is
cennected to Ethernet (registered trademark).

[0007]

Patent Reference 1: JP-A-11-205356
[6008]

Indﬁstrial Ethernet (registered trademark) does not
currently satisfy the real time property or reliability
requested in process control so that it is difficult to provide
such a communication centrol system.

[0009]

In a conventional system, it is difficult to impilement
open protocol communications while assuring real time property
and reliability from the following circumstances:

(a} Communications over a standard protocol that is based on
Ethernet (registered trademark) or TCP/IP (Transmission

Control Protocol/Internet Protocol) do not sufficiently
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used in industrial applications such a process

control. (b) Communi cations over a uni que dedi cated

protocol for attaining real tine property and

reliability have only 5 insufficient conpatibility

when connected to another system or when a network

device or software widely available on the market is

used. This does not sufficiently neet the request for
saphehYptive et druneeat Fone. PT@PA0TY 216! Tied Latnidnttiyomhen

has been acconplished in order to solve the problens.
usaf 4pj éBHUStrERe PRPAACEGH ONS tsoqhr evid® @SS control.

communi cation control system capable of performng
(b¢orfAirt Wt Gonsothapvsat | af yrrieale tdevipaoper tprotiddl for

reliability and a need for open protoco
attehmimgcateahs thynel Spirnpeedyci agd i nedhigalsd®ty have only

comuni cation station critical communication section
in$of fpeowndi agmpealibt iieyprapar tynasdtBugho &BLEABK! i ¥ten

as open conmmuni cation section. DI SCLOSURE OF THE

or [WNVENT QN £{D0d e 2Q:d r0keeh @ =SV 148 vREQBLE B o the
the invention is configured as follows! [0012] (1) A

ma ERETLNG Gadd pNn Q¢ka@be%Y§B%”EBQEiEQQBqulh@gt fhe request
comuni cations perfornmed between a plurality o

fo£05PMAI 6ALEOR01 2BohahiA0% Lhat are connected to

comuni cati on pat hs bei ng mul tiplexed with a main
[o®84h and a sub-path, the communication

The invention has been accomplished in order to solve
the problems. An object of the inwvention is to provide a
communication control system capable of performing
communications that satisfy real time property, high
reliability and a need for open protocol communications by
intreducing in the same communication station critical
communicationsectionforprovidingrealtimepropertyandhigh
reliability as open communication section.
DISCLOSURE OF THE INVENTION
[0011]

In order to solve the problems, the invention is
configured as follows:
[0012]

(1) A communication control system for controlling

communications performed between a plurality of communication

stations that are connected to communication paths being
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control systemconprising: first comuni cation

function inplenenting sections which are nultipl exed

so as to correspond with the main path 5 and the

sub-path respectively, and each of which inplenents a

conmuni cation function in a physical |ayer of an OSI

hi erarchi cal nodel ; second conmuni cation function

Lmpl enentj ng sectigons which are nultiplexed so as to
m%%P@&ﬁ&ﬁw b fﬂﬁénnla@’ehp%r&édsu@opﬂ?stthe communication

conmuni cati on function inplenmenting sections
COREERecEVFEIRY, CONPTEadmDGt which i npl ements a

communi cation function in a data link |ayer of the

oSl hi8FAr chvrarn hedelon afighipri dmipthercormmy cakicerons

section for performng a high-priority conmmunication
whyih ahe fitsiptenndnscat$ oo ok fameindnidtphtanertiing path

section and the second conmuni cation function
anfimphenenbipgtbectbpncedoh lgor easpeadhngrt @hany eRplefbnts

the nmul ti pl exed communi cation paths; and a
a |lcomnprn iord t yorc ommuritdati otnsect pepsies1perd i B¢ an osI

| owpriority communication via the first comruni cation
hi2BatuntthonmcAplienenti ng section and the second

conmuni cation function inplenmenting section each

cor r espendi R rtiRe + 134P- i Wher;e g}nﬁ,qq ; -

hi gh-priority com&ﬁ%%ﬁﬁ$oﬁaggg%?§nJ%%g't etlng sections
whiGMFDFd QikY AQEIENLGELd QR éSE%étgﬁgﬁgg&éiotﬁ% 2 Au3tighEreqa

25 communi cation station, and
fifggnunESQELBQC%HE%Bionfdﬂgg¥gﬁnir%hﬁ%%%éé%&ng sections
respectively, and each of which implements & communication
function in a data link layer of the 0SI hierarchical model;

a high-priority communication section for performing a
high-priority communication via the first communication
function implementing section and the second communication
function implementing section each corresponding to any one
of the multiplexed communication paths; and

a low-priority communication section for performing a
low-priority communication via the first communication
function implementing section and the second communication
function implementing section each corresponding to the
sub-path,

wherein the high-priority communication section and the

low-priority communication section coexist in a single

communication station, and
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i ncl udes: an address storing section for storing MAC
addresses corresponding to the high-priority
comuni cation section and 5 the lowpriority
conmuni cati on section respectively; a transmtting
section which attaches the corresponding MAC address
to a comuni cation frame dependi ng on whet her a
transm ssi on requestor is the high-priority
combiRf SR BB HrEaFL emel Ui igni diipthgmenting section
_ communi cation section, and 10 transnmits the
ingbHARAF cation frame to the communication path; and a
recei ving section which conpares a destination MAC
addra’ sagfiraseomoniiogt isertfiranefoecetvetnfr vATt hedresses
first comrunication function inplenenting section
conwrehpohel MAG d 5:rad driegs ationed v rdreiradgdriess) seeriiRG and
section, and when a match is found in the conparison
the ebubtprsentisyt bemmeagivued onC gBiGAtibdI@ang: 1. the
correspondi ng conmuni cation section. [0013] 20 (2)

The £emawsnGaliiony ceRtroh $NSERMACLH MG 06Ldksponding
further conprising: a nulticast address storing

MAG LA d08s § OF o S& Ok bMBuRi c Bt U A! EL¥naf oMAC HulLi 6as
addr esses, %Merein mhé% a destingtion ngygédggséthhgr a

e a1 on ISSTH Taat cheo i T Gy L6 "o of “fgnication
seddress8s %E%reQO%QpEE%rqﬁg w%%%%%%ﬁ%a%%%%es%e%%gghvg and
transmits the communication frame to the communication path;
and

a receiving section which compares a destination MAC
address of a communication frame received from the first
communication function implementing section with the MAC
address stbred.in'the address storing section, and when a match
is found in the comparison result, sends the reéeived
communication frame to the corresponding communication
section.

[0013]

(2} The communication control system according to (1) ,
further comprising:

a multicast address storing section for storing a
plurality of MAC multicast addresses,

wherein when a destination MAC address of a communication

frame received from the communication path matches with any
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section, the second conmuni cation function
i npl ementing section sends the comunication frane to
the high-priority comunication section, and 5
ot herwi se the second conmuni cati on function
i mpl ementing section sends the conmunication franme to
the lowpriority conmmunication section. [0014] (3)
The communi cation control systemaccording to (1) 10
ongpPLbe agrEesiss sunt e s @denthe dGdnnyt t fes hiaghilyss ot bying
conmuni cati on section, the lowpriority conmunication
segli? on thihd sesenconmranireaticon ituncfiontinpl ehepi emgnting
sections, or units each including the high-priority
se¢bhemun$eads onhsecrionniche 1 cnovirpmicorid yt lvonmioheatiopity
section, the first conmunication 15 function
conmph erent omgssetibonsaadd t he second conmuni cation
function inplenmenting sections are provided and
mul tatplexedse i N ahsi ngl@:cOMIUNI eakin@m i$haticen, apdnction
one unit serves as an active unit and the other unit
imSEENvESt i1a$ BestaBdbysahid .+ 120 &Q@%gki&éiién frame to the
conmuni cation control systemfor controlling

low-Qrmin caf | OnemPel £9F 1BA betwegn . a plurality of
comruni cation stations that are connected to

oEQfruni cation paths being nmultiplexed with a main
path and a sub-path, the comrunication 25 contro

SySt@ﬂ1Coqp&g§5Qﬁﬁn1cgtgbghégﬁkggité&é%%ﬁﬁﬁ§é%¥éf%& to (1)
section for pertformng a
or (2}, wherein units ecach including the high-priority
communication section, the low-priority communication section
and the communication function implementing sections, or units
each including the high-priority communication secticn, the
low-priority cbmmunication section, the first communication
function implementing sections aﬂa the second communication
function implementing sections are provided and multiplexed
in a single communicaticn station, and

oneunit serves as an active unit and the other unit serves
as a standby unit.
[0015]

(4) A communication control system for controlling
communications performed between a plurality of communication
stations that are connected to communication paths being

multiplexed with a main path and a sub-path, the communication

control system comprising:
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hi gh-priority communication nornally via the main

path; a [owpriority comunication section for

performng a lowpriority communication via the

sub-path; 5 a path diagnosing section for diagnosing a

soundness of the main path and the sub-path; and a

switching section for switching the conmunication path

of the high-ptionity communi cation to the sub-path

when % RéITRIFAOBALE PemEHagRasednasetalbtyfas mersuling a

of diagnosis by 10 the path diagnosing section,
RigRerdgir tite el apiosimgeest1on viwl tidesha an pabbh;

state storing section for storing path state

i nf oRmaPoRTAP rd tyatrbmstatieaftrion acheterstratd @Rt rming a

each communication station; and 15 a fixed-cycle path
lodi-egriosiing sectivon daori o agrosing $e-pLammuni cat i on

path fromthe hone station. to each communication

stat hopatin i dgnesi 0y Gt \Whereirndt BenbExeg- S VL) B AL of

di agnosi ng section registers the path stafe _
thienfnat mapiaenh @ﬂ@&ﬂmnguHMpgﬂyg ggadlagn03|s result, in

the path state storing section, the fixed-cycle ngEet

di a G158 | : [ .S

in g??ﬁ?ﬁ%ﬁce wﬁ?%tgbggﬁfﬁgﬁéfﬂg¥g§%€%?Cﬁgﬂﬁﬁﬁ¥%rﬁgFlpath

Prgto —gdi-tferent 1L dresses. are
ofPLALOROln HFLLEr eyt RyMiLLeask RATLRSESLALE ch wnen the
maﬁﬁs§§ﬁﬁ'¥§|3ia@ﬂ9 gd%ﬁ%@kﬁ%ﬁﬁgg%%%tE%gui%agkogiagnosis by

perforns broadtasting by Usi
the path diagnosing section,

wherein the path diagnosing section includes:

a path state storing section for storing path state
information of a path state from a home station to each
communication station; and

a fixed-cycle path diagnosing section forcjiagnosing“fhe ‘
communication path from the bome station to each communication
station in a fixed cycle,

wherein the fixed-cycle path diagnosing section
registers the path state information obtained from the
diagnosis result, in the path state storing section,

the fixed-cycle path diagnosing section broadcasts a
path diagnosis packet in accordance with a multicast protocol
of Internet Protocol,

differentIPHmlticastaddressesareassignedtothenmin

path and the sub-path respectively, and
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I P multicast address corresponding to a path sel ected
between the main path and the sub-path, as a
destination | P address, and receives a path diagnosis
packet of which destination IP 5 address matches with
the P nmulticast address corresponding to each of the
mai n path and the sub-path. [0016] (5) The
conmuni cation control systemaccording to (4) ,
cagher @i Hea f i xedit@yiclan patif odinaghoskfgasechpdry using the
i ncludes a 10 di agnosi s packet transmtting section
TP frot L b oagle astd g & goroeleoncdmuubbcatizorh sedkictrsl hetween
pat h di agnosi s packet including receive state
thephatmatd ton afd pateh sdibagrogi,s spackeestinamiohher address,
conmuni cati on stations, and on receiving a path
andi agrebrss pagkath dileyridxiedeyde okSwpath deagrRasikhgn Ip
section registers in the path state storing section
addieees Veastate wnERreméi on Bh1£Deapat hudiagnosh 5rPackeliing
transmtted by the honme station, the receive state
tol BE6RNBEI @R RBiNJphAA! Hded (ha Lhe e¢ei ved path
di agnosi s packet, as the path state information of
[ddes conmuni cation path fromthe hone 20 station to a
transmtting source of the path di agnosis packet.
[001/], (6)pl NI IO I stem accor ding
T T e e s Lt T
npcat i tation where units each 9 .includin
W e i e pf LOFRL S Y ELmHAEat 67 Bsdt e eGP 1ncThdes a

.l owpriorit 0 ni cation section, the path
dl%ﬁ%%n%%iﬁac e% qq%nsmlttlng sectgon forpbroadcasting to

othercommunicationstationseapat%ﬁiagnosispacketincluding
receive state information of path diagnosis packets from other
communication stations, and

on receiving a path diagnosis packet, the fixed-cycle
path diagnosing secticn registers in the path state storing
section receive state information of the path diagnosis packet
transmitted by the home station, the receive state information
being included in the received path diagnosis packet, as the
path state information of the communication path from the home

station to a transmitting source of the path diagnosis packet.

[0017]
(6) The communication control system according to (4)
or (5), further comprising:

a multiplexed communication station where units each
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section and the switching section are provided while
being nultiplexed, any one of the units serves as an
active unit and 5 the other unit serves as a standby
unit, and a different address is assigned to the
hi gh-priority communi cati on section of each wunit,
wher ei n anot her communi cation station which perfornms a
_ transm ssion to the nultiplexed comunication station
10£6 UgéNor fiec oRfaRi-atliosr thy desimgmdtdang orhe sacttiiver,  the
unit, and when failing to conmunicate with the active
Loynipe igirg tany comaupfi cehé onnubepliexed dosmpmtdat ddagnosing
paths, retries to conmunicate by switching a
sedé&diognatidon-heo avhig- stianglbyeeini¢n 0818 ovibefi7)hIhe being
comuni cation control systemaccording to (6) ,
muwtie péeretiheamil drigloex et econmtgi catton ast ahi &0 BAEMinit and
includes a self diagnosing section, the self

thei Agnasiung tSest V8 aisha theratty ¥eiuNidndaldisr @& rent address
conmuni cati on operation while placing the hone unit in

isaas 2015 ARdbyh strat et BGm@ nfi 2 YS sEBion of each
staﬁg%y uni t placégyﬁﬁé haﬁgpunit in the active state
un$@,as to start a communication operation when the
other unit halts the comunication operation, and

b Cofesh st e PLSI FITUILE ) 8051 U0 s

e honme un! t ( ecome e ac bi (
ST R T R N LT s N
ﬁerforms comfnunication by designating the active unit, and when
failing'to communicate with the active unit via any cne of the
multiplexed communication paths, retries to communicate by
switching a designation to the standby unit.

[0018]

{7) Thecommunicationcontrolsystemaccordingtc (6),
wherein the multiplexed communication station each includes
a self diagnosing section,

the self diagnosing section in the active unit halts a
communication operation while placing the home unit in a
standby state on detecting a failure,

the standby unit places the home unit in the active state
S0 as to start a communication operation when the other unit
halts the communication operation, and broadcasts to the other

communication stations that the home unit has become the active

unit, and

10
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comuni cation station is active, performs transm ssion

to the active unit while referencing the information

stored in the 5 table, and updates the information in

the tabl e when receiving the broadcast communicati on.

[0019] (8) The communication control system according

to (4), wherein while the path diagnosing section

detects a failure 10 in the main path, the path _ '

di aghosh n§ CEBLLGR tHBadtadt 508 hénFabHgse 4 ntakhke macering
._path to all comunication stations in a fixed cyc[e.
lnF@ﬁ@@fl?g) FThELEGHINI catiich comyol &§steheacroidipgexed

to (8), .15 wherein when the lowpriority _
CORBARLAREAPT O &lekeh 6rF PECéiveespeafbroadussismdds ten to the

-indicating that the main path is faulty, the
act pie peit bt | viyi tonmehécanidongsebei OnfoonbEabs 8tored in the
transm ssion so that a transm ssion count per unit
talplee a0fd ubdwtpsi Ohé tin MmN ©atinoBhé St AAUBHED PEceiving
smaller than a 20 predeterm ned val ue, and when the

thdrioadeastsnotoeeuhscaeiohecei ved for equal to or nore
than a predetermined tine, the lowpriority _

[O@D¥uni cati on section determ nes that the main path is
restored to normal operation and halts the

trangmiSShQna@@ﬂhﬁﬁthEi%%cﬂﬁ%&ﬂgl%ﬁgt%§%£§8$§§i881x>(4),

count be equal to or snaller than
whé¥edet.g M bed, val he, diég%gging section detects a failure

in the main path, the path diagnosing section broadcasts the
failure in the main path to all communication stations in a
fixed cycle.

[C0201]

(9) Thecommunicationcontrolsystemaccordingto(8),
wherein when the low-priority communication section receives
a2 broadcast notice indicating that the main path is faulty,
the low-priority communication section controls a
transmission so that a transmission count per unit time of
low-priority communication is equal to or smaller than a
predetermined value,

and when the broadcast notice is not received for equal
to or more than a predetermined time, the low-priority
communicationsectiondeterminesthatthemainpathisrestored
to normal operation and halts the transmission control of

making the transmission count be equal to or smaller than the

11
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(10) The communi cation control system according to
(4), wherein while the lowpriority conmunicati on
section 5 recognizes the main path as faulty, the
| owpriority comunication section controls a
transm ssion so that a transm ssion count per unit
time of the lowpriority comrunication is equal to or
snmal l er than a _predeterm ned value. 10 [0022] (11)
pPrefetesRiiiffc ¥8ilef -control system according to (4) |
wherein in a case where the low priority communication
[088&fion is recognizing the main path as faulty, while
the sub-path is not under transm ssion, the
| ow pi 9 bri Tlye commuaniicat iom ¢6nsectli ons i emedicatrelivig to (4),
perfornms the high-priority communication, and while
whtheisubwpdtlle | stimot Undeprtivanisni sst@mantcihese | Section
no high-priority comunication waiting to be
retoanspekt edhet h@aihowepEhor kky €aOmuRi, cathen §6%L§Qﬁorlty
perfornms the lowpriority comunication. 20 [0023]

cofdhidheiepnmaui€aii obos@HNG §YHOMAGECHAHNIshO that -
(4), further conprising: an authentication section

trdfbaspeshor ABuAlt hgati catiien chgtweenr the - '
rhlgh %rlorlty 3onnu§|cat|on seEtlons In dl?fe%ggtprfgrlty

cofRNEL ERLEOR «SIALIONS. 50085 <19RAP1 &, HEMUPLCALLRY,; peq
between 12 the a enticated communi ca ations.

valQ024]
160221

(11) Thecommunicationcontrolsystemaccordingto(4),
wherein in a case where the low-priority communication section
is recognizing the main path as faulty, while the sub-path is
not under transmission, the low-priority communication
sectionjﬂmediatélyperformsfjushigh—prioritycommunication,
and while the sub-path is not under transmission and there is
no high-priority communication waiting to be transmitted, the
low-priority communication section performs the low-priority
communication.
[0023]

{(12) Thecommunicationcontrolsystemaccordingto(4),
further comprising:

an authentication section which performs authentication
between the high-priority communication sections in different

communication stations so as to enable communication between

12
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(13) The communication control system according to
(12), wherein the authentication section includes: 5
a public key generating section for generating an
el ectronic public key to be exchanged between the home
station and another communication stations from an
electronic private key that is unique to the hone
L a key transmtting section for broadcasting
th?h%u H@nbéﬁ@Fﬁ?eHOB@BPP€a%éVntétéﬁﬂﬁﬁﬁhnunlcatlon
ions; a common key generating section which
O@éﬁirates an electronic common key that is unique to
the hone station and another conmunication station
front &3 puBle eokmynieasiivadcdnionol slye tamos heordiagiten (12)
and the private key of the hone station, 15 generates
Wh@?@@@lb@@r@nthenbmnahlkeyséotleachncammuﬁlcat|on
station, and stores the generated conmon key; an

authenpubaucomqnac@@ndﬂaﬂrﬁgt&eaglsgctmgp @@h@&atlng an
perforns at |east either encryption of a packet or

elattashieniubldfc aayatd BentkeathgBdvad tfedQ @ PAckE! s{’é{tlon
~using the generated 20 commpn key, and transmts at

and eastt heirt befimbhe canebyps egt PASK et r ol it Q?e@@fgﬁ% rivate
whi ch the authentication value is attached n

keyaulhenti £ald oapacketnk egehyi Bg,$@5HLON whi ch

perforns at |east either decryptgng ?fdtPe reﬁglygg o
\aﬁi g?ﬁér@ec%&t#o%n %sgll}%?. % %afgoerd go Efrwge “Eonmoh  the
geréaand e AUUARRLL S| PRl g oBELDY BLLREhEd e
a common key generating section which generates an
electronic common key that is unique to the home station and
another communication station from a public key received from
the another station and the private key of the home station,
generates the electronic common key fo£ each communication
station, and stores the generated common key;
an authentication packet transmitting section which
performs at least either encryption of a packet or attachment
of an authentication value to a packet by using the generated
common key, and transmits at least either the encrypted packet
or the packet to which the authentication value is attached;
and
an authentication packet receiving section which

performs at least either decrypting of the received packet by

using the common key or determination on whether reception is
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[0025] (14) The conmunication control system according
to (13), 5 wherein the common key generating section
generates the conmon key fromthe private key and the
public key by using Differ-Hellman nethod. [0026]

(15) The communi cation control system according to
(13) 10 wherein the authentication section includes:

li date section for updating the common key by

21 SRR RO PHeoBr i VRGP Y SGUErer APRBAREARSEian value
confirmng section which stores the conmon key j ust

beb@?o?étéﬁgﬁﬁetﬁnahﬁ PACES -conmon key, confirms the
15 authentication value by using the | atest commopn key
OBASFecei ving the packet, and in a case where the
confirmation is determned as illegal, confirns the
aut héhti cBr¢ @@mlallnu@aktytomsongrohes;tsd:rﬂmackeydpngtto (13),
bef ore update; and a decodi ng section for perform ng

wheeeddittge obntbe Jpag ketne r20: by Being ol ddes r4 tes ce@mBAmmon
key just before update or the |latest conmon key by

ke whi fohort hehaut hethtreeat i lody valrde itﬁeCO%ﬁlfJH)IH@d asy vl i dsing
[0027] (16) The contuni cation control system according

Difoetifel2hanrmédhoswherein a router for performng a
path control of the 14 conmunication path in

[o@geprdance with Internet Protocol is provided on the
comuni cation path, and the comruni cati on path

(15) The communication control systemaccording to (13),
wherein the authentication section includes:

a key update section for updating the common key by
changing the private key per predetermined time;

a confirming section which stores the common key just
before wupdate and a latest common key, confirms the
authentication wvalue by using the latest common key on
receiving the packet, and in a case where the confirmation is
determined as illegal, confirms the authentication value by
using the common key just before update; and

a deceding section for performing decoding of the packet
by using either the common key just before update or the latest
common Xey by which the authentication value is confirmed as
valid.

[0027]
(16) The communication control system according to (1)

or (4), wherein a router for performing a path control of the
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includes a plurality of sub-networks being

i nterconnected by the router. 5 [0028] (17) The

comuni cation control system according to (16),

wherein a sole nmaster station exists on the

sub-network, the master station transmts an

i nter-network diagnosing frane includiﬂg Eath state

informati.on on.the paths between . 10 e hone station. .
ol liRETR -4, R e i ST B St Hontn CERRSE] REObACOL 15

t he sub-network to which the hone station bel ongs . and
PfBX&ﬂeét%? zthien?%?%?%faﬂtbﬂnt%tfba@ﬁdb"e?wnt%%@n path
. _station and a master station existing on a
ll’lg&l

BIREL Mtk BL WY H e oM Disabicgm aass eeonnected by
bel ong, and 15 each of all communication stations on
th?héOBEQFality of sub-networks including the naster
station and the other communication stations
[OPRBIudes: a path state storing section for storing
path state information indicating whether the
conmuht tath®ropatin ifcegmarheon 0o hoyes st coartiongach (16) ,
of another conmunication stations is sound; a
whelragnosi aglaessagerr steitviong ex@ctisoninhiteh swegirsdterdrk,
in the path state storing section the path state

bet velea rialse e rhote: Sbatiremsaid 4 &8 ieeEANGAdMNdiagnosing
station existing on the 25 sub-network to which the

froae; st abd ORg degsh ot 2 Pel ORPorRasedn 48 PRetPSrRABetween
state information included in the inter-network

théll 2@RRS| BPati8A®arANda11 another communication stations

existing on the sub-network to which the home station belongs

and path state information on the path between the home station

and a master station existing on a sub-network to which the

home station does not belong, and

each of all communication stations on the plurality of
sub-networks including the master station and the other
communication stations includes:

a path state storing section for storing path state
informaticn indicating whether the communication path from the
home station to each of ancother communication stations is
sound;

| a diagnosing message receiving section which registers
in the path state storing section the path state between the
home station and the communication station existing on the

sub-network to which the home station does not belong, based
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a data transmtting section which selects either the
main path or the sub-path in accordance with the
information in the 5 path state storing section, and
perfornms transm ssion of data. [0029] (18) The
comuni cation control systemaccording to (17),
further conprising: a selecting section which
generates a list of network 10 addresses of al
O%B‘ﬁﬁuﬂ%‘at PoAtst ARforsak%Pst ingledethen shb- Aetaworketwork
cand in a case where an address of the hone station is
digfeoadaressampat ang uni quel y deternined anong the |ist
based on a predeternined condition, causes the hone
st at & ¢ tieot r opemat bing Seve itasveE cBtsatlicort onither the main
sub-network. 15 [0030] (19) The conmunication contro
pasystremhacsobdpaght in @coratan(d winhetlee nihermation in the
hi gh-priority comruni cation section performns
patclmhuticcatbenngns @ccdsdancel peticamprot acahi sedbgatredata .
to process control, and 20 the lowpriority
[OCATUNI cation section perforns conmunication in
accordance with an open standard protocol. [0031]

(20) (e mgmnﬁﬁ&be@l%%n&é&&réy%g;%@eap&%&'w%&C& 17y,
or (4) wherein the high-priority comuni cati on

fus@edt 0OBomgrikfagsfers at |east one of process data, an
operation anmoun 16 and an alarm and the

|‘mﬁé”ééﬁéé@&ﬁénggg%féﬁ'&Hﬁ ﬁcééggrggégognflst o?aﬁétwork

addresses of all communication stations existing on the
sub-network, and in a case where an address of the home station
is the address that is uniguely determined among the list based
on a predetermined condition, causes the home station to
operate as the master station on the sub-network.

[0030]

(19) "he communicaticn control system according to (1)
or (4), wherein the high-priority communication section
performs communication in accordance with a protocol dedicated
tc process control, and

the low-priority communication section performs
communication in accordance with an open standard protocol.
[0031]

(20} The communication control system according to (1)
or (4), wherein the high-priority communication section

transfers at least one of process data, an operation amount
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one of image data transfer, file transfer and nessage

transfer. [0032] 5 (21) A communication contro

system for controlling comrunications perforned

between a plurality of comrunication stations that

are connected to communi cati on paths being

multiplexed wwth a main path and a sub-path, the

comuni cation control system conprising: 10 a
anglj gh- pLismi t ynconmuni cati on section for performng a

hi gh-priority communication normally via the main

pat htha Ucowpricori tty coommuiiceat.bans setct s 0pek@orms at least

performng a lowpriority conmunication via the
ong i patbe de pathadisdgnost hie secin=am f anddi i Rgadsfer.

soundness of 15 the main path and the sub-path; and a
[08B®1chi ng section for switching the comuni cation path

of the high-priority conmmunication to the sub-path
(2whem t heom@inA cpatibri s &b ggposedsaschaul ty,as @oﬁ@%ghﬁing

of diagnosis by the path diagnosing section. 20
cofP@iFkat 23) s The: commumiceatiam Squty ol sYsLem aGsan4Eg; on

to (21), wherein the path diagnosing section

i 1% ri j.on for stori .
stéﬂf&ﬁg $had PAD %Eﬁhgc%%g gﬂg ?ﬁﬁékg%ga ion éﬁﬁgﬁ% being

path state information o pa rom
' - ication station; and 17 a ,
muf%i%%ggiéﬁ%ﬁ%ggﬁm%?g %%Q?%Eds%é%ﬁﬁﬁ”%gP dP&gRoeT gt ERBTON

coéﬁ?&}ngCQ é@ﬂa@%ﬁgigggg1the home station to each

nmuni cat |
a high-priority communication section for performing a
high~priority communication normally via the main path;
a low-priority communication section for performing a

low-priority communication via the sub-path;

a path diagnosing section for diagnosing a soundness of

the main path and the sub-path; and

a switching section for switching the communication path
of the high-priority communication to the sub-path when the
main path is diagnosed as faulty as a result of diagnosis by
the path diagnosing section.

(0033}
(22} The communication control system according to (21),
wherein the path diagnosing section includes:

a path state storing section for storing path state
information of a path state from a home station to each

communication statiocn; and
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station in a fixed cycle, wherein the fixed-cycle path
di agnosi ng section 5 registers the path state
i nformati on obtained fromthe diagnosis result, in
the path state storing section. [0034] (23) The
conmuni cation control system according to (22),
wherein the fixed-cycle path diagnosing section
includes a 10 diagnosis, packet transmtting section
for BrodfHsting Pethdtirgnevimamcsaticonferaiiamoning the
pat h di agnosi s packet including receive state
CONRYB FAF I 6R it ipatiendt agivsis spackenst ¢ romothemunication
comuni cation stations, and on receiving a path
staraghosnsapééket], cyhécti xed-cycle 15 path di agnosing
section registers in the path state storing section
r ecefiversiat ethaf ofimkidor yofl ¢t heogat h di agnesisgpaeket ion
transmtted by the honme station, the receive state
reghfoermat itdre peithg snetudethidrhfiei seceivedi fad h from the
di agnosi s packet, as the path state information of
disqeososmusicat onnpath brem khe thone 20 rsf aldqn 40, a
transmtting source of the path diagnosis packet.
[0§9085] (24) The conmunication control system according
to any one of (21) to (23), further conprising: a 5
t a ] kg ti [.ch.t m a1
o e O T on ShiC Pl Paoshirod e “7122),
| _r.ecept.i response is_not
Whéﬁgfhne Qf?%%??hgggg%tﬁgﬁ% @%a At on Gt Bt ohRcludes a
and

di£65$§{%apgéﬁg%t%&@HE%%GQJEE section for broadcasting to
othercommunicationstationseapathdiagnosispacketincluding
recelve state information of path diagnosis packets from other
communication stations, and

on recelving a path diagnosis packet, the fixed-cycle
path diagnosing sectiog registers in the path state storing
section receive state information of the path diagnosis packet
transmitted by the home station, the receive state information
being included in the received path diagnosis packet, as the
path state information of the communication path from the home
station to a transmitting source of the path diagnosis packet.
[0035]
{24) The communication control system according to any one
of (21) to (23), further comprising:

a data transmitting section which transmits data to

another communication station, and retransmits the data when
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a data receiving section for returning a normnal
reception response to a transmtting source when data
is normally 5 received. [0036] (25) The
comuni cation control system according to (24),
further conprising: a path state storing section for
storing path state 10 information of a path state
froma honme station to each conmunication station; a
2 PBERELNGCSERELBR FRFPERERAtI AR el Wmethd Tt 4he another
transmtting section retransmtting the data; and a
COP@&P&F@FFﬁ@-§§@ﬁ%ﬂ@\Mﬂﬁﬂin\ﬂuﬂr%ﬁaﬁﬁﬁmlmﬁﬂtﬁﬂmﬁ t dmed
15 counting section reaches a specified val ue,
det eRfatesreneivéoamaad ol (ﬁnruaﬂmamrﬁc:aalrtqmmh reception
registers the path state information indicating that
rephengat t¢ saf autdnsmitt ity patlrcestvdien statiangis normally
section. [0037] 20 (26) The communi cation contro
resyswvemh.according to (24), further conprising: a
counting section for counting tinmes of the data
[obgamsm tting section retransmtting the data; and a
switching section which, when a count value of the 25

(25®unth@9c%QQMMQ%dﬂyﬂﬂﬁﬁbﬁt§@Pcb§b§QmV®d€%rd¥%fr95n?§4
the 19 communi cation path as faulty and sw tches the
FueOABUNLEALIF9B 1 nBat h.

a path state storing section for storing path state
information of a path state from a home station to each
communication- station;

a counting section for counting times of the data
transmitting section retransmitting the data; and

a registering section which, when a count value of the
counting section reaches a specified value, &étermines the
communication path as faulty and registers the path state
information indicating that the path is faulty, in the path
state storing section.

[0037]
(26) The communication control system according to (24},
further comprising:

a counting éection for counting times of the data
transmitting section retransmitting the data; and

a switching section which, when a count wvalue of the

counting section reaches a specified value, determines the
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[0039] As understood fromthe discussion, the

invention 5 provides the follow ng advantages: (1)

Critical comunication section (high-priority

conmuni cation section) to provide real tinme property

and high reliability and open comuni cation section

(lowpriority conmmunication section) coexist in the

same .communi cation 10 station. This provides a
Co@@ﬁﬁ&ﬁ@&éﬁ“oﬁaé§n@§o¢a§§§ﬂéﬁﬁ@héwlt§gﬁﬁsﬁh@sC@mm@@degﬁion

for industrial applications and a request for open
pafSlhotocoI communi cations at the sane tine. (2) Wen a

comuni cation path used for critical conmunications
[0P$%aul ty, the conmunication path used for 15

critical communications is switched to a comuni cation

pat hAgorunpenstoadunfcati orise  Hiissuprsgivent s thke invention

traffic, of open comrunications that is based on a
presvaddar tthpr dbddek ifmomdvanitagiesan i nfl uence on the

real time property of critical comunications. 20 (3)

Open(Tpmuni tatidnscamauyndetivay WeERiSAME (high-priority
restrictions even while critical communicati onS are

cor@iN@cat i 6andaeE cahj o RalY il reeﬁntfﬂ@?mfﬁ:@fﬂsﬂm high

This avoids interruption of open comuni-catl on

A % Vv rd b en._.25.
refi EBNMRAyKEHhd 0o88hH Qxﬁﬁn@hf@@@?@nﬁ@%%%ﬂfﬁb g%ﬁﬁnﬁrk8§lty

comuni cation stations 1S generate

coﬂmﬁuHﬁ?@Qtng fs%rcﬂ% en[:%%%%%gn 'inBytH{eO?/siagr{engg?c%l%mtéggggtion

communi cations wth a n Key, i S pos
st RE EYENt fhfgxﬁgéé§aggtgcgommunication control system that

satisfies a request for industrial applications and a reguest
for open protocol communications at the same time.

(2) When a communication path used for critical
communications is faulty, the communication path used for
critical communications is switched to a communication path
for open communications. This prevents the traffic of open
communicationsthat:usbasedcnlastandardprotocolframhaving
an influence on the real time property of c¢ritical
communications.

(3) Open communications are under way with some
restrictions even while critical communications are using a
communication path for open communications. This avoids
interruption of open communications.

(4) A common key to serve as a common password between

communication stations is generated and the common key is used
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via standard protocol conmunications from having an

influence on critical communications. 5 (5) A

comuni cation path is being multiplexed while

critical communications and standard protocol

conmuni cations coexist in the same comuni cati on

station, thus assuring high reliability. (6) There

are provided a function to perform 10 acknow edgnment
Logomrhicddticois oMl ¢ h B Beovadioenmumi thtd bncomnnhagations

and a function to diagnose a path in a fixed cycle
ithrespeman et At commemisdatlicohot prengnt Ehisscaldiowsattack

qui ck detection of a fault in a path, which mnimzes
V1§ et el & ech oveert o ad Ingonfiucd i ioaat £ oom fadhi id @$ influence

assuring the real time property 15 of communications.
on(Fyipicalt epminsnpravided.on a communication path for

i nt erconnecting sub-networks. This readily supports

net wos X AcomReciiien A\l Bath desanea Qf il g8 S6@ §hile

network. (8) The same conmuni cation path and = 20

critﬁ@@ﬂiﬁdmmuﬂiéﬁﬁidiﬁQuﬁ?%%b%@a%ﬁep§B@B@glL@oﬁﬂgngéggaons

conmuni cation station for conmuni cati ons that | ase

co®@Ri @ iroperR shabdakthplPLocoln Cfdd | q3lys asspring high
conmuni cations. This reduces the conponent cost an

reM £1hNP; €@st . BRI EF DESCRI PTI ON OF THE DRAWNGS 25
[ 0040] "[Fig. 1] It shows an exenpl ary configuration

of auﬁﬁnefﬁérediﬁE%imgf%%féggroé SYeL&Mion  to perform
acknowledgment communications with an actual communication
timing and a function to diagnose a path in a fixed cycle .
irrespective of a communication timing. This allows quick
detection of a fault in a path, which minimizes the switchover
time of communication path thus assuring the real time property
of communications;

{7) A router is provided on a communication path for
interceonnecting sub-networks. This readily supports network
connection over a wide area or a large-scale network.

{(8) The same communication path and
transmitting/receiving section are shared in the same
communication station for communications that is based on an
open standard protocol and critical communications. This
reduces the component cost and wiring cost.

BRIEF DESCRIPTION OF THE DRAWINGS

10040
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[Fig. 2] It is a block diagram show ng an enbodi nent

of the invention. 5 [Fig. 3] It is a block diagram

showi ng conmruni cation function inplenenting section.

[Fig. 4] It is a block diagram show ng anot her

enbodi nent of the invention. [Fig. 5] It is a block

di agram showi ng anot her enbodi nent 10 of the

invention. [Fig. 6] It is a block diagram show ng

anot Hér Jenboditnehews gin ehemphnentéont ijWatid) oftaigem@ral

bl ock di agram showi ng anot her enbodi nent of the
dipprdpites cpmyrmEilg.sy8itdn. is a bl ock di agram show ng

anot her enbodi nent of the invention. [Fig. 9] It is

an explignaforiyt draw hdook dhetyehinnghofing LormAddiment of

right in the enbodi nent shown in Fig. 8 [Fig. 10] It
thehowseatparnt.i cul ar configuration exanple 20 of

aut hentication section. [Fig. 11] It is an explanatory

dr awii Aggof 3ghetoper at iwrociof i herayt bepyk 68t E8Rmuny .
section shown in Fig. 10. [Fig.§ﬁ2] It is g bIocIl<1nlcatlon

fudtagbami sbowae tanet Rel-t iefpodi ment of the invention.
25 [Fig. 13] It is an explanatory draw ng of a

proceduge 4122 -whereby,ax ﬁqmnpgﬁjbgfnéta%toit%nero }n%iogﬁ_ment

path state information.
of the invention.

[Fig. 5] Itistablockdiagrmnshowinganotherembodiment
of the invention.

[Fig. 6] It is a block diagram showing another embodiment
of the invention.

[Fig. 7] It is a block diagram showing another embodiment
of the inventidn.

[Fig. 8] It is a block diagram showing another embodiment
of the invention.

[Fig. 9] It is an explanatory drawing of switching of
a control right in the embodiment shown in Fig. 8.

[Fig. 10) It shows a particular configuration example
of authentication section.

[Fig. 11] It is an explanatory drawing of the operation
of the authentication section shown in Fig. 10.

[Fig. 12] It is a block diagram showing another
embodiment of the invention.

[Fig. 13] It is an explanatory drawing of a procedure
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[Fig. 14] It is a block diagram show ng anot her
enbodi nrent of the invention. 5 [Fig. 15] It is a
flomchart showing a transm ssion procedure. [Fig. 16]
It is a flowmhart showi ng a reception procedure. BEST
MODE FOR CARRYI NG OQUT THE | NVENTION 10 [0041] The
invention will be detailed referring to draw ngs.
[0042] (1) First enbodinment Fig. 2 is a block diagram
whehelwy ng 2an eotodireatiof t hecation nvebthans | pdily. 2cate
a communi cation path 10 is duplicated by a main path
infldraadiansub- path 12. The communi cation path 10 is
for exanple the control bus of a distributed contro

syst pm.g A conmunitCatl kona Stetd @0 20 22hnC ORI ¢t | Qﬂother
stations 20 31 to 3N are connected to the main path

emddd afent her stRePahbent2on[ 0043] The communi cation
station 20 includes a unit 21 for performng

CO”"HﬂhfatQQTSZH;hfse%bQQhﬂF@ﬁaf EhQWlé 'Q?l#ggﬁsm%§51on

a single unit. 23 In the unit 21 I gh Fi ot i
pr&OagyYpL cation section 211 perfornB high-priority
conmuni cations. Lowpriority

[Fig. 16] It 1is a flowchart showing a reception
precedure.
BEST MODE FOR CARRYING OUT THE INVENTION
[0041]

The invention will be detailed referring to drawings.
[0042]

{1) First embodiment

Fig. 2 is a block diagram showing an embodiment of the
invenfion. In Fig. 2, a communication path 10 is duplicated
by a main path 11 and a sub-path 12. The communication path
10 is for example the control bus of a distributed control
system.

A communication station 20 and communication stations
31 to 3N are connected to the main path 11 and the sub-path
i2.
[0043]

The communication station 20 includes a unit 21 for
performing communications. The embodiment in Fig. 1 includes

a single unit.
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conmuni cati on section 212 perforns lowpriority
communi cations. 5 H gh-priority conmuni cations
transfer process data, an operation anmount, an al arm
and the like. Lowpriority conmunications perforns
I mage data transfer, file transfer, nessage transfer,
and the like. H gh-priority comunications transfer
nore real time data while [owpriority comuni cations
10 affe tlessurigalltimeghhanibicghypedmaibhycation section 211
conmuni cations. The high-priority comunication
pesdotringn ZHighepEQbﬁﬁtyconﬁbﬁMQﬂ£E§B§ohB.accorQ@ﬁa%riority
with a protocol dedicated to process control. The

coh@¥Wnpeketiohy COoRBRRiiGat i onzgect i ope Peffar ms low—griority
conmuni cations in accordance with an open standard 15

coRfh@heealiofike open standard protocol is for exanple IP
(Internet Protocol). [0044] Communi cation function

i”p|ﬁﬂSHLFEQO%?@%LQSmﬁ&§§C?E}§BS.%?aggg%%gﬁégg%sii%%Fa, an

Communi cat1 on function 1 nplementing sec

op%%é?ibﬁ Q&ﬁgugHPlkﬁ@tSgargpegg%ggﬂ?%nh%%%iOn E%@%@E%%rity

enmenting section aré provi irpl émen

Lcati f tion.in a predeternm ned | gyer of an
col I B L on e BEL RS TRt SPEdRnBEt ROty “fiFerdr chiidg Franster,
del . Th icatian function inplenenting section
me5Ta5C oSy PR BRBr ST COMHAEEHATON f GREFHS P 1ons
t he physical layer 24 (first layer) of an OSI _ _
trﬁPéFEFEW%%F S detne FRé SctiddifilCatiron Fiirct FeAmunications

inEIenenting section 214a, _ .
are less real time than high-priority communications.

The high-priority communication section 211 performs
communications in accordance with a protocol dedicated to
process control. The low-priority communication section
performs communications in accordance with an open standard
protocol. The open Standar& protocol is for example IP
{Internet Protocol).

[0044}

Communication function implementing section 213a, 213b
is duplicated. Communication function implementing section
214a, 214b is also duplicated. These communication function
implementing section are provided tc¢ implement the
communication function in a predetermined layer of an 0SI (Open
Systems Interconnection) hierarchical model.

The communicaticn function implementing section 213a,

213b implements a communication function in the physical layer
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214b i npl enments a communi cation function in the data

link layer (second |layer) of an OSI hierarchica

nodel. 5 The 213a and 214a are provided to correspond

to the main path 11. The 213b and 214b are provi ded

to correspond to the sub-path 12. [0045] In the

comruni cation control systemshown in Fig. 2, when 10

comuni cations are under way normally in which there
(fissnolafatr) uvé bn Obe bapmrumicbdtikdnmotded .hi gh-priority

conmuni cation section 211 uses the comuni cation

f uncth@ncomphenesnt i og roection Zigacasdt2ddaséotion 214a,

perform comuni cations on the main path 11. The
2140 liRld s 6 QTP Giatd 0§ eah@n 0dl2n ¥$esSai e 1391k layer

conmuni cation function inplenmenting section 213b and
(s@d8Rdt PayPBY f QE M GORBYNLERLLERS 103 1T e eub- path 12.

When the main path 11 becones faulty, the

hi ghpipL IO Y gCOMIYN CALL QR 1SRCS !tgncg}ﬂeé‘ﬁ%%télﬁ the main

comuni cat1on function inplenmenting section 213D,
paf&ﬂ?”%r}eh%% bspat b 4g 19, go%x?{é%%pcoc%‘}‘f@s%%%'dofé%- the

n I s case, Towpriority conmunications aré

Surgst{icigd. [0046] The high-priority conmunication

ReRtt8nt211 can perform communications by using

$i rer t he duplicated conmunication 25 function
Lo ﬂ% enmenting section 213a, 213b or the comruni cation

25 function inplenmenting section 214a, 214b. The

| ow P 6 9 MEBRRR R BRIGVH S BYEH PP Hh Laskionidy when

its correspondi ng ‘ _ _
communicaticns are under way normally in which there is nc

failure in the communication, the high-priority communication
section 211 uses the communication function implementing
section 213a and 214a to perform communications on the main
path 11. The low-priority communication section 212 uses the
communication function implementing section 213b and.214b to
perform communicaitions on the sub-path 12.

When the main path 11 becomes faulty, the high-priority
communication section 211 uses the communicaticn function
implementing section 213h, 214b and the sub-path 12 to perform
communications. In this case, low-priority communications
are restricted.

[0046]

The high-priority communication section 211 can perform

cemmunications by using either the duplicated communication

function implementing section 213a, 213b or the communicaticn
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conmuni cation function inplenmenting section 213b and
214b. In this way, the high-priority comunication
section 211 5 and the lowpriority comuni cation
section 212 coexist in the same comunication
station. [0047] According to the enbodi nent shown in
Fig. 2, the high-priority comunication section to
provide real time 10 property and high reliability
fuagd ibowiprilemeny isomsegnitdatri @1 &ectdlolb t haheudes-ariority
open standard protocol coexist in the sane
coppumiratatnonsstat don2 1Thicsprovédes iy cotmUuRbeabis@pRnding
control systemthat satisfies a request for
coimndus taitdlonagpinictatoronsp lasdkret irefguesit fOf DP|R and 214b.
protocol conmunications at the sane tine. 15 [0048]
Fi g. IB1ﬁhQMﬁa§ﬂ'ﬁ%@%ﬁb@rbﬂ%@ﬁﬂ&%&@&hﬁﬂl@gtlonsectlon211
conmuni cation function inplenenting section

antbiMph € MR- g G 1 (G0 IR GAd AN SrRekiQR i A1t
i nk Iayeﬁﬂg%hérggnflguratlon will be é@scrpﬁ %Q%a ﬁn the

saﬁ@ @Bmﬁﬁﬁ%la%lo%o Sttlgl%l%%mn’lnl Catl on funCtI on
i npl enenting section 214a. The communication function

[ocbAphenenting section 214b has the sane configuration.
I'n Fig. 3, an address storing section 215 stores a MAC

dd di t h of . th h-, t 25
&%ﬁ%%@?%ﬁsﬁ% oy ﬁr&ﬁgﬁam‘?’sw oGy p“?“ Y2, the
nica 26 section 212. Oigle Medi

GECRLLoBS ki iy e T * 5Bt ghed t oPERTHTGY AeRl time

riori.t comuni cat.ion section
propgrtg and hf%h reliability and low-pricrity communication

section that uses an open standard protocol coexist in the same
communication station. This provides a communication control
system that satisfies a request for industrial applications
and a request for open protocol communications at the same time.
[0048]

Fig. 3 shows an exemplary configuration of communication
function implementing section for implementing a
communication function in the data link layer.

The configuration will be described taking as an example
the communication function implementing section 214a. The
communication function implementing section 214b has the same
configuration. |

In Fig. 3, an address storing section 215 stores a MAC
address corresponding to each of the high~priority

communication section 211 and low-priority communication
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211 and lowpriority conmuni cation section 212. [0049]

5 Transmtting section 216 appends a correspondi ng MAC

address to a comuni cation frame dependi ng on whet her

the transm ssion requestor is the high-priority

conmuni cation section 211 or lowpriority

communi cation section 212 and transmts the

conmuni cation frame to a comuni cation path. 10
seRedeinvieng . sekt s omg 24 MAD M disa tthedestddiatdcan MMQress is

address of the communication frame received fromthe
aseanmedi cat benhf vActhenhiGplpresting seakiuen cdt3anWskl+ion

the MAC address stored by the address storing section

21215ndandwi-praase tya JMineh i fioundda: thie £oppari son
result, passes the received 15 conmunication frame to

[obhe)pertinent communication section (high-priority
comuni cation section 211 or lowpriority

com@%ﬁ@ﬁﬁe_eiﬁ@ctsie%@i%#)zle{ 8{@%% %B&%g?ﬁ%gﬂ'gﬁﬁas MAC

storing section'to store a p

' i ded i n,.pl f ot
adgggggc%g éu%%ﬁﬁéﬁf%gPyogigggﬁ%Itepéd&f@féﬁ}gy?%ﬂger the

ress storing section S con

- ecelvin ect.ion 217 of the  connunjcation ) )
tr%gggﬁgggoﬁnp éﬁ%ﬁ?ﬁﬁb %%c?ggnlﬁﬁiﬁﬂpﬁ¥9%%%% Frgmunication
desti nat.i.on addr ess. of the conmuni.cation frane
sefETRPved 2 1M (REL wat B pEORTET aLChEs S ie 12 and
the a dreEses ﬁ&esent 27 in the MAC rmul ticast address

CrePEPithg 58Et FORTURASEES ond raBEmRMiA ST TRt Qrp path.

the high-priority comruni cation _ '
ReCeiving section 217 compares the destination MAC

address of the communication frame received from the
communication function implementing section 213a with the MAC
address stored by the address storing section 215, and in case
amatch is found in the comparison result, passes the received
communication frame to the pertinent communication section
(high-priority communication section 211 or low-priority
communication section 212).

[0050]

Amulticast address storing section to store a plurality
of MAC multicast addresses may be provided in place of the
address storing section 215.

In this configuration, the receiving section 217 of the
communication function implementing section 214a, in case the
destination MAC address of the communication frame received

from the main path 11 matches any one of the addresses present
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section 211 and ot herw se passes the comruni cation
frame to the lowpriority conmunication section 212.
5 1n this way, high-priority comuni cati ons uses a MAC
mul ti cast address for communications. [0051] (2)
Second enbodinent Fig. 4 is a block diagram of another
enbodi nrent of the 10 invention. In Fig. 4, sane
conmponents as the preceding ones are given the sane
in sthas MAG milsieabbdiedemesst hetamning i sectiphi catesetheA the
conmuni cation station 22 includes a dual unit 2la and
corgdlm i Jdeiomi t £ 2dme i ncd udese hitghsiprpot ot it ¢ onmamhe@at ¢ o0ion
15 section 211, lowpriority conrmunication section
se]2on comrum & ad £ lodr ik Lee t h 99s & 8Pt ieeeddimgn Sest i of 243ae to
213b, 214a, 214b. The unit 21b has the sane

the O -Goir B+ OFy aSokMen UBht i dhaseckAchhe 1kl | ustrat ed
exanpl e, the unit 2la serves as an active wunit and

the ypi¢n2db,s6rves ﬁsp@l%t_»@ra@bxéo%mmC%QJ[CQ@ZJSJAW% MAC
active unit 2la per?orns comuni cati ons. \Wen t

mu BV URhdr2da fHEnE?MHhEXatEB sunit 2la halts

conmmuni cat 1 ons aces 1tself in the standby

[0§§ te. The standby unit 21b switches to the active
unit and takes over the communications. 25 In this
enbodj S ﬁuplicated t hus enhancing 28

t, t
t he @QFE%%FF‘ ications. The unit may be

A | ex
trl%gkfggqupg_g Q?dlg%&g l tﬁe%dembodlment of the

invention. 1In Fig. 4, same components as the preceding ones
are given the same signs. In this embodiment, the unit is
duplicated.

A communication station 22 includes a dual unit 2la and
21b. The unit 2la includes high-priority communication
section 211, low-priority communication section 212,
communication function implementing section 213a, 213b, 214a,
214b. The unit 21b has the same configuration as the unit 2ia.
In the illustrated example, the unit 21la serves as an active
unit and the unit 21lb serves as a standby unit.

[G052]

The active unit 2la performs communications. When the
active unit 21a turns faulty, the unit 21a halts communications
and places itself in the standby state. The standby unit 21b
switches to the active unit and takes over the communications.

In this embodiment, the unit is duplicated thus enhancing
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[0053] (3) Third enbodiment 5 Fig. 5 is a block

di agram of anot her enbodi nent of the invention. In

Fig. 5 a comunication station 40 is connected to a

main path 11 and a sub-path 12. Hi gh-priority

conmuni cation section 401 perforns 10 high-priority

communi cations by using the main path 11.

Lowpriority communi cati on section 402 perforns
theowr Biil 8Py Loomadini carimoms dayr iggisng t hEhsubupatth 12y be

Pat h di agnosi ng secti on 403 di agnoses the soundness of
tripdigatadparh futtaed ties rsubugdtip L2ked5 Swit ching

section 404 switches the comunication path between
(0@h8lhi gh-priority comunication section 401 and its

di stant party based on the diagnosis result of the

pat h{3di aghosi aghsadcitcan 403. [0054] 20 Restricting

section 405 restricts comruni cations by the

| OW PLd O3 tiys GO IC atil R Se et %&&@%rb%%%%letﬂ%e gf the
di agnosis result of the path diagnosing section 40

intr@htexanple, the restricting sectlon 405 restrlcts
the transm ssion band of the lowpriority

conmii gL i on S§C&&ﬂMuﬁ98atEéagéégﬁﬁbht'69 Regg

Vi
nn
section 406, on recelving a transmni ssi on requ
01

a h& oM %Q{?hh]wh%ggi grlspé g)grgguril cation section 4

sequent | al ransm ommuni cation franes to

High-priority communication section 401 performs
high-priority communications by using the main path 11.

Low-priority communication section 402 performs
low-priority cecmmunications by using the sub-path 12.

Path diagnosing section 403 diagnoses the soundness of
thé main path 11 and the sub-path 12.

Switcﬁing section 404 switches the communication path
between the high-priority communication section 401 and its
distant party based on the diagnosis result of the path
diagnosing section 403.

[0054]

Restricting section 405 restricts communications by the
low—priority communication section 402 based on the diagnosis
result of the path diagnosing section 403. For example, the
restricting section 405 restricts the transmission band of the
low-priority communication section 402.

Transmitting/Receiving section 406, on receiving a
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the nmain path 11 and passes the communication frames

received fromthe main path 11 to a destination. 5

Transmi tting/ Receiving section 407, on receiving a

transm ssion request fromthe lowpriority _

conmuni cation section 402, sequentially transmts

communi cation franmes to the sub-path 12 and passes

the conmunication franes received fromthe sub-path
tra@snpsaidestrienpteisin. £ AGn Thiaet rrargmd:ti gl teCcebMinigication

section 406 and 407 respectively correspond to the
secbiomnd 8af | saqhencihohy +ophereoti AEnsAaE EAR1243% rames to

214a and 213b, 214b in the enbodi nent shown in Fig.

th@.nd N0%Rkh 1% éﬂdtﬂ&%é&@xﬂﬂéﬂ%ma%%QW%tﬁ%nFEgam%B_Egaeived
case the path diagnosing section 403 has determ ne

frématné Nga MR PapRt 11, LSyRAEARL, ;Lhe sw tching
section 404 selects the main path 11 as the

CONMMEyY i ON; : high-.priori conmuni cat.i an
sectioﬁﬁﬁ%ﬁ¥%é§%§%§£%ﬁ£§%at |é§ho§bﬁg sett "Gy 4039 @

crlpmEfe ol cupetyl heLodS I R AL LS, T Lo,

swtching section w t ches m A on pat
. t he igh-priority. conmuni cati on section ¢ 0 e
S E%Jb@ga% %ﬂl %ﬁecgf%n%%as%l Y he” PATA of agHaerRyCakEPT oRr a8s to
det rnig@d that the gain path 11 is normal, the
Rithg :

thgr]gsz‘i}%ipc sE0F BAS465 HBesCoBRRicREIPR| E¥apps received

transm ssi on band of the lowpriority 30 _ _

Fregy i ‘g‘?T%‘?lt}%eHiBﬁ a02esthnghdenthe path di agnosing
section 403 has determ ned that the main path 11 is
famﬁRﬁ transmitting/receiving section 406 and 407

respectively correspond to the communication function
implementing section 213a, 214a and 213b, 214 in the
embodiment shown in Fig. 2.

[0055]

In the embodiment shown in Fig. 5, 1in case the path
diagnosing section 403 has determined that the main path 11
is normal, the switching section 404 selects the main path 11
as the communication path of the high-priority communication
section 401. 1In case the path diagnosing section 403 has
determined that the main path 11 is faulty, the switching
section 404 switches the communication path of the
high-priority communication section 401 to the sub-path 12.
In case the path diagnosing section 403 has determined that
the main path 11 is normal, the restricting section 405 does

net restrict the transmission band of the low-priority

30



10

15

20

25

the restricting section 405 restricts the transm ssion
band of the lowpriority communication section 402. 5
The path di agnosi ng section 403 al so di agnoses the
sub-path 12 and, on detecting a fault, generates an
alarm [0056] The path di agnosing section 403, on
determning that the main path 11 is faulty,
broadcasts the fault in the main path 10 to al
commundiaddlidronsstat oansi 0The [Tew iseor ichy coannniddatgnosing
section 402, on receiving the broadcast notice that
seldta o4 Pl ide thaulinad aonit dife WlANS PSS ANS iSO faulty,
that the transm ssion count per unit time of
t hleOWeRitraldtliig GRIBFIRIrCald PR W d:lctdf apbelr@M shission band
predetern1ne§'value When 15 the broadcast notice that

ot ROTIY BALD 1% f Adrdifd Scdioton resetved fog, 2

pre etermned tine, the ovv-prlorlty conmuni cati on

sect i @&QGBEE%B%&% aﬁ@?%{% T8 §3Pa L ?’dl&@ﬁb%gd the

to normal operat| e transm ssi on control

Suwggect erm neg{ ag% val ue eo& Clg%%] 1;@402 glg%?%\‘%é%] an alarm.

O@g%ﬂunlcatlon section 402 may control transm ssions
hat the transm ssion count per unit tinme of

pr edabisr i HoAASRAR U FAERAo 40 PRLaGHESTRG iPAdhat the

the main_path 11 is faulty 31 also_in_the absence of
mag NhPGdc A tl%oﬁa}‘b]etlfhé%rqﬁhﬂé?ar%%t&@t hauls $gyths main path
to all communication stations. The low-priority

communication section 402, on receiving the broadcast notice
that the main path is faulty, controls transmissions so that
the transmission count per unit time of low=-priority
communications will drop below a predetermined value. When
the broadcast notice that the main path is faulty is not
received for a predetermined time, the low-priority
communication section 402 determines that the main path is
restored tonormal operaticn and halts the transmissicn control
whereby the transmission count is kept below the predetermined
value,
[0057]

The low-priority communication section 402 may control
transmissions so that the transmission count per unit time of
low—priority communications will drop below a predetermined

value while it is reccgnizing that the main path 11 is faulty,
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[0058] The lowpriority communi cation section 402
imedi ately 5 perforns high-priority conmuni cations
when the sub-path 12 is not transmtting and perforns
lowpriority comuni cati ons when the sub-path 12 is
not transmtting and there are no high-priority
comruni cations waiting to be transmtted, while it is
recogni zing that the main path 11 is faulty. 10 [0059]

algecbr ditng alwarhee enbedibresd ssisdwnoitd cei ghak, thkemain path
hi gh-priority communi cati on section 401 and the

is| dsmptyority communication section 402 respectively
use separate path while the conmunication path is

[0OoBg el , thus sharing communications 15 in a
non-restricted band. When the nmain path turns faulty,

t he TRAMUR}-Gati ON Patddmndin tdhe: Mi-gkeRrion ¥9Y2 immediately
comuni cation section 401 is switched to the sub-path

peAPdrhbend dcﬁW;PH&fit! Y CRN Gati O $8ehl PRe 40 -pSth 12 is
subjected to restriction on the transm ssion band.

nog—hlt§a%gm§|tlt9\f\@ M g ﬁék%kﬁﬁé QUTDHY AL Scﬁﬁﬂ&hﬂ&‘ﬁ@ions

mai nt ai'ni ng the correspondi ng ban

wh Seghggspﬁepﬁ%w fé'?% HSQDEEEXSngﬁﬁth 'ﬂhé?g fé no

e “conmuni cat i on prlorlty
ns SRV 2L i 8- 130 ﬁlzc:ﬂr{i@comﬁﬁegg iea, wmite
SR ACE, 02 L3 pepaal g ot b fonn [l%oe,f@]ulty
[0059]

According to the embodiment shown in Fig. 5, the
high-priority communication section 401 and the low-priority
communication section 402 respectively use separate path while
the communication path is normal, thus sharing communications
in a non-restricted band.

When the main path turns faulty, the communicaticn path
of the high-priocrity communication section 401 is switched to
the sub-path and the low-priority communication section 402
is subjected to restriction on the transmission band. This
allows high-priority communications continues while
maintaining the corresponding band, thus keeping the real time
property.

When the main path is faulty, the communication path of

the high-priority communication sectiocn 401 is switched to the

sub-path although the low-priority communicaticn section 402
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(4) Fourth enbodinment Fig. 6 is a bl ock di agram of
anot her enbodi nent of the 5 invention. Fig. 6 shows a
particul ar configuration exanple of path diagnosing
section. In Fig. 6, the path state storing section 501
stores path state information on whether the
communi cation path fromthe hone station is sound per
interface and per distant station. 10 [0061]
isTeamsid ¢ tdihgesdotrimémas02mmepeiceés cast Fans miesdirdrrted band.
request fromthe high-priority comruni cati on section
{04060) references the path state information in the
path state storing section 501, selects a sound
conmya) cEbiuonhhpatthodngetitansmts data 15 thereon. The
transm tting section 502, in case a normal reception

respppse 6sifNat yieast \WBhgMdhidT anpiedet empolathep b@dthe
of tine after data transm ssion, assunes the

in¢eAruRhcatiof. patdnass fayhty:andarebbgeisuthtSon example
information on the path state 20 information in the

Ofpggghsg§ggn§gghbngegggbhqn 501. The receiving section
503 receives data fromthe distant station and passes

the fgecel .e@,%@p*a%h@@a@& éc%),r;iir?q: SEY.r 5 GOMIHNIGALI QNG 4 ¢y

sect o_n 1 en _recel Vi ng a l omt e_ dr stant
<o SEITMILSERLET,R! AL A ST IR S0 208 B e
hoégg%?% E%}%szgr%)tl{arth %nér Ii@ltter}ifsacmela%’ndt P)%rt (rzl?ng ging isggtion.
[0061]

Transmitting section 502 receives a transmission request
from the high-priority communication section 401, references
the path state information in the path state storing section
501, selects a sound communication path and transmits data
thereon.

The transmitting section 502, in case a normal reception
response 1s not received within a predetermined period of time
after data transmission, assumes the communication path as
faulty and reflects this information on the path state
information in the path state storing section 501.

The receiving section 503 receives data from the distant
station and'passes the received data to the high-priority
communication section 401. When receiving data from the

distant communication station, the receiving section 503

returns a normal reception response to the distant
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recei ving section 503 perform acknow edgnent
communi cati ons whereby diagnosis is nade based on
whet her a normal reception 5 response is received in
return for data transm ssion. [0062] Fixed cycle path
di agnosi ng section 504 di agnoses the state of the
path fromthe hone station cyclically per interface
and per distant station, and registers the diagnosis
comm@stlitatiOni Bttheopath state storing section 501. The
fixed cycle path diagnosing section 504 includes
di agnesithipackey, t nansmthhBgiseehyons&B5 dMokoshaw) the
The di agnosis packet transmtting section 505

reBE0adRgstsca: BAt Bo3dbagReShSa PRAKAT cHBSLHEI Bgmﬁlhﬁlcatlons
informati on on the receiving 15 state of a path

whgféﬁgoéia? Packets 4 &%@eaegfs@%roﬁ%%%&@a 9‘6 gétlagfbegptlon

to the ot er stations. The fixed cycle path diagnosing

reSEEhEON: 304000 EECEHVING,, & BN L0055, pALke]

gisters in the path state storing section
[0 rmation on the receiving state of a path 20
dlagnosis packet transmtted by the home station
i ncluded,in he recei.ved ath di 0Si s C S
pathﬁgf%?eCY? foftht 6h ¢ B hBICSRAPRaP on 5b§9H°F?8 the
one sta&gg the transni ssi on_ source of
St%‘é?r‘? dF BYAGS 5%1811: . homg gyt 53 %C#h?@m{&@%e@terface
nmakes intervention in the 34 conmunications between a
a“ﬂa?%rn%%ﬁtiﬁtaﬁaaﬁl%Bnnﬁﬁﬂcé?géﬁte§ﬁth6nd5@gn¢ﬁéS result

interface 507 nmakes intervention in the
in the path state storing section 501.

The fixed cycle path diagnesing section 504 includes
diagnesis packet transmitting section 505 (not shown). The
diagnesis packet transmitting section 505 brcocadcasts a path
diagnosis packet including the information on the receiving
state of a path diagnosis packet from another communication
station to the other stations.

The fixed cycle path diagnosing section 504, on receiving
a path diagnosis packet, registers in the path state storing
section 501 the information on the receiving state of a path
diagnosis packet transmitted by the home station included in
the received path diagnosis packet as fthe path state
information on the communication path from_the home station
to the transmission source of the path diagnesis packet.
[0063]

An interface 506 makes intervention in the

34



10

15

20

25

comuni cati ons between a sub-path 12 and the

communi cation station 50. 5 [0064} According to the

enbodi mrent shown in Fig. 6, a function to perform

acknow edgnment communi cations with an actua

conmuni cation timng and a function to diagnose a path

ina fixed cycle irrespective of a comunication

timng are provided. 10 This allows quick detection
cogfiuaifabienpnbatpach  0065h Bhehf ilXedireycé ecpambhnication

di agnosi ng section 504 may broadcast a path diagnosis
staacket 50n actior dancerfiatk tHE nMuibkkesadntepreirocadn ofn the

the | P (Internet Protocol) In this case, a 15 separate
cotRumiitatcast bddwess iaS sagsignad 10 eaehtwé EBEMUBLEBation

path 11 and the sub-path 12. Each comruni cation
st&tathoRno. perforns broadcasting by using as a

destination |IP address the |P nulticast address
[oseLresponding to a path sel ected betmeen the_nain

path and sub-path and receives a path di agnosi s packet

20 W@@E@r&fﬁgqﬁ§%%%a%h8%dh%e§§dgﬁ§§n Qﬂ? .Qbealgunction

mul ti cast address corresponding to the main gath or

toiggﬁﬂﬁﬁﬁt g%khohﬁ%ﬁg%%%ﬁatégﬁ%uﬁggg£&8930%§%%hsf%&i%ﬁtual

mmuni catirons to a arti cul ar comuni catl

. ible thu reduci ng the nunber of ,
cofhtn RRe PRoR 8 Feurtd 2 ek Rgn e 9578R5a8) i atp in o
. t | ,. when networks. are interconnected via 35 a .
£ AH0ERr L o5 Sent " STt on Y oA el &1 B9 4 Te brovided.
co ication station ,on a netwrk where the hone
Th%?g%fgﬁw%xﬂg%gkageR%FFla§ of a fault in a path.

[0065]

The fixed cycle path diagnosing section 504 may broadcast
a path diagnosis packet 1in accordance with the multicast
protocol of the TP ({Internet Protocol). In this case, a
separate IP multicéét address 1s assigned tc each of the main
path 11 and the sub-path 12. Each communication station
performs broadcasting by using as a destination IP address the
Ip muiticaét address corresponding to a path selected between
the main path and sub-path and receives a path diagnosis packet
where the destination IP address matches the IP multicast
address corresponding to the main path or sub-path.

With this operation, simultaneous communications to a
particular communication station are made possible thus
reducing the number of communication circuits. By using the

TP multicast protocol, when networks are interconnected via
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a conmmuni cation station on a network connected via the
router. This mnimzes the switchover time of
comuni cation path thus 5 assuring the real tine
property of communications. [0066] (5) Fifth
enbodi mnent Fig. 7 is a block diagram show ng anot her
enbodi ment of the invention. 10 In Fig. 7, protoco
section 61 perforns comunication control of a main
a patheld aanendisgbs bat holagupbinoahddaite taceet@ned cation
with a general - purpose connectionless protocol. The
stgénenabnpanposedomientd ahleegsmpr ot @€obni sxf ofsexanplie as
UDP/ | P (User Datagram Protocol/Internet Protocol). 15

a ¢QA6T) i DR bR dtsatal dH ghes deaviel r preheeek «of vi P ﬂH‘e Fouter.
protocol group of TCP/IP. UDP/IP belongs to the

Thi GansPORi zEayete and t drowef ikRed b REGIES: ¢ %h%m&ﬂlthus
connectionl ess protocol and does not have suc

EUuREhijORAS cGANRAGE QN FRNAGL RN o2, AGkIIOW edgnent ,
aSsequeﬁce emnﬁdOM/cont?gi and flomf%%ntroqgﬁg¥$

[opgggesses. [0068] In other words, UDP/IP is
substantially a protocol whereby an |IP packet nmay be

used p f the distant 25 station.
IncluglynggfeH g#ﬁga&ﬁUn%er of functions, UDP/IP is 36

ComnEShe T A U A RS R GRS

tndel LYELed

In Fig. 7, protocol section 61 performs communication
control of a main path 11 and a sub-path 12 duplicated in
accordance with a general-purpose connectionless protocol.
The general-purpose connectionless protocol is for example
UDP/IP (User Datagram Protocol/Internet Protocol).
[0067] |

UDP/1P is a higher level protocol of IP in a protocol
group of TCP/IP. UDP/IP belongs to the transport layer and
is defined in RFC768. UDP is a connectionless protocol and
does not have such functions as 'connection management,
acknowledgment, sequence, window control and flow control TCP
possesses,
[0068]

In other words, UDP/IP is substantially a protocol

whereby an IP packet may be used by an application of the distant

station. Including a smaller number of functions, UDP/IP is
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to the distant party so that it is necessary to
provide nmeans for assuring reliability. 5 In the
invention, reliability is assured by performng
acknow edgnment communi cations over UDP/IP. [0069] In a
transm tting/receiving section 60, switching section
601 switches a data transmtting port between the dua
10 communi cation path (main path 11 and sub-path 12).
sulpgeatt righs t tPRGrsetefdn B02s t rednlsniireg t hé gbesgegat adata
of the high-priority conmunication section 401 to the
cogpinthihgonsect Tlodr60iks nbagnareotiei Ngasebttizon s6081livered
receives data fromthe main 15 path 11 or sub-path 12
toartk tdiarsmid partt vt eot hbahi gh- i irerddssaconmupiroat idenmeans
section 401. [0070] A tiner 604 is activated by a
fosi gaalrIRggentiabediby.data transmi ssion by the data
transmitting section 602 and reset 20 by a signal RS
generatete wheedtiedatra Iiegei ving iseakisereB08yhgsrforming
recei ved a normal reception response. The tiner 604,

acRAowLONRLEAY HBmhAndcapeehkl edavalige, ffransnts a
time-up signal TUto the data transmtting section

[0682t0 make a retransm ssion request. Receiving the

tinme-up signal TU, the data 25 transmtting section

SRS RE AL e L B
section 601 switches a data transmitting port between the dual
communication path (main path 11 and sub-path 12).

Data transmitting section 602 transmits the send data
of the high-pricrity communication section 401 to the switching
section 601.

Data receiving section 603 receives data from the main
path 11 or sub-path 12 and transmits it to the high-priority
communication section 401.

[0070]

A timer 604 is activated by a signal TR generated by data
transmission by the data transmitting section 602 and reset
by a signal RS generated when the data receiving section 603
has received a normal reception response. The timer 604, on
counting up to a specified value, transmits a time-up signal
TU to the data transmitting section 602 tomake a retransmission
reguest. Receiving the time-up signal TU, the data

transmitting section 602 retransmits the data.
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TU and, when a predeterm ned val ue is reached,
originates a swtching signal SWto the sw tching
section 601 to switch over 5 the communi cation path.
Path state storing section 606 stores information on
the state of the path fromthe honme station to each
communi cation station. Registering section 607
determines that the 10 comunication path is faulty
[OWven t he count value of the counting section 605 has
reached a specified value and registers in the path

st at ecsh@rinkds Seei bR 08080 hhes RMM ShBE £ ofl P{ QEDRE IO/ a1 s
indicating that the path is faulty. [0072] 15

TuAGeRl, dim@nt @ Lhe erRodiinRit vehewn i B-gneb, 'otr gS_‘Lnates a
p033|ble to assure reliability while enj oyi ng t

wli'tQElle%@e§g?ng§t% quﬁ%nsﬁlt%l 9Q8F£8na60 ?13!/1%?1’1 over

connect’i onless protocol. The “general versa -

th%h%dﬂmaﬁiaéﬁ¥ﬁﬁf§5&H°t000' provi des an open control

bus at the same me. 20 A communi cation path is
SW t over en.the data r sm ssi.on _count has
reac%ggga %r%%ete]tuﬁ%aeva 88'g¢% qx?“?%bggﬁﬁgngpg‘Pbthe
greve t. sw tchover of a tenporary fault

ot RS RO Gt D ACE. PPES St ATS0n e SRR Copgn cat ion

tch over a path while identifying a transient fault
Stﬁﬁh P25 a permanent fault. 38 [0073] (6) Sixth

enbodi nent , ) ,
Registering section 607 determines that the

communication path is faulty when the count value of the
counting section 605 has reached a specified wvalue and
reglisters in the path state storing section 606 the path state
information indicating that the path is faulty.

[0072]

According te the embodiment shown in Fig. 7, it is
possible to assure reliability while enjoying the high-speed
data transmission unique to a connectionless protocol. The
general versatility of the connectionless protocol provides
an open contrel bus at the same time.

A communication path is switched over when the data
retransmission count has reached a predetermined value. Tt
is thus possible to prevent switchover of path due to a
temporary fault in a communication path. It is also possible
to switch over a path while identifying a transient fault and

a permanent fault.
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Fig. 8 is a block diagram of another enbodi ment of the
invention. 5 1In Fig. 8 a nultiplexed communication
station 70 includes a nultiplexed unit 7l1la, 71b. In
the illustrated exanple, the unit is duplicated. The
units 7la, 71b each has the sane configuration as the
comruni cation station 40 shown in Fig. 4. One of the
dual units 7la and 71b serves as an active 10 unit and
[OOh&] ot her serves as a standby unit. A separate address
is assigned to the lowpriority comruni cati on section

of eagh sumih.ekBeBinBhEt IS connected to the
mul ti pl exed comruni cation path (nmain path and

sub-pag h)g D741 oMb ASHUER Ulatanbtﬁ%elfnbhb%é@m'e%t of the
active and the unit 71b i's standby. Another

in$ORTUpLcation station 72 transmtting to the
mul ti pl exed communi cation station 70 performs

ConTyni %th] ong, to ﬁﬁft?ﬁﬁ.b%gﬁlun 5m¥&ﬁ1cé’¥1fgnt s_}; acsion 70

failed in connunlcatlons e active un

1n(¥\fﬁl§£}§vgr mil ! %ecp ‘%_g{qrmﬁlhcat |7qu]> 20 Ipat e tgf%%strated

conmuni ca at i on efries 'cormunica |ons
t he st db it 71h. - [.0075 ) is a pl_anat or
T ng O 1S L, 087 %8 Bbinc r Bhe i gk 174 QP ech has
enbodi nent sho in 25 Each unit 71a 71b
th S RO et 4 e TS "Ge EOTB 33T 190 A6 @Rt Gy shown

the unlt 7la is active and the unit 71b is standby.
n 4. One of the dual units 71a and 71b serves as an active

i
unit and the other serves as a standby unit. A separate address
is assigned to the low-priocrity communicaticn section of each
unit. Each unit is connected to themultiplexed communication
path (main path and sub-path).

[G074]

Assume that the unit 7l1a is active and the unit 71b is
standby. Another communication station 72 transmittingto the
muiltiplexed communication station 70 performs communications
to the active unit 7la. When it has failed in communications
with the active unit 7la onwhichever multiplexed communication
path, the communication station 72 retries communications to
the standby unit 71b.

[0075]

Fig. 9 is an explanatory drawing of switching of a control

right in the embodiment shown in Fig. 8.

Each unit 7la, 71b includes self diagnosing section 73.
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The self diagnosing section 73 in the active unit 7la,
on detecting a fault, places itself in the standby
state and 5 halts comuni cations. Wien the unit 71l1a
has hal ted communi cations, the standby unit 71b pl aces
itself in the active state and starts conmmuni cati ons
and broadcasts to the other communi cati on stations
that it is now an active unit. The other conmuni cation
st atRenaum2 thetutkes antbbfta74ds 4O storamy thvd armgt i7dip is
on which unit of the nultiplexed conmunication

stghdbivon 70 is active. The communi cation station 72
references the information stored in the table 74 to
per f Ohen sl anshhgsboMyjosébeiast i veinnile 20t ireceinditngl1a,
a broadcast from the unit 71b, the conmunication

onsii@tEening ApLRLes, theacdSd 1i1ndo1Matd ahd RithrRidaRRte and
74. [0076] In the enbodi ment shown in Fig. 8, a

nalbkt | Bhexadi cROARMAI Cat i QReat athen assuresihi gAkY  halted
reliable communications. [0077] 20 (7) Seventh

coﬁHQﬂ%H@%n@Ut hept | cathQnl, SEEELOR 1@%1%&%10%9@%' An the

conmmuni ¢ation station 40 in F

acg%gegﬁéﬁ %1195' stF éoé‘orl&éﬁir(f’éﬁjf&lﬂé ey | bcra&a{ood“asts to the

et ween priori conmmuni cation section
ar te co ni_cati_on tat and 25 enables .
ot R TSRS 1Rt REah  BUEhENE T ated S8R uAL cAFoi® ot

I
Z;g%ons g]':gcomunyoal\?l on {ééf&'lafz Cionnglll,%'lersatal able 74
storing informatiocn on which unit of the multiplexed
communication station 70 isactive. The communication station
72 references the information stored in the table 74 to perform
transmission to the active unit. On receiving a broadcast from
the unit 71b, the communication station 72 updates the
iaformation in the table 74.

[0076]

In the embodiment shown in Fig. 8, a multiplexed
communication station assures highly reliable communications.
[0077]

{7) Seventh embodiment

Authentication section may be provided in the
communication station 40 in Fig. 5. The authenticaticn
section performs authentication between high-priority

communication secticon in separate communication stations and

enables communications between authenticated communication
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aut henti cation section. Wile the configuration of
aut hentication sectionis 5 shown in Fig. 10 for
conveni ence of explanation, the comunication station
80 al so includes the conponents of the comunication
station 40. [0078] Public key generating section 801
generates an 10 electronic public key K2 to be
exchanged between the home station and anot her
staloimmmi cation station froman electronic private key
K1 unique to the hone station. Key transmtting
secthiign 802 bhoadcastsatthecgbner atedigpublionkeyx Kt of
all comrunication stations. 15 Commobn key generating
autgeatt o 803 gener &b@s, on a per communi cation station
basi s, an electronic comon key K3 unique to
CONMMHIIGAt1 100 Sbati §AsaBDoand r8hufrhemta RUBldIC k&yrKn is
received fromthe other station 81 and the private key

shdth Ofin t e ghomg st abi-on-8Rd8t eres the 9§£§I§ﬁ§glon, the
common key in the 20 communi cation station 80. The

coﬂMHHEHbHQQMlQﬁﬂfﬁfﬂﬂJﬁb %QEkﬁgﬂcl%g%su§ﬁ§ EQEpSKQHE of the

the Differ-Hellman nethod to generate a conmon

Cenkﬁ‘ﬂﬁc?atpféﬁ/ag‘@a’gfé(n a{‘@' a publ ic key. [0079]

entication packet transmitting section 804 uses
[Odiﬁi 25 generated common key K3 to encrypt a packet or
ends an 41 authentication value to a packet. The
autq;nt i.,cation packet %ransn1tt|n%nse%t|on transmts

t he etk téﬁe%ac‘ﬁ%‘i‘eﬁ? the sects generates an

electronic public key K2 to be exchanged between the home
station and another communication station from an electronic
private key K1 unique to the home station.

Key transmitting section 802 broadcasts the generated
public key K2 to all communication stations.

Common key generatiﬁg section 803 generates, on a per
communication stationbasis, anelectronic common key K3 unique
to communication stations 80 and 81 from a public key K2'
received from the other station 81 and the private key Kl of
the home station and stores the generated common key in the
communication station 80. The common key generating section
803 uses for example the Differ-Hellman method tc generate a
common key from a private key and a public key.

(0079}
Authentication packet transmitting section 804 uses the

generated common key K3 to encrypt a packet or appends an
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packet to which the authentication value is attached
to another comunication station 81. 5 Authentication
packet receiving section 805 decrypts a packet
received fromthe other comuni cation station 81 by
usi ng the common key K3 or determ nes whet her
reception is allowed based on the commobn key and the
aut henti cation value attached to the packet. 10
aufboso} cKeyoupdal eesectad gmB88: updatesuahphitiate ikey packet
for every predetermned tinme to update a common key.
tr@ophithiing sectiion G rshartes g oMy keyd | pstkBef ekethe
update and a | atest conmon key, and confirns an

paakthent whathame dbtuahtie chy 1wsi A1 LHe J At €8EHLEQMPANother
key on receiving a packet. In case the confirmation is

cottet 8L fhoedni bkagabn the confirming section 806
confirms the authentication value by using the comon

key AusheRef o5€i 8R4 & Pecadl 201\816 éa%té o%?%o%e%%g?ﬁg%s a

packet by u3|ng t he conmon y~ j ust ore upda

pa@EeE he.lLat gs @hﬁeﬁth[%gogqr&@m%aﬁfut hetné»'c caLI o 1.,

vauelsconlrrre val i

us 1P BRE! A0¥ndhaPL0,a! o ARSLALLAD @@t%r,lﬁe%epmn is

hentication section shownl

t tatlon 80, . pub e erating
alfS*%%”ﬁg '°3en A CE4mY 5%w.en%e§ BEIEPEL 4 82 ratue
t he hoEe§stat|on and broadcasts the

2t {EEa Bl e pas

[0080]

Key update section 808 updates a private key for every
predetermined time to update a common key.

Confirming section 806 stores a common key just before
update and a latest common key, and confirms an authentication
value by using the latest common key on receiviné a packet.
In case the confirmation is determined illegal, the confirming
section 806 confirms the authentication value by using the
common key just before update.

Decoding section 807 decodes a packet by using the common
key just before update or the latest common key for which the
authentication value is confirmed vaiid.

[0081]

Fig. 11 is an explanatory drawing of the operation of

the authentication section shown in Fig. 10.

In a communication station 80, public key generating

42



10

15

20

25

K2 to all conmunication stations. In a comunication
station 81 also, the public key 5 generating section
801 generates a public key K2' fromthe private key
KI' of the hone station and broadcasts the generated
public key to all comunication stations. [0082] In
the communi cation station 80, commobn key generating
10 section 803 generates an el ectronic common key K3
sefhilgned?d gemer Topmnmiredtliion ketvak ohsoB0t lan @b i8lv Hftreokey K1
the public key K2' received fromthe comruni cation
ofsthei bamglsaadivheapdi bavedkeptsKkhef geherhomd public key
station. Simlarly, in the communication station 81,
K2t he gommonmmibikey igenetattiingssecti on 803 generates an
el ectronic common key K3' unique to the comrunication
stations &brancth Bdatiemn thatipubldic KeyoK2thecaghwmeic key
fromthe comruni cation station 80 and the private key
gelleradinghechon®nsiatl QRndrktdd % Wayb1 €8Ckhey K2’ from the
communi cation station generates and 20 stores a
prE@QHErke@eﬁl5%fthHQ_T@?ﬂe@s@gmﬂ,mﬁwégc?grf% t e@éﬁskéted

and another conmunication station. [0083
pulS PIFURL a£6091§tébhﬂﬂgﬁ%at@%%h%%%%ﬁ%HsQ” packet

transm1ting section 4 uses the generated conmon key
[05§ o 25 encrypt a packet or adds an authentication

va%ue to a packet. 43 The authentication packet

tra i.tting section 804 then tr

pacE]z G ¢ énmﬁla{lclkceafncﬁoon WHitH Y hd Vs common

section 803 generates an electronic common key K3 unique to

ST k2§ SNBSS ng

the communication stations 80 and 81 from the public key K2
received from the communication station 81 and the private key
K1 of the home station.

Similarly, in the communication station 81, the common
key generating section 803 generates an electronic common key
K3’ unigue to the communication stations 80 and 81 from the
public key K2 received from the communication station 80 and
the private key K1’ of the home station.

In this way, each communication station generates and
stores a common key serving as a common password between itself
and another communication station.

[0083]

In the communication station 80, authentication packet

transmitting section 804 uses the generated common key K3 to

encrypt a packet or adds an authentication value to a packet.
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aut hentication value is attached to the conmunication
station 81. 5 In the communi cation station 81,
aut henti cati on packet receiving section 805 decrypts
a packet received fromthe comunication station 80
by using the common key K3' or determ nes whet her
reception is all owed based on the common key K3' and
the authentication value attached to the packet. 10
Th¢ 0@84heAddardiing t pathe tenbosh: sreht t Sshowsdat Farg. 80@, @hen
conmuni cation station to which a public key is not
trdtanst:tthd coamypt:cgienerdice: ao cognenpkekeso dchathidh the
cannot wiretap or tanper a transmtted packet. This
auBssnlt BSa t hén secfd by of tddheamBiriheatb@RSniBYtion station
providing high-priority comunications wth a common
g1 key, it is possible to prevent a security attack in
open | owpriority comunications from having an '

'nfLH§Q§ﬁac%ﬁmﬁhQQaQrb9{ E&tﬁ%ﬁ“@ﬂ'c ﬁ@%t1£99§§% pggket

(8) Eighth enbodi nent Fig. IS a I agr am
f t |
coSlEn e SIS, SR b (0 Syl i ene

f h t.rol
Coaé%%fggkce mn%%@l%% Iﬁ§ Hggﬂ%%giggélogr fbvpﬁgdﬁﬁw
detg%%rrﬁl P e B b R bl ?ﬁ%gt'?y% ‘o "th&® drmon

|ntercon ted by the router 90. The sub-path is
§%ﬁp e authentication value attached to the packet.

[0084]

According to the embodiment shown in Fig. iO, a
communication station to which a public key is not transmitted
cannot generate a common key so that it cannot wiretap or tamper
a transmitted packet. This aésures the security of
communications. By providing high-priority communications
with a common key, it is possible to prevent a security attack
in open low-priority communications from having an influence
on high-priority communications.

[0085]

(8} Eighth embodiment

Fig. 12 is a block diagram showing ancther embodiment
of the invention.

In the embodiment shown in Fig. 12, routers 90, 21 to

perform path control of a communication path in accordance with

Internet Protocol are provided on a main path and a sub-path

44



10

15

20

25

of sub-networks 12a, 12b interconnected by the router
91. [0086] 5 A sole naster station exists on a
sub-network. The master station transmts an
i nter-network diagnosing frane. The inter-network
di agnosing frame includes information on the path
bet ween the hone station and each of the other
comuni cation stations present on a sub-network to
restheéchitvhey 10 Hommssitraphroh bel omgso sed dinbabrakitenrds 11a,
the path between the hone station and the nmaster
1 listiatiegrt cprreseidd o ahsuputeimonk  Thewhilstpdthe iBof®emposed
station does not belong. In Fig. 12, the conmunicati on

of stalb+OPtXOrser ves, asobhenteasbencstald o ahd h®uter 91.
sub-network Ila, 12a. The communication 15 station 23

[ose&yes as the master station on the sub-network |1 Db,
12b. [0087] In the comruni cation station 20, path

statge SLObi Rgs2eCtd O 221 skokes BALh S Sctwork. The
i nformation indicating whether 20 the communication

ma@@é{] é{é’{‘léﬁ?eti‘%’ﬁ?r&ﬁé‘tér‘?”ﬂ?e?”x‘?é@%rk‘:&[‘g?ﬂb‘s‘%goﬁrame.

fation I's soun agnosi ng nessage receiving section
22 r ate storing. section. 221
Th lnteath éiate ge?ée Rﬁé 6%%“5 ggﬁghl%n%r%?glon(N1the
ni cation . station pr nt on a 25 sub-netwo
pa b BT h o At et et Baih gibisel’ S5gn other
ath.state information included in th

t he
COTPW%&%%%&”E%%@%EW &e.2 PR W@té’%ﬁfplté YRéfR the

in Fig. 12, the
home station belongs and infeormation on the path between the

home station and the master station present on a sub—network
to which the home station does not belong.

In Fig. 12, the communication station 20 serves as the
master station on the sub-network 11la, 12a. The communication
station 23 serves as the master station on the sub-network 11b,
12b.

[0087]

In the communication station 20, path state storing
section 221 stores path state information indicating whether
the communication path from the home station to another
communication station is sound.

Diagnosing message receiving section 222 registers in
the path state storing section 221 the path state between the
home station and a communication station present on a

sub~-network to which the home station does not belong based
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di agnosi ng nessage receiving section 222 registers the
path state between the comunication station 20 and a
conmuni cation 5 station on the sub-network I1b, 12b
Data transmtting section 223 selects either the main
path or sub-path in accordance with the information in
the path state storing section 221 and transnmits
data. The path state storing section 221, the
on dilagnostingst 40c nesSageat eoei vnnyudedt iontR22iandrdatawork
transmtting section 223 are provided in a nmaster
disgabds ong andatdee ot her ttemawieal ¢ 0shostatiOngigl.0088] the
Sel ecting section 224 prepares a list of the network

didgnesdniesaess e attcs0tMHBI ¢att@BnSbabi eRgipEesENt heNpath
a sub-network and, in case the address of the hone

st St Aldeh  BBE-SHhGVEE Yt feh efdaesh bhom predshRtAt PEEion
condi tions, causes the honme station to operate as the

st£@§$§ro§t@Eé0§u89n59§0r§u§1ﬁetW@%k The address
unlquely determ ned referstd, for 20 exanple, the

ﬁ%ﬁltﬁﬁ‘? | Q&‘?ﬁio?dgﬁsgel%gst E?th%—;ﬁ?ethe main

[008 IS an” expl anat ory draMAng 0

pa@ﬁQﬁ?gﬁﬁfgggﬁr%P%ccor%%%%%plCQBt%%? %%ﬁ%lggﬁféﬁ%tmepath

th sta Fnfor ARt 6N

t th t t t |l ed
e ShELbORERhTeEel 1og bhe MRSl er. 25 statin are cal e
i nterconnected. On the sub-network A, _a naster statlon
a and'® aPgeherdia aFFBﬁlﬁq a1 § iter 6hne s, SERIPRBLNT

sub- net wor k
message receiving section 222 and data transmitting section

223 are provided in amaster station and the other communication
stations.
[0088]

Selecting section 224 prepares a list of the network
addresséé of all communication stations present on a
sub-network and, in case the address bf the home station is
one uniquely(jetermined from predetermined conditions, causes
the home station to cperate as the master station on the
sub-network. The address uniquely determined refers to, for
examplé,thehighestaddress,thelowestaddress,andthelike.
[0089]

Fig. 13 is an explanatory drawing of a procedure whereby
a communication station obtains path state information.

In Fig. 13, communication stations other than the master

staticn are called general stations. Sub-networks A and B are
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B, a master station b and a general station b' are
i nterconnected. 5 [0090] In such a network, processing
is made in the following procedure: The genera
station a' cyclically transmts via multicasting the
reception state fromeach station in the homre 10
sub-network to each of the dual paths in the hone
sub-networ k. Each station, having received the
intecepriner tsidat ePn dloguiuesnpatdr st @ inBEOENBELOPidn a and
fromthe honme station to the distant -station. The
a gaseenlsshbtdoni &' eacd Sube nedweske syCl igaldne % -network
transmits via nmulticasting the reception state from

B,the masteer s&B&i0Oni Moangiders susmatnor ‘%tad“cdlcirheb' are
reception state from each station in the hone
insekchahwerkdt 0 each of the dual paths. Each station,
having received the reception state, acquires path
[o8bate information 2 between the master stations 20
based on the reception state conmng fromthe naster

statign u e Each stat.ion ui res
pat htgt SéltJ%Hl %?%ﬂg‘{ﬁ%n t%é’éé% st Aty on i tthﬁ cllowing

rg@gﬁgg station based on the reception state in the
source sub-network. 25 In this way, each conmunication

statfﬁg can_det soun?ness of each of the

dual path%e??ﬁﬂfthﬁgﬁgfﬂnst%te CYnfoffatyontfangmigs  via

multicasting the reception state from each station in the home
sub-network to each of the dual paths in the home sub-network.

BEach station, having received the reception state,
acquires path state information 1 from the home station to the
distant-station.

The master station in each sub-network cyclically
transmits via multicasting the rééeption.state from the master
station in another sub-network and the reception state from
each station in the home sub-network to each of the dual paths.

Each station, having received the reception state,
acquires path state information 2 between the master stations
based on the reception state coming from the master station
in another sub-network.

Each station acquires path state information 3 to each
station in the master station based on the reception state in
the source sub-network.

In this way, each communication station can determine

47



10

15

20

25

[0091] The enbodi ment shown in Fig. 12 provides the
followng 5 advantages: (a) Each of the stations can
deternmi ne the soundness of a path. (b) A general
station and a nmaster station perform nulticast
transm ssion to obtain information on a path to the
10 outside of the home sub-network. (c) In case the
path state information of the home station is fault
theMmddouinexcepf iaclorof ncloastuabpalt €af t@nstlas epath state
interrupted for a predetermned tine, a fault in the
inthomeat séati pnej s3assunmed thus all owi ng use for
troubl eshooting also. 15 [0092] (9) Ninth enbodi nment
[oddg. 14 is a block diagram show ng anot her enbodi nent
of the invention. In this enbodinent, high-priority

CONMTAY G RNSANd sl QW PELOT & bYp EOPTUBE CALd OAST 1owing

share a single communi cation “path.” A communi cati on
adsdAtd o0, 100 includes protocol interface section 101

for pertorm ng high-priority conmunications and

pr ot Qcol. i ht er.f ' f.ar, r.f.ar m.ng
P oo (510l B 86€ SRALL AN O LRT R ThR%soupapess of
A I‘?Car?ct uter (not shown) comunicates wth the protocol

Tface section 101 in accordance with a

(b} A general station and a master station perform
multicast transmission te obtain information on a path to the
outside of the home sub-network.

(c) In case the path state information of the home station
is fault without exception or in case communications are
interrupted for a predetermined time, a fault in the home
station is assumed thus allowingtnﬁafor troubleshooting also.
(G092} |

{9) Ninth embodiment

Fig. 14 is a block diagram showing another embodiment
of the invention.

In this embodiment, high-pricrity communications and
low-priority communications share a single communication
path.

A communication station 100 includes protocol interface
secticen 101 for performing high-pricrity communications and
protocol interface section 102 for performing low-priority

communications.
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hi gh-priority communi cati on protocol and comuni cates

wth the protocol interface section 102 in accordance

with a 5 lowpriority comunication protocol. [0093]

Conmruni cation function inplenmenting section 103 and

104 are provided to correspond to the protoco

interface section 101 and 102, respectively. These

comuni cation function 10 i nplenmenting section 103,

104 A rpladrmentsarak cloomuncoapiibar flmett isbrowm tdendaiiacates

link [ayer (second layer) of an OSI hierarchica
witodéle pPoitoridly ieartrifalceseetitamnl@blcont sotsrdance with a

transm ssion from the comunication function

hidhApeinenit nocsmeth 00ad03n po4tbased antb cmtliticates with
priority of the protocol. The comuni cation function

thd NMpLeaBRbILNG Heotf e 1031164 spiz2 t $na {daRidid® with a
sub-frames below a certain frame length and transmts

Lol e @Sl § | AnmStP=4 ¢ 8RSy EQe LBg priority contro
section I05. Conmmunication function inplenenting
[O§§§tion 106 20 inplenents a comunication function in

the physical layer (first layer) of an CSI
hi erarehi,cal. yrodele, nH g PHLOF LE Y 80ATUNI ALY 975 209 104

l ow-priority conmuni cations ar e ni ¢cat’i on
conmunj cati on

f ti. i npl ti ti 106.. Th ,
21 PAONGR 000 SOEORREEPEd Dot PRaT S50 Cohmih Cat Toh FatHon
150. ' The _conmuni cation_path 150 is shared 49 by ,
LOY o3 r | %r?ift yr%%ﬁ’rﬁﬁﬁ%‘é%%ﬁons i GREBPPOFREYOD” function

. conmuni cati ons. . , ) ,
impiementing section 103, 104 implements a communication

function in the data link layer (second layer) of an OSI
hierarchical model.

Priority control section 105 controls transmission from
the communication functiecn implementing section 103, 104 based
on the priority of the protocol. The communication function
implementing section 103; 104 splits a frame into sub-frames .
below a certain frame length and transmits the resulting
sub-frames to the pricrity control section 105.

Communication function implementing section 106
implements a communication function in the physical layer
(first layer) of an CSI hierarchical model. High-priority
communications and low-priority communications share the
communication function implementing section 106.

The communication station 100 1s connected to the

communication path 150. The communication path 150 is shared
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[0094] In the communication function inplenenting

section 103, 5 a MAC address register 121 stores a

MAC address corresponding to a protocol for _

hi gh-priority comruni cations. Transm ssion accepting

section 122 accepts a frane transmtted by the

comuni cation station 100. Reception accepting section

123 accepts a frane received by the comunication
byst at I on-p00or 10y Conmumimoat i ont famet | omrdpl eARBhFRGiority

section 104 has a simlar configuration. The NMAC
comudnesatriegisst er 121 of the conmunication function

i npl enenting section 104 stores a MAC address
[ooodnesponding to a protocol for lowpriority

comuni cations. 15 [0095] Operation of the enbodi nment

showrhn-rz @ombthridale iR8 fgﬁéﬁﬁbﬁeﬂnpfé nt é{%eac%ieon 103,

fl omchart showi ng a transm ssion procedure

a MA@NSIASS] O PF1QGRAUR 81 0f  bi-gh- Q%ﬁﬁf%ﬁﬁre%% corrssponding
conmuni cations, transm ssion accepting Section 191
e dress of C addr es$s register
to%ﬁB?%S%g%grggqugﬂq g?‘ﬁ%fpﬁcgﬁﬁ glFFaﬁgﬁFSS| ﬁaPFQﬁESlon
sectlon 101 .an

¢
aC%gép g Ay B! ek nacrrlhe dn R RarPaS g the

Wi ng .sign fro the priority contro
cofmafibatis gﬁgaﬁﬁaﬁ%ﬂe CRBrORF §87 oRCOSBt AbgapPFRgon 123
section passes the frame to the priority contro

ACERRTT of 63“‘ M?Eﬁlvﬁﬁea’ﬁattélle FHEGES e o e tipra 100.

Communication functicn implementing section 104 has a
similar configuration. The MAC addréss register 121 of the
communicatiocn function implementing section 104 stores a MAC
address corresponding to a protocol for low-priority
communications,

[0095]

Operation of the embodiment show in Fig. 14 will be
described.

Fig. 15 is a flowchart showing a transmission procedure.

In the transmission procedure of high-pricrity
communications, transmission accepting section 122 appends
the MAC address of a MAC address register 121 to the source
address part of the transmission frame received from protocol
interface section 101 and temporarily stores the frame.

In case the transmission allowing signal output from the

priority control section 105 is High, the transmission
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conmuni cation function inplenmenting section 106. In
case the transm ssion allow ng signal output fromthe
priority control 5 section 105 is Low, the
transm ssi on accepting section 122 keeps storing the
frame and causes the frane to wait until the
transm ssion allow ng signal is driven H gh. The
priority control section 105 controls the

actepnsny ssroni @b 10w ngssegnaie thasedtonthderprardrtivt gontrol
assigned to the protocol for 10 high-priority

secofouni &%) onshidlt ansmiessi Ore py ogessddry afhe frame to a
| owpriority communi cations is the sane as above.

coth@96¢a £ gn lond 151 @n filpaeharntt ishpwerd ian’ €06pt i DR case the
procedure. 15 In the reception processing of

tr&hGhi PEL ORI V1 o DRI GRLT 8RS pult eELPHI AL 3eGeRLItRY-ont rol
section 123 conpares the destination address of "the

Eeception frame,r ecelved fomdhe, | ca i ,
Sefunction inplenghting section 106r5%%ﬁ%%g£NA 9%%%%%23122

ke%%&!‘sec%ﬁirhf écl%dcjfi‘tgﬂ%e?ﬁd rcezgjssése.rth:!az}agge f@%?aigce%g}tﬁ'i the

IS not rame 1s discar n Cca

tr%ﬁ%§$?éfo£OHT?DWiE%Sf&%%%ECG§ R%%ﬁ%gntﬁi rpt oé pricrity

ace sectron epti on processing o
I i orit i cati ' t he .samn bove.
< 00015 Fhd Upr FOPF 5 GOt oiF *Cecton Ofos 1 PSSR Fégna
conmunj cations into h%gyapriorit pr ot oco

51
ba MU caf MBnsPARET HEtdw FRsdaSf! prict oddle  protocol  for

_conmmuni cations. The priority contro
high-priority communications.

Transmission processing of low-priority communications
is the same as above.
[0096]
Fig. 16 is a flowchart showing a reception procedure.
In the reception processing of high-priority
communications, reception accepting section 123 compares the
destination address of the reception frame received from the
communication function implementing section 106 and the MAC
address stored in a MAC address register 121. 1In case a match
is not found, the frame is discarded. 1In case amatch is found,
the frame is passed to protocel interface section 101.
Reception processing of low-priority communications is
the same as above.
[0097]

The priority control section 105 classifies
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section 105 always gives a transm ssion right to the
transm ssion acceptance of a frame of a high-priority
protocol 5 unless another frane is being transmtted.
The priority control section 105 gives a transm ssion
right to the transm ssion acceptance of a franme of a
| ow-priority protocol wunless another frame is being
transmitted and no frames are waiting at the
commans s spos acioe piahce rafora thi ghepoienidymhbications and
protocol, and i mediately causes the frane to be
lovransnrttedproTheopr coriry icentitols .Sechioprl@®ity control
controls transmission of a transmssion franme by
seusiog thestransayssi@ived | o nGarsdgnali 0 thajhd he  the
transm ssion count of transm ssion frames per certain
trahs®i E50Bhthe: L eat b o drhetd O iR NG 18 ool
section 103, 104 will drop bel ow a prégg{ernyﬁégggaluec
8ssigned e eachyof 'fsheoé:ﬂf%u% R fyncti iorit
uninplenenting sectionl;OS,_ 104. Fgégg] Accor |ﬁ§ porortty
Y magdi hawn g Eig. 14 h_a. 20 net .rg
COUE?%S an Jggﬁgs?andagéggfot%co r%ﬁ%$55%%?%nrifqgﬁﬁ1 0 gthe
' to | opl ement _real -t communi.cat i ons
e B R r R AT B8t bife LBt Rea Hog; 20T ocol
' rfaces fo t hese protocols are praqvided in_the
un g ABRERRT LY TN St abTono aRantRothPa: 6EGI no frames are
rocessing.function share the sane 25 comuni cation
Watyhe iaia i%rl?ﬁl enett i $6et | BRCGRE2B6AMMH cat hoan—Bpiority
ath. This reduces the hardware cost and cable |aying
Dr E%?gl,ﬁggbgpmedlately causes the frame to be transmitted.

The priority control section 105 controls transmission
of a transmission frame by using the transmission atlowing
signal so that the transmission count of transmission frames
per certain time fronkthé communication function implementing
section 103, 104 will drop below a predetermined value assigned
to each of the communication function implementing section 103,
104.

00981

According to the embodiment shown in Fig. 14, both a
network using an open standard protocol and a network using
a unique protocol to implement real time communications are
neceésary:ﬂlthe communications between hosts, interfaces for
these protocols are provided in the same communication station
and the protocol processing function share the same

communication function implementing section and communication

52



10

In the above enbodi nents, a comuni cation station is
present in the operation nonitoring apparatus in a
distributed 5 control system [0100] Wile the
enbodi nents enploy a duplicated unit, the unit may be
triplicated or further being nultiplexed. In the
mul tiplexing of triplication or above, a single 10
main path and a plurality of sub-paths constitute a
pattlomminiicatrieaiudeat hheSBaiMMe chil An@osnunecatiyong cost.
control systemfor controlling conmunications
[opesformed between a plurality of conmunication 5
stations that are connected to comuni cati on paths
bei ngh 1Ak thpbex edmPbliinanfBi, N apaldhndid &St P&t rion is
t he communi cation control systemconprising: first
prEQURRAICERL b RGP ROHTRLETRO! 4002 SEEHLONS 2 MLEN buted
are multiplexed so as to correspond wth the main patH
co fﬁug be,sub-path respectively, and each of which
I mpl ements a comuni cation function in a physica
[Oi@y r of an OSI hierarchical nodel; second
co ni cati on function inplenenting sections which
are nultiplexed sg.as to correspond with the . ,
i (b E S8R ST EEnE S A Cop O T hree P drmic, the unit
i npl enmentj ng sections respectively, and each of which
may (B et b1 SR Lot EAETBRE PEHEE BH FAPAedata || nk

| ayer of the OSI _hierarchical nodel;
In the multiplexing of triplication or above, a single

main path and a plurality of sub-paths constitute a

communication path.
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a high-priority communication section for performng a

hi gh-priority communication via the first

comuni cation 20 function inplenmenting section and

t he second communication function inplenenting

section each corresponding to any one of the

mul ti pl exed comuni cation paths; and a lowpriority

comuni cation section for performng a |lowpriority
CLEDMBUNI cation via the first comunication 25 function

I mpl ementing section and the second communication 54

function inplenenting section each corresponding to

the sub-path, wherein the high-priority comuni cation

[1$ECti oncamuhheath@w pri @kt £y conpupLgat iy Se@&hﬁ)ﬁollmg
coexist in a si ng e 5 communi cation stati on, and t

coﬁﬁ&ﬁfga€9mrﬂ&_afdﬂﬁbc§ WRGLIQ !a"ﬂ?h%;ﬁf ﬂyn%fsééﬁuhﬁﬂlcatlon

I ncl udes: an address storing secti or- storing MAC

st§?96§§$‘%%a_tcoz£f§sEBH%EQSB"l%J‘SﬁBhﬁHnEEEQE'ohy);aaths being

conmmuni cat1 on section an OW priori

ti e tivel ransnittin
muf@f%@%%gﬁh.g%aﬁac e R S b et i et on
ion.frame dependi ng on mhether a
CO?F5%£n?§“F%ﬂ FRBEELEORSTs the hi gh-priority
nication section or the [ owprio ,
%ﬁ%&n |c61ﬁ‘%qaotrﬁo%n§uf§tt%oéhsﬁi“Pie{“ﬁ8tl“g sections

connunlcatlon frame to the conmunication path; and a

whigh et W8 My el } OFe i TR T S 408 S e Padst At SheMiein path

and the sub-path respectively, and each of which implements
a communication function in a physical layer of an O0SI
hierarchical mocdel;

second communication function implementing sections
which are multiplexed so as to correspond with the multiplexed
first communication function implementing sections
respectively, and each of which implements. a communication
function in a data link layer of the OSI hierarchical model;

a high-priority communication section for performing a
high-priority communication wvia the first communication
function implementing secticn and the second communication
function implementing section each corresponding to any one
of the multiplexed communication paths; and

a low-priority communication section for performing a
low-priority communication wvia the first communication

function implementing section and the second communication
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address of a comuni cation frame received fromthe
first communication function inplenenting section
with the MAC 20 address stored in the address storing
section, and when a match 1is found in the conparison
result, sends the received conmmunication frame to the
correspondi ng conmuni cati on section. 25 55 [2] The
comuni cation control systemaccording to claim1,
fuhutther foompEmestingng a sAadttickastaaddressrséPsndfdng to the
section for storing a 5 plurality of MAC nulti cast
suaddaesses, wherein when a destination MAC address of a
conmuni cation frane received fromthe comrunication

patth@i@bﬁ&iﬂéhﬁgﬁn$11QQQiQfcBﬁﬁuﬁQgé%§§ﬁss§é@£@geﬁﬂithe
the MAC nulticast address storing section, the second

lofoﬁﬂy8k§@§|°@oﬁﬂﬁﬁibgglbﬂplt€@@% H9 ééé§§%%"¥%.sgnd§1ngle

he communi cation frane to Igh-priority

coﬁﬁgﬂygéggghogtgggghonangnd ot herwi se the second

conmuni cat 1 on unctlon i npl enenti ng section sends the

comuni cat t.0. t.he Iom# r.iorit nicatio
sectlcn1§%%? r%éﬁﬁﬁﬁ?%atlonlggn éﬁ #éﬁﬁrsecglon
1 n@FS ﬁrdlng to cIa|n11 or 2, wherein units each

inc udlng t he hi gh- prlorlty conmuni cati on secti on,

t he |OMF§YIOYII%ECOHHUHICatlon section and the

commitfhi TAEF RS f BhEFiBH BRptdrentidly SetiithdiAoragdregses

corresponding to the high-priority communication section and
the low-priority communication section respectively;

a transmitting section which attaches the corresponding
MAC address to a communication frame depending on whether a
transmission requestor is the high-priority communication
section or the low-priority communication section, and
transmits the communication frame to the communication path;
and

a receiving section which compares a destination MAC
address of a communication frame received from the first
communication function implementing section with the MAC
address stored in the address storing section, and when a match
is found in the comparison result, sends the received
communication frame to the corresponding communication

section.
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20 each including the high-priority comunication
section, the lowpriority conmunication section, the
first conmunication function inplenenting sections
and the second comuni cation function inplenmenting
sections are provided and nultiplexed in a single
communi cation station, and 25 one unit serves as an
active unit and the other unit serves 56 as a standby
unit. [4] A comrunication control systemfor
controlling comunications perfornmed between a

[2p! ur @hkt yootus0oBUDbEAtbRArod ShatéAnscdd@didg o claim 1,
connected to comuni cati on paths being multipl exed

fuwchBra coRich iRahl :and a sub-path, the conmunication
control system conprising: a high-priority

CO””HN%E@ﬂbe@@C%BQQe%@'£@%£9ﬁ&?@%d%ﬁéﬂ%%bg”é%&ffhg a

conmuni cat1 on normally via the nmal n pat

pllhs_)mercg,%ift YiaeoquyRi;cati.on, Secrion for performng a

OW- priority comuni cation Vvia the 'sub-path; a path

di a ' cti fqr. di,agnosi soundness of ~the .
mai gwgg%ﬁgﬁn Eﬂw%rhseuoc-lpna%?ﬁmangegacg%?sc%|Onga §8EPPEACatLon
for switching.the nmuni cati,on _path_ 15 of the ,

E b BPFoF PRy L5 8N PC AT P A ot hans BB BaliEGGR ERED any
mai ath js diagnosed as faulty as_a result of i
Oﬂﬁi%ﬁ}ﬁggiasdfjoffs%%SB&FE%%%&?%IH%HF%F st hstREing
pat h di agnosing section includes: a path state storing.
SeskePon Fof SIiGHY FRMMSHGEE 1op THRGEARN oamBlegenting

path state froma hone station to each
section sends the communication frame to the high-priority

communication section, and
ctherwise the second communication function
implementing section sends the communication frame to the

low-priority communication section.

[3] The communication control system according to claim 1
or 2, wherein wunits each including the high-priority
communication section, the low-priority communication secticn
and the communication function implementing sections, or units
each including the high-priority communication section, the
low-priority communication section, the first communication
function implementing sections and the second communication

function implementing sections are provided and multiplexed

in a single communication station, and

one unit serves as an active unit and the other unit serves
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conmuni cation station; and a fixed-cycle path
di agnosi ng section for diagnosing the comrunication
path fromthe hone station to each communi cati on
station in a fixed cycle, 25 wherein the fixed-cycle
pat h di agnosing section 57 registers the path state
i nformati on obtained fromthe diagnosis result, in
the path state storing section, the fixed-cycle path
as i aghosding section broadcasts a path diagnosis packet
in accordance with a nmulticast protocol 5 of Internet
Protocol, different IP nulticast addresses are
assigned to the nain path and the sub-path
41 espect b¥Rhyiniandieach Lo caki,@Reft atd O PeLAPEABling
broadcasting by using the |P nulticast address

cofelih ESPONGH 10 ARt BeSele6t %ﬂ@fﬁ/{gﬁ{g B%OC& uARERt i on

path and the sub-path, as a desti nat addr ess,

sté%E%ﬁ§C%h%%ﬂ§}£gg§nHE@QBQSi p985ﬁﬁn?%g%ﬁbﬁgﬂaths ?eing

destination ress matches wit ticas

S_GOr.r ondi t.o_each of. the main path and .
G S S e R s Ly

ccording to claim 4. wherein the fixed-cycle path
CO%F%@LO%Y%EGQe%?@BﬁlFﬁegudes a diagnosis packet

transmtting section for broadcasting to other )
comﬁﬁ]@g}ﬁ Sty WW%W%@%&@%%&P““IMW a
including 20 receive state information of path
high Aybet 5t pacRBESNE PR BEhBP T fu i Gattingn Tetiar insrdLs
anda low-priority communication section for performing a
low-pricrity communication via the sub-path;

a path diagnosing section for diagnosing a soundness of
the main path and the sub-path; and

a switching'section.for‘switchingtjuacommunicaticw1path
of the high-priority communication to the sub-path when the
main path is diagnosed as faulty as a result of diagnosis by
the path diagnosing section,

wherein the path diagnosing section includes:

a path state storing section for storing path state
information of a path state from a home station to each
communication station; and

a fixed-cycle path diagnosing section for diagnosing the
communication path from the home station to each communication

station in a fixed cycle,

wherein the fixed-cycle path diagnosing section
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on receiving a path diagnosis packet, the fixed-cycle

pat h di agnosi ng section registers in the path state

storing section receive state infornmation of the path

di agnosi s packet 25 transmtted by the hone station,

the receive state information 58 being included in

the received path diagnosis packet, as the path state

i nformati on of the comunication path fromthe hone
regitdtdon tthea padhsnitdieg isdirme tofort hebpatimedi agnosi sthe

packet. 5 [6] The communication control system
dizapoorid ngedwol ic] aim dhe opabh fuatbesteoenphl skagioa,

mul ti pl exed comruni cation station where units each 10

i ncluad N Ade- &y ghe pra ek i HY 260884 RAGC aldan seUd tcddes a

lowpriority comunication section, the path

patd aq,ag&io@.gs_ gekken ant:ddeisnd GRITII aSREEE PRa 8 & rotocol
provi ded while being nultiplexed, any one of the

of UHdS 28 MeS@s.&n active unit and the other unit
serves as a standby unit, and a different address 15
s angianed { opbie AN PELALELLLCOMLNLE]LAN SECHEML i
of ea unit, erein another “conmuni cation station
patifliceh RELS OIS &, rAnsHl sol o0y (o Lhg mul Ui pl exed
Corfmuni cat i on stati on er fof ns* tonmiini cati on by
e unit, and when 20 failing to

esignating, the actjyv

ca bR AEE e rne ERE BRI EE 0o RAGE dn ot G phany the
nuh%%plexed %onnunication gaths, retries to _

IP gyhhdRSat 8By S5 8\ che g RO RE i tghat PaR Nt 3 et e drrfbyeen
unit,. [7] The comrunication control system accordin

ijigaépapﬁﬁg,and the sub-path, as a destination IP address,

and recelves a path diagnosis packet of which destination IP

address matches with the IP multicast address corresponding

‘to each of the main path and the sub-path.

[5] The communicaticn control system according to claim 4,
wherein the fixed-cycle path diagnosing section includes a
diagnosis packet transmitting section for broadcasting to
other communication stations a path diagnosis packet including
receive state information of path diagnosis packets from other
communication stations, and

on receliving a path diagnosis packet, the fixed-cycle
path diagnosing section registers in the path state storing
section receive state information of the path diagnosis packet

transmitted by the home station, the receive state information
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25 wherein the nmultiplexed comuni cation station each

includes 59 a self diagnosing section, the self

di agnosi ng section in the active unit halts a

conmuni cati on operation while placing the hone unit in

a standby state on detecting a failure, 5 the standby

unit places the hone unit in the active state so as

to start a comruni cation operation when the other unit
behalt $nthadedmmnticat i &fe DREH 334100, dalth N 0AFGASIS: [ Qs the

the other communication stations that the hone unit

pahass bgeon® id¥enActdV e it tooniith ik €aGh pG@MMEPLR A A O R ome
station includes a table storing information

stbﬂ@bﬁaﬁéQQt%@h%ﬁiHEﬁBgQ§o&P@eQH!%h@|§§€ﬁ<jiagnosis acket.
comuni cation station’is active, pertornmns tTansm s5ion
to the active unit while referencing the infornmation
stored in the table, and updates the information in
the table when receiving 15 the broadcast
communi cation. [8] The conmunication control system
according to claim4, wherein while the path
di agnosi ng section detects a failure in the main
(6 ath,. the ath.di?%nosing section broadcasts the 20
ai | GP8 FRPHBIfAFAOPaCR™F 6041 FYEbRRUAFEAFFRIsTRL FodAIM 4
ipa_ fixed cycle. [9] The communication contro
OrssstEHF5E86r8PW§rﬁ§189éin18, wher ei n when the
| ow-priority communication section receives 25 a
br oadicB8t LABLPEEdi rePEaNiing tivat e imal nvlpatd wsits each

~ faulty, 60 .
including the high-priority communication section, the

low-priority communication section, the path diagnosing
section and the switching section are provided while being
multiplexed, any one of the units serves as an active unit and
the other unit serves as a standby unit, and a different address
is assigned to the high—priority'communicatioﬁ~section of each
unit,

wherein another communication station which performs a
transmission to the multiplexed communication station
performs communication by designating tﬂe active unit, and when
failing to communicate with the active unit via any one of the
multiplexed communication paths, retries to communicate by

switching a designation to the standby unit.

[7] The communication control system according to claim 6,

wherein the multiplexed communication station each includes
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the lowpriority communication section controls a
transm ssion so that a transm ssion count per unit
time of lowpriority comrunication is equal to or
smaller than a predeterm ned value, 5 and when the
broadcast notice is not received for equal to or nore
than a predetermned tine, the lowpriority
comuni cation section deternmnes that the main path is
a pe$fodedgnbeingr melctdper,ati on and halts the
transm ssion control of meking the transm ssion count
be egnal s¢df odisgmbs eigthencihe id0 s edatierdingd halts a
val ue. [10] The comuni cation control system accordi ng
cof@ualiabfidn ophered vhihe1the 10w Ry 10Fd t Yome unit in a
communi cation section recognizes the main path as
sthadbiysthe bawapikeriity LS reQmmyni cation section
controls a transmi ssion'so that a ‘transm ssion count
er Lot : lh QF § [ ion .
Caual o R Ter R han 8 uRCheNe BRAEY (R} st isd srace
_ T j ' traol_ syst.em according :
SOE%%%%?Esl %ﬂergﬁﬁﬂqﬁg§%§§§§ (%%gﬁ %?P%ﬁ?bgﬁ-rP%ﬁef unit
: ni iLon.section _is_recognizi t he in path as
na EETTRAY CRhP e ERE slhenafat FER7 st BlgenCerhnany dsitonther
the lowpriority co nication section i mediately ,
COWR T RE PR HGHEIE BRIy ¢ SRS ELE PG, PSEORRG ARFELVe
the sub-path is not under transm ssion and there is
UngY s ndHi gh-priority conmunication waiting to be
transmtted, the lowpriority communication section
perf%@%% pﬁ@mpa&pgﬁﬁ@ﬂiﬁpatlon includes a table storing

information 1indicating which wunit of the multiplexed
communication station is active, performs transmission to the
active unit while referencing the information stored in the
table, and updates the information in the table when receiving

the broadcast communication.

[8] The communication control system according to claim 4,
wherein while the path diagnosing section detects a failure
in the main path, the path diagnosing section broadcasts the
failure in the main path to all communication stations in a

fixed cycle.

[9] The communication control system according to claim 8,
wherein when the low-priority communication section receives

a broadcast notice indicating that the main path is faulty,
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communi cation. 5 [12] The comruni cation control system

according to claim4, further conprising: an

aut henti cati on section which perforns authentication

bet ween the high-priority comunication sections in

different communication stations so as to enable

communi cation between 10 the authenticated

comuni cation stations. [13] The communi cation contro
thsyst eawvapeooding t ocohai:mitationher geattib® controls a

aut henti cation section includes: a public key
trg8bBRLakivg Sectihan fore geneiaidinth aboudd BEEChARI €Eime of

public key to be exchanged between the honme station

loﬁngrQBQEEEr R GAti D statiens from,an s%{aqqterron’t}‘?an a
private ey that is unique to the hone station, key

prgaéggghghbagvgegglon for Dbroadcasting the generated
public key to all conmunication stations; 20 a conmmon

key geaenall ng, s eell,on i ﬁBt%@e{HQtﬁ& N - &l-A4 g%'}:' &qual

common key that is unique t one Station an

toaqg;h%r %OﬂpHgﬁC%}l 8§ﬁeer%n fron1a QUbHi&3k$¥w gr%orlty

recelve from the &n ?lon and’ t he privat

ome station enerate el ectroni ¢ como
coRayhfER CAREH S h e AEEBs Teoe I A PErTA Hhd A5k SLCphgred
gener ated common kg%ﬁ ﬁ n au%ﬁentlcatlon packet
tot PERERiL (RTF QT M Eh LS péfior@ iy 53D eFPRBFOL of
encryption of a packet or attachnent of an
ma kb feh® datd b Vel e e W thRekefUBy 1igi ¢ Sltfel ler than the
generated common key, and transmts at |east either

rrefetensippledapacket

[10] The communication contrel system according to claim 4,
wherein while the Jlow-priority communication section
recognizes the main path as faulty, the low-priority
communication section contrels a transmission so that a
transmission count per unit time of the low-priority
communication is equal to or smaller than a predetermined

value.

[I1] The communication control system according to claim 4,
wherein in a case where the low-priority communication section
is recegnizing the main path as faulty, while the sub-path is
not under transmission, the low-priority communication
section immediately performs the high-priority communication,

and while the sub-path is not under transmission and there is
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5 or the packet to which the authentication value is
attached; and an authentication packet receiving
section which perforns at |east either decrypting of
the received packet by using the common key or
determ nation on whether reception is 10 all owed based
on the common key and the authentication value being
attached to the packet. [14] The communi cation contro
no syisglerpatent dv noprimirc] catm &8 wa iwheretn bd e rcommot teed, the
generating section generates the common 15 key from
lowhprporvayeckeyuandat henpsdd t Cokgye o tisd nfpe low-priocrity
Differ-Hell man nethod. [15] The communi cation contro
compshemsadear.ding to claim 13, wherein the
aut henti cation section includes: 20 a key update
section for updating the common key by changing the
private key per predetermned time; a confirm ng

[18€CtTRA Mﬁ@n§é§f§§nt@§n€9m%1é&$orcpﬁf§rt% claim 4,

update and a | atest conmon key, confirns the
fu?HBQ?”EbﬁBE éalue by using the | atest common key on
receiving tﬁ' packet, and in a case where the

f 3 | .
fgg %%Qﬁ} %%E%cat109$%gkb %ﬁﬂgﬂﬁﬂgﬁ¥ rm3889&8§gﬁagFlon

|ca ion va n e cormon
d d di t f , I,
oo e R SR e taneaay CoyagiRg éloﬁﬂse?g{:n%e oo ERagent
t before update or the Iatest common ke 'bé
CO‘{%HF%C%‘ &°8ut %H%ﬁt?%rﬁ%&i%@nag’lc‘?oﬁf’{“?lﬁé‘acé 1opaPrgveen

the authenticated communication stations.

[13] The communication control system according to claim 12,
wherein the authentication section includes:

a public key generating section for generating an
electronic public key to be exchanged between the home station
and another communication stations from an electronic private
key that is unigue to the home station;

a key transmitting section for broadcasting the
generated public key to all communication stations;

a common key generating section which generates an
electronic common key that is unigue to the home station and
another communication station from a public key received from
the another station and the private key of the home station,
generates the electronic common key for each communication

staticn, and stores the generated common key;
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[16] The communi cation control system according to
claiml1l or 4, wherein a router for performng a path
control of the 10 commrunication path in accordance

with Internet Protocol is provided on the

conmuni cati on path, and the conmuni cation path

includes a plurality of sub-networks being

i nterconnected by the router. 15 [17] The

conmaii gathenteentish e acephdhngtliagClaidailh which
wherein a. sole nmaster station exists on the

pe St et Mo ka st Be MBSt &K 8L AL L8N 4F ANpANKEtARr attachment
i nter-network diagnosing frame including path state :

of B QLIRLLEN A1 jLhe  RatAs: Bel ot B NATBSEAL! 90,8PL: ca
all “another conmunication stations 20 existing on the
cortjtl; RRIMOLK 4t A’H‘éﬁ{‘t% he E%?ﬁti%fﬁﬂa&? @%egﬁgﬁﬁ%dp %%ket

stat e Tif or mat’i on on the p weeén stat

nd a_naster station _exist] n_a sub-network to

oT M RCRE C o SEat Fon GBEL oL CBEbHg, <ahd sach: behed
[l communication stations on the plurality of 25

ub- networks including the master station and the

ot her 64 communi cation stations inc|ludes: a path ,

st at® st et i f dra skl i e pat hiR¥ atgection  which

i nformation indicating whether the conmunication path

PeRiymt RE LRoFE StabronitereaEhngfohndthépceived packet by
conmuni cation stations is 5 sound; a diagnosing

us ik $dge crapenvkay seddteriiiahioreginvaesheimrererpach is
state storing section the path state between the hone

allgpvatd dre sl arhé heonpumiccakiegnastiathennexhistt hgavhothealue

an

being attached to the packet.

[14] The communication control system according to claim 13,
wherein the common key generating section generates the common
key from the private key and the public key by using

Differ-Hellman method.

[15] The'communication control system according to claim 13,
wherein the authentication section includes:

a key update section for updating the common key by
changing the private key per predetermined time;

a cbnfirming section which stores the common key just
before update and a latest commen key, confirms ~ the
authentication wvalue by using the latest common key on

receiving the packet, and in a case where the confirmation is
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sub-network to which the hone station does not bel ong,
based 10 on the path state information included in the
inter-network diagnosing frane; and a data
transmtting section which selects either the main
path or the sub-path in accordance with the
information in the path state storing section, and
perfornms transm ssion of data. 15 [18] The

de@@gﬁHﬁbgahboﬂl§@65ﬁ0|c%ﬁ%ﬁ%%%agﬁgrgh@ﬁeﬁ%ﬂ@é@ﬂ@dr%alue by
further conprising: 'a selecting section which

us% CERLES oAmbhS ke .fg'ﬁ%tt""‘i!ekfoxaedq{ Q—In@' '

nication sta ns exi st ng on t

sub 0 v&g&gnqaggctqo dg }S Itemﬂpg %%%r fogfté}?e packet

home s lon 1s thé a I's” uni que

d i b d
ﬁ%ﬁﬁﬂen%%e&gﬁggs et e ToeE netfole %&%fﬁeérm Hlpgrest
t t.at . th - t k. 25 [1 .
CO@"%%E??%' LT Y Mol do i di G Lrgied as

or 4, wherein the high-priority communication section
vabdfforms  communi cation in accordance with a protoco
dedi cated to process control, and the lowpriority
comuni cation section perfornms 5 conmunication in
accordance with an open standard protocol. [20] The
[1edmmilhe capironntoatioh systemlasysitdimngcreorcligiomtd cdaim 1
4, wherein the high-priority comrunication section
ort Aanshersint al easteonécof pprécess ndatapaah opertatilowf the
anmount 10 and an alarm and
communication path in accordance with Internet Proteocol is
provided on the cemmunication path, and the communication path
includes a plurality of sub-networks being interconnected by

the router.

[17] The communication,contfol system according to claim 16,
wherein a. sole master station exists on the sub-network,

the master station transmits an inter-network diagnosing
frame including path state information on the paths between
the home station and all another communication stations
existing on the sub-network to which the home station belongs
and path state information on the path between the home station
and a master station existing on a sub-network to which the
home station does not belong, and

each of all communication stations on the plurality of

sub-networks including the master station and the other
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the lowpriority communication section perforns at

| east one of inage data transfer, file transfer and
nessage transfer. [21] A communication control system
for controlling 15 comuni cati ons perfornmed between a
plurality of communication stations that are
connected to communi cation paths being nultiplexed
with a main path and a sub-path, the conmunication

coffihf Oht $¥St €PLEORRLI $hRgyugRshi gh-priority

conmuni cation section for performng a 20

highépggﬁéh%%d%gqggﬁéﬁﬁ.er@Q%&H'E%IVE%&Jﬁaﬁﬁggkh state

pat h; rior nication section

._performng a,. | Qwpriori communi cati.on via th
i BB R e s b g O T Por dhigne A ™ the
soundness of the nai ath and the sub-path; and 25 a .
hofios BEREAGTSEEt ITHFT orE s G PERERG N ETRAIICars O path s
66 of the high-priority comunication to the sub-path
SOWRdh the main path is diagnosed as faulty as a result
of diagnosis by the path diagnosing section., 5 [22]
The & THE O RETTRID - eSPS Ve a6 tdPRgWh b Cll Apai sters
.21, wherein the path diagnosing section includes: a
in g st & tstior istg et isertfion $her paghpathtst heeween the
information of a path state froma hone station to ‘
horachtatbdomuandatihen comatingrra tameh 1 st farx exkz tytcl ey pab hthe
di agnosi ng section for diagnosing the communication
sulpatdét oo thevhiorte Stathicoe tsa agdeh domrunbcabebong, based
station in a fixed cycl e,
on the path state informaticn included in the inter-network
diagnosing frame; and
a data transmitting section which selectis either themain
path or the sub-path in accordance with the information in the

path state storing section, and performs transmission of data.

[18] The communication control system according to claim 17,
further comprising:

a selecting section which generates a list of network
addresses of all communication stations existing on the
sub-network, and in a case where an address of the home station
is the address that is uniquely determined among the list based
on a predetermined condition, causes the home station to

operate as the master station on the sub-network.

{19] The communicaticn control system according to claim 1
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wherein the fixed-cycle path diagnosing section
registers the path state infornmation obtained fromthe
15 diagnhosis result, in the path state storing
section. [23] The communi cation control system
according to claim22, wherein the fixed-cycle path
di agnosi ng section includes a diagnosis packet
transmtting section for broadcasting to 20 ot her

oernﬁygkgﬁhHﬁﬂeﬁiah' 9%0?1%?}@bﬁ%@@{@§£ oﬂ@ﬁkﬁ;cnl erforms

including receive State i ormati on of path diaghosis

coxﬂxﬁﬁﬁﬁétié?m ‘%{ NeLco CQIRLAT CALtOoN, S{oﬁékgﬁ%’l %{%dd fated to

rece|V|n h™di agnosi s packet, I'X&d-
g dlaggos% gctlon registers in the path state
pr ?%?Fnﬁo E°Sect''6n receive state information of the
pat h_di agnosi s packet 67 transmtted by the hone
st at fion, Eﬁ’é’“np &N st at SUFRROF Tt PBn S&&Wf} ncPGaEgrms
in the recelved pat h di agnosi s packet, as the path
CORPAR &CR A 8P maP | BRCEF IRRESCBARNRRaPPER %B?HdFFénPFEEOCOl
home station to a transmtting source of the path
di agnosi s packet. 5 [24] The comruni cation contro
system according to any one of clains 21 to 23,
[2€ Ur tHlee conprnsiapion danbrotapsateni agesedingntahtéhin 1
transmts data to another comunication station, and
orrefransmetsit hetluat ahivierpr1Oratpor pmhmueteption section
response is not returned fromthe another
trepafens cat i baast abhencii phbneaspdedel eam opdrithen andunt
a data receiving section for returning a nornal
anflegepLilepm, resgonse to a transmtti ng source when data
is normal ly

the low-priority communication section performs at least

one of image data transfer, file transfer and message transfer.

[21] A communication control system for <controlling
communications performed between a plurality of communication
stations that are connected to communication paths being
multiplexed with a main path and a sub-path, the communication
contrel system comprising:

a high-priority communication secticn for performing a
high-priority communication normally via the main path;

a low-priority communicatiocn section fﬁr performing a
low-priority communication via the sub-path;

a path diagnosing section for diagnosing a soundness of
the main path and the sub-path; and

a switching section for switching the communication path
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recei ved. 15 [25] The communication control system
according to claim?24, further conprising: a path
state storing section for storing path state
information of a path state froma honme station to
each 20 conmunication station; a counting section for
counting tines of the data transmtting section
retransmtting the data; and a registering section

of W& M 1 yas- Bo OUPt cMphygi Oht 1 BR téoﬂﬂéigﬁbS§§£hoﬁhen the
reaches™ a specified value, determnes the 2

ma £OPRMY, cat ion pajde 23, £ aulhyand %leglegh%%k?ﬁilggﬁasis by

state 68 information indicating that the pa

th%g#%%ﬂrdiggﬁggiﬁﬁtQeF§EQE? storing section. [26] The

ni catron control systemaccording to claim?24, 5
further conprising: a counting section for counting
times of the data transmitting section retransmtting

e data; and.a switching section which, en _a count
240 0 Forin i Bl bR DT o £ Batrscar LHEL R 34Tk 21,
val ue, determines the 10 communication path as faulty

WherRt B wk R e Hest b hel eghiaNgaProh Opat-RC1Eges:

a path state storing section for storing path state
information of 'a path state from a home station o each
communication station; and

a fixed-cycle path diagnosing section for diagnosing the
communication path from the home station to each communication
station in a fixed cycle,

wherein the fixed-cycle path diagnosing section
registers the path state information obtained from the

diagnosis result, in the path state storing section.

[23] The communication control system according to claim 22,
wherein the fixed-cycle path diagnosing section includes a
diagnosis packet transmitting section for broadcasting to
other communication stations a path diagnosis packet including
receive state information of path diagnosis packets from other
communication stations, and

on receiving a path diagnosis packet, the fixed-cycle
path diagnosing section registers in the path state storing

section receive state information of the path diagnosis packet
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transmitted by the home station, the receive state information
being included in the received path diagnosis packet, as the
path state information c¢f the communicaticn path from the home

station to a transmitting source of the path diagnosis packet.

[24] The communication control system according to any one
of claims 21 to 23, further comprising:

a data transmitting section which transmits data to
another communication station, and retransmits the data when
a normal reception response is not returned from the another
communication station within a predetermined time; and

a data receiving section for returning a normal reception
response to a transmitting source when data is normally

received.

[25] The communication control system according to claim 24,
further comprising:

a path state steoring section for storing path state
information of a path state from a home station to each
communication station;

a counting section for counting times of the data
transmitting section retransmitiing the data:; and

& registering section which, when a count value of the
counting section reaches a specified value, determines the

communication path as faulty and registers the path state
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infeormation indicating that the path is faulty, in the path

state storing section.

f26] The communication control system according to claim 24,
further comprising:

a counting section for counting times of the data
transmitting section retransmitting the data; and

a switching section which, when a count value of the
counting section reaches a specified value, determines the
communication path as faulty and switches the communication

path.
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