PCT/R02012/000023

WO 2013/112062
20
‘ CLAIMS
What is claimed is: ‘ /
/
1 A method comprising /
employing a computer system to receive a target string forming a part glén electronic
| communication; ffi

in response to receiving the target string, employing the computer sys”iem to determine a
string eligibility criterion according to the target string; /

employmg the computer system to pre-filter a corpus of reference strings according to the
string eligibility criterion, to produce a plurality of candldate strings;

in response to selecting the candidate strings, employing the computer system to perform
a first comparison between a character histogfgm of the target string and a
character histogram of a candidate string of tl’}e"’j‘plurality of candidate strings, and
a second comparison between a timestamp of the electronic communication and a

timestamp of the candidate string; and

employmg the computer system to determing’ ‘whether the electronic communication is

/
7

spam or non-spam accordmg to a result of the first comparison and the second

comparison. - ;‘

Z

£

2. The method of claim 1, wherein tl}e‘fcorpus of reference strings comprises a plurality of
clusters, each cluster inclugiilg a set of mutually-sixﬁilar strings, wherein each
candidate string of the pgui?dity of candidate strings is representative of a distinct
cluster, and wherein the},gfixethod further comprises, in response to performing the first

comparison, employ%xfg the computer system to select a cluster from the plurality of

clusters and to assxgn the target string to the selected cluster.

Y,

/

3. The method gf‘ " claim 2,, further comprising determining whether the target

communig&ion is spam or non-spam according to a plurality of timestamps, each

/
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'(f
timestamp of the plurality of timestamps corresponding to a member of the sel;;éted
cluster. !;'/
/
4. The method of claim 2, further comprising:

“in response to assigning the target string to the selected clusteg,’fdetermining a
count of cluster members of the selected cluster; and
determining whether the electronic communication is $pam or non-spam

according to the count of cluster members.

5. The method of claim 2, further comprising identifying the_,,.félectronic comrmunication as

belonging to a selected spam wave according to the sélected cluster.

6. The method of claim 1, wherein pre-filtering the cqri)us comprisés:
determining a first string length of the target{ string and a second string length of a
reference string of the corpus, and -~
when the first string length differs from\ti;le second string length by an amount smaller

than a predetermined thresho‘yld, adding the reference string to the set of

candidate strings.

7. The method of claim 1, whcréir;ﬁfe-ﬁltering the corpus comprises:
determining a first count{o'vf distinct characters of the target string and a second count
of distinct cha;aéters of a reference string of the corpus, and
when the first coun"'tﬁ differs from the second count by an amount smaller than a

predetermﬁxed threshold, adding the reference string to the set of candidate

strings.”

8. The method;df claim 1, wherein pre-filtering the corpus comprises:

detemiining a first string score of the target string as a function of:

ZP:W:'
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wherein p; denotes the ASCII code of the i-th character of the target string/’

/7
v

and w; is a character-specific weight;
i
determining a second string score of a reference string of the corpus; and ,/

when the first string score differs from the second string score by an amour;f’fsmaller

than a predetermined threshold, adding the reference string to/;‘fhe set of
),

candidate strings. /
/

7
i

9. The method of claim 1, wherein performing the first comparison cogi”i;rises determining

an inter-string distance as a function of:

Z w,.{Nir —-Nic|,
€TC £
jf
wherein T denotes the set of characters of the target string, C denotes the set of
characters of the candidate string, N'r denotes a coqrii of occurrences of character i
within the target string, N'c denotes a count of occurrences of character i within the

candidate string, and wherein w; is a character—spéciﬁc weight of character i.

Vi

10.The method of claim 9, wherein the inter-gf}ing distance is further determined as a
. . r}ﬁ'

I

function of:

rd
.‘iﬂ
A
// Z W;C

jeT-C
£
wherein character j occurs v//,i’ihin the target string, but does not occur within the
candidate string, w; is a chdracter-specific-weight of character j, and ¢ is a number

selected according to a{,s‘fring length of the target string.

/

4

11. The method of claim 1, ﬁfxerein performing the first comparison comprises determining

. . .S .
an inter-string distafice as a function of:
/

s
/ Z w; - c,
// ieT-C
/
wherein T denotes the set of characters of the target string, C denotes the set of
/
charactr;p.{ of the candidate string, wherein character i occurs within the target string,
/

but dges not occur within the candidate string, w; is a character-specific weight of

chafacter i, and ¢ is a number selected according to a string length of the target string.
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12. The method of claim 1, wherein the electronic communication comprises a blog

comment.

13. The method of claim 1, wherein the electronic communication comprises a message

posted on a social network site.

14. A computer system comprising at least a processor programmed to:
receive a target string forming a part of an electronic communication;

in response to receiving the target string, determine a string eli gibility criterion according

to the target string; '
pre-filter a corpus of reference strings according to tbé string eligibility criterion, to

#

produce a plurality of candidaté strings;

in response to selecting the candidate strings, perform a first comparison between a
character histogram of the target stringfa‘ﬁd a charfcter histogram of a candidate
string of the plurality of candidate stfings, and a second comparison between a

timestamp of the electronic communication and a timestamp of the candidate

string; and

¢

determine whether the electronic communication is spam or non-spam according to a

result of the first comparison and the second comparison.

&
7
S

15. The system of claim 14, \gh‘"érein the corpus of reference strings cémprises a plurality of
clusters, each clustgr’;including a set of similar strings, wherein each candidate string
of the plurality qf"éandidatc strings is representative of a distinct cluster, and wherein
the proccssor#js’) further programmed, in response to performing the first comparison,

to select a':;e‘ﬂlster from the plurality of clusters and to assign the target string to the

selecthgvéiuster.
"

&
F

i
S
7

16.The fs’grstem of claim 15, further comprising determining whether the target

//communication is spam or non-spam according to a plurality of timestamps, each

7

/

¢

7
/-
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timestamp of the plurality of timestamps corresponding to a member of the selected

cluster. /
. g
£

/

17.The system of claim 15, wherein the processor is further programmed to: /’
in response to assigning the target string to the selected cluster, detgffgine a count
of cluster members of the selected cluster; and ,/
determine whether the electronic communication is spam or non-spam according
to the count of cluster members. y
/
18.The system of claim 15, wherein the processor is further ?fogrammed to identify the

electronic communication as belonging to a selected’spam wave according to the

selected cluster. /

19. The system of claim 14, wherein pre-filtering the;g’orpus comprises:
determining a first string length of the ta[g,g”ét string and a second string length of a
reference string of the corpus, ar}d’f
when the first string length differs frqxf: the second string length by an amount smaller
than a predetermined thrgs'{lold, adding the reference string to the set of
candidate strings. /
//
20. The system of claim 14, wheyéé pre-filtering the corpus comprises:
determining a first coua{t/ of distinct characters of the target string and a second count

of distinct c}:(a/r/acters of a reference string of the corpus, and

when the first /unt differs from the second count by an amount smaller than a

predetérmined threshold, adding the reference string to the set of candidate

of claim 14, wherein pre-ﬁltering-the COTpus comprises:

defermining a first string score of the target string as a function of:

Zpiwi
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i

/

wherein p; denotes the ASCII code of the i-th character of the target striqgf

and w; is a character-specific weight; /
determining a second string score of a reference string of the corpus; and /
when the first string score differs from the second string score by an amou/ﬁ{ smaller

than a predetermined threshold, adding the reference string tjofjthe set of

candidate strings. | : /

e

/

/

V4

22. The system of claim 14, wherein performing the first comparison commprises determining

an inter-string distance as a function of: /
Swlvie-nel. )/
€TnC ' f/

wherein T denotes the set of characters of the targpf string, C denotes the set of

characters of the candidate string, N'r denotes a count of occurrences of character i
y,

within the target string, N'c denotes a count of j@écurrences of character i within the

/
candidate string, and wherein w; is a character+specific weight of character .

/

/

Vi

23.The system of claim 22, wherein the int;fisuing distance is further determined as a

function of: /

¢!§(‘;
/ ij'C9

jeT~C
/ »
wherein character j occurg’ within the target string, but does not occur within the
. . . . . . .
candidate string, w; is a/Character-specific weight of character j, and c is a number

selected according to/ a string length of the target string.
'/

24. The system of claim 12{ wherein performing the first comparison comprises determining

an inter-string {stance as a function of:

wherein/T denotes the set of characters of the target string, C denotes the set of

charaCters of the candidate string, wherein character i occurs within the target string,

b /:ioes not occur within the candidate string, w; is a character-specific weight of

character i, and ¢ is a number selected according to a string length of the target string.
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25. The system of claim 14, wherein the electronic communication comprises a blgg

comment.

26. The system of claim 14, wheré€in the electronic communication comprises/a message

posted on a social network site.

/
y

27. A method comprising: //

&

employing a computer system to receive an electronic communication;

in response to receiving the electronic communication, emploz'jﬁg the computer system to
extract a target string from the electronic communiqgt’ion;

employing the computer system to transmit the target striy{g to an anti-spam server; and

in response to transmitting the target string, receivingg target label indicative of whether
the electronic communication is spam orfﬁgn-spam, wherein the target label is

) . 4 . . .
determined at the anti-spam server apd wherein determining the target label

. : /
comprises: /,f
employing the anti-spam server f{,of’fdetermine an eligibility criterion according to
the target string; /

employing the anti-spam ﬁsérver to pre-filter a corpus of reference strings

according to thegé{iterion condition, to produce a plurality of candidate
strings;

in response to selecting the candidate strings, employing the énti-spam server to

| perform/a first comparison between a character histogram of the target

string’and a character histogram of a candidate string of the plurality of

candidate strings, and a second comparison between a timestamp of the

/ électronic communication and a timestamp of the candidate string; and
employing the anti-spam server to determine the target label according to a result

of the first comparison and the second comparison.
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28. A method comprising:
employing a computer system to receive a target string forming a part of an electronic

communication;
in response to receiving the target string, employing the computer system ‘;Gﬁetermine a
string eligibility criterion according to the target string; //

o
employing the computer system to pre-filter a corpus of reference stfings according to the

string eligibility criterion, to produce a plurality of candidate strings;

in response to selecting the candidate strings, employmg the computer system to
determine an inter-string distance separatmg the target string from a candidate
string of the plurality of candidate strmge the inter-string distance determined
according to a count of occurrences, ef a selected character within the target string
and a count of occurrences of}l’ig selected character within the candidate string:
and

employing the computér systefn to determine whether the electronic communication is

spam or non-spanraccording to the inter-string distance.
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CLAIMS

1. A method comprising:

in response to receiving a target string forming a part of an electronic communication,
employing at least one processor of a computer system to select a plurality of candidate
strings from a corpus of reference strings, wherein selecting the plurality of candidate strings
comprises:

comparing a string length of the target string to a string length of a reference string of the
corpus, and

in response, selecting the reference string into the plurality of candidate strings according to a
result of the comparison of string lengths;

in response to selecting the plurality of candidate strings, employing the at least one
processor to perform a first comparison between the target string and a candidate string of the
plurality of candidate strings, and a second comparison between the target string and the
candidate string; and

employing the at least one processor to determine whether the electronic communication is
spam or non-spam according to a result of the first comparison and the second comparison,

wherein the first comparison comprises comparing, for each character of a plurality of
distinct alphanumeric characters, a count of occurrences of the each character within the
target string to a count of occurrences of the each character within the reference string,
wherein the count of occurrences of the each character within the target string is determined
without regard to a position of the each character relative to other characters within the target
string, and

wherein the second comparison comprises comparing a timestamp of the electronic
communication to a timestamp of another electronic communication, the another electronic
communication containing the candidate string.

2. The method of claim 1, wherein the corpus of reference strings comprises a plurality
of clusters, each cluster including a set of mutually-similar strings, wherein each candidate
string of the plurality of candidate strings is representative of a distinct cluster, and wherein
the method further comprises, in response to performing the first comparison, employing the
computer system to select a cluster from the plurality of clusters and to assign the target
string to the selected cluster.
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3. The method of claim 2, further comprising determining whether the target
communication is spam or non-spam according to a plurality of timestamps, each timestamp
of the plurality of timestamps corresponding to a member of the selected cluster.

4, The method of claim 2, further comprising:

in response to assigning the target string to the selected cluster, determining a count of cluster
members of the selected cluster; and

~ determining whether the electronic communication is spam or non-spam according to the
count of cluster members.

5. The method of claim 2, further comprising identifying the electronic communication
as belonging to a selected spam wave according to the selected cluster.

6. The method of claim 1, wherein selecting the plurality of candidate strings further
comprises:

determining a first count of distinct characters of the target string and a second count of
distinct characters of the reference string, and

when the first count differs from the second count by an amount smaller than a predetermined
threshold, selecting the reference string into the plurality of candidate strings.

7. The method of claim 1, wherein selecting the plurality of candidate strings further
comprises:

determining a first string score of the target string as a function of:
Z piwi

wherein p; denotes an ASCII code of the i-th character of the target string, and w; is a
character-specific weight;

determining a second string score of the reference string; and

when the first string score differs from the second string score by an amount smaller than a
predetermined threshold, selecting the reference string into the plurality of candidate strings.

8. The method of claim 1, wherein performing the first comparison comprises
determining an inter-string distance as a function of:

> wilNg - NEl,

ieTNC
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wherein T denotes the set of characters of the target string, C denotes the set of characters of
the candidate string, N'r denotes a count of occurrences of character i within the target string,
N denotes a count of occurrences of character i within the candidate string, and wherein w; is
a character-specific weight of character i.

9. The method of claim 8, wherein the inter-string distance is further determined as a
function of:

5 e

jer-c

wherein character j occurs within the target string, but does not occur within the candidate
string, w; is a character-specific weight of character j, and ¢ is a number selected according to
the string length of the target string.

10.  The method of claim 1, wherein performing the first comparison comprises
determining an inter-string distance as a function of:

E wi-C,

ieT-C

wherein 7" denotes the set of characters of the target string, C denotes the set of characters of
the candidate string, wherein character i occurs within the target string, but does not occur
within the candidate string, w; is a character-specific weight of character i, and ¢ is a number
selected according to the string length of the target string.

11.  The method of claim 1, wherein the electronic communication comprises a blog
comment.

12. The method of claim 1, wherein the electronic communication comprises a message
posted on a social network site.

13. A computer system comprising at least one processor programmed to:

in response to receiving a target string forming part of an electronic communication, select a
plurality of candidate strings from a corpus of reference strings, wherein selecting the
plurality of candidate strings comprises:

comparing a string length of the target string to a string length of a reference string of the
corpus, and

in response, selecting the reference string into the plurality of candidate strings according to a
result of the comparison of string lengths;
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in response to selecting the candidate strings, perform a first comparison between the target
string and a candidate string of the plurality of candidate strings, and a second comparison
between the target string and the candidate string; and

determine whether the electronic communication is spam or non-spam according to a result
of the first comparison and the second comparison,

wherein the first comparison comprises comparing, for each character of a plurality of
distinct alphanumeric characters, a count of occurrences of the each character within the
target string to a count of occurrences of the each character within the reference string,
wherein the count of ocurrences of the each character within the target string is determined
without regard to a position of the each character relative to other characters within the target
string, and

wherein the second comparison comprises comparing a timestamp of the electronic
communication to a timestamp of a another electronic communication containing the
candidate string.

14.  The computer system of claim 13, wherein the corpus of reference strings comprises a
plurality of clusters, each cluster including a set of similar strings, wherein each candidate
string of the plurality of candidate strings is representative of a distinct cluster, and wherein
the processor is further programmed, in response to performing the first comparison, to select
a cluster from the plurality of clusters and to assign the target string to the selected cluster.

15.  The computer system of claim 14, wherein the at least one processor is further
programmed to determine whether the target communication is spam or non-spam according
to a plurality of timestamps, each timestamp of the plurality of timestamps corresponding to a
member of the selected cluster.

16.  The computer system of claim 14, wherein the at least one processor is further
programmed to:

in response to assigning the target string to the selected cluster, determine a count of cluster
members of the selected cluster; and

determine whether the electronic communication is spam or non-spam according to the count
of cluster members.

17.  The computer system of claim 14, wherein the at least one processor is further
programmed to identify the electronic communication as belonging to a selected spam wave
according to the selected cluster.

18.  The computer system of claim 13, wherein selecting the plurality of candidate strings
further comprises:
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determining a first count of distinct characters of the target string and a second count of
distinct characters of the reference string, and

when the first count differs from the second count by an amount smaller than a predetermined
threshold, selecting the reference string into the plurality of candidate strings.

19.  The computer system of claim 13, wherein selecting the plurality of candidate strings
comprises: determining a first string score of the target string as a function of:

Z Pivi,
i

wherein p; denotes an ASCII code of the i-th character of the target string, and w; is a
character-specific weight;

determining a second string score of the reference string; and

when the first string score differs from the second string score by an amount smaller than a
predetermined threshold, selecting the reference string into the plurality of candidate strings.

20.  The computer system of claim 13, wherein performing the first comparison comprises
determining an inter-string distance as a function of:

D wiNy = NEl,

ieTNC

wherein T denotes the set of characters of the target string, C denotes the set of characters of
the candidate string, N'r denotes a count of occurrences of character i within the target string,
N, denotes a count of occurrences of character i within the candidate string, and wherein w; is
a character-specific weight of character i.

21.  The computer system of claim 20, wherein the inter-string distance is further
determined as a function of.
5w

jeTr-C

wherein character j occurs within the target string, but does not occur within the candidate
string, wj is a character-specific weight of character j, and c is a number selected according to
the string length of the target string.

22.  The computer system of claim 13, wherein performing the first comparison comprises
determining an inter-string distance as a function of:
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E wi-C,

ieT-C

wherein T denotes the set of characters of the target string, C denotes the set of characters of
the candidate string, wherein character i occurs within the target string, but does not occur
within the candidate string, w; is a character-specific weight of character 7, and ¢ is a number
selected according to the string length of the target string.

23.  The computer system of claim 13, wherein the electronic communication comprises a
blog comment.

24.  The computer system of claim 13, wherein the electronic communication comprises a
message posted on a social network site.

25. A method comprising:

employing at least one processor of a computer system to receive an electronic
communication;

in response to receiving the electronic communication, employing the at least one processor
to extract a target string from the electronic communication;

employing the at least one processor to transmit the target string to an anti-spam server; and

in response to transmitting the target string, employing the at least one processor to receive a
target label indicative of whether the electronic communication is spam or non-spam,
wherein the target label is determined at the anti-spam server and wherein determining the
target label comprises:

employing the anti-spam server to select a plurality of candidate strings from a corpus of
reference strings, wherein selecting the plurality of candidate strings comprises:

comparing a string length of the target string to a string length of a reference string of the
corpus, and

in response, selecting the reference string into the plurality of candidate strings according to a
result of the comparison of string lengths;

in response to selecting the candidate strings, employing the anti-spam server to perform a
first comparison between the target string and a candidate string of the plurality of candidate
strings, and a second comparison between the target string and the candidate string; and

employing the anti-spam server to determine the target label according to a result of the first
comparison and the second comparison,
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wherein the first comparison comprises comparing, for each character of a plurality of
distinct alphanumeric characters, a count of occurrences of the each character within the
target string to a count of occurrences of the each character within the reference string,
wherein the count of occurrences of the each character within the target string is determined
without regard to a position of the each character relative to other characters within the target
string, and

wherein the second comparison comprises comparing a timestamp of the electronic
communication to a timestamp of another electronic communication containing the candidate
string.

26. A method comprising:

in response to receiving a target string forming part of an electronic communication,
employing at least one processor of a computer system to select a plurality of candidate
strings from a corpus of reference strings, wherein selecting the plurality of candidate strings
comprises:

comparing a string length of the target string to a string length of a reference string of the
corpus, and

in response, select the reference string into the plurality of candidate strings according to a
result of the comparison of string lengths;

in response to selecting the candidate strings, employing the at least one processor to
determine an inter-string distance separating the target string from a candidate string of the
plurality of candidate strings, the inter-string distance determined according to a count of
occurrences within the target string of each character of a plurality of distinct alphanumeric
characters, and according to a count of occurrences of the each character within the candidate
string, wherein the count of occurrences of the each character within the target string is
determined without regard to a position of the each character relative to other characters
within the target string; and

employing the at least one processor to determine whether the electronic communication is
spam or non-spam according to the inter-string distance.



