METHOD, DEVICE, TERMINAL, AND SERVER FOR A SECURITY CHECK

ABSTRACT

Embodiments of the disclosure provide a method, a device, a terminal, and a service
for a security check. The method may include: performing a local check via an updated check
mode to acquire a local check result, when a terminal user performs the security check;
encrypting the local check result according to stored substitutive credential information to
acquire an encrypted check result, wherein the substitutive credential information is
generated when the updated check mode is used to replace an original check mode; and
sending the encrypted check result, the local check result and user information of the terminal
user to a server, so that the server determines that the local check result is trustable when the
verification of the encrypted check result according to substitutive credential information
corresponding to the user information is passed. By applying embodiments of the disclosure,
a malicious third party cannot acquire the substitutive credential information, and the security
check cannot be completed even if the malicious third party acquires the local check result,
therefore the embodiments of the method may improve the reliability of the security check
and secure the access of network applications.
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