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SYSTEMS AND METHODS FOR USE IN TRANSFERRING FUNDS
BETWEEN PAYMENT ACCOUNTS

CROSS-REFERENCE TO RELATED APPLICATION
5 This application claims the benefit of| and priority to, U8, Application
Nos, 62/306,033 filed on March 9, 2016 and 15/238,000 filed August 16, 2016, The

~

entive disclosures of the above applications are incorporated herein by reference.

FIELD
tQ The present disclosure generally refates to systems and methods for use

in transferring funds between financial accounts, for example, from source accoums
to destination accounts, and in particudar, for use in identifving the destination

accounts based on compmuter-readable indicia assoctated with the destination accounts.

15 BACKGROUND
This section provides background information related fo the pregent
disclosure which is not necessarily prior art,
Payment sccounts are used by conswmers to performy manegrous
different transactiony incleding, for example, purchasing products {e.g., goads andior
20 serviess) from merchangs, transferring funds to other individualy, ete. Credentials for
identification and use of the payment acconnts are typically distribuied to the
constaners by ssuers of the payvment accounts i the form of account devices such as
payvment cards, fobs, and electronic wallet applications. Soch sccount devices then
include primary account numbers (PANs} or fokens associated with the payment
2% accoants, for use in identifving the payment accoants in the different transactions,
Separately, it s known that many consemers own or have aceess o computing
devices capable of scanning/captiring and interpreting barcodes, such as mobile

phones with built-in cameras,
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PRAWINGS
The drawings described herein are for itlustrative purposes only of
selected embodiments and vot all possible implementations, and are pot intended to

it the scope of the present disclosure.
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FIG. s an exemplary system of the present disclosure suitable for ase
in transferring funds between payment accounts using computer-readable indicia to
identify destination accownts 1o recetve the transferred funds;

FIG. 2 15 a block diagram of & computing device that may be used in
the exemplary system of FIGL L

FIG. 3 is an exemplary method, which may be implemented in
connection with the system of FIG. 1, for ransferring funds from a sowree secount to
a destination accoant, whergin the destination account is identified based on
camnpater-readable indicta representative of a primary accoust nurber {(PAN) for the
destination sccount; and

FIG. 4 is an exemplary interthce assoctated with a fund transfer
application, which may be used in conmnection with the system of FIG. 1 andfor the
method of FIG. 3.

Corresponding reference numerals indicate corresponding parts

throughout the several views of the drawings,

DETAILED DESCRIPTION
Exemplary embodiments will now be described more fully with
veference to the accompanying drawings. The description and specific examples
included herein are infended for purposes of illustration only and are not intended to
Hnit the scope of the prosent disclosure,
Aceess devices, such as oredit cards, debit cards, fobs, virtaal or digital

cards, and the like, are often associated with payment accounts, and are carried by a

]

large percentage of consumers to effect use of payment accounts, Increasingly,

7

consamers desive o transfor funds, with other consumers, divectly throagh ase of their
payment sccousis. Uniguely, the systems and methods beretn enable such divect fund
transfers between consumers via computer-readable indicia (e.g., located on the
socess devices, eic ), used 1o identify recipients’ payment accounts for receiving the
transferred funds. For example, consumers may initiate fund transfers to desived
recipients by scanning compuler-readable indicia associated with payroent accounts
for the recipients receiving the funds, whereby the funds are thea transterred from the
consumers’ payment accounts 1o the recipients” payent accounts. As such, the fund

travisfors ave substantially simplified, and additional security is provided via use of the

2]
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computer-readable indicia (to essentially hide primary account monbers for the
recipients’ payvment accounts}.

FIG. 1 illustrates an exemplary system 100, in which the one or more
aspects of the present disclosare may be implemented. Althoogh the systems 100 48
presented in one arrangement, other embodiments may include the parts of the system

106 (or other party) arranged otherwise depending on, for example. implementation of
fundd transters i the systern 100, tnvolvement of different parts of the system 106 in
connection with such fund transfers, slc.

The system 100 generally tncludes financial fnstitutions 102, 104 wd
payment network 106, each coupled to and in communication with conununications
setwork 108, The communications network 108 may inclode, without Hmitation, a
focal area network (LANY, a wide area network (WAN} {eg., the Internet, ete), a
mobile network, a virtual private network, and/or avother suitable public andior
private network capable of supporting commumication among two or more of the pans
iltastrated i FIGL 1, or any combination thoreot. For exarmple, communications
network 108 may include multiple different networks, such as a privale transaction
network made accessible by the payment network 106 to the financial institutions
102, 104 and, separately, the public Internet, which may be accessible to consumers
P10, 112, as well as other parts of the system 10, ete, as desired.

The two conzumers 114, 12 of the system 1030 are each associated
with an account {e.g., a credit sccount, a deposit account, & savings gceount,
cosmbinations thereof, eic.) that fs accessible vig pavment network 106, In addition in
the system 100, the account assoctated with the consumer 110 s provided by the
financial institution 102, and the account associated with the consumer 112 15
provided by the financial instination 104 {abthough this separation is not required in all
embodiments). And, through thetr accounts, the consumers 1O, 112 we able to
receive andfor transfer funds, ay described herein (e g, with the financial institutions
132, 104 then acting as issuers, acquirers, ete. in the varfous transactions, as
appropriate). While smiy two conswmers 110, 112 and two financiad institutons 102,
104 are Hustrated in FIG. 1, it should be appreciated that the system 100 ny include
any desired mumnbers of consumers anddor financial institutions within the scope of the
proserd disclosure.

Abso in the system HH), the consamer 112 i3 in possession of an

account access device 114 associated with hissher avcount {e.g., a credit card, a debit

ad
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card, a fob, a smartcard, a sticker, a communication device enabled for transactions
via an elsctropic wallet application, another device, ote.). While not illustrated, the
consumer {10 may also be in possession of an account gocess device associated with
hissher accoant. The account access device 114 s provided andior issued to the
consemer 112 by the financial institution 1M, for example, o connection with
providing the account to the conswmer 112, Further in the system 1030, the consumer
11} is associated with a conununication device 116, use of which, in connection with
transferring fands ag deseribed herein, will be described in more detail hereinafier.
The consumer 112 may abso be associated with a compunication deviee in various
entbodimends.

FIG. 2 Hlustrates an exemplary compating device 200 that can be used
in the system 100, The compating device 200 may include, for sxample, one or more
servers, workstations. personal computers, laptops, tablets, smartphones, PDAS,
ATMs, ete. in addition, the computing device 200 may include a single computing
device, or it may include oudiiple computing dovices located in close proximity or
distritnited over a geographic region, o fong @ the compuling deviees wre configared
to function as described herein, However, the system 100 shoukd not be considered to
be Himited to the compating device 200, as described below, as different computing
devices andfor arrangemenis of computing devives may be used. In addibon, ditferent
componernts and/or arvangements of components may be used in other computing
devices,

In the system 100, cach of the financial institutions 102, 104 and the
pavment network 106 are illustrated as including, ov being tmplemented in,
computing device 200, coupled to the communications network 108, In addition, the
commprtcation device 116 illustrated in FIG. 1 may be considered a computing
duvice consistent with computing device 200, It should be approciated that the
commuonication device 116 may include any suitable compating device such as, for
exampie, a mobile phone (@i, 8 stariphonge, otc.), a tablet, 3 faptop, ele.

Reforring to FIG. 2, the exemplary computing device 200 includes o
processor 202 and a memory 204 coupled o (and in commmuamication with) the
processor 202, The processor 202 may inclade one or mors processing units {e.g., in
a muiti-core configuration, etc.). For example, the processor 202 may include,
without Thmitatton, a central processing unit {CPUY, a microcontrodier, & reduced

instroction set compater (RISCH processar, an application specific integrated cirouil
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{ASICY, & progravomable logie device {(PLIN, a gate aray, andfor any other cireuit or
processor capable of the operations described herein,

The memory 204, as deseribed herein, is one or more deviees that
permit data, nstructions, etc., to be stored therein and retrioved therefrom. The
memory 204 may inclade one or more computer-readable storage media, such as,
without {imitation, dynamic random aceess memory {DRAM), static random access
memory {SRAM), read only memory (ROM), erasable programmable read only
memoery {EPROM), sobid state devices, flash drives, CD-ROMz, thumib drives, floppy
disks, tapes, hard disks, andfor any other type of volatile or monvolatile physical or
fangible computer-readable media. The memory 204 moay be configured to store,
without Himitation, trapsaction data, accountt information, andfor other types of data
{andfor dafa stractures} suitable for use as deseribed hevein.

Furthermere, in various embodiments, computer-execuiable
instroctions may be stored in the memory 204 for execution by the processor 202 w
cause the processor 202 {o perform one or more of the functions described herein,
such that the memory 204 is a physical, tangible, and nonefransitory compuyter
readable storage media, Such instructions often improve the efficiencies andior
performance of the processor 202 that is performing one or more of the various
aperations herein.

In the exernplary embodiment, the computing device 200 alsa boludes
§t presentation unit 206 that is coupled fo (and in communication with} the processor
202 thowsever, i shoald be appreciated that the computing device 200 eoudd inchude
outpud devices other than the presentation wnit 206, ete.). The preseptation unit 206
outpuis information (e.g., fund transfer application intertaces, efc.}, viswally, for
example, 10 a user of the computing device 200 such as the consumer 110; the
consemer 12 users assoctated with one or more of the financial istation 102, 104
and/or the payment network 106; ete. Various interfices {eg, as defined by internet
hased applications, websites, ete.) may be displayed at computing device 200, and in
particular at presentation unit 206, to display certain information, as described bherein.
The preseptation unit 206 nay inclade, without Hodlation, a Hguid crystal display
(LOCD), o tight-enuiting dinde (LED) display, an organic LED (OLED) display, an
“electronic ink” display, speakers, ete. In some embodiments, presentation unit 200

includes nudtiple devices,
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In addition, the compuiing device 200 inchudes an input device 208
that recelves inputs from the user {{.¢., user inputs) such as, for example, PANg,
indicia of PANSs, other account details, ete. The input device 208 is coupled to {and is

in conumunication with) the processor 202 and may include, Yor example, one or more

(4

of & kevboard, & pointing devies, a mouss, a stylus, a card reader, another data or
symbol reader (for reading data or other symbols as referenced herein), 3 camers, a
touch sensitive panel {e.g., a touch pad or a touch screen, efe.}, another computing
device, andfor an audio input device, Further, B ovarious exempliey embodiments, 8
touch screca, sach as that included b a tablet] a smartphone, or similar deviee,

£0  behaves as both a presentation unit and an input device,

Further, the ilustrated compating device 200 also includes a network
interface 210 coupled to (and in communication with} the processor 202 and the
memory 204, The network interface 210 may include, without Hmitation, a wired
nefwork adapter, & wireless network adapter, a mobile network adapter, wr other

1S device capable of compumicating to one or move different notworks, including the
comanications network 108, Further, b some exemplary embodiments, the
computing device 200 includes the processor 202 and one or more netwink interfaces
incorporated into or with the processor 202,

Reforving again {o FIG. 1, the access device 114 associated with the

20 consumer 112 in the syytes OO ineludes a computer-readable indiciy HE, The
computer-resdable indicia 118 generally tncludes encoded daty, welating to the
account of the consumer 112, in visual or opfical form, or in another form detectable
by a computing device, The compuier-readable indicia 115 may be encoded such that
it is imtorpretable by the communication device 1186 {e.g., computing device 200, ete).

25 as will be described, et designed so as not to be interpreted (or interpretable) by

people (e, by consumers 110, 112, ete.) (as compared to conventional

implementations where a PAN, for example, is printed on a device in a straight

nimerical format, easily readable by people). 1t should be appreciated that the

computer-readable indicia 118 of the access device 114 is readable by the
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commubication device 116, so long as the conumunication device is configared with
an appropriate mput device 208 and/or assoctated application, for example, bul, again,
is relatively difficalt to interpret by a person who merely sees the computer-readable

indicia TS
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Maore particularty, the conputer-readable indicia 118 generally
mnetudes (e g, is encoded with, ofe.) an account identifier {or multiple account
identifiersy for the account associated with the consumer 112 {e g, indicative of
account iformetion necessary to effect a deposit (o the consamer’s acoount, ¢ie.},
The account identificr may nchude, for example, & PAN assoctated with the
consumer’s account, or it may include a token (or multiple tokens) associated with the
consumer’s accountPAN, Further, in some embodiments, the aceount identifier may
include demand deposit account {DDAY information oy the like, enabling fund tansfer
viz an avtomated clearing house (ACH). Tn addition, the computer-readible indicia
118 may include other information encoded thersin that directly or indirectly
identifies the consumer’s account. For instance, the computer-readable indicia 118
may also inclede an account name, the name of the consumer 112 associated with the
account, the name of the financial institution 104 associated with the account, el
Such additional information, when inchuded with the computer-readable indicia {18,
may enable a scanming computing devics (such as the communication device 116} to
display or otherwise indicate to the user {xuch as consumer 110} 8 name associated
with the account identifier included in the computer-readable indicia 118, ete. The
user {e. g, consumer 1 14) may then confirm that the scanned account identifier is
associated with the destred account into which funds are to be tramaferred (andfor the
consumer 2, for example, fo whom funds are to be transferred). In other
embodiments, when the computer-readable indicia 118 s used fo support payment of
an mvoice, for example, the information encoded W the computer-readable indicia
118 could also inchude an amount due in conpection with the invoice, ete,

As an example, the computer-readable indicia 118 on the access device
114 may include the PAN for the sceount of the consumer 112, and a token {or
multiple tokens) for use with other devices {although, the same wken may be used for
all devices in some embodiments, including the access device 1143 When esed, the
PAN and/or token may further enable only deposits fo the consumer’s aveount,
preventing withdrawals based on the PAN andfor token (although this is not required
in all embodiments), Such PAN-based andfor token-based rales may be enforced by
the financial nstitution 14 or their service providers (not shown}, for exampls, while
processing transactiondtranster requests to the consumer’s account. For fnstance, ifa
token fs issaed to the consumer 112 which enables only deposits to the consumier’s

account, and a fransfer reguest for a withdrawal, ov debit, from the consumer’s

7
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account, including the deposit-only token, is sent to the financial institation 104
associated with the account, the financial institution 104 may deny andior decline the
transactiondtransier, proventing the withdrawal from occurring. Thus, in this example,
the consurner 12 may use the token in association with computer-readable indicia
118 priated, for example, on business cardy and involces for the consumer 112, Then,
any individual in possession of one of the conswmer™s business cards or invoices can
transfer’pay funds to the consumer’s assoctated account, without concern by the
consmner 112 of such individaals withdrawing fands froms the account, In some
tplementations, the token may further be imited as a one-time use token,

In the illustrated embodiment, the computer-readable indicia 118
associated with the aceess device 114 includes 2 QR code Hi8a. In other
smbodiments, however, the computer-readable indicia 1R may include other indicia
such as, for example, barcodes, other visible patternsfsvimbols, ete. In addition, a
design of the computer-readable indicia 118 may include any desired design and, in
some implemertations, may be wsed as & brand or acceptance mark o build consumer
awareness, ole. {22, while indicia 118a is shown ax a generally sguare degign in FIG,
1, it could have other designs used as # brand or acceptance mark; ste b

Also tn the Hlustrated embodiment, the access device 114 s tHastrated
as a# credit card 1da, and the compuler-readable indicia TB meludes the QR cade
{ 18a printed on & portion of the credit card 114a. Alternatively, the corsputer-
readable indicta 118 may include a sticker comprising the QR code 118a (or another
code, pattern, symbol, ete.), issaed to the consiamer 112 by the financial institution

104, which the consurver 112 can then glue or otherwise affix o the access device
114 {or to anwther object, such ax another credit/debit card, a business card, a mobile
phone case, a keyehain, a radio frequency {(RF) shield pocketipouch, ete). Here, the
sticker may be distribeted with instractions indicating howdwhere (o affix the stickey
te the access device 114 (or other object). As a sticker (o be placed on the credit cand
{1da, fir example, the QR code 118a may be printed and supplied to the comsamer
112 in a PIN matler, ete. Further, in other embodiments, the computer-readable
indicia 118 may be associated with the access device 114 (or other object) via other
operations such ax, for example, embedding, smbossing, painting, sagraving, lassr-
eiching, printing, or any other means for affixing or otherwise assoclating the indicta
IS with the access device 114, ele. As an examiple, the access device 114 may

include a radio frequency identification (RFID) slement andior near fleld

8
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communication (NFC) tag, and the computer-readable indicia 118 may be encoded on
the RFID element andfor NFC fag, where the RFID element and/or NFC tag ave
associated with a payment network compatible contactless payment application and
where the indieia 1R is readable andfor retrieved ax a payment application PAN {or
other RFIDANFC solution where the indicia 118 can be retrieved). As another
example, the computer-readable indicia 118 may be provided to the consumer 112
electronically {e.g., vis emall, ete.), and the consumer 112 can then print the
connputer-readable indicia as desired (e.g, on stickers, divectly on the access devive
114, on business cards, on invoiees, sio).

I sonte enodiments, computer-readable indicia relating to accounts
of consumers may include indicia that I8 invisible to the human eve, but detectable by
a computing device (sech as computing device 200), for example, via RFID
technolegy, Bluetooth techuology, or the Bke. In addition, in some embodiments,
computer-resdable indicia may oclude virtnal-type indicia that can be displayed, for
example, af compating devices (e.g., af & preseptation unit 206 of & computing device
200, ede), and distributed to consuters via netocork conmections {eg, via
compuutications netwink 108, ete.).

With continued reference to FIG. |, the conmmundcation device 116
associated with the consamer 110 includes a fund transfer application, through which
the comanmication device 116 is configured to performy various operations described
herein relating to transfer of funds. This application may be a stand-slone application
provided by the financial institution 104 or the pavment network 186, or allernatively
the application could be tncorporated into other applications from the financial

tnstitigion 104 or from a digital service provider that holds accouat details for the

consamer 110, such as Amazon®, Facebook®, Alipayi, Apple® and Google®. In
any event, the communication device 116 is configured, by the fund transtfer
application, as defined by executable instructions, lo perform as described herein. In
partictar, the comnunication device 116 may be configured, by the fund transfer

application, to perform as defined by the folowing exemplary Instructions:
ustag MastorCard. SDX;

using MasterCard SDR Services, MoneySend;

using MasterCard SDR . Services. MoueySend. Domain;

9
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TransferService service = pow TransferService(testtiils GetConsumerKey(),

testUitils GetPrivateKey(), Environments Environment SANDBOX

PanthgibilityRequest panEhgibibtyRequest = pew PanbluibiityRequest(y;
panBligibilitvRequest. Receiving AccountNumber = 31846804300000 141
PanBiligibility panEligibility =

service GetPankligihlity(pankligibility Requesty

if Pankligibility <> NULL

t

TransferRequest transferRequestMapped = pew TransferRegoest();

transferRequestMapped. LocalDate = " {212%;
ransferRequestMapped. Local Thme = 1612237
transferRequesiMapped. TranssctionReference =
4000000003010101016L,;
transferRequestMapped FuadingMapped. Subseriberid =
“snedergernail.oom™;
transforRequestMapped. FundingMapped. Subscribar Type =
"EMALL_ADDRESS®;
wransferRequestMapped. FundingMapped. SubscriberAfias = “My Debit
Card™;
transferRequesiMapped FandingUUAF =
"MIBEGEYYWNOZXJqd WSrVUNBRU=11 1Y
transferRequestMapped. FundingMasterCard Assignedld = 123456;
translerRequesiMapped FundingAmount Value = 13000

transferRequestMapped. FundingAmount. Currengy = 840;

ransforRequestMapped ReceivingCard. AccowntNumber =
518468043000001 415
transferRequestMapped. Receiving Amount. Value = 182206,
transforRequestMapped. ReceivingAmount. Currency = 484,

transferRequesiMapped. TransactionDesc = "P2P";

Y
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Transter transfer = service. Oet Transfer(transfarRequestMapped);

it should he appreciated that the above code segment i3 exemplary

(4

onty, and iHustrative of operations deseribed herein, but may be alteved andfor
expanded uvpon to perform other operations described herein, or as necessary or
desired, andior to perform operations in one or mwre different manners,
Further, the fund transfer application may enable the consumer 1,
via the communication device 116, upon receiving account information from the
(0 consumer 112 {(via the computer-readable indicta 18 of access device 114, o
transfer funds to the socount associated with the consumer 112 from bisther account,
In addition, tn varioes embodiments, the fund transfer application also enables the
consamer 110, via the communication deviee 116, to facilitate transfor of funds to
his‘her gocount, for exsunple, from the socount sssociated with the conmumer 112, ete.
1S As indicated above, the fand banster application may be provided by andior
associated with the financial institation 104 connected with the account for the
consumaer 1), or it may be provided by andfor associated with the pavment network
106 or another part of the system 100 shown (or not shown, such as a digital service
provider that boldy accownt details for the corvuwmer 110), for use at the
20 conynunieation device 116
In an example transaction, the consumer 110 may desire to transfer
funds from hisher account (a8 a source account) to the account of the consumer 112
{as a destination account), for example, via the compumication device 116 using
various application programming interfaces (APIs} associated with the fund transfer
25 application. The communication device 116 inchudes an byt devics (e.g., input
device 208, etc.) by which the consumer 1O can scan (or otherwise caplure, view,
record, interpret, photograph, ete.) the computer-readable indicia 118 of the access
device 114 of the consumer 112, For instance, the conmmunication device 116 may

inchude a camera that can capture the QR code 118a {or, alternatively, a barcode, ei¢.)

13
<

and interpret the data encoded theretn, Alternatively, or additionally, the
comannication device 116 may include an input device enabling
detectionvinterpretation of RFID signals, NFC signals, or the ke,

Alternatively, the consumer 112 may provide the computer-readable

indicia 115 to the consumer 110, for exampde, in an electronic form such an bmage in

il
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an ematl, within a POF docwment attached to an enall, or displaved on a web page,
ete, The communication devies 116 can then be used by the consumer 110 fo access
the electronic form of the indicia 118, via suitable wehnigues (e, using reading
funetionality i an emal! client, web browser, efe.}, and thereby include the indicia
{and any account information therein) in the fond transfer apphication.

I any case, upon scanning the computer-readable indicia 1R, the
communication device 116 {e.g, a processor 202 associated therewith, ete.), via the
fund trangfer apphication, interprets the encoded nformation (at the tndivia 11} and
extracty the account ientifier and other information for the account of the consumer
112, The conununication device 116 also receives an inpwt from the consumer 110
regarding & fmd transfer amount and secount information associated with his'her own
source account to facilitate the transfer (altematively, the souwrce account information
to be used in the transfer by the consumer 11 may already be present in the fund
wansfer application). The input from the conswmer 110 regarding histher sccount
information may include a manual entry of hus/her PAN for the source ascoount, a scan
of a computer-readable indicia associated with the source account {e.g., on a banking
card associated with the consumer 110, ete), ete. In some embodiments, other
information extracted from the computer-readable indicia may include recipient
castomer data o sapport the processing and reconciliation of the payment, for
example, & pavment amount, an involee identifier (e g, an nvoice number, efe}, 2
product identifier, combinations thereof, ete. {(potentially depending on where the
coomputer-readable indicia 118 is located).

in some erbodiments, the fand transder applivation may alicrpatively
be associated with 3 kiosk {or other device independent of the consumsr 110} to
allow transfers between the consumer 110 and the consamer 112, for example, when
the custonwey |10 does not have the commanication device 116, or other suitable
personal device, or netwark conngetivity,

Upon receiving the fund transfer details, and when the fund transfer
application s provided by and/or associated with the financial institution 104, the
comnamunication device 116, via the fund rransfer application, may effect a push
fransaction to debit the appropriate funds from the source aocount of the vonsumer
110, Upon success, the payment network 106 (or an APT provided by the payment
actwork 106, or by a thivd party that may or may not be counected fo the payment

network HI6) pushes the fand transter request w the financial institution 104 {e.g., the
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destination {or recipient) bank, efc.) associated with the conswmer 112, or even
potentially directly to the bank account of the consumer 112, Clearing and settlemsent
of the ransaction may be inmediate or may delayed, for example, depending on the
network message type and the payvimend network 106,

For example, the conununication device 116 may compile & trapsaction
request (e, & transfer request, ete.} based on the extracted account identifier for the
destination account of the conswmer 112, the source account data for the consumer
110, and the fund sransfer amount. In connection therowith, the compuuication
device 116, via the fund transfer application, soabmits the request to the financial
nstitution 102 (associated with the source account of consumer 110}, along path A in
FIG. 1, o initially determine whether the source accomdt of consumer 11 s in good
standing and if sufficient fands/eredit are present in the account to cover the
transfer'transaction, I approved, a response (indicating approval of the {ransfer) is
tansmitted from the financial institation 102 to the finapcial instiiution 104 {e.g, the
recipient bank associated with the destination acoount of receiving consumer 112 {or s
receiving merchant i involved b the ransaction instead of consamer 1123, ele),
thrisugh the payvment network 106, such as, for example, throagh MasterCard®,
VISAR, Discover®, American Express®, ete. At the same time, the financial
mstitetion 102 may also debit the appropriate funds from the source accownt and hold
them for further processing. The transfer is later cleared andior seitied {via
sippropriate messages such as clearing messages andior setilement messages) by and
betwesn the fnancial institutions 102, 104 (by appropriate agreements, and with the
financial institetion 104 acting as an jssugy of the receiving consumer 112 (or as an
acquirer for a receiving merchant where involved in the transaction), for example).

As previousty described, in various embodiments the fund transfer
application may be provided by andfor associated with the payment network 106, ora
digital service provider that holds account details for the consumer 110, i such
cinbodiments, upon receiving the fund transfer detaily, the communication deviee 116
compites a transaction reguest and, via the application, fnitiates an APT call to the
financial institution 104 or to the pavment network 106 in copnection with submitting
the request, For example, the payment network 16 may provide the fund transfer
application, for gse at the communication dovice 116, and may directly provide
services to inftiate the fond transler at the payment network 106 via APls, Here, the

payment network 106 may then commmunicate with the financial institution 102 1o
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determine whether the source acopunt of consumer 110 is in good standing and 1§
sufficient fundsforedit are present in the account fo cover the transferfransaction. The
roguest is then processed, by the payment network 106, in a sinular manner fo above,

in another example wrausaction, the consumer 1O may desire to
transtiar finds from hisfher accowt (ax a spuree account) to # merchant, to effect
payment of an fuvokee {where the account of the merchant is the destination (or
recipient) account), for example, via the consumer™s conununication device 116 using
various AP associated with the fond transfer application. The communication
device 116 again includes an input device {e.g, input deviee 208, ete.} by which the
consumer |10 can scan {or otherwise capture, view, record, interprel, photograph,
ete.) & computer-readable indicia of at an invoice of the merchant. In tarn, the
payment application effects a poll ransaction to transfer the appropriate funds from
the consumer 110 to the merchant. Here, the pavment network 106 {or a service
manager acting on behalf of the payment network 106 or on behulf of a third party)
determines an acquirer of the recipient merchant, fir example, based on merchant 1D-
acquirer mapping info stored during merchant registration, ete., and roates a
fransaction request {e.g., & ansaction message, et} to the acquirer. The acquirer
wil] then subout the transaction request to the payment nebwork 106 for processing,
and the financial institution 102 of the conmurner 110 will cheek balance and good
standing of the consumer’s account ard send an avthorization reply {eg., a
confirmation message, eic.} to the gcguirer via the paviment network 106, Agsin,
clearing and setilement may be immediate or delayed depending, for example, on the
network message type andfor the payment network 106,

Transaction data is generated, collected, snd stored as part of the above
interactions among the financial nsttations 102, 104, the payment network 106, and
the consumers 110, 112 (and inchsded in the various messages). The transaction data
includes, v example, authortzation, clearing andéor setilervent data, ete. The
transaction data, in this exemplary smbodiment, is stored at foast by the payment
network 106 (e g, in s data structure associated with the payment network 106, ete.).
Addistonally, or aliernatively, the [inancial institutions 102, 104 may slove the
fransaction daty, or part thercof, in a dafa structure, or transaction data may be
transinitied between parts of system 100 as used or needed. 1n peneral, such
travsaction data may inclade, for example, PANs andior tokens for consumers

involved in the fund transfers, amounts of transfers, consumer pame, conswmer
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massage, other data associated with the tnvolved accounts, datesftimes of the
fransfers, ste. |t should be appreciated that more or lesy information related to fund
trapsfers, as part of either authorization or clearing andior settfement, may be incladed
in fransaction records and stored within the system 100,

In various exemplary embodiments, the consumers {2.g.. consumers
110, 112, eic) involved in the different transactions herein agree (o logal terms
assaciated with their accounds, for example, during earoliment in thetr accounts, ete.
I so doing, the consweners may vohustietly agree, for example, to allow various parts
of the system 100 10 ase date collected during enrollment andfor collected in
connection with processing the various transactions herein, subseguently for one or
more of the different operations deseribed herein,

FIG. 3 llastrates an exemplary method 300 for ase in processing fund
transfors between consumers, in accordance with the deseription herein. In particular,
the method 300 is described with reference 1o a transfir of Buds between consamer
110 and consumer 112 10 the system 100, and with additional reference to the
firncid insttotions 102, 104 and the payvment setwvork 106, The method 300 s also
described with reference o computing device 2000 i should be appreciated, however,
that the miethods herein are not imited to the systom 100 and the computing device
200, and that the systems and computing devicss herein are pot limited to method
304,

In the method 300, the accounts associated with the consumers 110,
112 are payment accousts. And, the access device 114 associated with the consamer
112 is the credit card 114a having the QR code 118a (as the computer-readable indicia
118} In addition, the methad 300 is described in connection with the consumer 110
transferring finds from hister payment account to the payment sceount associated
with the consumer 112, In comnuction therewith, the payment sccount of the
consemer 112 i referred fo as the destination account, and the payment account of the
consumer 10 is referred to as the source acomunt, Tt should be appreciated, however,
that the present disclosure is not lintited by this deseription, and that access devices
other than the credit card 114 and computer-readable indicia other than the QR code
118a may be used in other embadiments.

With reference fo FIGL 3, indtially in the mothod 300 {ep ing
distribubion phase, ete.), the financial institution 104 {acting as an issuer in this

gxampie) provides the credit card 1 [4a with the QR code 1 18a thereon o the

P
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conswmer 112, Alternatively, the financial institation 104 may provide the QR code
1184 on a separate madium that is then capable of being affixed to the credit card
148 {or to another deviee, as desired by the consumer 112},

in erther case, through the OK code 184, the financial nstitution 104

(4

sncodes, at 302, at the least, an acepunt identifier onto the credit card 114a (and, in
some embodiments, additional information relating to the consumer 112 andéor the
CONSUMET'S paynient account). For example, the QR code 1188 may include {or may
be representative of) the PAN associated with the destination payment sccount of the
consurner 12 (sach that it can subsequently be used to identity the consumer’s
0 account). In addition, the QR code 118z may include information identifving a name
of the payment account, & name of the conswmer 112 associated with the payment
aceount, and a name of the financial institution 104 that provided the payment
account. The financial institution 104 then distributes, at 304, the credit card 114a {or
other medium) with the QR code 118a thercon to the consumer 112, Sach
1S distribution may be done physically via mail or other appropriate means of shipping,
or virtually via conwnunications network 108,
Ax an example, the QR code |18 may inclade a 25x23 piel QR Code
{version 2}, which carries fwenty-nine alphanumeric crror corvected characters. As
part of these characters, the QR code 118a may contain, for example (and without
20 limitation}, a code 1D, » version 1D, a code bit map, and an account Weotifier for the
destination account of the consuraer 112 (eg., the PAN in the method 300, but
alternatively g foken, eicy. Optionally, tn hoplementations where the QR code 118a
is used for bitling purposes (and potentially fnchuded on nveices for a merchant,
tnstead of a credit card or other payvment device), it may also contain, for example
25 {and without Hmitation), an fovoice 1D andfor product wdentifier, an tnvolce amount,
and a curreney code.
When the consumer 110 desives {o initiate a fund transfer trapsaction
the consumer 112 {e.g., in a transter phase, ete.), the consumer 112 provides the credit

card | 14a to the connuumer 110 and the consumer 110 scans (or otherwise reads), at

13
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306, the QR code 1182 on the credit card 114da to retrieve the account identifier for the
destination paynent account. For example, the consumer 1 may scan the QR code
118 using a camera fuput device 208 of the communication device 116, as allowed
andfor configured by the fund transfer application thereon. The consumer 1D may

then also provide a transfer amount o the communication device 18 (e g, via an
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fnput device 208, ete.} and select the source pavinent accoumt from which the fands
are to be transforred (e.g., manually, from a predefined hist of accounts, from a scan of
another compuier-resdable indicia, ete.). In turp, the communication device 116 {and
the fund transfer apphication) receives the fand transfer mmount, at 308, and the
sefection of the source payment account, from where the funds are to be transferred, at
31

Next, the conunusnication device 116, via the fund transfer applhication,
compiies 4 iransaction request for the transfer, at 312, and submidts (or delivers) the
request, al 314, as appropriate {e.g., o the financial institution 102, & the payment
network 100, ete. dirsctly or via AP, depending on the source of the fund transfer
application; ete.). The fransaction request is generally based on the encoded account
identifier retrieved by scanning the QR code 118q, the fund transfer amount entered
by the consumer 112, and the details of the sowrce account from which the funds are
o be transferred. The request may also include data necessary for interpretation by
other parts of the systemy 1O, for example, according to standard protoeods or the tike,
The transaction request is typically above other network miessages in the system 100
{e.g., authorization request nessages, ote.). However, it is contemplated that in at
east one erabodiment, the transaction request may include Formattingfencoding
according to 15C 8583, which #s a standard for transaction messages established by
the foternational Grgasization for Standardization. And, in particolar, 1t ix
contemplated that the transaction request may inclade a message type indicator (M)
of “G1007, indicating that the request is for auvthortration of the fund
fransferftransaction by the financial institetion 102, associated with the source
payment acoown of the consumer {10

fn some embodiments, the transaction request may inclade flagsflag
bifs to indicate setlings andior parameters that apply to the transter, For instanee, a
flag may be set in the ransaction request indicating that only deposits are allowed to
the destination account ;and withdrawals from the destination account are forbidden.
Then, when an entity {e.g., financial institution 104 associated with the destination
aceount of the consumer 112 in the above example, ete.) receives a transaction reguest
nchuding such a flag and the transaction reguest includes a withddrawal
reguest/instruction, the financial institution may decline or refuse to complete the

transferftransaction.
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FIG. 4 flustrates an example graphical wser interface 400 that may be
associated with the fund transfer application included at the communication device
116, The interface 400 may be used by the consumer |10 o enter the necessary
transfer information to cause the fund transter {o the conswmer 112, 1t should be
wnderstood that the interface 400 is exemplary in nature, and is not Himiting, Other
embodiments may include more or different interfaces with more, fewer, or different
clements therein,

As shown in FIG. 4, the interface 400 inchides a screen output 402 that
displays a view from a camera (broadly, an input deviee 208) of the commumication
device 116, The coenter of the screen output 402 includes an overlay 404 indicating
bow 1o artange the OR code 118a from the credit card 1da (broadly, a computer-
readable indicia) in relation to the camera, 1o order for the QR code 118a to be
propery scanned/oaptured by the communication device 118, The overlay 404
represents the portion of the QR code 118a, captured by the picturedcamera, that will
be analvzed by the communication device 116 {e.g., via processor 202, eted, as
tnatructed by the fund transfer application, to interpret the QR code 118,
Alternatively, the screen output 402 may not include an overlay 404, and the entire
photo captirad by the camera may be analvzed to discover and interpret any
compiter-readable indicix that may be present theretn, A scan bulton 406 then
enables the consemer 110 {o activate the camera and capture the QR code {18a{e g
when it is properly aligned i the overlay 404, ete). To some embodiments, the
compmmication device 116, via the find transfer application, may be configured to
detect automatically when a compuier-readable indicia is lined ap with the camera,
and scan‘capture the indicta at that time.

The iterface 400 also includes an amount section 408 that enables the
consamer 110 o input the amount of Tunds to transfer fo the consumey 112, The
amount may be directly entered into the section 408 (e.g., via a kevpad, via voice
command, efe.}, or it may be selected fromn predefined amounts as part of a drop-
down meng, ete. A source account section 410 is provided generally below the
amount section 408 to allow the consumer 110 to either directly input the accownt
tnformation for the source account, or to select the source account from other
available accounts, from which the funds are to be transferred. When the interface
400 includes information for only a single accownt, the source account section 410

may be antomatically populated by default into the source account section 410,
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However, when the biterface 400 includes information for maltiple acepunts, the
sourcs account section 410 may sither populate with the first account in the Usting of
multiple sceounts, or with another account selected by the consumer 10 to be the
defult secount, or may allow the consamer 110 to select a desired one of the multiple
accounts using a drop doven control 412, In any case, once the destred data is
received in the interface 400, the consinmer 1 can select 8 send payment button 414
o cause the fund transfer to be initiated as well as, potentially, a transaction requoest
for the transaction. In some embodiments, the send payment bution 414 may be
deactivated until all of the information {e.g.. the scan of the QR code 1183, the
transfer amount, and the source account, ote,) is selected on the interface 404,

While in the iHustrated interface 400 the source account section 411 s
shown as viilizing the drop down control 412, other configurations may be used, such
as, for example, a multi-row selection window, a set of buttons, or the hike. In
addition, 1t should be wndersiood that, while the elements of the isterface 400 are
arranged in one order, other embodiments of fund transfer application interfaces may
tnelude more, fower, or different elements in different orders, arvangements, or the
like. For instance, in some embodiments, & payvment memis, of message, may be
provided by the sender of the fund transfer in the payment request, which enables the
sender to provide informyation to the recipient of the fund trapsfer, such as a purpose
of the transfer or specific details periaining to the tranafer. Further, in some
gmbodiments, once g computer-readable indicia iy scanned, the sereen oatput 402
may ndicate andfor display information abot the associated destination account,
such as an account owner pame or fnancial institution pame, and account identificr
{eg, a PAN, ete), ete. As described above, this additional information may be
encoded in the computer-readable indicia. The indication or display of such
information may then be used by the consumer 110, for example, to confirm that the
destination accownt information conforms to the destination desired for the fund
transier.

With reference again to FIG. 3, when the financial institution 104
provides andfor s associated with the fund transfer application (or when another part
of the sysiem 100 provides andfor ix associated with the fund transfer application ad
imitates s APE call to the financial institution 104 10 conection with submitting the
travisaciion request at 314), the financial fnstitution 102 receives the transaction

request from the communication device 116, at 316, In tun, the financial institution

19
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103 extracts the eneoded account identifier from the reguest, at 318, and identifies the
destination payvment account of the consamer 112, at 320, based on the sxtracted
account identiffer. As descoribed above, in the method 300, the accomy identifier

includes the PAN associated with the destination account for the consumer 112, As

(4

sach, apon determining the PAN, the fnancial institution 102 can identify the
destination pavenent account.
Alternatively, when the fuad transfer application s provided by andior

is agsoviated with another pant of the system HIG {e g, the payment network 106, a

digial service provider that holds account details for the consamer 110, sle), the

0 compuunication devics 116 associated with the consunter 110 may imitate an APY call
to the payment network 106 b connection with subnuitting the trapsaction request at
344, Here, the payment network 106 receives the trarsaction request from the
communication device 116, at 316, In furn, the payrent network 106 extracts the
encoded accoant identifier from the request, at 318, and identifies the destination

1S payvment acoowst of the consurmer 112, at 320, based on the extracted account
identifier. As described above, in the method 306, the account identifier includes the
PAN assoctated with the destination sccount for the consumer 112, As such, upon
determining the PAN, the payment network 106 can dentify the destination payment
account and elfect the fund transfer, as appropriate.

20 As desertbed above, the QR code 118a may inclode 2 23x23 pixel QR
Code {version 2), which carries twenty-nine aiphanumeric error corrected characiers
As part of these characters, the QR code 1182 may contain, for example {and without
Hmitation), the code D, the version 1D, the code bit map, and the account identifier
the destination account of the comsumer 112 {e.g. the PAN i the method 304, but

25 abiermatively a token, ete.). The QR code 118z can be decoded by the communication

duvice 116 following generally known standards defined for QR codes (based on the

255235 pixel {version 2} configuration, ete.}, and the various elements {or characters)

gncadded in the QR code 1184 then used to buildicompile the funds transfer request,

The financial fnstitation 102 (or payment network 105, which may define an APl the

13
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comnprunication device 116 must follow) will then receive the data according (0
specifications it has defined,

Fisally, sfter the destination account is ientified, in this example, the
financial instibtion 102 initiates the fmd transfer, at 322, from the source sccount of

the consumer 11 to the destination account of the consumer 112, In some
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ernbodiments, the fand transfer may be completed by the linancial institution 102 by
fransterving the funds to the {inancial institution 104, or by simply appending the
tramsfer amount to the destination account of the consumer 112 (or by combinations
thereof). Alternatively, additional approval may be required from the conaumer 114,
sach that the financiad institution 102 indtiates a fund transter ax deseribed ahove only
after such further approval.

In some embodiments, one or more of the financial fnstitutions 102,
104 nay trapsmit a reply to the consumer 10, at the communication device 116, with
a confirmation of the fund transfer, Allernatively, if the fund transfer falls, the
compuutication devicr 116 may receive notice of the failure andfor a reason for the
failure.

In view of the above, the systems and methods herein may enable
consgmers to execute a fund transter from a sowree acenunt (o & destination account
hased ob scanning computer-readable indicia including a destination account
identifier info & fund transfer apphication. The apphcation may include selecting a
source aceount and a teansfor amount. The destination accoant identifier may be used
by the appropriate fingactal institution to determine the destination accounnt such that
the fund transfer is completed.

Again and ax previously deseribed, it should be appreciated that the
furctions described herein, in some embodimenty, sy be described in computer
executable nstructions stored on a computer readable media, and executable by one
or move processors. The computer readable media i a non~transtiory computer
readable storage medium. By way of example, and not limtation, sach computer-
readabrie media can include RAM, ROM, EEPROM, CD-ROM or other aptical disk
storge, magnetic disk storage or other magnetic storage devices, or any other
mediam that can be used o carry or store desired program code in the form of
instructions or data siructures and that can be accessed by a computer, Combinations
of the above should also be included within the scope of computer-readable media.

Tt should also be appreciated that one or more aspects of the present
disclosare tranaforms a general-purpose computing device into a special-purpose
computing device when configured to perform the functions, methods, anddor
provesses described heveln

As will be appreciated based on the foregoing specification, the above-

described embodiments of the disclosure may be implemented using compuier
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progranuming or engineering techigaes inchuding eompater software, foviware,
hardware or any combination or subset thereof, wherein the technical effect may be
achieved by: (1) cansing a destivation account identifier associated with a destination
account to be encoded on a medivn as compuler-readable indicia, wherein the
destination account identifier enables deposits to the destination accowst and does not
enable withdrawals from the destination accmunt; (b} causing the medimm to be
defivered 1o a consumer; (¢} capturing at least one symbol representative of the
destination account identifler associated with the destination account: (b) identifving a
sourcs account; (o) receiving at feast one payment parameter; {d) cansing & fund
transfer transaction based on the destination account identifier, the source account
identifier, and the at least one payment pactoeter, whereby a payment from the
source accouni o the destination account is initiated; {e) receiving, in connection with
the fund transfer transaction, a transaction reguest associated with the destination
aceount; (1) when the transaction request includes the destination account identifier,
causing, hy the computing device, a transaction o be applied o the destination
account; wnd {g) declining the tramsaction when the transaction nchides o debit from
said destination account.

Exemplary esmbodiments are provided so that this disclosure will be
thorough, and will fully convey the scope o those who ave skilfed in the art.
Nuamerous specific details are set forth such as examples of spreific components,
devices, and methods, 1o provide a thorough understanding of embodiments of the
present disclosure, Itwill be apparent to those skilted in the wet that specific details
nead not be emploved, that example embodimenty may be embodied in many
different forms and that neither should be construed o Himit the scope of the
disclosure. In some exsinple embodiments, well-known processes, well-known
device structures, and well-known technologies ave not described in detail,

The terminology used herein ix for the purpose of deseribing particular
exemplary embodiments only and is not intended to be Himiting, As used hereln, the
singutar forms 0, “an,” and “the”™ may be intended to include the plural forms as

%

well, wiless the context clearly indicates otherwise. The terms “comprizes,”
“comprizing,” “including.” and “having,” are inclusive and therefore specify the
proserice of stited features, integers, steps, operations, clements, and/or components,
bust do not prechude the presence or addition of one or more other features, integers,

steps, operations, elements, components, andéor groups thercof. The methad steps,
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processes, and operations described herein are not to be construed as necessarily

requiring their performanee in the particular ovder discussad or iHustrated, unless
specifically identified as an order of performance. It is also to be understood that
additional or aligrnative steps may be employed.

LR

conected

(4

When a feature is referved (o as being “on,” “engaged to,

Rl N

0, "eoupled t0,” “associated with,” “lacladed with,” or “in communication with”
another feature, i may be divectly on, engaged, connected, coupled, associated,
inchuded, or iy communication to or with the other feature, or intervening features
may be present, As used herein, the term “andior™ includes any and all combinations

10 of ooe or more of the associated listed tloms.

Althongh the terms first, second, third, ete. may be used hersin o
deseribe virtous featorss, these feateres should not be Bmited by these teros, These
terms may be ondy used to distinguish one feature from another. Terms such as
“first,” “second,” and other munerical terms when used hevein do not imply a

1S sequence or order unless clearly indicated by the context. Thus, a first feature
discugsed herein could be termed a second feature without departing from the
teachings of the example emboediments,

None of the elements recited in the claims are tntended to be g means-
plas-fanction clement within the meaning of 35 UB.C, §H2(0 unless an element is

20 oxpressly recifed using the phrase "means for,” or in the case of & method claim using
the phrases “operation for™ or “step for.”

The foregoing description of exemplary embodiments has besn
provided for purposes of ithestration and deseription. 1t is not intended to be
exhaustive or to Hmit the disclosure, Individual elements or features of & particular

25 embodiment are generally not limited to that particoalar erbodiment, but, where
applicable, e inforchangeable and can be ased in a selecled wbodiment, even i not
specifically shovwn or described. The same may also be varied in many ways. Such
variations are not to be regarded as a departure from the disclosure, and all such

nodifications are intended o be included within the scope of the discloswre,

[ ]
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CLAIMS

1. A computer-implemented method for facilitating identification of a destination
account participating in a fund transfer from a source account associated with a user, the
computer-implemented method comprising:

capturing, by a computing device, at least one symbol representative of: a destination
account identifier specific to the destination account of a first party and a name of the first party
associated with the destination account, the at least one symbol including a quick response
(QR) code disposed on a payment card for the destination account;

in response to the captured at least one symbol, displaying, by the computing device,
the name of the first party, based on the captured at least one symbol, as a confirmation that the
first party is associated with the destination account;

receiving, by the computing device, from the user, at a fund transfer interface, a
selection of the source account from which funds are to be transferred;

identifying, by the computing device, a source account identifier associated with the
selected source account;

receiving, by the computing device, from the user, at the fund transfer interface, a
payment amount for the fund transfer;

compiling, by the computing device, a transfer request for the fund transfer based on:
the destination account identifier, the source account identifier associated with the selected
source account, and the payment amount for the fund transfer; and

causing, by the computing device, a fund transfer transaction from the user to the first
party based on the transfer request, whereby the fund transfer from the source account to the
destination account is initiated.

2. The computer-implemented method of claim 1, wherein the destination account
identifier includes a primary account number (PAN) of the destination account.

3. The computer-implemented method of claim 1, wherein the destination account
identifier includes a token associated with the destination account.

4. The computer-implemented method of claim 1, wherein capturing, by the
computing device, the at least one symbol includes photographing the at least one symbol with
a camera of the computing device.

24



5. The computer-implemented method of claim 1, wherein the destination account
identifier includes a deposit-only identifier for the destination account; and

wherein compiling the transfer request for the fund transfer further includes setting a flag
in the transfer request indicating that only deposits are allowed to the destination account.

6. The computer-implemented method of claim 1, further comprising receiving, from
the user, an input confirming to proceed in the fund transfer based on the name displayed for
the destination account.

7. A non-transitory computer-readable storage medium including computer
executable instructions for facilitating a payment between a source account and a destination
account, which, when executed by a processor, cause the processor to:

capture computer-readable indicia associated with the destination account from a card
associated with a first party, wherein the destination account is associated with the first party,
the computer-readable indicia including a static barcode or quick response (QR) code indicative
of: i) a destination account identifier for the destination account and ii) a name associated with
the destination account;

in response to the captured computer-readable indicia, display, at a fund transfer
interface, the name associated with the destination account from the captured computer-
readable indicia to a user associated with the source account;

receive, from the user, at the fund transfer interface, a payment amount for a fund
transfer from the source account to the destination account;

receive, from the user, at the fund transfer interface, a selection of the source account
associated with the user;

compile a fund transfer request for the fund transfer, the request including the
destination account identifier, data specific to the source account, and the payment amount; and

cause a fund transfer transaction, based on the fund transfer request, to the first party
associated with the destination account, whereby the fund transfer from the source account to
the destination account is initiated.

25



8. The non-transitory computer-readable storage medium of claim 7, wherein the
computer executable instructions, when executed by the processor, cause the processor, in
order to capture the computer-readable indicia associated with the destination account, to
capture an image of the computer-readable indicia.

9. The non-transitory computer-readable storage medium of claim 7, wherein the
destination account identifier includes a primary account number (PAN) of the destination

account.

10. The non-transitory computer-readable storage medium of claim 7, wherein the
destination account identifier includes a token associated with the destination account.

11. The non-transitory computer-readable storage medium of claim 7, wherein the
destination account identifier includes a deposit-only identifier for the destination account,

12. The non-transitory computer-readable storage medium of claim 11, wherein the
computer executable instructions, when executed by the processor, cause the processor, in
order to compile the fund transfer request for the fund transfer, to set a flag in the fund transfer
request indicating that only deposits are allowed to the destination account.

13. The non-transitory computer-readable storage medium of claim 7, wherein the
computer executable instructions, when executed by the processor, cause the processor to
receive, from the user, an input confirming to proceed in the fund transfer after displaying the
name associated with the destination account and prior to receiving the selection of the source

account.
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