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ABSTRACT OF THE DISCLOSURE
NETWORK AUTHENTICATION METHOD FOR SECURE ELECTRONIC
TRANSACTIONS

In a network authentication method, a client device
stores a certificate reference mapped uniquely to a
certificate, which is assigned to an end user, and a
reference private key obtained by encrypting a private
key with a PIN code determined by the end user. The client
devicegeneratesadigital signature for transactiondata
associated with the certification reference using a
current key that is obtained by decrypting the reference
private key with a user input code obtained through an
input operation. A verification server verifies, based
onapublickeyofastoredcertificate, whetherareceived
digital signature is signed with the private key, and
obtains from the digital signature the transaction data

when verification result 1is affirmative.

Figure 1 is suggested for publication



