
 

 

Page 1 of 4 

 

Server

Network

Client
 

FIG. 1 

Obtain video data recorded when a customer answers a preset question

Perform image recognition on the video data by using a pre-trained occlusion 

recognition model, where a recognition result includes hand-occluded facial images 

and hand-unoccluded facial images

S10

S20

Obtain a hand-occluded facial position corresponding to each hand-occluded facial 

image, and obtain a tension degree recognition result based on hand-occluded facial 

positions corresponding to all the hand-occluded facial images

S30

Input the hand-unoccluded facial images into a pre-trained security determining 

model to obtain a risk degree recognition result

S40

Determine a risk warning recognition result based on the tension degree recognition 

result and the risk degree recognition result, where the video data is risk warning 

data if the risk warning recognition result is greater than a first preset threshold
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FIG. 2 
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Obtain occlusion training images including hand-occluded training images and 

hand-unoccluded training images

Convert the hand-occluded training images and the hand-unoccluded training 

images into binary images, and determine facial regions of the binary images by 

using a facial keypoint recognition algorithm

S201

S202

Obtain histogram of oriented gradient features corresponding to the facial regions 

based on the facial regions
S203

Perform dimension reduction processing on the histogram of oriented gradient 

features by using a principal component analysis algorithm, to obtain target 

histogram of oriented gradient features

S204

Train the target histogram of oriented gradient features by using an SVM 

classification algorithm, to obtain the occlusion recognition model

S205

 

FIG. 3 

Obtain an occlusion probability corresponding to each hand-occluded facial 

position based on the hand-occluded facial positions corresponding to all the 

hand-occluded facial images

Input a hand-occluded facial image with the highest occlusion probability into a 

tension evaluation model, to obtain a tension degree corresponding to a 

hand-occluded facial position with the highest occlusion probability as the 

tension degree recognition result
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FIG. 4 

Perform clustering processing on the hand-unoccluded facial images by using a K-

Means algorithm, to determine a hand-unoccluded facial image corresponding to a 

key frame

Input the hand-unoccluded facial image corresponding to the key frame into the 

pre-trained security determining model, to obtain a risk probability output by the 

security determining model as the risk degree recognition result
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FIG. 5 

Obtain a first total frame quantity corresponding to the hand-occluded facial 

images and a second total frame quantity corresponding to the hand-unoccluded 

facial images

Determine the risk warning recognition result based on the first total frame 

quantity, the second total frame quantity, the tension degree recognition result, and 

the risk degree recognition result
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FIG. 6 

Calculate an absolute difference value of the first total frame quantity and the second 

total frame quantity

If the absolute difference value is 

greater than a second preset threshold, 

use the tension degree recognition result 

as the risk warning recognition result 

when the first total frame quantity is 

greater than the second total frame 

quantity, or use the risk degree 

recognition result as the risk warning 

recognition result when the first total 

frame quantity is less than the second 

total frame quantity

S521

S522 If the absolute difference value is 

not greater than the second preset 

threshold, calculate the tension 

degree recognition result and the 

risk degree recognition result by 

using a preconfigured result 

calculation formula, to obtain the 

risk warning recognition result
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FIG. 7 
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FIG. 9 

 


