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WIRELESS RELAY MODULE HAVING EMERGENCY CALL FUNCTIONALITY

RELATED APPLICATIONS

[001] This application is a continuation-in-part of U.S. Patent Application Ser. No.
13/006,769, entitled “Wireless Relay Module for Remote Monitoring System” and filed on -
January 14, 2011, and is related to U.S. Application Ser. No. 13/006,784, entitled "Medical
Device Wireless Network Architectures”" and filed January 14, 2011, each of which shares an
assignee-in-common with the present application and. is incorporated by reference in its entirety

herein for all purposes..

FIELD OF THE INVENTION

[002] The present application is directed to networked communications between a series
of medical devices and remote monitoring device via wireless relay networks and/or internet-
accessible wireless communications networks having emergency call functionality and location

positioning abilities.
BACKGROUND OF THE INVENTION

[003] In critical care and home care health service centers including hospitals, clinics,
assisted living centers and the like, care giver-patient interaction time 1s at a premium. Care
givers are needed to respond rapidly to significant health conditions because any delay can
represent the difference between life and death. ijstems of centralized monitoring have been
developed to more efficiently utilized care givers’ time, by transmitting physiological data from

“each patient (or from graphically-dispersed critical care health service centers) to a centralized
location. '

[004] At this centralized location, a single or small number of technicians monitor all
of this patient information to determine patient status. Information indicating a patient alarm
condition will cause the technicians and/or system to communicate with care givers to provide
immediate patient attention, for example via wireless pagers and/or cell phonés, and/or by

making a facility-wide audio page.
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[005] The information transmitted to the centralized location could be performed over a
local area network, such as with “WikFi” network based on IEEE 802.11 standards. The problem,
however, with this network is that it is often difficult to secure sufficient local area network
access for the purpose of providing centralized monitoring. Moreover, when a patient is located
remotely from a critical care health service center (e.g., at home), access to traditional local area
network facilities such as a WiFi network may be unavailable or not sufficiently reliable to
support critical care monitoring applications.

[006] An alternative to WiFi is ZIGBEE, which is based on the IEEE 802.15.4 standard
for wireless personal area networks. ZIGBEE networks have previously been used for collecting
information from a variety of medical devices in accordance with IEEE 11073 Device
Specializations for point-of-care medical device communication, including for example pulse
oximeters, blood pressure monitors, pulse monitors, weight scales and glucose meters.

[007] The advantages of ZIGBEE networks are that the network is dynamically
configurable (e.g., “self-healing” mesh configurations) and operates with low power
requirements (e.g., enabling ZIGBEE transceivers to be integrally coupled to the medical devices
under battery power). However, transmission ranges between individual ZIGBEE transceivers
are generally limited to no more than several hundred feet. As a consequence, ZIGBEE
networks are generally unusable for centralized monitoring locations located off-site.

[008] The networks are not the only issue. In some cases the physiological data from
each patient may relate to significant health conditions.. However, sometimes the data may not
be communicated fast énough to the local care givers because of delay and/or signal interference.
Further, even if communicated to the care givers, they may not react quickly or still require

outside assistance, such as emergency 911 responders.

SUMMARY OF THE INVENTION

[009] The present invention is directed to wireless relay module and method of the same
for enabling emergency call functionality in networked communications between a series of
medical devices and remote monitoring device via wireless relay networks and/or internet-
accessible wireless communications networks. The wireless relay module comprises a receiver
capable of wirelessly receiving medical device data over a wireless relay network from at least

one medical device along with a first transmitter capable of wirelessly transmitting medical
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device data to a second wireless relay module over the wireless relay network and a second
transmitter capable of wirelessly transmitting data over an internet-accessible wireless
communication network. The receiver and at .least the first transmitter may preferably be
implemented as a unitary transceiver. “Medical device data” and “data” as generally used herein
means data from or about the medical device including, for example, medical device
identification, medical device software, settings or status information (including alarm
information and/or alarm priority), patient identification information, patient personal
identification number(s) “PIN(s)”, patient prescriptions, and/or patient medical and/or
physiological data as is collected, produced and/or generated by the medical device.

[0010] A controller is coupled to the first and second transmitters, and controls the
wireless relay module to select one of said first or second transmitter for transmitting medical
device data received by the receiver over one of the two respective networks. The controller is
further capable of establishing a connection using the first or second transmitter with an
emérgency responder when an emergency condition exists. For example, a phone device
coupled to the controller initiates a connection with the emergency responder, and a signal
generator coupled to the phone device produces a signal indicative of the emergency condition
and transmitting the signal over the connection with the emergency responder.

[0011] Additionally, in one embodiment, the controller determines whether the
emergency condition exists by comparing the medical device data to one or more emergency
condition codes stored in a memory associated with the controller. In another embodiment, the
medical device data received may itself include an indication that an emergency condition is
present. Alternatively, the controller may determine whether the emergency condition exists
based on a signal received or relayed from an internet-accessible source that detected such
condition from received medical device data, or based on a signal from a wircless relay network
- source.

[0012] In the event that the controller receives an indication that a connection with the
emergency responder cannot be established, the controller may transmit a non-response méssage
to the one or more medical devices. The controller may also store in memory data representing
the emergency condition and one or more of (a) a timestamp, (b) the one or more medical

devices transmitting the emergency condition, and (c¢) a location of the one or more medical
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devices. The controller may transmit the stored data to a monitoring unit which identifies trends
in the stored emergency conditions.

[0013] In a further embodiment, the controller detects device location information from
the data transmitted by the one or more medical devices, and generates a location information
signal that is transmitted by the first or second transmitter to the emergency responder.
Alternatively, a stand-alone location device may generate a location signal, which may be based
for example on a global positioning system signal or other location signal received by the relay

module for transmission to the emergency responder.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The invention will become more readily apparent from the Detailed Description
of the Invention, which proceeds with reference to the drawings, in which:

[0015] FIG. 1 present a schematic diagram of an exemplary architecture for a system for
monitoring medical devices according to the present invention;

[0016] FIG. 2 presents a schematic diagram further illustrating exemplary wireless
network components of the architecture according to FIG.'1; '

[0017] FIG. 3 presents a schematic diagram illustrating an exemplary wireless relay
module associated with the architecture according to FIG. 1;

[0018] FIG. 4 presents a flow diagram illustrating a first exemplary method of operation
for the architecture according to FIG. 1;

[0019] FIG. 4a presents a flow diagram iltustrating an exemplary emergency call system;

[0020] FIG. 4b presents a flow diagram illustrating an exemplary generation of a location
signal;

{0021] FIG. 4c presents an exemplary table used to determine whether an emergency
condition exists; and

[0022] FIG. 5 presents a flow diagram illustrating a second exemplary method of

operation for the architecture according to FIG. 1.
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DETAILED DESCRIPTION OF THE INVENTION

[0023] Reference will now be made in detail to exemplary embodiments of the invention,
including the best modes contemplated by the inventors for carrying out the invention.

Examples of these exemplary embodiments are illustrated in the accompanying drawings. While
the invention is described in conjunction with these embodiments, it will be understood that it is
not intended to limit the invention to the described embodiments. Rather, the invention is also
intended to cover alternatives, modifications, and equivalents as may be included within the
spirit and scope of the invention as defined by the appended claims.

[0024] In the following description, specific details are set forth in order to provide a
thorough understanding of the present invention. The present invention may be practiced without
some or all of these specific details. In other instances, well-known aspects have not been
described in detail in order not to unnecessarily obscure the present invention.

[0025] For the purpose of illustrating the present invention, exemplary embodiments are
described with reference to FIGs. 1-5.

[0026] In this specification and the appended claims, the singular forms “a,” “an,” and
“the” include plural references unless the context clearly dictates otherwise. Unless defined
otherwise, all technical and scientific terms used herein have the same meaning as commonly
understood to one of ordinary skill in the art to which this invention belongs.

10027] Further described herein is a network architecture for centralized monitoring of
medical devices using wireless relay networks and/or internet-accessible wireless
communications networks having emergency call functionality to provide a secondary level of
protection when significant health conditions occur. The architecture in addition enables the
approximate location of the monitored medical devices to be determined.

[0028] A schematic diagram of an exemplary architecture 100 for a system for
monitoring medical devices in accordance with the present invention is illustrated in FIG. 1.

One or more medical devices 10 are provided at a patient facility 20 for monitoring the medical
condition and/er administering medical treatment to one or more patients. Patient facility 20
may comprise a critical care health service center (for example, including hospitals, clinics,
assisted living centers and the like) servicing a number of patients, a home facility for servicing
one or more patients, or a personal enclosure (for example, a backpack) that may be attached to

or worn by an ambulatory patient. Associated with each medical device 10 is an interface circuit
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15 that includes a transceiver for transmitting and receiving signals in a facility-oriented wireless
network such as, for example, a Low-Rate Wireless Personal Area Networks or “LR-WPAN,”
ZIGBEE network or other low-power personal area networks such as the low power Bluetooth
networks, e.g., Bluetooth 4.0, existing or presently under development or consideration for
emulating a mesh network (such as ZIGBEE network) or otherwise. See, e.g., ZIGBEE Wireless
Sensor Applications for Health, Wellness and Fitness, the ZIGBEE Alliance, March 2009, which
is incorporated by reference herein in its entirety, for all purposes. See, also, Nick Hunn,
Essentials of Short-Range Wireless, Cambridge University Press, 2010, which is also
incorporated by reference herein in its entirety, for all purposes.

[0029] It should be understood that interface circuit 15 may be contained within or
disposed external to medical device 10 in accordance with the present invention. Also provided
within the patient facility 20 are one or more relay modules 30.

[0030] As will be described in greater detail with regard to FIG. 3, each -relay module 30
of FIG. 2 includes a first transceiver 31 for recei_ving signals from and tfénsmitting signals to the
interface circuits 15 in the facility-oriented wireless network discussed above. Relay modules
30a as depicted in FIG. 3 correspond to relay modules 30, and further include a second
transceiver 32 for wirelessly transmitting signals to and receiving signals from an access point 40
as shown in FIG. 2 via a wireless wide-area network or “WWAN”. Suitable WWANSs for use
with the present invention include, for example, networks based on a Global System for Mobile
Communications (GSM) or Code Division Multiple Access (CDMA) cellular network or
associated with the 2G, 3G, 3G Long Term Evolution, 4G, WiMAX cellular wireless standards
of ther International Telecommunication Union -Radiocommunication Sector (ITU-R). For
compliance with Health Insurance Portability and Accountability Act of 1996 (HIPAA)
regulations, communications over each of the facility-oriented wireless network and WWAN are
preferably conducted securely using, for example, using a Secure Sockets Layer (SSL) protocol
or a Transport Layer Security (TLS) protocol.

[00317 As illustrated in FIG. 1, a suitable access point 40 useable with the present
 invention may include an inbound web server 41 that incorporates or otherwise has access to a
transceiver for communicating with the relay modules 30a over the WWAN. Medical device

data received by the inbound web server 41 over the WWAN is forwarded to a secure data

storage server 42, which is configured for example to log the received data in association with
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identification information of the associated medical devices. As was previously described infra,
“medical device data” and “data” as generally used herein means data from or about the medical
device including, for example, medical device identification, medical device sofiware, medical
device settings or status informatioﬁ (including alarm information and/or alarm priority), patient
identification information, patient personal identification number(s) “PIN(s)”, patient
prescriptions, and/or patient medical and/or physiological data as is collected, produced and/or
generated by the medical device.

{0032] An outbound web server 43 is configured, for example, to receive and qualify
data retrieval requests submitted by one or more of remote monitoring devices 61, 62 and 63
over a broad-band network 50 (for example, over the Internet), to request associated medical
device data to be retrieved from the secure data storage server 42, and to format and transmit the
retrieved data to the one or more remote monitoring devices 61, 62 and 63 for display on
associated device displays. While this disclosed architecture for the access point 40 is illustrated
with an exemplary embodiment of the present invention, it should be understood that any
architecture for the access point 40 that enables the receipt, storage and retrieval of medical
device data on a device display of the one or more remote monitoring devices 61, 62 and 63 is
intended to be included within the scope of the present invention.

[0033] FIG. 2 presents a block diagram that further illustrates exemplary components of
the inventive architecture that are located within or otherwise associated with the patient facility
20 of FIG 1. In FIG. 2, a number of interface circuits 15 and relay modules 30, 30a are arranged
in a mesh network 16 within the patient facility 20. The interface circuits 15 and relay modules
30, 30a are configured to communicate with one another via associated wireless links, Ina
preferred embodiment of the present invention represented in FIG. 2, the network 16 is a
ZIGBEE mesh network based on TEEE 802.15.4. However, the network 16 may be organized
according to a variety of other wireless local area network (WLAN) or WPAN formats
including, for example, WiFi WLANs based on IEEE 802.11 and Bluetooth WPANS based on
IEEE 802.15.1.

[0034] Tn the illustrated ZIGBEE mesh network 16, each of the interface circuits 15
includes a communications interface such as, for example, a wired communications interface, to
an associated medical device 10 as shown in FIG. 1. In addition, each of the relay modules 30,

30a includes at least one transceiver configured to communicate with other relay modules 30,
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30a in the ZIGBEE mesh network 16. Relay modules 30a further include at least a second
transceiver for communicating over the WWAN with the access point 40.

[0035] The ZIGBEE mesh network 16 provides the advantages of being self-configurable
when one or more interface circuits 15 and/or relay modules 30, 30a are added to the network,
and self-healing when one or more interface circuits 15 and/or relay modules 30, 30a are
removed from or otherwise disabled in the network. Sub-groupings of the interface circuits 15
and relay modules 30, 30a may be provided in a defined geographic space (for example, on an
individual floor or within a region of a floor in a multi-floor home or care facility).

[0036] FIG. 3 provides a block diagram illustrating exemplary components of relay
module 30a. In FIG. 3, the relay module 30a includes a first transceiver 31 for wirelessly
communicating with interface circuits 15 and other relay modules 30, 30a in the WLAN or
WPAN network 16 of FIG. 2 via an antenna 31a. The relay module 30a further includes a
second transceiver 32 for wirelessly communicating with the access point 40 over the WWAN
via an antenna 32a. Each of the transceivers 31, 32 is in communication with a data processing
circuit 33, which is configured to operate under the control of a processor 34 to accept data
received by the transceivers 31, 32 and store the received data in a buffer element 35a.

[0037] According to an embodiment of the present invention, the processor 34 is
configured 1o determine whether the received medical device data indicates an emergency
condition. This determination may be performed by the processor 34 in a number of ways. For
example, the processor 34 may compare a condition code in the received medical device data to
a condition table located in memory 35b that, for example, includes one or more of
corresponding codes for the emergency condition, a description of the emergency condition,
symptoms of the emergency condition, an estimate of a future time at which the emergency
condition may become harmful (or emergency condition harm time), rankings and/or weights for
the emergency condition, related emergency conditions, physiological data (e.g., vital signs,
blood pressure, pulse oximetry, ECG, temperature, glucose levels, respiration rate, weight, etc.)
indicative of the medical condition, and so on. One form of the possible table is described with
reference to FIG. 4c¢.

[0038] The data in the condition table may be initially entered and/or periodically

refreshed from a master store or central repository of emergency condition data, for example,
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available networks. Associated emergency condition data may be periodically transmitted on a
scheduled or as-needed basis, for example, from the access point 40 to each of the relay modules
30, 30a. Additionally, polling may be carried out, for example, by the central repository to
determine whether any of the relay modules has been provided with emergency condition data
not available in the central repository. This emergency condition data may then periodically be
transmitted to the central repository, and the central repository may in turn transmit the data to
the other modules that may be missing such data. In this way, the exchange of information
between the central repository and the relay modules is bidirectional, thus ensuring all modules
and the central repository are synchronized with the same emergency condition data. To avoid
conflicts, emergency condition data may be time stamped or provided with another indicator of
data currency. If a central repository is not used, the modules may exchange emergency |
condition information between themselves to ensure each module is synchronized. Other
embodiments are possible, for example, using multiple central repositories according to
conditions monitored, geographic location, and the like.

[0039] According to one embodiment, the rankings and/or weights may be applied by the
processor 34 to assign priority to different emergency conditions and/or perform a triage. For
example, the processor 34 on receipt of multiple pieces of medical device data from different
transceivers located in the same geographic location or a number of different geographic
locations could determine that one medical device requires more immediate medical attention
than the others. The priority analysis may also be performed, for example, using the emergency
condition harm times. |

[0040] In one embodiment, it is possible that the medical device data analyzed by the
processor 34 may not match any of the emergency conditions in the table and/or database
because there is a misspelling and/or the medical condition is known by other names and/or
represents a new medical condition. In this scenario, the processor 34 may, for example, perform
a similarity analysis between the medical device data received and the symptoms and/or
physiological data in the table and/or database (see, e.g., the disclosure herein supra in reference
to FIG. 4c). Based on this similarity analysis, the processor 34 may select, if any, the emergency
condition that closely approximates the medical device data. Also, the processor 34 may in

addition or alternatively log the medical device data to a database and/or file fo allow
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administrators to determine why the emergency condition did not match an exact emergency
condition in the table and/or database.

[0041] According to another embodiment, in order to make processing more efficient, the
processor 34 may compare the medical device data received at the transceiver to a list of prior
determined emergency conditions and determine if there is a match or approximate match based
on conventional interpolation and/or extrapolation techniques. In another embodiment, the
processor 34 may also parse the medical device data to find a code which indicates that an
emergency condition exists. Aliernatively, the processor 34 may search a table and/or database
located in a central repository as mentioned above to determine if the medical device data
received indicates an emergency condition. Tn a another embodiment, the processor 34 in one
relay module 30a may query a processor 34 in another device (not the central repository) to
determine if that other device knows whether the medical device data includes emergency
condition data representing an emergency condition.

[0042] Once an emergency condition is determined and an alarm condition is activated
by the processor 34 of the relay module 30a, a message may be transmitted to an access point 40
by the relay module 30a(as shown in Figures 1 and 2), Where.the message is parsed to determine
if alarms should be activated. The alarms could be anything from certain signals to care givers
associated with the one or more medical devices which originated the alarms or alerting
emergency responders,

[0043] A monitoring unit 37b may also be associated with the processor 34, and
responsible for identifying trends in emergency conditions. The monitoring unit 37b may store
the emergency conditions data received, the date/time, an identity of the medical device which
provided the data, the location of the medical device, and so on. Using the emergency condition
data and/or additional medical device data, the monitoring unit 37b may analyze the data for
trends. This trend information may be used, for example, to determine whether one or more
medical devices should be monitored. In addition, the trend information may be communicated
to one or more devices (for example, PDAs, cell phones, pager, tablets, and the like) assbciated
with relatives, friends, or care givers and the like, Who may use the knowledge to provide more

efficient care.

10
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initiate a connection (e.g., phone call, etc.) with an emergency responder, such as 911,
relatives/friends, care givers, or police authorities, and the like. When a call is received by the
emergency responder, an automated voice message may be transmitted to the emergency
responder as a prerecorded message stored in a signal generator 39b (which is coupled to the
phone device 39a and the processor 34). Preferably, the prerecorded message identifies an
associated medical condition along with the location of the medical device. Alternatively, the
signal generator 39b may generate a dynamic speech signal that contains the determined
emergency condition and other information

_ [0045] The prerecorded or dynamic message described above may in addition include
other relevant patient data to further allow the emergency responders to assess the situation. For
example, a patient table stored at the relay module (or alternatively/in addition at the centralized
location) may identify care givers of the patient, other present conditions of the patient, previous
medical history (e.g., allergic to certain drugs, such as morphine), and additional relevant patient
information. Preferably, storage and use of the data in the patienf table would conform to
HIPAA requirements. As an alternative to these voice messages, the signal generator 39b may
transmit medical condition information in the form of a text message (o the emergency
responder. For example, a text message may be sent over one of a Short Message Service (also
known as “SMS”) and/or Multimedia Messaging Service (also know as “MMS”).

{0046] The phone device 39a above could be connected via one or more of wireless relay
network or internet-accessible wireless network to initiate the call over a voice over internet
protocol ( VoIP) network, a Public Switched Telephone Network (PSTN), or the like.

[0047] The call to the emergency responders may be unsuccessful for a variety of reasons
(for example, associated E911 circuits may be busy or otherwise unavailable). In this situation,
the processor 34 and/or phone device 39a may detect a non-response from the E911 circuits and
fransmit a non-response message to one or more of the medical device, the access point 40,
and/or one or more other designated devices to indicate the unsuccessful call. In addition, the
processor 34 may periodically perform self-diagnostics on the relay module 30a to confirm that
each of the components of the modules 30a that is used to detect the emergency condition and
make the emergency call is operational Of course while a single processor 34 is described,

multiplé processors 34 may be used in as appropriate.
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[0048] The location of the medical device may determined in a variety of ways well-
known in the art. For example, location information may be provided to the processor 34 from a
global positioning system signal (“GPS”) that is received and interpreted by the medical device
located in the medical device data received, a GPS chip in the location device 38, and/or location
algorithm in the location device 38 discussed further below. In another embodiment, (e.g.,
location) as discussed above.

[0049] As discussed above, location information may be included in the medical
condition data received by one of the relay modules 30, 30a to identify the location of the one or
medical devices 10. Alternatively, the relay modules location may also be determined using a
conventional GPS receiver provided in the location device 38 . In the latter case, at least an
approximate or “zone” location of the one or more medical devices would be provided by the
location information for the relay module 30a. _

[0050] As an alternative to GPS-based location, each of the relay modules 30a may for
example transmit and receive signals via the internet-accessible wireless communication network
to two or more cell towers, beacons or other radio devices at fixed, known locations in order to
determine a location of the relay module according to known geometric methods. Such
teéhrﬂques for determining loéation (for example, including triangulation form cell towers) are
well known in the art. See, e.g., Shu Wang et at., Location-Based Technologies for Mobiles:
Technologies and Standards,, presentation at IEEE ICC Beijing 2008, IEEE, 2008, which is
incorporated by reference herein in its entirety, for all purposes. In one embodiment of the
present invention, triangulation may be carried out using other relay modules positioned at fixed,
known locations in a facility.

[0051] Turning back to the data processing circuit 33, it is further configured to retrieve
data from the buffer element 35a under the direction of the processor 34 and provide the
retrieved data to a selected one of the transceiver 31 or transceiver 32 for transmission. In order
to make a selection, the processor 34 is configured to communicate with respective status
modules 31b, 32b of the transceivers 31, 32 in order to determine a communications status of
each of the transceivers 31, 32. |

[0052] The processor 34 is also preferably in communication with an input/output cireuit
37a, which provides signals to one or more display elements (not shown) of the relay module

ting a start-up or current status of the relay module 30a, including

12
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communication or connection status with the WLAN or WPAN network 16 and WWAN. The
input/output circuit 37a may also be connected to user buttons, dials or input mechanisms and
devices of module 30a. The input/output circuit 37a is fufther usable for providing alarm signals
to indicate, for example, A/C power loss or loss of acbessibility to the WWAN or wireless relay
network.

[0053] Relay module 30a may preferably be provided as a small physical enclosure (not
shown) with an integral power plug and power supply circuit, such that the relay module 30a
may be directly plugged into and supported by a conventional wall outlet providing commercial
A/C power. Relay module 30a may also preferably include a battery back-up circuit (not shown)
to provide uninterrupted power in the event of A/C power outage as well as for ambulatory use
of the relay module. Alternatively, relay module 30a may be prévided with rechargeable and/or
replaceable battery power as a primary power source for ambulatory use. It should be readily
understood by one skilled in the art that processor 34 and devices 37a - 39b are shown as
separate and distinct devices in FIG. 3 for illustration purposes only and that the functionality of
devices 34 and 37a- 39b may be combined into a single or larger or smaller number of devices
than exemplarily illustrated in FIG. 3.

[0054] FIG. 4 presents a flow diagram illuétrating an exemplary method of operation 400
for the architecture according to FIG. 1 and relay module 30, 30a components of FIGs. 2, 3,
relating to the transmission of medical device data obtained from a medical device 10 to the
access point 40. At step 402 of the method 400, the medical device data is received at a first one -
of the relay modules 30, 30a from one of the interface circuits 15 and/or other relay modules 30,
30a over the ZIGBEE mesh network 16. At step 404, the processor 34 of the one relay module
30a determines whether the WWAN is accessible by that relay module 30a.

[0055] The determination of step 404 may be carried out in a variety of manners. For
example, the processor 34 may interrogate the status module 32b of the transceiver 32 at the time
of the receipt of the medical device data to determine a status of access for the transceiver 32 to
the WWAN (for example, as the result of the transceiver 32 detecting an access signal of the
WWAN having adequate signal strength). Alternatively, the processor 34 may interrogate the
status module 32b at a different time including, for example, at system start-up and/or
periodically (for example, hourly), and maintain a status indicator such as in the buffer 35a or

another storage element to be retrieved at the time of receipt of the medical device data. In
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another alternative, the relay module 30, 30a may be assigned a predetermined, fixed role within
the network 16. For example, relay modules 30a in the network 16 may be assigned a data
routing assignments by a controller or “master” relay module pre-selected from among the relay
modules 30, 30a. By definition, the WWAN status for relay module 30 that does not possess
WWAN access capability shall have a fixed status of “WWAN inaccessible.” |

[0056] I, as provided for in step 404, the status module 32b indicates that the WWAN is
accessible by the transceiver 32, then the processor 34 will proceed to step 406 to instruct the
data processing circuit 33 of the one relay module 30 to retrieve the medical device data from the
buffer 35a (as necessary) and forward the medical device data to the transceiver 32 for
transmission to the access point 40 over the WWAN.

[0057] Alternatively, in step 404, the status module 32b may indicate that the WWAN 1is
not accessible by the transceiver 32. For example, if the one relay module 30a 1s located on a
basement floor of the building in an area that is substantially shielded with respect to WWAN |
signals, the WWAN may not be accessible to the bne relay module 30a. In this event, at step
‘408, the processor 34 dertermines‘ whether a second relay module 30a is accessible via the WLAN
or WPAN. Again, this determination may be made in a variety of manners including by
instructing the transceiver 31 to send a handshake signal transmission directed to a second relay
module 30a and to listen for a reply, or by retrieving a stored status indicator for the second relay
module 30a.

[0058] If the second relay module 30a is accessible, then the processor 34 instructs the
data processing circuit 33 of the one relay module 30a to retrieve the medical device data from
the buffer 35a (as necessary) and forward the medical device data to the transceiver 31 for
transmission fo the second relay module 30a over the WLAN or WPAN at step 410. -
Alternatively, if the second relay module 30a is inaccessible in step 408, this portion of the
process 400 may preferably be-repeated to search for a further relay module 30a that is

.accessible. Alternatively, or in the event that no other relay module 30a is available, the
processor 34 of the one relay module 302 may preferably issue an alarm notification at step 412.
Such an alarm notification may, for example, include one or more of local visual and audio
alarms as directed by processor 34 via the input/output circuit 37a of the one relay module 30a,

alarm messages directed by the processor 34 to another accessible WPAN, WLAN or WWAN
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web server 41 of the access point 40 of FIG. 1 after a specified time period has been exceeded
during which a handshake signal of the relay module 30a is due to be received at the inbound
web server 41.

[0059] FIG. 4a presents a flow diagram 413 illustrating an exemplary method of
operation for emergency dialing. In accordance with the flow diagram 413, the processor 34 of
the relay module 30a of FIG. 3 determines whether to transmit over the facility-oriented wireless
network or the WWAN and makes a determination based on the medical device data whether an
emergency condition exists as represented by step 414. If such a condition exists then, in step
415, the processor 34 transmits a message to the phone device 39a to activate it and also initiate
a connection in step 416 (e.g., phone call, efc.) with an emergency responder, such as 911,
relatives/friends, care givers, or police authorities. When the call is received by the emergency
responder, an automated voice message is preferably transmitted to the emergency responder by
the signal generator 39b indicating the emergency condition and location of the condition. If an
emergency condition does not exist in step 414, in step 417 then the medical device data is stored
for further analysis by the monitoring unit 37b. |

[0060] FIG. 4b presents an exemplary flow diagram 418 illustrating how a location
signal may be generated. A determination is made in step 419 by the processor 34 as to whether
GPS location data was received as a component of the medical device data received from a
medical device. If yes, in step 420, the processor 34 provides the location data for transmission
with emergency condition data to the emergency responder. If that location data is not available,
at step 421 a location device 38 of the relay module 30a is instructed by the processor 34 to
generate location data of the relay module 30a. At step 422, the processor 34 provides the
location data for transmission with emergency condition data to the emergency responder as a
component of the message transmitted by the phone device 39a.

[0061] FIG. 4c presents an exemplary table as may be stored for example in memory 35b
by the relay module 30a for determining whether an emergency condition exists. As illustrated,
the table 423 includes codes 424 to indicate predetermined emergency conditions, descriptions
425 for the emergency conditions, harm times 426 defining an elapsed time until the emergency
condition becomes harmful, priorities 427 for triage purposes, related codes 428 to the coded
emergency condition, and physiological data 429 used to identify the emergency condition. For

example, as shown in line 1 of the exemplary table of FIG. 4c, a code value 424 of “2” is
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assigned to the description 425 “Significant fever condition,” which is assigned an unattended
harm time 426 of “10 minutes” and an immediate priority of 427 of “5.” A related condition 428
indicates that this condition in related to a code value 424 of “7,” which corresponds to the
description 425 “Vital signs decreasing.” The code value 2 in addition corresponds to
physiological conditions 429 (“Temp.> 1037).

[0062] FIG. 5 presents a flow diagram illustrating another exemplary method of
operation 500 for the architecture according to FIG. 1, relating to the transmission of a message
from the access point 40 to be received by one of the medical devices 10. This enables the
access point 40, for example, to communicate with medical devices in order to download new
firmware or software, to réspond to error messages initiated by the medical devices, for example,
to re-set a device or remove it from service, or to run device diagnostics, and to operate the
medical device for example, to adjust a flow rate on a feeding pump. 7

[0063] At step 502 of the method 500, the message is received at the first one of the relay
modules 30a from the access point 40 via the WWAN. At step 504, the one relay module 30a
determines whether the message is intended to reach one of the interface circuits 15 and/or other
relay modules 30, 30a located in the facility 20. This may be accomplished, for example, by
maintaining a list of active devices 15 and modules 30, 30a in the buffer 35a or in a manner
otherwise accessible to the one relay module 30a, or coding an identifier of the interface circuit
15 or module 30, 30a to include an identity of the facility 20 that is stored in the buffer 35a or is
otherwise identifiable to the one relay module 30a. In the alternative, the received message may
include a device identifier such as a serial number or an assigned identiﬁér. Such a reéeived
message would then be broadcasted to all or a subset of interface circuits 15 in the facility and -
cach interface circuit 15 determines if it was the intended recipient and should act upon or ignore
the message.

[0064] If the one relay module 30a determines at step 506 that the interface circuit 15 or
module 30, 30a is not located in the facility, the one relay module 30a may preferably proceed to
discard the message at step 508, and/or alternatively alert the access point 40 with a non-delivery
message. If the interface circuit 15 is located in the facility 20, the one relay module 30a
determines at step 510 whether the interface circuit 15 or relay module 30, 30a is accessible to

the one relay device 30 via the WLAN or WPAN (for example, by consulting a list stored in the
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transceiver 31 to send a handshake or test transmission directed to the interface circuit 15 and to
listen for a reply). 7

[0065] If the one relay module 30a determines at step 512 that the device 15 or relay
module 30, 30a is accessible, then at step 514, it transmits the message via network 16 to that
device or relay module via the transceiver 31. If the one relay module 30a alternatively
determines at step 512 that the device or relay module is not accessible, it proceeds at step 516 to
determine whether a second relay module 30, 30a is accessible via the WLAN or WPAN (for
example, by instructing the transceiver 31 to send a handshake or test transmission directed to
the second relay module and to listen for a reply). If the second relay module 30, 30a is
available, then the one relay module 30 forwards the message to the transceiver 31 for
transmission to the second relay module 30, 30a over the WLAN or WPAN. If the second relay
module 30, 30a is inaccessible, then this portion of the process 500 may preferably be repeated to
search for a third relay module 30, 30a that is accessible. Alternatively, or in the event that no
other relay module 30, 30a is available, the one relay module 30 may preferably issue an alarm
notification at step 522, preferably in one of the same manners described above in reference to
the method 400 of FIG. 4.

[0066] The novel architecture disclosed herein for providing networked communications
between a series of medical devices and a remote monitoring device provides a number of
distinct advantages in comparison to other monitoring systems. By employing ZIGBEE .
networks based on the IEEE 802.15.4 standard according to a preferred embodiment for wireless
communications between the medical devices 10 and relay modules 30, 30a, power and size
requirements can be minimized so that the interface circuits 15 can bg easily and inexpensively
applied to and/or integrated with the medical devices 10.

[0067] By introducing relay modules 30a that are part of the ZIGBEE networks and are
directly able to access off-site monitoring devices via a WWAN, access to and reliance on
existing and potentially unreliable LAN facilities at a facility can be avoided. By incorporating
relay features into the relay modules 30a that relay communications from a first relay module 30,
30a to a second relay module 30a in the event that WWAN access to the first relay module 30a
has been compromised, the present invention improves reliability and enables the use of

conventional, low-cost cellular transceivers in the relay modules 30a for accessing the WWAN,
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[0068] By limiting the configuration of cellular transceivers to just the relay modules
30a, costs can be further reduced. In addition, providing the relay modules 30a in a compact
enclosure facilitates the relay modules 30a to be easily connected to reliable commercial power
sources and easily moved when needed to reconfigure the ZIGBEE networks according to
facilities changes.

[0069] It should of course, be understood that while the present invention has been
described with respéct to disclosed embodiments, numerous variations are possible without
departing from the spirit and scope of the present invention as defined in the claims. For
example, the present invention may be based on any of a number of current and future WPAN,
WLAN and WWAN standards beyond those explicitly described herein. It should also be
understood that it is possible to use exclusively relay modules 30 in the WLAN or WPAN
network 16 of FIGs. 1 and 2, with transceivers for communicating with other relay modules as
well as over the WWAN.

[0070] In éddition, respective interface circuits useable with the present invention may
include components of and perform the functions of the modules 30, 30a to provide greatér
flexibility in accordance with the present invention. Further, numerous configurations of
components for relay module 30 are useable with the present invention beyond the components
shown in FIG. 3. For instance, an input-output buffer may be used with respective switches
under control of a processor for directing medical device data to transceivers 31, 32 as needed.
Moieover, it is intended that the scope of the present invention include all other foreseeable
equivalents to the elements and structures as described herein and with reference to the drawing
figures. Accordingly, the invention is to be limited only by the scope of the claims and their

equivalents.
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We claim:

L. A wireless relay module comprising:

a receiver capable of wirelessly receiving medical device data over a wireless
relay network from at least one medical device;

a first transmitter capable of wirelessly transmitting medical device data to a
second wireless relay module over the wireless relay netwoﬂc; _

a second transmitter capable of wirelessly transmiﬁing the medical device data
over an internet-accessible wireless communication network;

a controller coupled to the first and second transmitters, the controller capable of
controlling the wireless relay module to select one of said first or said second transmitter for
transmitting the medical device data received by the receiver and the controller capable of
establishing a connection via the first or second transmitter with an emergency responder when
an emergency condition exists;

a phone device coupled to the controller, the phone device capable of initiating
the connection with the emergency responder; and

a signal generator coupled to the phone device, the signal generator capable of
producing a signal indicative of the emergency condition for transmission over the connection

with the emergency responder.

2. The wireless relay module of claim 1, wherein the controller is capable of

determining whether the emergency condition exists based on at least one of:
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comparing the medical device data to emergency condition data stored in a memory
associated with the controller;
emergency condition data received or relayed from an internet-accessible source; and

emergency condition data received by the receiver from a wireless relay network source.

3. The wireless relay module of ¢laim 1, wherein the medical device data includes

emergency condition data indicating that an emergency condition is present.

4. The wireless relay module of claim 1, wherein the controller is capable of
controlling at least one of the first transmitter or the second transmitter to transmit a message

containing information about the emergency condition to a remote location.

5. The wireless relay module of claim 1, wherein the controller is further capable of
determining that the connection with the emergency responder is not established and controlling

at least one of the first transmitter or the second transmitter to transmit a non-response message.

6. The wireless relay module of claim 1 further comprising:

a memory for storing emergency condition data representing the emergency condition
and one or more of a timestamp, an identifier for each pf the one or more medical devices
transmitting the emergency condition, a location of the one or more medical devices; and

| a monitoring unit associated with the controller for analyzing the data stored in the

memory to identify trends in the stored emergency condition data.
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7. The wireless relay module of claim 1, wherein the signal generator is configured
to generate an electronic text message containing information about the emergency condition to

be transmitted to the emergency responder.

8. ‘The wireless relay network of claim 1, wherein the medical device data comprises

a serial number used to uniquely identify the wireless relay module.

9. The wireless relay network of claim 1, wheremn the receiver and at least one of the

first transmitter and the second transmitter are implemented as a transceiver device.

10. A computerized method comprising the steps of:

receiving medical device data at a wireless relay module wirelessly trénsmitted from one
or more medical devices;

determining at the wireless relay module that at least a portion of the received data is
indicative of an emergency condition;

generating an emergency signal at the wireless relay module indicative of the emergency
condition;

selecting by the wireless relay module one of a first transmitter capable of transmitting
the emergency signal over a wireless relay network and a second transmitter capable of
transmitting the emergency signal over an internet-accessible wireless communication network;

establishing a wireless connection with an emergency responder by the selected one of

the first transmitter or the second transmifter; and
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transmitting the generated emergency signal to the emergency responder by the selected

one of the first transmitter or the second transmitter.

11.  The method of claim 10, wherein the determining step further comprises at least
one of the following steps:

comparing the received data to émergency condition data stored in the wireless relay
module to determine whether an emergency condition exists;

receiving emergency condition data via the internet-accessible wireless communication
network to determine whether the data is indicative of an emergency condition; and

receiving emergency condition data from a wireless relay network source to determine

whether the data is indicative of an emergency condition.

12.  The method of claim 10 further comprising the steps of:
detecting a failed attempt or an interrupted connection to the emergency responder; and

transmitting a non-response message by the first transmitter to the one or more medical

devices.

13.  The method of claim 10 further comprising the steps of:

storing in a memory emergency céndition data representing the emergency condition and
one or more of a timestamp, an identifier for each of the one or more medical devices
transmitting the emergency condition, and a location of the one or more medical devices;

analyzing the stﬁred data to identify trends in the emergency conditions; and

monitoring at least one or more medical devices based on any identified trends.
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14.  The method of claim 10, wherein the signal comprises a serial number used to

uniquely identify the wireless relay module.

15. A wireless relay network comprising:

at least a first wireless relay module and a second wireless relay module, wherein each
wireless relay module comprises a receiver capable of receiving a signal comprising medical
device data from one or more medical devices over a wireless relay network, a first transmitter
capable of transmitting the medical device data over an internet-accessible wireless
communication network, and a second transmitter capable of transmitting the medical device
data over a wireless relay network;

said first and second wireless relay modules including respecﬁve controllers, wherein
each controller is capable of processing the received medical device data to detect information
associated with the location of said one or more medical devices and of generating location
information data for the one or more medical devices; and

said controller further being capable of selecting one of the first or second transmitter for

transmitting said location information data to a remote monitoring device.

16. A wireless relay module comprising:

a receiver capable of wirelessly receiving medical device data over a wireless

relay network from at least one medical device;

a first transmitter capable of wirelessly transmitting medical device data over the

wireless relay network;
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a second transmitter capable of wirelessly transmitting data over an internet-
accessible wireless communication network;

a location device capable of generating a location signal;

a controller coupled to the first and second transmitters, the controller capable of
selecting one of said first or second transmitter for transmitting medical device data received by
the receiver, and establishing a connection using the first or second transmitter with an
emergency responder when an emergency condition exists;

a phone device coupled to the controller, the phone device capable of initiating
the connection with the emergency responder; and

a signal generator Coupled to thg phone‘ device, the signal generator capable of
producing a signal indicative of the emergency condition and including the Iocaﬁon signal, for

transmission by the first or second transmitter to the emergency responder.

17.  The wireless relay network of claim 16, where the location signal is based on a

global positioning system (“GPS”) éignal..

18.  The wireless relay network of claim 16, wherein the location signal is based ona
mobile device position signal generated by the internet-accessible wireless communication

network.
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