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*G00002* Method and Devices for Identifying

a Vehicle Using a Location

The present invention relates to a method for identifying a vehicle
using a predetermined location. The invention further.relates to a radio
beacon and to an onboard unit for use with this method.

Methods for identifying vehicles are required, for example, so as
record, monitor, authorize and/or impose tolls (charge fees) for the
usage of locations by vehicles. Such usages of locations can, for
example, include the entering of areas to which access is limited or that
are monitored, a fee-based stay at a particular location, for example a
parking lot that, is subject to a charge or the use of traffic routes subject
vehicle identification methods, either license plate numbers (registration
plates) are read by way of optical character recognition (OCR), or the
vehicles are equipped with onboard units (OBUs) having a unique
identification, which can be read out via a radio interface such as
dedicated short range communication (DSRC), radio frequency
identification (RFID), wireless local area network (WLAN), wireless
access for vehicular environments (WAVE) or the like.

So as to create a clear association of a wirelessly read OBU
identification.with the location used by the vehicle, presently radio

' beacdns, which are used for wireless reading, are mounted on special
installations ("gantries) at the location to be monitored and equipped with
narrowly defined radio coverage ranges; or satellite navigation-based
onboard units are employed, which transmit the self-located position
data via a mobile communication network to a back office, which
performs a map matching with the locations to be monitored. All of these
known methods require not only special, complex insfallations, both in
the vehicle and on the road, but also disclose the identity of the OBU (in

the form of a wirelessly read OBU identification), even if no location



,Method and Devices for Identifying a Vehicle Using a Location The
present invention relates to a nethod for identifying a vehicle using a
predeterm ned | ocation. The invention further relates to a radi o beacon and
to an onboard unit for use with this method. Met hods for identifying
vehicles are required, for exanple, sopas record, nonitor, authorize and/or
i npose tolls (charge fees) for the usage of Iocatlons by vehicles. Such
usages of locations can, for exanple, include the entering of areas to

whi ch access is limted or that are nonitored, a fee-based stay at a

particul ar | gsade oequiridg eomiblieg aexistsKivagich ols bbpictibrsatselboectiatto a char ge,
or the use of traffic routes subject to tolls, such as highways or inner

cities (cityPIIBFHON I2A8CATe |ike. In known vehicle identification methods,

ei ther |icense pl ﬁt@tﬁwgﬁj‘é&ﬁoﬂhﬁgh%r&%'t%rbrebt%trﬁé%oaé.%nﬁec?éhé@é sy of
optical character recognition (OCR), or the vehicles are equi pped with

onboar d uni t yPeOR&tionedianpve, whigualipweMehiciesausiog, a pgatiencthbse read out
via 2 pedio LSEACH, 3190, MeHhanRe, NS indopas SATERAIAG! g, (OSFO,
e oca

radio frequencyi |ca|on wre area network (W.AN),
W rel ess accesmvblyedwehldasl ar envi ronrrents (WAVE) or the I|ike. So as

to create a clear sciation of a'wre ation with
the I ocation used_Tﬁg% 5@83‘\/51?85%8‘,’3%% sﬁygsﬁgafggg o\}neg‘?% g)} % are used
f(r)]r \IM r eIt essn:aa%u agthea¥@e mg;tnnblgéh Qusb\mpecrr@lnsingst al | \?\Atl ogsf ("gantr :j_es) at
"the location to be nonitor and equip ro efined radio
coverage ranges; GFT¥E8PT ﬁ‘tee"%@?g?ﬂ PB g @ﬂﬁ}ﬁ‘arfag'erf?%&ﬁa@ enpl oyed,
whi ch trans Wb?oéaéeseeétﬁrds%eg%eeoWhﬁdrpea&atrﬁndét@ aPclifediit! fosfiMaMi cat i on
network to a back office, which performs a map matching with the | ocations

to be noni tontreejonmrdwnttwﬁrmmnmmagcw@eﬁraéteh@ecfbm gevgpalci al |

conpl ex |nst§ (%oth in the vehicle and on the road, but also

di scl ose the i entlty % the OBU (in the formof a wrel essly read OBU
identification), esmiving ahleastoores stetus me&saagage arradioibdaggnnoni t ori ng exi st s,

which is objecti Oggpelc?n grlocga%on %8& %?meOOel'{igg%gﬁlaluating the at least
one status message based on the position(s) indicated therein with
respect to the predetermined location;

transmitting an identification request from the radio beacon to that
onboard unit which is addressed by way of the radio identifier from the at
least one status message;

receiving and conducting a legitimacy check of the identification
request in the onboard unit and, if the request is legitimate,

transmitting a unique identification of the onboard unit to the radio
beacon, the unique identification remaining the same over several
changes of the radio identifier.

The invention is based on a novel integration of onboard units
transmitting status messages, such as those known, for example, from
the ITS-G5 or WAVE (IEEE 802.11p) standards, in the form of common
awareness messages (CAM) or basic safety messages (BSM). The
messages are emitted as repeated broadcasts so as to warn or notify
neighboring onboard units or roadside infrastructure in order to avoid
collisions or provide the driver with an improved overview of the

situation. So as to render the creation of movement profiles of a vehicle



It is the object of the invention to create methods and devices of type
nment i oned above, which allow vehicles using a location to be identified in
a sinpler manner and with inproved confidentiality for uninvol ved vehi cl es.
This object is achieved in a first aspect of the invention by a nethod of
the type nentioned above, conprising:_g5_ carrying, on the vehicle, an
onboard unit that via radio repeatedly broadcasts status nessages, which
each indicate a current position of the onboard unit and a radio identifier
that changes after each or several status nessages; receiving at |east one

st at us nmessagfyré RifficllifthOsROACPBEsages are statiesly Dgder tempatdrpnadisage of the
vehicle by evaluating the at | east one status nessage based on the

position(s) identiiersewhidheFeanganirom F'@@p@ci‘m?oa”[%érepf‘%gf‘%wmtHetHeI ocati on;
transmttingg gﬂ %%Pte}dctdgats' Oga %3';5?&&9: Ffémphogc)f afhed RESHIRA Bﬁlyt hat

onboard unit resse way of the radio identifier fromthe at
| east one st avalgatesstbedemporary radio edmtrﬁerrsgofaaideasémec&tahtig raességet i macy

check o1, gt WBtrkig] Ll SHHE3h o DSu S BESHE kil g e 1 equcst

|s_Ieg|t|rrat8, ifrcation o e onboard
unit to the detictedreassiymdusty anacesult dﬁtmbltéhxpatary)madnenwémiﬁa@ tlBe sane over

several chan es o the radio ide t fier " v based on a
novel integr B?rdorlf'ﬁg aEQUERiEds QFﬁ%tp?l rd)’est'g?'ﬂ}i}yﬁ@ §e§3’ ot such as
those known, e&@fn pRXpaRhent, hgerartmlubéﬁﬁ;meafty\/\mw& ériduks 802, iA¥adt st andar ds,
in the form of comoDn awar eness nessa
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avoi d collisions or provide the driver with an inproved overvi ew of the
si tuation. Sdocationdnrtbadéaeinihther dueaaramdojushbe®ne mctysl orsapesofothea vehicl e

location, and the like, are not identified, which is to say they remain
anonymous. Consequently, high data protection require.ments in terms of
privacy can be satisfied, without necessitating complex road-side
installations, OBU modifications or separate anonymization devices such
as proxy computers.

A particularly preferred embodiment of the invention is
characterized in that

at least two status messages are received in a radio beacon and
are associated with each other based on the radio identifiers indicated
therein, and

the location usage of the vehicle is detected by evaluating the
mutually associated status messages based on the positions indicated
therein with respect to the predetermined location.

By mutually associating and evaluating at least two status
messages, an onboard unit is tracked over a short period of time, which
is sufficient to be able to establish the usage of a particular location with
high certainty. Even two or just a few status messages that
can be associated with one and the same onboard unit may suffice for
this purpose to exclude measurement errors and reliably detect a
movement that has occurred. In the simplest case, such a detected

location usage can be the crossing of a predetermined boundary, if the



;3 - pore difficult, the status nmessages are send only under tenporary radio
identifiers, which change fromtinme to tinme and are not known to the system
"operators, so as to protect the privacy. The invention only eval uates the
tenporary radio identifiers of at |east one status nessage of the onboard
units. Only after the usage of the |l ocation has been detected - anonynously
as a result of the tenporary radio identifiers - is the onboard unit
requested to reveal the "true" identity thereof, for exanple paynent, use
or application identity. This ensures that in fact only those onboard units

are identifi gkt spdtii€ Pdssage iitfcELd PositiBh e frohOsfthe Bdun@akadckheni t s of
third-party vehicles, which nerely pass the location in the vicinity or

turn around SBSeNGERYIEMEESIRA 'HG%% dPosifien behiagitha boyRdaRYhEC BSke, “are not

identified, vwhieRdl 5i1dQtisAYshygy remain anonymous. Consequently, high data
protection requirements in terns of privacy can be satisfied, wthout

necessitating corrﬁlcec(rdrrtgam-a;fwﬁ!errpsefatreatanmw)mélﬁwfrtbdnm\ramaon oihe or

separ at e anonyni. i Q vj ces .such
particularly '%4”&’5%& gﬁeg‘gﬁ%a‘f%ﬂ% oéﬁiak?%e%g t oﬁ'ﬁé&@ﬁ’g aé?recréﬁ’zed in that
at | east two cettm‘cane ok tieageiio aaeacasreuaeituedransnﬂttefcﬁdy dhéeadionbeavdnar e
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eval uating t Iwermv uﬁéﬂerzsf BHHO Gb ARGt IHGitiFRES 38QFrd?8:s hidh flMeerposi tions

indicated therein with respect to the predeterm ned |ocation. By
nut ual'ly assdBPEVPAGQRPIRYRNPAPIMECYat | east two status nessages, an

onboard unit is traﬁkfﬁﬁ OIRE réa.s,gﬁr& e él‘?i@ rahytémnta@yoeg Lo?htl‘ﬁg‘;] ficient to

be able to establ e usage of a par |cu | ocat1 on wt
certainty. Evdgntifiaticor of tmetorabdaedvtmrtatodze treesra@eg torthe redio bracessoci at ed

with one and . the ga ] y for this p t o excl ude
measur enent erérqor‘i‘zn and%%?l abl (ﬁ"tnFrergt Dﬁgé gﬁ%’hﬂot %ﬂbﬁhagﬁ%gét%rdr ed. In the
si npl est casepmsmaticatiodettant be estabrltshed bet\z@encme bentiolaed curdts @ndg of a

det d bound f the 4 f t st di cat t
T ront of 1HBTHBLARHP BRI, 95 DiEcBAPOSEar B SERBR)CNEnNEAPER & posi i on

behi nd the beghrfincatR c#r%nh@lé&i@@haﬂ of te rdfébdr%a&e radjo interfat@cor ding to
a further preferred enbodi nent of e invention, the |leg |t|rrac%/1 check is
&

carried out bpwerihenephoard yipit apd dpairadia degeen. cféf £X3Me'2tRarbef 1Be radi o
beacon that ipglidfps r‘WAVEdstQMd%rHe bgﬁgh&ngﬁ\ﬁ&PanlBOfHQOWé BsthBfshed

identification request oard unit t I scl oses t e Identity
t her eof onl y sepaiateinviefa 86, 40Geei GG mobde icaqmuraeationvitetwerkf ur t her i nproves

the protection of Irprd- \b‘r"gf%rred application of the identification method of the
invention, the identiﬂcatiorr received in the radio beacon is recorded
together with a time stamp in a memory so as to log the location usage,
for example for monitoring purposes. ) | '
in an alternative application of the invention, the identification
received in the radio beacon is compared to at least one previously
stored legitimate identification so as to authorize the location usage, for
example so as to open gates, lower a wheel lock, deactivate an
enforcement system or the like.
in another application of the identiﬂ'cation method of the invention,
the identification received in the radio beacon is used to search for and
debit a toll account associated with the identification, so as to toll the
location usage, for example so as to levy a location and/or time toll,

parking fees, road usage fees, city toll or the like.



,For the sane reason, it is particularly advantageous for the identification
of the onboard unit to be transmtted to the radi o beacon via an encrypted
channel. Direct (point-to-point) encrypted conmmunication can be established
bet ween t-he onboard unit and inquiring radi o beacon for this purpose. For
exampl e, the encrypted communi cation _ghannel can be part of the protocol at
the radio interface between the onboard unit and the radi o beacon, for
exanple part of the ITS-G or WAVE standard, but alternatively could al so
be established separately via a 3G 4G or 5G nobile comruni cati on network.
In a preferred appl aif#re@vadhntshénd eelib idehesh icaR pretdhasly Afarshft Anventi on,
the identification received in the radi o beacon is recorded together with a
ti me stanp i heacareldspiifierghakistuiqusyta the Tagimbearpruivalife, obearé¥akpl e f or
nonitoring p ; ; hiar L | i i nvention,
the identifi gg?’io%ﬁalp 8bglljt\pggzi$tn§bnﬁﬁre%r"@§i %qhggg%aggﬁsds%%bg%egﬁ?%ﬁgt | east one
previ ousl y stoit étbringghisi identifiar dedt trdrisgrittingrthe same alongwwyitiothezrexthe | ocati on

usage, for e le..s t e I r , tivate an

enf or cement é@i@ggﬁtogf 3ﬁ% %aﬁ% ﬂqe%"é‘&&é(S? &Ré%&f ﬂoer\r,\ﬂgﬁ%omlsggotlﬂi Sﬁqﬁg t he

i denti fi cati aentiiddtiod tbérebf)andrtiie nadio beatdre canldgrioré aciatuemessageved i n the

radi o beacon is %ﬁ?d fo sear CB for and debit at E‘Jﬂ&"l& account ociated with
, ' us

the identifi QaffSHNCAPNECeled JTqm @an.onkpard beacen 1geailare 5o as to

levy a | ocat rgenadafing ithereith! is RddriticAD th eRS . ow® ABedtoRIGddritiiss. Ccity tol |
or the like. 5 In all three variants, the radi o beacon can

preferably t INANYATENtHuDIR 990inge Atthorizatiamear tallng ofi ecand thengaPadi o beacon

to the onboa Wturfi | [ thosd gaLir9 8h ldaR9nQd pkhe | ocation

usage, the o% t(;ar uﬁilbqg?(g%?ﬁgetg%ﬁaggirge%ti fléerr&ggfcfat rear?lsam'qtgél ng the sane

al ong with thpeevested. br oadcast of the status nessage(s) thereof or

transm ssion of t i tifLcatl f ' i_O: : can ignore
- a status nessage ch?cdlrg@ﬁtflof ?C@ﬁbgﬂpﬁéé%@?@ec&aﬁbgﬁ%ﬁ %ﬁg‘ga'r 8ﬁlfrfu ', if the

beacon i dent nfarertharedwo \statual messagberoan bé reseivetbanhd cdsotiatéd witbwn beacon

identifier. Inadvertent K double | i.n aut horizatjion or tolling of one and
the sane onbﬁaabo It ancthamey ?g’%hbg(e'ihﬁg@ éﬁ‘éé‘n'&ca% reaciﬂ?wlﬂgacon can
thus be prevegs&sl.on the posifisiirdiidiBied On ahésld hvdsagesf gier pathcbaihgct eristic
of the invention, nore than two status nessages can be received and

associ at ed wePRPaEchio e PreqaierminedIRIAeD $ads Br delest iboesaiolni t can be
cal cul at ed b@s@ge.oﬁhighﬁllﬂﬁsltﬁé %?edéieﬁ' l‘éﬂéﬁlﬁtﬁ/' B bHRefer 324R§. fdrhe path
e o the pr

bei ng conpar edeterm ne ocation so as to detect the |ocation
usage. This akéopke, measigement outliers! fcabs better supprrssedcr eased and, for

exanpl e, "measur e[rgg aﬂ}buair&?ivgtn%g?gu?% fh%r regggc&fvgsr%ﬁfdl jfdlentifier isI tis

particul arly advantageous ective radro iden er 1s changed
aft er appr oxichatngddy afiet app@Xinatplyeb etoab0gO, 2freferai 020 b atQls stetsisages. The

nore frequently the radio identifier change he greater, is the data
brotect| on | MASRRS gme AR PRGN e Jogp ensERt PERIas. DISEAFrun - t he
| ess frequentd jhet dRta prstettiorf RMeltht @F ti6d &ragesbility if d paveculas ohbearti sk t hat
the radio identifier around the |ocation to be detected changes, which

woul d make depEchpdesshiequanty the fadio idﬁﬁ@ﬁ%ﬁ'l?é'_@eﬁnWiedﬁ‘_ﬂ’éﬂ'SatBS\f@kconsti tute
a good conpr uu;Sipebely ?dbrﬁih@rsgrdﬂr'l}duﬁﬁlel }60‘39&?3%)% &S%té@%ahges, As

an alternative, the change interval of the ra ntifier of the onboard
unit can al swhigh weuldsmake getadtien 'merei ¢fficdiénT he values dndinalegeaboxe t he

earl i est a”%né‘tﬁﬁd“ier %f:i dOTeothdpb el %e%@&%’.fhiegg Prﬁft&éiﬁ{a o?%%@ﬂ on the size

of a customary Tadio erage range of a radio acon a avar age speed
of onboard umeduiremems.predeterm ned tine period can be

As an alternative, the change interval of the radio identifier of the
onboard unit can also be set so tha.t the radio identifier is changed at the
earliest after expiration of a predetermined time period. Based on the
size of a customary radio coverage range of a radio beacon and an

average speed of onboard units, the predetermined time period can be



,-6 selected so that no radio identifier change takes place with high
certainty when an onboard unit passes a radi o beacon. Anot her
preferred enbodi nent of the invention is to keep the radio identifier the
sanme whil-e the onboard unit is located in the radi o coverage range of one
and the same radi o beacon. For this puypose, for exanple, the onboard unit
can directly neasure the radi o coverage range of a radi o beacon if the
radi o beacon periodically broadcasts beacon identifiers, or can determ ne
the sane based on previously stored lists or maps of radi o coverage ranges

of known radiélebedtbat 0 rdtho Riehtifierashabyge daakedthlacd ®ith digracerpaty of one of
the broadcasts or the identjfication request of the beacon. In the

manner knownWhHep ageonhoged B@'EPiﬁseﬁés@Q&Bem- al so contain a current
movement vector Ohpbihgr ?i‘%’fgﬁ'%ﬁr%’rﬂbédirﬁ@?\'tcd? thé Rlemions Rdtdlwebpanget ection of

the | ocation usage so a ler i ncrease the detection reliability.
Accor di ng t oradi¢ udertifer freesame evhilehtheaenkoard tunit isflogaied iimegitradia, t he
position of i ! of | ki te

i gat i on abt YT GO Oy LT AR P Bl T BRIt e 1 adi o
beacon t hat esample eheiondebaby umitycari dieectly |heasunavihgatadin coveraghe manner of

receiver so B9 o dprasie HaREhaL 0F RER, Poril BRnedram, RRBREL v nea by

way of satel beh€ornadérgifibispror can deterAfin@rthal $amediased, ot herepiosslyi on of the

onboard unit can be determ ned hy way of satelljte navigation and inproved
by referenci ﬁtj’r?%lﬂ%tls qrda8ps Bﬁéaqd%lcmﬁélagﬁd?pg?%ﬂ% E@ov&n ﬁ%‘ﬂ@tﬂ?@fsf’?ﬁg onggard

unit that wagrdetpitifbd®y Dradilesdorsad phhti dfoneadfitiabrédtcadi 6r agbodi ment i s
based on the assunption'that, given the proximty to each other, the

onboard uni t #entifieatiangegues Ohthe beades. radi o coverage range of a radio
beacon are each Sp‘-ﬁltﬁé:tmé rén S AE! el Eta’ﬂ%v'n?é?stsbgés ecraq.,og%gand

nei ghbori ng OBUs us can be use S conparison receivers int manner of
dGPS. contaiye aecurtgnt anoverent beemtemoicthel dnthreard sundt, mhickeiseelsol ocat i on

usages int h%séé”é%ﬁhé‘ tdgte%[ior\l'vi ofj fie I%Qgﬁgnoﬂgdét sé Qg t$ ﬂjnhe?'fnc?é(fs% tih@ renmote 7
~ detection reliability.

According to a further preferred characteristic of the invention, the
position of the onboard unit can be determined by way of satellite
naVigation and improvéd by referencing to a reference position of the
radio beacon that was determined by Way of satellite navigation, in the
manner of differential GPS (dGPS), wherein the radio beacon forms the_
reference receiver so as to improve the positions of the onboard units
determined by way of satellite navigation.

As an alternative, the position of the onboard unit can be
determined by way of satellite navigation and improved by referencing to
at least one further position of a neighboring onboard unit that was
determined by way of satellite navigation. This embodiment is based on
the assumption that, given the proximity to each other, the onboard units
that are present in the radio coverage range of a radio beacon are each
subject to the same satellite navigation errors and neighboring OBUs
thus can be used as comparison receivers in the manner of dGPS.

In general, a radio beacon could be used to detect location

usages in the immediate or wider environment thereof, or even in remote



,territories outside the radio coverage range thereof; however, the radio
coverage range of the radi o beacon preferably contains the predeterm ned

| ocation, so that each radio beacon is in charge of |ocation usages in the
i mredi at e surroundi ngs thereof and thus receives current and | ocal
measurenent data fromonboard units. _5_ As nmentioned above, the
predeterm ned | ocations, the |ocation usages of which are to be detected,
can be of a general nature. According to a first enbodi ment, such a

| ocation is a geographical point and the |ocation usage is the drop bel ow a

maxi mum di st geifbries BOtdiAE thOradio RVeRigedbhgs MRErbBL howWeeel aRalrh@B can be an
area and the | ocation usage can be the presence in the area; or the

| ocati on cancbeerage| dasge omé ithmad radigndieacemd preferablic acpefaingsal§e can be
driving on t . -0 ; nd road
segnent s cangf?cgettq%@ﬁﬁ?@ lgégg@fi negﬁ%ggg 'b&ﬁ%&???@ﬁ?%ﬁ@i%ﬁ?% gf preferred
enbodi nent ofiodatieniusages indhetimenddiatasuooundings themeafang thusiredeivelsocat i on
usage is a crossi f the boundar rei %%g ndari es are represented
on a digital CPHEBP%E’S'%P&’He?/se‘i{F%‘Ff@%F\é?ﬁ"&@°§% r’i&@g conpri si ng:

determ ni ng a poi As mkntitriezr above, otheopretibermmenddicytionst Itha locstibnsegnent and
a reference directign |n the grient é(gn of tﬂi&a r.oad segment'

successi vel y YSP8Fe @i WhiCheBi®n e Pe & e PR Pt VI AN BaYE ¢ he

posi tions fraEcbfindifcs Sindtrinsitfleht 3LLS aNBERRBES PGEbdraghiBgl pYintof
intersection, onto the reference direction so as to obtain _a sequence of

proj ecti ons; aadhe locationqisagetis e drapr BRIQW/yMEKinyR diganemfiem thea change of

direction or 3yfna0CHuL &9@4}%@39@%%&? bBI ) 8R4 @R the location\ CT 0SSI ng

of a boundary can thus be reliably tected with certainty using sinple
means; det ectusege @andrestheapresarge octher angat pr the lpcatiervgan benatfleastt of t he

boundary, for I el - T 0j ections
of the posi tiogﬁ)ﬂ@ggtsggrsn%ﬁﬂg gc?ttlﬁ]eelorcgpéﬁr(ggéé@ g?’r?ggtqrglhngc%nnt eeJ;'@g? éetr mned in a
variety of waye.rodé¢eegmenyg to a first enbodi ment of the invention, the

projecting is done by finding vectorial inner products of .the vectors with
the reference di rgﬁcgiﬁ? RS dJPB§§FW§‘eB ‘iar?equﬂﬂfﬁﬁ\éiﬁ qeg'”ﬁ‘if%@t ed by a
- change of si gpuABafyhectorifg s efpedferred NerdbodiineAt RAtthy eingaritionl thent of the
invention, the projecting is done by transform ng the vectors into a | ocal

coor di nat e syeaienwist o Boindast a@nentiie RCRHER i 4HR0gs!St AeCRSERG SO Hifd a
< coor di nat e SRR WREKeIN PP ELRISERS 2t T PEHEY Bh SUPRITOa TR,
conput i ng powedth waeforizedread segments, somnpeging: for real -time i npl enent ati ons,
2,3: Eh: zgdggf\%; 2' @??egmﬁga%r%aéﬁiﬂ S%gsi%%%cﬁé#io?l‘fhglbioﬁ%ér& \ﬁﬁ'lq a' Poaee Nt r al map
segment and a reference direction in the orientation of this road
segment;
successively projecting vectors, each determined between one of
the positions from the aforementioned status messages and the point of
intersection, onto the reference direction so as to obtain a sequence of
projections; and '
detecting a crossing of the boundary if a change of direction or
sign occurs in the sequence of projections.
A crossing of a boundary can thus be reliably detected with
certainty using simple means; detection errors, as they occur with a
turnaround in front of the boundary, for example, can be reliably

excluded.



A preferred enbodi nent of the invention is characterized by the additional
step of validating the crossing of the boundary if the absol ute val ues of
the two projections before and after the change of direction or sign exceed
a predetermined mninum This also allows inaccuracies in the position
determ nations to be taken into consideration and particularly reliable
detection of the passing of the virtual boundary to be achieved.

Anot her preferred variant of the nmethod of the invention conprises the
additional step of validating the crossing of the boundary if the nornal

di stances of the trpe Ffb?éétioﬂgsob%erﬁogiﬂgn a{é@brs! mte NBIRefalerfbier ection or
sign with respect to thé reference direction do not exceed a predeterm ned

maxi mum  Thi Slirgeléan Femie ealeerined it 2 yaselyodkWaysabresfdast oceit® to be
excl uded when{qayaLing (RA i&?é}{t#axagfég 6‘]853 ingqgggmﬁ by findin Detorgcond

aspect, the invention creates a r aco ti ng a vehicle
usi ng a predérerprodutts otthei wectors mathvtbéirefeesncardisgictign,candoabrasisthguni t  t hat

et bon BB Bhnchly BB e 4 CanB SR o LB PR 2L e
after each oransaternatives taibodinmarstsefgibe, inwdaetioni, the Drojeetingil dobedyon i s

configured t tth.the aid gof a.processor and a fransgceiver, connected
t her et o, recg'ilw\goé’f“qgejg‘? HHeC'St t'es @ g%p,ordlnaEe Syﬁé’%c‘f‘”t% cation

usage by evalgRidite Hircctdh A€aRé x0aEs ShAd UP cFRERROSS IRE BduARafyNR _
position(s) indicated therein with respect to the@predeterm ned | ocati on;

transmit an i9EAed Py & ChANIPRfRaN ot Hernaroraimatag: Botivaraiie CANIe addr essed
PLAT L g BTl bl ouphon huenaige and [ hen
over sever al suable fafenealitinee imiemestations, both in decentralized map

matchin.g OBUs (thick clients) and in central map matching servers of a’

road toll system.

A preferréd embodiment of the invention is characterized by the
additional step of validating the crossing of the boundary if the absolute
values of the two projections before and after the change of direction or
sign exceed a predetermined minimum. This also allows inaccuracies in
the position determinations to be taken into consideration and
particularly reliable detection of the passing of the virtual boundary to be
achieved.

Another preferred variant of the method of the invention
comprises the additional step of validating the crossing of the boundary if
the normal distances of the two positions before and after the change of
direction or sign with respect to the reference direction do not exceed a
predetermined maximum. This additional checking step allows a faulty
detection to be excluded when traveling on nearby parallel roads.

In a second aspect, the invention creates a radio beacon for
identifying a vehicle using a predetermined location, the vehicle carrying
an onboard unit that via radio repeatedly broadcasts status messages,
which each indicate a current position of the onboard unit and a radio

identifier that changes after each or several status messages, wherein



Jt is particularly advantageous if the radio beacon is configured to
receive at |l east two status nessages and associate these with each ot her
based on the radio identifiers indicated therein, and detect the

| ocation 'usage of the vehicle by evaluating the nutually associ ated status
nmessages based on the positions indi caé(_ad therein with respect to the

predeterm ned | ocati on. The radi o beacon preferably contains a
cryptographi ¢ sender certificate and is configured to transmt the sane
along with the identification request. In a third aspect, the

i nvention cregd ?§di6”?0r ﬂai%dcc}HﬁhBEdeWi{rﬁitw aft BF %CE%%QésoraaﬁtPtae' lite

navi gation recei ver positio etermnation, and a transceiver for radio
conmmuni cat i ofrangbeives conniectedrtheratal unit is configured to repeat edl y

br oadcast st at us pgcsewegg@egét% %%Q%@S%ésggg%he transcei ver, each nessage

containing a position detérmn thesatellite navigation receiver and a
radio identifier détdcha dodatian dusaget by levbluatiaggtes aff teast omeestatusst at us
nmessages;

Fequest bei ndeEaPELTET S S tRoPeuoret M fecn ERsgeol it ang
cont ai ni ng a peeyemginepMaatisender certificate; to validate the sender
certificate; and itljangrrr]ﬁ gr?rirgeriti?ic;/t%ni (rje’que-st %g that onboard “unit which is

addressed by way of the radio identifier of the at least one status

message; and then

receive a unique identification of the onboard unit that remains the
same over several radio identifier changes.

It is particularly advantég'éous if the radio beacon is configured to

receive at least two status messages and associate these with
each other based on the radio identifiers indicated therein, and

detect the location usage of the vehicle by evaluating the mutually
associated status meésages based on the positions indicated therein
with respect to the predetermined location.

The radio beacon preferably contains a cryptographic sender
certificate and is configured to transmit the same along with the
identification request.

In a third aspect, the invention creates an onboard unit,
comprising a processor, a satellite navigation receiver for position
determination, and a transceiver for radio communication, wherein the
onboard unit is configured to

repeatedly broadcast status messages via radio using the
transceiver, each message containing a position determined by the
satellite navigation receiver and a radio identifier of the onboard unit that
changes after several status messages;

receive an identification request from a radio beacon, the request
being addressed to the current radio identifier of the unit and containing
a cryptographib sender certificate;

to validate the sender certificate; and if the same is valid,



Lo transmt a unique identification of the onboard unit to the radio
beacon, the identification remaining the sane over several radio identifier
changes. The status nessages of the onboard unit are preferably CAMs
according to the I TS-G standard or BSMs according to the WAVE st andard.
Wth regard to additional characteristigcs and advantages of the radio
beacon and onboard unit of the invention, reference is nade to the above
descriptions of the nmethod, and the description below of preferred

enbodi nents, which is provided referencing the acconpanyi ng drawi ngs, in

whi ch: FI Gto Fafdinita @hi§se RIEAtificatioviedf\the WnBbargoirioRehbSadiot i ng Wit hin
the scope of the nethod of the invention, including the radio beacon and

several onbo&Edcemi the ofentication ef@maiping the samg ®ves sevRid! 42@iPock di agr am

and also a Sii&lé"rﬁ‘i'fiaf&?éﬁg%@?” of the method of the invention; ~ FG 3
shows a sequence di agram of the exchange of nmessages at the radio interface
bet ween t he radi o Theastatus andssagaesaofdthendnhoard unit arel BefetablyobAMe schemati c

overvi ew of t ve object 0 b gi a ; FIG 5
shows a fir stagg?@ﬁ}ﬂ ﬁ%e gﬁsg@?reﬁt%%%%r%& gesﬁhesgtafg%rd['ﬁegocrq@é;s}/iv ﬁ\g/Eof a
boundary by wndatd.vectori al inner product finding; and FIG 6 shows

a second enbodi nent,...of a thod.for detecting the crossing of boundary by
way of coordinate 'Phﬁ%qa_égﬁﬁﬁoeﬂmona_l cﬁara.c%_e.?r %Ci ag'Ho Va&h%&dc’ft @]Iel system 1
-as an exenpl aadiodRLos ahH @AbeArd iift 6TABtiMVdNtiSh | RFeraRtdRMNade tdithel Nventi on,

conprising a back office 2 and a E_Héral ity of g,quraphi cally distributed
roadsi de r adi@oMe deseriptiops gfthegoetiod; and dhe fessripyon RglowpiPeiRiiedct ed

thereto. Eachngfodifientsadinvhidheasonstondbds réfelréﬂeiﬁfdtr{eadé& #ge range 4,
for exanple a wreless radius of 200 neters, w thin which predetermn ned
| ocati ons sudciiawwgponmticts ("virtual toll plazas"), areas 6 (for exanple

parking. 10tS). bOWEa]IhBuE 4 EOerRARTBLEVAN bHEbmBaEHS SEund ORI 1Y
the scope of the method of the invention, including the radio beacon and
several onboard units of the invention;

FIG. 2 shows a block diagram and also a signél flow chart of the
method of the invention;

FIG. 3 shows a sequence diagram of the exchange of messages
at the radio interface between the radio beacon and onboard unit;

FIG. 4 shows a schematic overview of the movement of an object
on a digital road map;

FIG. 5 shows a first embodiment of a method for detecting the
crossing of a boundary by way of vecforial inner product finding; and

FIG. 6 shows a second embodiment of a method for detecting the
crossing of a boundary by way of coordinate transformation.

FIG. 1 shows a road toll system 1 as an exemplary application of
the identification method of the invention, comprising a back office 2 and
a plurality of geographically distributed roadside radio beacons (roadside
entities, RSE) 3 that are connected thereto. Each of the radio beacons 3
has a limited radio coverage range 4, for example a wireless radius of
200 meters, within which predetermined locations such as points 5
("virtual toll plazas"), areas 6 (for example parking lots), boundaries 7

(for exémple virtual gantries, inner city boundaries or the like) or road



,segnents 8 are defined, wherein the locations 5-8 can also be entirely or
partially |l ocated outside the radi o coverage range 4. They are preferably
| ocated (at least partially) inside the radio coverage range 5, which
sinmplifies the association of a radio beacon 3 wth the |ocations 5-8 for
whi ch the beacon is in charge. _jﬁq radi o beacons 3 detect |ocation
usages of vehicles 9 that pass the radio coverage range 4 of the beacons,
which is to say whether - and optionally how long - these use one of the
| ocations 5-8, and identify such vehicles 9 that use the |ocations.

Vehicl es 9 t Bagmepts'®hreldetinedy whbreimthe I06aI0neI5s8 2al affocbeOhitirky dre
identified, which is to say renmain anony r the purposes

nous. Fo
nenti oned ab®@diallylocalechpelbide the Jadiocqueizgedange A- bhgvaredPrgfrakly ( oBUs) 10,

t he confi gur atd of whi i ; i I i sed on FIG
2. Acc?)erg?énhg?%toygl%’lsgbagﬁélIgg(t:?ﬁs@%ﬁ]ﬁéoaggngg\{és%ggargg ?e 'l \Ptﬁ%ﬁnavi gation
recei ver 11 sonpléiesdhs asvedigtiorepbatradio detasonidnwitly thédoaationpe bt far current
position ("posit.i fix PL P2 Pi in general, of the unit in a gl obal
satellite na\%é%}ﬁ%grpeﬁég?gsrﬁh( " such as GPS, GLONASS, Galileo or the

| i ke. Moreover, teeGBtHiolPeaconsqBidetent lacatlonaugagesests oehidigs énthat

transcei ver 13 n%(rarei n sone of the d@ha connectincy)cgf. Qet ween the satellite
navi gati on r O88F (1% raflic COYELAQR @Nge fHOTING DERGRRS, MK} 1519 SgY MN&E s hown f or

clarity reasongnd optionallfReici 866 -NuEEE alseldns Ohan@tlibeaiohy slenahas a service
- application that can be executed by the processor 12, for exanple a toll

appl i cati on, IYtIBHSUcAVehiriee? dhat uretthe {aatiens Ve hirdes 8 tRat SloiRl UsRe back

of 11 ce 2 of L9 Jrafd|dcalibno 6% 878 ot b B HRAGALY Wifth W 1d sRPraifaRr | bed

hereafter an or this purpose an OBU identifier ulD that Is unique
- ("uni que | D" @npnympes.road toll system 1. For exanple, the OBU

identification ul ' i IS Loni j & f oBU 10, the
name of the omerPPﬁg{r.éegﬁfp%tsgg nan{gﬂ%ﬁ%&%%g?ﬁ@‘f t%?r?/(e%ﬁluwgdon whi ch
the OBU 10 i wittoonbeard anitsic(@Biné) d0, dhedcanfigarationdentwiicker wilif behe vehi cl e
owner or the J|ike. In the ad tol| s m1l, the OBU identification - 12
- ulDis knoWEstdadip ’%%f@lgeg‘?'ﬂi’?f@dzo’h%@#%r the radi o beacons 3 and can be

used there for idaatordiigndot FeGVehi eheh 9OBIAL 1@ agdrhBssdsher SRitbllite
Ref erence nuneral 15 denotes a security a%I i cation which i s processed by

the processomaygation reivgy &f IRi EHCGaREVeBU repealad c A8 EMIING rBBeat edl y,
pref er abl ¥ paeadiGall ioAPRATBbBANORYRT B, 160 Top, IRI@AdRASHSE St at us

message 16 via the transcelver The status nessage 16 Is I ntended to be
“received by @Bisini@ giobakisgtaliiei ngvigatidncisgstemn 4BNSS) puetudAsd&SPS,

| nfrastruct “réggfoﬁh{g% %?zliﬂﬁgforg@?hg Rgaegs: t°11et ﬁ%@b Wf&“%im{?@poéﬁ@ﬁ‘?r a

confirmation recei recei pt; e appl ransmts
st at us messagescekSovi 2 tdred ta atracsdeiver 13, nelyereoll esosneof ofwtilee héataor not

oA AT N S T T S
and transceiver 13 are not shown for clarity reasons. - .

Reference numeral 14 schematically denotes a service
application that can be executed by the processor 12, for example a toll
application, which can cooperate with the radio beacons 3 and the back
office 2 of the road toll system 1 in a manner that will be described
hereafter and for this purpose has an OBU identifier ulD that is unique
("unique ID") in the road toll system 1. For example, the OBU
identification ulD can be a unique production identifier of the OBU 10,
the name of the owner thereof, the name of the owner of the vehicle on
which the OBU 10 is mounted, an account or credit card identifier of the

vehicle owner or the like. In the road toll system 1, the OBU identification



,Each, of the status nessages 16 contains (at |east) the |ast position P, of
the OBU 10 determ ned by the satellite navigation receiver 11, and
optionally additional data, for exanple the speed and direction of novenent
(movenent: vector) M height, neasurenent accuracy, and the |like. Each
status nessage 16 is provided with a_§gpporary radio identifier plD, so
that neighboring OBUs or infrastructure can correlate, which is to say
associ ate, consecutive status nessages 16 with each other based on the
tenporary radio identifier plD, so as to be able to determ ne, at |east

over a short ymefsi @dwif tottheBack beicBV&fESI theakbiobezroas Baind caf ben OBU 10
based on the positions Pi fromconsecutive status nessages 16.

Onboar d uni t Ysabtheminridgnifying e Yehighe Pithaliqagigs s @BY. sendi ng such status
messages 16 are dpbfdngittd Hanlé?all ﬂ_§d@ﬁo%§da%\éﬁnﬂyl Egﬁlcﬁggn Mith 5§ andar ds,

for exanple. Status nessages his type are referred to as_common
awar eness nepsmgesed GxMhe @rqqe§s¢rr$2c5n%tta/nmn/d0ﬁmdﬂ% e PRBUsHP et y
nmessages (BS orary
radi o identi cde@s&%ﬁ f@ﬁ%@g?& %%nrgg&%%@g%"g%%ﬁéé ‘?y ﬁg@p
tenporary | P&sa@dmaak:astsaa wm:sad@seage d>6 vmmedmamml\@ddﬁeé'be(ﬂtawhe oBU 10,

an exact or prefera ener al i i (l ocation
coor di nat es) Prtﬂs ?%eeblé_%@ irﬁ qﬁd ?chgelf g&gsn&ﬁ@égg gstnlgP btolnﬂgh
tenporary rademClleé@bha/berroédsﬁaecmnabthmau@/@ucb%sltderrtau@a&eataonsme posi tion
P, of the OBU 10. The radio identifier plDis not known in the road toll

system 1 or “#pd {IReuikRs IPEBRen accofigRatioT &f raceiBt ARRAGHE! eckiBt HAR no

si gni fi cance abpRiaGonf S t@h%m?ﬂsestatds FsAYSP 1BevinatHiorayssalactigd by an OBU
10. The radio i1dentifier al so "tenporary” in the sense that the sane

changes af t eregar@gss p&mhéfherﬁmm\@ﬁ thersesargtrgeeined 9y feEeCelyeE0NWEMSH suppr ess
t racki ng of cyl.a e NpEX p d gl e, the
radi o i denti ?Pgﬁ{at"meFsggéﬁgnég %h %Irsgevgr'tfﬁpgégﬂ fb(r)ldtgh?)%g@,ndﬁ, preferably
every twenti etebcdms 31undhhedOlBUss‘tQat us nessage 16. This nethod is shown in
nore detail in th epce ram Fl n native, the
radio identifier EF‘ qu H'P? Eaﬁlé S%P?%r%a g’“?d%ﬁ é?%fésas maérrg%erl od, or

t he change cagsiién P?bﬁﬁfe'@BUym)dététrﬁﬂed\Mylthb satellite rm;gaauppemd by the
onboard unit 10, while the same is present in.the ra |o gqe\I range 4 of
n

one and the d4ngng aﬂﬁ'%‘aﬂé&ég'ﬁ'oﬂa' , FohP@mpRie fbe 8reed it 10 can

have previ oushyepiett %dveﬁféh{r%tt@ﬂ mbm&gﬂthme%ba@nﬁéntté&umgl @ngover age
range 4, for exanple int formof [ists or or hav een notified

t hereof by athadik® Bedwﬁatss mrsspge i 16 isherqvitad mthp%rtwaaoméa@asts of a
radi o beacon; %nglelaﬁllj)asro t@h %@ﬁ gﬁ@;%fsy%lnfr%gtrﬁagre%an defefatded bel 0‘,"’

According to transmis status nessages 16
here denot ed whjchCAMa, s&@AlBBsoRABB consgcutive Glatyis inmesgages eil6 with edeb exanpl e

shown, the ra 0|det|f|er | Dn_ch e fi h t at us
nmessages 16, H t%AM %r‘#%?qﬁ%f“ %FBHJ)ZSO bé bte ortt At the

ith status m&mgﬁwﬁﬁiﬂea@hevém smlt cpe'ndenoﬁ fimer tive Dnovanemeplathn << i)

As a result, it is statist] caI E t hat’ consecutjve status
messages 16 ¢HACHONE AR &BY P?ls £XC) ﬂt 998 dd Wtq?é‘s?ﬂ'gWFl cal radio
identifier plsytué his88es 16. i s only during the change of the radio
identifier fromplDn to plDn+i that a direct correlation of the status
message 16 bef or e Qtbgargd tiaits f1ReCarmRIisNg sRfebharplicdtians denfor 1se8fiNgs not - 14

such status messages 16 are defined in the ITS-G5 and WAVE (IEEE
802.11p) standards, for example. Status messages 16 of this type are
referred to as common awareness messages (CAM) in the ITS-G5
standard and as basic safety messages (BSM) in the WAVE standard
(notable SAE J2735). The temporary radio identifier plD of a status
message 16 can, for example, be a temporary IP6 address, a MAC

address or pseudo MAC address of the OBU 10, an exact or preferably



_possible. In this case, a correlation of the status nessages 16 is al so
possi bl e by tracking the novenent history of the onboard unit 10, for
exanpl e by eval uating the speed thereof, directional vector thereof or the
like, be it that this information is provided directly by the OBU 10 in the
status nessages 16 or neasured by theqgadi o beacon 3. It is also possible
to store properties of the vehicle 9 that carries the OBU 10, such as the
vehicle width, length, height or the like, in the OBU 10 and for the sane
to be conveyed in the status nmessages 16 or neasured by the radi o beacon 3,
so as to i ncyeréralizdtbgésyraptiitaligositioh (Idvationicoeldates). of the OBBckOrding to
FIGS. 1 to 3, a radio beacon 3, which receives the sta ﬂs nﬁisa es 16 of
all OBUs 10 pai¥ We iln tbﬁé'm%}ﬂﬁtoc%étﬂ%ﬁé“ﬁ’%ﬁ@br%e'? r‘éﬁ‘é‘ fr P14 C@fus able to

assoclat e the 3! Ui HEPRRAGES OURY bosifian M 0of fRITBLPA. ITHE dieBY 10 Wi th
each other based on the radio identifiers plD and thus track the trajectory
of the OBU 1@lebtifirrcb|Bris nhtknmygi initbesoqd tolipsyptanhil or be sokack affiee 2adi o beacon
3 according k - 1 S@S e j 18 and an
aseoci ation prodisieds TRaRols Sl Aod Ao R K T lrers
the flow of aamiadonige saadarsly reetesherk by l8h MBLh 1Pedbe dadio identifigr Png radi o
identifiers D ,and feeds. t.he posit, Pi u Y. .at ed status
messages 16 5l§°a%?W88¢?i%g'"ptB%€§E§eE'Baqﬁﬁ&gat”ﬁéegﬁé ess%{t)érr i@agﬁgtﬁsses. | f
the radi o i danimbkr 6f staRlsindésaret |1 woas espapplesotratiéngofa paditaldPi or to

geogr aphi cal positions generalized refrom the assogciatio rocess 19
can al so car QPGP OtVﬁéagrﬁﬂ?&fjeﬁg%ﬁé'}teqrcﬁ%‘aﬂ'fpl%ﬁge§”Ei?L'fge"ﬁhgrséllggg 16 with
each other baggehed) afeRVENESIN d ShAsandtt, rmefdrally Jevety thentidih) td0. The

tracki ng process 20 thus conpares the positions Pi thus obtained to the

pr edet er m nediuhdredth, siatus raessage 48. (Thigaedad isothaWoin Megydstallin - The

| ocati on usa ' e ' i variety of ways. If the location to be
detected is g%p%ﬁhemg?%géq?%@gdgi%% %'sage can, for exanple, be detected when
a predet erni ned néAstasr akkernativep dhe tadio edentifipopilt cambeldabanped [afiehBed i nsi de a

maxi mum di stance . am.fr th ol n . e {i J 6, a

| ocati on usaé’éecfeéﬂm'f‘%&q@(eaﬁsﬁ%q’ %reageFé%é%d c\%\ﬁgbﬂe %8%?{('3 (L,f e%rnﬂ‘l{tﬁdgd nunber or
a nmean val ue wificPRrSid s@nsuppressediby ther onbodf unit N8, whia tife shinetise | ocati on
is a road segnent 8, a |laocation usaﬁe %ar} be dettﬁct ed mﬁgxh f or _exanpl e,
the posi ti on®regent Miedadio GoValRge TaHIe AL QNI aW thE SaMESFHNRSRE  r om t he

begi nni ng t hey aoj th%l b®os8diHehensedrd @it 10ays hade apréﬁﬁdﬁy edtofieaed

succession of nultiple consecutive road segnents 8 or the [ike. If the

location is dfpuoatitiygbout thipien of His trdhe sPVSragafargest. 196 ¥ABRR Y del i it
the scope ar QH@%rﬁr@ IE§ Hmaps, P Radl BaefR aniﬁéd‘ﬁneFé@@g%&WBeé@on the

| ocati on usage can be detected as a crossing of the boundary, and nore
particul arly 3, betihie thaferer of pextodtirbaddastsieba radie pepeeredfor&s RAM ®f ref er ence
to FIGS. 4 tq. 6. Sj ARl i fLe iment, the radio beacon 3 can
detect a Iocgrt’? Hﬁsﬁg%%sezé{z@m%%@%ﬁ%?e' status nessage 16, so that

t he associ ation ppeeesiingl% RIG. & tabi OBLAtIOd refdeatddly dranasts $tatusexanpl e, a
| ocation usage can be detected wh a _sj.nal sitign Pi _is l.ocated wthin
the maxi num dPeisgaes tn %?@uﬁ?i”qtﬁ‘qu'oicﬁ‘i%j, ¢ % _r#’%"ﬂé"ar%ra%é'ﬁ'ow on a road
segnent 8. | fodnBealSipinéeSexmasiathohd, €98 radibsidestitier iDalchdrdes afech as t he
speed and the novenent direction, notably a novenent vector of the OBU

10, usage of the Ifissidbiegnstatus messaoBs 1§06 SAM M2 AN fioah 81t 1%Nn of the
movenment of the OBy 1Q, b h titnO Lttt Uh8ssyee AMatknd hifth Uiaidlo J ust a
nonent ago usdggf’ I'S i]%tfﬁréﬁ'p/rg%g@éssft o% ugk‘lE ng,sor wi || I’shortly use a

| ocati on, f oridentdieppiassed gssed).or will cross the boundary 7. As

soon as the tracking process. 20..det . i : OoCcess
starts a service fﬁp‘f‘ F%séﬁti gﬁs %‘f“%}rﬁaﬁﬁbl&@f%ﬂéﬁtg#g@ g‘?ﬁ%%fjg\;%]gtcaasl on usage
and whi ch t hempssagessi® can baviassodiited asith edtte otheplbased ionrthe iderdical f or

exanpl e, be a | oggi ng noni t ori ng Jol aubhgri.zat'%on servige, so as to record
the detect ed PEaidephlielspifl theregk it i OBl AHENG fie §BA"9P oF BF Wi tor t he
sane, or aut haehtiRr Attt penalo PIGRS thatch afettheowganombiofeasiaeress _
barrier, or the like. In the present exanple, the service, aEpI ication 21 is

a tolling sermpesagen’® beferetand afientheechafian pf thenradip idgniifighds #8h i npose
tolls (charge fees) for the usage of the location by the OBU 10. - 16 -



.The service application 21 now transmts an identification request |1d_Req
22, optionally together with the service identification sID thereof, via
the transceiver 18 to the OBU 10 having the radio identifier plD that was
indicated in the status nmessages 16 associ ated by the association process
19, refer also to FIG 3. The identifhgation request 22 preferably contains
a cryptographic sender certificate "Cert" 23 of the radi o beacon 3 so as to
aut henticate the sane with respect to the onboard unit 10. The OBU 10
addressed by way of the radio identifier plD receives the identification
request 22 apdsdigewai ds tchse Sarmrr’emtbheofctbers&aﬂuendesu;gpsotﬁassalsmhl ch here
is the toll application 14. If the ident |f|caf]| on rﬁ@?{ . 65 nta| ns a

sender certi PPesble %traﬁmag@@rweéwt sfoRy PR QD Tt he
certificate %ﬁaﬂnB gaﬁy( QRbILAARY 15d 2Peed thérest, &becnbﬁalt\mcwcmétedflcsrat eis

aut hentic or vall remai ning steps are carried out; if not, the

i dent i ficati 8e ik lbssit ﬂm this infgrrpakien s providedsirectiby dhe QBIAAIN o t he
|dent|f|cat| est cation ul D
12! LR BAed 16 A 8 S5A 080t 3 T 1

consi st ent I ypuaanraetoestere omerm,sl of pree VehlaI¢Q8§h@1f caries rthalQBUd{Cht ifier plD,

see the declar e 5 ha, U t he
Cranscei ver THOBPOMNE EGToindeRos” eight ol el M ind OBYLT6 8

decl arati on m&agen@torwc@wwaamtﬁeestamswhessageemta éri rmeasurBd @ t he

pol ling service a Ilcatlon 21 of the radio.be so that the

decl aration MRS beagony: s@tﬁ?ptpl"é‘ife?ﬁeéﬁ? rtegat[)ﬁtg 026*?"% eUTelation;i ce
application 21.  AccordMgOi® FI@Ys.ONnto BNa raBid Béhdod 3,demth réssived the t he uni que
identification ulD theréof with respect to the servjce apggfdcatl on 21, and

the latter istataemeassages P ohal F»?eBLéseFQupéé'S'Paé'hEherfaéfo SIUSTRFRIrANGE
certificate g3ufLhes el nik ta'BJeg £ RS cidte th@%té@ﬁyrﬁ&sfageé he éjihatMap! i cation
14. Additional "service-specific nessages Msg can now be exchanged
bet ween t he tiramacwrtiaiarl@Bbf 1@ MthCﬁchmthahbawdeOﬂ rtramsa,cb@mntligrs()f t he

radi o beacon h r I JEssages 27 can
be service pz?iq% n%fth gér@ﬁgéﬁ? |tr§ha§ J,—?Cq‘? ﬂ%?OEﬁ?m icﬁhgtt e usage of the

| ocati on. Ther, (e thidepurpddes &tie raalialb&acan3 abomrdmgetmﬂlé 2reshgprises@ a tol | -
17 - account in the radlo beacon is debited

b i.ch
the tol | feedPrPeissphé I%HQP?%V%Qggaé‘d %&gaﬁf’ael(‘t%ﬂ{a?ﬁfégw Igr? fntification

ul D coul d be repmRabPd1Y O ptetlesb&AShnd ORMMidtEdfiltdreatie (e eoenariving
identification ulDref that was previously stored in the radi o _beacon 3 or

the back of fistetug, masspges 16 wiBntregald tiRe GoFeAting; dadiPordeieiss

aut hori zed, f a 0¢RhH OMuRlalll €a8doatad Ssfatisce.

As soon as tr@br% Abé;dgcgﬁe 3Egﬁ§&15ﬁeﬁ>£ﬁ 10 Havaeybeen aut hental cated with
respect to eandassagleeHG tora fracking praness\20cihal thgtpropessor {1BProesReer-
certificate of t b foletyapally such as
t he decl ar at ﬁgﬁ]%%@gg%&%g §&fﬁge§| sgé rﬁ%ssésbg?j\e/t:ag@g ssages’D @Tt{can be
transmtted |geo@ram-y¢u| qﬂasftmnmganterallzedrmdrejranmt thef agsocigionf pocessanpl e as
encrypted point- oint co

ni ¢ encrynt e SJA ssion
channel coul d Fﬁré? QiR Qpt %HBF??‘P&? '\9[‘69 ah% SJ%%%% cation
network (not \§ip¥kdh othBFbasd a{ am@\/etrﬁmmio@ (Mrdcxirfgacef th6 OBlOr0exanpl e
directly with the back office 2. a Si llflf% % Pﬁs in which
the radi o beatinirackig:Brasgss B@ﬂ'ﬁléﬁﬁ?’ap?@slthﬁé’o AR FousSARAINEd Hir el y used
to identify tHS @élét&r'{@ﬁeo‘alo% 6?%1@819? a%h@d@%&fd&bﬂ&dué@@é‘st' fications ulD
of the onboar unlts can a SO sinp be recorded - preferably in each
case together witHhhe lmahcantnsagemastmrgetected in a vasiatyr of wayefifthe radi o
beacon 3 or bhac ffl ce 2 f (o] r esuccessf ul
| oggi ng, aut HFFEAL 1OR° SFtetcgﬁq élsnaggéwgol%o@g?l on" ey CarFofhe rarﬁPo beacon 3
can transmt ie defettednmhéroa predetageinéd kitntber the mn mluerof@nsmpm onal step

27" and transmit jn this nessa ti aII ag a unl con

i dentifier blD isT éaéuni@ecédﬂg’f'éﬂ"@" 58%@8?1 & 8O ? IE?:@? ved from
radi o beaconsp3aiilist sReEA 6, A Idcafst UsBge ro%&pwtex&n;bleSbe hisgemed | denti fier
bl D received in one (or nore) of the status \;’ﬂ?ssages 16 apd/or..in the

di scl osure of Whem aj RTefetefmegdi MIMRATP t$ 818865 Va PSRN ERSIMINN i n st ep
25. The radi o beacon 3 can thus ignore or suppress status nessages 16
and/or identification transm ssions 25, with which the sane receives a
beacon identifier blD _



.- 18,- that is identical to its own beacon identifier blD, so as to avoid
~doubl e processing of one and the sane passing OBU 10. During the
detection of |ocation usages in the tracking process 20, the positions P,

of an OBU 10 can be inproved by conparison to known reference positions -
or at least to third-party positions_ybat are subject to the sane
measurenent errors - as is known fromthe field of differential GPS (dGPS).
For exanple, the radi o beacon 3 can have a dedicated satellite navigation
receiver (not shown), which neasures reference positions Pre j of the radio

beacon 3 at aRPsR4dTBE HeViobifors ANE rdddBsgréntVd) i Lidchiith DOsdd EampePi are
generated. Havi n? know edge of the previously known position of a

stationary rdatestasewbem far examapigote pasitions; Pidrdieataitiaval 0y thegntie satellite
havi gation C?dlh)c}t %%}"?@ Eglff’o%?%é B?éiﬁbiﬂg'tﬂ@rebf’ﬁ P\Pe & fPOstEoPRald) ONS Pre,

- which are s ppr oxi ma qui val ent nmeasureneht errors - and
measur enent enraopredetenminedssuseessiom ehgwittipte Eensecutifeeroadsegmeant®8 in FIG 2.

The respective, positians,Pi .determ ned at_sjmlar.ti for t.ghbori ng
OBUs 10 coul §' quF?I '?%&ogé%%HﬁQW%gwr%? %Ecécienttnﬁ@ ﬁ?é‘a%lg&bgrent errors
of the positiuess tbidefmitetnet scbpey amun@Bhk Iibimtf 5 theeamst 6 or the roBGS. 4 to 6

j ocat.ion gtﬁage as part
Bn

h ticul arl {tabl e method f det ect I
of the trackSRYMBRbELSbeTRoatinfeuRRas 6 be eriegledzas ¢ Forng

particular t@odgds Faﬁd%@@?ﬁﬂic@farl? iRaHBdABNNET thelGlikive BEscripedndary 7 can
al so be the delimtation of the area 6, the circunference of the point 5,

or a border &etaaier with refserncedgid@s. 4,10 for exanpl e. FIG 4 shows a
sectional view of |rﬁadg.manﬂgd ' QAfodRRN ,%n@ogsgﬁd HedoR PIcdhabdibyt gf road

segnents 8 that forma road system The ro segnents 8 are vectori zed,
- which is to $woatidefisagd alreadyciomaz single tshatustraessage hdsetiatniepoi nts 33,

From the pri aroapion prosBSttb bR ERhEIRET t s LB MRPERECS, et

one virtual hepatidarysage dare beodetdated Wheara aingte lpesitional®eld latatede starting
or endi ng poin

or ending poLg inBt%’e ngiof a road segnent 8 embﬂgni S it a4 Say, aé trhe
g si the rgaximym distange amAPUNGAhe DOt e AeaR OTcase, the
boundary can daes Fasddpica 8. 0 the sAnE9 Fhatisage WetdontdiRs aliditibesaiatoad segment s
8 such as the speed and the movement direction, notably a movement

vector M, of the OBU 10, usage of a location can also be detected when

an extrapolation of the movement of the OBU 10 in the past or future

shows that the unit just a moment ago used, is in the process of using,

or will shortly use a location, for example has crossed or will cross the

boundary 7.

As soon as the tracking process 20 detects a location usage, the

process starts a service application 21 which is in charge of this location

usage and which the processor 17 will process. The application 21 can,

for example, be a logging, monitoring or authorization service, so as to

record the detected location usage - identified for the OBU 10 - or

monitor the same, or authorize additional steps such as the opening of

an access barrier, or the like. In the present example, the service

application 21 is a tolling service that has the service identification sID

and can impose tolls (charge fees) for the usage of the location by the

OBU 10.



.The boundary 7 can be defined as a vectorized section having a starting
point Tl and an ending point T2, based on which the point of intersection
To thereof with the transversing road segnent 8 can be directly determ ned.
Al ternatively the boundary 7 can also be defined directly as this point of
intersection To. The novenent, qf_a vehicle 9, which by way of the
OBU 10 successively determ nes p03|t|ons Pi ("position fixes") in the

gl obal coordi nate system xg/yg, is represented on the road map 31 by the
sequence of positions P11 P2, ..., Pi. In the exanple showmn in FIG 4, the

vehicle 9 travel sTRg sbRfcd Q@ﬂi&@ﬂoﬁb@%\l\ﬁ@%lté, é‘ﬁ'ldéi'\'tlﬂéhtfdﬁerehgéﬁ segnent 8
conpri sing the boundary he vehicle 9 passing the bQundary 7 is detected

as follows bydRef a&wm\@ngﬂy tdgethes svithi thassepyice identificatios, sIB thewas t wo
exenpl ary copg eﬁﬁgttha‘ﬁ%ggf?/%“l%%? déDbBLj;Jrﬁ'éravwgse O lSadRiRr ’Ca‘lﬂefﬁat' medi at el y

in front of and oun I'naccuracies of the
position det wa:mndrcam inftbe s&a¢asrph&ss@gl8516rmomat&d ks the besquietioni ons Pi ,

Pi +1 are general | | ocat agt 0 e road se t t at a

nor mal | di ot AREEeSE 15y el apia IoS! Tie WriffaelORaREE R bretaseBli The
sequence of posﬂatnsoms;ypwgrabhubeéﬁdafcﬁerﬁ?cawobat"zabythsamdm‘b&cmmpl e, a
vector v, between thng Qsi n and the $0| ng t& %ersectg@? To of the
boundary 7 wioti? 3hE B t?@ gisams with respgchiodhe opReard Wikt i ve vectors v,
are subsequent |y Th@rOBmCHo%ﬁ—@és\édeyt\ﬁéy Bﬁt‘h@g'a&%hﬁélr'\tﬁfeﬁgm rédepledct ed onto
the road segnent 8, or nore precisely onto a reference direction Ro of the

road segnent !B idgRBRGAYPN sequanl @R @addprwaTes dta oS talthe coreamrandid. The
reference di peglis an hirerd RCHE&d) bgpﬁcﬁﬁoﬁﬁheﬁttﬁé '.dBﬁnﬁémHﬁ%ﬁB@% segment 8
and preferably - al though not necessari | ength o uni t
vector). 22 Icnntams @nisedder rcertificaten ZSn theGOB) thecpr gjheckittes di are

Wi and the L%ﬂe”%%fn@ o & ?“Zeﬁ%é“'?cai%%ﬂn ah Jeefy gt;&%*@gf‘és’eﬁ!}@%he vectors

the identification request 22 is |gnored.

The OBU 10 responds to the identification request 22 by releasing
(disclosing) the identification ulD thereof, which is unique throughout the
system, which is to say consistently unique even over multiple changes
of the radio identifier pID, see the declaration message |d_Rsp 25, which
the unit returns to the transceiver 18 of the radio beacon 3 via the
transceiver 13. The declaration message 25 may contain the service
identifier sID of the polling service application 21 of the radio beacon 3,
so that the declaration message can be supplied there to the correct
service application 21.

From now on, the OBU 10 is identified With the unique
identification ulD thereof with respect to the service application 21, and
the latter is identified with the service identifier sID and the certificate 23
thereof with respect to the OBU 10 or the toll application 14. Additional
service-specific messages Svc_Msg 27 can now be exchanged between
the transceiver 13 of the OBU 10 and the transceiver 18 of the radio
beaco'n 3 via the radio interface 26. For example, the messages 27 can
be service packs of a conventional toll log for tolling the usage of the

location. The OBU identification ulD can, for example, reference a toll



,d,1 =ToP,1 Ro =v,,, Ro I f a change of sign (change of direction)
occurs in the sequence of projections (inner products) dl1 thus found, the
boundary 7 has been crossed and a crossing is detected. Optional |y,
it can additionally be checked whether the absolute values of the two
projections di, cl,+1 before and aftersthe change of direction or signs
exceed a predetermned mninummn, which is to say Ildd > mn and 1d, +11 >
mn. If so, the previously detected crossing of the boundary is accepted
("validated"). This allows faulty detections due to positioning accuracies

to be preveniggbunt in the Afdid bbHESMNSTor tRé ivdak iofiteSt adfich iid détsitedl the possi bl e
to evaluate the nornmal distances s, of the positions Pi of the road segnent

8. To this et fees fog thenlosrtRN WhRIh NS BRlefRAtiver e idgntificatierdiIB1, s, +1
bof o \ _ . ; :
ol | o1 1 han COFE B EoRbEEARSaY IERHoGE TRt Siardhe P defflcdton 91 872

maxi and | s, €iRrthatewa@s privéousiynstotes indkée madindeacam@ ardke bagk officeo be
i dentical an

or Is -..g1+11 X3... Thi ec Lo a ections,
for exanpl o anahetFadBenibaL eBRrAba 4l B Sy Baid SRRl g °ho
boundari es 7actesshelozatibruderkceive a seriiicé 6 shows an al ternati ve enbodi nent
for calculating the projections dl of the vegtors_ .\, e, hased on the
reference di recti'g%% - Ith%e{_ﬁdk‘?oB?@?%t%eaQ sﬁ@npbq Qﬁehﬂ% 8 reference
di rection Ro gathenfiBatedaxitts radpekct to E8eth theraitfl phRitulse By Oévialyatiopadfcul ated in
the gl obal coordinate systemx9/y are transforned into the | ocal coordinate

syst em x1/ y1heiandepeestiicaie | y3bof 4ppI ANy PeREANO3at AHNSYREEANSNIR  =[ cos a-
- sin cri siRofm@EASatln, WK @sdthe: dedisratift riéage 8 WREMNElerRlfgx9. - 21 -

service messages 27, can be transmitted in encrypted form via the radio
interface 26, for exampie as encrypted point-to-point com'm'unication.
Such an encrypted transmission channel could alternatively be
established via a mobile communication network (not shown), instead of
via the radio interface 26, for example directly with the back office 2

in a simplified embodiment, in which the radio beacon 3 does not
perform a tolling function, but is 7mérely used to_'i'denti'fy the vehicles 9 or
OBUs 10, the determined identifications ulD of the onboard units 10 can
also simply be recorded - preferably in each case together with a current
time stamp t - in a memory 28 of the radio beacon 3 or back office 2 for
logging purposes.

Following successful logging, authorization or tolling of a location
usage, the radio beacon 3 can transmit a confirmation message "ok" to

| the OBU 10 in an optional step 27' and transmit in this message

(optionally again) a unique beacon identifier bID. The OBU 10 can store
beacon identifiers biD received from radio beacons 3 and transmit at -
least the respective last beacon identifier bID received in one (or more)
of the status messages 16 and/or in the disclosure of the identification
ulD thereof to a radio beacon 3 in step 25. The radio beacon 3 can thus
ignore or suppress status messages 16 and/or identification

transmissions 25, with which the same receives a beacon identifier blD



.The yectors vli transforned into the |ocal coordinate system x1/y' thus
result as Y, 11 =v, =[xI1 11+ Y

-18 -

that is identical to its own beacon identifier biD, so as to avoid double
processing of one and the same passing OBU 10.

During the detection of location usages in the tracking process 20,
the positions P; of an OBU 10 can be improved by comparison to known
reference positions - or at least to third-party positions that are subject to
the same measurement errors - as is known from the field of differential
GPS (dGPS). For example, the radio beacon 3 can have a dedicated
satellite navigation receiver (not shown), which measures reference
positions P of the radio beacon 3 at approximately the same times at
which the positidns P; are generated. Having knowledge of the
previously known position of a stationary radio beacon 3, the positions P;
determined by way of satellite navigation can then be placed in relation
to the reference positions Prs; - which are subject to approximately
equivalent measurement errors - and measurement errors can thus be
compensated for, refer to path 29 in FIG. 2. The respective positions P;
determined at similar times for neighboring OBUs 10 could be used in
the same manner to correct the measurement errors of the positions P;
generated by an OBU 10 of interest.

FIGS. 4 to 6 show a particularly suitable method for detecting a
location usage as part of the tracking process 20. The method of FIGS. 4
to 6 is used in particular to detect a crossing of a boundary 7, wherein
the boundary 7 can also be the delimitation of the area 6, the
circumference of the point 5, or a border around the road segment 7, for
example.

FIG. 4 shows a sectional view of a digital road map 31 comprising
a plurality of road segments 8 that form a road system. The road
segments 8 are vectorized, which is to say defined in_each'case by the
starting and ending points 33, 34 thereof in a global coordinate system
x9/y® of the road map 31, is known from the prior art.

One of the road segments 8 intersects at least one virtual
boundary 7. The boundary 7 can also be located at the starting or ending
point 33, 34 of a road segment 8, which is to say at the connecting site



MVi+l The x-coordinates xl, and x11+1 of the transfornmed vectors
v1ll, v11+1 in turn correspond to the projections di and cli+1. A change of
sign, as that which occurs between the projections xli = di and x11+1 =

di +i, again indicates the crossing of the boundary. The projections
xI'i, xli+i here can also be checked, _ijg_the manner described above, for
exceeding the mninummn, which is to say whether 141 > mn and |x1li+11 >
m n. The y-coordinates yli and yli+i of the transformed vectors v1l,
v11l+1l correspond to the normal distances s,, si+l and can again be checked

for adherences Wot&?m@?é(iraéﬁns%?mén% BRX thiSTeede, MR BouMbdrgcdrSbko say
whether Iylil < maxi and lyli+I1 < max2 and/or 1lyli - < max3. I n

addi ti on t o chesideregitp pessoaiptast Wihors Ofﬂﬂésﬁé@a segments 8. addi ti onal
nmeasur enent val ues,

speeds, pseudo rangeiéo%ﬁrfﬁé&%r{l Eg,ogﬁb%m%%ge%%tg%ﬁﬁﬁ%ﬁngﬁglt io?)h can
be used to i startng pointvial anthie erdingleoiat fT.obasdd phewhichdké pyirdfoft he
boundary 7. intersection To thereof with the transversing road segment 8 can be
directly determined. Alternatively the boundary 7 can also be defined
directly as this point of intersection Tp.

The movement. of a vehicle 9, which by way of the OBU 10
successively determines positions P; ("position fixes") in the global
coordinate system x%y9, is represented on the road map 31 by the
sequence of positions P4, Po, ..., Pi. In the example shown in FIG. 4, the
vehicle 9 travels on the roadway shown above, including the road
segment 8 comprising the boundary 7. The vehicle 9 passing the
boundary 7 is detected as follows by evaluation of the positions P;.

FIG. 5 shows two exemplary consecutive positions P;, Pi.1, which
were determined immediately in front of and behind the boundary 7.
Because of inaccuracies of the position determination, for example
GNSS inaccuracies, the positions P;, Pi.1 are generally not located
exactly on the road segment 8, but at a normal distance s; or s;+¢ thereto.

For each position P; of the sequence of positions, which here are
P and Pi.1 by way of example, a vector v; between this position and the
point of intersection Ty of the boundary 7 with the road segment 8 is
calculated. The respective vectors v; are subsequently - or immediately
after being calculated - projected onto the road segment 8, or more
precisely onto a reference direction Ro of the road segment 8, whereby a
sequence of projections d; is obtained. The reference direction Ro is
located in the .-orientation of the road segment 8 and preferably -
although not necessarily - has the length one (unit vector).

In the embodiment shown in FIG. 5, the projections d; are formed
by finding a respective vectorial inner product between the vectors v; and

the reference direction Rg, which is to say



_The invention is not limted to the shown enbodi nents, but enconpasses al
variants and nodifications that are covered by the scope of the
acconpanying claims. -22 - dains: 1. A nethod for |dent|fy|ng a
vehicle using a predeternined | ocation, conprising: carrying, on the
vehicle, an onboard unit that via radihg _repeatedly broadcasts status
nmessages, which each indicate a current position of the onboard unit and a
radio identifier that changes after each or several status nessages;
receiving at | east one status nessage in a radi o beacon; detecting a
| ocati on usage of the vehicle b he at | east one status nessage
based on the position(s) |nd|ca€ba t’he %lﬁl °th respect to the
predeterm ned | ocation; transmtting an identification request from
the radi o beacon to that onboar@ uqrp ﬁh£6h1qs addressed by way of the
radio identifier fromthe at Ieast_one_staLus_nessage recei ving and
conducting a |l egitimacy check 6&f: thé.i dermtidifation request in the onboard
unit and, if the request is legitimte; transnmtting a uni que
identification of the onboard unit to the radi o beacon, the unique

dentification repal plige of Sigh I Ranges diresion) oc%ﬂ%”.%‘%ﬁe Qg l&tLof dentifier.
projections (inner products) d; thus found, the boundary 7 has been
crossed and a crossing is detected.

Optionally, it can additionally be checked whether the absolute
values of the two projections di, di+1 before and after the change of
direction or signs exceed a predetermined minimum min, which is to say
idi| > min and |di+4| > min. If so, the previously detected crossing of the
boundary is accepted ("validated"). This allows faulty detections due to
positioning accuracies to be prevented.

As a further validation stage, it is also possible to evaluate the
normal distances s; of the positions P; of the road segment 8. To this
end, it is checked whether the two normal distances s;, si+1 before and
after the previously detected change of direction or signs are smaliler
than predetermined maxima maxy, maxp, maxs, which is to say |si| <
maxy and |si+1| < maxg, wherein the maxima maxs and maxz can also be
identical and/or |si - si+1] < maxs. This check allows faulty detections, for
example when traveling on nearby parallel road segments 8 having no
boundaries 7, to be excluded.

FIG. 6 shows an alternative embodiment for calculating the
projections d; of the vectors v;. Here, based on the reference direction
Ro, a local coordinate system x'/y! with the reference direction Ry as the
x-axis X' is created, and the vectors v; calculated in the global coordinate
system x%y? are transformed into the local coordinate system x'iy', more

specifically by applying the rotation matrix
coso -—-sino
R ) { i }
sinc coso

where o ... is the angle between x" and x°.



2. The nethod according to claim1, characterized in that at |east two
"status nessages are received by a radi o beacon and are associated with each
ot her based on the radio identifiers indicated therein, and t he

| ocati on 'usage of the vehicle is detected by evaluating the nmutual ly

associ ated status nessages based on the positions indicated therein with
respect to the predeterm ned |ocation. 3. The nethod according to
claiml1 or 2, characterized in that the-legitimcy check is done by
checking a cryptographic sender certificate of the radio beacon that is

transmtted by thend eitorsDE a6 ansiainfaty intd e 10281 t6&aInatd §?éteﬁ>.nx‘v;équest -
23 - 4. The nethod accor di ng to any one of clains 1 to 3,

char act eri zethusresbli@st he i dentification of the onboard unit is transmtted
to the radio beacon via an encrypted chanpe 5. The met hod
according to any one of clains 1‘;Io_ﬁ-l ych '%ct erized in that the
identification received by the radio beac is recorded together with a
time stanp in a nenory so as to |log the loc Xy usage. 6. The

met hod according to any one of cl ai,ms:k"tvgl "tharacterized in that the
identification received by the radi o beacon |JS+ onpared to at |east one

previously store iti i dentifi,cat| S s to authorlzethe | ocati on
usage. d-ﬁ"PFeg %EQP%‘S\%(YO idrfb'*t 8‘L ﬁﬁytr?fﬁg Orgied, YSHHAE i ¢ (11“14
characteri zeg, td}n%ﬁ%séé}ﬂi ’dodcﬁétp'rcfjéétﬁin'scd‘ah@@ﬁh veehdnget dtasigradsandreacon i s
used to search for and debit a toll account associated with the

i denti ficati ovhigly ogsuisobetyierntthe H’T@Le&tt'P@ﬁ Xusagd.and x'i1 = gliviTRgaRet hod
according to |ﬁ&]¥at89?né)£ro§§|ﬁb Pt Edhnaarﬁhar acterized in that

" The projections x'i, x'i1 here can also be checked, in the manner
-' descfibed above, for exceeding the minimum min, which is to say
whether x| > min and |x";+1] > min. |

The y-coordinates y'; and y'i+1 of the transformed vectors v';, v'isq
correspond to the normal distances s;, si+1 and can again be checked for
adherence to the maximum limits max4, maxz, maxs, which is to say
whether |y < max; and |y"i1| < maxz and/or |y"; - y'i1] < maxs.

In addition to the described evaluation of the positions P;,
additional measurement values of the positioh determination, such as
orientation; speeds, pseudo ranges and the like, from a GNSS position
determination can be used to improve or validate the detection of the
crossing of the boundary 7.

The invention is not limited to the shown embodiments, but
encompasses all variants and modifications that are covered by the

scope of the accompanying claims.



,the radio beacon transnits a beacon identifier that is unique to the radio
"beacon to the onboard unit after | oggi ng, authorization or tolling of the
l ocation usage, the onboard unit storing this identifier and transmtting
the sane at |east along with a subsequent broadcast of the status
message(s) thereof or transm ssion of e identification thereof, and

the radi o beacon ignores a status nessdge or identification received from
an onboard unit if the beacon identifier received along therewith is
identical to its own beacon identifier. 9. The nethod according to
any one of clains 1 to 8, characterized in that nore than two status
nessages are received and associated with each other, and a trajectory of
t he onboard unit is cal cul ated based o@ldims: positions indicated therein,
the trajectory being conpared to the predeterm ned | ocation so as to detect
the | ocation usage. - 24 - 10. The nmet hod according to any one of

claims 1 to 9, charagtmethegdfdrnidengtyirighe varicre udmgt bf pRidetsrmidanged after
every approximately 5 to 1000, preferably 20 to 10 st at us nmessages.

11. The net hdaCHORoFYNRLES PG any one of clains 1 to 9, characterized in that

the radio identificgFrying, GH%EEQQthé‘fe Tah%n%@élld @ﬁi th%ﬁ K/!%rraa?boierp%bte‘aw of a
predetermned tinme period . The nethod according to any one of

clains 1 to gvroecmséﬁcsf@tusZmssagesﬁamhl@m@amdndjcateeawwfre@trp¢s;tlcmep t he sane
e o 108 kot urliarlf £ 7445 iddhiiOP AR dhéh s BR8ch 3GE gy O 2N

the sane radio- bea £ any one of clains

1 to 12, chardatuemessedges) t hat each status nessage aI so i ndi cat es a current

novenent vector of the o pparp unit . that is also d during the detection
fae

of the location u§3@eév'ng a 0e St ESTANE 'NAEPI PRFCE: any one of cl ai ns

1 to 13, charact erdefsing 2 Ibbationt iageasfithe oshiele ttyr@ammnfngrtﬁeumehst S
determ ned by way of satellite navigation and i nprqoved by referenci ng to a

reference posing éﬁt‘dﬁ Mersapa Pasese 2B ot H%?'t"%\%@) dedicated nbareyy Wiy o
satel lite navikggddt@the predetermined location;

transmitting an identification request from the radio beacon to that
onboard unit which is addressed by way of the radio identifier from the at
least one status message;

receiving and conducting a legitimacy check of the identification
request in the onboard unit and, if the request is legitimate, transmitting
a unique identification of the onboard unit to the radio beacon, the
unique identification remaining the same over several changes of radio
identifier.

2. The method according to claim 1, characterized in that at least
two status messages are received by a radio beacon and are associated
with each other based on the radio identifiers indicated therein, and

~ the location usage of the vehicle is detected by evaluating the
mutually associated status messages based on the positions indicated
therein with respect to the predetermined location.

3. The method according to claim 1 or 2, characterized in that the
legitimacy -check is done by checking a cryptographic sender certificate
of the radio beacon that is transmitted by the radio beacon along with the

identification request.



15. The nethod according to any one of clains 1 to 14, characterized in
that the position of the onboard unit is determ ned by way of satellite
navi gation and i nproved by referencing to at |east one further position of
a nei ghboring onboard unit that was determ ned by way of satellite

navi gation. 16. The met hod acc_:g ding to any one of clains 1 to 15,
characterized in that the radi o cover ge range of the radi o beacon contains
the predeterm ned | ocation. 17. The method according to any one of

claims 1 to 16, characterized in that the |l ocation is a geographical point

and the Tocatlon ysaggs | hethdd! %c@nﬁi?rﬁ;‘é"t@ @aﬁiy@mm @ stiapee {rgmad he point.

- 25 - 18. The net hod accor to a one of clains 1 to 16,
char act er i zedhanactenized tim ¢hatdbetidentificationt ofl thasanboaed voikds yegsmitedand t he

| ocati on usagogmigzrah%eqetoar \ﬁ?/liao%getnhr?gfétd.éh%ﬁﬁél one road segnent. 19.
; .

The met hod act < ny 0 ains 1°to 16, characterized in that
the | ocation is aS5pboThelamgthaid dckerdirmgabi @nyusage of sclaints osstongd,of t he

boundary, wherei n the houpdaries are represent on a digital road map with
vectori zed rGBBraé’Eetj\%@ﬁt'g,tnﬁ"o%r 'id§f‘W§3.at'° rece"’%igéértﬁ?rf?a'@g%e%”nﬁs of P

i ntersecti onrgdorb&E tbgatneafithwat imé dtang Begnm@amoandoaas abelognwe direction
in the orientation of this road segnent; successively projecting
vectors, eaclP@EPRURASRA bet ween one of the positions fromthe

af or enent oned St 8 UpndTeRafaRe RG> 1B01My hel BF CeiaRed | Pnto aNto L he

reference direction, in order to obtaln a sequence of projections; and
detecting a chawstarigedfintthat theuidgatificatipn geeeived)®ydhedpfiecheanenol si gn

occurs int h%oﬁ%gpfdﬂ'féeat%aaro%ee&g/ﬂ[]§ly stored legitimate identification so as
~ to authorize the location usage.

7. The method according to any one of claims 1 to 4,
characterized in that the identification received by the radio beacon is
used to search for and debit a toll account associated with the
identification so as to toll the location usage.

8. The method according to any one of clams 5 to 7,
characterized in that

the radio beacon transmits a beacon identifier that is unique to the
radio beacon to the onboard unit after logging, authorization or tolling of
the location usage, the onboard unit storing this identifier and
transmitting the same at least along with a subsequent broadcast of the
status message(s) thereof or transmission of the identification thereof,
and

the radio beacon ignores a status message or idenfiﬁcation
received from an onboard unit if the beacon idenfifier received along
therewith is identical to its own beacon identifier.

9. The method according to any one of claims 1 to 8,
characterized in that more than two status messages are received and
associated with each other, and a trajectory of the onboard unit is
calculated based on the poéitions indicated therein, the trajectory being
compared to the predetermined location so as to detect the location

usage.



.20. The nethod according to claim19, characterized in that the projecting
is done by form ng vectorial inner products of the vectors with the
reference direction, and a crossing of the boundary is detected by a change
of sign of the inner products. 21. The nmethod according to claim 19,
characterized in that the projecting_kﬁ_done by transform ng the vectors
into a |local coordinate systemwith the reference direction as the x-axis,
and a crossing of the boundary is detected by a change of sign of their
x-coor di nat es. 22. The nethod according to any one of clainms 19 to

21, characterized4fy H#he r\ﬂ;gtﬂ'b&i 9 r?iﬁge?omg;waérieda&fi e%irf,gn_ew[(ps@ ng of the

boundary if the absol ute ues o oj ections |ying bef'ore and
after the chahgrctefrizddr ¢cttheh the sadjo wendtier ds pchakgedr rdfieedeveémi num

23. The net hod accordi t ne  of aj haracteri zed by
the additi on&prscl"EBa%WEﬂ f%@f%ﬁ%em %¢L°siﬁgs%a§’f‘gﬁhe§%ﬁ%§%dary if the
normal di stances of. tTe trasthpashtéardingl Yo ngnyedre eofankiims 26te @fter the

change of direction or sign fromthe reference direction do nof exceed a
o adat er i nednAEISHERH in tat the JatoNPRTIEs b S0aBIFY 8f NIEIBRTEFY TR a vehi ol o

usi ng a predekgirstionest d predbicPminedhtne/ péiiéd.e carrying an onboard unit that
via radi o repeatedly broadcasts status nessages, which each indicate a

current position 62 tHe JdReHaddacerrdingnde adMad?e iQfeﬁlqirf‘Fe_ﬂ tha¥: changes
af ter each 0%5%\5@%&?;%%&& tﬂ?sr%ag)e%en?iﬁ@rr "f’sc-%gf 1530 B Gie henfi gured

to, with the ai rocessor and a transceiver connected thereto,
recei ve at | eaboargnenitsis presentisthegedio coverageg@nge of gané @odtthe sameage by
eval uati ng tzg igkeggﬁt one status nessage based on the position(s)
indicated th I‘%I WTh respect to the predetermn ned | ocation;

13. The method according to any one of claims 1 to 12,

characterized in that each status message also indicates a current
movement vector of the onboard unit that is also used during the
detection of the location usage.

_ 14. The method according to any one of claims 1 to 13,
characterized in that the position of the onboard. unit is determined by
way of satellite navigation and improved by referencing to a reference
position of the radio beacon that was determined by way of satellite
navigation. |

15. The method according to any one of clams 1 to 14,
characterized in that the position of the onboard unit is determined by
way of satellite navigation and impr_oved by-refere_ncing_;to at I'east. one
further position of a neighboring onboard unit that was"id'et'i_armined' by
way of satellite navigation. | B -

16. The method according to any one of claims 1 to 15,
characterized in that the radio coverage range of the radio beacon
contains the predetermined location.

17. The method according to any one of claims 1 to 16,
characterized in that the location is a geographical point and the location

usage is a drop below a maximum distance from the point.



,transnmt an identification request to that onboard unit which is addressed
by may of the radio identifier fromthe at |east one status nessage; and

t hen to receive a unique identification of the onboard unit that
remai ns t-he sane over several radio identifier changes. 25. The
radi o beacon according to claim 24, gaggacterized by being configured to
receive at |least two status nessages and associate these with each ot her
based on the radio identifiers indicated therein, and detect the

| ocation usage of the vehicle by evaluating the nutually associ ated status

messages based onmherhaomth@dﬂsadda%.ﬁ@t@d dnjebRE Noiddimsegpest1g,0 the
predeterm ned | ocati on. . The radi 0 beacon according to claim 24

‘or 25, char acharictasizedyn (tfaﬂitthedd)mloa la@mwrmhrwd%gmnt@@dttheu cate and
by bei ng con O&Héﬁ_ﬂSé@ }g:lt oar%géluérﬂhﬁ’ saqngas@ RQ%XH E%*rﬁgﬁ't identif ication

request. I'SITNng a processor, a satellite
navi gati on receivé®. fie pothod oat:cxdxadhag ntmamwonneanﬁ cziaaimlsanstbcel 1&r for radio

comruni cati on, wherein.the, gnboard unit onfi e with the aid of
o & Shpratraced i iy T BEAfer 4 padndiy BnE Hie ochfion Uaddmas "onrtn onch
contain a posidrossinglef eHeboaitiapy, wiherefathel H»ddrﬂaﬂéé/lagﬁtemésérﬂwbmer - 27 -
and a radio |g§3nt|f|e of the onboard unit that changes after several

status chang@J'9it8) feagmapWitivesterizedirRad SBeMRRScBATPERIPSd t o

determining a point of intersection of the boundary with a road
segment and a reference direction in the orientation of this road
segment;

successively projecting vectors, each determined between one of
the positions from the aforementioned stétus_ messages and the point of
intersection, onto the reference direction, in order to obtain a sequence
of projections; and

detecting a crossing of the boundary if a change of direction or
sign occurs in the sequence of projections. _

20. The method according to claim 19, characterized in that the
projecting is done by forming vectorial inner products of the vectors with
the reference direction, and a crossing of the boundary is detected by a
change of sign of the inner products. '

'21. The method according to claim 19, characterized in that the
projecting is done by 'transforming the vectors into a Io¢a| coordinate
system with the reference direction as the x-axis, and a crossing of the
boundary is detected by a change of sign. of their x-coordinates.

22. The method according to any one of claims 19 to 21,
characterized by the additional step of validating the crossing of the
boundary if the absolute values of the two projections lying before and
after the change of direction or sign exceed a predetermined minimum.

23. The method according to any one of claims 19 to 21,
characterized by the additional step of validating the crossing of the

boundary if the normal distances of the two positions lying before and



.recejve, froma radio beacon, an identification request that is addressed
to the current radio identifier of the unit and contains a cryptographic
sender certificate; validate the sender certificate; and if the sane is

valid, to transmt a unique identification of the onboard unit to
the radi o beacon, the identification I’%ITB.I ning the sane over several
changes of radio identifier. : The onboard unit according to claim

27, characterized in that the status rressages t hereof are CAMs according to
the I TS-G standard or BSMs according to the WAVE st andard.

after the change of direction or sign from the reference direction do not
exceed a predetermined maximum.

24. A radio beacon for identifying a vehicle using a predetermined
location, the vehicle carrying an onboard unit that via radio repeatedly
broadcasts status messages, which each indicate a current position of
the onboard unit and a radio identifier that changes after each or severél
status messages, characterized by being configured to, with the aid of a
processor and a transceiver connected thereto,

receive at least one status message;'

detect a location usage by evaluating the at least one status
message based on the position(s) indicated therein with respect to the
predetermined location; ' N

transmit an identification request to that onboard unit which is
addressed by way of the radio identifier from the at least one status
message; and then

to receive a unique identification of the onboard unit that remains
the same over several radio identifier changes.

25. The radio beacon according to claim 24, characterized by
being configured to

receive at least two status i’nességes and associate these with
each other based on the radio identifiers indicated therein, and

detect the location usage of the vehicle by evaluating the mutually
associated status messages based on the positions indicated therein
with respect to the predetermined location. |

26. The radio beacon according to claim 24 or 25, characterized
by containing a cryptographic sender certificate and by being configured
to transmit the same along with the identif ication request.

27. An onboard unit, comprising a processor, a satellite navigation
receiver for position determination, and a fransceiver for radio
communication, wherein the onboard unit is configured to, with the aid of
the transceiver, repeatedly broadcast via radio status messages, which

each contain a position determined by the satellite navigation receiver '
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and a radio identifier of the onboard unit that changes after several
status changes, characterized by further being configured to

receive, from a radio beacon, an identification request that is
addressed to the current radio identifier of the unit and contains a
cryptographic sender certificate;

validate the sender certificate; and if the same is valid,

to transmit a unique identification of the onboard unit to the radio
beacon, the identification remaining the same over several changes of
radio identifier. '

28. The onboard unit according to claim 27, characterized in that
the status messages thereof are CAMs according to the ITS-G5
standard or BSMs according to the WAVE standard. |



