
TITLE OF THE INVENTION     IMAGE FORMING APPARATUS EQUIPPED WITH
SECURE PRINT FUNCTION, METHOD OF CONTROLLING THE SAME, AND STORAGE
5MEDIUM BACKGROUND OF THE INVENTION Field of the Invention
10[0001]The present invention relates to an image forming apparatus
equipped with a secure print function, a method of controlling the
same, and a storage medium. 15 Description of the Related Art
[0002]There has been generally known a system in which print data
transmitted from an external apparatus, such as a PC (personal
computer), is reserved in an image forming apparatus, and the 20
reserved print data is printed according to a user's operation
performed on a operation panel of the image forming apparatus. This
printing is generally referred to as the reservation printing.
[0003]In this reservation printing, reserved 25 print data can be
printed when the user enters a password or performs user
authentication on an operation screen of the image forming apparatus.
- 1 -  [0004]This reservation printing is particularly effective in
delivering a printout which the user does not want others to view,
when the image forming apparatus is a shared printer connected to a 



5 network. [0005]As an example of the conventional technique related
to reservation printing, there has been proposed a method in which a
print job to which a password is added is transmitted from a PC to an
image 10 forming apparatus, and printing is executed when the same
password as that added to the print job is input from the operation
panel of the image forming apparatus (Japanese Patent Laid-Open
Publication No. 2000-76028). [0006]Although printing using the method
of 15 reservation printing is sometimes referred to as secure
printing, confidential printing, private printing, authentication
printing, and so on, in the present invention, it is expressed as a
secure print job. [0007]Specifically, the secure print job is, 20 as
a general rule, a job executed such that printing is started when a
correct password is inputted by a user from a console section of the
image forming apparatus, and security of the print job is ensured by
placing password-based restrictions on printing. In this case, 25
however, password-based restrictions on printing cannot be placed on
a normal print job which is not a secure print job. -2-
[0008]Further, as another method of ensuring security of a print job,
there has been proposed a method of controlling access to a print
job, by managing print jobs in association with user 



5 information of users who are managed by the image forming
apparatus. [0009]In this method, before transmitting a print job from
an external apparatus, the user adds a user name to the print job.
Then, user authentication 10 is performed by the user inputting the
user name and a password to the image forming apparatus or by the
user holding an IC card over a card reader of the image forming
apparatus. [0010]Then, the image forming apparatus 15 extracts, from
all print jobs, those having a user name added thereto which matches
the user name  authenticated by the image forming apparatus, and
allows the user to perform only operations for the extracted print
jobs. 20[0011]According to this method, it is possible to prevent
one's print job, including not only a secure print job, but also a
normal print job, from being unauthorizedly handled by others, and
hence it is possible to ensure security of all print jobs. 25 [0012]
Further, some of the image forming apparatuses that perform user
authentication are equipped with a function of also authenticating
users  who are not managed by the image forming apparatus, as guest
users. This function is provided for users who want to temporarily
use the image forming apparatus. [0013]This function makes it
possible to 



5 temporarily allow, for example, in a case where the image forming
apparatus is equipped with a plurality of  functions, such as a copy
function, a scan function, and a print function, a person as a
visitor from the outside to use the copy function so as to copy a 10
document as a guest user. [0014]In the case where a user is
authenticated as a guest user, the image forming apparatus cannot
identify the user, and hence restricts handling of a print job from
the viewpoint of 15 prevention of information leakage. That is, in
general, the image forming apparatus does not allow a guest user to
handle a print job. [0015]Particularly in controlling access to a
print job according to authentication of a user by the 20 image
forming apparatus, the above-described conventional technique has the
following problem:       [0016]Among image forming apparatuses that
provide a plurality of functions, such as a copy function, a scan
function, and a print function, there 25 is one which is equipped
with a function of switching whether or not to require user
authentication, on a function-by-function basis.  -4-  [0017]Examples
of the above-mentioned function  include a function-based
authentication function which configures the plurality of functions,
for example, in such a manner that the copy function is allowed to be



5 used without user authentication whereas the scan function
essentially requires user authentication.       [0018]The
function-based authentication function is provided for the purpose of
saving a user normally managed by the image forming apparatus from 10
the time and effort of performing an authentication operation, when
the user uses a function of the image forming apparatus, which is
determined, from the viewpoint of management, not to essentially
require user authentication. That is, the function-based 15
authentication function is different in purpose from the case where
the above-mentioned guest user uses the image forming apparatus.
[0019]Although the purpose is different, also in a case where user
authentication is not performed in 20 using the function-based
authentication function, the image forming apparatus cannot identify
a user, similarly to the above-mentioned case of the guest user.
[0020]On the other hand, from the viewpoint of security, a print job
requires execution of access 25 control on a user-by-user basis, and
hence requires identification of a user. [0021]Therefore, it is
required to make user -5-  authentication essential to a print job
handling function, and this makes it impossible to save the user 



from having to perform an authentication operation. 5SUMMARY OF THE
INVENTION [0022]The present invention provides an image forming
apparatus which is capable of flexibly controlling whether or not to
perform user 10 authentication when a user performs operations
related to various functions of the image forming apparatus, a method
of controlling the same, and a storage medium.       [0023]In a first
aspect of the present invention, there is provided an image forming
apparatus 15 comprising a login unit configured to allow a user to
log in to the image forming apparatus, a determination unit
configured to determine, in a case where the image forming apparatus
operates in a function-based authentication mode, whether or not a
user-selected 20 function of a plurality of functions requires user
authentication, the plurality of functions including at least a
secure printing function for printing data in response to an input of
a password, and a permission unit configured to, in a case where the
secure printing 25 function is specified as the user-selected
function and it is determined by the determination unit that the
user-selected function does not require user -6-  authentication,
allow the user to use the secure printing function, even if the user
is not authenticated. [0024]In a second aspect of the present 5
invention, there is provided a method of controlling an image forming
apparatus, comprising allowing a user to log in to the image forming
apparatus, determining, in a case where the image forming apparatus
operates in a function-based authentication mode, whether or not a 



10 user-selected function of a plurality of functions requires user
authentication, the plurality of functions including at least a
secure printing function for printing data in response to an input of
a password, and allowing, in a case where the secure printing 15
function is specified as the user-selected function and it is
determined by said determining that the user-selected function does
not require user authentication, the user to use the secure printing
function, even if the user is not authenticated. 20[0025]In a third
aspect of the present invention, there is provided a non-transitory
computer-readable storage medium storing a computer-executable
program for executing a method of controlling an image forming
apparatus, wherein the method comprises 25 allowing a user to log in
to the image forming apparatus, determining, in a case where the
image forming apparatus operates in a function-based -7-
authentication mode, whether or not a user-selected function of a
plurality of functions requires user authentication, the plurality of
functions including at least a secure printing function for printing
data in 5 response to an input of a password, and allowing, in a case
where the secure printing function is specified as the user-selected
function and it is determined by said determining that the
user-selected function does not require user authentication, the user
to use the secure 10 printing function, even if the user is not
authenticated. [0026]According to the present invention, it is
possible to provide an image forming apparatus which is capable of
flexibly controlling whether or not to 15 perform user authentication
when a user performs operations related to various functions of the
image forming apparatus, a method of controlling the same, and a
storage medium. [0027]Further features of the present 



20 invention will become apparent from the following description of
exemplary embodiments with reference to the attached drawings. BRIEF
DESCRIPTION OF THE DRAWINGS 25 [0028]FIG. 1 is a schematic diagram of
an image forming system including an image forming  apparatus
according to a first embodiment of the present invention. [0029]FIGS.
2A and 2B are diagrams each     showing an example of a setting
screen displayed on a 5 PC display section appearing in FIG. 1.
[0030]FIG. 3 is a flowchart of a print job transmission process
executed by a CPU appearing in FIG. 1. [0031]FIG. 4 is a flowchart of
a print job 10 reception process executed by a CPU of the image
forming apparatus. [0032]FIGS. 5A and 5B are diagrams showing
examples of a login reception screen displayed on a console section
appearing in FIG. 1. 15[0033]FIG. 6 is a diagram showing an example
of a home screen displayed on the console section. 



[0034]FIGS. 7A to 7C are diagrams showing examples of a secure print
handling screen displayed on the console section. 20[0035]FIG. 8 is a
flowchart of an access control process executed by the CPU.
[0036]FIGS. 9A and 9B are flowcharts of variations of the access
control process in FIG. 8.               [0037]FIGS. 10A and 10B are
diagrams showing 25 examples of the secure print handling screen
displayed as a result of the process in FIG. 9B. [0038]FIG. 11 is
diagram showing an example of  a home screen displayed on a console
section of an image forming apparatus according to a second
embodiment of the present invention. [0039]FIGS. 12A to 12C are
diagrams showing 5 examples of the secure print handling screen
displayed on the console section. [0040]FIG. 13 is a flowchart of a
display control process executed by a CPU of the image forming
apparatus. 



10[0041]FIGS. 14A to 14C are diagrams showing examples of a job
history screen displayed on the console section. [0042]FIG. 15 is a
flowchart of a variation of the display control process in FIG. 13.
15 DESCRIPTION OF THE EMBODIMENTS [0043]The present invention will
now be described in detail below with reference to the 20
accompanying drawings showing embodiments thereof.        [0044]FIG.
1 is a schematic diagram of an image forming system 1 including an
image forming apparatus according to a first embodiment of the
present invention. 25[0045]Referring to FIG. 1, the image forming
system 1 comprises the image forming apparatus, denoted by reference
numeral 1000, and a PC 21, which are - 10 -  connected to each other
by a network 101. [0046]A control unit 200 of the image forming 



apparatus 1000 is connected to a scanner section 201 which is an
image input device, a printer section 202 5 configured to print an
image on a recording sheet, the network 101, and a public
communication line 204, to thereby input and output image data and
device information. [0047]Further, the control unit 200 includes a 10
CPU 205, a RAM 206, a ROM 207, a HDD 208, a console section interface
209, a network interface 211, a modem 212, an SRAM 213, and an RTC
214, which are connected to a system bus 215. [0048]The CPU 205 is a
processor that controls 15 the overall operation of the image forming
apparatus 1000. The RAM 206 is a system work memory used for
operation of the CPU 205, and also functions as a memory for
temporarily storing image data, user information, passwords, and so
on. 20[0049]The ROM 207 is a boot ROM that stores a boot program for
the image forming apparatus 1000. The HOD 208 is a hard disk drive,
and stores system software, application programs, image data, and so
forth. The HOD 208 further stores programs for 25 executing
processes, described hereinafter. [0050]The console section interface
209 provides interface with a console section 210 having a  



touch panel, and outputs image data to the console section 210, which
is to be displayed on the console section 210. Further, the console
section interface 209 transfers information to the CPU 205, which is
5 input by a user from the console section 210 to the image forming
apparatus 1000. [0051]The network interface 211 is connected to the
network 101 to input and output information from and to external
apparatuses. The modem 212 is 10 connected to the public
communication line 204 to input and output information from and to
external apparatuses. The SRAM 213 is a volatile storage device which
can operate at a high speed. In the present embodiment, however, the
SRAM 213 is configured to be equivalent to 15 a nonvolatile storage
device by making use of a backup power supply. [0052]The RTC 214 is a
real time clock, and continues counting the current time even in a
state where the control unit 200 is not powered on. 20[0053]The
control unit 200 further includes an RIP section 218, a device
interface 219, a scanner image processor 220, a printer image
processor 221, an encryption processor 222, and a decryption
processor 223, which are connected to each other by an image bus 25
217. The image bus 217 and the system bus 215 are connected by an
image bus interface 216 which is a bus bridge that converts the data
structure. The image bus - 12 -  217 is a PCI bus. 



[0054]The RIP section 218 is a raster image processor that converts a
PDL code to a bitmap image. The device interface 219 connects the
control unit 200 5 to the scanner section 201 and the printer section
202 to perform synchronous-to-asynchronous or
asynchronousto-synchronous conversion of image data. [0055]The
scanner image processor 220 performs correction, manipulation, and
editing of image data 10 input from the scanner section 201. The
printer image processor 221 performs correction, resolution
conversion, etc. of image data to be printed out. The encryption
processor 222 performs processing for encrypting input data including
image data. The 15 decryption processor 223 performs processing for
decrypting encrypted data. [0056]On the other hand, the PC 21
comprises a CPU 20, a printer driver 22, a PC operation section 23, a
PC display section 24, and a PC communication section 20 25. The CPU
20 controls the overall operation of the PC 21. The printer driver 22
is a driver for controlling the image forming apparatus 1000. The PC
operation section 23 comprises a keyboard, a mouse, and so forth. The
PC display section 24 is a display for 25 displaying information to a
user. The PC communication section 25 is a NIC (network interface
controller) for connecting to the network 101. - 13 -  [0057]With the
above-described configuration, the image forming apparatus 1000
executes a print job for printing an image on a recording sheet, and
a user can perform operations related to the print job. 5 Further, a
print job is executed according to an instruction from the PC 21, and
an expression "to send a print job" means "to transmit, from the PC
21, print data for instructing the image forming apparatus 1000 to
execute a print job". 



10[0058]Next, transmission of a print job from the PC 21 will be
described. When sending a print job, a user configures settings on
the PC operation section 23. [0059]FIGS. 2A and 2B are diagrams each
15 showing an example of a setting screen displayed on the PC display
section 24 appearing in FIG. 1. [0060]FIG. 2A shows a printer driver
setting screen, and FIG. 2B shows a secure print setting screen.
[0061]On these setting screens, a secure print 20 job can be set. The
secure print job is a job which allows a user to perform operations
related to the print job, including an operation for starting
printing, on condition that the user is authenticated as the owner of
the job by inputting a correct password from 25 the console section
210 of the image forming apparatus 1000. The setting of a secure
print job is made so as to maintain the security of a print job by
restricting - 14 -  execution of printing by means of a password.
Thus, the image forming apparatus 1000 has a secure print function
that allows, when a user intends to perform operations related to a
print job for printing an image 5 on a recording sheet, the user to
perform the operations related to the print job on condition that the
user is authenticated as the owner of the print job.       [0062]As
shown in FIG. 2A, on the printer 



driver setting screen, denoted by reference numeral 301, 10 it is
possible to make settings on printing, including whether or not to
use secure printing, a sheet size, the number of copies, and whether
or not to include a stamp. To activate the setting for secure
printing, the user enters a check mark in a secure print usage 15
checkbox 302, and presses an OK button 303. To abort the setting
operation, the user presses a cancel button 304. [0063]As shown in
FIG. 23, on the secure print setting screen, denoted by reference
numeral 321, a 20 user name entry form 322 and a password entry form
323 are displayed. Note that user information of the PC 21 being used
by the user may be set as a default value in the user name entry form
322. Further, the printer driver 22 may set a default value in the
password entry 25 form 323. To finalize the settings on the secure
print setting screen, the user presses an OK button 324. To abort the
setting operation, the user presses a cancel - 15 -  button 325.
[0064]The PC 21 sends a print job according to the settings made on
the above-described setting screens. 5[0065]FIG. 3 is a flowchart of
a print job transmission process executed by the CPU 20 appearing in
FIG. 1. 



[0066]Referring to FIG. 3, the PC operation section 23 receives an
instruction from the user for 10 displaying the printer driver
setting screen, and displays the printer driver setting screen 301 on
the PC display section 24 (step S201). [0067]Next, the PC operation
section 23 acquires the settings of a print job, appearing in the 15
printer driver setting screen 301, which have been made by user's
operations(step S202), and configures settings related to the print
job based on the acquired settings. [0068]Then, the printer driver 22
acquires a 20 setting in the secure print usage checkbox 302 (step
S203). [0069]Then, the printer driver 22 determines   whether or not
the secure print setting has been activated based on the acquired
setting in the secure 25 print usage checkbox 302 (step S204).
[0070]If it is determined in the step S204 that the secure print
setting has not been activated - 16 -   (NO to the step 5204), the
printer driver 22 sends the print job as a normal print job which is
not a secure print job to the image forming apparatus 1000 (step
S208), followed by terminating the present process. 5[0071]On the
other hand, if it is determined 



in the step 5204 that the secure print setting has been activated
(YES to the step S204), the printer driver 22 displays the secure
print setting screen 321 on the PC display section 24, and requests
the user to enter 10 settings of a secure print job (step S205).
[0072]The printer driver 22 acquires the settings of the secure print
job entered by the user on the secure print setting screen 321 (step
5206). [0073]Then, the printer driver 22 generates a 15 secure print
job by adding a user name and a password to the image data (step
S207). Then, the printer driver 22 sends the print job as the secure
print job to the image forming apparatus 1000 (step S208), followed
by terminating the present process. 20[0074]Although the user name is
used in the step S207, not only the user name but also other
identification information, such as a domain name of the PC 21 used
by the user, may be added to the information. 25[0075]FIG. 4 is a
flowchart of a print job reception process executed by the CPU 205 of
the image forming apparatus 1000 appearing in FIG. 1. - 17 -
[0076]Referring to FIG. 4, the CPU 205 receives a print job sent from
the PC 21 (step S401), stores the received print job in the HDD 208,
and determines whether or not the received print job is a 



5 secure print job (step 5402). [0077]If it is determined in the step
S402 that the received print job is not a secure print job (NO to the
step S402), the CPU 205 executes the received print job (step 5404),
followed by terminating 10 the present process. [0078]On the other
hand, if it is determined in the step 5402 that the received print
job is a secure print job (YES to the step S402), the CPU 205
reserves the print job (step 5403), followed by 15 terminating the
present process. "To reserve a print job" is in other words "to
suspend execution of the print job". [0079]Next, a description will
be given of a user interface displayed on the console section 210 in
20 an access control process for controlling operations for starting
the image forming apparatus 1000, causing a secure print job to be
executed, and so forth.       [0080]FIGS. 5A and 5B are diagrams
showing examples of a login reception screen displayed on the 25
console section 210 appearing in FIG. 1. [0081]FIG. 5A shows the
login reception screen, denoted by reference numeral 6001, displayed
in a case - 18 - 



where guest login is provided. On the other hand, FIG. 5B shows the
login reception screen, denoted by reference numeral 11001, displayed
in a case where guest login is not provided. 5[0082]Referring to
FIGS. 5A and 5B, a user name entry field 6002 is a field for
inputting a user name of his/her own by the user. A password entry
field 6003 is a field for inputting a user's password. [0083]A login
button 6004 is used for causing 10 the image forming apparatus 1000
to execute authentication so as to log in to the image forming
apparatus 1000 after the user has input the user name and password.
By pressing this button, a user authentication process is executed.
15[0084]Further, a guest login button 6005 appearing in FIG. 5A is
used by a user who is not managed by the image forming apparatus
1000, for logging in to the image forming apparatus 1000 as a guest
user (or unknown user). In contrast to the guest 20 user, a user who
is managed by the image forming apparatus 1000 is sometimes expressed
as a general user in the following description. Thus, the users of
the image forming apparatus 1000 include general users whose user
names are managed by the image forming 25 apparatus 1000 and guest
users whose user names are not managed by the image forming apparatus
1000. [0085]Further, differently from the login - 19 -  



reception screen 6001, the guest login button 6005 is not displayed
on the login reception screen 11001 shown in FIG. 5B. [0086]FIG. 6 is
a diagram showing an example 5 of a home screen displayed on the
console section 210 appearing in FIG. 1. [0087]Referring to FIG. 6,
the home screen, denoted by reference numeral 7001, is used by the
user for making use of various functions equipped in the 10 image
forming apparatus 1000, such as a copy function, a scan-and-transmit
function, a scan-and-store function, a stored file-using function, a
secure print function, and a reception tray function. A secure print
button 7002 on the home screen 7001 is for handling a secure 15 print
job. [0088]FIGS. 7A and 70 are diagrams showing examples of a secure
print handling screen displayed on the console section 210 appearing
in FIG. 1. [0089]Referring to FIGS. 7A to 70, a job list 20 8002 on
the secure print handling screen, denoted by reference numeral 8001,
is an area for displaying a list of secure print jobs. A job
selection checkbox 8005 is for selecting a secure print job. [0090]A
print button 8003 is for starting 25 printing for a selected secure
print job. A cancel button 8004 is for canceling printing of the
selected secure print job. - 20 -  



[0091]The user can select a secure print job  to be handled, by
entering a check mark in the job selection checkbox 8005, and
instruct the image forming apparatus 1000 to start or cancel printing
by pressing 5 the print button 8003 or the cancel button 8004,
respectively. [0092]FIG. 7A shows an example of the secure print
handling screen on which some of the job names are masked with
asterisks. 10[0093]In FIG. 7A, as for the secure print jobs having
the user name "User 1", the job names are displayed. [0094]On the
other hand, as for the secure   print jobs having the user names
"User 2" and "User 3", 15 which are not "User 1", the job names are
masked with asterisks. [0095]Further, if the user selects a job
having the user name "User 2" or "User 3" by entering a check mark in
the job selection checkbox 8005 on the 20 secure print handling
screen 8001 shown in FIG. 7A, the print button 8003 and the cancel
button 8004 are grayed out, and hence the user can perform neither of
handling operations for printing and canceling. [0096]FIG. 7B shows
an example of the secure 25 print handling screen on which all job
names are masked with asterisks. [0097]Even when the user selects any
of the - 21 - 



jobs by entering a check mark in the job selection checkbox 8005 on
the secure print handling screen 8001 shown in FIG. 7B, the print
button 8003 and the cancel button 8004 are grayed out, and hence the
user perform 5 neither of handling operations for printing and
canceling. [0098]Further, in FIG. 7A, when the user presses the print
button 8003 or the cancel button 8004,      a password entry screen,
not shown, for the secure 10 print job is displayed. [0099]The user
inputs the password added to the print job on the password entry
screen to thereby complete handling of the job. However, unless the
input password matches the password added to the print 15 job, the
handling of the instructed job is not executed.       [0100] FIG. 70
shows an example of the secure print handling screen on which none of
the job names are masked. [0101]Even when the user selects any of the
20 jobs by entering a check mark in the job selection checkbox 8005
on the secure print handling screen 8001 shown in FIG. 70, the print
button 8003 and the cancel button 8004 are not grayed out, and hence
the user is      allowed to perform handling operations for printing
and 25 canceling. [0102]FIG. 8 is a flowchart of an access 



control process executed by the CPU 205 appearing in - 22 -  FIG. 1.
[0103]The access control process in FIG. 8 is executed when the image
forming apparatus 1000 is started. Further, an operation mode in
which the 5 access control process is performed includes a login mode
and a function-based authentication mode. [0104]The login mode is a
mode in which the image forming apparatus 1000 always executes user
authentication before the user is allowed to use the 10 image forming
apparatus 1000. Further, in the login mode, the image forming
apparatus 1000 has a function of authenticating even a user who is
not managed by the image forming apparatus 1000, as a guest user.
[0105]On the other hand, the function-based 15 authentication mode is
an operation mode in which whether or not to require user
authentication can be determined for each of the various functions
equipped in the image forming apparatus 1000 before a user uses the
image forming apparatus 1000. The various 20 functions include the
copy function, a print job handling function, the scan-and-transmit
function for scanning and transmitting an image, and a detailed
information-displaying function for displaying detailed information
on the history of executed print jobs. 25[0106]In the function-based
authentication mode, for example, it is possible to set the copy
function as a function which does not require user 



- 23 -  authentication and is allowed to be used by any user without
performing user authentication, and set the print job handling
function as a function which requires user authentication, and is
allowed to be used 5 only in a case where the user is authenticated.
[0107]Referring to FIG. 8, the CPU 205 determines whether or not the
operation mode is the function-based authentication mode (step S501).
If it is determined in the step S501 that the operation mode 10 is
not the function-based authentication mode, but the login mode (NO to
the step 5501), the CPU 205 executes a startup process in the login
mode (step S502).       [0108]When the startup process in the login
mode is completed, the CPU 205 displays the login 15 reception screen
6001, described with reference to FIG. 5A, on the console section 210
(step S503). In this step, the user executes login after entering a
user name and a password from the login reception screen 6001, or
executes login as a guest user. 20[0109]If the login authentication
has failed (NO to a step 5504), the CPU 205 returns to the step 3503,
whereas if the login authentication is successful, allowing the user
to log in (YES to the step S504), the CPU 205 displays the home
screen 7001, described with 25 reference to FIG. 6, on the console
section 210 (step 5505). [0110]Next, if the user presses the secure -
24 -  



print button 7002 on the home screen 7001 to handle a secure print
job (YES to a step 5506), the CPU 205 displays the secure print
handling screen 8001, described with reference to FIG. 7A or 7B, on
the 5 console section 210 (step S507). [0111]On the other hand, if
the secure print button 7002 has not been pressed in the step S506
(NO to the step S506), the CPU 205 determines whether or not any
other button has been pressed (step S506A). If 10 no button has been
pressed (NO to the step S506A), the CPU 205 returns to the step S506,
whereas if one of the other buttons has been pressed (YES to the step
S506A), the CPU 205 allows the user to execute processing of a
function corresponding to the pressed button (step 15S506B).
[0112]When the secure print handling screen is displayed in the step
S507, the CPU 205 determines whether or not the currently logged-in
user is a guest user (step S508). If it is determined in the step
S508 20 that the currently logged-in user is a general user (NO to
the step S508), the CPU 205 allows the currently logged-in user to
perform only an operation related to the secure print job of his/her
own (step S509), followed by terminating the present process. As 25
described above, in the present embodiment, when a user is
authenticated as a general user, the user is allowed to perform the
operation related to the secure print - 25 -   job of the general
user, whereas when a user is authenticated as a guest user, as
described hereinafter, the user is inhibited from performing any of
operations related to all the secure print jobs. 5[0113]In this
process, depending on whether or not a user name of the currently
logged-in user matches 



a user name added to a secure print job, control is performed for
switching the method of displaying the list of jobs and determining
whether or not to allow 10 the currently logged-in user to perform an
operation related to the secure print job. [0114]That is, when the
currently logged-in    user has the user name of "User 1", the secure
print handling screen 8001 shown in FIG. 7A is displayed on 15 the
console section 210. [0115]On the other hand, if it is determined in
the step 5508 that the currently logged-in user is a guest user (YES
to the step S508), the CPU 205 inhibits the user from handling any of
all secure print jobs 20 (step S510), followed by terminating the
present process. In this step, the secure print handling screen 8001
shown in FIG. 7B is displayed on the console section 210.
[0116]Referring again to the step 5501, if it 25 is determined in the
step S501 that the operation mode is the function-based
authentication mode (YES to the step S501), the CPU 205 executes the
startup process in - 26 -  the function-based authentication mode
(step 5511).       [0117]When the startup process in the
function-based authentication mode is completed, the CPU 205 displays
the home screen 7001, described with 5 reference to FIG. 6, on the
console section 210 (step S512). [0118]Next, when the user presses
the secure 



print button 7002 to handle a secure print job on the home screen
7001 (YES to a step S513), the CPU 205 10 determines whether or not a
secure print handling function is set to be allowed to be used
without user authentication in the function-based authentication mode
(step S514). The "secure print handling function" is intended to mean
a function for providing operations 15 related to a secure print job,
such as a handling operation for executing printing of the secure
print job and a handling operation for canceling the secure print
job. [0119]If it is determined in the step S514 20 that the secure
print handling function is set not to require user authentication
(YES to the step S514), the CPU 205 displays the secure print
handling screen 8001, described with reference to FIG. 7C, on the
console section 210 (step S515). 25[0120]Then, the CPU 205 allows the
user to perform handling of all secure print jobs (step S516),
followed by terminating the present process. [0121] - 27 -        In
FIG. 7C, none of the "job names" of all secure print jobs are masked,
whereby the user is allowed to perform handling operations for
printing and canceling for all jobs. However, since a password has
been added 5 to each secure print job, unless the user enters a
correct password, neither of handling operations for printing and
canceling is actually completed. [0122]Therefore, a user who does not
know the password cannot execute any handling operation, and 10 hence
the security level is prevented from being lowered. 



[0123]Further, as for operations related to normal print jobs other
than the secure print jobs, the access control is performed such that
a currently 15 logged-in user is allowed to perform only an operation
related to a print job of his/her own. Therefore, it is possible to
maintain the security. [0124]On the other hand, if it is determined
in the step S514 that the secure print handling 20 function is not
set to be allowed to be used without user authentication (NO to the
step S514), the CPU 205 displays the login reception screen 11001,
described with reference to FIG. 5B, on the console section 210 (step
S517). In this step, the user executes login by 25 entering the user
name and the password from the login reception screen 6001.
[0125]Further, the guest login button is not - 28 -   displayed on
the login reception screen 11001. This is because the image forming
apparatus 1000 does not provide a login function to be used by a
guest user in the function-based authentication mode. 5[0126]If the
login authentication has failed  (NO to a step 5518), the CPU 205
returns to the step 5517, whereas if the login authentication is
successful, allowing the user to log in to the image forming
apparatus 1000 (YES to the step S518), the CPU 205 10 displays the
secure print handling screen 8001, described with reference to FIG.
7A, on the console section 210 (step 5519). [0127]Then, the CPU 205
allows the currently 



logged-in user to perform only the operation related to 15 the secure
print job of his/her own (step S520), followed by terminating the
present process. [0128]According to the access control process in
FIG. 8, even in a case where the access control is performed to allow
a user who has logged in according 20 to user authentication to
perform only an operation related to a print job of the currently
logged-in user, when the secure print handling function is set not to
require user authentication in the function-based authentication
mode, the control is performed to allow 25 the user to handle a
secure print job. [0129]Therefore, when the user handles the secure
print job, the user is allowed to perform - 29 -  handling of the
secure print job without performing the login operation, which makes
it possible to improve operability and user-friendliness. [0130]On
the other hand, as for a normal print 5 job which is not restricted
by means of a password, the access control is performed such that a
user who has logged in according to user authentication is allowed to
perform only a handling operation of the print job of his/her own,
and hence the security is maintained. 10[0131]Further, as shown in
the step 5514, according to the present embodiment, it is possible to
flexibly control whether or not to perform authentication when a user
performs operations related to various functions equipped in the
image forming 15 apparatus, according to the setting of whether or
not each function is allowed to be used without authentication. 



[0132]Further, as shown in the steps 5514 to S520, in the present
embodiment, when it is determined 20 that an operation related to a
secure print job is set to require authentication, the operation
related to the secure print job of a general user is allowed to be
executed, whereas the operation related to the secure print job of a
guest user is not allowed to be executed. 25[0133]FIGS. 9A and 98 are
flowcharts of variations of the access control process in FIG. 8.
[0134]In the variation of the FIG. 8 access - 30 -   control process,
shown in FIG. 9A, it is preconditioned that the setting for switching
whether or not to allow a user to perform handling of secure print
jobs has been made also for a user who has logged in as a guest 5
user. [0135]The variation of the FIG. 8 access control process, shown
in FIG. 9A, differs from the access control process in FIG. 8 from
after the affirmative answer to the question of the step 5508, 10 and
hence FIG. 9A shows only different steps following the step S508.
[0136]Referring to FIG. 9A, the CPU 205   determines whether or not
the setting of secure print jobs is such that secure print jobs are
allowed to be 15 handled also by a guest user (step 51201). 



[0137]If it is determined in the step 51201 that the setting of
secure print jobs is such that secure print jobs are allowed to be
handled also by a guest user (YES to the step 51201), the CPU 205
allows 20 the user to perform handling of only secure print jobs of
the guest user (step S1202), followed by the present process. Thus,
in the present embodiment, when a user is authenticated as a general
user, the user is allowed to perform an operation related to a secure
print job 25 of the general user, and when a user is authenticated as
a guest user, the user is allowed to perform operations related to
secure print jobs only in a case - 31 -  where the setting of secure
print jobs is such that secure print jobs are allowed to be handled
also by a guest user. [0138]This causes the secure print handling 5
screen described with reference to FIG. 70 to be displayed on the
console section 210, thereby allowing the guest user as well to
perform the operation related to the secure print job. [0139]On the
other hand, if it is determined 10 in the step S1201 that the setting
of secure print jobs is not such that secure print jobs are allowed
to be handled also by a guest user (NO to the step S1201), the CPU
205 inhibits the user from handling any of all secure print jobs
(step S1203), followed by terminating 15 the present process.
[0140]This causes the secure print handling screen described with
reference to FIG. 7B to be displayed on the console section 210,
thereby      inhibiting the user from handling any of all secure 20
print jobs. [0141]According to the variation of the FIG. 8 access
control process, shown in FIG. 9A, it is 



possible to make settings which permit even a guest user to handle
secure print jobs. 25[0142]Next, the variation of the FIG. 8 access
control process, shown in FIG. 9B, will be described. In the
variation of the FIG. 8 access control process, - 32 -  shown in FIG.
98, the secure print jobs which are allowed to be handled are
switched depending on whether the operation mode is the login mode or
the function-based authentication mode. 5[0143]The secure print jobs
which are allowed to be handled are switched depending on whether the
operation mode is the login mode or the function-based authentication
mode because different use cases are expected which are different in
the purpose of use as a 10 precondition, i.e. a case where a guest
user uses the  secure print function in the login mode and a case
where a user uses the secure print function without user
authentication in the function-based authentication mode. 15[0144]For
example, in general, the guest user in the login mode is assumed to
be not a user who uses the image forming apparatus 1000 on a daily
basis, but a user who temporarily uses the same as a guest. [0145]On
the other hand, it is generally 20 assumed that the function for
allowing a user to use the image forming apparatus 1000 without user
authentication in the function-based authentication mode is used by a
user who wishes to use the image forming apparatus 1000 in an easy
and abbreviated 



25 manner on a daily basis without authentication. [0146]The
variation of the FIG. 8 access control process, shown in FIG. 98,
differs from the - 33 -  access control process in FIG. 8 from after
the affirmative answer to the question of the step S508, and in the
step S516 and the subsequent steps, and hence FIG. 9B shows only the
different steps. This 5 variation is the same as FIG. 9A in
processing in which the CPU 205 proceeds from the step S508 to the
step S1201, and when the answer to the question of the step S1201 is
negative, the CPU 205 proceeds to the step S1203, and hence the
description starts from after the 10 affirmative answer to the
question of the step S1201.       [0147]In the variation of the FIG.
8 access control process, shown in FIG. 9B, it is determined as to
each of the secure print jobs reserved in the image forming apparatus
1000 whether or not a user name 15 indicative of an owner of each
job, which is added to the job, matches any user name of one or more
users managed by the image forming apparatus 1000.
[0148]According to this determination 



performed as to each of the secure print jobs, if a 20 user who is an
owner of a secure print job is not a user managed by the image
forming apparatus 1000, the secure print job is regarded as a print
job of an unknown user, whereas if the user is a general user, the
secure print job is naturally regarded as a print 25 job of the
general user. [0149]Based on this, the CPU 205 determines whether or
not the secure print job is a print job of - 34 -  an unknown user
(step S1301). [0150]If it is determined in the step 51301  that the
secure print job is a print job of an unknown user (YES to the step
51301), it is judged that the 5 secure print job is a print job of
the unknown user who has logged in as a guest user, and allows the
user to handle the secure print job (step S1303), followed by
terminating the present process. [0151]On the other hand, if it is
determined 10 in the step S1301 that the secure print job is not a
print job of an unknown user (NO to the step 51301), this indicates
that an unknown user who has logged in as a guest user is about to
handle a print job of a general user, and hence the CPU 205 inhibits
handling 15 of the secure print job (step S1302), followed by
terminating the present process. [0152]Next, steps of the FIG. 9B
access 



control process following the step S515 will be described.
20[0153]First, similarly to the step 51301, the CPU 205 determines
whether or not the secure print job is a print job of an unknown user
(step S1304).       [0154]If it is determined in the step 51304 that
the secure print job is a print job of an unknown 25 user (YES to the
step S1304), the secure print job is not a print job of a general
user, which is set to be allowed to be used without authentication in
order for - 35 -  the general user to easily use the secure print
function in the function-based authentication mode, and hence the CPU
inhibits the user from handling the secure print job (step S1306),
followed by terminating 5 the present process. [0155]On the other
hand, if it is determined in the step 51304 that the secure print job
is not a print job of an unknown user (NO to the step 51304), the
secure print job is a print job of a general user, 10 which is set to
be allowed to be used without authentication in order for the general
user to easily use the secure print function in the function-based
authentication mode, and hence the CPU 205 allows the user to
handling the secure print job (step 51305), 15 followed by
terminating the present process. 



[0156]FIGS. 10A and 10B are diagrams showing examples of the secure
print handling screen displayed as a result of the variation of the
FIG. 8 access control process, shown in FIG. 9B. 20[0157]FIG. 10A
shows an example of the secure print handling screen displayed on the
console section 210 as a result of processing according to the steps
51301 and the step 51302 or processing according to the step S1303.
25[0158]Referring to FIG. 10A, it is assumed that the user names
"User 1", "User 2", and "User 3" are the user names of general users,
and the user name - 36 -  "User 4" is a user name of an unknown user.
[0159]In this case, as shown on the secure print handling screen
8001, the secure print jobs having the user names "User 1", "User 2",
and "User 3" 5 are the print jobs of the general users, and all job
names of these print jobs are masked with asterisks.
[0160]Further, if an unknown user selects these print jobs, the
unknown user is inhibited from performing handling operations for
printing and 10 canceling. [0161]On the other hand, it is judged that
the 



secure print job haying the user name "User 4" is a print job of an
unknown user, and if the user who has logged in as a guest user
selects this print job, the 15 user is allowed to perform handling
operations for printing and canceling. [0162]As described above, the
job names of secure print jobs of general users managed by the image
forming apparatus 1000, i.e. users who use the image 20 forming
apparatus 1000 on a daily base are masked to a guest user who
temporarily uses the image forming apparatus in the login mode, and
the guest user is inhibited from handling the jobs, and hence it is
possible to obtain the effect of preventing information 25 from being
leaked to an unknown user. [0163]Further, FIG. 10B shows an example
of the secure print handling screen displayed on the - 37 -  console
section 210 as a result of processing according to the steps 81304
and S1305 or processing according to the step 81306. [0164]Also in
FIG. 10B, it is assumed that the 5 user names "User 1", "User 2", and
"User 3" are the user names of general users, and the user name "User
4" is a user name of an unknown user. [0165]In this case, as shown on
the secure print handling screen 8001, the secure print jobs of 



10 the user names "User 1", "User 2", and "User 3" are the print jobs
of the general users, and if a general user selects a job of his/her
own from these print jobs, the general user is allowed to perform
handling operations for printing and canceling. 15[0166]On the other
hand, the secure print job of the user name "User 4" is a print job
of the unknown user, and the job name is masked with asterisks, and
if a general user selects this print job as shown in the illustrated
example in FIG. 10B, the general user is 20 inhibited from performing
handling operations for printing and canceling. [0167]As described
above, even in a case where the secure print handling function is
used without authentication in the function-based authentication 25
mode, only secure print jobs of a general user, i.e. a user who uses
the image forming apparatus 1000 on a daily base is allowed to handle
the secure print jobs, - 38 -  and hence it is possible to obtain the
advantageous effect of preventing unauthorized use by an unknown
user. [0168]Next, a description will be given of a 5 second
embodiment of the present invention. The present embodiment differs
from the first embodiment in the display control process for
controlling the displayed content on the secure print handling screen
8001 of the image forming apparatus 1000, more 10 particularly the
user interface displayed on the console section 210, and is the same
in the other hardware configuration and in the software
configuration, except processes described in detail hereinafter, as
those of the first embodiment, and 



15 hence the component elements corresponding to those of the first
embodiment are denoted by the same reference numerals, and
description thereof is omitted. Hereinafter, the following
description will be given of the different points. 20[0169]FIG. 11 is
a diagram showing an example of the home screen displayed on the
console section 210 appearing in FIG. 1. [0170]Referring to FIG. 11,
the home screen 7001 has a job history display button 7005 newly
added 25 to the home screen described with reference to FIG. 6. By
pressing the job history display button 7005, the history of print
jobs is displayed. This history will - 39 -  be described
hereinafter. Further, the following description is given of an
example in which a scan-andtransmit button 7004 is used. The
scan-and-transmit button 7004 is a button used for selecting a
function 5 for scanning an original using the scanner section 201 and
transmitting data to a destination. [0171]FIGS. 12A to 12C are
diagrams showing examples of the secure print handling screen
displayed on the console section 210 appearing in FIG. 1.
10[0172]FIG. 12A shows an example of the display of a list of all
secure print jobs reserved in the image forming apparatus 1000. The
cancel button 8004 is grayed out and the user is prevented from
pressing it. 15[0173]FIG. 12B shows an example of the display of the
list of all secure print jobs reserved in the image forming apparatus
1000. FIG. 12B differs from FIG. 12A in that the cancel button 8004
is not grayed out and the user is allowed to press it. 



20[0174]FIG. 12C shows an example of the display  of a list of only
secure print jobs out of all secure print jobs reserved in the image
forming apparatus 1000, each having a user name, added to the secure
print job, which matches the user name of a currently logged-in
25user. [0175]In FIG. 12C, only secure print jobs of the user who has
logged in using the user name "User 1" - 40 -  are displayed by way
of example. [0176]Further, an all job display button 8006 is provided
on the secure print handling screen shown in FIG. 12C. The all job
display button 8006 is a 5 button used for displaying the list of all
secure print jobs, and when the user presses the all job display
button 8006, the display screen is changed to the screen shown in
FIG. 12A, and the list of all secure print jobs reserved in the image
forming apparatus 1000 10 is displayed. Note that in this case,
however, the currently logged-in user is allowed to perform a
handling operation for canceling only for a secure print job of
his/her own. [0177]FIG. 13 is a flowchart of a display 



15 control process executed by the CPU 205 appearing in FIG. 1.
[0178]Note that in the display control process in FIG. 13, it is
assumed that the secure print function of the image forming apparatus
1000 is set to 20 be allowed to be used without user authentication,
and the scan-and-transmit function is set to require user
authentication. [0179]Referring to FIG. 13, the CPU 205 displays the
home screen 7001 described with reference 25 to FIG. 11 on the
console section 210 (step S1401).       [0180]Next, the CPU 205
determines whether or not the user has pressed any one of the
function - 41 -  buttons (step 51402). Note that the function buttons
referred to in the present process are limited to the  secure print
button 7002 and the scan-and-transmit button 7004, and description of
cases where other 5 function buttons are pressed are omitted.
[0181]Then, the CPU 205 determines whether or not the user has
pressed secure print button 7002 (step S1403). If it is determined in
the step 51403 that the user has pressed the secure print button 7002
(YES to 10 the step 51403), the CPU 205 displays the secure print
handling screen 8001 described with reference to any of FIGS. 12A to
12C on the console section 210 (step 51404). 



[0182]As mentioned above, the secure print 15 function is set to be
allowed to be used without user authentication according to the
settings of the function-based authentication mode, and hence it is
not necessary to display the login screen for      authenticating a
user by the image forming apparatus 201000. [0183]Further, although
FIGS. 12A to 12C show the screen on which the list of secure print
jobs has already been displayed on the job list 8002, secure print
jobs to be displayed on the job list 8002 are 25 determined in the
following steps. [0184]Next, the CPU 205 determines whether or not
the user has been authenticated by the image - 42 -  forming
apparatus 1000, and is currently logged-in (step 51405). [0185]If it
is determined in the step 51405 that the user is not currently
logged-in (NO to the 5 step S1405), the CPU 205 displays the secure
print handling screen described with reference to FIG. 12A (step
51406), and returns to the step 51401. As described above, in the
present embodiment, when it is determined that the operations related
to a secure 10 print job are set not to require authentication and 



also the user has not been authenticated (NO to the step S1405), the
user is allowed to perform ones of the operations related to the
secure print job other than the canceling operation for deleting the
secure print 15 job displayed on the secure print handling screen.
[0186]The secure print handling screen enables the user to select
his/her job of which the password the user knows to execute printing.
Further, in FIG. 12A, the cancel button 8004 cannot be pressed as 20
mentioned above, and hence it is also possible to prevent jobs of the
others from being carelessly canceled. [0187]On the other hand, if it
is determined      in the step S1405 that the user is currently
logged-in 25(YES to the step S1405), the CPU 205 determines whether
or not the currently logged-in user is an administrator (step S1407).
Note that the administrator is a person - 43 -   who is in charge of
the management of the image forming apparatus 1000, and is
authenticated by the image forming apparatus 1000 as the
administrator, in a manner distinguished from other users. 5[0188]If
it is determined in the step 51407 that the currently logged-in user
is an administrator (YES to the step 51407), the CPU 205 displays the
secure print handling screen described with reference to FIG. 12B
(step S1408), and returns to the step S1401. 10[0189]On the secure
print handling screen shown in FIG. 12B, the administrator is allowed
to 



perform the canceling operation for all secure print jobs, and can
delete the secure print jobs      unnecessarily reserved in the image
forming apparatus 151000. [0190]On the other hand, if it is
determined in the step S1407 that the currently logged-in user is not
an administrator (NO to the step S1407), the CPU 205 displays the
secure print handling screen described 20 with reference to FIG. 12C
(step S1409), and returns to the step S1401. [0191]As shown in FIG.
12C, the currently logged-in user who is not an administrator is
enabled to immediately handle the print job without time and 25
effort of searching for his/her print jobs. Thus, in the present
embodiment, when it is determined that the operations related to the
secure print job are set not - 44 -  to require authentication, and
also the user is authenticated as an administrator, the user is
allowed to perform the operations related to all of the secure print
jobs. On the other hand, when the user is not 5 authenticated as an
administrator, the user is allowed to perform only operations related
to a secure print job of the user. [0192]Referring again to the step
51403, if it is determined in the step 51403 that the user has 10
pressed not the secure print button 7002 but the scanand-transmit
button 7004 (NO to the step S1403), the 



CPU 205 displays the login reception screen 11001 described with
reference to FIG. 5B (step S1410). [0193]The login reception screen
11001 is 15 displayed in this step because the "scan-and-transmit"
function is set as a function which requires user authentication
according to the settings of the function-based authentication
function. [0194]When the user enters a user name and a 20 password
from the login reception screen 11001 to execute login, and if login
authentication has failed (NO to a step 51411), the CPU 205 returns
to the step S1410, whereas if the login authentication is successful,
allowing the user to log in (YES to the 25 step 51411), the CPU 205
displays a scan operation screen, not shown, on the console section
210 (step S1412), and returns to the step 51401. - 45 -
[0195]Although in the process in FIG. 13, the CPU 205 returns to the
step S1401 after execution of the step S1412, if the user does not
explicitly perform a logout operation, the login state is maintained.
5[0196]Therefore, if the user intends to handle a secure print job in
a state in which user's login is maintained as mentioned above, the
CPU 205 proceeds from the step S1405 to the step S1407.
[0197]Further, where to proceed from the step 10 S1407 is determined
depending on the determination of whether or not the user who has
logged in to the image forming apparatus 1000 is an administrator in
the user authentication processing in the steps S1410 and S1411. 



[0198]In the display control process in FIG. 15 13, the method of
displaying secure print jobs and the control of access thereto for
handling are properly switched and controlled depending on whether or
not the user is currently logged-in, and further whether or not the
currently logged-in user is an administrator. This 20 makes it
possible to improve the operability and user-friendliness.
[0199]Although in the display control process in FIG. 13, the method
of displaying the secure print jobs and so on has been described, the
method may be 25 applied to any other print job, insofar as it is a
print job including user information of a user who has issued the
print job (owner of the print job). - 46 -  [0200]Next, a description
will be given of the display of the job history information. First,
the user interface displayed on the console section 210 will be
described. 5[0201]FIGS. 14A to 14C are diagrams showing examples of a
job history screen displayed on the console section 210 appearing in
FIG. 1. [0202]The job history screen, denoted by reference numeral
10001, shown in FIGS. 14A to 14C 10 displays history information of
jobs recorded in the HDD 208 of the image forming apparatus 1000.
[0203]Referring to FIGS. 14A to 14C, a job 



history list 10002 is an area for displaying a list of job history
records. 15[0204]A job history selection checkbox 10005 is for
selecting a job history record. A detailed information button 10007
is for displaying detailed information of one job history record. The
detailed information includes the number of pages, the number of 20
printed sheets, a sheet size, color/monochrome, a document name, and
so on, of each job. [0205]The user can refer to the detailed history
information by selecting a desired job history record by entering a
check mark in the job history 25 selection checkbox 10005 and
pressing the detailed information button 10007. [0206]FIG. 14A
displays the job history screen - 47 -  10001 in which the list of
all job history records is displayed, but the job names of all job
history records are masked with asterisks, and further the detailed
information button 10007 is always grayed out for 5 preventing the
user from pressing it. [0207]FIG. 14B displays the job history screen
10001 in which the list of all job history records and job names is
displayed, and further the detailed information button 10007 is
always displayed for 10 allowing the user to refer to the detailed
information.       [0208]FIG. 14C displays the job history screen 



10001 in which the list of all job history records is displayed, but
the displayed job names are only those of extracted job history
records each having a user 15 name which matches the user name of the
currently logged-in user. [0209]That is, the job name of a job
history record not having a user name which matches the user name of
the currently logged-in user is masked with 20 asterisks. FIG. 14C
shows an example in which only job history records of the user who
has logged in using the user name "User 1" are extracted, and the job
names of the extracted history records are displayed. [0210]Further,
the detailed information button 25 10007 is allowed to be pressed
only when a job history record having a user name that matches the
user name of the currently logged-in user is selected by entering a -
48 -  check mark in the job history selection checkbox 10005.
[0211]Assuming the image forming apparatus 1000 is configured as
above, a process for controlling the display of the job history
screen will be described. 5[0212]FIG. 15 is a flowchart of a
variation of the display control process in FIG. 13. [0213]The
display control process in FIG. 15 



is for controlling the method of displaying the detailed information
from the job history information. 10 Further, the display control
process in FIG. 15 is executed when the user presses the job history
display button 7005 as a function button in the step S1403 in FIG.
13, and hence the steps following the step S1403 will be described.
15[0214]Referring to FIG. 15, first, the CPU 205 displays the job
history screen 10001, described with reference to FIGS. 14A to 14C,
on the console section 210 (step S1501). In this step, it is assumed
that a job history displaying function is set to be allowed to 20 be
used without user authentication according to the settings of the
function-based authentication mode.       [0215]Next, the CPU 205
determines whether or not the detailed information is unconditionally
allowed to be displayed (step S1502). In this determination, a 25
setting in a checkbox provided in advance, in association with
permission of displaying of the job history, is used. This checkbox
is provided in advance  as one of the setting items for configuring
various  settings of the image forming apparatus 1000, and normally,
an administrator logs in to the image forming apparatus 1000 when
making or changing the setting in 5 the checkbox. [0216]If it is
determined in the step S1502 that the detailed information is
unconditionally 



allowed to be displayed (YES to the step 51502), the      CPU 205
displays the job history screen 10001 described 10 with reference to
FIG. 14B (step 51506), and returns to the step S1401. [0217]On the
other hand, if it is determined in the step 51502 that the detailed
information is not      unconditionally allowed to be displayed (NO
to the step 15 S1502), the CPU 205 determines whether or not the user
is currently logged-in (step S1503). [0218]If it is determined in the
step S1503  that the user is currently not logged-in (NO to the step
S1503), the CPU 205 displays the job history 20 screen 10001
described with reference to FIG. 14A (step S1504), and returns to the
step S1401. As described above, in the present embodiment, it is
determined whether or not the detailed information is always allowed
to be displayed, and if it is determined that 25 the detailed
information is not always allowed to be displayed, and also the user
is not authenticated, the detailed information of all executed print
jobs is  inhibited from being displayed. [0219]As described above, in
a case where a user has not logged in to the image forming apparatus 



1000, the job history screen 10001 in FIG. 14A is 5 displayed,
whereby it is possible to prevent unidentified users from being
carelessly allowed to refer to the detailed information of the job
history. However, the list of the job history is displayed, and hence
the user can obtain minimum information, such as 10 a result (0K/NG)
of his/her own job. [0220]On the other hand, if it is determined in
the step 51503 that the user is currently logged-in (YES to the step
S1503), the CPU 205 determines whether      or not the currently
logged-in user is an administrator 15(step S1505). [0221]If it is
determined in the step S1505 that the currently logged-in user is an
administrator (YES to the step S1505), the CPU 205 displays the job
history screen 10001 described with reference to FIG. 20 14B (step
S1506), and returns to the step S1401. As described hereinabove, the
job history screen 10001 in FIG. 14B is a screen on which the
detailed information of all job history records is allowed to be
displayed. [0222]On the other hand, if it is determined 25 in the
step S1505 that the currently logged-in user is not an administrator
(NO to the step 51505), the CPU 205 displays the job history screen
10001 described - 51 -  with reference to FIG. 14C (step S1507). As
described hereinabove, the job history screen 10001 in FIG. 14C is a
screen on which only job history records each having a user name
which matches the user name of the 



5 currently logged-in user are extracted and the job names of the
extracted jobs are displayed. Thus, in the present embodiment, it is
determined whether or not the detailed information is always allowed
to be displayed, and if it is determined that the detailed 10
information is not always allowed to be displayed, and also the user
is authenticated as an administrator, the detailed information of
history of all executed print jobs is allowed to be displayed. On the
other hand, if the user is not authenticated as an administrator,
only 15 detailed information of history of the executed print jobs of
the user is allowed to be displayed. [0223]Thus, in a state in which
the user has logged in to the image forming apparatus 1000, it is
possible to allow the user to refer to only history 20 information of
jobs of the currently logged-in user.        [0224] As described
above, the job history displaying method is properly switched
according to whether or not the user is currently logged-in, and
further whether or not the currently logged-in user is 25 an
administrator, as described in the process shown in FIG. 15. This
makes it possible to prevent information from being leaked from the
job history without damaging - 52 -  the user-friendliness.
[0225]Further, although in the processes in  FIGS. 13 and 15, as to
the login operation of a user to the image forming apparatus 1000,
login is executed e.g. 5 when the user selects a function requiring
user  authentication, another operation method for user
authentication may be provided. As another operation method for user
authentication, for example, a function button may be added to the
home screen 7001, for use in 10 explicitly performing a login
operation. 



[0226]Aspects of the present invention can also be realized by a
computer of a system or apparatus  (or devices such as a CPU or MPU)
that reads out and executes a program recorded on a memory device to
15 perform the functions of the above-described embodiments, and by a
method, the steps of which are performed by a computer of a system or
apparatus by, for example, reading out and executing a program
recorded on a memory device to perform the functions of 20 the
above-described embodiments. For this purpose, the program is
provided to the computer for example via a network or from a
recording medium of various types serving as the memory device (e.g.,
computer-readable medium). 25[0227]While the present invention has
been described with reference to exemplary embodiments, it is to be
understood that the invention is not limited  to the disclosed
exemplary embodiments. The scope of the following claims is to be
accorded the broadest interpretation so as to encompass all such
modifications and equivalent structures and functions. 5[0228]This
application claims the benefit of Japanese Patent Application No.
2013-015647, filed January 30, 2013, which is hereby incorporated by
reference herein in its entirety.  



What is claimed is: 1. An image forming apparatus comprising:
a login unit configured to allow a user to log in 5 to the image
forming apparatus;       a determination unit configured to
determine, in a case where the image forming apparatus operates in a
function-based authentication mode, whether or not a user-selected
function of a plurality of functions 10 requires user authentication,
the plurality of functions including at least a secure printing
function for printing data in response to an input of a password; and
a permission unit configured to, in a case where 15 the secure
printing function is specified as the user-selected function and it
is determined by said determination unit that the user-selected
function does not require user authentication, allow the user to use
the secure printing function, even if the user is not 20
authenticated. 2. The image forming apparatus according to claim 1,
wherein the user can be one of a general user whose      user name is
managed by the image forming apparatus, 25 and a guest user whose
user name is not managed by the image forming apparatus, and wherein
when it is determined by said - 55 -   determination unit that the
user-selected function does not require user authentication, said
permission unit allows the user to use the secure printing function,
but inhibits the user from performing operations 



5 related to data of the guest user. 3. The image forming apparatus
according to claim 2, further comprising a login mode operation unit
configured to operate the image forming apparatus in a 10 login mode
in which the user is allowed to perform operations related to various
functions which can be executed by the image forming apparatus, after
the user is authenticated as the general user or the guest user, and
15wherein said permission unit allows, when the user is authenticated
as the general user, the user to perform the operations related to a
secure print job of the general user, whereas said permission unit
does not allow, when the user is authenticated as the guest user, 20
the user to perform any of operations related to all secure print
jobs. 4. The image forming apparatus according to claim  forming
apparatus to be executed after the user is authenticated as the
general user or the guest user, and wherein said permission unit
allows, when the user 5 is authenticated as the general user, the
user to perform the operations related to a secure print job of the
general user, whereas said permission unit allows, when the user is
authenticated as the guest user, the user to perform the operations
related to a secure 10 print job of the guest user. 5. The image
forming apparatus according to claim 



1, wherein when it is determined by said determination      unit that
the user-selected function does not require 15 user authentication,
and also the user is not authenticated, said permission unit allows
the user to perform ones of operations other than an operation for
deleting the data. 206. The image forming apparatus according to
claim 1, wherein the user can be a user authenticated as an
administrator who manages the image forming apparatus, and wherein
when it is determined by said 25 determination unit that the
user-selected function does not require user authentication, and also
the user is authenticated as the administrator, said permission  unit
allows the user to use the secure printing function. 7. The image
forming apparatus according to claim 5 1, wherein various functions
which can be executed by the image forming apparatus include a
detailed information-displaying function for displaying detailed
information of history of print jobs which have been executed,
10wherein said determination unit determines whether 



or not the detailed information is always allowed to be displayed,
and wherein when it is determined that the detailed       information
is not always allowed to be displayed, and 15 also the user is not
authenticated, said permission unit does not allow detailed
information of history of print jobs which have been executed to be
displayed. B. The image forming apparatus according to claim 20 1,
wherein the user can be a user authenticated as an administrator who
manages the image forming apparatus, and wherein various functions
which can be executed by the image forming apparatus include a
detailed 25 information-displaying function for displaying detailed
information of history of print jobs which have been executed, - 58 -
wherein said determination unit determines whether or not the
detailed information is always allowed to be displayed, and wherein
when it is determined that the detailed 5 information is not always
allowed to be displayed, and also the user is authenticated as the
administrator, said permission unit allows the detailed information
of history of all secure print jobs which have been executed to be
displayed, whereas when the user is not 



10 authenticated as the administrator, said permission unit allows
only detailed information of history of executed print jobs of the
user to be displayed.            9. A method of controlling an image
forming 15 apparatus, comprising: allowing a user to log in to the
image forming apparatus;       determining, in a case where the image
forming apparatus operates in a function-based authentication 20
mode, whether or not a user-selected function of a plurality of
functions requires user authentication, the plurality of functions
including at least a secure printing function for printing data in
response to an input of a password; and 25allowing, in a case where
the secure printing function is specified as the user-selected
function and it is determined by said determining that the user-
selected function does not require user authentication, the user to
use the secure printing function, even if the user is not
authenticated. 510. A non-transitory computer-readable storage medium
storing a computer-executable program for executing a method of
controlling an image forming apparatus, wherein the method comprises:
10allowing a user to log in to the image forming 



apparatus;       determining, in a case where the image forming
apparatus operates in a function-based authentication mode, whether
or not a user-selected function of a 15 plurality of functions
requires user authentication, the plurality of functions including at
least a secure printing function for printing data in response to an
input of a password; and allowing, in a case where the secure
printing 20 function is specified as the user-selected function and
it is determined by said determining that the user-selected function
does not require user authentication, the user to use the secure
printing function, even if the user is not authenticated. 25 - 60 - 




