TI TLE OF THE | NVENTI ON | MAGE FORM NG APPARATUS EQUI PPED W TH
SECURE PRI NT FUNCTI ON, METHOD OF CONTROLLI NG THE SAVE, AND STORAGE
5MEDI UM BACKGROUND OF THE | NVENTI ON Fi el d of the Invention

10[ 0001] The present invention relates to an image form ng apparat us
equi pped with a secure print function, a nmethod of controlling the
sane, and a storage nmedium 15 Description of the Related Art

[ 0002] There has been generally known a systemin which print data

transmtted froman external appaat s SECH %K (Persona
conputer), is reserved in an imge form ng apparatus, and the 20

reserved print data is printed according to a user's operation
performed on a operation panel of the inmage form ng apparatus. This
printing is genersbby rekRenned AP@ARSTUIRE EDEISPEEL WA HOISHUURIY.PRINT
[0003]In this reservation printing, reserved 25 print data can be
printed when tHEINGEIONNtNEBHGD B SOON TREILL 116¢ f THIBSAMSE; AND STORAGE
aut hentication on an operation screen of the image form ng apparatus.
- 1 - [0004] This reservation printingME@Ip¥rticularly effective in
delivering a printout which the user does not want others to view,
when the image form ng apparatus is a shared printer connected to a

BACKGROUND OF THE INVENTION

Field of the Invention

10 [0001] The present invention relates to an
image forming apparatus equipped with a secure print
function, a method of controlling the same, and a

storage medium.

15 Description of the Related Art
[0002] There has been generally known a system
in which print data transmitted from an external
apparatus, such as a PC (personal computer), is
reserved in an image forming apparatus, and the
20 reserved print data is printed according to a user’s
operation performed on a operation panel of the image
forming apparatus. This printing is generally referred
to as the reservation printing.
[0003] In this reservation printing, reserved
25 print data can be printed when the user enters a
password or performs user authentication on an

operation screen of the image forming apparatus.



5 network. [0005] As an exanpl e of the conventional technique related
to reservation printing, there has been proposed a nethod in which a
print job to which a password is added is transmtted froma PC to an
i mge 10 form ng apparatus, and printing is executed when the sane
password as that added to the print job is input fromthe operation
panel of the inmage form ng apparatus (Japanese Patent Lai d-Qpen
Publ i cati on No. 2000-76028). [0006] Al though printing using the nethod
of 15 reservation prd@i4hg i rsionetd swwratefer edittolas secur e
printing, confidential printing, private printing, authentication
printing, and Brculariheepfesieniei ivedrlbreringis expnesgbdwhsch
secure print job. [0007] Specifically, the secure print job is, 20 as
a general rul &b Yor R SYRTH- t e BT i 7R i WV s Wham t Blde wheaoa

correct password is inputted by a user froma console section of the
i mage form ng éf’prﬁr&r”(ﬁ u%?p%l?ﬂnt‘%%c{ﬁ i? SRATIHE DI HRT | P eCkpd ubeda by

pl aci ng pa svvoredc- ed restrictions on printing. In this case, 25
however, pass ra-

ba
‘Ya%ed restrictions on printing cannot be placed on

a normal print job [vgy ri fre?%ﬁ,g%o%%#{gﬁem&fmtHeo%qny%[ﬂtional

[ 0008] Furt her, as anot ring securi a print job,

there has been prQpPosgd ﬁlﬁé@%&&%&&éﬂdrﬁa%@%} U RePlNs

j ob, by managi ng print j n assocl ation wt
been proposed a method in which a print job to which a

password is added is transmitted from a PC to an image
10 forming apparatus, and printing is executed when the
same password as that added to the print job is input
from the operation panel of the image forming apparatus
(Japanese Patent Laid-Open Publication No. 2000-76028).
[0006] Although printing using the method of
15 reservation printing is sometimes referred to as secure
printing, confidential printing, private printing,
authentication printing, and so on, in the present
invention, 1t is expressed as a secure print job.
[0007] Specifically, the secure print job is,
20 as a general rule, a job executed such that printing is
started when a correct password is inputted by a user
from a console section of the image forming apparatus,
and security of the print job is ensured by placing
password-based restrictions on printing. In this case,
25 however, password-based restrictions on printing cannot
be placed on a normal print job which is not a secure

print job.



5 information of users who are managed by the image form ng
apparatus. [0009]In this nethod, before transmtting a print job from
an external apparatus, the user adds a user nanme to the print job.
Then, user authentication 10 is performed by the user inputting the
user nane and a password to the inmage form ng apparatus or by the
user holding an IC card over a card reader of the inage formng
apparatus. [0010] Then, the inmage form ng apparatus 15 extracts, from
all print jobs, thquodeli ng RutSeir NaE addedt hereicy Wi dhdmtches
the user nane authenticated by the inmage form ng apparatus, and

al l ows the usereduxiger faf m qmt yntoppsat i tnsrd diad Nee@xtpaspese@ra nt

j obs. 20[0011] According to this nmethod, it is possible to prevent
one's print jalgthottladiguptnotllomy acoscurs @ iptinobjobutbal so a
normal print job, from being unauthorizedly handl ed by others, and
hence it is p&FSiagli@a e urkokecuriassafiadforpriith jubsr 25 [0012]
Further, sone of_ the inmge form ng apparatuses that perform user

aut hent i cati o "dEETEGHPh&E WS Hish@iomagagad Puuthetiagg i ng
users who are not. managed hy the inmage form ng apparatus, as guest
users. This f%r?c?ﬁlélr?i c?\ﬁ/ufed for users who want to temporarily

use the imge forniggoappar abys: [QORITRLS LURSLEon. e diing

print job from an external apparatus, the user adds a
user name to the print job. Then, user authentication

10 is performed by the user inputting the user name and a
password to the image forming apparatus or by the user
holding an IC card over a card reader of the image
forming apparatus.

[0010] Then, the image forming apparatus

15 extracts, from all print jobs, those having a user
name added thereto which matches the user name
authenticated by the image forming apparatus, and
allows the user to perform only operations for the
extracted print jobs.

20 [0011] According to this method, it is possible
to prevent one’s print job, including not only a secure
print job, but also a normal print job, from being
unauthorizedly handled by others, and hence it is
possible to ensure security of all print jobs.

25 [0012] Further, some of the image forming
apparatuses that perform user authentication are

equipped with a function of also authenticating users



5 tenporarily allow, for exanple, in a case where the image form ng
apparatus is equipped with a plurality of functions, such as a copy
function, a scan function, and a print function, a person as a
visitor fromthe outside to use the copy function so as to copy a 10
docunent as a guest user. [0014]In the case where a user is

aut henticated as a guest user, the inmage form ng apparatus cannot
identify the user, and hence restricts handling of a print job from
t he vi ewpoi nt vgfo IErprevemamnged Pynf ohentnage | Eakageg Jbaeratusi nas
general, the inmage form ng apparatus does not allow a guest user to
handl e a print9yett Yoous] Pdhtiisc duardbidm igomuaiildasy ucessetd who
print job according to authentication of a user by the 20 inage
formi ng appar &S thet YRR HestritrdtedniemE e offarmied hpiPaeakas - t he

(o108 BrOBLE rognn | CHIATIR B L0010 sppargtizes, Lo
functi on, 80 Bt (U)CLio, LUBT e 200 016, U1 E0L 5, S9N PBES
Syt nent o Ol AN e O BBk, it LOPATIENRRY) 58
s hentcel! ombnckien, Wiah sl usese bt sl o donslphociirs,
and a print function, a person as & visitcr from the
outside to use the copy function so as to copy a
10 document as a guest user.

[0014] In the case where a user is
authenticated as a guest user, the image forming
apparatus cannot identify the user, and hence restricts
handling of a print job from the viewpoint of

15 prevention of information leakage. That is, in general,
the image forming apparatus does not allow a guest user
to handle a print job.

[0015] Particularly in controlling access to a
print job according to authentication of a user by the

20 1image forming apparatus, the above-described
conventional technigque has the following problem:

[0016] Ameng image forming apparatuses that
provide a plurality of functions, such as a copy
function, a scan function, and a print funcition, there

25 1is one which is equipped with a function of switching

whether or not to require user authentication, on a

function-by-function basis.



5 used wi thout user authentication whereas the scan function
essentially requires user authentication. [0018] The

functi on-based aut hentication function is provided for the purpose of
saving a user normally managed by the inage form ng apparatus from 10
the tine and effort of perform ng an authentication operation, when

t he user uses a function of the imge form ng apparatus, which is
determ ned, fromthe viewoint of managenent, not to essentially

require user authentdouat) on. Ekadplics dheaHURPIRARAFEGR function
aut hentication function is different in purpose fromthe case where

t he above- nentirariedleguesturuseirontgessddieat trge: Tt g BPReE 8dnSwhich
[ 0019] Al t hough the purpose is different, also in a case where user

aut hent i cat i oredrst iptrepertfroy meldidanl 20y usf npddiel dnmction-desesie, in
aut henti cation function, the inmage form ng apparatus cannot identify
a user, sim| &Ugh teo mESIbR e ierte oray dasestofort hies ridlstwerdero be

[0020] On the ot her hand, fromthe viewpoint of security, a print job
requires exectSe6h "Bt hetited8exs ABHaHIi @it iprusdredspusere b, and

hence requires. identification aof a user. [0021] Therefore, it is
required to r’r&lk‘é1 -%—Se“ﬁ@ﬁérﬂi%eﬁqld??se% i TheR & GRE RN § ob

nandiing function, 3] ghhi s gRkes L possible o saye Lhe yser

function is provided for the purpose of saving a user
normally managed by the image forming apparatus from
10 the time and effort of performing an authentication
operation, when the user uses a function of the image
forming apparatus, which is determined, from the
viewpoint of management, not to essentially require
user authentication. That is, the function-based
15 authentication function is different in purpose from
the case where the above-mentioned guest user uses the
image forming apparatus.
[00189] Although the purpose is different, also
in a case where user authentication is not performed in
20 using the function-based authentication function, the
image forming apparatus cannot identify a user,
similarly to the above-mentioned case of the guest user.
[0020] On the other hand, from the viewpoint of
security, a print job requires execution of access
25 control on a user-by-user basis, and hence requires
identification of a user.

[0021] Therefore, it is required to make user



fromhaving to performan authentication operation. 5SUMWARY OF THE

| NVENTI ON [ 0022] The present invention provides an inmage form ng
apparatus which is capable of flexibly controlling whether or not to
perform user 10 authentication when a user perforns operations
related to various functions of the inmage form ng apparatus, a nethod
of controlling the sane, and a storage nedi um [0023]In a first
aspect of the present invention, there is provided an i mage form ng
apparatus 15 canpuérst hgpialdogeasemitiatondi gupeint ojabl bandluser to
log in to the inmage form ng apparatus, a determ nation unit
configured to Testerihime,and Bhiaseakber ett bheposmgel ¢ otai agvappheatigsr
operates in a function-based authentication node, whether or not a
user - sel ect ed 2P Uratinh o9 repieral &nyaethénpttdohenregaratsonser
aut hentication, the plurality of functions including at |east a
secure printing function for printing data in response to an input of
a password,_. and a perm ssion unit configured to, in a case where the

secure printing 25 function i SUMYEEY O&d T&E INYENTdONsel ect ed

function and it is determ ned by the determ nation unit that the
user-sel ected function does not require user -6- authentication,

all ow the user to e segure i nti.nag funct.i on, even,if the. user
is not authenticat etg. %024] ﬁlr}:lea p?eecso%rl{l&: gLsnﬁreeé]tCClo tpnreovplrd‘eessen"?n 5Hmage

i nvention, th@g&ﬂfﬁdNéRQéygkﬁgrwgfggifg éég?gfglgfmﬁﬁgki e formng

apparatus, conprising l'ow ng a user to Into the ina form ng
apparat us, det@iryiNg.nd WHRtIASe el the ddmasf aiddng apparat us

operates in a function-based authentication node, whether or not a
10 authentication when a user performs operations related
to various functions of the image forming apparatus, a
method of controlling the same, and a storage medium.
[0023] In a first aspect of the present
invention, there is provided an image forming apparatus
15 comprising a login unit configured to allow a user to
log in to the image forming apparatus, a determination
unit configured to determine, in a case where the image
forming apparatus operates in a function-based
authentication mode, whether or not a user-selected
20 function of a plurality of functions requires user
authentication, the plurality of functions including at
least & secure printing function for printing data in
response to an input of a password, and a permission
unit configured to, in a case where the secure printing
25 function is specified as the user-selected function and

it is determined by the determinaticn unit that the

user-selected function does not require user



10 user-selected function of a plurality of functions requires user
aut hentication, the plurality of functions including at |east a
secure printing function for printing data in response to an input of
a password, and allowing, in a case where the secure printing 15
function is specified as the user-selected function and it is
determ ned by said determning that the user-selected function does
not require user authentication, the user to use the secure printing
function, evemuitdhdhte &seiod s AWtopuihentidcatied. nL00025d M, A t hird
aspect of the present invention, there is provided a non-transitory
conput er - r eadadd i tSiraf e dEIINM ST | NG B QUERM ef's axecut abl e
program for executing a nmethod of controlling an image form ng
appar at us, whendihertdiearstchod conprises 25 allowing a user to log in
to the inmage form ng apparatus, determning, in a case where the
i mge formi ng apparl&02dloper dnes isecanflupciieart- lbds éthe- Present
aut hentication node, whether or not a user-selected function of a
plurality of fURVENIGEHR r dddinees usaovidatkm insdthiash oft ergiaglaliing af
functions including at | east a secure printing function for printing
data in 5 respdRSE tH®TaH Noh SR 36T ta Spa SO, S 181 i awiingg, @ iYPer dase
where the secyre printing function is specified as the user-selected
function and P9 $7d&CertihedBy LTS SRdhatyrhaeg@ining, in
user-sel ected _function doe% not, require user _authentication, the user
i

&S50 "B IR AOREET G FTeVEn FPTHE W AP AR 10 2

to use the sefuré°To pri

aUthentiCatedfuk%g%%ké%%%%gg%%g%%P%g%aQﬁ%ﬁe %dgnvﬁ%%ﬂﬁéri§riﬁ%t(%

possi ble to provide an appar at us Whi'ch 7's capable

flexibly gont balhlag wigkhier ecieh b 15 ARLaumuser auidantication

when a user perforns operations related t0 variou unction t he

i mage form ngrapparakussed HBthed:9tagablr okhieng g 198RE oANd a
storage nedium [0027] Further features of the present
functions including at least a secure printing function
for printing data in response to an input of a password,
and allowing, in a case where the secure printing

15 function 1s specified as the user-selected function and
it is determined by said determining that the user-
selected function does not require user authentication,
the user to use the secure printing function, even if
the user is not authenticated.

20 [0025] In a third aspect of the present
invention, there is provided a non-transitory computer-
readable storage medium storing a computer-executable
program for executing a method of controlling an image
forming apparatus, wherein the method comprises

25 allowing a user tc log in to the image forming

apparatus, determining, in a case where the image

forming apparatus operates in a function-based



20 invention will becone apparent fromthe follow ng description of
exenpl ary enbodi ments with reference to the attached draw ngs. BRI EF
DESCRI PTI ON OF THE DRAW NGS 25 [0028]FIG 1 is a schematic di agram of
an imge form ng systemincluding an inage form ng apparatus
according to a first enbodi nent of the present invention. [0029]FIGS.
2A and 2B are di agrans each showi ng an exanple of a setting
screen di splayed on a 5 PC display section appearing in FIG 1.
[0030] FIG 3 isuthdhionediarén afcde prénécheb &f ansti $S1,08rPEECEESed
executed by a CPU appearing in FIG 1. [0031]FIG 4 is a flowhart of
a print job lurecEeptn onf pr ockssabkieg ud £df byciali G péghbeessmager
form ng apparatus. [0032] FIGS. 5A and 5B are di agranms show ng
exanpl es of a dwdiantievepidon See eeludikpt pyell Dmat tonsoiectedingnat
appearing in FIG 1. 15[0033]FIG 6 is_a diagramshow ng an exanpl e
of a home scrd@fsli sHlTWEF P EHE: Bohsolecker i Hpr printing data in

5 response to an input of a password, and allowing, in a
case where the secure printing function is specified as
the user-selected function and it is determined by said
determining that the user-selected function does not
require user authentication, the user to use the secure

10 printing function, even if the user is not
authenticated.

[0026] According to the present invention, it
is possible to provide an image forming apparatus which
is capable of flexibly controlling whether or not to

15 perform user authentication when a user performs
operations related to various functions of the image
forming apparatus, a method of controlling the same,
and a storage medium.

[0027] Further features of the present

20 invention will become apparent from the following
description of exemplary embodiments with reference to

the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

25
[0028] FIG. 1 is a schematic diagram of an

image forming system including an image forming



[0034] FIGS. 7A to 7C are diagrams showi ng exanples of a secure print
handl i ng screen displayed on the console section. 20[0035]FIG 8 is a
fl owmchart of an access control process executed by the CPU.

[ 0036] FIGS. 9A and 9B are flowcharts of variations of the access
control process in FIG 8. [ 0037] FIGS. 10A and 10B are

di agrams showi ng 25 exanples of the secure print handling screen
di splayed as a result of the process in FIG 9B. [0038]FIG 11 is

di agr am show ngh i LR @i dirfy RATes SErean dirsdd avad: oy ayeonsol e
section of an image form ng apparatus according to a second

enbodi nent of presdqresenteritiventi on. [0039] FIGS. 12A to 12C are
di agrans showi ng 5 exanples of the secure print handling screen
di spl ayed on the cd®#H secfilGs. PAO4OHFLE at3d idd aarfamewelatt of a
di splay control process executed by a CPU of the imge form ng
appar at us. showing an example of a setting screen displayed on a
5 PC display section appearing in FIG. 1.
[0030] FIG. 3 is a flowchart of a print job
transmission process executed by a CPU appearing in FIG.
1.
[0031] FIG. 4 is a flowchart of a print job
10  reception process executed by a CPU of the image
forming apparatus.
[0032] FIGS. 5A and 5B are diagrams showing
examples of a login reception screen displayed on a
console section appearing in FIG. 1.
15 [0033] FIG. & is a diagram showing an example
of a home screen displayed on the console section.
[0034] FIGS. 7A to 7C are diagrams showing
examples of a secure print handling screen displayed on
the console section.
20 [0035] FIG. B8 is a flowchart of an access
control process executed by the CPU.
[0036] FIGS. 9A and 9B are flowcharts of
variations of the access controcl process in FIG. 8.
[0037] FIGS. 10A and 10B are diagrams showing
25 examples of the secure print handling screen displayed

as a result of the process in FIG. 9B.

[0038] FIG. 11 is diagram showing an example of



10[ 0041] FIGS. 14A to 14C are di agrans show ng exanples of a job

hi story screen di splayed on the console section. [0042]FIG 15 is a
flowhart of a variation of the display control process in FIG 13.
15 DESCRI PTI ON OF THE EMBODI MENTS [ 0043] The present invention will
now be described in detail belowwth reference to the 20

acconpanyi ng drawi ngs show ng enbodi nents thereof. [ 0044] FI G
1 is a schematic diagramof an image form ng system 1 incl udi ng an

i mge form ng apparatisreee ol ibmpyed cof i stommbbeli pentioh ¢hean
present invention. 25[0045] Referring to FIG 1, the inmage form ng
system 1 conprimgge therningeaper v s apareding denateedcodydr ef erence

nunmeral 1000, and a PC 21, which are - 10 - connected to each other
by a network RFPOGFEAB] L Tomie FreFrtt 200Vt 9. i nage forni ng
[0039] FIGS. 12A to 12C are diagrams showing

5 examples of the secure print handling screen displayed
on the console section.

[0040] FIG. 13 is a flowchart of a display
control process executed by a CPU of the image forming
apparatus.

10 [0041] FIGS. 14A to 14C are diagrams showing
examples of a job history screen displayed on the
consocle section.

[0042] FIG. 15 is a flowchart of a variation of
the display control process in FIG. 13.

15

DESCRIPTION OF THE EMBODIMENTS

[0043] The present invention will now be
described in detail below with reference to the
20 accompanying drawings showing embodiments thereof.
[0044] FIG. 1 is a schematic diagram of an
image forming system 1 including an image forming
apparatus according to a first embodiment of the
present invention,
25 [0045] Referring to FIG. 1, the image forming
system 1 comprises the image forming apparatus, denoted

by reference numeral 1000, and a PC 21, which are

- 10 -



apparatus 1000 is connected to a scanner section 201 which is an

i mage i nput device, a printer section 202 5 configured to print an

i mge on a recording sheet, the network 101, and a public

comuni cation |ine 204, to thereby input and out put image data and
device information. [0047] Further, the control unit 200 includes a 10
CPU 205, a RAM 206, a ROM 207, a HDD 208, a console section interface
209, a network interface 211, a nodem 212, an SRAM 213, and an RTC
214, which ar ecomneci@dcd ocaclsystiesn bos 215t f&O48]1The CPU 205 is a
processor that controls 15 the overall operation of the image form ng
apparatus 1000. ThelRAMP06 ifs corsystlemnadr R 0fendr yheselthdgy forming
operation of the CPU 205, and also functions as a nenory for
tenporarily staRfarptivmgedMates exmrediddrimtd mgapasswordsiomn0 5o
on. 20[0049] The ROM 207 is a boot ROMthat stores a boot program for
the i mage for MgTappardt ufagdoinitie 4505 208 4 PBELHRH ekl i 22
and stores_system softwar application prograns, inmge data, and so

forth. TheXHOS FHhe ét(radé? s 3t ogrzgfs Fore X 9 peet, the
processes, descr.i be ei nafter. 050] The consol.e section jnterface
209 provi des inr?tté"r%rg{cg it 8 cors %%W%%ﬁrﬁ%%d& to
thereby input and output image data and device
information.
[0047] further, the control unit 200 includes a
10 CPU 205, a RAM 206, a ROM 207, a HDD 208, a console
section interface 209, a network interface 211, a modem
212, an SRAM 213, and an RTC 214, which are connected
tc a system bus 215.
[0048] The CPU 205 is a processor that contrels
15 the overall operation of the image forming apparatus
1000. The RAM 206 is a system work memory used for
operation of the CPU 205, and also functions as a
memory for temporarily storing image data, user
information, passwords, and so on.
20 [0049] The ROM 207 is a boot ROM that stores a
boot program for the image forming apparatus 1000. The
HDD 208 is a hard disk drive, and stores system
software, application programs, image data, and so
forth. The HDD 208 further stores programs for
25 executing processes, described hereinafter.
[0050] The console section interface 209

provides interface with a console section 210 having a

- 131 -



touch panel, and outputs imge data to the console section 210, which
is to be displayed on the consol e section 210. Further, the console
section interface 209 transfers information to the CPU 205, which is
5 input by a user fromthe console section 210 to the image form ng
apparatus 1000. [0051] The network interface 211 is connected to the
network 101 to input and output information fromand to external
appar at uses. The nobdem 212 is 10 connected to the public

comruni cat i on touneh 204n4 D, | apdt catduost putgenfiataatbobhér oshasdet 0
external apparatuses. The SRAM 213 is a volatile storage device which
can operate atsecthigh 2heedvhliohthe podsentispbadedeat, thewesesoléehe
SRAM 213 is configured to be equivalent to 15 a nonvol atile storage
devi ce by nmakigRfise ofl@. bdekupgsowdhes gopiseld cosA]ike R Rxkce s a
real time clock, and continues_counting the current tine even in a
state where t P EIMaRFEYRT t1DHOTRL R povkredCBY. 208 00B3FiThis
control unpt 200 further includes an RIP section 218, a device
interface 219, 1PWcdhhe? 1Halge’ PPBCERR 0TORDDL e aSBFFhPRr <1 fabe the

pr ocessor 221,iman gnery ll:i onﬂproceig_ssor é@ﬁ and a decryption
processor 223 NI TH WE EOHERTEH 1D €ACh other by an i mage bus 25
217. The i nmage bus =and t S re nect ed h n

i mge bus interface[%;olsﬁmi cﬁ%les%:lettb%{)gs r%in%gr%ca (égzioqnvlesr t% eecathac%a

structure. Thed mage QUS;srd2 01 &l 4dsu@ £ rp&.'xléput information from

and to external apparatuses. The modem 212 is

10 connected to the public communication line 204 to input
and output information from and to external apparatuses.
The SRAM 213 is a volatile storage device which can
operate at a high speed. In the present embodiment,
however, the SRAM 213 is configured to be equivalent to

15 a nonvolatile storage device by making use of a backup
power supply.

[0052] The RTC 214 is a real time clock, and
continues counting the current time even in a state
where the control unit 200 is not powered on.

20 [0053] The control unit 200 further includes an
RIP section 218, a device interface 219, a scanner
image processor 220, a printer image processor 221, an
encryption processor 222, and a decryption processor
223, which are connected tc each other by an image bus

25 217. The image bus 217 and the system bus 215 are
connected by an image bus interface 216 which is a bus

bridge that converts the data structure. The image bus

- 12 -



[ 0054] The RIP section 218 is a raster inmmge processor that converts a
PDL code to a bitmap i nage. The device interface 219 connects the
control unit 200 5 to the scanner section 201 and the printer section
202 to perform synchronous-to-asynchronous or
asynchr onoust o- synchronous conversion of inmage data. [0055] The
scanner image processor 220 perforns correction, manipul ation, and
editing of image data 10 input fromthe scanner section 201. The

printer inage processorp@2loperforns correction, resolution
conversion, etc. of inmage data to be printed out. The encryption
processor 222 perf ofo0s 4y oCeSHaRITOIseICiroPtA Iy inputrasdear i iedgeli ng
i mge data. The 15 decryption processor 223 perfornms processing for
decrypti ng engryptesbaattthaf 00Q6T€nt ¢ he Phherodw@mnidy 4 heifta@limeage.
conprises a CPU 20, a printer driver 22, a PC operation section 23, a
PC di spl ay sechlisrdeacand: e Pl eonilhi connert s eth¢ oprorebs. withe THFU
20 controls the overall operation of the PC 21. The printer driver 22
is a driveP fdro ddift rtdniRyE tIRCE Frye? $branhg- e g B ter 1990t Lahe2 BC
operation section 23 conprises a keyboard, a nouse, and so forth. The
PC di spl ay sedtq GiFZAPES SYRFFARRME oo 5 MIPIWBAHY ThidTREFOMISS 2

user. The PC %(r)n:rmni ation section 25 is a NNC (network interface
controller) fdr° &}ﬁ}?gtﬁ‘?%ﬁlﬁ FURETAUbrKE 1HE9E 92 [0057]Wth the

above-descri bed cog@ioﬁﬁlat iony the image formn O%De%%(r?aj} %q&%ge?rfoé;ﬁnds

executes a print | printing an image on recording’s

a user can perfQrm ec;rfatir I-rglﬁlrﬁlﬁﬂq} %ﬁ&%ﬂﬂi’ﬂgﬂ@-ﬂﬁ%&%@%’aﬁd

print job is execute acco ding to an’instruction Tromt
an expresspon ;'S tHd NHeder RANS orf R4 aneiet pfinewt heRe

21, print data for instructing the inage form ng apparatus 1000 to
execute a primrdc¥sor 221 performs correction, resolution
conversion, etc. of image data to be printed out. The
encryption processor 222 performs processing for
encrypting input data including image data. The
15 decryption processor 223 performs processing for
decrypting encrypted data.
[0056] On the other hand, the PC 21 comprises a
CPU 20, a printer driver 22, a PC operation section 23,
a PC display section 24, and a PC communication section
20 25. The CPU 20 controls the overall operation of the
PC 21. The printer driver 22 is a driver for
controlling the image forming apparatus 1000, The PC
operation section 23 comprises a keybcard, a mouse, and
so forth. The PC display section 24 is a display for
25 displaying information to a user. The PC communication

section 25 is a NIC (network interface controller) for

connecting to the network 101.
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10[ 0058] Next, transm ssion of a print job fromthe PC 21 will be
descri bed. Wien sending a print job, a user configures settings on
the PC operation section 23. [0059] FIGS. 2A and 2B are di agrans each
15 showi ng an exanple of a setting screen displayed on the PC displ ay
section 24 appearing in FIG 1. [0060]FIG 2A shows a printer driver
setting screen, and FIG 2B shows a secure print setting screen.

[ 0061] On these setting screens, a secure print 20 job can be set. The
secure print job is[@5Db whitth:lal tlowsalzowsete d@r fiesd of O DPEGLE DL & DHS,
related to the print job, including an operation for starting
printing, on comliinagetharnime agearasuaut bedtérxatedeasat heiowngobof
the job by inputting a correct password from 25 the consol e section
210 of the i nmelfer fRF MW QpparHidge 19002 Theos@ing nghetta seduseuser
print job is nade so as to nmaintain the security of a print {'ﬁgb by

restricting - %0 PERAQITUITRIFDFLPT nfSHREDY FrakRe oPranpassher d.
Thus, the Lnma f.qr m ng appar.at us 1000 has a secure print function
that all OV\E, %ﬁr’e’?ﬁheﬂsg&f F?lﬁltrémdjs&f O PETFOT M TPA PO Y eF Gt 8@ to a
print job for .pri.nting an imge .5 ecording sheet, the yser to
performthe opl(%}sa |doér]1%0rnelfa3foe“ge§fbe ?%bea% int’§ o p‘?‘f‘%%%%lﬂ?%n J?‘Pla?e‘?ﬂe
user 1s authent 5ahad AL i N6t Ol LNERId Med @R tne pe PP%8LR

shown in FIG 2 on t'he printer
data for instructing the image forming apparatus 1000

to execute a print job”.
16 [0058] Next, transmission of a print job from
the PC 21 will be described. When sending a print job,
a user configures settings on the PC operation section
23.
[0059] FIGS. 2A and 2B are diagrams each
15 showing an example of a setting screen displayed on the
PC display section 24 appearing in FIG. 1.
[0060] FIG. 2A shows a printer driver setting
screen, and FIG. 2B shows a secure print setting screen.
[0061] On these setting screens, a secure print
20 Jjob can be set. The secure print job is a job which
allows a user to perform operations related to the
print job, including an operation for starting printing,
on condition that the user is authenticated as the
owner of the job by inputting a correct password from
25 the console section 210 of the image forming apparatus
1000. The setting of a secure print job is made so as

to maintain the security of a print job by restricting
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driver setting screen, denoted by reference nuneral 301, 10 it is
possi ble to make settings on printing, including whether or not to
use secure printing, a sheet size, the nunber of copies, and whet her
or not to include a stanp. To activate the setting for secure
printing, the user enters a check mark in a secure print usage 15
checkbox 302, and presses an OK button 303. To abort the setting
operation, the user presses a cancel button 304. [0063] As shown in
FIG 23, on t@@@@w@ap@fr@rmﬂh?gw%@mg dengt gds byorgf ergnee,
nuneral 321, a 20 user name entry form 322 and a password entry form
323 are displ ayes. ilNoge fdahingesppatotnation dizshe P&cdiebpirngrused
by the user may be set as a default value in the user nane entry form
322. Further, fiithectpromteradraiveow2? wagn setusedefmubtdyatoepenfohe
password entry 25 form 323. To finalize the settings on the secure
print setting argraEmonherabaiedressaspuiniol dut fon Brint Tog akor tnade

setting operation, the user presses a cancel - 15 - button 325.
[0064] The PC PP sertRCA BHIhtShept acklr dﬁ@rt@tw%@mwﬁ@% made on
t he above- descrlbed setting screens. 5[0065]FI 3 is a flowhart of

a print job trEEASEGTh It e edif KT tHRP PU oondbhkeri Hat n

FIG 1. the user is authenticated as the owner of the print job.

[0062] As shown in FIG. 2A, on the printer
QIiver setting screen, denoted by reference numeral 301,
10 it is possible to make settings on printing, including
whether or not to use secure printing, a sheet size,
the number of copies, and whether or not to include a
stamp. To activate the setting for secure printing,
the user enters a check mark in a secure print usage
15 checkbox 302, and presses an OK butten 303. To abort
the setting operation, the user presses a cancel button
304.
[0063] As shown in FIG. 2B, on the secure print
setting screen, denoted by reference numeral 321, a
20 user name entry form 322 and a password entry form 323
are displayed. Note that user information of the PC 21
being used by the user may be set as a default value in
the user name entry form 322. Further, the printer
driver 22 may set a default value in the password entry
25 form 323. To finalize the settings on the secure print
setting screen, the user presses an OK button 324. To

abort the setting operation, the user presses a cancel
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[ 0066] Referring to FIG 3, the PC operation section 23 receives an
instruction fromthe user for 10 displaying the printer driver
setting screen, and displays the printer driver setting screen 301 on
the PC display section 24 (step S201). [0067] Next, the PC operation
section 23 acquires the settings of a print job, appearing in the 15
printer driver setting screen 301, which have been nade by user's
operations(step S202), and configures settings related to the print

j ob based on tbetacqguieed settings. [0068] Then, the printer driver 22
acquires a 20 setting in the secure print usage checkbox 302 (step
S203). [0069] Then, {0@64]i nt eThelrPVell 22en@s ex npnist jwhbetheprdingoto
the secure print setting has been activated based on the acquired
setting in thetsecaeet 26gprinateusngeéhehebkiioxdgearbedp ss204ng
[0070]1f it is determined in the step S204 that the secure print
setting has nofcheensSactivated - 16 - (NOto the step 5204), the
printer driver 22 sends the print job as a normal print job which is

not a secure print [¥P6®h thetPagé +ordi htApharhies 2086105t 8p°
S208), foll owed bx?ternlnatlngaégg grese tdpggcgﬁg.c§50961LCn t he

ot her hand, iftFeRPRIRERRMPH xecute ppearing
in FIG. 1.
[0066] Referring to FIG. 3, the PC operation

section 23 receives an instruction from the user for

10 displaying the printer driver setting screen, and
displays the printer driver setting screen 301 on the
PC display section 24 (step $5201).

[00677] Next, the PC operation section 23

acguires the settings of a print job, appearing in the

15 printer driver setting screen 301, which have been made
by user’s operations(step 5202), and configures
settings related to the print job based on the acquired
settings.

[0068] Then, the printer driver 22 acquires a

20 setting in the secure print usage checkbox 302 (step
5203).

[0069] Then, the printer driver 22 determines
whether or not the secure print setting has been
activated based on the acquired setting in the secure

25 print usage checkbox 302 (step S204).
[0070] If it is determined in the step 5204

that the secure print setting has not been activated
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in the step 5204 that the secure print setting has been activated
(YES to the step S204), the printer driver 22 displays the secure
print setting screen 321 on the PC display section 24, and requests
the user to enter 10 settings of a secure print job (step S205).
[0072] The printer driver 22 acquires the settings of the secure print
job entered by the user on the secure print setting screen 321 (step-
5206). [0073] Then, the printer driver 22 generates a 15 secure print
job by adding anoses tasesesg 82passwend peihberi argecdaba £8hER the

S207). Then, the printer driver 22 sends the print job as the secure
print job to theintagebfasnangoapparatist 1900 ¢isiep 5208p+ &okkoued
by term nating the present process. 20[0074] Al t hough the user nane is
used in the stepi20¥ebnbot ot yimhege uSermbageabpsratse db0Ber (step
identification information, such as a domain nanme of the PC 21 used
by the user, n@s0bk, afldbbovedtie tafoination. tRS[POFSPFt Pracessa
flowchart of a print_ job reception process executed by the CPU 205 of
the i mage formi ng abffatht us Fhppdishdrand Flid it "is igetermined
[0076] Referring ta FIG 4, %@ U 205 receives a print job sent from
the PC 21 (st ol S4)SCoR G40  HhAT cble viteprs s} ob P4+ HES HBEP 20BSN
and determ nesac iex;a e@fd O{Yfgtté hteher egi?éﬁ/egﬂ?“,nttljlé)bpjlrfni?'er driver 22
displays the secure print setting screen 321 on the PC
display section 24, and requests the user to enter

10 settings of a secure print job (step S205).

[0072] The printer driver 22 acquires the
settings of the secure print job entered by the user on
the secure print setting screen 321 (step $206).

[0073] Then, tThe printer driver 22 generates a

15 secure print job by adding a user name and a password
to the image data (step S207). Then, the printer
driver 22 sends the print job as the secure print job
tc the image ferming apparatus 1000 (step S5208),
followed by terminating the present process.

20 [0074] Although the user name is used in the
step S207, not only the user name but also other
identification information, such as a domain name of
the PC 21 used by the user, may be added to the
information.

25 [0075] FIG. 4 is a flowchart of a print job

reception process executed by the CPU 205 of the image

forming apparatus 1000 appearing in FIG. 1.
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5 secure print job (step 5402). [0077]1f it is determned in the step
S402 that the received print job is not a secure print job (NOto the
step $S402), the CPU 205 executes the received print job (step 5404),
followed by term nating 10 the present process. [0078] On the ot her
hand, if it is determned in the step 5402 that the received print
job is a secure print job (YES to the step S402), the CPU 205
reserves the print job (step 5403), followed by 15 term nating the
present process. "TbOQé&krve Beperningob® TEGi nd ot bee GBYdE05to
suspend execution of the print job". [0079] Next, a description wll
be given of a I8ePivAPerfREENHI 3pPayjBBAtOATPReTBBNEGI é1sdETePNn 5396 )in
20 an access control grocess for controlling, operations _fqor starting

the i mage forn?hgraPparat GeCEH¥Bd PELEFNngCR $BculE BPPngogobaPQ be
executed, and Qth£tQ. o 0080]FLGS 5Arand.58 ar%.dka rans
showi ng exanpl%% o) R ?%gWB F%%Ep??oﬂ 5cFBEnTarEpr8Jelion tﬁS 25
console Sect! 002 PEAL| B! PELS. plogl OOSLIT G SR Sone the
inacase - 18 - [g077] If it is determined in the step $402
that the received print job is not a secure print job
{NO to the step S5402), the CPU 205 executes the
received print job (step S404), followed by terminating
10 the present process.
[{0078] On the other hand, if it is determined
in the step 5402 that the received print job is a
secure print job (YES to the step S402), the CPU 205
reserves the print job (step 5403), followed by
15 terminating the present process. “To reserve a print
job” is in other words “to suspend execution of the
print job”.
[0079] Next, a description will be given of a
user interface displayed on the console section 210 in
20 an access control process for controlling operations
for starting the image forming apparatus 1000, causing
a secure print job to be executed, and so forth.
[0080] FIGS. 5A and 5B are diagrams showing
examples of a login reception screen displayed on the
25 console section 210 appearing in FIG. 1.

[0081] FIG. 5A shows the login reception screen,

denoted by reference numeral 6001, displayed in a case
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where guest login is provided. On the other hand, FIG 5B shows the
| ogin reception screen, denoted by reference numeral 11001, displayed
in a case where guest login is not provided. 5 0082] Referring to
FIGS. 5A and 5B, a user nane entry field 6002 is a field for
inputting a user name of his/her own by the user. A password entry
field 6003 is a field for inputting a user's password. [0083]A login
button 6004 is used for causing 10 the inage form ng apparatus 1000
t 0 execut e autWiesid catésn boghs 19 pogvidedo tohe tihwage Heor Matgl, FIG.
apparatus 1000 after the user has input the user name and password.
By pressing thiB Bavtoriha leein ardrotioatsorepr ook ied éxecut ed.
15[ 0084] Further, a guest |ogin button 6005 appearing in FIG 5Ais
used by a userFSHRF Sty B + e spvaped ofim hcagparke s

1000, for logging.n to the i mage form ng apparatus 1000 as a guest
user (or unkngi)v}?gslfsgrc)glq &Scmtré%rto‘fldj@ccﬂe guest 20 user, a user who

23 a gonerdl user i(0OBRd {ol FORFRG dGCh Futtn. Sthads ofe doBrol
names are mandiat by EHe Tede TRV 25 aarste THO00 S Gdcer
users whose UShndehiaAAIOLARIRIGDY, ddE | HBEESLALTLNGBRRAr at us
. [0085] Further, differently omthe Togin
field 6003 is a field for inputting a user’s password.
[0083] A login button 6004 is used for causing

10 the image forming apparatus 1000 to execute
authentication so as to log in to the image forming
apparatus 1000 after the user has input the user name
and password. By pressing this button, a user
authentication process is executed.

15 [0084] Further, a guest login button 6005
appearing in FIG. 5A is used by a user who is not
managed by the image forming apparatus 1000, for
logging in to the image forming apparatus 1000 as a
guest user {(or unknown user). In contrast to the guest

20 user, a user who is managed by the image forming
apparatus 1000 is sometimes expressed as a general user
in the following description. Thus, the users of the
image forming apparatus 1000 include general users
whose user names are managed by the image forming

25 apparatus 1000 and guest users whose user names are not
managed by the image forming apparatus 1000.

[0085] Further, differently from the login
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reception screen 6001, the guest login button 6005 is not displayed
on the login reception screen 11001 shown in FIG 5B. [0086]FIG 6 is
a di agram showi ng an exanple 5 of a hone screen displayed on the
consol e section 210 appearing in FIG 1. [0087] Referring to FIG 6,

t he hone screen, denoted by reference nuneral 7001, is used by the
user for making use of various functions equipped in the 10 i nmage
form ng apparatus 1000, such as a copy function, a scan-and-transmt
function, a SCHRFHELQRoFereanctPdh; Bhetovedtfiteinsbngtbunéfhbnisa

secure print function, and a receptjon tray function. A secure print
button 7002 o?hed ik ¥et eeh 70 1legin oFcpamel pRgsarserut 085 phpnn

j ob. [0088]FIGS.6%@%an 70 are diagranms show ng exanples of a secure
print handling’s n drspl ayed on the consol e section 210 appeari ng

he secure print haHIHG scriodh, Hehiored AP et BEHEE hufor o 500,
el oct fon 2heckbax ns Tea et LltedTRY D BT <R T480 prcett a
print button 8Q0%d:s fprist@Fging 25 printing for a selected secure
print job. A cancel button 8004 1s for canceling printing of the
sel ected secure prifgiodP. - RA¥erring to FIG. 6, the home screen,
denoted by reference numeral 7001, is used by the user
for making use of various functions equipped in the
10 image forming apparatus 1000, such as a copy function,
a scan-and-transmit function, a scan-and-store function,
a stored file-using function, a secure print function,
and a reception tray function. A secure print button
7002 on the home screen 7001 is for handling a secure
15 print job.
[0088] FIGS. 7A and 7C are diagrams showing
examples of a secure print handling screen displayed on
the console section 210 appearing in FIG. 1.
[0089] Referring to FIGS. 7A toc 7C, a job list
20 8002 on the secure print handling screen, denoted by
reference numeral 8001, is an area for displaying a
list of secure print jobs. A job selection checkbox
80G5 is for selecting a secure print job.
[0090] A print button 8003 is for starting
25 printing for a selected secure print job. A cancel

button 8004 is for canceling printing of the selected

secure print job.
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[ 0091] The user can select a secure print job to be handl ed, by
entering a check mark in the job sel ection checkbox 8005, and
instruct the imge form ng apparatus 1000 to start or cancel printing
by pressing 5 the print button 8003 or the cancel button 8004,
respectively. [0092]FIG 7A shows an exanple of the secure print
handl i ng screen on which sonme of the job names are masked with
asterisks. 10[0093]In FIG 7A, as for the secure print jobs having
the user name "User[0D91]t he [Tola names cane séilspitayede R4 b
ot her hand, as for the secure print jobs having the user nanes
"User 2" and "tdsdre 3lgndimdihiigh eartemioty "dsdre X' maHe jrobchansso are
masked with asterisks. [0095] Further, if the user selects a job
havi ng t he usé&elgsd onusdreckbay 800er aB1d Wynsdmuarti righea loksank famkinan
the job selection checkbox 8005 on the 20 secure print handling
screen 8001 sRERRLATUS GOO0PAta HEaph Wi Is@ncsd 00 tEmy tthe neRsding

button 8004 are graye ut, an nce the user can perform neither of
handl i ng o?)eri?’ieoﬁglﬁd?r %blrtltﬁt“i %&% FrcdhcelGang el dogdim 0048 shows
an exanpl e ofr%hee% c%rthS print handling screen on which all job
nanes are maskedPWtH ‘dsteri sks. [ 0097] Even when the user selects any

of the - 21 - [0092] FIG. 7A shows an example of the secure
print handling screen on which some of the job names
are masked with asterisks.

10 [0083] In FIG. 7A, as for the secure print jobs
having the user name “User 1”, the job names are
displayed.

[0094] On the other hand, as for the secure
print jobs having the user names “User 2” and “User 3%,

15 which are not “User 1”7, the job names are masked with
asterisks,

[0095] Further, if the user selects a fjob
having the user name “User 2” or “User 3” by entering a
check mark in the job selection checkbox 8005 on the

20 secure print handling screen 8001 shown in FIG. 7A, the
print button 8003 and the cancel button 8004 are grayed
out, and hence the user can perform neither of handling
operations for printing and canceling.

[0096] FIG. 7B shows an example of the secure

25 print handling screen on which all job names are masked
with asterisks.

[0097] Even when the user selects any of the
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jobs by entering a check mark in the job selection checkbox 8005 on
the secure print handling screen 8001 shown in FIG 7B, the print
button 8003 and the cancel button 8004 are grayed out, and hence the
user perform5 neither of handling operations for printing and
canceling. [0098] Further, in FIG 7A, when the user presses the print
button 8003 or the cancel button 8004, a password entry screen,
not shown, for the secure 10 print job is displayed. [0099] The user
i nputs the paspyves dhyaddedetindg he qedt mabk oin t fiee posis WoE Teebi oy
screen to thereby conplete handling of the job. However, unless the
i nput passwor d-hreatidiess 8 WEd pas svive dsecides pointhehgpndhingS5s¢obent @0l
handling of the instructed job is not executed. [0100] FIG 70
shows an exanpfl@vsf ithef Eecuf® prligtodimdl byt e r 2@03 omnahhileh aomee bf
the job nanes are masked. [0101] Even when the user selects any of the
20 jobs by ent®1GGRP &£ e SreFic Yo tHEL j oD S1eess o ¢ hetkb oxe BDoEN
on the secure pr.int handling,screen 8001 shown in FIG 70, the print
' i iher dne 4 MHhh

button 800 YH¥h WP U hot P GrRY A 2% d hence
the user is c C:aII.owed to perform handling operations for printing
and 25 canceHn%? ﬁ FIG 8 is a flowhart of an access

[0098] Further, in FIG. 7A, when the user

presses the print button 8003 or the cancel button 8004,
a password entry screen, not shown, for the secure
10 print job is displayed.
[00959] The user inputs the password added to
the print job on the password entry screen to thereby
complete handling of the job. However, unless the
input password matches the password added to the print
15 job, the handling of the instructed job is not executed.
[0100] FIG. 7C shows an example of the secure
print handling screen on which none of the job names
are masked.
[0101] Even when the user selects any of the
20 Jjobs by entering a check mark in the job selection
checkbox 8005 on the secure print handling screen 8001
shown in FIG. 7C, the print button 8003 and the cancel
button 8004 are not grayed out, and hence the user is
allowed to perform handling operations for printing and
25 canceling.
[0102] FIG. 8 is a flowchart of an access

control process executed by the CPU 205 appearing in
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control process executed by the CPU 205 appearing in - 22 - FIG 1.

[ 0103] The access control process in FIG 8 is executed when the inmage
form ng apparatus 1000 is started. Further, an operation node in
which the 5 access control process is perforned includes a | ogin node
and a function-based authentication node. [0104] The login node is a
node in which the inmage form ng apparatus 1000 al ways executes user
aut hentication before the user is allowed to use the 10 i mage form ng
apparatus 100Qzrdrurther, in the login node, the inage formng
apparatus 1000 has a function of authenticating even a user who is
not managed by the [QEEGH f or mhag aappeasatcss t1000 prasedk guestFIesers is
[0105] On the other hand, the function-based 15 authentication node is
an operation rpdeutedihiloin viltet hisragr fodmitrey regepa rast wset000 is

aut henti cation can be determ ned for each of the various functions
equi pped in tdankRge f Epmthgrappar aresatdod hetler énawhdeh gdes the

i mage fornming apparatus 1000. The various 20 functions include the
copy funct?on@CEeRS PG IharfAGess fivh@adwrmask Sraimdard-a rasi t

function for sc ni?ﬁb%$ transmtting an inage, and a detailed

i nf or mat i on- di"§fCayi GO Ot TS A I *dét i e "% or mat i on
on, Lhe, M otory of uaped PRI gER, (83000 et fupetionihased
function as aihg@%tE%QﬁMHdﬂéﬁ$§¥§ﬂH§ 1% mdf%a Flexecutes user
authentication before the user is allowed to use the
10 image forming apparatus 1000. Further, in the login
mode, the image forming apparatus 1000 has a function
of authenticating even a user who is not managed by the
image forming apparatus 1000, as a guest user.
[0105] On the other hand, the function-based
15 authentication mode is an operation mode in which
whether or not to require user authentication can be
determined for each of the various functions equipped
in the image forming apparatus 1000 before a user uses
the image forming apparatus 1000. The various
20 functions include the copy function, a print job
handling function, the scan-and-transmit function for
scanning and transmitting an image, and a detailed
information-displaying function for displaying detailed
information on the history of executed print jobs.
25 [0106] In the function-based authentication
mode, for example, it is possible to set the copy

function as a function which does not require user
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- 23 - authentication and is allowed to be used by any user without
perform ng user authentication, and set the print job handling
function as a function which requires user authentication, and is
allowed to be used 5 only in a case where the user is authenticated.
[0107] Referring to FIG 8, the CPU 205 determ nes whether or not the
operation node is the function-based authentication node (step S501).
If it is determined in the step S501 that the operation node 10 is
not the functigathasetcauibenthdai soaloded but behaeskdgby mageugNO to
the step 5501), the CPU 205 executes a startup process in the |login
node (step SbO0R)thout pefOdO8iMbenstheasthentipcprdcorssand ské kbgi n
node is conpleted, the CPU 205 displays the login 15 reception screen
6001, descri bepirivthjelefereaténgofFnctign, agnat henebhssl Bhdebti on 210
(step S503). In this step, the user executes login after entering a
user nane and BEPALENBraSEF oRvERent égrhirRcephfohSseteenedod?, O6r used
executes lqgin as a,guest user, 20[0109]If the Ioa'n aut henti cati on

has faiIeds(hK??%ya?gt%p0%§%47?efﬁet_ 585 t+&tak ePBl?ﬁEegtep 3503,
to 1 og in (vEs 1ot RRUILD suf@)e s U BEE s Ty e Hhehome o
ecti on 210 (ster-shossY 10aBrReRE, TPFEhe BeekebiolontOE,E0CRkT. -
24 - function-based authentication mode (step S5501). If it
is determined in the step S501 that the operation mode
10 is not the function-based authentication mode, but the
login mode (NO to the step S501), the CPU 205 executes
a startup process in the login mode (step S502).
[0108] When the startup process in the login
mode is completed, the CPU 205 displays the login
15 reception screen 6001, described with reference to FIG.
52, on the console section 210 {step S503). In this
step, the user executes login after entering a user
name and a password from the login reception screen
6001, or executes login as a guest user.
20 [0109] If the login authentication has failed
(NO to a step S504), the CPU 205 returns to the step
S56G3, whereas if the login authentication is successfuil,
allowing the user to log in (YES to the step S504), the
CPU 205 displays the home screen 7001, described with
25 reference to FIG. 6, on the console section 210 (step
S505) .

[0110] Next, 1f the user presses the secure
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print button 7002 on the honme screen 7001 to handle a secure print
job (YES to a step 5506), the CPU 205 displays the secure print
handl i ng screen 8001, described with reference to FIG 7A or 7B, on
the 5 console section 210 (step S507). [0111]On the other hand, if
the secure print button 7002 has not been pressed in the step S506
(NOto the step S506), the CPU 205 determ nes whet her or not any

ot her button has been pressed (step S506A). If 10 no button has been

pressed (NO t pitier SHEPSH0BRN2 sMec KPUhIRS $tseMsT001t e B8LLR1SE96,
whereas if one of the other buttons has been pressed (YES to the step

S506A), the CR£A05 ghtiwis {die (8BS to £xeceh eSsProcesshagcpli a0s
function corresponding to the pressed button (step 15S506B).

[ 0112] When t helisazlawss prhiatsdaumdd | pugi stc rissnd i sngli sptayedsd®lt he step
S507, the CPU 205 determ nes whether or not the currently | ogged-in
user is a guesieamuibqdtwitissosierdnce tte sFHet ethiged’Bn ¢hetlseep
S508 20 that the currently |logged-in user is a general user (NOto
the step S§08)§OQWWW@%IM(%W ct?ently logged-in user to

performonly an operatiaqn related to the secure print job of his/her
own (step S509), fcﬂrq%x}v@d byotnertg’iené‘ﬁ&‘r‘?& RS Ger et SHrif@ee My
descri bed aboye,, .in t resent .enbodi nent en user, i s

aut hent i cat ed\ﬁé‘féctémge—;r@rglhalfsé}?t R LI A O Ferf ot on tHR
operation rel ated,to sagie | Ntos - j of th ner al
user, wher eas%\lc\}nfatrllleaSINJHS?e ris azdt E%Hn%]iccpa gzz)sasdeééeéfﬁnelg}e%s@}%%esr or

descr i bed her GloRahe ordi YA d:S ARl P I AMDEIL AL 00 GOV, Ofr

operations related to all the secure print I'S
process, gepend Bat@RIMRINY JlisRUSA0 RS g It Yne

| ogged-in user matches
CPU 205 returns to the step 5506, whereas if one of the
other buttons has been pressed (YES to the step S5506A),
the CPU 205 allows the user to execute processing of a
function corresponding to the pressed button (step
15 s506B).

[0112] When the secure print handling screen is
displayed in the step $507, the CPU 205 determines
whether or not the currently logged-in user is a guest
user (step S8508). If it is determined in the step S508

20 that the currently logged-in user is a general user (NO
to the step S508), the CPU 205 allows the currently
logged-in user to perform only an operation related to
the secure print job of his/her own (step S$509),
followed by terminating the present process. As

25 described above, in the present embodiment, when a user

is authenticated as a general user, the user is allowed

to perform the operation related to the secure print
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a user name added to a secure print job, control is perforned for
switching the nethod of displaying the list of jobs and determ ning
whet her or not to allow 10 the currently | ogged-in user to perform an
operation related to the secure print job. [0114] That is, when the
currently | ogged-in user has the user nane of "User 1", the secure
print handling screen 8001 shown in FIG 7A is displayed on 15 the
consol e section 210. [0115]On the other hand, if it is determned in
the step 5508 idlatofheheugeratray Leggedwhareserwhsnaaguest dser (YES
to the step 85082, the CPU 205 inhibits the user from handling any of
al| secure pridtthopsioptedtiap S590pstf vbedowedsbgesernbrdt hegethefter,
present process. In this step, the secure print handling screen 8001
shown in FI G 9B &S shf ayelirbhtedel EonspreiamRingnany0of operations
[0116]Referriqg:§%9i tot step 5501, if it 25 is determned in the
step S501 that™% '%%e?%l? ToUeSFSUFRePF ikt ¥RS based

aut henti cati on node to the step S501 the CPU 205 executes the
startup pr%cess in [d];lgj% tf%glfta‘ffﬁoipo%qco ed Cgelﬁe%:}ftr?%acfl? ofRFiRL Or
(step 5511). [OIL7] e a e in.the

functi on-base (ght entlcé¥$@% %%d%ﬁéséégﬁ%$%€%d§§?%£dciﬁl55%rd%§5?5§§

consol o sect i on 510 (i op 6613) .1 OLIBTRERT, Duicn The' ueaitBPtsta
the secure performed for switching the method of displaying the
list of jobs and determining whether or not to allow
10 the currently logged-in user to perform an operation

related to the secure print job.

[0114] That is, when the currently logged-in
user has the user name of “User 17, the secure print
handling screen 8001 shown in FIG. 7A is displayed on

15 the console section 210.

[0115] Cn the other hand, if it is determined
in the step $508 that the currently logged-in user is a
guest user (YES to the step 5508}, the CPU 205 inhibits
the user from handling any of all secure print jobs

20 (step S510), followed by terminating the present
process. In this step, the secure print handling
screen 8001 shown in FIG. 7B is displayed on the
conscle section 210.

[0116] Referring again to the step 8501, if it

25 is determined in the step S501 that the operation mode

is the function-based authentication mode (YES to the

step S501), the CPU 205 executes the startup process in
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print button 7002 to handle a secure print job on the honme screen
7001 (YES to a step S513), the CPU 205 10 determ nes whether or not a
secure print handling function is set to be allowed to be used

wi t hout user authentication in the function-based authentication node
(step S514). The "secure print handling function” is intended to nean
a function for providing operations 15 related to a secure print job,
such as a handling operation for executing printing of the secure
print job and thdandidiioroaesaéd ot sn €aneel dtndde §@@él%es9iim
job. [0119]If it is determned in the step S514 20 that the secure
print handling funchdld7] s sathenottHeo stequiure pisefe sautiherdtieat i on
(YES to the step S514), the CPU 205 di splays the secure print
handl i ng scr edrr800en destd ook vitthi ¢af lyre noedd ol F| @myIe t e, ttiee
consol e section 210 (step S515). 25[0120] Then, the CPU 205 all ows the

user to perfolithaitl iHiFrdfavs Itheediames pranrer ol 1(,s tdgs S5UE4 w1th
fol | owed b% ternlnatlng t he esent process. [0121] - 27 -
FIG 7C, none etrr?émﬁ 1P s " ofoThl ihes s 15 isrCighs k% emtse@d

wher eby t he ug; iis allowed to perforn1handllng operations for
printing and 1ée I|ng for all jobs. However, since a passmord has

b dded 5 to ea ure r|nt b Iess t he user enters
cgfpegt Sassmord ﬁ ﬁ%g ﬁgﬁdl ﬁ&h ggFaP?SﬁspFSFSSFi enéegﬁﬁe

cancel ing is gchug Bat%%%lo'v%to%d +d %%%@1%“% e .38 M0 08300
password cannot execute andl’i ng "oper ation,
the security heyel sb%e%e\?%@tlef’(yfﬁso%‘ob%' %Qe'po‘é%rl%q, the CPU 205
10 determines whether or not a secure print handling
function is set to be allowed to be used without user
authentication in the function-based authentication
mode (step S514). The “secure print handling function”
is intended to mean a function for providing operations
15 related to a secure print job, such as a handling
operation for executing printing of the secure print
job and a handling operation for canceling the secure
print job.
[0119] If it is determined in the step $514
20 that the secure print handling function is set not to
require user authentication (YES to the step S$514), the
CPU 205 displays the secure print handling screen 8001,
described with reference to FIG. 7C, on the console
section 210 (step S$515).
25 [0120] Then, the CPU 205 allows the user to

perform handling of all secure print jobs (step $516},

followed by terminating the present process. [0121]
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[0123] Further, as for operations related to normal print jobs other
than the secure print jobs, the access control is performed such that
a currently 15 logged-in user is allowed to performonly an operation
related to a print job of his/her own. Therefore, it is possible to
mai ntain the security. [0124]On the other hand, if it is determ ned
in the step S514 that the secure print handling 20 function is not
set to be allowed to be used w thout user authentication (NOto the
step S514), the CPURMIE spl aysondeot oghe Y polepharaesScoeenlllfbidnre
described with reference to FIG 5B, on the console section 210 (step
S517). In thi Psiwp,johe asernexked: eshéoghbn bye 28sent £si aglbkeduser
nane and the password fromthe |login reception screen 6001. .

[ 0125] Furt her ,P@ e gudsdndbyisn PReiabnlors noer -pp8ntingdesgl agadedbhng
the login reception screen 11001. This is because the inmage formn
appar at us 1000- Yoes hotORT ov ity &Y 9% gi 51 A &t IRFF S 15k st dPesn sadded
guest user .in the fynction-based authentication node. 5[0126]If the

logi n aut h&nt i AT HRCHET 1RG0 I\?’ ﬁ FsTED %%eiﬁ‘i?ef he"EPEF 285
h 7 i ft in.authentication i
Sucoesstul . aliSh Ry i 1Ler ’tegg?Jo%h?%e?%of?%%dfjg%%eo?%f#Twans fc;r
1000Q,.(; b o L ays e
2223; gt Eﬁ nt %argllﬁﬁg&s%{r}ge%@%%%&%)els%r%]tgte‘%:}vé}t?hé? eéri%%(gé %/o FI G
7A, on the consol e gAGAION 210 d 2R E510ksd: 030 T ddie GRY: 205

allows the currently
password cannot execute any handling operation, and

10 hence the security level is prevented from being
iowered.

[0123] Further, as for operatiocns related to
normal print Jjobs other than the secure print jobs, the
access control is performed such that a currently

15 logged-in user is allowed to perform only an operation
related to a print job of his/her own. Therefore, it is
possible to maintain the security.

[0124] On the other hand, if it is determined
in the step S514 that the secure print handling

20 function is not set to be allowed to be used without
user authentication (NO to the step S514), the CPU 205
displays the login reception screen 11001, described
with reference to FIG. 5B, on the conscle section 210
(step S517). In this step, the user executes login by

25 entering the user name and the password from the login
reception screen 6001.

[0125] Further, the guest login button is not
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| ogged-in user to performonly the operation related to 15 the secure
print job of his/her own (step S520), followed by term nating the
present process. [0128] According to the access control process in
FIG 8, even in a case where the access control is perforned to all ow
a user who has logged in according 20 to user authentication to
performonly an operation related to a print job of the currently

| ogged-in user, when the secure print handling function is set not to
requi re user agtdendyeatéOnthd 1bgif upstépn: basedrast henpocat i®lis is
node, the control is perfornmed to allow 25 the user to handle a
secure print jmbca (2 dhaneforormhen dbhea tsers hahold esoédhensecur e
print job, the user is allowed to perform- 29 - handling of the
secure print jobowiddioutleerf ofwenldmetd dod nuepdriay | dnguewt chs aakes
it possible to inprove operability and user-friendliness. [0130] On

t he ot her handthesfymrtiomdrasgd pruthest i ebt Wit drods. not restricted
by nmeans of a password, the access control is perfornmed such that a

user who hds | ogged Q¥ &kcor difng o Lesem ARGt iCatiian ihe sl t o
Bnd hence.t e SBBUr 14 1St H el maehe forbrA ArtHar B Srburtth

1 oxi bly cont 151 WnGHeHT ot Lo JOhT'br A AUT RGN EHLT oh® WRBRCEoBae
Pmge Tor mng 15 Aoas die. itk o R T G PRI %

not each functdn J5 @ lawRA fvede disad Widousait hantd cady o s

10 displays the secure print handling screen 8001,
described withlreference to FIG. 7A, on the console
section 210 {step 5519).

[0127] Then, the CPU 205 allows the currently
logged-in user to perform only the operation related to

15 the secure print job of his/her own (step $520),
followed by terminating the present process.

[0128]‘ According to the access control process
in FIG. 8, even in a case where the access control is
performed to allow a user who has logged in according

20 to user authentication to perform only an operation
related to a print job of the currently logged-in user,
when the secure print handling function is set not to
reqguire user authentication in the function-based
authentication mode, the control is perxformed to allow

25 the user to handle a secure print job.

[0129] Therefore, when the user handles the

secure print job, the user is allowed to perform
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[0132] Further, as shown in the steps 5514 to S520, in the present
enbodi ment, when it is determned 20 that an operation related to a
secure print job is set to require authentication, the operation
related to the secure print job of a general user is allowed to be
execut ed, whereas the operation related to the secure print job of a
guest user is not allowed to be executed. 25[0133]FIGS. 9A and 98 are
flowharts of variations of the access control process in FIG 8.
[0134] I n the vaardling of the EbGur8 priprssjeb3@ithoutoperdorpriogeshe
shown in FIG 9A, it is preconditioned that the setting for swtching
whet her or notleoial pperatisar wbigbrhekarhandppAgibles&ouiapprivat

j obs has been nmade also for a user who has |ogged in as a guest 5
user. [0135] Thergappatibh andtneerr&rigngtér8sScontrol process, shown
in FIG 9A differs fr§n1the access control process_in FIG 8 from

after the affirmati R 3%bver ¥ tHe ulRtilidr TnetStep B3B! 187 L
1e1ce) FLG. <9 210U, 00l L1 20l 25 8| gubng thersten SR8, e
L1 om0, SRR o 1 Dbyl Phock ScENEhat DAk S8R QPR LAS.ae
logged in according to user authentication is allowed
to perform only a handling operation of the print job
of his/her own, and hence the security is maintained.
10 [0131] Further, as shown in the step $514,
according to the present embodiment, it 1s possibie to
flexibly control whether or not to perform
authentication when a user performs operations related
to various functions equipped in the image forming
15 apparatus, according to the setting of whether or not
each function is allowed to be used without
authentication.
[0132] Further, as shown in the steps S514 to
S$520, in the present embodiment, when it i1s determined
20 that an operation related to a secure print job is set
to require authentication, the operation related to the
secure print job of a general user is allowed to be
executed, whereas the operation related to the secure
print job of a guest user is not allowed to be executed.
25 [0133] FIGS. 9A and 9B are flowcharts of

variations of the access control process in FIG. 8.

[0134] In the wvariation of the FIG. 8 access
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[0137]1f it is determined in the step 51201 that the setting of
secure print jobs is such that secure print jobs are allowed to be
handl ed al so by a guest user (YES to the step 51201), the CPU 205
allows 20 the user to performhandling of only secure print jobs of

t he guest user (step S1202), followed by the present process. Thus,
in the present enbodi nrent, when a user is authenticated as a general
user, the user is allowed to performan operation related to a secure
print job 25 oforteohenesadssseshodndi mheIGa Serit siaubhendhgat ednas
a guest user, the user is allowed to performoperations related to
secure print jobst orly set@imastor Bditchierehdtieesedt i mgt of o SETUG@
print jobs is such that secure print jobs are allowed to be handl ed
al so by a guest UsRt .Lq (I8N shayalisiew tde secuwre primt harsll hag 5
screen described with reference to FIG 70 to be displayed on the
consol e secti GIETLM2dhet ety &Y Gwitip® e guest leggedsimels a guest
performthg operation related to the secure print job. [0139]On the
ot her hand? if*9% s determined 10 in the step S1201 that the setting
of secure print job@ h _t hat _secur jobs are all owed

IS not C rin
to be handl ed al so ﬁ%]gues?&!ﬁsé’lar(lﬁ@ltog e% e%@lz 1PCERE CcPU
205 inhibits t r f ndl,i ng. an ald, see¢ rint jahs
(step S1203), %t‘z)g'ltll%\;e\lef %);’J%gegﬁm%rl{)é)t‘%nglr{ﬁ%e dpAr’esc{e:ltllI{ﬁdijsogersoé Otbne
0140] Thi s cayses SHRGA € j | r [ W th
gef erence to FIG StYEJ’Iﬂ'B(?:to be ldip;%{daétysgc;algﬁ E;f%'g csgconso e%?;tc%iﬂl gér?ll 10,
t her eby 2 HHitaitNG o he sl o emhapdldng any %fhegéteiﬁ%ﬁc% 20

print jobs. [0141] According to the variation of the Fl 8 "access
control processd skewe HIGE Ga Yhowst drSy different steps following
the step S508.

[0136] Referring to FIG. 9A, the CPU 205
determines whether or not the setting of secure print
jobs is such that secure print jobs are allowed to be

15 handled also by a guest user (step 51201).

[0137] If it is determined in the step 51201
that the setting of secure print jobs is such that
secure print jobs are allowed to be handled also by a
guest user (YES to the step S1201), the CPU 205 allows

20 the user to perform handling of only secure print jobs
of the guest user (step S1202), followed by the present
process. Thus, in the present embodiment, when a user
is authenticated as a general user, the user is allowed
to perform an operation related to a secure print job

25 of the general user, and when a user is authenticated

as a guest user, the user is allowed to perform

operations related to secure print jobs only in a case
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possi ble to make settings which permt even a guest user to handle
secure print jobs. 25[0142] Next, the variation of the FIG 8 access
control process, shown in FIG 9B, will be described. In the
variation of the FIG 8 access control process, - 32 - shown in FIG
98, the secure print jobs which are allowed to be handled are _
swi tched dependi ng on whet her the operation node is the |ogin node or
the function-based authentication node. 5[0143] The secure print jobs
whi ch are al | oviezire ctibe dandieg af essw it e hedh tie peoids ngs osughet hee t he
operation node is the |Iogin node or the function-based authentication
node because diffwremriie telsesind eakpeed eth vibe chamdkedi éIsoeny &an
the purpose of use as a 10 precondition, i.e. a case where a guest
user uses the 9% UrE$Fint function in the login node and a case
where a user uses the secure print function w thout user

authentlcatlon in thfdFncti I?H§a§@@%9ﬂIﬁﬁﬂlﬁﬁﬁqﬁﬁ19ﬁﬁﬁ¥ heg{d1igyg For

exanpl e, gener al e inthe login node is assuned to
be not a u rsﬂ/ﬁ‘ﬁ?eﬁééi Cﬁgﬂ?eﬁ% r%%% US4 000° orP PRai | y

basi s, but | th 0145] Ch
the of her hand SR eNbra v Fr S ke T f@reaﬁfg%%%%%%
al Iovi ng a USehd guise Lhe.i TROS,Jior NG ARy éxgtﬂ'?e 1900, vi { fout S@f%

authentlcatlon |n the functi on-based au tion g |s bis'et
user who w shesg, Qgeu%%de%lﬁggy%'Banlng apparatus 1000 in an easy

and abbrevi at ed
[0139] On the other hand, if it is determined
10 in the step S1201 that the setting of secure print jobs
is not such that secure print jobs are allowed to be
handled also by a guest user (NO to the step 51201},
the CPU 205 inhibits the user from handling any of all
secure print jobs {(step S1203), followed by terminating
15 the present process.

[0140] This causes the secure print handling
screen described with reference to FIG. 7B to be
displayed on the console section 210, thereby
inhibiting the user from handling any of all secure

20 print jobs.

[0141] According to the variation of the FIG. 8
access control process, shown in FIG, 9a&, it is
possible to make settings which permit even a guest
user to handle secure print jobs.

25 [0142] Next, the wvariation of the FIG. 8 access

control process, shown in FIG. 9B, will be described.

In the variation of the FIG. 8 access control process,
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25 manner on a daily basis w thout authentication. [0146] The
variation of the FIG 8 access control process, shown in FIG 98,
differs fromthe - 33 - access control process in FIG 8 fromafter
the affirmati ve answer to the question of the step S508, and in the
step S516 and the subsequent steps, and hence FIG 9B shows only the
different steps. This 5 variation is the sane as FIG 9A in
processing in which the CPU 205 proceeds fromthe step S508 to the
step S1201, anshewenithBI@nsHBr tloet becavespi omt of obbewstiep $2201 is
negative, the CPU 205 proceeds to the step S1203, and hgnce t he
description stakt@v¢dope dpe chantibedCand fswiathod deserditg dhewhether
question of the step S1201. . [0147]In the variation of the.FIG
8 access cont ridl® fRRERE O’ Hepde | s File Jg&lhmtrflcp@e d@}'e’cm néldnatsmm);
ch of the secure print jobs reserved in the inage form ng apparatus
5800 whet her 125 p%%éﬁt%%% B9 cati ve of an owner of each

j ob, whichgis adde o, 4.he jqh, matches any user nane of one or nore
Jusers manaaed by tﬂ[eotﬁ ge f NG A FaPitiad Ie%F which are allowed

[0148]ACCOrdiQ%1ﬁ%tﬂgﬁafgg€gggfg%£éghed depending on whether the
operation mode is the login mode or the function-based
authentication mode because different use cases are
expected which are different in the purpose of use as a

10 precondition, i.e. a case where a guest user uses the
secure print function in the login mode and a case
where a user uses the secure print function without
user authentication in the function-based
authentication mode.

15 [0144] For example, in general, the guest user
in the login mode is assumed to be not a user who uses
the image forming apparatus 1000 on a daily basis, but
a user who temporarily uses the same as a guest.

[0145] On the other hand, it is generally

20 assumed that the function for allowing a user to use
the image forming apparatus 1000 without user
authentication in the function-based authentication
mode is used by a user who wishes to use the image
forming apparatus 1000 in an easy and abbreviated

25 manner on a daily basis without authentication.

[0146] The variation of the FIG. 8 access

control process, shown in FIG. 9B, differs from the
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performed as to each of the secure print jobs, if a 20 user who is an
owner of a secure print job is not a user nanaged by the image
form ng apparatus 1000, the secure print job is regarded as a print

j ob of an unknown user, whereas if the user is a general user, the
secure print job is naturally regarded as a print 25 job of the
general user. [0149] Based on this, the CPU 205 determ nes whet her or
not the secure print job is_a print job of - 34 - an unknown user

(step S1301). 3% |FOoRErPS EE@%?WF ntd FHGthe Srep 8I86T1 thpaat the
37501), "1t 15 T AR T hEE TRAVS Sbe oraS pATRYE OB PE Shpr FReP] SBOBT
Leer To hand! e1he Loty ot PR res ] Buitas éj%%%ta%%c?ﬁ%ﬁ‘%a%%'sﬁﬁnt“e
ot or m ned 10 H e Bt o R385 s LTI Eir L D ne 2P Sher < b &
print job of apunknown userpd NQAO thergt e%&%@%roé@é& aagdlr?a»%ﬁfch

that an unknown user who has |ogged I n as a guest ‘user

handl e a pri nttjeolkcmf @Q%%@éed@%ron@%@%'ﬁ:&épt@ Lpits
handling 15 of the secure print job (step S130 f&?P %ﬁ%y

ternminating tisaanigsentd piogesshe [AHbANexd ,t1sd Qﬂ%ﬁléﬂi‘%f'ﬁﬁe 9% ep
aceess S1201 is negative, the CPU 205 proceeds to the step
531203, and hence the description starts from after the
10 affirmative answer to the question of the step S1201.
[0147] In the variation of the FIG. 8 access
control process, shown in FIG. 9B, it is determined as
to each of the secure print jobs reserved in the image
forming apparatus 1000 whether or not & user name
15 indicative of an owner of each job, which is added to
the job, matches aﬁy user name of one or more users
managed by the image forming apparatus 1000,
[0148] According to this determination
performed as to each of the secure print jobs, if a
20 user who is an owner of a secure print job is not a
user managed by the image forming apparatus 1000, the
secure print job is regarded as a print job of an
unknown user, whereas if the user is a general user,
the secure print job is naturally regarded as a print
25 Jjob of the general user.

[0149] Based on this, the CPU 205 determines

whether or not the secure print job is a print job of

- 34 -



control process following the step S515 will be descri bed.

20[ 0153]First, simlarly to the step 51301, the CPU 205 determ nes
whet her or not the secure print job is a print job of an unknown user
(step S1304). [0154]1f it is determined in the step 51304 t hat
the secure print job is a print job of an unknown 25 user (YES to the
step S1304), the secure print job is not a print job of a general
user, which is set to be allowed to be used without authentication in

order for - 3&n unikreowenssadt UsesptILE@ES)i |y use the secure print
function in the function-based authentication node, and hence the CPU
i nhi bits the user fitAtand| iTfg itthel sseltteermimnient ijnoh Hes tepe S
followed by termnating 5 the present process. [0155]On the other
hand, if it idghodt dve resbunre tohelst epib 1304 thatntt hoks exfiren pun ktioyrob
is not a print job of an unknown user (NOto the step 51304), the
secure print UL s(EDriintthoster £lfdHeralitusier ,Judyahi et sthset to
be allowed_to be used w thout authentication in order for the general
user to easil PSGYES BEF P pri M A 6% i9f (e fumdiewsh-Uisedvho
authenticatiog nnﬂe, and .hence the CPU 205 all ows the user to
ECuré IS

handl i ng the SNt GF GIRPEF1IFHT BB F QUG Wy user to

termnating the BneseRls RS print job (step $1303), followed by
terminating the present process.

[0151] On the other hand, if it i1s determined

10 in the step 81301 that the secure print job is not a
print job of an unknown user (NO to the step $1301),
this indicates that an unknown user who has logged in
as a guest user is about to handle a print job of a
general user, and hence the CPU 205 inhibits handling

15 of the secure print job (step 81302), followed by
terminating the present process.

[0152] Next, steps of the FIG. 9B access
control process following the step S515 will be
described.

20 [0153] First, similarly to the step S1301, the
CPU 205 determines whether or not the secure print job
is a print job of an unknown user (step $1304).

[0154] If it is determined in the step 51304
that the secure print job is a print job of an unknown

25 user (YES to the step S1304), the secure print job is
not a print job of a general user, which is set to be

allowed teo be used without authentication in order for
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[ 0156] FI GS. 10A and 10B are di agranms showi ng exanpl es of the secure
print handling screen displayed as a result of the variation of the
FIG 8 access control process, shown in FIG 9B. 20[0157] FIG 10A
shows an exanpl e of the secure print handling screen displayed on the
consol e section 210 as a result of processing according to the steps
51301 and the step 51302 or processing according to the step S1303.
25[ 0158] Referring to FIG 10A, it is assuned that the user nanes
"User 1", "Usefne"gergmal Useer 3toaeasihe wsertihanescefegenanal users,
and the user name - 36 - "User 4" is a user nane of an unknown user.
[0159] I n this EaRe;ias Showe oﬁu@%@%@c@%ecﬁ)ratmthwahwahgogcm@éﬂ, and

8001, the secure print jobs having the user nanes "User_ 1", "User 2",
and "User 3" {;tWﬁﬁrﬁ?QHlTQﬁﬂﬁ?ﬁ the @%%%r%¥o%s%@%dléﬂa Bhe jOb

nanmes of these rint jobs arekEI sked
(@]

0160] Fur t her S4455H idrowoRiobT 51 Sh1 46 ] hecel frrn PopEerThReting
unknown user 1,%“% ;&&%érﬁg E;lf(go)%ﬁerfor m ng handling operations for

printing and On the other hand, it is judged that
the [0155]  On the other hand, if it is determined
in the step 51304 that the secure print job is not a
print job of an unknown user (NO to the step S1304),
the secure print job is a print job of a general user,
10 which is set to be allowed to be used without
authentication in order for the general user to easily
use the secure print function in the function-based
authentication mode, and hence the CPU 205 allows the
user to handling the secure print job (step S1305),
15 followed by terminating the present process.

[0156] FIGS. 10A and 10B are diagrams showing
examples of the secure print handling screen displayed
as a result of the variation of the FIG. 8 access
control process, shown in FIG. 9B.

20 [0157] FIG. 10A shows an example of the secure
print handling screen displayed on the console section
210 as a result of processing according to the steps
51301 and the step S1302 or processing according to the
step S51303.

25 [0158] Referring to FIG. 10A, it is assumed
that the user names “User 17, “User 27, and “User 3”

are the user names of general users, and the user name
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secure print job haying the user nane "User 4" is a print job of an
unknown user, and if the user who has |logged in as a guest user
selects this print job, the 15 user is allowed to perform handling
operations for printing and canceling. [0162] As descri bed above, the
j ob names of secure print jobs of general users managed by the inage
form ng apparatus 1000, i.e. users who use the imge 20 form ng
apparatus 1000 on a daily base are masked to a guest user who
tenmporarily usHsséhed T nhgea f osatr ngaappaf adnsunknsine begrn node, and

t he guest user is inhibited fromhandling the jobs, and hence it is
possi bl e to obtain EGIBEY f ectIroftiprevemdd ngd rflowmtdront!2s $eomdei ng
| eaked to an unknown user. [0163] Further, FIG 10B shows an exanpl e
of the secure primt hanpdling screen %@%bl ayle’l PRCYRR Pr37t-Jokdnsol e
section 210 as a result of processing according to the steps, 81304_
and S1305 or protiessithe deeer diageeo ther step 81306, 2{ 0182f ARt
FIG 10B, iit is assuned fhat, the user nanes "User 1", " 2", and
“User 3+ ade (e IF Matfe MG he u%%m%ralanw% u%%‘%ib Ftred SBer

4" is a user nane of an unknown. user b£0165]I és an on

the secure pritt"Harf i HE 3¢ rReh” 80010° t#e° SMeihe pi ?%ﬁ%x

[01l60] Further, i1f an unknown user selects
these print jobs, the unknown user is inhibited from
performing handling operations for printing and

10 canceling.

[0161] On the other hand, it is judged that the
secure print Jjob having the user name “User 4”7 is a
print job of an unknown user, and if the user who has
logged in as a guest user selects this print job, the

15 user is allowed to perform handling operations for
printing and canceling.

[0l62] As described above, the jcb names of
secure print jobs of general users managed by the image
forming apparatus 1000, i.e. users who use the image

20 forming apparatus 1000 on a daily base are masked to a
guest user who temporarily uses the image forming
apparatus in the login mode, and the guest user is
inhibited from handling the jobs, and hence it 1is
possible to obtain the effect of preventing information

25 from being leaked to an unknown user.

[0163] Further, FIG. 10B shows an example of

the secure print handling screen displayed on the
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10 the user nanes "User 1", "User 2", and "User 3" are the print jobs
of the general users, and if a general user selects a job of his/her
own fromthese print jobs, the general user is allowed to perform
handl i ng operations for printing and canceling. 15[0166] On the ot her
hand, the secure print job of the user nanme "User 4" is a print job
of the unknown user, and the job nane is masked with asterisks, and
if a general user selects this print job as shown in the illustrated
exanpl e i n Fl Gonlds| et hecygeoer 210user ai se201t nbi bpbtedebsonygpectordaing
handl i ng operations for printing and canceling. [0167] As descri bed
above, even int@ Easesinties eS1Hed seedr 81pP5 nor hpndteésngifhgnatondiag to
used wi thout authentication in the function-based authentication 25
node, only secth® PrintS}I%- of a general user, i.e. a user who uses

t he i mage form ng gﬁgﬁfyus 1000 on a daily base is allowed to handl e
the secure print jodsto4l 38 Alsgdhdne i108/s Pods meswrdbiah the

advant ageous effect of preyventing upauthorjzed use by ap, unknown
user. [016§] NeXTET d bt i ﬁ”f)nfwi I In[?%%rg#v’erﬁrb#j Uﬁ;igjée ongre the

mbodi ment of t ion. Th t, embodi ment differs
From the 11 st Beba ento! WENE B e CGUd ot or gteba qigy 0sCE s

control ling the di splayedgonent, qn.i Segure print handling screen

8001 of the image form ng apparatus , nore 10 particularly the

user interface displawed on the 1gaRs QU8 Seeld QR k0 or2Nd d Sdhe same
_ : t

in the other hardware configuration and in the software
confi gurati onpréxeeparRrioeRs ws-aasgided iie datdide IoFainafligs oS
t hose of the first enbodi ment, and

10 the user names “User 17, “User 2", and “User 3” are the
print jobs of the general users, and if a general user
selects a job of his/her own from these print jobs, the
general user is allowed to perform handling operations
for printing and canceling.

15 [0166] On the other hand, the secure print job
of the user name “User 4”7 is a print job of the unknown
user, and the job name is masked with asterisks, and if
a general user selects this print job as shown in the
illustrated example in FIG. 10B, the general user is

20 inhibited from performing handling operations for
printing and canceling.

[016e7] As described above, even in a case where
the secure print handling function is used without
authentication in the function-based authentication

25 mode, only secure print jobs of a general user, i.e. a

user who uses the image forming apparatus 1000 on a

daily base is allowed to handle the secure print jobs,
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15 hence the conponent el enments corresponding to those of the first
enbodi mrent are denoted by the sane reference nunerals, and
description thereof is omtted. Hereinafter, the follow ng
description will be given of the different points. 20[0169]FIG 11 is
a di agram showi ng an exanple of the hone screen displayed on the
consol e section 210 appearing in FIG 1. [0170] Referring to FIG 11,
the home screen 7001 has a job history display button 7005 newy

added 25 to thenhomenssreeni dlasessbete Wb hok el £ eAce L@vEhGaghonBY
pressing the job history display button 7005, the history of “print

jobs is displ ayefecihhs pusteiyinglhnau8orizd® @85G b&d unknown
hereinafter. Further, the follow ng description is given of an

exanpl e in whiwteml scan-andtransmt button 7004 is used. The
scan-and-transmt button 7004 is a button used for selecting a
function 5 for scanflifflan olegithala ukiswyittie cscaniidr sectiivem 20 and
transmttipg data to a destination. [0171]FIGS. 12A to 12C are

di agrams sRowiSRf@hmikadigientheo S ddif BRIt Handintigpscr e

di spl ayed on the consol e section 210 appearing in FIG 1. .

10[ 0172] FI G. H&%@?@%ﬂﬂ “oifehe HUbitEe oiinel jeubedingnt in
secure print jtgtt‘}gﬁ.es%rved iq_ot{ﬁlle i mge form ng apparatus 1000. The
cancel button %0 GayEd P THE TtV E TS om
pressing it. F. sh an exanpl e of the djsplay of the
list of all séjgt[?%él%']rel&nt%%nc])tb%gtr é)gl\g?ﬁvheed 557 e Brdde i'Mtf apdst us

1000. FIG 12Boudiif fer S rfr qma?leo%ﬁld;%ggarﬂ:aatratt%% G .%erl Rutton 8004
is not grayed out and the user is 'a to press it.

10 particularly the user interface displayed on the
console section 210, and is the same in the other
hardware configuration and in the software
configuration, except processes described in detail
hereinafter, as those of the first embodiment, and

15 hence the component elements corresponding to those of
the first embodiment are denoted by the same reference
numerals, and description thereof is omitted.
Hereinafter, the following description will be given of
the different points.

20 [0169] FIG. 11 is a diagram showing an example
of the home screen displayed on the console section 210
appearing in FIG. 1.

[0170] Referring to FIG. 11, the home screen
7001 has a job history display button 7005 newly added

25 to the home screen described with reference to FIG. §.

By pressing the job history display button 7005, the

history of print jobs is displayed. This history will
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20[0174]FIG 12C shows an exanple of the display of a list of only
secure print jobs out of all secure print jobs reserved in the inmage
form ng apparatus 1000, each having a user nane, added to the secure
print job, which matches the user nane of a currently |ogged-in
25user. [0175]In FIG 12C, only secure print jobs of the user who has
| ogged in using the user nane "User 1" - 40 - are displayed by way
of exanple. [0176] Further, an all job display button 8006 is provided
on the secure i iddsdhatistd nge seteeht showFumhehG thC.follewldg j ob

di splay button 8006 is a 5 button used for displaying the list of al
secure print jdssssrigndl whels tdievarserf pressesnphe b |whibkh di sptay-and-
button 8006, the display screen is changed to the screen shown in
FIG 12A, and aitfaanist wittgn ediries préed. | dbs seservwed trarmmiage
form ng apparatus 1000 10 is displayed. Note that in this case,
however, the QWY& W (bgfed ititisdt Ysedlfonetkkerperd or nfanction

handl i ng operation for canceling only for a secure print job of
hi s/ her own. %775]‘:@1”@1% ERS OatglrQJd%/ﬁzlhd%%lr&ﬂ PRiggRmer section 201

and transmitting data to a destination.

[0171] FIGS. 12A to 12C are diagrams showing
examples of the secure print handling screen displayed
on the console section 210 appearing in FIG. 1.

10 [0172] FIG. 12A shcws an example of the display
of a list of all secure print jobs reserved in the
image forming apparatus 1000. The cancel button 8004
is grayed out and the user is prevented from pressing
it.

15 [0173] FIG. 12B shows an example of the display
of the list of all secure print jobs reserved in the
image forming apparatus 1000. FIG. 12B differs from
FIG. 12A in that the cancel button 8004 is not grayed
out and the user is allowed to press it.

20 [0174] FIG. 12C shows an example of the display
of a list of only secure print jobs out of all secure
print jobs reserved in the image forming apparatus 1000,
each having a user name, added to the secure print job,
which matches the user name of a currently logged-in

25 user.

[0175] In FIG. 12C, only secure print jobs of

the user who has logged in using the user name “User 1”7
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15 control process executed by the CPU 205 appearing in FIG 1.
[0178] Note that in the display control process in FIG 13, it is
assuned that the secure print function of the inmge form ng apparatus
1000 is set to 20 be allowed to be used wi thout user authentication,
and the scan-and-transmt function is set to require user

aut hentication. [0l179] Referring to FIG 13, the CPU 205 displays the
home screen 7001 described with reference 25 to FIG 11 on the

consol e secti Qv 21 St LR PP Nay of exdIBO] Next, the CPU 205

determ nes whet her or not the uséer has pressed any one of the
function - 41 - buytdions (st eRreidd?) arNatia that dikeunetianbudens
referred to in the present process are |[imted to the “secure print
button 7002 arids tthe>wighd and-theansyddrduition H0M anf desedd pfhem of
cases where other 5 function buttons are pressed are onmtted.

[ 0181] Then, tHe CRAG.2052Wet Ehmi nés vhet Héspdeynbutthe 8966 Hasa
pressed secure print button 7002 (step S1403). If it is determned in
the step 5240PUtian tusediser Kaspdreesisad tthee lsedurag prlilnts dotrten p 7002
(YES to 10 the step 51403), the CPU 205 displays the secure print
handl i ng scr ed?*500 £rdestienbddoniuster FrEsEfce Bhe @yl GfobFIGSP LA to

12C on the consol e section 210 (step 51404).
%utton % 06, the d'spf%y scrégn is changed to the

screen shown in FIG. 124, and the list of all secure
print jobs reserved in the image forming apparatus 1000

10 is displayed. DNote that in this case, however, the
currently logged-in user is allowed to perform a
handling operation for canceling only for a secure
print job of his/her own.

[0177] FIG. 13 is a flowchart of a display

15 control process executed by the CPU 205 appearing in
FIG. 1.

[0178] Note that in the display control process
in FIG. 13, it is assumed that the secure print
function of the image forming apparatus 1000 is set to

20 be allowed to be used without user authentication, and
the scan-and-transmit function is set to require user
authentication.

[0179] Referring to FIG. 13, the CPU 205
displays the home screen 7001 described with reference

25 to FIG. 11 on the console section 210 (step S1401).

[0180] Next, the CPU 205 determines whether or

not the user has pressed any one of the function

_41_



[ 0182] As mentioned above, the secure print 15 function is set to be
all owed to be used wi thout user authentication according to the
settings of the function-based authentication node, and hence it is
not necessary to display the login screen for aut henticating a
user by the image form ng apparatus 201000. [0183] Further, although
FIGS. 12A to 12C show the screen on which the |ist of secure print
jobs has already been displayed on the job |ist 8002, secure print
jobs to be di spltaymds ohsttdre $oH02) st NBAE2 tawaee 2hed efuarati ined but Hdres
foll owi ng steps. [0184] Next, the CPU 205 determ nes whet her or not
the user has bextrmathe? ivateee hyresent negecesszare Ionhteg to the
apparatus 1000, and is currently Iﬁ@ged-in (step 51405). [0185])If it
i s deterni ned §9F4ie BiEp 5a405°? hd{04 Hendisidre | scatardr femesylt

| ogged-in (NO,tq the sfep S1405), the CPU 205 displays the secure
pr?%t handl i ndj%té:roé’en?%‘é'cr?% St TR ef U e CAL FIE a2 L e ep

S o e AR S e SO BT, o (e
to a secure 10 priffyyjgd are rieh Nohd 2piP9Ys GAUNENI LA AN,
not the user has pressed secure print button 7002 (step
81403). If it is determined in the step S1403 that the
user has pressed the secure print button 7002 (YES to
10 the step S51403), the CPU 205 displays the secure print
handling screen 8001 described with reference to any of
FIGS. 12A to 12C on the console section 210 (step
51404).
[0182] As mentiocned above, the secure print
15 function is set to be allowed to be used without user
authentication according to the settings of the
function-based authentication mode, and hence it is not
necessary to display the login screen for
authenticating a user by the image forming apparatus
20 1000.

[0183] Further, although FIGS. 12A to 12C show
the screen on which the list of secure print jobs has
already been displayed on the job list 8002, secure
print jobs to be displayed on the job list 8002 are

25 determined in the following steps.
[0184] Next, the CPU 205 determines whether or

not the user has been authenticated by the image
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al so the user has not been authenticated (NOto the step S1405), the
user is allowed to performones of the operations related to the
secure print job other than the canceling operation for deleting the
secure print 15 job displayed on the secure print handling screen.

[ 0186] The secure print handling screen enables the user to sel ect

hi s/ her job of which the password the user knows to execute printing.
Further, in FIG 12A, the cancel button 8004 cannot be pressed as 20

nentioned abovesriitly hepseratus s1@d60 POSSLH eutpeptByENbghOhsiRf the
ot hers from being carel essly canceled. [0187]On the other hand, if it

is determned (stepi®ldhe) step S1405 that the user is currently

| ogged-in 25(YES to the step S1405), the CPU 205 determ nes whet her
or not the currentl|O18Fpged- iIf useris sleremdimad sitir dthor {tsteeE ISUMD7) .
Note that the adm nistrator is a person - 43 - who is in charge of
t he managenentthoft tiee i werje formhceppenttysld9ped-and(N@ to the

aut henticated by the image formn %ﬁﬁaratus 1000 as the '
adni ni st r aPor ,S%eP a5 Hhher m%tcm&a U IRV Dt Hee RGBS BINBY] | f
it is determned in the st%£%51407 that the currently |ogged-in user

i's an adni ni stPOIIYESIFR HESHEPHFLI0DT 13 90%° i €1 abe? t he
(St ep S1408), NPT OO 1 ihe 1 SI0 A4 0T G308 T t ne Aecur o
P{)i nt handl | n%essccrrei%neéha%mgvé,n H %helZp%‘estehnec aedm 5118 L& ,Orwﬁesn aljtl. Oi’\se-d
determined that the operations related to a secure
10 print job are set not to reguire authentication and
also the user has not been authenticated (NO toc the
step S1405), the user is allowed to perform ones of the
operations related to the secure print job other than
the canceling operation for deleting the secure print
15 Jjob displayed on the secure print handling screen.
[0186] The secure print handling screen enables
the user to select his/her job of which the password
the user knows to execute printing. Further, in FIG.
12a, the cancel button 8004 cannot be pressed as
20 mentioned above, and hence it is also possible to
prevent jobs of the others from being carelessly
canceled.
[0187] On the other hand, if it i1s determined
in the step $1405 that the user is currently logged-in
25 (YES to the step $1405), the CPU 205 determines whether

or not the currently logged-in user is an administrator

(step $51407). Note that the administrator is a person
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performthe canceling operation for all secure print jobs, and can
del ete the secure print jobs unnecessarily reserved in the inage
form ng apparatus 151000. [0190]On the other hand, if it is
determned in the step S1407 that the currently | ogged-in user is not
an admnistrator (NOto the step S1407), the CPU 205 displays the
secure print handling screen described 20 with reference to FIG 12C
(step S1409), and returns to the step S1401. [0191] As shown in FIG
12C, the currevhpyibogygeghbngasef whe msnagemantadifi mhst lakge iforming
enabled to imedi ately handle the print job without tine and 25
effort of sear@RPagatBf AP8PhernPr iAt ap‘é{agntiﬁaic;?di Byt iaeprlasent
enbodi nent, when it is determned that the operations related to the
secure print jbPrBE+RIsBPPAGETUS44000 pg FBfupPBlAdEREATtLEat BN and

al so the user is authenticated as an adm pjstrator, the user is
al l owed to per?%?ﬂ?fhglﬁéépaP?ﬁﬁgdrgFﬁ?eBtbSKapﬁeSF'the secure print

j obs. h wh h ' 5 h [ d

L ni strator. the DOBF®] ¢ ol Tbuch 10 $ErTOTHEAI Y obar af FoRS>F & At ed
the : Al 37 ope o  of

51400, 11 11 S tel Gra RaH Ch el CPAR e TS hat t AD bAR-Thalfz50t”

Do Ton B0 (RBTEVhe BB iblgr popnereetnsoscanepdaitooh
secure print handling screen described with reference
to FIG. 12B (step S1408), and returns to the step S1401.
10 [0189] On the secure print handling screen
shown in FIG. 12B, the administrator is allowed to
perform the canceling operation for all secure print
Jjobs, and can delete the secure print jobs
unnecessarily reserved in the image forming apparatus
15 1000.
[0190] On the other hand, if it is determined
in the step 351407 that the currently logged-in user is
not an administrator (NO to the step S51407), the CPU
205 displays the secure print handling screen described
20 with reference to FIG. 12C (step S1409), and returns to
the step S51401.
[0191] As shown in FIG. 12C, the currently
logged-in user who is not an administrator is enabled
to immediately handle the print job without time and
25 effort of searching for his/her print jobs. Thus, in

the present embodiment, when it 1s determined that the

operations related to the secure print job are set not
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CPU 205 displays the login reception screen 11001 described with
reference to FIG 5B (step S1410). [0193] The | ogin reception screen
11001 is 15 displayed in this step because the "scan-and-transmt"
function is set as a function which requires user authentication
according to the settings of the function-based authentication
function. [0194] When the user enters a user nane and a 20 password
fromthe login reception screen 11001 to execute login, and if login
aut henti cat i onchasedal tedagiNeehoi aasien, Sdrdd 1a1sb hen&Ps@B5iset urns
to the step S1410, whereas if the login authentication is successful,
al | owi ng the userh¢wtliogted £YES tadthhel 2orstep, 5444 lyset hes GRUL&0&d
di spl ays a scan operation screen, not shown, on the console section
210 (step S141) pemiorreturdsoperathieons epebiddd. te #4bl-of the secure
[ 0195] Al t hough in the process in FIG 13, the CPU 205 returns to the
step S1401 af tRfirdkete®Rs on Bf thise ofthey Septh, vifent Hdauswemdes nedt
explicitly _performa | ogout operation, the login state is maintained.
5[ 0196] Theref GTH-NGFT 1 FRE GR35 | 3 AU R eied e abReceser pis miloredn

a state in which user's loginis i nt ai ned as ntioned above,  the
CPU 205 procedds Rer%éﬁlfl?\eorgjt%po%ﬁ%l?rbst %qeége@@ﬁecure print
[0197]Further,(ﬁper &9 proceed fromthe step 10 S1407 is determ ned

dependi ng on the de eﬁ}ﬁrﬁﬁ?3ﬂ1 of whether or not the user who has

e ke, L TS TR oA 000 3400 A L0 10
is determined in the step 51403 that the user has
10 pressed not the secure print button 7002 but the scan-
and-transmit button 7004 (NO to the step S1403), the
CPU 205 displays the login reception screen 11001
described with reference to FIG. 5B (step S1410)}.
[0193] The login reception screen 11001 is
15 displayed in this step because the “scan-and-transmit”
function is set as a function which requires user
authentication according to the settings of the
function-based authentication function.
[0194] When the user enters a user name and a
20 password from the login reception screen 11001 to
execute login, and if login authentication has failed
(NO to a step S1411), the CPU 205 returns to the step
51410, whereas if the login authentication is
successful, allowing the user to log in (YES to the
25 step S1411), the CPU 205 displays a scan operation

screen, not shown, on the console section 210 (step

S1412), and returns to the step S1401.
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[0198] I n the display control process in FIG 15 13, the nethod of

di spl ayi ng secure print jobs and the control of access thereto for
handling are properly switched and control |l ed dependi ng on whet her or
not the user is currently logged-in, and further whether or not the
currently logged-in user is an admnistrator. This 20 makes it
possible to inmprove the operability and user-friendliness.
[0199] Al though in the display control process in FIG 13, the method
of displaying the seel®®] pri milijlohsglanth sthorphese beet desct i bed, thbe
nmet hod may be 25 applied to any other print job, insofar as it is a
print job incl@W ngluseetunfiorpatioa stem 85601 wabthasekssuedohher
print job (owner of the print job). - 46 - [0200] Next, a description
will be given Bte tHecri Spt g, of £t hiee jwdehi deos ynohf expat cohlyFbestorm
the user interface displayed on the console section 210 will be
descri bed. 5[ CR20M3FIER. CR2PRE P41 el o byr ehst 8 howi hglekaspeds of a

job history screen djs yed gon the consol e section 210 appearing in
FIG 1. [oéoz] The j[gd&%ﬁtor ?Eecrreéfé)rfefdelﬁ%tté’tfhﬂysq%fjé? f nmréraanille
10001, shown in FIGS. 14A to 14C 10 displays. histpry infoymation of

j obs recorded d i YHe HID Yb's %cfdbtﬂé 3 i t%/ojrrfﬁ"ﬁ%l pataft ud il@‘@)br? 1s

[ 0203] Ref erri ng, t.0 Hl G ééﬁhéﬁ%fé%%dz%gégg, the CPU 205 proceeds
from the step S1405 to the step S1407.

[0197] Further, where to proceed from the step

10 S1407 is determined depending on the determination of
whether or not the user who has logged in to the image
forming apparatus 1000 is an administrator in the user
authentication processing in the steps S1410 and S1411.

[0198] In the display control process in FIG.

15 13, the method of displaying secure print jobs and the
control of access thereto for handling are properly
switched and controlled depending on whether or not the
user is currently logged-in, and further whether or not
the currently logged-in user is an administrator. This

20 makes it possible to improve the operability and user-
friendliness.

[0199] Although in the display control process
in FIG. 13, the method of displaying the secure print
jobs and so on has been described, the method may be

25 applied to any other print job, insofar as it is a
print job including user information of a user who has

issued the print job (owner of the print -job).
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history list 10002 is an area for displaying a list of job history
records. 15[ 0204] A job history selection checkbox 10005 is for
selecting a job history record. A detailed information button 10007
is for displaying detailed informati on of one job history record. The
detailed information includes the nunber of pages, the number of 20
printed sheets, a sheet size, color/nonochrone, a docunent nane, and
so on, of each job. [0205] The user can refer to the detailed history

information by sel ef020@] a destxed 4 Odedd SISl Yok 6601 T HY ENLERT HE Bhe
check mark in the job history 25 sel ection checkbox 10005 and
pressing the détsplad ohHfoheafjobnhbatbonp 10067mat0206] AtGsdiAhe

di splays the job history screen - 47 - 10001 in which the list of
all job historyseecorerriacei dpspyadedboun the ¢absnagesecofiahl 2job

hi story records, are masked with asterisks, and further the detailed

i nformati on button MOobFE¢Eikedays grayed out for 5 preventing the

user from pressing dt. [0207]FI G 14B dispu%gs the job history screen
10001 in which the 1989 of alf1G%b Hikstter \ 4Cecored slimargmnsh sfaming s

di spl ayed, anqﬂgurthr pge detail ed i nformati on button 10007 is
al ways di spl aydd For 18 al? olih P THL 1S TGN eHetpkayeheoniethe | ed

Information. .,nsq1[020815 G gf%:égﬁggfyﬁatf§3§fé{r¥§tory sereen

[0202] The job history screen, denoted by
reference numeral 10001, shown in FIGS. 1424 to 14C

10 displays history information of jobs recorded in the
HDD 208 of the image forming apparatus 1000.

[0203] Referring to FIGS. 14A to 14C, a job
history list 10002 is an area for displaying a list of
job history records.

15 [0204] A job history selection checkbox 10005
is for selecting a job history record. A detailed
information button 10007 is for displaying detailed
information of one job history record. The detailed
information includes the number of pages, the number of

20 printed sheets, a sheet size, color/monochrome, a
document name, and so on, of each Jjob.

[0205] The user can refer to the detailed
history information by selecting a desired job history
record by entering a check mark in the job history

25 selection checkbox 10005 and pressing the detailed
information butteon 10007.

[0206] FIG. 14A displays the job history screen
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10001 in which the list of all job history records is displayed, but
t he di spl ayed job nanes are only those of extracted job history
records each having a user 15 nanme which matches the user nane of the
currently logged-in user. [0209] That is, the job nanme of a job
hi story record not having a user nane which matches the user nane of
the currently | ogged-in user is nmasked with 20 asterisks. FIG 14C
shows an exanple in which only job history records of the user who
has | ogged in UGPhY ihewhiser pDheelisbeofldlargcexhiatbed, randrtiBeijgob
nanes of the extracted history records are displayed. [0210] Furt her,
the detail ed idisphaye¢dn byt t one 250k 00a7es sodl abhetlobohbetprgssedords
only when a job history record having a user nane that matches the
user nane of t3ee CATEN | Yitgeberhskserand Serekerdthy eateiilnd a -
sel ecti on checkbox 10005.

48 - check mark_in the jaob histor
[0211] Assumi ngt HHRFTIHaGR: (OF TG LGPAT ai Bse 1686° | S 26RT; GUF olOKS
above, a process for_ controlling the disp%gg.of the job history

screen wl bé’%‘%%ﬁﬂé%.t%? 0212} FH ™ 18" Y9 bwchart of a
\é?g;)?;iyogogz rz)lhepsho esd;%i ﬁogfgﬁlg{ﬁ?e issﬁlnayFsl %helg)j-og %:'}53 JPB? sereen
10001 in which the list of all job history records and
job names 1s displayed, and further the detailed
information button 10007 is always displayed for
1¢ allowing the user to refer to the detailed information.

[0208] FIG. 14C displays the job history screen
10001 in which the list of all job history records is
displayed, but the displayed job names are only those
of extracted job history records each having a user

15 name which matches the user name of the currently
logged-in user.

[0209] That is, the job name of a job history
record not having a user name which matches the user
name of the currently logged-in user is masked with

20 asterisks. FIG. 14C shows an example in which only job
history records of the user who has logged in using the
user name “User 1” are extracted, and the job names of
the extracted history records are displayed.

[0210] Further, the detailed information buttoen

25 10007 is allowed to be pressed only when a job history
record having a user name that matches the user name of

the currently logged-in user is selected by entering a
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is for controlling the method of displaying the detailed information
fromthe job history information. 10 Further, the display control
process in FIG 15 is executed when the user presses the job history
di splay button 7005 as a function button in the step S1403 in FIG

13, and hence the steps follow ng the step S1403 wi |l be described.
15[ 0214] Referring to FIG 15, first, the CPU 205 di splays the job

hi story screen 10001, described with reference to FIGS. 14A to 14C,
on the consol echeck inhrR1n (shepjSi50i3totn shiscsiep, chéckBoassuned.
that a job history displaying function is set to be allowed to 20 be
used wit hout user alR i catAssiiigedridiengtayde Hersetitg nysoafat e
functi on-based aut hentication node. [ 0215] Next, the CPU 205‘
det er ni nes whetHHt ot FALxHeredtas | deoTarf o e ¢ $ sEomconult tobhithd y

e b e (R SR A S T o 2
s provided i n advagei g ofdCot i%@é?!%@qﬁ%ﬁ%@“%ﬁ%&q%f
o e S5t P gy AR T 0 Spont e 000, and o/ Y
et er i ned i n the St 28 21602 That The et arTed L RFSrestl df fed-" 15
uncondi tional kg for controlling the method of displaying the
detailed information from the job history information.

10 Further, the display control process in FIG. 15 is
executed when the user presses the job history display
button 7005 as a function button in the step S1403 in
FIG. 13, and hence the steps following the step S1403
will be described.

15 [0214] Referring to FIG. 15, first, the CPU 205
displays the job history screen 10001, described with
reference to FIGS. 14A to 14C, on the console section
210 (step 81501). TIn this step, it is assumed that a
job history displaying function is set to be allowed to

20 Dbe used without user authentication according to the
settings of the function-based authentication mode.

[0215] Next, the CPU 205 determines whether or
not the detailed information is unconditionally allowed
to be displayed (step S1502). 1In this determination, a

25 setting in a checkbox provided in advance, in

assoclation with permission of displaying of the job

history, is used. This checkbox is provided in advance
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be displayed (YES to the step 51502), the CPU 205
g!LgFﬁSst?he j ob Eisgory(screen 10001 described 10 with ri;egﬁnfﬁeto
FIG 14B (step 51506), and returns to the step S1401. [Oﬁ L n the
other hand, if it is determined in the step 51502 that t eI e g (No
information is not uncondi tionally allowed to be disp ayteh N
to the step 15 S1502), the CPU 205 determ nes whet her or not e

i it is determned in the
i urrently | ggged-. Q3). .[,0218]1f it is , '
Istseg S1503 t hat ?ﬁlg’ &é,f(efc%%g Sc%lerCrl IV S5t Vg GG YmNO g ovatioss ep

S1503), the CPYe205ndiss B'faBE%ET g%aif%thg:?r{&%r Sé%@;@%@ 11%2%3 @14 0 t he

described with referénce to _ o st
1401, Asndemallikedaabaus ik cihe Jr asent senbodiment, .

Zéfgrﬁined mhe?her orpﬁo? t he égﬁalle olnﬁogna Pg%o|§ 5]%&?9%ﬂﬂQﬁmﬁﬁg

O e O S Dt et oM NS e AT

i ion is not always allowe 0 _ , _

:gfgggaghtantthatedeckhexdetaiIed informati on of all executed print

jobs is inhibited frombeing displayed. [0219] As descri bed above, in

a case where a user[@RE6hot IDged 15 doréheihs@maen fORM HO-BPRREFLUS
that the detailed information is unconditionally
allowed to be displayed (YES to the step S1502), the
CPU 205 displays the job history screen 10001 described

10 with reference to FIG. 14R (step S1506), and returns to
the step 51401.

[0217] On the other hand, if it is determined
in the step S1502 that the detailed information is not
unconditionally allowed to be displayed (NO to the step

15 51502), the CPU 205 determines whether or not the user
is currently logged-in (step S1503).

[0218] If it is determined in the step 51503
that the user is currently not logged-in (NO to the
step S1503), the CPU 205 displays the job history

20 screen 10001 described with reference to FIG. 14A (step
S1504), and returns to the step 81401. As described
above, in the present embodiment, it is determined
whether or not the detailed information is always
allowed to be displayed, and if it is determined that

25 the detailed information is not always allowed to be
displayed, and also the user is not authenticated, the

detailed information of all exXecuted print jobs is
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1000, the job history screen 10001 in FIG 14A is 5 displ ayed,
whereby it is possible to prevent unidentified users from being
carelessly allowed to refer to the detailed information of the job
hi story. However, the list of the job history is displayed, and hence
t he user can obtain mninmuminformtion, such as 10 a result (OK/ NG
of his/her own job. [0220]On the other hand, if it is determned in
the step 51503 that the user is currently logged-in (YES to the step
S1503), the CPUDRUS1dedef nimeseihet Hesplayedor not the currently

| ogged-in user is an adm nistrator 15(step S1505). [0221]If it is
determned in the sk®pLFN505 Ashatesdisilad ramtey, |loggetdse udesré sz an
adm ni stratorH§YES to the step S1505), the CPU 205 displays the job
history screeSR00P LRy i Heosa t1n ree erlencimage @m0y 14804 54 EPs

S1506), and ret s ,to the step S1401. As described herei nabove, the
job history s?‘rw ltdtﬁ)ljc?%skﬁ%orlﬂBscF%e%n skt &eh on KHF chléheis

detail ed igfor i of all_ job history recards is allowed to be

di spl ayed. g[of@%ﬂ&%@t%éé o"%}heeﬂre%yarfd:, 35 BISTE et RIS in the
step S1505 thaj,+ LT 0 -i,n user_is not an m ni strator
(NOto the stg%utglégl%ﬁleﬁﬂy%ﬁj %%q%i%epﬁré%/scﬂl?l%l?%}ﬁiagtd]d?‘”ﬂﬁic?%en
10001 descri bed ; j r.ef . (step.S1507). As
descri bed herei rfgéi\%é), %h\#etc%ggelhll%gcf(r)i(r}ifc;srgr}ge:éeln%nlé%gfqen ]%kb%lﬁ%kﬁ%' a

B chas RS ] AR L s Y 04 AR e
hence the user can obtain minimum information, such as
10 a result (OK/NG) of his/her own job.
[0220] On the other hand, if it is determined
in the step S1503 that the user is currently logged-in
(YES to the step S1503), the CPU 205 determines whether
or not the currently logged-in user is an administrator
15 (step 51505).
[0221] If it is determined in the step S1505
that the currently logged-in user is an administrator
(YES to the step S1505), the CPU 205 displays the job
history screen 10001 described with reference to FIG.
20 14B (step S1506), and returns to the step S51401. As
described hereinabove, the job history screen 10001 in
FIG. 14B 1s a screen on which the detailed information
of all job history records is allowed to be displayed.
[0222] On the other hand, if it is determined
25 in the step 81505 that the currently logged-in user is
not an administrator (NO to the step S1505), the CPU

205 displays the job history screen 10001 described
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5 currently | ogged-in user are extracted and the job nanes of the
extracted jobs are displayed. Thus, in the present enbodinent, it is
determ ned whether or not the detailed information is always all owed
to be displayed, and if it is determned that the detailed 10
information is not always all owed to be displayed, and al so the user
is authenticated as an adm nistrator, the detailed information of
history of all executed print jobs is allowed to be displayed. On the
ot her hand, ifvihe HeéerescaotoalillenidCat etepsSahtadm nistdasoribed
only 15 detailed inpformati on of history of the executed print jobs of
the user is alPevREP2B0BR, dFkpl éyadhlﬁgszgz] Fagseni h0803t aneFiIIA . WhAKCh
the user has lpgged in to the inage form ng apparatus 1000, it is

r

possi bl e to altdw t e GRRrOF o ReFBroRoY 0nPy Ri8EGFY 2ECPHfler AAChON Of
4] As descri bed

Lbove,  the | of K BLory SPbl AYMg) PLERAIRFSOER opit | yo&hi TaRedOE the
Pl ther Wt her o Hory (RSt T B 17°F oBEBCt n Uer S - 95 ths o0
Takes |1 possl B o preuont T o vat T ane 17 om BETREY 8aked Hm the
0225 Fur t her . ot though T Lhe. prasesses T I ae 13! ATa 1BeT o7 (Bt

the | ogin operatd afetefi ladisersdmnd o Mages fiadya NG BRRAY at 45,4 000,
login is executed e.g. 5 when the user selects a function requiring

user aut hent iddaplaryedancatrheri oper aits afetirtiothkd WhdtSefhe detailed
aut henti cati on may be provided. As anot her operation nmethod for user

aut hent i ch®i odnffogmadxiarplis, retf wistdyon dilitdwert ey dre didgerh fad t hend

home screen 7001, for use in 10 explicitly performing a |login

oper at i on. also the user is authenticated as an administrator, the
detailed information of history of all executed print
jobs is allowed to be displayed. On the other hand, if
the user is not authenticated as an administrator, only

15 detailed information of history of the executed print

jobs of the user is allowed to be displayed.

[0223] Thus, in a state in which the user has
logged in to the image forming apparatus 1000, it is
possible to allow the user to refer to only history

20 information of jobs of the currently logged-in user.

[0224] As described above, the job history
displaying method is properly switched according to
whether or not the user is currently logged-in, and
further whether or not the currently logged-in user is

25 an administrator, as described in the process shown in

FIG. 15. This makes it possible to prevent information

from being leaked from the job history without damaging
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226] Aspects of the present invention can also be realized by a
Egnpu%erpof a systen1gr apparatus (or devices such as a CPU or ML)
that reads out and executes a programrecorded on a nmenory device to
15 performthe functions of the above-descri bed enbodi nents, and by a
nmet hod, the steps of which are perforned by a conputer of a system or
apparatus by, for exanple, reading out and executing a program
recorded on a ngnnry device to performthe functions of 20 the
above- descri beB"8nBo8Ff ekt §NdfEbResHi s purpose, the programis

rovided to the co for example via a network or froma
Pecording nediun1oPP€%$$Bus t Sipelsteier @ Hehesah hitn neeryr clevises (eng.

conput er - r eada medi un . [0227] Wil e the present invention has
begﬁ describedP%§§h ?%f%%%nﬁg't%se Rnplar yoekbodPEAL 50N ofj 8 noebeto

under st oo | bl hey GueBlL gt 00l LU o, e diaclosed, o
accorded the hypadeste inder pretati %S&ﬁé@%ﬁ%@%ﬁ@fﬁ%ﬁg'@gﬁﬂi .
nodi fications and equi val ent structures an _ ‘
spoLi cati on claumerdmbensl) gl lapaneae Falenie don) Leal on o
2013- 015647, filed January 30, 2013, I ch 1's "hereby p
reference herea@uthHentiteateidd mely be provided. As another operation
method for user authentication, for example, a function
button may be added to the home screen 7001, for use in
10 explicitly performing a login operaticn.
[0226] Aspects of the present invention can
also be realized by'a computer of a system or apparatus
(or devices such as a CPU or MPU) that reads out and
executes a program recorded on a memory device to
15 perform the functions of the above-described
embodiments, and by a method, the steps of which are
performed by a computer of a system or apparatus by,
for example, reading out and executing a program
recorded on a memory device to perform the functions of
20 the above~described embodiments. For this purpose, the
program is provided to the computer for example via a
network or from a recording medium of various types
serving as the memory device (e.g., computer-readable
medium} .
25 [0227] While the present invention has been

described with reference to exemplary embodiments, it

is to be understood that the invention is not limited
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What is clainmed is: 1. An inmage form ng apparatus conprising:

a loginunit configured to allow a user to log in 5 to the imge
form ng apparat us; a determnation unit configured to
determne, in a case where the inage form ng apparatus operates in a
function-based authentication node, whether or not a user-selected
function of a plurality of functions 10 requires user authentication,
the plurality of functions including at | east a secure printing
function for pkPnthfgléacacradr espBRseryocmhofipantsf. alpasseopd; ofind
a permssion unit fOfLigured éoh in a case where 15 the secure
printing functton FSISpEERE| 6424¥s he beePesareerdads thet Poradndti t
is determ ned by, sai d ggéernination unit that the_user-selected

function does HOreTRYTI7 e UerCat? heRt PREPTBASS af - bwSERB user to use
t he secure printing. L on Y if_the user is not 20 ,
authenticated}ﬂ%#fgﬁég?%%%e %§n§ %l%%%%?gt% r%%ﬁBFaFnGHFOfEPEFﬁPT?'
wherein the user campdsgpne I S user_nane_is
managed by t hﬁp_zi; maglreb f gﬁl&gjﬁ%%ar tus?aégog% a %ﬁses h%s}%?n%\ﬁo%eOf
user name Is E182:1:209) Eoph PEL: § &4 I L ang; remn
when it is deteﬁ%ined by sa?d -p%S - deterniﬁg??ogigﬁ?g’tﬁé¥gghe
user - sel ect ed fametdwrB@oeso 1®} w&&&ﬁrf%Lﬁ%%e@%“fﬁ%@iﬁ@%é@@? 5@l d
perm ssion unit allows the user to use the secure printing function,
but inhibits tdeefarsercd rromeqit fof g @persdipns
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5 related to data of the guest user. 3. The inage form ng apparatus
according to claim?2, further conprising a |ogin node operation unit
configured to operate the inmage form ng apparatus in a 10 | ogi n node
in which the user is allowed to performoperations related to various
functions which can be executed by the inmage form ng apparatus, after
the user is authenticated as the general user or the guest user, and
15wherein said_perm ssion unit allows, when the user is authenticated
as the general "18&r 15t fé2d8&F €6 :performthe operations related to a
secure print job of the general user, whereas said perm ssion unit
does not allow, when the user is authenticated as the guest user, 20

the user to perforn;an%“PE_o er%%ions related to all secure print
jobs. 4. The image Torm ng %ﬁﬁu FUS- e CHRATRF 4D <R S ¥9¥ i ng

apparatus 10 be exeput g aLal. Do peRtcle AWLEL Rl SO as he

general user or the guest user, (
al l ows, when the #§@ri§a§é-§H£ﬁ§H§;§§%§?%9§?the general user, the

user to performthe operations re Secure print job of the

general user, wher easd$ed fhn s 1 §$ 1@ Unkdn 8] L oS4 %eﬁeﬁgﬁni’ﬁfr 15 4
aut henticated as the guest user, the user to performthe operations

related to a semsw evHr@rimé jmdg®fcdhei QUesipaSefus Sopdheriivgg 4
form ng apparatus according to claim
function-based authentication mode, whether or not a
user-selected function of a plurality of functions
10 requires user authentication, the plurality of
functions including at least a secure printing function
for printing data in response to an input of a
password; and
a permission unit configured to, in a case where
15 the secure printing function is specified as the user-
selected function and it is determined by said
determination unit that the user-selected function does
not require user authentication, allow the user to use

the secure printing function, even if the user is not

20 authenticated.

2. The image forming apparatus according to claim
1, wherein the user can be one of a general user whose
user name is managed by the image forming apparatus,
25 and a guest user whose user name is not managed by the
image forming apparatus, and

wherein when it is determined by said
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1, wherein when it is determ ned by said deternination ~unit that
the user-selected function does not require 15 user authentication,
and al so the user is not authenticated, said permssion unit allows
the user to performones of operations other than an operation for
deleting the data. 206. The inage form ng apparatus according to
claim1l, wherein the user can be a user authenticated as an

I ni | ' wher ei n
adm ni strator e JARN3Q8S; 4N, {;Mmgs, forng apparat us n 1€ d
when it is determ ned by sai 31 o5 g:g}aer m hat1on lfneiajtecﬁﬁffifg‘f:éc alnodn aloses

user -sel ect ed hufCiiomidRes ROt S RUULE M8, Authent 5 missd o U

[
the user is authenticated as the adm nistrator, “said "permnssi

al | ows the userlllowysehhes3aCWe uRld RhaNG NGt 13N, thn JThe, | TBYS,
form ng apparatus according to claim5 1, wherein var!o&% uﬁgﬁioﬁs
whi ch can be ebetuﬁeﬁibﬁt@hehbnag%rfQ&@hﬂ?e@&%@ﬁﬁkMﬁp@@@d%%%d%

detail ed information-displaying function for displaying detailed

i nformati o of railsatedy tof dprianbfj ahe whieeh hawe .been execut ed,
10wherein said determnation unit determ nes whether
3. The image forming apparatus according to claim
2, further comprising a login mode operation unit
configured to operate the image forming apparatus in a
10 login mode in which the user is allowed to periorm
operations related to various functions which can be
executed by the image forming apparatus, after the user
is authenticated as the general user or the guest user,
and
15 wherein said permission unit allows, when the user
is authenticated as the general user, the user to
perform the operations related to a secure print job of
the general user, whereas said permission unit does not
allow, when the user is authenticated as the guest user,
20 the user to perform any of operations related to all

secure print jobs.

4. The image forming apparatus according to claim
2, further comprising a login mode operation unit

25 configured to operate the image forming apparatus in a
login mode in which the user is allowed to cause

various functions which can be executed by the image
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or not the detailed information is always all owed to be displayed,
and wherein when it is determ ned that the detailed i nformation
is not always allowed to be displayed, and 15 al so the user is not
aut henti cated, said perm ssion unit does not allow detailed
information of history of print jobs which have been executed to be

di spl ayed. B. The inmage form ng apparatus according to claim?20 1,
wherein the user can be a user authenticated as an adm ni strator who

manages the i nAgEMiognkngaappasatosbeangdesheeai arvaki gus fuact i;ans
whi ch can be executed by the image form ng apparatus include a
detail ed 25 i nfBFh@RFdA28PdpRrayFEhg banerebnuber disphayingsdetaiked
information of history of print jobs which have been executed, - 58 -
wherein said & ®rnination unit determines whether or not the

det ai | ed infornatiqgaés almg¥§ all owed to be displayed, and wherein
when it is determ neFTREt THED dREEN S &0 | ¢iibl natlonsi swhet theayser

al | oned to5be:ggggl £ iand | so t#e user is authenticated as the
admi ni strator,” sal d per i e3rTh Tni tR&I SRR 2 he'eRE ai Tlod intdrihati on

of history of @ll¢ Uk PY | obs_ whi have been executed to be

di spl ayed, mhé%%as ﬁﬁen thé&%%%ﬁl?Qﬁrﬁﬁfgkeéito a secure print job of
the general user, whereas said permission unit allows,
when the user is authenticated as the guest user, the

user to perform the operations related to a secure

10  print job of the guest user.

5. The image forming apparatus according to claim
1, wherein when it is determined by said determination
unit that the user-selected function does not require
15 user authentication, and also the user is not
authenticated, said permission unit allows the user to
perform ones of operations other than an operation for

deleting the data.

20 6. The image forming apparatus according to claim
1, wherein the user can be a user authenticated as an
administrator who manages the image forming apparatus,
and

wherein when it is determined by said

25 determination unit that the user-selected function does

not require user authentication, and also the user is

authenticated as the administrator, said permission
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10 authenticated as the adm nistrator, said perm ssion unit allows
only detailed informati on of history of executed print jobs of the

user to be displ ayed. 9. A nethod of controlling an inage
form ng 15 apparatus, conprising: allowing a user to log in to the
i mage form ng appar at us; determining, in a case where the inmage

form ng apparatus operates in a function-based authentication 20
node, whet her or not_a user-selected function of a plurality of
functions requifds 8dePvwsuthentisest tonlsehshgl eealirey pofinftimet i ons
i ncl udi ng at Igast a secure printing function for printing data in
response to an FRBOECBf a password; and 25allowing, in a case where
the secure printing function is specified as the user-sel ected
function and it is determ ned by said determining that the user-
sel ected function dgpes reqyjr er authentication, the user to,
use the secure printingﬂ%%ﬁgﬁﬂﬁnf§§ﬁ;9qfaRHﬁngﬁﬁ FEHgtIng to claim
aut henti cated. 1 51fPhe A DONGLF BHSEL PLY ter-readapl e stora i um
storing a conput er - execut abl e prog?a%??gggegéﬁéﬁi%%nagﬁe?ﬁSHggFgégy
control l'ing arth@ﬁﬂﬁa?@rf@aﬂgir@@péﬁﬁéf'étuéf‘hfﬁ&ﬁ‘dé hg GELhed.gonprises:
10allow ng a user to log in to the inmage formng
information-displaying function for displaying detailed

information of history of print jobs which have been
executed,

10 wherein said determination unit determines whether
or not the detailed information is always allowed to be
displayed, and

wherein when it is determined that the detailed
information is not always allowed to be displayed, and

15 also the user is not authenticated, said permission
unit does not allow detailed information of history of

print jobs which have been executed to be displayed.

8. The image forming apparatus according to claim
20 1, wherein the user can be 2 user authenticated as an
administrator who manages the image forming apparatus,
and
wherein various functions which can be executed by
the image forming apparatus include a detailed
25 information-displaying function for displaying detailed
information of history of print jobs which have been

executed,
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; I Ni ' ' form ng
appar at us; determning, in a case where the image
aggaratus operates in a function-based authentication node, whether
or not a user-selected function of a 15 plurality of functions
requires user authentication, the plurality of functions including at
| east a secure printing function for printing data in response to an
i nput of a password; and allowing, in a case where the secure
printing 20 function is specified as the user-se[ected fuqctlon and
it is deternined by"S&¢idetsais rﬂ_eﬁglmﬂiﬁtattlm uset- S:Eltg&ﬁ:tnedlee(‘:slu?fe}iét(lfér
does not require user authentication, the user to use es
printing functP5nPO§v§%Eiﬁeﬁﬁél@§bﬂ5ﬁ9ﬂmﬁtkﬂmlmﬂﬂaLMﬂMaLaLEbwedﬂlo be
displayed, and
wherein when it is determined that the detailed
5> information is not always allowed to be displayed, and
also the user is authenticated as the administrator,
said permission unit allows the detailed information of
history of all secure print jobs which have been
eXecuted to be displayed, whereas when the user is not
10 authenticated as the administrator, said permission

unit allows only detailed information of history of

executed print jobs of the user to be displayed.

9. A method of controlling an image forming
15> apparatus, comprising:
allowing a user to log in to the image forming
apparatus;
determining, in a case where the image forming
apparatus operates in a function-based authentication
20 mode, whether or not a user-selected function of a
plurality of functions requires user authentication,
the plurality of functions including at leas® a secure
printing function for printing data in response to an
input of a password; and
25 allowing, in a case where the secure printing
function is specified as the user-selected function and

it is determined by said determining that the user-
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selected function does not require user authentication,
the user to use the secure printing function, even if

the user is not authenticated.

10. A non-transitory computer-readable storage
medium storing a computer-executable program for
executing a method of controlling an image forming
apparatus,

wherein the methed comprises:

allowing a user to log in to the image forming
apparatus;

determining, in a case where the image forming
apparatus operates in a function-based authentication
mode, whether or not a user-selected function of a
plurality of functions requires user authentication,
the plurality of functions including at least a secure
printing function for printing data in response to an
input of a password; and

allowing, in a case where the secure printing
function is specified as the user-selected function and
it is determined by said determining that the user-
selected function does not require user authentication,
the user to use the secure printing function, even if

the user is not authenticated.



