.;e3e |, R-b6T PSPECI FI CATI ON SYSTEMS AND METHODS FOR AUTHORI ZATI ON 7F DATA
STRINGS 5 BACKGROUND OF THE | NVENTI ON- Hand- hel d data processi ng devices

with data entry and display functions are increasingly used MMM
situations. Well-known exanpl es_qf such devices include cell Mmmm es
and "personal digital assi stants—-(%bﬂeﬂgﬁ—'giz)—NAs greater proces

power and decreased device size becone nore readily avail abl e, the use of
hand- hel d data processing devices in nedical, health care, financial,

engi neeri ng aSWSTEMS ABES MEIQ@ODSMOEMIEORIEA’EKSNFDHDAMS’SRMS. The
effective entry of data by users and the rapid processing and di splay of
such data are inportant considerations in hand-held data processing

devi ces ”..rhﬂi{\ever exist in the data entry and display 15
pr ovffieng&rdf'Ige curr\ei’ﬁ?‘mv abl e hand-hel d data processors.

Parti cul arIy, the smal|l size of such hand hel d devices often conplicates
the entry of data via al phanuneric keypad, keyboard or touch screen.

Vari ous mechaHrrdrbeldslata precesaing doviees With Hata GREY ped display funstignhisite been
2P 0) E b IRR S th AR G886 R ARBLRRE G BPR.RERICLIRHAE ©f 2

full " oar i cé di sp Y,

devi ces. ce'ﬂhmrftélbﬁhdﬁeyﬁmﬁf[ﬂlsloﬁalfcﬁgitdl lagyistim" (RIBA) dodes, Aargdeattétq)r@creeﬁﬁg ng or
actuation of Onldé a single key is needed tg enter and dis

cor r s poPrivergng Idsersagrhdlevise sia beganes mory repfibiavatabie fthe Psq&fjﬁaéwhlldd#i“% smal |
devi ce,
S T AR SR T e i ORI,

appr oachbdcon@aheressivgly vditﬁﬁpree@nThseffmwa entonulddta by asers aidoihb oaped
al phanunmeri c keypad wherein multiple pressing, or actuation aof an individual
key all om@cw@g.aﬁa desmadmjﬁu@h@%a@Flm@mcowéﬁfrﬁ%@@r@ hgadBeldgde@d with the

key. For PN |
correspo |ng %%3?”*5@% aye or(lg%%%d% e\;lﬁg)g% g’g#&ﬁ tlp%%ﬁiiglgglsiﬁ]r?gﬁ% 1%)5"2" key
agaiIs chprogiesd blaechadiusiehtdy echilaBle Handdield' dita prehedsersa t hird pressing of the
"2" key results in display of a "B", and so on. While this approach allows
data entry with a relatively small al phanuneric keypad, the entry of an

i ndi vi dual al phapiagy,ite sHaPoke smch%qmnad%wwt@scowﬂcaeg BeafyQt a key
to obtain a desired character. The entry of al phanumeric strings in this
manner idatmyia alp’rtauumcmekempdd,l kcydmﬁﬂ jot tduch SereenunV anielismeethasisms forusetany™

Furth t k d " "z
char act P IPRARSHE Ay ar Rege beharaneisnan BFrolf skt Bl 2B optssi ng
a cami Nasibeen e dswof @fulmQWEiEN‘iS" Kdyboard on the device display, as occurs in many

PDA devices. The full keyboard is familiar to most users, and the pressing or actuation of

only a single key is needed to enter and display the corresponding alphanumeric character.
Display of a full keyboard on a small device, however, requires that the individual keys or
buttons be very small, and the use of a stylus is necessary for data entry.

25

Another approach to data entry has been use of a conventional telephone

alphanumeric keypad wherein multiple pressing or actuation of an individual key allows
cycling through each of several characters associated with the key. For example, when the
"2" key is initially pressed, a "2" is correspondingly displayed on the device display.

30 Pressing the "2" key again changes the displayed "2" to an "A", while a third pressing of the

_ "2" key results in display of a "B", and so on. While this approach allows data entry with a

relatively small alphanumeric keypad, the entry of an individual alphanumeric symbol can
require as many as four presses of a key to obtain a desired character. The entry of

alphanumeric strings in this manner is not intuitive and is difficult for un-trained users.
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.by other data entry arrangenent. 5 Still another approach to data entry has
been to provide different portions of a display on different screen inages,
with a button or key provided to allow switching between the nmultiple

i . _F | e, fjrst g h o] di spl ,
ohi e adiifG R Le AR Grelisda s Srion ey et chardpicrgeaty P
overal | i@ arRiers MuSEhSact§AHoHSEd B?_ Igﬁaisﬁﬁh AXomrbinaBtbR BRAVITES h6re a9 &ct er s

depends on the size of the display. ree or 10 four such screens are often
r equi r edby otheadaaenhtty atraygbmynt. The entry of al phanuneric strings can be
quite conplex and time consum ng due to the necessity of swtching between

screens. Another inportant consideration in the operation of hand-held data

processi ng deyj i i [Wol! r ﬁﬁﬁ? e
devi ?Z. Errorgiérgtg 'Z%??o@ﬁ@%?‘?@%’gg{]}?%q{gﬁF?%ﬁaigﬁ? ?ftfjég?rﬂdﬂ cyc ?)ga:a}e/sgﬁgjr%dancy
check ( Ghiliffesdnt sdradn iomgts$)atith sbityop ardiely provigddanatiowdwitghing detwesh dre

al gorithm mPodi ed in software, whi Eh is relatjvely slow and invol v],js

consi der B[ R ARE S 10T SYUPPIS it ISR HRb AT Hsell 4o fisptay mueskerse whide) at i on
has bee : : o] A i i i h AND
. XOR e A S bk T e L pCrethl

Thi s t ealequigedetoi dspdayi 1l alpkdraievielchiarattery dependsamnghe sia¢ af the display, Thred or
requires. a significant anmount of nenory to stare the | ook-up table (e.qg.,
575 g, ¢ cloty S Rcrestonte obfeyeduinnd By rmald nat chiAnddef Sl TRt s

circuit j ' r ; i : ' ment s
hr otigh Thae g chipRR Ui cndiBingRug th e fSciighy YEAAh ARt NgD RS
perfornms the division algorithm Wile use of a CRC circuit increases
speed, the overhead of the software. |oop can still .require relatively |ong
por i ods of 1 WEOTEIMPIFR copsiderionin (e RcradeT ot nap el piegrsiineat i on i n
hand- hel gvelat & RFRGRREHHOfH AYiaE8ath PrdcBRel bPneakyRe! TR ddctidniid Witing

Qi
data to the device display, \(érlu chis typically a pixel-based l';:a?m d crystal
di sgPay typictly capdechowmsingtcyekic redundapenohestCRED caleulation that isyypieallyl ves a

o 1 mo oedtfou € RO ebRETERG o ARt A, Bfichh Rbol fo b ¢

sl ow f orinpbl¥€d cdpsiziehbld copdpRyionalsov@Biddd byt es nust generally be witten 2
in order to draw an al phanuneric character or icon on the display, and the

overhead of the software |loop is increased by each byte that is thus

aritien. VOONDESDN SRS EAGLSS MAFkelUbiN e B BEIDALT0AGECSS 1O

hand hel d data rocessin evi cesS, an authori ze ers is
yet 2a@notthisle in ogrjuricioh witn& Nibearal XOR dperdtioas thegirfpamahéele edlattiod theafivisioah

devi ces. . The standard techni que for user validajion is entry of an
dent | 1 1SR (10 techpiguRp s S0 Yol Dy IAE Al BTSN USSR ng | s
conpar ediafate hmduht o?tmé?lfxo@i_% fvefe the okl @BR (BB, 31 2bYRE fdrh AMbiRCREY, OF
list in the device nmenory. The software searches through the I1st and

conpar esAn heendfastemntgclofiquenstdizes & CREA¢inait emghnidiaskio heriiwige, dogetherwithida a mat ch
is found Al qu t he

til list of stored.strings is.exhausted. .T ist .S
ypi cal 15 RarEiRgR el frogispintd ydieR B aRh S YRR BV S ARGt 1 ng
CONpYr i Setiich Perfdtings the division algorithm. While use of a CRC circuit increases speed, the

overhead of the software loop can still require relatively long periods of time for large

streams of data.

Still another consideration in hand-held data processing devices is the time associated

30  with writing data to the device display, which is typically a pixel-based liquid crystal display
(LCD). Data output to a display controller typically involves a software-executed loop that
increments through the output data stream, writing a byte at a time to the display controller.

This arrangement is slow for pixel-based displays, as many bytes must generally be written



, manner, however, can require a |large anmount of menory to store the

aut horized string list where the list.is large and the string length is

| ong. For exanple, storage of 4,000 strings with an 18 character maxi mum
| ength requires 72,000 bytes. Further, the tinme required for 15 string
conpar i sBTAGHPdkRY an glphatesTic digaster Reicon onbe displgy 1and dhgovsehegdiof hq ong

and resu i I Il I i dation. There is

accordi nég g/\ba{a}eﬁ%bﬁ&ﬁ-lg;ré adn%-ﬁ%agr{ggﬁatbgq%yﬁolgggﬁ%hg devi ces and net hods t hat
al l ow qui ck and easy entry of al phanuneric characters by users, that
provides for rapid error. 20 checking of data during operation and rapid
writing of daMgnyavosk ghamnmentsygguighthatmpligls et Faye ageeps @ hapdhgldidata st ri ng
conmpari s L cal i ] i j sk t hese
nocds " ogdsefinedfFied thd SR GRY oF Run gt 8T er MUEH HERAIALLASIERATEE, |
t he backigrtheldesigi ind dlerdtddhMARYCHAevidak. ThevEhid£iNtetheique feRiséornlidhiot ides
apparatus, nethods and systens for authorization or authentication of data
st ri ngs. entReofAsderdifigatiest (IDh eharpsfartiingby themsers dheieqtegrdiring istcompereda 30
menory c L Db t . f 1.G..T Vi h
correspo%rﬁggglgtgo a Hgiogi%g ?tlhhgstrrnglﬁﬁagps{e?nlb ?Aﬁéﬁggggﬁgﬁﬁpfé@eﬁﬁeﬁ%ﬁ?& g?'% and
stored piofgvareseanthes dirbughuhe tist andeonipares tike asing bfintedehy agking vacthaetedval ue
for a data strjng subject to authorjzation to the stored |list of cyclic

r ed ukfd ar@rycndid R maseh is Joundoprastib ihgilistol sipred strings fs exhausted: | The listéundancy
check v | ' : | zatd i ngs
opr eseryPiaty rbifea i Sl U SYHRFlealdh RIS S ol BRAB Y, TOC
al phanunmanrer divveset, ean giqoire g darg ainoaitiof enedfioratd ftorel the duthezel strifgeliddat a
string squ ect to. authorization pay . c ise a userentered identification

y conpri
string oVhereShedistileree anddhesting lengthds longy dioa examplasstorags ot U sHPESe a

keypad [ fi ' | t he
B A S S I

st orléd mtogg eemparosonlfick is dependenc apantha seingyergtlc, car be quianopgahd cdsultah ues

for a plurality of data strings and create the stored |list of the cyclic
redundarﬂ’&s@ﬂ%%lge{?ﬁl BE8 PR Vﬁﬁ@“t’ioaenti fication character strings. 10 In

certain enbodi nents, the apparatus may al so conprise a direct nmenory access
controller operatively coupled to the nmenory, a cyclic redundancy check
circuit oper afhereisyaceerdpighda nesdifhehatidrhedd date pooopssengdayices end methaods thapi t h
the dire g=lagors ccess, control ler .configured to transfer. data f.romthe
menory. oy Gapk dnd G RReE S bRy Bier Pt i er e blSeRist o anif 8%

t he 20y cl dhecking uhdan dyried)8sdtation fidirhpid G tinglofeRtaltd aGhRdplaY, ah@whichheekdyal ue
15 for the data stream The apparatus may further conprise stored .

pr ogr anmfiCh AP HATIGT SEINEFOsRE SQMEor @9@@@%%&5&9@@%9 PEG§BRINYSNLiON Satiskies h

sel ect edyLdifekdd ai’a/lei'f?ﬁ oth%{'soﬁr?djgé?]répa@lé'w gﬂlegﬁ{éfdeﬁweﬁ&'ieé founflin R the direct
menory access coniroller wtfh a“source aé ress for the data stream a

dest i natbaokgradold ets for the data stream and a size for the data stream
and stored programm ng configured to initiate transfer of the data stream
by the direct nenory access

25
SUMMARY OF THE INVENTION

The invention provides apparatus, methods and systems for authorization or
authentication of data strings. The apparatus of the invention comprise, in general terms, a
30 memory containing a stored list of cyclic redundancy check values each corresponding to a
data string representing an authorized identifier; and stored programming configured to
compare a cyclic redundancy check value for a data string subject to authorization to the
stored list of cyclic redundancy check values and determine validity of the cyclic redundancy

check value for the data string subject to authorization. The data strings representing the



, 20 controller fromthe nenory to the cyclic redundancy check circuit. The
apparatus nay additionally conprise stored programm ng configured to read

t he cal cul ated cyclic redundancy check value fromthe cyclic redundancy
check circuit, and stored progranmm ng configured to store the cal cul ated
cyclic ras#insgss identHesimay4omPriss dalRdepResRRf)E AtPBanynesiq qharagte éingfrbodi nent s,
the appara y i LS : i led to
e arP ORI REILEOmE 76, Auflfl AR SobbARRSEA e s

cont r ol |eteredidengficaidntsaidg nsflanudesptiayadataThe apparsies mayutheas a di spl ay
data streamto the display controller. The apparatus may still further
conpr i seCostsse d keyRagrapstativelycerpled ie B¢ menerytand sonfigured Kpinppttingthe ypsrer

cont PoursitEieBAERSR sty e AR R AR EN IR et J548 BroeRb BRI AT "

addr ess dogifigiiree telcgpliay cdeli@redanidasy cliecl @alued firia@uraigref satalstindshaddi spl ay
data stream and a_size for the display data stream  and stored progranm ng
conf i gurcaepte tejstared listeof thegyste redgndansy checkoralyes dor the identifipation charac@r r ect
menory %&%ﬁ%s controller to the display controller. 4  The subject nethods
conprise, 1M general terms, creating a list of cyclic redundancy check

val ues each corresponding to a data string representing an authori zed
identifier, conparing a cyclic redundancy check value _for a data string
subjlfct to adnKkeraiagmbhediniets, fze apparatusrmay Hlpe cOMmpIiRgRliresy memeBkacgessues, and

det er mi nj P f CYC | h - t 4109
b cot Roticr PTG dofip e A A orG PO Y Rdiashe ShediUiritiopealitudd
sor ti ng canpled totherdirettweinbst acoésslcoffrolidr, witk thedireetimamancacceReokuryiddrues. The

met hods may addi ti onal lq\e/m; conprise calculating the CKC| i-C redundanC)(1 check
val ue fgontigared tojtansferidatafgors g wemorinasA £atdptrear todhe cyckie redundancyshedle | st

of (°Y e i RdaREIhe SRk ARSy BRUCRRCGRERYAb SBuid Gt SRTPU €T

and the conparing an etermnin be carri on a 10 secon
comi6t erfor fhkeatmstisans Tieyppirstos awyfortise comprisé soredpgogrammling tondiigumdabi ¢

r edundanc heck.val.ues framthe first conputer to the second conputer. The
Compar | WGBS CosfPrLRRaak ek Aoy huhisSRTRY TR VAlucs SRTFURTEP RIS, val ues
for a mebafged fo b %P GChibéet hRAUOPHAREYs ORBBHerMMANE sdREe AdiBed2b:AnS HataNT
subject to authorization. In certain enbodi nents, the data strings

r epr eserstieany, a destinatioroaddresd fordbe tath istream,ramgd asimefor the ddtatstreampanslsstoreiing

al phanuneric 15 character, strings indigcative of authori.zed users, and the
dat ot AHERIEPE SO ol B nat REe ol Bl vy R AR el e R

i denoi f icoatroltet fRdm tHROmEthoB/ (b IR CRE kdusBaicg ehekircBiR! Ehe Bedth &N OF THE
DRAW NGS 20 The inventi o(r)lg'lwi Il be rmr(laJ fulc?a undclarrcstoodeby refer eggle to the

f ol | owi rigdidionsiinepmprigsistaredprograspming coafigured terepd tesaleylaigd gpclic| G 1 is a
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stri ng @onfigured to store the calculated cyclic redundancy check value in the memory. :

25 In stil]l other embodiments, the apparatus may also comprise a display controller
operatively coupled to the direct memory access controller, with the direct memory access
controller configured to transfer display data from the memory as a display data stream to
the display controller. The apparatus may still further comprise stored programming
configured to set up the display controller with a display address for the display data stream,

30 stored programming configured to set up the direct memory access controller with a source
address for the display data stream, a destination address for the display data stream, and a
size for the display data stream, and stored programming configured to initiate transfer of the

display data stream by the direct memory access controller to the display controller.



,the-keypad of FIG 1 FIG 3 is a functional block diagramof a data
processi ng device in accordance with the invention. 30 FIG 4 is a flow
chart illustrating the transfer of data froma direct nenory access
controller to a CRC circuit in accordance with the invention. 5 FIG 5 s
a flow chart iThe suhjecmasipdsigemprisg éi eencidl RIESaCIEAIE Blidiof eydliciedidgnaccess
controll Lspl 0 lL]ler, ] C it ..t i aion. FIG
oA i o a Freskvahel bR BhehRibig s fgalad B RERAGHR tialtolFed RERBIOT, Checi
wor ds f ogorhp@irighad e Fdden g4l @RéckTvahier fong data kirfag sGBjetsioaufHodivatidiabithe
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of aut holistadgyditaedundsneischeck wnlpest and detemmpgog)iptheoxcloretwansxeierk @rlugef or e
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the thyeltatEHE Mg it fER0Ro0FHon L aiRb et TERBRUORTRY BRGNS | on
descri beﬁ)ﬁiﬁ‘% and stasSny BellRt bR oPEyclib fedvmtiincyehadk RINRRAITHE MicthdR)ndle made
and still fall within the scope of the 15 appended clains. It is also to be
under st oadilitionallychmptiss ealewditingythe nyslicyedindandymheek eal peifoy dlea ddta steisgr i bi ng
parti cul ar_.enbodi ment i.s not.intended.to.be limtinpg.,|nstead, the
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Any def i girfie@B§t died BisPcahsutey, aiyd tﬂ:@@oﬁmﬁﬁljixﬁg%ﬁpdbtéi‘fniﬁihg!iﬁa}y}bc caffkdduPbhd not

be 20 considered as |limting. The technical and scientific terns used

her elth asesondhenpieer. t hetpetbodsaayalsecompiiserdmpnaieringnthe Hyof wyelis wdvedinpy one
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equi val egdaschirpethe tikt GFTytiseR digiaftychileRRaluadfor aun®élatvith dhphrieréduntgicyer ,
nmonosyl | abi ¢ symbol , pol ysyl | abi ¢ synmbol , text synbol, math synmbol or any
ot her ~ sy¢hssk vaﬁép &or thﬁslétaétméabjeﬁt tpigatherizatipnofIn gertain embadimenisy Bsalatr or
ol ar yrigt Sftesefine e koA TaGRAERSRANH:E Rl ek SRERRE Blh bl Sa
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"periods", "commas", "hyphens" and the |i kﬁ.'gl The al ,phﬁmurreri c characters
may be eWMP¥FERIPHSE RUssEERtelrdddedifisation Yring of ARhanumsHe Chyactitsy be enbodied in
stored binary data.

BRIEF DESCRIPTION OF THE DRAWINGS

20 The invention will be more fully understood by reference to the following drawings,

which are for illustrative purposes only.
FIG. 1 is a schematic illustration of a keypad in accordance with the invention.

25 FIG. 2A through FIG. 2H illustrate the entry of an alphanumeric character string on
the keypad of FIG. 1

FIG. 3 is a functional block diagram of a data processing device in accordance with
the invention.
30
FIG. 4 is a flow chart illustrating the transfer of data from a direct memory access

controller to a CRC circuit in accordance with the invention.



. The invention provides devices and nethods for fast, easy and efficient use
of hand hel d data processing devices. Hand hel d conputing devices often
have only snall keypad 6 and display areas available, as well as limted
menory capabiljty.. The inventive devices and thods provide for, inter
alia, quick aﬁ@-édw 9t ¢ “dh“%aﬁﬁaﬁ%‘éﬁmisgﬂé’ﬁgﬁa ltomﬁwtanwmacq@éwad or
keyboar b GG I i¥ols tehfighnsfers, fast witing of
dat a tquwgﬂggﬁpcgﬁgﬁap é@?ﬁgﬁﬁqué?ggﬁaﬁé}Q?d?ghﬁaguthentication of user
identification character 5 strings. Referring nore specifically to the
drawi ngs, for_illustrative purposes the present | ntion is enbodied in

; nv

t he appar at usFh@Ansarinns charolldsasing the ¢rpation ofjadist P??‘I‘fh%‘ﬂ@q cheet werds ffor | |
be appreg] : atus may vary as to configuration and as to
det aiBI se%#%gq}ehg%%%éggr,ﬁgﬁ%(that the nethod may vary as to detail and the
order of the events or acts, without departing fromthe basic concepts as
di scl osed herein. The inventign is disclosed primarily in ternms of use in

handhel d dat aFf R issilew hart Hipstatinasthe comparison of g alphanuperic ehmdisy appar ent
to thosm@idtﬁgnkn?ftagﬂmﬁ% LRk wdi§ i nvention may be used with any type of
data processor, including, QOr exanﬁTe, desktop and | aptop conputers. It
shoul d al so be 15 apparent to those skilled in the art that various

functi onal conponents of the invention as described herein nay share the
samd0 ogi ¢ and be i npl emdEAELERIPESCRIFTION QR LHE INVVENTIGQN o {1y di f f er ent
circuit configurations. Referring nowto FIG 1, a keyboard or keypad 10 in
accordance with the invention is 20 shown. Keypad 10 includes a plurality
of first, "haBeforeahe $ibjece drivektysisldscribed fartidryit shouly boindeegtoodithat thef t " keys

14. Each of the first or fjxed keys 12 on the_keypad has at, | t one
ot mar y AVSSHRaNEPY o ahe B Cle TSR Of (e hiRmia destabed RIOM Fod keys
may hav§,qga§EfOdtdRE YarfbR RAGHDETiinEn S YA Ve R4deNaRA]! $all%§rjtﬁﬁ§t98 k@IpRDf the

therewith. As shown, a primary al phantneric synbol inthe formof a

si ndbe rappbetedelainmanitisadlsd to Heomdenstbod that ithee tepninploigy eaployedes fop thetpuspose f
each of t first k 12 ni | e secondar.y, al phanunrer.i.c 0 16 in the
Form of AP pasitlpime e dpetle 380 e po tiso PO BF Thisfe TR IRt s ar o
| ocat ed dfithd prRsétR RR/enfIN WilPPe &tabliBed by e afpatidled elaimble first keys 12 thus
di spl ay al phanuneric characters in a manner simlar to conventional

t el ephone keypads. The first key 12 di splaying the nunber "1" as a primary
al phanuneric J.nelude i nst. f . r synbol s for
30 "underscor‘/?{),m&iﬁlét!rl({;h()s(s)%gJcl %slﬁea{)srﬁvlﬁ%{??I%?gélﬁgﬁggﬁgég%&n grﬁlﬁi If’;ﬂqgﬁanuneri c
charect eoasiddied aé liffitings €Pheltecithicad bay soightifitaermsndzed héRin @6 imenpled M@ hyve

al phanuneric synbal al so displays non-letter secondary synbols .

corres pd%l?arﬁ’@e E;)@amgg éﬁﬁ"@‘ﬂi‘%’d"‘{"d“ﬁ%’@%’l}’é’é‘ﬁ of ordingry slallap fe-aigngich tpe

Pri naryimtiggcbgﬂgﬁﬁ.y al phanumeric synbols 15, 16 may be di spl ayed

el sewhere on first keys 12, or may be displayed adjacent to the first keys
12 or el sewhere in association with the first keys 12. A delete or

backspace key,.,18 is jncluded.to allow del,etion f al phanynmeric character
entries as destrFIRY a%aawnelaﬁahaé?ptereﬁpgrﬁpmnygcisgmg&o@pgg@rqrﬂ&ca. y be
usedst 0 eghvalent B RisEN AERAT BEandlah| AGMeraPlalfhabétid RASE noR¥sylRbicWhi ch may
be progranmable to carry out a selectable function upon actuation of the

key 20. symbohpehyeyllabic syshohdextsymbok ayash symbal os aeywatheosyneop sihich may bhe

The 11 r 4peBibe Bhus GRS B S QRPRATE hlp AT B A sRRP B ifeddtn € Koy

12, the t6of repe@enthig@e seaenNHrEplahyPhihanehesc shariuedrs” ihcludsssovated with the
actuated first key 12 are displayed in association with the second keys 14,
wi t h onéxamplenpin dphabshleHess; 6%%@6116@@, andgpyngipation symkolpuch@son with a

cor respopdi NgeS ke l, e | be
di s%ﬁaseg%&&g e’c?ﬁgﬁg‘]rsl 't ﬁ%ﬁhsg(s:o%? ‘E§§§9ﬁﬁ%§9‘éﬁ‘§%%§%§ft§%@@e% %ng?rg@gnt to
the 15 $weondr aysnilehtionsl wesippaty 8fme) beembodied i aseddimdry datawi t h second
keys 14. In the enbodi nent shown in FIG 1, keypad 10 is in the formof a
touch screen that is overlaid on or superinposed with a display 22. Display
22 may conpri : | aqui of di In
nandnel denbodtinefSH gfffisesiedloes i ingdisle R 64, aly A FriBlenf Bk fling
held data processing devices. Hand held computing devices often have only small keypad

a3 =2




,20 the formof a liquid crystal display or LCD. Touch screen/display 22
includes a field 24 wherein are displayed al phanuneric characters sel ected
according to selective actuation of the primary or first keys 12 and second

keys 14 a rlbedb sel.ective actuatian the a riate first
ere 12 BAAOUS SR PLabIe a5 ey 8 s e T AP T 1veRhEs deieeR ity b
ent er ed rst key
12 resu|f?%‘h?%e%fm@?%pﬁﬁ;.alge%ﬂkeﬁ? B e R S

t he sel deypall ér kegbodréyrafid checkowerl ca}cuiatleh dodhta tmttfcaii Jast rv\e'suigtcf data tohe-

di spl ay of the corresp di nl%gi Scondarg han 6 on the soft
coye 34 16 Ao R ang Lok PRLERERT St saom s BLe A BaT6R CBaTFay 54 1 6
the g ntc)r hat the user wished to enter, the secondary 30 keys 14 are not
actuate ]T on the other hand, the user wi shes to enter one of the

secondary al phanurreri c characters associ at ed vvith t he second keys 14, the
user may actuate appropriate second key is results in repl acerrent of

the di spl ayed§ietring morg sPAcHfiaai o Eﬂeaﬁ%wag% é?rlé HELFRSYE PUTDOSES e @resentyi t h t he

sel ecte

Che. key naEBR E g ELAHIESCar R Bhad rbluncherally in FUGP 13RRNBH FRD, O |
a first Gilkedl beyppte’iclamm}mhthd:lapphmm nhdyevapy asrﬁnrcgonﬁgtphnmwrekasctodhmrlaof er "4"
and

t of
ol abr's dheparts, rad Bating meshodpany ay ra%gcp Sl FaRrdeEof ths Sxentf Aeagtdr ot key 12
results 1'Ehdﬁ't ?é}%aﬂﬁ{nﬂmﬁ]hﬁe Héémnc?ﬁs ad (ﬂscqbs%ﬁlh%)éuf | BhingéntiAd dfs@ﬁ)gécf s in

t he dis play o etters on the second keys 14. |f the
user, atprinmr8y poterrhs ofmsedh yawdhs}daﬁitzepmeazssmﬂs ©r pompueters: Howetvhg 1te\mllebe but t on

20 b | ted t d hed t
Che " ap prEih SPBHERLB B% 85116 T et B LI A R PR P thed 2D IYRT ¥ and

actuat | Qﬁtacﬁroééﬁﬁbrsﬁl%%ﬂlgk?& e;cﬂlnﬂles@ésﬁbﬂp%dtlﬂﬁoﬂ @Glﬁlﬁfters HIt sAY¥uld diete @S
shovvnln B, results in replacement of the nunb " with the letter

"H' 16n tapgardntstpltwefsk@bd irpthe amnbatu@eoum@ycmrxabcmqmms)pfg@q iagentiogasor " | "

shown 1 epted SRR SRR W RUERATT pAS e BRLEEE il R R bR ol 7

W shes t@ff@aﬁmmuﬁh@n@g&gqoﬁgey 20 may be pressed. The user may continue to
expand the list of entered al phanuneric characters by sel ecting and

actuating the appropriate first keys 12 and/or second keys 14. As shown in

FIG 2C  sel %gegé&gﬁgng?/ tsgifléaf 190 gcgatrﬁlgfﬁ{}gwg&] lbﬁﬁ(%oﬁﬁﬁc%ltﬂﬁtﬁﬂn@erﬁgﬂn@r y

alphanunerlc ondar anuneric s
" B" 2ar i dhowi,, Iﬁeypad@/mclumku a:ijllufahsyd)ftﬁrsi ﬂhzdd'sm ‘&yxed’f ke)lselmanrm:eplufeﬂi‘ty ofH f | eI d

24 next to th i ously selected "H' LR
andneé SS‘?P“thSOE‘g%;'SI%g‘; afﬁ%f %%efﬁé's‘grf”‘ﬁﬁi Pﬁt‘ﬂ{) é‘ﬁm??ﬁ}ﬁf g%@g{tsﬁéeent er key
20 1O erffiar Q%hﬁmﬁﬁﬁ‘féts‘é’/ bgai &5 N8 4di#énallyPone &SmSRVMd fixdd l@tys %ny hagd gction

and actuati on the se 14 "corrésponding to the ter "A" selects
"A" fr orse¢dndgrysdptomumesic s;enbcdfor ayrphdm duﬁesaoclatcldahqeweh SAs ah@wneasmrim@ryl n

repl ace of the Qgti 2" he. djs 6 t he, | eLter A"
uoh ¢ nauphapgnere SmaiTIS m e fors ok imls Tt L Bperdls Selbed e Bl or
stroBg “I6Wer portisOBH dAoH Of tHe i 1@9§ 1Y, 8vifR! sdadridary Aphdnufnetic kPnbols 26 amehesecond
keys 14 to increase the |ength of t'he charactér strin

form of three or four roman alphabet characters or text-related symbo s are located in the

upper portion of the first keys 12. The first keys 12 thus display alphanumeric characters in

a manner similar to conventional telephone keypads. The first key 12 displaying the number

"1" as a primary alphanumeric symbol includes, instead of alphabet letters, the symbols for

" #n

30  "underscore", "period", "slash" and "dash" as secondary alphanumeric characters. The first
key 12 displaying the number "0" as a primary alphanumeric symbol also displays non-letter

secondary symbols corresponding to "blank space”, "backslash”, "colon" and "comma".



,30 kn FIG 2E, user selection and actuation of the first key 12 associ ated
with the primry aI phanuneri c synbol ,'9" and set of secondary al phanuneric
syrrbols "W, "X, "Y" and "Z" results in display of the nunber "9" such

t hat HA9apparsrn i spl field 24, an |.so results. the sla of the
orters myi P Pmi ind seiind apfarimieric sBRatUSy L6 7Y befislied ﬁ%rh%ﬁ%r the
characte 7

Sel ect i Oﬁrsg‘ri](dy S';%t Sgkt%ir%%be ggsp{aﬁ/gd h@?:l%r?gfbktggkliﬁkggfgeéﬂp%whﬁyﬂ a§§dc?art1§2 shown
in FI G Mthrtbeﬁtst keysnl2c edptlaletermrbhclapacteheydﬂsrairmymdd t®illow téeletidrecfsel ect ed

character "W such that field 24 dis s th " harr meri¢ characters
"HAW . SRiphegumegcahaiieies entEes PWS&I&?@&@?{% 96 28 5 Y?P*%erorbs@ﬁ fhat

correspo urth set of
a1 phanamiry 28 sh e EARLP E e RRER: CFinkS, ﬁﬁi‘ﬁt‘%ﬁt% AV
field 24progremmalsle toeyryenit arselebiablefancaionempos actuaipn’ diAkEkeyo20. conti nue to
change or lengthen the character string by pressing additional keys.

Sel ective actuation of the second key 14 corresponding to "K', for exanple,

replaces the 7 f Rhgpuneri c
character st r| ng &ﬂkwﬁ’k@d i sp Wy&? agghs O%&%&ﬁ&@g%@ﬂ%ﬁﬁé% q‘tnﬂlrl’s poi nt,
t he user ofwomrpalpbamh&ncsymbls l6ergsaeiatédowizh eanh dffibe fisst keysd@. Apphanuneri c

chargcter string, "HAVWK" for d t rocessing as described fyrther below. O,
t he erserlefyoeam! PSRRI O theddet Kegndes e 6‘?1‘5‘?1*@%‘5‘[1%3‘?995535& ers by
selectio f | 2 and second)
sof t keyés] 14 |n‘lﬂ'ltclégltn?g]@nl(tgnar%%ac;r&a‘a gds)ﬁt?méﬁ gl%(t)é\(ffeﬁéltke lhz)ea%ejsgﬁ%é% at an
i ncorr ecassa¢1p1hmnwrtb thecsesgmibkeys hd.switke eme saebmtarjeallphardlmhmrslyamedm displayeger may

press the "delete back nd e unwant e

Phar act o FGiRa iy comspaing eandkPolt: T oM Hb AT B ALDels 16

char act emapye afsplgéd @i?ec@rfy onltRe @&Bﬁ@ﬁéysqueaslsﬁmn &%s%my@aa facdid ki numeri c

characters” strings using keypad 10 nmay be achi eved actuatrng only the

firskS kesesondikeysridt ont displaysidteldemperetin assodiatiph awthtSheorslel@wsrdiar y, letter

synbol s. For exanple, the nuneric character string "1234" may be entered by

sequentrally actuating the appropriate first keys 12 with the appropriate
"1, "2t "3 Inétﬂélemﬂodlﬂfdnﬂﬁfo)(wﬁhmlgnw@&{)é‘d RY#¥50 tife folif 08 @ RouchHstieenthat is

actuation of any of the second keys 14 n other instances, a 2S desired

char act e@vegltard mgorrﬁayem@qeﬁedwﬁu%éléglgy ¢ Ee&plmt?r?dﬁabrommsecajm%ewml keys 14
t hout t h
\(I:Mhar ggt er st r | ng r\()@%lléw&t éﬂg‘é}lﬂ 34;38@“‘{)&& ula e?‘ﬁsgdltgﬁll“{?rzrzfr‘@ 1 oﬁéﬁ%k? h ' .

t her2on the folins pf aayqttxber)etaaﬂaptagrosLUD TodEh smdn/dEplagnﬂttﬁtﬂurmmdmm Réys 14
foI | owed gé/r successrve actuati on of the a a priate sec nd, keys 14 to ent er

"FEED'. WOCTPHA difpiaded fPhanimeris sherasess & CF Cetling e pe ?‘BWG ac%‘&t‘r‘m e

char act efhe phifdaRPsr st gﬁéqé Ah§5E @A BRI UREEFe ANt any swi tching of
view screens on the display 22. That"is, the first keys 12 remain constant

i n appearance on the di spl ay 22 during data entry via keypad 10, with
vi sual change,oc urrrn t he al.phan ri g, characters S ed on 10
t he second k§93§s FFUYR TS “ﬁp‘d‘ygéﬁ%ﬁﬁp?ﬁogt’%e%ﬁsf{ﬁmg%a s(?g%r}cﬁgefysﬂ y‘%ﬁ'd‘ M can

ent exs anyf MphahliMeric characters may be entered on the keypad 10. The pressing or actuation of a

selected first key 12 results in the displaying of the primary alphanumeric character 15 of the
selected first key 12 on display field 24, and also results in the display of the corresponding
secondary alphanumeric symbols 16 on the soft keys 14. If the primary alphanumeric
symbol 15 displayed on display 24 is the symbol that the user wished to enter, the secondary
30 keys 14 are not actuated. If, on the other hand, the user wishes to enter one of the secondary
alphanumeric characters associated with the second keys 14, the user may actuate
appropriate second key 14. This results in replacement of the displayed primary
alphanumeric character (number) in field 24 with the selected secondary alphanumeric

character (letter).



. al phanuneric characters 16 while first keys 12 and second keys 14 remain in
view. In the enbodinent shown in FIG 1 and FIG 2, the twelve first keys
12 and four 5 second keys 14 of keypad 10 allow up to four secondary

al phanumeric characters to be associated with each first key 12 and

si mul t aneousl y di spl ayed on second keys 14. The keypad 10 is simlar to

that of & conyrobhantln SSLERIAR of ERISTNTRLG LS BRS. 0S5 196, bRYART | °

intuitive such new user eypad can unders peraf1on with

m ni el FIGtIA)Gtfireifixddkely N2 swhith @ibplEBthe priharglaiphan@heric Hakter K&YankPthe
results in inmmedi ate display of 10 the associated nunber synbol in field

24, whi | gt oheecepdary alpbpnwmery) ghazasters (G'syhbaing "8 és glespdapd grasped dre sof t

keys J14. Actuation of the .secopd keys rovi.des_qui access, f«0_t he

non umebEAEEbL R TxS: ANGHERSEIE ARy A PSR oE e BERRRE 4 G o ay
screen i aiag@ field 2f, Afd re 0RO tHE Bisplay of theaétted"GT, "Hi afid "R @yiShelechBYkéygs ul t

in display of all associ ated al phanuneric characters 15, 16 on the soft

keys 14, 14 Hihgeses s this peint, anesell ayished enter theguniber 54'%, thel eatez hution 20 maydecond
key 14 is,pre . The enbodi pent of F wde NG Bl G 2 shows each first ke
Y e R B e OFn SR SRR o Slarble, iy A0S B mpfort Pt GGy 148" Y

However , gdléttédt fiRlracaiiie@di nents certain first keys 12 may include only
pri mary al phanunmeric synbols 15, and not secondary al phanuneric synbol s.
Genelhl |y at |east one of the first keys 12 will include both primary and

second al phan ic S ls 15...1 hhe. i I

plurality of Sﬁg&%oﬁl&nﬁ@@?@oq% ﬁhﬁg?ct?ﬁg kgﬂl %%W&@%@%ﬁg Igg%m gﬁeﬁ%gnurreri C
synbol s sfpwnlin FHE. gBoesulisin pfaceieanst tht fumBer "MUWBRIhQLS lena¥ THt inahs digplajtey pad
10 wi l | sugiﬁst t hensel ves to those skilled in the art upon review of this

di scl osufieldzte Theaseronay dltoreaiively selecin@ Tt fiemdhis pet adseqomdarydi scl osure. 25
Keypads %{T@Q/ utheic ch&labats QP&J@?&F‘?“‘EI!' 89§Ho'w91%%§9%’1? B%Prééeﬁt%tthéﬁ%ﬁe 12 and soft

keys 14 e used to all'ow selective entry o anuneric characters

cor res pocitiravtertsaingthati the esetlivfighes enénta, fheanet ke w20 hay berprdssedly syst ens. For
exanpl e, a keypad in accordance with the invention is usable to allow
mul tiple hiragana, katakana and/or kanji characters to be associated with

i ndi vi dual fi el al i . pressi ng
the. appr opri ot 30 Y e B R e Bl B e BBy D751 T he

i nvent i oselécsing sad a¢tnatagstbe appropmatewfitsh keysd@t adfor semmdikeys tevAs o6l inDat a

rocessi vice 26 conprise a hapd hel d.conputer su as_a _.personal
B o tar B aifcuih ABalotR oot wern e e n g i iepy Sendlrfgbaev co 11
nmay 2o ”Pi)inﬂﬁ)l a2mhd @mpée@bmd:ﬂ] Hlipﬁirﬁﬁrm%ﬁibols 2APC'BUMQ "as, id3hdvNi, Bthiclhased

processing conputer or clone thereof, an APPLE computer or clone thereof, a
SUN' wor Teselts inslisplayrof sheyeymbark'd" inofigld 24 mext)tp therprevieysly eeloged (Hygad 10 i s

operati vgl I Oy A gl w QF ' ni NI a. alog to
gl tal  SeMeEHEIE A BB T BE KR g e Uonlhl R P ERRRES 1o

various tharedwnkey 20 tpamenhscharacte\string 22"V Oa, arshaddie F8G.AD) sellattiorbamsl 30 and
a control/status signal interface 32, These co incl ud&é inter alia,

t
a syst enfGtuation Pt abe srRond keyehs C@ﬁrﬁﬁrqné@gﬁgmedagermg{#%"éhém $¥5£°%hown)

25  set of alphanumeric characters, and results in replacement of the number "2" in the display
field 22 with the letter "A" such that "HA" is displayed in field 24. The user may enter the
character string "HA" or continue to selective actuation of first keys 12 and second keys 14

to increase the length of the character string.

30 In FIG. 2E, user selection and actuation of the first key 12 associated with the
primary alphanumeric symbol "9" and set of secondary alphanumeric symbols "W", "X",
"Y" and "Z" results in display of the number "9" such that "HA9" appears in display field 24,
and also results the display of the letters "W", "X", "Y" and "Z" in the second keys 14. The

user may enter the character string "HA9", or continue to select additional characters.



,such as a DRAM primary or main nenory, one or nore SRAM buffers, and one or
nore 10 read only nenory elenents in the formof ROM PROM EPROV EEPROM
or the like. Data processor 26 also includes a direct nenory access (DWVA)

controller, 36, a cycli.c redundan check (CRC). cireqint 3 and i-spl ay
cont r ol | SPedgin EsatGistifn pF ESEGTR s R TGt otk oemsdhonE MEE s EFab e

Wi th sof taarein epiednér oFBIERAdplARd "Ped/fth B RIREdRhatasRF SWYisackaupagdbd 1 n

t he manner descri bed above is ‘processed by CPU 28 and stored or buffered 15
i n menor disglays$ the alphanimene oraoers gAY i.ons associ ated with software | oaded
in menory 34. DMA controller allows rapid transfer of data fromnenory 34
to CRC circuit 38 and display controller 40 as described further bel ow.

Di splay cont rald &G $hwPkIcQIPEdSRioR FHaTBhdY fiﬁ&ﬁlEJ)Dl'i &ﬁre%ﬁtﬁﬁid oQper atively
coupled to display 22 as shown 1n FIG 1 and FIG "2 and described above,
and pr ovpdmsry alphapperesticharacter 'th" spd ayowth sebiof plphgnuowenicrcbhiaetersdU",i "K' landes a

20 menory. (no hgwn r stqrage qf di ay data. The CPU 28, nenory 34,
DVA cont }r(IoI(F‘é‘%h tgﬁt,mg 52i1sr€1§£§igy SHE’ﬁde%fﬁgb?%'ﬂﬁeEB‘ﬁi' FRIET @FC #ragleestdpg anged on
a not her bHAWS'(d}%n%UéWg;cthgﬂgg?Srq%ﬂ%ﬂtth@&%adﬂ&rmﬁ{ C@’ﬁeésmgea[daﬂﬂif?ﬁﬂ?

t hereon by address and and control/pr ssing i nterface~32.
Dat a pr oSesstivegpcBfatideof the secndekey d é cprrespendiagito K", dookxaimphe repl aoep dreeist' s

r i v "ot SR T R el Blee Skl i ieris bR e AYERLN oy devi ce
26 | ncl Ugagiages bOURKAPRETSISRL Ot i pbiilihalied Wy GERARGhE Aig' kepda 1o

processor 26°to an external conputer 44 via an interface cable or
connect i emertibe s@detpd elpharinganis chatactef stoivg AHAWIK" ber date prioeestimgras descaibabl B,

RS- 232, PClL, B l,, ETHERNET.. 30, FI REW.RE or. ot.her | EEE 1394 interface,
or ot hier LR EIP¥a o e P PARE LR ISR POt PP BReie FOETpRera i ce. 26
from ext gilévdion faﬁaaéth@ciorﬂ&th@yd@r@;fsﬂaﬂ@m&,»fi)&ﬂ k\éf?'d 12 gRneeaid, ¥oft kBYsi4indhe

sui tabl e operating system and software suitable for the operation of the
var i Bus manerialeecribedpbeiven tin thevientthatran igrsregt plpbanpmezic symbabhasdbeed nenory
34 and 8, Via.. ddress/ dat a 3 t ol i

ot or t aci T it Bl o B35 Bl Relthe MRS, IRt Bl Bp e

capabl e tk vaaantét RBar@cter fraii displayoPE aad thenSelett the cartetd ApBamirhdic dh@racter
invention. 5 Menory 34 includes progranm ng 48 that is capable of effecting
t r ansf er bhrcteation of theappsormiaghkeysmory 34 to CRC circuit 38 via DVA
controller 36 by carrying out the operations of seeding the CRC circuit 38
with a desired initial value, setup of DVA controller circuit 36 with
sourZe and deEttryaf pwalyanidrecis sharactad stirigs usingdappal Hanay be achaewdtyansf er

initiati the t f f d t i i 8 DIVA t | | i it
56, and SQU RO R FITG ki FR0 Dot 10501 K reEat o Bt sebp et sybefs o'
Menmory 3Fer YAl t%@%ﬂctdh?ﬁéi& Ytrin B ¢ 4 2548 Sy REneFEd ngﬁ?cmmmbmu@g

effecting transfer of data frommenory 34 to di ;’fl ay controller 40 via DVA
cont r ol | &e appropriatefisstrkeys &2 withitheeppsepriaih el "ok a'iands 4 oprimertaphkahugiesp| ay

cont r of | 570kt Hetedn e e RRL Bty B BLGRPIOR T hEP AR ridnei B2

st r ez Siesredl BhAhdTat sty maP eequitk shcteisdve Rtuddiahaf Vidansfsecondkegs $9héhiout
controller 40 fromnenory 34 DVA controller 36. Al so included in nenory
34 is sotWiBteEVeHNEACHIALaMSf At %w@@%% for cxamplarthe gharertecine FEEHP dat a
stri ngs i . i henii i i i tveynangst or ed
ot ot DaE Shieled el e A e O e e T P
i dent i f i ards"F"wintthe gacogd Reyyi 149 fadlosred by nccebsive antuztiohafi tlee apfpreprihtd secenid | Ng
input, transfer of the input string to the CRC circuit 38 for conpression,
sear chi nkEY¥e 8 QeeedBELRY of conpressed data strings in nenory 34 for a
matodpy Wi th the conpressed, inputted data string, and validation of the 25
conpressed inputted data string. These progranm ng operations are descri bed
further bel owlhéRgpad 16advanstpepusdy alttess drory offlong, complextchamctiensttings ofr ansf er
O D e bt WY Bl s iA g of view Rreent b 15 digtey 2R fF3S N9

the first keys 12 remain constant in appearance on the display 22 during data entry via

keypad 10, with visual change occurring only in the alphanumeric characters displayed on

10



30 that are used to verify the data streamat a destination. The CRC
calculation is carried out by seeding a polynomal with an initial value,
and then sequenci ng t hrough a stream of data into which the polynom al gets

di vi ded. The d| tep as t eed, wth e

i vi st on 1 Bemd ke odiand i 3RPIsT FefR) Rl eMRchPoBil B ANt W i s
type ar e ailahuk&l@V¢hardttdr €6 dhile #nd kKBGED AL sebohdiRSS 11 BaAaiASK Glet, 13

Cal cul ation of CRC values or nunbers"with a CRC circuit has traditionally
invol ved a software loop fir incrementing through the data stream and
witing of byteg to.the CRC circ qarnl u erations.
CRC cal cul at i g‘i’lsher?’ntl?ﬂ UNGRL Shewn f sanpllﬁg gv f‘%t%‘\é&sﬁ’%t E\I%Yrselag\‘?ggwgad and
resul§s lsébo@talk%ssmmeyga&% El‘}liw"‘hfé%‘fo‘ﬁfr s&BRG Ty ¥ yﬁﬁnérwchla@at&?s plgecans of
data. The software ove consideration 1s particularly significant for
hand hel dssooia}:adthrdgcaﬂ:h\ﬂrstdeyllﬂ and sl Gevowsty displayedropesemd keys 14t Tbens on

avai |l abl and ower The ect vent| 0 vVer Cones
T o L ke s SR BT Sh B tiag] ElRphose AP ingmeric A GRR BT v i1
CRC ci r cybypad8s tntmaeé mmatt%w%&mt@waaw ande'f«sttxtdw SpetitionSwitls Bhikfa) Seed

CRC circuit 38 with a desired initial value, and to | oad the DVA controller
circuit BGtmitidn. tIhehladdrbeémlemt actvatién ofsa fxtsykey 12resbles idamaediatedisplaydf t he

nb f. byt t h t f h CRC cal cul de. The DVA
Cont T | e dcecnpd miygSariufDalindfeld s Thehon- Siwpds. AanaBedwBRARAT by cs
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data stream has been protessed by CRC circuit software is then used to
read theneesuineiiaglipfwbetid dtawtarhwuhoumqunng oMt of a display S8eenimsge.r y out

an integrity check ant Slnce 4 s only,.enpl oyed
o Lot eom el e B hafioh gt B KRR AP S Beilide T ot
circuit ghahuithdrichalt@terEs, tmaﬂ&ﬁ@gofoteﬂqhawhu nOWhardfleCABS1APbEcRErind inC Ui t

36, and readout of the check val ues, the overall software overhead required

for Bl clicki3omtibn seepaddupd is/pressed; The embpdimepeof e 1 aad FIG cistosys caste

cal cul at r nitude shorter
than is gpsﬂkgi %? {"Eﬁ]d? r gé@fpg{"?agf gllci;ﬁiag CS%@@%}“?‘E%’?W %’g’ow g g%f twar e
al one. 2Boweeer;al ahémmlméntgb@ﬁm figh kes 123hagintMbe 6ARtprigddrer circuit 36

and CRC circuit 38 in accordance with the invention will be pore fully
under st oB@hERBmEsicEYBIEls I and mt sgcondarygiphangmeris gymbpls. Aensyalt at jggst one

sof t war e, udes

o1 ogr armP e B e 12 AT ol fyrmbfiahdochd atheh hetic SR 173k T00e

circzdt 8&ijlesremapy edbdiitheasni phnlrdlﬂy of the dusttke 8612 inalude dbihngirhdrg ahd mﬁér of

cal cul ot B ERE G YmBols T eacamremOskraFIG 170 “CRC ¢l ruit 38 i s

seeded with a desired |n|t|al value for the data streamfor which a CRC
value is to be calculated. The initial value will vary dependi ng upon the
size of the divmesquseariadons abkeypadl 10avillsggeastthgmgelues tofthesgmkiligdme theragiqui r ed
in the i t the data stre m se, for
exanpl e, Gﬁ%bgﬁs%épgtdg%l%uf%mg S ?onsgf%r té_l%gt‘?gﬁl‘tﬁ%]r%l ¢ %hoeltc?@gtd gsrgisw%ljﬁt ered
on kzy bOKE:%)aH@ with adiffefint nbér sdlcofigRatsdrosfetist keyse2eRd scittkeyd 1dahay et r eam
transmtted to _or fromexternal conputer 44, or any executabl e code

associ at BY¥dp @How#ﬁ?tyvmtwwatphemtnq@@racmcwwrmaeto myitiple differeply f or
transfer t p

wil | gen%]k’ﬂ%e?/s %?rrdgr\?ﬁsﬁ %Bov. Fﬁgr%l S E’% celéggi%{ lgrsyg&;rg%{cé “afe*]stt}l gnma‘?%fl%%{g

addr ess ﬁnblettballdwtmultlphrtﬁfagana kmdkartaemd,tmkml dfaricyé;rea) benassborateld imitht he dat a
transfer, DI}/A ntroller 36. t event the transfer of the data
St ream | BdhYal B eb%ar@tsstqcauelbé eteomitih ?Yér‘lp%l’feéﬂag tﬁmapptqu@tebyt e of
t he gbatafnssu(%am is transferred by DVA controller 36 to CRC circuit. DVA
controller 36 may tenporarily "seize" address and data transfer bus 30 to
create a DMA channel for rapid transfer of the data streamto CRC circuit

38. 15 At evept. 140, DMVA tr Ier 36 co i nues.to sen tes of the data
S cam o Chcfering novets SIS 3, e ekrstiorstiht BVERiors St ln A rRR il A h t ne

setup in d t vent
150, m&‘ééEﬁchﬁ“‘egfde%%*%&ke‘%ﬁz%%eue%@%a%"t%% iR R A e Pk
st r eam hsueh abegrrspnalrkgienl assistars o€FEDA! r tuothe3@nbotingntg,Ldata/priosesapgalevice
periodically after transfer of each byte. If all bytes in the data stream
as determned fromthe data streamsize in the setup information from event
120, have not been sent, then event 140 ibklrepeated. If all bytes in the
data stream have been transferred, then event 160 is carried out. 25 At
event 160 a CRC val ue or check nunber is calculated for the data stream by
CRC CI rcwt 38 u5| ng a d| VI 5| on aI gorlthm At event 170 the cal cul ated CRC

o, ~ o~ o~



.processing systens have typically used programm ng to execute a loop to
i ncrenment data, byte-by-byte, for output to a display controller, wth the
overhead of the software |oop increased by each byte witten to the display

driver. The invention overconmes this defici ?&g%{l @( Caﬁ@ﬁ%ﬂ:@ out transfer of
data di r JBEY SPTRPTHR ATBIRAPHIET HIGTaeAIBeron Fl-oiuplps AbINTEL 2bseAPESRII | er
36, with kR R e WO XPPIE® P&ngﬁéﬂ& QbnctBeb g UrAINO R oflsidiBR, dVA
controller 36 and display controller 40, and to initiate the data transfer
by DVA catherdikeeonpéter.Bln the devioa6,igypddel (sis opevati eclp ceuiednd 4 centhlved i n
transferring hytes, fr ry to the display controller 40, the transfer

i s perf orBIBESH! %PH‘IW{E):W%&HF‘%%T’%V %g“ﬁrﬁo YWPB%ID@@W sB¥Por gr aphi cs)
takessl ess time, which is appreciated by the user viewi ng 10 the display

22. Use of the DVA controller 36 to drive display controller 40 in this
manner can pr dPUE8ts opesativiehgupiedup varoBdPadyareroompaneats dffdevice 26 &id aronal

use of a sqoftware loop to wite pixel data bytes to a display controller.
Dat a di smdégﬂsmﬁgatw oAU/ N ERECBIET AT A2 d haFe CRBPRIRREIEFIOfe M | |

be nore % : I : I . I At
event Zoé,ﬁteg%%’&/asygg@dﬁ %ng%gg XY}%@HN@#E? l;?/rﬁgﬁékl ‘?n?tu%rﬁ%ee O%‘E%ﬂgr??gﬁesgo V\X/ﬁ)l ch
i ncl udes spclogy abDRAN priarary ar myginngemory, mmmmbmrﬁ{msmffe_m, end ond ¢ér meteup of

di spl | | 40, t f d_ipjtiati of th
L andPor T6HH ey ey pepenl e Biedpar rERON PR OMATRGA BEPRPMar Boaka:  oven:
210, di sghay gﬁﬁ@éﬁBPﬁé ) fhgldd%s §@frfd{9né?ﬁ{o la0oEs 1 (IR AT ORI BlYer 3BNA ERlicer 40

wth a"wit command and a display destination address (in the nenory of
di spl ay acedindehdysthedlOJCRQ) citci 3@asrad s displayrconsrdiler #0.40RY 28 cedties outivasiohay
controller 40. The .data stream, conpyfr i .any di psl ayabl e data such as,
or examiTeEragORpIBa Sourion I ERPLOA een 0 Herorsa DA FY B156 ed

pr ogr anmyigkdypad 40 $iPhe ¥nddher dRBFoeA abBYRPproéRicdSCPU2BandSRAM GRtewid h a
25 character “or string of al phanunmeric characters entered on keyboard 10 by
a usép, onmemuasy 34 Seraise iropregrannopasatinng agsociafodywithosaftvedre doadgdin memery 3h i n
event 22Q.\{.Qr ansferring. t i spl r.ol . 40 from
meor y sV sr IR s R caRlE: S\ RER R Il e SRE BRIl 457

dest i nat icontreltid40ss déwribtdfurthei Belbw A MifpRiy conf@lEh40 mudybehpede Hdiksisy | nvol ved
in the data transfer, to DVMA controller 36. At event 230, the transfer of

t he dat a cepyrignthas is epergtivelyroypled tdisalgy By aprrowibin FIG. Lapd ZEC. Zand t he fir st
byte of i s : : t@ - 16
oontr ol | SeSerfiRl focel BTroide! RRTbERGH obdispi22 IBhdpily dohurcler @ BB 1

t ran20er nimmsory(nashoes)for ktechgalbbdsplag datacat e a DVA channel for rapid
transfer of the data streamto display controller 40. 5 At event 240, DMA
controller 36 continues data transfer by sending the next byte of the data
stream t o CRCTgjercpy 08 3heriord ATDNER Somtislicd 85 ACRETir3 it 38%an& ¥RPlay 28fkrolldYA
controller 36 nakes a query as to whether all bytes in the data stream have
been tr ad6faes areanged onla spithgrboad (nasishewn)io axoowverdiongl mannehend mtargonnected

mace. por iararanf s e it UL o S ooyt el 82 pa e, °

streasn a@svideLe hivyrethphis®aridue additiond co@pBhéity @ldomok BigoverHisuh A Rird@iskon
fromevent 220, have not been sent to display controller 40, then event 240

i s repeatdsye, flappy fiskiiivesNIG GIAdriveiaadior plgR¢oeBtionat handwaresdlementd, Datde
pr ocess h?oc%?srﬁgé §hed ﬁing\’x?&tan%ﬁ%rfaééacﬂég thYﬁﬂ‘ag&Qs BortcRECY flgs for
increased efficiency I1n data processing devices by decreasing the tine and
menory r eepcessengatcamneaeiad dompuvaldddad awintaface adlse ot comgstiqLdd) Adaptsel?
identification_ al %ganumer,i c character_stri n%? Hand hel d data procegssor

d

devi ces @yPindenface 4qanaydie inhctosmrofa GRIB: Reedisr YOI R 01 STaEL Thunmber  of

unco re%?]gquﬁgw Iﬁi};ﬁ { i I . i tion
pr ov?@es or corrproggtshl%gn 0 ﬁ%@%@%ﬁgg e{/bégpglgblﬁ%{ﬁ&gﬁh%&&&gfst%ﬁgﬁ val ues
f or dat atahsfenofsdatetordeseaafioneextérnalitdngputereld. | denti fiers.

System memory 34 will generally contain a suitable operating system and software

suitable for the operation of the various hardware components, which are operatively
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. The: CRC val ues for the data strings representing authorized identifiers are
sorted and stored in a list or |ookup table in the nenory of an external
conputer 44. External conputer 25 44 may conprise, for exanple, a

m ni conputer, a mcroconputer, a UNI X machi ne, a mainfranme, a personal

conput er CQuRigd Wyremeary 4and\GRY 2B yindhe pdreesidathbuscidrandicentralstatngsignalner eof
an APPLE; comDutgr t at.i Qn, o
appropri gﬁe cg%Ut@%mﬁy%%é%ggéﬁﬁé%sﬁ%éd ﬁfaoi vvaPrP@{ oﬁggﬁgﬁt‘:&%b&gwﬁ%ﬂﬂ such
as a not ber Reiens opaaidrsah afiobdu@ss Wit thdlinveRtigll)) , random access nenory
(RAM, hard disk 30 drive, display adapter, other storage nedia, a nonitor,
keyboard, nouse, and other user interface neans, a network interface card

Govi tbs, | 10" MERdy H e dr i pon  rBLis TP BT SOONERRE Bl Bong " P
syst em suedanfSrdMiimematy BPQYERZEcirc W 'NBAGMEDMIA coftiolldh 86 Iblykearryims ot el

conputer 48 may have an architecture and hardware conponents |ike that
shown i nopgrations of seeding the SRS eisar 386ith gldegirad injtichvalug, setypof Pdddr y

conmponen i . e 0 J1s f [ i trings. 5
ook PR A Rttt Sl RS SRR B TS,
capabl e ahnste miidingige GsferdF das td ORAcipduitr38 byt IMX colatolleStifdudB®, asdr ti ng
t he CRC val ues, and storing a |list of the CRC values. The sorted, stored
CRC W1 ueesdoytof cpleplated LRE vpluesifrom CRGSITeEA] beack taFmenepyddessor 26 vi a
interface 46 and stored in nenory 34 for authorization, by data processor
26, of data strings subject to authorization, such as user-entered

al phanuneri c MeénwraBaadditiosdlly ingaddsgRogamniing 60,&capible LEffdctiap tlahdfeddfi on.
When, for exanple a user-entered or input )D character string from keypad
10 must  $8 SoRpRFBETLIL OB entstiendtyie PMAconplS6 bR i sHrEd s
repr esengi i ; | . e J string is
conpres S%%Q%@%%{téﬂd{sg? ?entg}glgf %ﬁggﬁfgl@gﬁ? %@?ﬁ%@ésg‘?%%ﬁ%n&% | oaded in
menoldy 3ihforanation, ssiupanf\DMAarontrollar Itawith echircuiand destindtan addfessiinddrechtioiRC val ue

inthe sto | ist of authorized CRC values. |If the val ue of the input
D stri nid G SRR e TG 150 TR OY e rRelaap EloEisy fomentr JO4R { he
input | 1fiegibfy mb*EM@chg%lfeg%_l f the CRC value of the input IDstring is

not found inthe 1ist, the input TD string i s unauthorized. 20 Different
sizes of CRC values can be utilized to provide different degrees of

confidence in ut.hciréz tion. F r.exq. | e, the use. of 32-%? val ues
voul d resul t fROIRTHACH g memary 34 3550t eere berrOBINRBE A cAPaRle PLPIRE g at o
striang Wedmptedted dartaistige dulsiect a6 hitA6H Z£1@n, ddilgentitationldi-RaliflatfdRGouatdted Rgtovi de

a one in 65,536 chance of incorrect validation of an input 25 string, and
8- bi t CRY cpmRTesseddaln alrings in memany34oisprepentaths of athorzed idortifierawih of an

invalid j : i - C ' t he

| ovel o SEning Bpenlioh At alodfut ottt RelE ApulRn VBl e AERRE L 18 1 10,
val i dat i tha GRC ein¢uie3ft for abmpressibn,dadrahiagp thegoreRGsvaf coaprezsad/dale stringsin

i nportant adv es over the use of full character strings .30 r

val i dat i @ﬁmoﬁ‘{ @gﬂ&?ﬂtdbwﬂé B&c@mme%;rdwttfgadﬁ@quea“@ éﬁnlf@flev Sé\g’eof a list
or t3bl & AorBULDAAES dth §IrRGS Thesd fsraftiifk BPéradbds) Er exanpl e,
the stor agep of 40(5;(1)1 aut‘a[orsilrg1 dTg]tésrﬂitI%ggmeacﬁé hgvljlaﬁ% Sua|cr)(15 tg%uﬁgéhc%ugt?arct ers
requi r esbeddwut 72, 000 bytes of RAM space for unconpressed strings, which is
beyond the nmenory capability for typical hand held data processors.
Conpressi on of the 4000 strings to 32-bit CRC values in accordance with the
18 i nvent i oOORCIBi 88 préBaRs foLSrorRI¥RIcK oS RAGE t@hsféOefHiRarh Mb@DelWiien $hOT age

of the entire list. The confidence |evel for these stored, conpressed data
strings Yasiogehardwareiompesnenisof data iporessing daviesitycalculntioniof checkgwndbes, 296

change of _jincorr val idatiaon. 5 Conpr.essi onnOf t horjzed.data strings
"t o 0crengtaftt BteddP vsi it BhlaBlieam o QBT AY "1t R LR8Pl b oo
of aut hogebdiag aPolynBaSal WitHAOMRi 4 9FRL} L1 théh RAMHRAe thidhgh A’ueARSf Ghta RO

hel d data processors, lists of authorized 1D'strings are often downl oaded

f r om anovhieh theepaoyneanialgeindividedd The diyideadas pied @bearbrstepas the vew acedy witBf er

rate of - .a _conventi.onal, RS e ex | e, . [oxi mtely
75" Secorle a0} ettt BONE PinaRa ERG el s, G ATE Bl €8, hoe

bet ween wemprdvat B th¥eand hee i Qe dadoribed hedfgs are conpressed to 4000 32-bit
CRC val ues, data transfer requires only about 16 seconds at 9600 baud rate.

The use of conpressed data strings in the formof CRC values wll be nore
fully 15 understood by reference to FIG BA and FIG 6B, as well as FIG 3.
FIG 6A illustrates the



creation of a stored |ist of conpressed data strings, representative of
aut hori zed user identification al phanuneric character strings, in an
external conputer 44. That is, the events of FIG 6A are carried out in
association with progranm ng 54 residing on a separate, external conputer
44 having a nenory sufficient to store a substantial |ist of unconpressed
20 user 1D Ch@a%ﬁzﬁfon%?@ﬂ@%lu%r@ QYRS a ORE ¢f %@Waﬁﬁﬁnh‘l?ﬁm@fﬂv%ﬁe
corrpressed IDstring Iist int ata processor 26 or authentication of a
user - i npatsbfeerateDosp far mgereriéntimgahtou il thei datddt@amehd varitoy afrbytasgo Sk CRCt he

external conputer 44 is initiated or starfed to create a |list of

conpr ess EUCUIBEATHET PYY Rre@ATIHNE BRGTaHPTSr GRS cleylpien inthis snapgeryicsylisdfdi ng
carriegs gs,
conpr oasy ke RSV b RHeARATEAEH Mibit LAY HIRBIbNGRLR BRI 1EEDD:
and st or stighn® ofalatd. SFheabfteargseswad coldiddritiongs pavﬁbulaﬂgsignﬁikﬁnt fohhat‘id rst 1D
string is obtal ned fromthe nmenory of the external 30 conputer 44, and in
event 320¢ldCRBIPH{ing devigpsiia W%é&ewpe%ﬂsék&%ﬁtlion@maa@d@bk?anmoww t he
string. Thi.ges Sssion event nmay be carried out by conventional software
t echni ques, as e external conputer 44 will typically have sufficient
menory and processi ng power for an all-software conpression operation.

Al ternatively, the conpression may b out, wt CRC cj.rcuyit
togei(ﬂer withT e§klmﬁw‘@np%Bvqrmmwﬁwﬁﬁ\&f’%gtbythwsg?@mwberrqlfq% 't
19 IS &.@Fﬁ R red
in the ngﬁ?]lg? cﬁgﬁgﬁ%?g%gs%‘r‘& g% rﬂgh%a asg%g{lgfoéd%\ﬂ ?eac 1lsst9§'| ng
transfer rc&d:edOﬁfbtxquum?&)mthnmlbmedtlmtlal @Mk and tulobd thedDM ADMAtwlleceirduii 36 t he
manner sho (g d descr i bgd above, with mni rr@) sof tware aspects

i nvol vedwll hbytf’r’r‘i’et & fatpseuR gn NPFIgECED G 18 RGEsem W ent
320 is SWch?lda CRCQ:aichFartloﬁfls AR BRGNS Ert RS Siftuld e tH@ﬂTQItMmQﬂclcd:l?fe ext er nal

conputer. At_event 330, a query Is nmade by progranm ng in the exfernal
conplf er trassfers tlwfwtehmroftbbms lite thesCR Cregrctid 35@%@&8@@9@@ a Iclasckbedm r@naei eved

fromthe,_ nmenpr f the external 10 | ast strin

conpr essH eﬁggeyq?g? s{ram }baég’ﬁe’? g@gwgﬁggﬁgtﬁ%w}tgés %03 WV ésn(ﬁe%ﬂﬁ i recagr ri ed
out. If tHegeduiidig Sllduldied ek heRD fxroﬂceRv:aﬁrchrtqmweﬁmy YutandnepAly'dedefbr event
350 is carried out Event 340 ovides for retrieving the next unconpressed
| D char ameaatasqtlfemg S&mqgmpfﬂwami)ﬁ)lﬁpnlymxéeywp @psogiptipe Wathgopfgurikthieed to

conpress . g
conpr essf:(i){rli:faco1 ¢ g'inm%ﬁ?‘[f%%rr%lléﬁljg}gmﬁ ggi?lg}rﬁid lgg(sﬁ"hﬁ@fe?l sgﬁgk&éﬂoﬁg%r essed 1D
stri2ms, coiiotier clscmtom and tdadoldt@f thetheéck Valads, the as/efmllessﬂmafﬂ mr}w&r@hmés is

sorted. In event 360, the sorted list is stored in the menor
ext er nal T salsutagpn Qf b chesk Yakee is sl e Jb¢ megraureddopERE) C@Cu@ﬁéonz‘@mﬂtth"event

370, theysh Cg)?@cehbt%tc gi) CRGrokRbi R ﬁlﬁld@@%ﬂt&qgﬁfjis%hlwa%f@l% Phhffer? dﬁﬂﬁe hand
hel d data processor 5 For use I n ﬁser aut hori zation as shown 1 n FIG

Tr ansf er toofRChércsit 38 eth daftstar@flononpr essed I D strings may be carried out by
data transfer via GPIB, RS-232, PCl, USB, SCSlI, ETHERNET, FLREW RE/ >EEE
1394, or other type of comrunication 25 interface fromthe external

conppy er 44 t ghelakiduli ACESISHREK Yhues ithe DFAA &nteler MANUSS dnd CROCREUIL BS
system nenory 34. At event 380, the ID string |ist conpression operation is
conpl et eif acperdshesuvith the invansion willbe maze dkyrunderstapd dyirpisranse tq RIS, évé‘hts 300

has.suf 1 Vel R IQahAr 0 GhE o e AR SR RERRCRY SRR T miAEy PR Y 0°

conpl et efhclude$ pRigra@fipEesedrying Gt bbiigonsbssdeiited Rith 3¢édinBthe BROBirtuied.
Ref en- |ng$nowto FI G g at event 400, programmn nenory 34 is started

for conpa®isswn a5DMA poatrolencitcsid 36.0nkiating ghetteangies Og@%? EHCRpsqerBft 38Mpr essed
)D sgqin r r t
oper%d;l o%gd'gs?gg%{;lge?eg&lg?ﬁ%ﬂp%%? gtlrolégf glrcmo dscgg%[uggpoﬂggfﬁgaérﬁgo??es pondi ng
to the entered )D string frommenory 34 to CRC circuit 38 for conpression,
searching of the list of conpressed ID sti gs for a match with the

Y&f

conpressed, efi §Yf‘é’(§ HO.GRE ﬁgcméiﬁ%IISrﬁ&thﬁ*g}“éh sigdinigal deg for B1s G stegm
conpr ess t be
triggere by}ﬁéeﬁ/g ‘%guegest{):rglg egmgtgp fgggﬁ%fdg@reﬁﬁg\% g%&?g&gfgﬁ&a&aend FI G
2, at evsipt ofithe datausreimend ERC aals¢ andihe dégrat pheonfidendeareqiisgdaiatiies sitegrity
corresponding to a user ID string by selective actuation of appropriate
first keys 12 and second keys 14 on keypad 10 in the manner descri bed
above. 10 At event 420, the input ID stril entered by the user is
converted to a conpressed input 1D string in the formof a correspondi ng
CRC val ue. Event 420 enconpasses the



.events 110 through 170 descri bed above with reference to FIG 4. That is,
the CRC circuit 38 is seeded wth a desired initial value, DVA controller
36 is set up for transfer of the data stream corresponding to the input ID
string of event 410 fromnenory 34 to CRC circuit 38, 15 the CRC val ue for
t he i npuef thpdaasiragm; dhe dpig sirgdra nayyconmese iPrenampiy datdpgsqofdedt WIth @isdingd crC

val ue fo i i i o [

rerory. o AR bRt oo EBBa 0y U srblld a B BRREn Ry |

i n RAM 334, aGla€dteedm thandiitedG0 od $rofteaaéinbechnajutaretd, osaryaeaeahsislc tade mat ches -
with the CRC value for the input )D 20 string calculated in event 420. The
CRC val u@sseeipted math mgmery| 3. string i s conpared to individual stored CRC

val u inthe list until a match is found At event 440, a query is nade as
to whiet her a match has been found, i.e., whether the CRC value for the

i nput | D stri Agevent i 20//MiAnconirelléd 36 is 8t i for edndiiGiny aldagstiea ta ORI i zed 25
strings. If the CRC value for the input ID string is found in the |ist,
event 45@rquit 38fremarenenry 341 Thissetupraihesnewally spmpHee prapiging Teodise adgrass not
found in_the.li.st.:.eval ' ' ' out
for eachanéfc])arr%éasplﬁé%or? %dgﬁs%goﬁ%%gat%#%?ﬁ@d’%hf nt'l§ ﬁ@@%%pﬁgesgﬁy %ltp ?‘? ﬁgﬁéﬁﬁ t he
i ndi vi dugdnssdrotoddMBREOndIlee36.f or aut hori zed strings, such that the
determ nation in event 440 can occur upon detection of a match, and prior
to skarch of the 30 entire list. At event 450, the input user )D string
entered in ev j i hng it

val ue for theglm;"]\beé'g. ?:?%§2€érfi“r%ggr§?1 o%?%geqmg "]isljt':l %tr%%gp %&gec\t/@f Bygg&fc %IB%IEBC

aut hor i z&6] and serfiragisyte bHihe datarsgream entranbbéiredt byedDVA catatollen3®fo €RE cuseit. | D
string is _conplete 2 at event 470. Additionagl events associated wth
user >170MA reryralier ?’é&ﬁydﬂn{"ﬁé’f‘fys [§&i ) 2ddfgsy 2 ‘?8?83 8@6{}?{ b@@i)ﬁoﬁgeafﬁraogr ammi ng
oper at | opgy ASRAfERfoF thold irhsRE il A SRERDD CRCregdg secur e Tnformation to
t he user At event 46?, the user ID string entered in event 410 is not

aut Hdri zed. Any subsequent events that may occur with authorization of the

user ID strin as ,ded in ev 450 re not carejed out, a ent
470 occurs. I‘%t et g‘ﬁ@%&dﬁﬁﬁﬁ@gw{éﬂ?eﬁ%ﬁ fE?eOfﬁh?)gaéfl é‘&é%{z’gc}géer to
al | ow 1 &Rt i addied® aflldafd®bus 130lih Q¥RddAYe VBThSschdPmdthaBeRbfovided to
determne the validity of the re-entered user mstring. 10 Wiile the
present PMApentellend ihexent t2Gcri bed with reference to the specific

enbodi nents thereof, it should be understood by those skilled in the art

t hat various changes nay be nade and equival ents may be substituted wi thout
depaot i ng from évent 150)OMPAI dontroRABESAES aQfuef g tb Whethek alh bytefiratididhtaon,
many nodifications may be nmade to adapt a particular 15 si tuatinn,

mat er i al SreaByhys bestoisansferredite SRC pirgiiteils This geary & madgpeiodicalpatter; o t pe

obj ecti Vigansfer of each byte. If all bytes in the data stream, as determined from the data stream size

in the setup information from event 120, have not been sent, then event 140 is repeated. If
all bytes in the data stream have been transferred, then event 160 is carried out.
25
At event 160 a CRC value or check number is calculated for the data stream by CRC

circuit 38 using a division algorithm.

At event 170, the calculated CRC value is read from CRC controller circuit 38 into
30 memory 34 for use in integrity checks for the data stream. At event 180, the check value

calculation is completed.

The invention also uses DMA controller 36 for fast transfer of data streams to display

controller 40 in order to reduce software overhead and speed up data display. Prior art data

15



.Spirit and scope of the present invention. All such nodifications are

i ntended to be within the scope of the clains appended hereto. 22 CLAI V5
What is clained is: 5 1. A data processing apparatus, conprising: (a) a
menory containing a stored |ist of cyclic redundancy check val ues, each
sai d cycPTOGCSrS&&ﬁgléfﬁﬁ’é%&%%l@aﬁ)&P%F& REBSAREHBA I HGCHe aal"%‘t"d“%"??’ieﬂ‘gdam’
represen g | [ ;

confi gur gggﬁﬁéﬁg@tgﬁggIdlfg?[h&e(%hﬁg%eﬁg\eggE}S%:%V%t}%%ggf 8%9 gg@g@ 133;% a string
subj ect imereasédioy eachbyenviiterstaithe displagdrilérs tThefinvendbn overeshiedthiscy check
val ues and_ determne validity of said cyclic redundancy check val ue for

sai d dat gefigigncydysanyivgout Gansfarieb datasirephy from mejgory 34 4p displaysontseligrd0s
wherej n [ a ' . . |6l ] o i £hers
corpr se" At RS RCEARRYHE da el S ELEIP L S EIShaF EL®

aut hor i zbd1A=zentsoller 38.and dzphigrenadil 40f amed taiimtidteahe data warsfed by BRAI dat a
string subject to authorization conprises a_user-entered identification
string ofOrHIoleRAenBY emitbing theesodtwapoverhepd dnvolyedin tiggsfering bytemfronyr 2 or

3, furth b Si ' : : ' gqfr% sai d
keypad cgﬁpﬁ) &J%thép {c%?la" ﬁéﬁ%‘@?ﬂﬂg@@ﬁ,éﬁ’ﬂhﬁrﬁgﬁlﬁgﬂﬁqﬁ%@ﬁ??ﬁ@m i I;{}Sﬂs(ffri ng of
al phanuniifoenatioa @&t ardéor g2aphics) Takes Repgrmnaj whichis appadciatdd bydhe ueérvisming

menory further comprises stored praograpmm ng‘é%ﬁnfigured to calculate cyclic

r edutftianty Sstlc% Ve thoPMa seniralicr 89 todriedisplaaeontolier 4} thisgpawent i ng
sai d aut pgy fn%@igﬁ 'ti\‘i}ﬂ;e?Hiﬁésle%’p tg? TSGR ovB! fle ShVefiflondl Bke 8f a ﬂhvparg ¥op! ©

redundancy ‘chec ues for s ata strings representing authori ze

i dent i fi erwrite3fixd dathlbytaappadispisy cohtrolleai m 1, further conprising: (a) a
direct menory access controller operatively coupled to said nenory; (b) a
cyclic redundancy check circuit operatively coupled to said direct nenory
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appar at ugl I‘B?mgw rth aBtF 81,‘ 1n|1 (‘t(hg 1C l? e§ ipﬁq‘%rammmg Or carrying out operations
associated with setup of display controller 40, setup of DMA controller 36, and initiation of

the transfer of data to display controller 40 by DMA controller 36.

20 At event 210, display controller 40 is set up by providing display controller 40 with a
“write” command and a display destination address (in the memory of display controller 40)
for the data stream to be transferred to display controller 40. The data stream may comprise
any dipslayable data such as; for example, graphical user interface (GUI) data associated
with stored programming for display of icons or other features, data associated with a

25  character or string of alphanumeric characters entered on keyboard 10 by a user, or other

data stored in memory 34.

DMA controller 36 is set up in event 220 for transferring a data stream to display
controller 40 from memory 34. This setup comprises providing a memory source address
30  and destination address for the data transfer, and the number of bytes involved in the data

transfer, to DMA controller 36.

At event 230, the transfer of the data stream is initiated or started by DMA controller
36, and the first byte of the data stream is transferred by DMA controller 36 to display
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data string sybject to authorization is valld. 1Q 12. The nethod of claim
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20  character strings. In this regard, the invention provides for compression of data strings by

creation of CRC or check values for data strings representative of authorized identifiers.

The CRC values for the data strings representing authorized identifiers are sorted and

stored in a list or lookup table in the memory of an external computer 44. External computer

25 44 may comprise, for example, a minicomputer, a microcomputer, a UNIX® machine, a
mainframe, a personal computer (PC) such as an INTEL® based processing computer or
clone thereof, an APPLE® computer or clone thereof, or a SUN® workstation, or other
appropriate computer with conventional hardware components (not shown) such as a
motherboard, central processing unit (CPU), random access memory (RAM), hard disk

30 drive, display adapter, other storage media, a monitor, keyboard, mouse, and other user
interface means, a network interface card (NIC), floppy disk drive, CD drive, and/or other

conventional input/output devices.
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Different sizes of CRC values can be utilized to provide different degrees of
confidence in authorization. For example, the use of 32-bit CRC values would result in only
a one in 4,294,967,296 chance that an invalid data string would be validated or authorized.
Use of a 16-bit CRC value provide a one in 65,536 chance of incorrect validation of an input
25  string, and 8-bit CRC values would result in a one in 256 chance of validation of an invalid

string. The size of the CRC values used may vary according to the level of security required.

The use of CRC values of character strings for validation or authentication of data
string CRC values provides some important advantages over the use of full character strings
30 for validation. The amount of space in memory 34 required for storage of a list or table of
authorized strings is thus substantially reduced. For example, the storage of 4000 authorized
strings each having up to 18 characters requires about 72,000 bytes of RAM space for
uncompressed strings, which is beyond the memory capability for typical hand held data

processors. Compression of the 4000 strings to 32-bit CRC values in accordance with the
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identification alphanumeric character strings, in an external computer 44. That is, the events
of FIG. 6A are carried out in association with programming 54 residing on a separate,
external computer 44 having a memory sufficient to store a substantial list of uncompressed

20  user ID character strings. The events of FIG. 6B show the use of the compressed ID string

list in the data processor 26 for authentication of a user-inputted ID string.

At event 300 in FIG. 6A, programming 54 in the external computer 44 is initiated or
started to create a list of compressed, authorized identification or ID strings. This
25  programming carries out operations associated with acquiring authorized ID strings,
compressing the ID strings by calculating CRC values therefor, and sorting and storing of a

list of compressed ID strings.

At event 310, the first ID string is obtained from the memory of the external
30 computer 44, and in event 320, the ID string is compressed by calculating a CRC value for
the string. This compression event may be carried out by conventional software techniques,
as the external computer 44 will typically have sufficient memory and processing power for
an all-software compression operation. Alternatively, the compression may be carried out

with a CRC circuit together with a software loop for carrying out the division algorithm. It
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10 computer. If the last string to be compressed has not yet been received and compressed,
event 340 is carried out. If the last string has been received from memory and compressed,

event 350 is carried out.

Event 340 provides for retrieving the next uncompressed ID character string from
15  memory, after which event 320 is repeated to compress the string by calculating a CRC
value therefor. Following compression of the last ID string, at event 350, the list of
compressed ID strings, which is now in the form of a list of corresponding CRC values, is
sorted. In event 360, the sorted list is stored in the memory of the external computer used
for the compression process of FIG. 6A.
20
At event 370, the stored list of CRC values is downloaded or transferred to the hand
held data processor 26 for use in user authorization as shown in FIG. 6B. Transfer of the
stored list of compressed ID strings may be carried out by data transfer via GPIB, RS-232,
PCI, USB, SCSI, ETHERNET®, FIREWIRE®/IEEE 1394, or other type of communication
25  interface from the external computer 44 to data processor 26. The list of CRC values is
stored in system memory 34. At event 380, the ID string list compression operation is
completed. It should be noted that, in certain embodiments, the events 300 through 370 may
be carried out on data processor 26 provided that memory 34 has sufficient capacity. In such
cases, the downloading or transfer of the completed list of compressed ID strings in event

30 370 may be omitted.

Referring now to FIG. 6B, at event 400, programming in memory 34 is started for
comparison of a user-entered ID string to the stored list of compressed ID strings prepared as

described above. This programming carries out operations associated with the transfer of a

20
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10@Pov@ () -Akoieos g the)inpyt ID string entered by the user is converted to a compressed

input ID string in the form of a corresponding CRC value. Event 420 encompasses the

events 110 throughl?O described above with reference to FIG. 4. That is, the CRC circuit 38

is seeded with a desired initial value, DMA controller 36 is set up for transfer of the data

stream corresponding to the input ID string of event 410 from memory 34 to CRC circuit 38,

15  the CRC value for the input ID string is calculated by CRC circuit 38, and the calculated

CRC value for the input ID string is read from the CRC circuit 38 back to memory 34.

At event 430, the list of CRC values for authorized ID strings in RAM 34, created in
310-360 as described above, is searched for matches with the CRC value for the input ID
20  string calculated in event 420. The CRC value for the input ID string is compared to

individual stored CRC values in the list until a match is found

At event 440, a query is made as to whether a match has been found, i.e., whether the
CRC value for the input ID string is found in the list of stored CRC values for authorized
25  strings. If the CRC value for the input ID string is found in the list, event 450 is carried out.
If the CRC value for the input ID string is not found in the list, event 460 is carried out.
Event 440 may be carried out for each comparison between the CRC value of the input ID
string and the individual stored CRC values for authorized strings, such that the
determination in event 440 can occur upon detection of a match, and prior to search of the

30 entire list.

At event 450, the input user ID string entered in event 410 is authorized according to
a match between the CRC value for the input ID string and one of the stored CRC values for

authorized ID strings. Following event 450, the validation of the user ID string is complete
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5 At event 460, the user ID string entered in event 410 is not authorized. Any
subsequent events that may occur with authorization of the user ID string, as provided in
event 450, are not carried out, and event 470 occurs. In certain embodiments, event 410 may
be repeated by a user to allow re-entry of an ID string, followed by events 420-440 again to
determine the validity of the re-entered user ID string.

10
While the present invention has been described with reference to the specific
embodiments thereof, it should be understood by those skilled in the art that various changes
may be made and equivalents may be substituted without departing from the true spirit and
scope of the invention. In addition, many modifications may be made to adapt a particular
15  situation, material, composition of matter, process, process step or steps, to the objective,
spirit and scope of the present invention. All such modifications are intended to be within

the scope of the claims appended hereto.
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(b)  stored programming configured to compare a cyclic redundancy check value
10 for a data string subject to authorization to said stored list of cyclic
redundancy check values and determine validity of said cyclic redundancy

check value for said data string subject to authorization.

2. The apparatus of claim 1, wherein said data strings representing said
15  authorized identifiers comprise data representing alphanumeric character strings indicative
of authorized users.
3. The apparatus of claim 1 or 2, wherein said data string subject to
authorization comprises a user-entered identification string of alphanumeric characters.
20
4. The apparatus of claim 1 or 2 or 3, further comprising a keypad operatively
coupled to said memory, said keypad configured for inputting said user-entered

identification string of alphanumeric characters.

25 5. The apparatus of claim 1, wherein said memory further comprises stored
programming configured to calculate cyclic redundancy check values for a plurality of said
data strings representing said authorized identifiers, and create said stored list of said cyclic

redundancy check values for said data strings representing authorized identifiers.

30 6. The apparatus of claim 1, further comprising:
(a) a direct memory access controller operatively coupled to said memory;
(b) a cyclic redundancy check circuit operatively coupled to said direct memory

access controller;
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(b)  stored programming configured to set up said direct memory access controller

10 with a source address for said data stream, a destination address for said data
stream, and a size for said data stream; and

(c) stored programming configured to initiate transfer of said data stream by said

direct memory access controller from said memory to said cyclic redundancy

check circuit.

15
8. The apparatus of claim 1 or 6 or 7, further comprising:
(a) stored programming configured to read said calculated cyclic redundancy
check value from said cyclic redundancy check circuit; and
(b) stored programming configured to store said calculated cyclic redundancy
20 check value in said memory.

9. The apparatus of claim 6, further comprising a display controller operatively
coupled to said direct memory access controller, said direct memory access controller
configured to transfer display data from said memory as a display data stream to said display

25 controller.

10.  The apparatus of claim 9, further comprising:
(a) stored programming configured to set up said display controller with a
display address for said display data stream;

30 (b)  stored programming configured to set up said direct memory access controller
with a source address for said display data stream, a destination address for
said display data stream, and a size for said display data stream; and

(c) stored programming configured to initiate transfer of said display data stream

by said direct memory access controller to said display controller.
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authorization to said list of cyclic redundancy check values; and

(©) determining if said cyclic redundancy check value for said data string subject

to authorization is valid.

10 12.  The method of claim 11, further comprising sorting and storing said list of list

of cyclic redhndancy check values.

13.  The method of claim 11 or 12, further comprising calculating said cyclic
redundancy check value for said a data string subject to authorization.

15
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