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5 BACKGROUND OF THE I NVENTION Field of the Invenj

The present invention relates in general to the fie d

Specl 1 cal |y, 0 automati cal [ enforcing ﬁllﬂﬂIIHIIHIlllllllllllllllﬂllllll

Wi rel ess-enabl ed device wusage policies wt 000025
predet erm ned environnent. Description of the Rel at ed

e

avai l able to users is information handling systens. An
i nformati on handling system generally processes,
conpi | es, stores, and/or conmunicates informtion or
data for business, personal, or other purposes
thereby allowi ng users to take advantage of the value
BACKGEROUND ORTHE INBENIION t echnol ogy and i nf ormati on

handl 1 ng needs and requirenents vary between
dlfferent users or applications, information handling
al so vary regarding what information is

h andithreRAWNLBRidif YeRitdEaA loBikralSo tHEAMEIY 88 infG:@utiod Glandlin (%

|nforrrat| on I's processed, stored, or comruni cated,

syhtg ms agéll C?lﬁe %(Qe%ﬁgcgﬁgl ftb %h&)%alt%aﬁehslfbfgﬁ \Qﬁél'e&nerf%)éd%wce

rocesse

usage policies within a predetermined environment.

Description of the Related Art

As the value and use of information continues to increase, individuals and
businesses seek additional ways to process and store information. One option
available to users is information handling systems. An information handling system
generally processes, compiles, stores, and/or communicates information or data for
business, personal, or other purposes thereby allowing users to take advantage of the
value of the information. Because technology and information handling needs and
requirements vary between different users or applications, information handling
systems may also vary regarding what information is handled, how the information is
handled, how much information is processed, stored, or communicated, and how
quickly and efficiently the information may be processed, stored, or communicated.
The variations in information handling systems allow for information handling

systems to be general or configured for a specific user or specific use such as financial
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The variations in information handling systens all ow
for information handling systens to be general or
configured for a specific user or specific use such as
financial -1 transaction processing, airline
reservations, enterprise data storage, or globa
communi cations. In addition, information handling
systens may include a variety of hardware and
sof tware conponents that nmay be configured to process,
tragsagHen Pesessingy AtHing CaErEat NS oINPT IR OHES, ‘?rr?@?tl?ge
one or nore conmputer systens, data 5 storage systens,
comnumixetivos. Kinragdipst mfermatine hardingfsystemes maygnclude a variety of
conmuni cati on devices, including information handling
hafdvatre afd SoFRidrg vorapordentsbatminl be conifigereda prapessystorsy and
popul arity over the |ast several vyears. It is common
cofiurfcatS BlorhRiti6ARhY N En@idd BHer iih cORPIEL Systetis) data
vari ety of environnents, sonme of which have usage
requi.r n | GLlans pertaining to 10 their
Sto&%‘%e Ptggﬁé&ﬁdsrge&wé%?ﬁ%%ﬂ{ﬁp e, comercial airlines
require that .wrel ess devi.ces .be .di,sabl ed. a [
t§ reie g pE Wil e Gt aRe i fha Sl
are required to be turned off at all tines because
systamy chrfigured agrariableainits; hasterony 1N PRAHATEY QVering ﬁ”‘St several
navi gati on equi pment. Likew se, wireless-enabled .
yeant ébis ckmommpfot euserae earry enpuonaeretsuctbdeviensiulg aofariettof
all times unless the wireless function is disabled. 15
enSlrBhhadts YsomésTvehiell Bavefusgge regliesindnts & tesiricorsrpettaining to
off their wireless communications devices in business
th&{F %deﬁﬁﬁle"’lﬁg £bASShANTR omMerQHIiH hePLAGRE titl irefts devices
novi e theaters, religious gatherings and community
eti so .ot.hers [ bV j ce
o BRI PR B IET SPRE AAPkof p TRl prl B Theet i
phot ography i s .prohibited, resultin i n.bej
e e hed Ol it DLyt T By sty B RS fftertere
off if it is enabled 20 with a ca

( i ra. As resujt,
with aavigation; eguingesshy bmewﬁﬁewlrﬁhﬁef@&nﬁﬂl fgﬂt‘?ﬁ’g’ogfic?‘ﬁpt“i’?és are
required to be turned off at all times unless the wireless function is disabled.
Similarly, users are often asked to silence or turn off their wireless communications
devices in business meetings and classrooms, or public places such as movie theaters,
religious gatherings and community meetings so others are not disturbed. Wireless
device users may also enter restricted areas where photography is prohibited, resulting
in being asked to temporarily surrender their cell phone or turn it off if it is enabled
with a camera. As a result, the user is inconvenienced when complying with the
request as they lose the primary function of the phone due to it happening to possess

photographic capabilities.
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request as they lose the primary function of the phone

due to it happening to possess photographic

capabilities. -2 Currently, there is no autonated

met hod of powering down or silencing these devices

when required. Nor is there an automated way to

di sabl e predeterm ned device features while retaining

other functionalities. Stated another way, usage

policies cannot be easily and efficiently put intq

ef f dareptly rihereds g eermelidi mefherbak poveeringlogaor silppgjng these

have to be manual ly enforced. For exanple, airline
deficegiwheratetjeinethrilNer istladce amautomatedrveait to disableawedatermingst

passengers either turn their wireless devices off or
depidt fédnges while ra@aihagwthedunpenalitiesg Sretanotimnexayt usage

currently avail able statistical information indicates

poliBRE c&hndPHOL&119 18l Efﬁb@érﬁlﬁrﬂuﬂﬁﬁo offed? WINES 2 3N RAGRSrENent.
are left on during flights, showing that this

Ins‘;tgzliadlfr%l%eghagg t(%nl% m%ua?lfy&?lg&ri;é/cf egﬁﬁ. %?erirﬁ%’li?ﬂ%&ﬁ&

, sters are played, es are proj ected,
SRETRACTT O SR

off in nmovie theaters and other public yenu But. .

orsnuhthérntln@r%rmglr%om@trWO%ﬁwe‘%ﬁf%r@P baY%eéé@ statistical
requests, disturbances continue to occur. At the

informsgont inticates tlso arlonbletdigit percentageafiphongs andipagers taes left on
address these 15 issues by incorporating a dedicated

dusitig tflghts, khowlnpahat thisrselueiss idheotias effedtivatas dedird. dsumether
to disable wirel ess communi cati on functi ons so that

exwtaﬂl‘?ée? gésﬂg&? afPlish8yddS SR aREFY B8R d, arldhu@lid@inoGA%@Sents are

functional ity can be disabled by pressing a
m eerggltlees{irrp%&eagwir%ﬁ:gygai@es%fe i ﬁhegt moE@ 6{ ﬁn}nedy}?'n movie
nsumner ectronics gencf as proffere t hat
an ico r _other indicator be incorporated into .
thigiors AL QTG DY ey ep oo i By oKL HEbEVrY B iproipgghese
functions. These enhancenents result in the devices
requests, disturbances continue to occur.

At the present time, some manufacturers have attempted to address these
issues by incorporating a dedicated switch into their wireless devices that allow a user
to disable wireless communication functions so that the device can be used otherwise.
In other cases, wireless functionality can be disabled by pressing a predetermined
sequence of keys (e.g., Fn-F2). The Consumer Electronics Agency (CEA) has
proffered that an icon or other indicator be incorporated into wireless devices to
display the status its various functions. These enhancements result in the devices
costing more and they have not been widely adopted. While facilitating the

disablement of wireless and other device functionalities, these approaches still require

manual effort on the part of the user and do not automatically enforce local wireless
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costing nore and they have not been w dely adopt ed.
Wiile facilitating the disablenent of wireless and
ot her device functionalities, these approaches stil
require manual effort on the part of the user and do
not automatically enforce | ocal wireless -3 device
usage policies. Another approach uses power nonitoring
units (PMJs) to define disabling zones that prevent
cell phones, from nmaki ng and/or receiving calls. In
deyige gsagsrobisicn, Azetheyaprieadh yspoprkerapenitogiag units RMp) to
their electronic serial nunber (ESN), and if | ocated
define Hisablirgezodies thiot preyent onkk phoresifrorm malvmgland e espsiviing calls. In
di sal | oned, 5 thereby preventing incom ng or outgoing
thisabpaélg avsvd cellsphdines arptidencifiedbl thebmeect@hic deriabnhuigber
However, the transmitter of the cell phone is not

(ESNNNEA iPfokate®Nidih SRMiGBHSE zordeMIR IRV Actdsh Iy AbdIRived,
comuni cations and/or navigation equi pnent in somne

[ t - Vi f. i.Ng: [

M SRRl P RO ASUL B CORLL e bELEn) s
.W.reless-enapl ed devices,to controlled,such.that
gt vt FoUStgEo bt Pl Bunns b taier Bif bt p cause
. venue can be automatically enforced. SUMVARY OF THE
interforeRTg with ofhes cemriEiceEORY 1d/arHavigaiebqUIPHOYAR SORE a

system and nmethod is disclosed for automatically
engmbumenits glnaview|of sl foregol el theevis emnead fgeopwhuni¢atons and other

within a predeterm ned environnent. In different

fusdridagli e svitdless k@abloy @eicdno ba comttdledSacH thatif@g&ermined
pol i cy nmanager enforces predeterm ned usage policies
usE’ge SRR b @hviYonnkng 8PLME c8f bk hifblafigally i faeed.at i on
of w reless-enabled devices as they enter the
predet erm ned boundaries of the wreless policy
TR Y INVER en the wireless-enabled
8 ucw%g?sg&?i L et eﬁ?ﬂ ned boundaries of the
wirel ess policy managenent environnent they are
aut dmat¢arddricg withsthe pexdentontdnéion, goyistem aplemethbd madisclosed for

automatically enforcing wireless-enabled device usage policies within a
predetermined environment. In different embodiments of the invention, a wireless
usage policy manager enforces predetermined usage policies by automatically
disabling or limiting the operation of wireless-enabled devices as they enter the
predetermined boundaries of the wireless policy management environment. When the
wireless-enabled devices exit the predetermined boundaries of the wireless policy
management environment they are automatically restored to their prior operational
state without user actions. Wireless-enabled devices include, but are not limited to,
cellular phones, portable computers, personal digital assistants (PDAs), pagers and/or

similar devices. Wireless-enabled device functionality that can be disabled or limited
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20 state without user actions. Wrel ess-enabl ed
devices include, but are not limted to, cellular
phones, portable conputers, personal digital
assistants (PDAs), pagers and/or simlar devices.
Wrel ess-enabl ed device functionality that can be
di sabled or linmted -4 by the usage policy manager
i ncludes, but is not limted to, power on/off state,
conmuni cat i ons bands and/or  protocol s,
byahel hsige polit e mansges ingledes, hus ip nopbiguteddpdgragyer ogiogl state,
canera operation. In different enbodi nents of the
confin@fitdtions bartianion atotosols audibédlentifibrateiringh moge, and/or
el enents are inplenented with wirel ess comruni cati ons
dipitcametaopen@ion. to those of skill in the art,
I'ncluding but not limted to, G obal Services for

Mobi ﬁ%iﬁ%%%ﬁ@ﬁ‘ts Qminve@ﬁﬁﬁ,ra@hitﬁ)%ﬁk&texfégﬂF@ information

Eerrlfe o i Enhanced D?ta rates for d oba

vol ution i : i i
- Rabreean W SIS aR R R oh e o
SR rshaatt BREIng B PeUREEY oo RS ST D AT cat o

and/ or .enforceﬁgéedeternined wi rel ess usage policies
comsmuBiasioad s M) iseerabecke! Ko SEoiisscARS, Bphagoed Data rates
wirel ess usage policy domain established by a wireless
foaGistsas Epolutibn (EDGHE), Snimersal Mpbidd Eelscamsmymicgitsins System
manager. The communi cation and/or enforcement of the
(W?S},!Blﬁé’ebotﬁr ulestvaneiRad léUTWIB);ﬂBlEIEE 8021 6 (WHMA X Cand TEER
the tine of handover, 15 when the subject wireless
@V ) &0 irLfBH{%tfo%eélém&M A8 HhpWhlcBledSS chbmAfimibatd £1d/or
connection to the |ocal transmttgr of W reless access
oi nt _copprising the wreless S I: er.
et pre B R AT o R BT ERE O N FRe B et aaT OF of a
wirel ess usage policy domain, are fo d by.the .
bovslaieigl oMo 1aE e O FATSEL O it g eqehes point
W rel ess usage poli c?/ manager. | n anot her enbodi nent
cafpridieg a wireless usage policy manager. The communication and/or enforcement

of the additional or extended information elements occurs at the time of handover,
when the subject wireless devices switch from their current wireless transmitter
connection to the local transmitter of wireless access point comprising the wireless
usage policy manager. In an embodiment of the invention, the boundaries of a
wireless usage policy domain are formed by the coverage of a wireless access point
comprising the wireless usage policy manager. In another embodiment of the
invention, the boundaries of a wireless usage policy domain are formed by the
coverage of two or more wireless access points comprising wireless usage policy
managers that further comprise a common usage policy database. In both

embodiments, the location of the wireless access point comprising the wireless usage

-5-
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20 invention, the boundaries of a wrel ess usage
pol i cy donaln are formed by the coverage of two or
nore wirel ess access points conprising wreless usage
policy managers that further conprise a commopn usage
policy database. In both enbodinents, the |ocation of
the wirel ess access point conprising the wirel ess
usage -5 policy manager nay be fixed (e.g., a novie
theater) or nobile (e.g., a commercial _ airliner that
poliey mgnggsy may befixedi(pér aé‘?ﬂ)@%ﬂh%‘ﬁf)sorﬂohﬂﬁée Bn@&apnggicial
extensibility nmechanisns in beacons, control fields,
airjneridbatrie questte)/ r esponses, service discovery
algorithnms, etc. are 5 inplenmented without altering
exi $h othgr tmbbdialeagyofspemvéntivat extassibitic/ meclmhanddn #sacons,
Furt hernore, extension elenents can be introduced

comrslfmas ﬁf&@g&ﬁmgt@/r&sﬁb%néé@%%wl&’é &iScovRA) AlNEHiBnANELE Odre

sof t war e conprising W rel ess-enabl ed 'devi ces, al | owi ng

bRl gt ekl (R Bl B ARUBRY et O Wihras.
ch enbodi nents and varjatjo he |nvent|
Fuaﬁglgl?oar O A LB O, Gt BT ER g ahe chiderlying
descri bed herei nabove, which are by no neans al
haydieare andjer. sofimRFErompIiyg PiEcR-exabiadmemieanalewing @pid
present invention may be better understood, and its
adoptiveriowsistbg ecwsll as heatpurdestsaTdhosciofashilhigethe aedall understand
apparent to those skilled in the art by referencing

thdt htany a0 eMBHY iftstihd Warigfons bl thelid Gendiontahep&8ibie, including
reference nunber throughout the 15 several figures

butl St 19RAES tRoseldéSered bibidaBbvE M8 re by nBYh&ind ansm@ruswe

general i zed illustration of an informtion handling
systemthat can be used to inplenent the nethod and

Bﬂiﬁigﬁ‘s@RﬁJﬁdﬁﬁ%& PHE ﬁk%fvmgs Figure 2 depicts a
hat can be used to

The present invention may be better understood, and its numerous objects,

features and advantages made apparent to those skilled in the art by referencing the
accompanying drawings. The use of the same reference number throughout the
several figures designates a like or similar element.

Figure 1 is a generalized illustration of an information handling system that
can be used to implement the method and system of the present invention;

Figure 2 depicts a wireless communications network that can be used to
implement the method and apparatus of the invention;

Figure 3 depicts a wireless usage policy enforcement system as implemented

in accordance with an embodiment of the invention;
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i npl enent the nethod and apparatus of the invention;
20 Figure 3 depicts a wrel ess usage policy
enforcenent systemas inplenented in accordance with
an enbodi nrent of the invention; -6 Figure 4 is
generalized bl ock diagramof a wireless usage policy
negoti ation systemas inplenented in accordance with
an enbodi rent of the invention; Figure 5is a
generalized flowhart depicting a wreless usage . L
pol iFdgure &ri$ gencsahizge bé%tdgqﬁr%m of APYIESHRSA UEREEI Y icy hegotiation
accordance with an enbodi ment of the 5 invention; and
sySteguss émplensentedge necatame ovithe ambasiment aftlee mventias
informati on el ement extensions as inplenented in
acCqri Saa G4s WigkReralizednebhar depiofing b evitehosensdgerpolicy
DETAI LED DESCRI PTION A system and nmethod is described
enfberhl1f sPUEATR i 61RARIIGR IR ee WithtnaSfodkHettithed
evice usage polfcies within a predetern ned
._environnent. A wreless usage policy manager enforces
inyenEgBt Wi ned usage policieg bypautoﬁaticagly

disabling or |linjting the operation.of )

wirdf ls%@%elﬁ areagrabiess %@9‘8& 0? ﬁl@;a)‘i%f’fs'r“f?rﬂ?“o“ element

predeterm ned boundaries of the wire|less policy
extansmye AR implemeited imesrordangeyith jga ewbedingsg of tisdnyeagon.

devices exit the predeternmined boundaries of the

wi rel ess policy managenent 15 environnment they are
DETAIIED DESICRIPAION ed to their prior operational

state wthout user actions. For purposes of this

di scl osure, an information handli '
any f.\ggetmﬁeﬁe%qtﬂcec&s%sca§§9 5 RS Ren) O s
operable to conpute, classify, process, transmt
enaglgéide@,ce naggeipolisies yithy ﬁarteé?tegw!%{f FOViEgngpent. ) Wirgless usage
mani f est, detect,
policy manager enforces predetermined usage policies by automatically disabling or

limiting the operation of wireless-enabled devices as they enter the predetermined
boundaries of the wireless policy management environment. When the wireless-
enabled devices exit the predetermined boundaries of the wireless policy management
environment they are automatically restored to their prior operational state without
user actions.

For purposes of this disclosure, an information handling system may include
any instrumentality or aggregate of instrumentalities operable to compute, classify,
process, transmit, receive, retrieve, originate, switch, store, display, manifest, detect,
record, reproduce, handle, or utilize any form of information, intelligence, or data for
business, scientific, control, or other purposes. For example, an information handling

system may be a personal computer, a network storage device, or any other suitable
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20 record, reproduce, handle, or utilize any form of
information, intelligence, or data for business,
scientific, control, or other purposes. For exanpl e,
an information handling system my be a persona
conmputer, a network storage device, or any other
suitable -7 device and may vary in size, shape,
performance, functionality, and price. The
i nformation handling system may i nclude random access
dewiserand maRARYY, ingias, shape msriorparreeBuichonalits sud pase.s lbh
as a central processing unit (CPU) or hardware or
infoahativar lndbing syiterh ogiydnclREMandord /aceess tiiggrory YRAM)obne or
nonvol atile nmenory. Additional 5 conponents of the
moérd pesceEingOitsH\aoeN dudl as ¥ séaral Prycessigd wie(CRE) @rthardwdge or
di sk drives, one or nore network ports for
soft RAFEUdNGBE IoBE, ROM, Sl &0l tHRY bE Ren@tathe hlenf?y v AUHRISRal
i nput and ottput (1/0 devices, such as a keyboard, a
coffpicins G0 SRR AR orsTA el B iR Mok,
transmt canmuni cati ons between, the variaus har re .
on Gh BB RER O BT (e BB ST gV BTl Fopriovs
~of an information handling system 100 that can be
inp @ad pvtpuhid/ @rdavicesuck ps e keyboard, awratse avd aideqtisrlant The
invention. The information handling systemincludes a
inforretdmsliemd(ieg gysters amyraddo ipclodessoor moietbuses ope@ibile Yo transmit
102, input/output (1/0O devices 104, such as a

coftingiti@¥ionSibkexeR teliaridusTRAtd®are cdfthopsROCi at ed
controllers, a hard drive or disk storage 106, various

ot he; %@rg hsy §%@H§raﬂz@€%§i§straﬂ%ﬁ WP LK it atibh BaRPIRY, fég% IFDO

connect to a networ 22, and system nenory 112,

theiltrz:t elbg %nn %tir%d leVie%t %es gtre “a?lrd%ngfilgc?gf r_}lﬁ%éresg@q{l@éﬂngg The
syStem resides rn gys em nenory and supports
R A S e el B o o

i mpl ementation of wreless usage poIlcY enf or cenent
«“ 311034 inpwt/ompnt (I/0) devices 104, such as a display, a keyboard, a mouse,

and associated controllers, a hard drive or disk storage 106, various other subsystems
108, network port 110 operable to connect to a network 122, and system memory 112,
all interconnected via one or more buses 114. Operating system 116 resides in system
memory 112 and supports wireless communication application 118, which is utilized
in an embodiment of the invention for implementation of wireless usage policy
enforcement application 120.

Figure 2 depicts a wireless communications network 200 that can be used to
implement the method and system of the invention. Wireless communications
network 200 comprises wireless communications cells 202, 204, 206, 208, 210 and

212. In an embodiment of the invention, wireless communications cell 210 further

-8-
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20 Figure 2 depicts a wireless comuni cati ons network
200 that can be used to inplenent the nethod and
system of the invention. Wrel ess comuni cations
networ k 200 conprises wreless conmunications cells
202, 204, 206, 208, 210 and 212. In an enbodi nent of
the invention, wreless conmunications cell 210
further -8 conprises smal ler cells 214, 216, 218, 220
222, 224 and 230, [ se but .are no
corrprbescaallsr cellpl. At ooB 5T Io2h SoaPHE Whisk BeBRpEPrise
and/ or nanocells as are famliar to those of skill in
but &re nat limit®h e smattahdceocetls| hisracplds, pidocgllsogndfaatnanegells as are
di fferent frequencies and handle the 5 nmpjority of
famhir to tbéd 6f skilt i theagtl | 210, with gaps in their
coverage generally being accomodated by the overal

Wi I ehRSSsAKS 'b@lgsetyﬁfcﬁﬁj/g al*é)bn(‘cﬁ’fféregtlige ueBtibs AnPemdrStBe
commonly classifiéd by t | ocation ofcihelr typica

| e
R R V\Eﬁw Ep5in SR R0RER BBy e
are 1 ement ed ab ft t
st EIE P s SO B Pl T A5 o
coverage while small macrocells provide 1 to
copuaninglessifiedtbythellpentign of thgirriwpissl lylpﬂqwnéﬁ@ma@é ﬂéﬁ wieless
bel ow rooftop | evel and typically provide coverage of

cod@agaiiee psovide. 1IF dfrexafBplehb@th dorge hhd sramtimaamocldd drs gemezally
general ly inplenmented below rooftop |evel and

imipYeRheén®dd aboRE RIUFEP 186htioR] Kift Sark® mhcitde @ pikalle bRIvide® {0e3D
nmeters coverage respectlvely 15 Smal ler wirel ess

Kxg%lol/ergg’é)wtlﬂé LA In‘éagg}&flss viRleW b glelt%zllsclou g@ REELEMIs are

omal n"as descr reater ei nbel ow.

echtigly §ei @ af B oS BETHRD Pl afif%“%é@ve%age of
L0ggnsiert fo | Kima EobRrein st !gz,gg 1y ipgeigeiied below

rooftop level and typically provide 10 meters to 1 Km and 1 meter to ten meters
coverage respectively.

Smaller wireless cell 230 further comprises a wireless usage policy domain as
described in greater detail hereinbelow. In this depiction of wireless communications
network 200, a wireless-enabled device follows path 226 through wireless
communications cells 202, 204, 206, 208, 212, and smaller wireless cells 216, 218 of
wireless communications cell 210. As the wireless-enabled device traverses path 226,
its communications connectivity is maintained from cell to cell by a process known to
those of skill in the art as a handover, whereby the current cell relinquishes control of

the communications session to the assuming cell.
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wi rel ess communi cations cell 210. As the

W rel ess-enabl ed device traverses path 226, 20 its

comuni cations connectivity is maintained fromcell to

cell by a process known to those of skill in the art

as a handover, whereby the current cell relinquishes

control of the communications session to the assum ng

cell. -9 In an enbodi rent of the invention, a

wi r el ess-enabl ed device follows path 228  thraough

wi r én 88 smbedmaat ebthie dnentien, aswieoss-ggbled4gyics Selfoesypath 228

wireless cell 214 of wreless communications cell 210
thioeglomirelens eshmgnisavdisaelln02;1266 sandesimalleg@irelghs el 214 of

further conprises a wireless usage policy domain as
witk&s lcbRethni catigh£adl EX 1 00Rifére lenfering smanbrelivslessA=11t236, which

W rel ess-enabl ed device enters the wirel ess usage

mﬁﬁ’éricﬁﬁllpﬁgé@z{ Rire LY TaES bt yITM i hs Y¥stAbRSH gg@c{tér deghil

control of iIts conmmuni cations and associ at e

apnabi | i i el [ ' ] :

nef R T ShEich S BRURIRE chBunp AR B E T domain

and. ot her enbodj rreni f the.ipvention,. atdhere ce to
cojPrisingsTaljSnEelss fodh 230- pentidh by eommipicalon gy asclits

device is wthin the coverage 10 area of the wrel ess
capahilitéesipet redipquaished in adpodoyssRerssss degeripaden greater detail

wi rel ess-enabl ed device | eaves the coverage area of
hetdigbeléw e lrethss sasmgmdpohdr epnbddimeints Gf3be inventsor, edberemag to

to its prior operational state and control of its
witQERURAEAI0lRRS i9eHoRSE 88H R lGith asaBPaABIitd sivathiR iR ReRge

agai n relinquished in additional handover processes,

ar%{éf‘l‘:tfle'zg)%ele?g&%ga gf?fé@}ls aifi88h. Bb3edtdad e NyitePesdichehl6SS

epi cts a wirefess usage policy

f t t 30 ] I [
de&ﬁ:{a Egagfgsn@gmgg\sé%(rg & '{Jr]e% PQ % 33wirdIdH u?%g;éﬂ)to%?% 'ci?w?f’s}l%‘roq?ﬁqgtumed

n e I nvén
0 85 BHP P HIANE e B3 CONARNAT (A PBIE M FEP YOI S0 4 Ehg
conprises one or nore base transceiver systens (BTS)
capahilitigsteire pnce again relinquished in additional handover processes, first'to
small wireless cell 218 and then to wireless cell 212.

Figure 3 depicts a wireless usage policy enforcement system 300 as
implemented in accordance with an embodiment of the invention. In this depiction,
wireless communications network 306 is coupled to wireline communications
network 308, and comprises one or more base transceiver systems (BTS) 304, which
provide wireless communications connectivity to wireless devices 302 comprising
usage policy enforcement application 120. Wireless usage policy domain 310
comprises wireless access point 312, which further comprises wireless usage policy

manager 314 and wireless usage policies 316. In an embodiment of the invention,

wireless usage policies 316 are stored locally in wireless access point 312. In another
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provide wrel ess conmuni cati ons connectivity to
W rel ess devices 302 conprising 20 usage policy
enforcenent application 120. Wrel ess usage policy
domain 310 conprises wreless access point 312, which
further conprises wreless usage policy manager 314
and wirel ess usage policies 316. In an enbodi nent of
the invention, wreless usage policies 316 are stored
locally in wreless access point 312. In another -10
embrBiseRniehthedrventien; wijelass usage Raliciassd § arsgged on)3 remete host
316 are stored on a renpte host and accessed by
andiaceesed dyusiagesspohgagolivgmageger3i4 thiougl ghreldss eprgwstivity
connectivity through base transceiver systens (BTS)
thr30gh bard tiahegeiven spsighs BT S 3V ind clesmthirviugh twirkiess net wor K
306 or through wireline communications network 308. In

comnmificaBiBRd A& oo BAJugR witdliBe coMBRMIARonsMet®bRSTS. In
usage policies 316 and wrel ess usage policy manager

yepbuft BhlindyTBE BISAISHRT, BLRTRES. RARles 18 (A6 GRARY

W r eSS access pol

connectivity throu ase trapsceiver  syste BTS
s Pl ARG A Gt P Elebie AR S ol B B R by
306 or through wreline conmunications network 308.
witglesagcegss evwggl?d@w%swmgﬁs conngstivey Hgoughalase Hanscsiyer
enforcenent application 120, enter wrel ess usage
systeins BT830 and3hén thrtrehrwipeles enmmunication 2 o¢tedriuddher
prior art nethods famliar to those of skill in the

thidugh M@liAOBdhAunRhtiéikGietwsRJO8CT i ve Wi rel ess
communi cation connectivity is transferred as a

han quVV%frelfegsodpv%§ QOQ,rC%EEﬁﬁn Gfsa g:ﬁéi% enﬁ)%]erﬁ&;[ ‘éﬁ)ﬁl@aﬁ§§

access point 3 AUt 0 ndover, W ess
USRS BRIt TR A DL R prir o
AN TR ML T R

her ei nbel ow. These information el ement extensions, are
communication connectivity is transferred as a handover from base transceiver system
304 to wireless access point 312. At the time of handover, wireless usage policy
manager 314 communicates wireless usage policies 316 to wireless devices 302
through a series of exchanges that include extensions to information elements,
described in greater detail hereinbelow. These information element extensions are
implementable to enforce wireless usage policies 316 by controlling the required
wireless communication and/or associated functionalities comprising wireless devices
302. In an embodiment of the invention, usage policy enforcement application 120
implements information element extensions to enforce wireless usage policies 316 by

controlling the required wireless communication and/or associated functionalities

referenced by the information element extensions. In another embodiment of the
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i npl enentable to enforce wirel ess usage policies 316
by controlling the required wreless conmmunication
and/ or associated functionalities conprising wreless
devices 20 302. In an enbodi nent of the invention,
usage policy enforcenent application 120 inplenents
i nformati on el ement extensions to enforce wrel ess
usage policies 316 by controlling the required
_ wireless communication and/Qr associ ated )
invegtien.itbhaparatingssysieat e dheragitnpre ¢pde (518 o PRER IS St Fhent
extensions. In another enbodi nent of the -11
commumitation applivatioperta) congprésyrg wireloss davines 382 simitarky code
(e.g., operating system communication application,
1m91eﬁle)1tsqﬁfdi3ﬁ1bﬁd)rﬂ@eﬂdehﬁéx@@ﬁuﬁh@% efbrod Adredesgiusagel policies 316.
I npl enents information el ement extensions to enforce

Wi T g}, ﬁﬁ%m‘%@%np 8f helifendde; wﬁéle@%oﬁﬁ@éﬂ@itﬁ%tall@fvea Be

I nventl on, wrel ess connecti vi ty, as al

R i L P B g
304,
e S Sl Eh UL SR SRR M

coupled to wireline comunications network 308. In
commpinieationsmrsworke Ao, sthiehia tumie seyrded tovireinegommunications

connectivity as allowed by wirel ess usage policies
neBddik 308. tmamttirreadotmaughthe inveantbnneirtlesscopeecaipéy ag0

wi rel ess access point 312 and wireline conmunications

allBRENBY Km?e@e%s ukdg@ioBictts B $6,0 MRIAdihethrdl ghGkwitelagy 181k iween

a W reless usage policy negotiation system 400 as

wikdIBs GP&RAL ﬁgmi 81 2GEPL A8 g&‘fee%\f‘ﬁrﬁ ieficaehedigienbg.of the

invention to negotlat orcenent of w rel ess

q on’g:e %lPrgildg gnser 1%;8 clil cf] Wlanrq%lf essirelllessgglg (#%\%J‘Ollgy ne%otlatlon

pre et 61 M ne
devices 302, In this d| ran1 15 wireless

sy@emfioRiag NPlsmentsd B AREOSEBICE Sl ANTROYHT B Uil prgion to

switching center (GWC) "A 402, nobile swtching
negetigte the(enBTyemet oimrelesagéaggtpahclsw Howithis wisgless usage policy

domain 310 as it relates to predetermined wireless devices 302. In this diagram,
wireless communication network 306 comprises gateway mobile switching center
(GMSC) ‘A’ 402, mobile switching center (MSC) ‘A’ 404, base station controller
(BSC) ‘A’ 406, and base transceiver system (BTS) 304. Mobile switching center
(MSC) *A’ 404 further comprises home location register (HLR) ‘A’ 408, visitor
location register (VLR) ‘A’ 410, and usage policy repository ‘A’ 412. In this same
diagram, wireless usage policy domain 310 comprises gateway mobile switching
center (GMSC) ‘B’ 414, mobile switching center (MSC) ‘B’ 416, base station
controller (BSC) ‘B’ 418, and wireless access point 312, further comprising wireless

usage policy manager 314. Mobile switching center (MSC) ‘B’ 416 further comprises
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(BSC) A" 406, and base transceiver system (BTS) 304.
Mobi |l e switching center (MSC) A 404 further
conpri ses hone |location register (HLR) A 408,
visitor location register (VLR "A 410, and usage
policy repository "A 412. In this sane 20 di agram
W rel ess usage policy domain 310 conprises gateway
nobil e switching cent er (GwsC) "B 414, nobile
sW tching center (MSC) "B 416, base statjon
homereqatipn eegigtgIEILR BB’ 428, Visit logation eegister(Vd Y ‘BoiRE, and
312, further conprising wreless usage policy manager
usapkdolibp bipositawi‘BCA29g center (MSC) "B 416 further
conprises -12 hone |ocation register (HLR "B 420,
Vi S|Ga@éwdy0fﬁ@61|lé3§\mﬁ&ﬂhgsée¢1[er((GWC) ‘B 402 2omaithicatsagieh
pol i cy rep05| tory B 424. Gateway nobile sw tching

GMISBLRF 4( Vquf\n% %gthgpml@!ssc&tvﬁ%s Wo3 Bre c@@gﬂy Bcattd4

to determ ne er wirel ess devices 302 are
ently |ocate h Qyernage
wifgh Bt OEN?Sﬁ%& B S EaE Ay Rba8 s tCMF%é ter
"494 . r.ovi de cir
o Ao MES: 15,4/ 8 raflag e Svichai alB b Bthmuiny
302 roamng Wwthin their respective coverage areas.
madegemens damitsiess devisesel02puming Within g iragepcrfive cqyeragg@reas.
respectively conprising MSC "A 404 and MSC "B 416,
Hamelopatici iepster (HRRAHAS4E8 dridafLROBt 420y respieetii vedy odimplasihg
10 wirel ess device subscribed to their associ ated

MY R 85 aREMIT K5 ABUark Rt sistéit da@Bises A€ 86rt@iA.details of each
Conversely, visitor [ ocati on register (VLR) "A" 406

wi % \Altsgl @s@é@e @éﬁ&r adsGSIRRE Widefds¥ 3QWE§ Eﬂd"tgel%erﬁ

are tenporary dat abases that
cont ai.n det

h h
SRR S R T S 2
LSOO Ses DA SRS IE, (6 08 A0S

HLR "A'" 404, or it is collected fromw  rel ess devi ces
contain details of each wireless device that has roamed into their associated wireless

network coverage area. Data stored in VLR ‘A’ 406 and VLR ‘B’ 422 is respectively
obtained from HLR ‘B’ 420 or HLR ‘A’ 404, or it is collected from wireless devices
302. In an embodiment of the invention, the functionality of GSMC ‘A’ 402 is
integrated with MSC ‘A’ 404 and the functionality of GSMC ‘B’ 420 is integrated
with MSC ‘B’ 416. In another embodiment of the invention, the functionality of VLR
‘A’ 410 is likewise integrated with MSC ‘A’ 404 and the functionality of VLR ‘B’
422 is likewise integrated with MSC ‘B’ 416. In yet another embodiment of the
invention, the functionality of GSMC ‘A’ 402 and GSMC ‘B’ 420 and the
functionality of VLR ‘A’ 410 and VLR ‘B’ 422 are respectively integrated with MSC

‘A’ 404 and MSC ‘B’ 416. HLR ‘A’ 408 and HLR ‘B’ 420 are generally
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302. In an enbodi nent of the invention, the
functionality of GSMC "A'" 402 is integrated with MSC
"A" 404 and the functionality of GSMC "B 420 is
integrated with MSC "B 416. In another enbodi nent of
the invention, the functionality of VLR "A 410 is
| i kewi se integrated with MSC "A" 404 and the
functionality of VLR "B 20 422 is |likew se integrated
with MSC "B' 416. In yet another enbodi nent of
implemented o a FeROtd mfaétarné A typipaldy qessiad byMSEGB’ éﬂi@ a@MSC
'13" 420 and the functionality of VLR A" 410 and VLR
‘A’ 804 4t2Re time of bepdwver toalespechvey papWatevheihagyBdated NLR04
and MsC "B 416. HLR "A 408 and HLR "B 420 are
dagbaes ab2 v 10M3th diﬁliitecﬁmllHﬁdil@ﬁgadi@rmirﬁezh;aﬁt/iceaﬁw thiaeare
typically queried by MSC '13" 416 and MSC ~A 404 at

rodriigie i IRiQbvhapdangs. to respectively populate their
assocl ated VLR dat abases 422, 410 with additiona

det zi‘ laﬁ em%gﬁlﬁxgelnp 9t We 11?\le?lt°i8n ql%%% C&ﬁlcﬁquotsn&hgb A Q12 stores user

roam ng In cover ag odi nmen

venti 0|IC osito 41 tore
profdeinopRg B AR s Ao b bt B & aARedhiE i
data stored in HLR "A" 408, which is associated with
assgciagddowith wanglesedeviers J0R dbat aresubstrihedite wdreless gpmaiuaisgtions
comuni cations network 306. In the sane enbodi nent of
netwek i30¢.eht thesame sapedinadnit of/the épaativmrugagedolicd Tépastitoryed’
Wi rel ess usage policy informati on associated with

3 1sto@és&%‘ﬁelé‘ﬁ%@g@ﬁdlic‘}}}intl)ﬂnﬁit%'fﬁésﬁo@tét@d agthweaikdle usbigespolicy
profile i nforrrati on that is cross-referenced to data

doﬁltaﬂLflcb as Wel s P ro%?@r:%(g‘maﬁgn St b FEWLRRrERBQ% 88 gtored

W rel ess dev ces t hat are subscribed to th

o TN ST R RS Rl

subShEEd 1) BV SIeS? APOHRAL rge%ggr'ki]ceap@amgwlrrées gageplicy
doranr:l?n é:loorrpgsr \?v?relte(s)s c?eavtreaes%t()g re:gtcelr Iwrl]reless usage policy domain 310,
identification information is collected by MSC ‘B’ 416 and compared to data stored in
HLR ‘B’ 420. If a match is not found, identification information collected from
wireless devices 302 is added to VLR ‘B’ 422 and MSC ‘B’ 416 queries MSC ‘A’
404 for additional information from HLR ‘A’ 408 and usage policy repository ‘A’
412. Additional information retrieved from HLR ‘A’ 408 is then added to VLR ‘B’
422 and information retrieved from usage policy repository ‘A’ 412 is compared to
wireless usage policy information residing in usage policy repository ‘B’ 316.
Wireless usage policy information from usage policy repository ‘B’ 316 is then

modified as appropriate and communicated by wireless usage policy manager 314 at

time of handover, via information element extensions, to wireless usage policy
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15 HLR "B 420. If a match is not found,
identification information collected from wreless
devices 302 is added to VLR "B 422 and MsC "B 416
queries MSC A 404 for additional information from
HLR “A" 408 and usage policy repository "A 412.
Addi tional information retrieved fromHLR "A 408 is
then added to VLR "B 422 and information retrieved
fromusage policy repository "A 412 is, conpared to 2
enfiireeshent spRlicaten ;bé@ pegtheosivRa FQ5iS CP@W&W&@“F‘??C%&&&@CS 302
policy repository "B 316. Wrel ess usage policy
for eifforcementars desaibedsmgeeatpotetel} herwwpuwbpyory "B 316 is
then nodified as appropriate and communi cated by
Wi I A £feanile MSCiBY 4 haosers idbémation frome wireless device 302
handover, via information el enent extensions, to
as\é\fré'ngsltrﬁaﬁre}é%?tgga BAbhfah 3 rarRnfueHEEIIT < Aanli 16 aétiiove 120

er so re code conprising wreless devices 302

. for enfaorcene s deser | | o8t 412 Th
infoBefiiaapea cAL R e A Pk Bo SR B A bia, The
~information froma wre|l.ess device,3 . gs jt enters.
infgrmatieis Etiirysg &1 HEAA PS1EY @ﬁ&ﬁtﬁ)ﬁ%rée‘g%@‘ca*&s thiy e reless

retrieve 5 information stored gn HLR " A 408 and usage h
depizkei309 is epsigoed bty y lawenfgrepmentpificiahrpd A [0ICCHRY GOREADS the

fromusage policy repository A 412 indicates that
wirblesswlev iz 8Rsuld dbviysde20Gve, sudibl gmbehpablef repgiving and

enforcenent official, and due to security concerns,

tr&rﬁgﬁumfg v8ice salld e rahowl el wayspdlryaedred in usape pbliay,
and capabl e of receiving and transnmitting voice calls.

reggﬁ%iog@fl%gi 1l 4t &ﬁefﬁ?uéﬁ%@ﬁ@i@%dn‘f&h 31 QLREWS Thali§iBnotification

repository or wreless usage policy
omai n 310 al l.ows,inaudi bl.e notificat] f 1 LBRELRdibI
TP LS TSR [T b PUA g T oes Rt AERE bl
not allow audi ble notificatjon of.anoning 9$||Sf nor
najifisstion obinFemNecalsioR §ogsTit BHamEF e TETRETER O oIt
calls. In additio.n, use of digital canera . o
cdllsndn addigon, tuge of digital camera Binedenatipy withinjaswireless device 1s
likewise not allowed. In this example, since wireless device 302 is associated with
wireless usage policy overrides, the wireless usage policy retrieved from usage policy
repository ‘B’ 316 is first modified to allow inaudible notification of receipt of
voicemails, interactive text messaging, and receipt and transmission of voice calls.
However, the use of digital camera functionality within wireless device 302 is not
allowed as the policy overrides received from usage repository ‘A’ 412 is not
applicable. The resulting, modified wireless usage policies are then communicated by
wireless usage policy manager 314 at time of handover, via information element

extensions, to wireless usage policy enforcement application 120 or other software

code comprising wireless devices 302 for enforcement.
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i kewi se not allowed. In this exanple, since wreless

device 302 is associated with 15 wi rel ess usage policy

overrides, the wireless usage policy retrieved from

usage policy repository B 316 is first nodified to

all ow i naudi bl e notification of receipt of

voi cenails, interactive text nessaging, and receipt

and transm ssion of voice calls. However, the use of

digital camera functionality within wrel ess device

302 Figure 6tis a genepslézgd dowchart depicidng avielesdesage 8ol ed

fromusage repository A 412 is not 20 applicable.
enfdi@nic®s By st gs impldinkhted inkdcetdanse withge epdiodimhers ofithe

t hen comuni cated by w reless usage policy manager
invehfioR! [ $E@F 502, Haneleyedevicéicatdrih Giirthiss 0sagepeligndomain, as

extensions, to wrel ess usage policy enforcenent

appl i;cat i . e : Is Sl the
el SE/<R; AL MorsiaBEle. 300 AT infGOMRIAERIN OO the

a._generalized fl owhart icting & W.telk
widfedgvicearaelenenin SpoolEbd MEpT A G ea0)

accordance with an enbodi ment of the inventiop. In . I
asQreigtebwith the wirelessaasswerk\qomprisingdhe Wirelgst wiags Qoﬂ%ya%‘a“am- n

policy domain, as described in greater detail
anh@itRidiraln oé thesindentinathe dviraléss usageipoticyl demping's atsmatlen el of

5 wireless device are collected in Step 504 by the
th@%ﬁ% Rirslekd AAHVOEk LfNEhares (AS@ne MSEoatdtvaile thietwirdless device

w rel ess network conprising the wirel ess usage policy

m Va? IR cohfdedl t@%?ﬁ%ﬁ;ﬂg%%ﬁfe NMBeE, it WENE duBfbet iireless usage

rel'ess usage p Inis a snmaller cell of the

; i r el ess. network and.sh n
ol asiongh vieh S ygoRLer H3p8he AR, MRl emeiuen of

roamng by the MSC, it is still subject .to wrele
the &nygatam t%%mrekeé%g%@dé FoATIBE FiorhAoRsT e“GEFE S é‘eet%ofré ?ﬁ%the

smal ler cell. In another enbodi ment of, t&ﬁ;' ventian,.
MiSikis i fiferengs dn d aifferentj embodimem @f thed Ay EReRh dﬂﬁﬂn&ﬁl tyis

network and the MSCis different. In a different
ingThiaehte®ni a wirclebeusage poli¢yodomauBE ¢raate wivormel iptiyategvireless
network and any wireless device within its area of coverage is treated as a roaming
device.

Once additional details about the wireless device are collected in Step 504, the

MSC associated with the wireless usage policy domain checks its associated home
location register (HLR) in Step 506 to determine in Step 508 whether the wireless
device is subscribed to its associated wireless network. If it is determined in Step 508
that the wireless device is subscribed to its associated network, the MSC retrieves
additional detail information in Step 510 from its associated HLR and usage policy

data from its associated wireless usage policy register as described in greater detail

hereinabove. Ifit is determined in Step 508 that the wireless device is not subscribed
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i npl enmented in a wireless usage policy domain to
create a virtual private wireless netwrk and any
wirel ess device within its area of coverage is treated
as a roaming 15 device. Once additional details about
the wireless device are collected in Step 504, the
MSC associated with the wirel ess usage policy donain
checks its associated honme |ocation register (HLR) in
Step 506 to determine in Step 508 whether the wreless
to desssedated netskrthe MSE tegisters theswieelassalg visieir ita yisitor location
network. If it is determned in Step 508 20 that the
regidterqVER) i SvépcEl 2 andspubsiey thbedreless dewcas solat eekwork
network, the MSC retrieves additional detai
prévide@ MIBE ii9 Btep' 13t6 Rolbek? ad diQoAdl et $sffrhaiddfrdth Rsabsbciated
usage policy data fromits associated wrel ess usage
HIBE e B R Moo AERGLREM e BRI S Bhe PEREY o e
W reless. device.is. not subscgibed 16 tO6+LS. . .
RefidyR ASRUATRETRAS e SRBE Se8 0 bY tha FsC fpegiugd with the
device in its visjtor location register (VILR) in Ste
wigless uagepoliey dematndo fprthar @ggula@\HS@gS%l%dr%Lé@)é aRBIAREATE
provider MSC in Step 514 to collect additional detai
and tfecetmzivednsage policy datasswaoiveteddo abtirRlem disagsaupicy orangger
data fromits associated wi rel ess usage policy
witheik el wirdRek ibapeglidiet af theiwifaessmbagerpolisy dbmainufoed
in Step 516 by the MSC associated with the wreless
co@%g&npol icy domain to further populate its associated
as appropriate, and the retrieved usage policy

O B 5 1L, 825 SRR B e R 51
or Siercitarb e g R ihe SRl et s BRI RO T U s

retrieved in Step 510 or Step 514 requires overridin
usageepaliey dameinaihesl the wirglesyusage PPiGYaBaRsEeE friCHRIAGY iBXeP 520
whether to allow the override to be implemented. If it is decided in Step 520 to
override the default wireless usage policies of the wireless usage policy domain, then
the overrides are applied in Step 522 and communicated to the wireless device in Step
524 using information element extensions as described in greater detail hereinbelow.
Otherwise, the default wireless usage policies of the wireless usage policy domain are
communicated to the wireless device in Step 524 using information element
extensions as described in greater detail hereinbelow. If the communicated
information element extensions are accepted by the wireless device and successfully
implemented by a wireless usage policy enforcement application in Step 526, then it

is determined in Step 534 whether the wireless device is leaving the coverage area of

the wireless usage policy domain. If it is, appropriate information element extensions
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usage policy domain, then the wrel ess usage policy
manager determnes in Step 520 whether to allow the
override to be inplenmented. If it is decided in Step
520 to override the default w rel ess usage policies
of the wirel ess usage policy domain, then 15 the
overrides are applied in Step 522 and communi cated to
the wireless device in Step 524 using informtion
el ement extensions as described in greater detail
arhememnbieitodito thexwiegless slevice he theeviagless uspecPalicy maggger and are
policies of the wireless usage policy domain are
implumanradaatSeep 538 hyhthe wiireddse ssagd eoliceenforc8mept fplicatging
i nfornmation el ement extensions as described in greater
reSl6iedistf 1t &hRORS Wperkiiorial StafeqiMaLiNis Citdnelthnd€d oV @6 tht | on
el ement extensions are accepted by the wrel ess device

: S O : ,
re%EﬁgéyWen-f ke, R b L AR ROl ARScs

IS determned in Ste 34. whet her rel '
PRy P Bstssiaieraiolh Threh splfd Pueas; dkees. 1t

policy domain, If it is, appraopriate infaormation .
(hE pemiminicaiRt enferBHion clarpén CECpORMLAF AIeBIFd Y Hhhdreless device

Wi rel ess device by the wrel ess usage policy nmanager
angibuit areawot supptssfdhytiowlémensidhy S9deleys viage pplidy wyercgge

policy enforcenment application to restore itself to
apblicatioh el SapS26ptheatt io daterminad & Stapl 52§ whsthehthey laended

over to the receiving MSC. O herw se, the wreless

suHSRHBI11P Bhp e ARABY Vth s QBT HICRHE SopARRE QRMWidéless device.
ormati on el enent extensions in Step 524 and the

I n
g |r g(r:r]g ﬁf’e iégopr}nlaﬂgl? g’l'emlef'xt eﬁ&%io‘ﬁ? gﬁ&&%ﬁ@ﬂﬁ@é&%@g(ﬂ? _Steé)

ensi ons are accep €ess devi C
nd but. are not sugcessfully inplemented by.a w.reless
3¥othgR Mo Areym Rt ot cenmir atist FRatTor i eF kiebUpg bt
then it is determned in Step 528 whether the ,a£e )
coygreee 8ip of fhe Wingleesnisagerplisy domae I§8f1§’\ﬁ£P’@p6‘8éé“ ormation
conprising the wireless device. 10 If the information
elehertentengrneasiconsnunctsitodeswirgless/davigs| barthe waigldsp usage
Step
policy manager and are implemented in Step 538 by the other software code
comprising the wireless device to restore itself to its previous operational state and it
is then handed over to the receiving MSC. Otherwise, the wireless usage policy
manager communicates appropriate information element extensions in Step 524 and
the process continues. If the communicated information element extensions are not
accepted by the wireless device and are not successfully implemented in Step 526 or
Step 528, then the wireless usage policy manager uses information element extensions
to transmit a notification of the wireless usage policies to the wireless device in Step

530 with acknowledgement of receipt of the message requested via user action in Step

532. If receipt of the notification is not acknowledged by the wireless device user in
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528, then it is determned in Step 534 whether the

W reless device is |leaving the coverage area of the

wi rel ess usage policy domain. If it is, appropriate

informati on elenent extensions are comunicated to

the wirel ess device by the wireless usage policy

manager and are inplenented in Step 538 by the other

software code 15 conprising the wireless device to

restore itself to its previous operational state and
StgR 537, hepifbenaiifirabien svielransniterbiny Sok 40 R vsEreless usage

O herwi se, the wrel ess usage policy nmanager
poboyrmanagsaaepredgpmuiped @ valp hiotineknonledgaments received. In an

extensions in Step 524 and the process continues. |If
entblodineemt oD thed At edtioh ) the iRlds® Osagk PBRE) nRiflcaish RSneds text

not accepted by the wirel ess device and are not

mé&pe s Bl irdleds TR RIERM Qﬁjotl.le}i emitRRimat of [he%Qve?ﬁtti%H, e Vireless

then the wrel ess usage policy manager uses

I nf or-mat | | £ nsi on to transm.t a .
st T b RfeeRioR T e 55 BRYECcBRRd aglhe Patt tfovinpless
wi reless device in Ste 530 wi th acknow edgenent of
de}"@%e*frst is Jpeny drtermirsdig o isRoifelbipidhc Wigless deviecsiletyingthe
Step 532, If receipt of the notification is not
coxrpgrorpeelihe Wiielesh asagerpsliey domaini the wisdessidavice uger $t ep
532, then the notification is retransmtted in Step
mandallbyotified iniStey EXstoussigre thepwireleys devitegeits ptevious operational
predeterm ned intervals until acknow edgenent is

stateeirdi iV Rdherl ndBd oSO e REdiviak MSE i BiegsBgON, the
wi rel ess usage policy notification is sent as a text

eS $a08e k9 ap&ewzt% gé%cgag}va;ﬁﬁe gm mﬁfonﬁgﬁiog{y*a&ﬂmem

of the invention, ess 5 usage po

not.ification i ent ag a pr.erecorded voi ce nessage to
extiofi P dmiplnentesn dgeotipatervifiuan srapodyopal dhiHYFANS: dp

.534,that th? mﬁreléig device is leaving the coverage
thig depictign, pirslags-erabledideyice 30258961 a5 handriich trigage 643, susteasdbut

device user is manually notified in Step 536 to
noy lisited @, guaityof sdreics (Qed) desraasing belopr apriedetsrmined level, which

operational state and it is then handed over to the
resube i the nGtida dfim&tearegbBBions 604 with wireless access point 312.
Mode negotiation 604 with wireless access point 312 triggers a wireless usage policy
request 604 from wireless usage policy manager 314 which downloads wireless usage
policies 608 to wireless access point 312, which then checks device modes 610 of
wireless-enabled device 302. Once wireless device modes have been checked by
wireless access point 312, appropriate information elements 612 with extensions
containing wireless usage parameters and controls are communicated to wireless-
enabled device 302 and are then applied 614. In an embodiment of the invention,

IEEE 802.21 information elements for operator/user policies are extended and

communicated to wireless-enabled device 302 for implementation by a wireless usage
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10 Figure 6 is a generalized depiction of the flow of
informati on el enent extensions as inplenented in
accordance with an enbodi nent of the invention. In
this depiction, wreless-enabl ed device 302 receives
handover trigger 602, such as but not limted to,
guality of service (QoS) decreasing below a
predeterm ned level, which results in the initiation
of node negotlatlons 604 with wirel ess access, pojnt
pol&yZnfdrbervatiepplguionati amtbaniodiment oé fedgverioasEEE
point 312 triggers a wireless usage policy request
80501 {6 @mtivnlctdreass {8 agerapoiusapolivaiea gerexidediand h
downl oads wirel ess usage policies 608 to wireless

conﬂ?ﬁﬁﬁ:ﬁte@% MireRk&enWleEdevi REID2GBE HSleMentatien by diher &ifbvare

W r el ess-enabl ed device 302. Once wirel ess device

cocgcg%oﬁrgprps%}vif eglgl% o%%lgfe'a%vf% 30 [LBRSSerRSSESiSntd OF tHe idvehtion,

i on e enents 612 W|th ext ensi ons

20Q containin | ess usage. ar anet
exisiing PO MR T RR i aHarr QT ibh Brocols
are then applied 614. In _an enbodi nent of
ard qitheneppsnded orERergiod f%]?nifQTF%fP?Pétog BFFdé‘iegﬁjéﬁa Vipelgss usage
operator/user policies are extended and conmnuni cated
policiesiriceingdamented Irevircless-ombRd2letise 3PApsingemethads dampiar ko
wi rel ess usage -19 policy enforcenent application. In
tmﬁ@g&@gnlﬁﬂhggtnent of the invention, IEEE 802.21
I nformati on el enments for operator/user policies are

ext %ﬂ%@ %1?&1%5 u§ rﬁ@tEI%QnH @oM&?bn@%nﬁﬂﬁﬁ&&@ﬂ @ewiréless-

302 | t|on by ot her software code
rising wrele
engIBR gt B TR AT Rt S O o LR,

el ements conprisin rior art wireles
impleOHeBRIOS 01 AMECENEHE] OPEURICES? PERL SHaGt L e cortims
enf orcenent of predeterm ned w rel ess usag ci es
theintnplepketton 618 suchwhatel hagdover dpgigign 480 F%réb%@lﬁgﬁéif Mgreless-
met hods famliar to those of skill in the art.
enabled device 302. Wireless-enabled device 302 then initiates a handover request

622 to wireless access point 312, which in turn initiates handover processes 624,
which are performed 626 in wireless access point 312. Once handover processes are
performed 626 on wireless-enabled device 302, confirmation 628 is conveyed to
wireless access point 312, which completes the handover 630. Once handover is
completed, wireless access point 312 maintains the wireless connection and monitors
wireless-enabled device 312 to ensure that wireless usage policies are enforced.
Skilled practitioners in the art will recognize that many other embodiments and
variations of the present invention are possible. In addition, each of the referenced
components in this embodiment of the invention may be comprised of a plurality of

components, each interacting with the other in a distributed environment.
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Once wirel ess usage paraneters and controls are
communi cated to wirel ess- 10 enabl ed device 302 and
are applied 614, acknow edgenment of their successful
i mpl ementation 616 is conveyed to wirel ess access
poi nt 312, which then confirns their inplenentation
618 such that a handover decision 620 can be nmade by
Wi rel ess- enabl ed device 302. Wrel ess-enabl ed device
302 then initiates a handover request gzz to relgss
Furileesmgse. gichembediment ofiths verian May eXPape onAkmig isenee
processes 624, 15 which are perforned 626 in wrel ess
emhodiesst tpcnxmndfihQsca@rwei rhaaha g systent & mplemgntation.
performed 626 on wrel ess-enabl ed device 302,
confirmation 628 is conveyed to wreless access point
312, which conpl etes the handover 630. Once handover
is conpleted, wireless access point 312 maintains the
Wi rel ess connection and nonitors wreless-enabl ed
device 312 to ensure that wreless usage policies are
enforced. 20 Skilled practitioners in the art w ||
recogni ze that many other enbodi ments and variations
of the present invention are possible. In addition,
each of the referenced conponents in this enbodi nent
of the invention may be conprised of a plurality of
conmponents, each interacting with the other in a
di stributed environment. -20 Furthernore, other
enbodi nents of the invention may expand on the
referenced enbodinent to extend the scale and reach
of the systems inplenentation. -21 WHAT IS CLAI MED
IS 1. Asystemfor controlling operation of
wirel essly-enabl ed devices, conprising: a wireless
pol i cy manager operable to generate commands for
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5 enforcing a plurality of wireless device usage
policies; at |east one wrel essly-enabl ed device
operable to execute a wireless policy enforcenment
application, thereby causing said wrel essly- enabl ed
device to respond to said commands generated by said
usage nmanager. 10 2. The systemof claim1, wherein
said wireless policy nanager is at a fixed |ocation.
3. The systemof claim1, wherein said wireless policy
|s nmobi |l e. 4. The systemof claim1, wherein
, b dEDdge manager is 15 inplenented using a
S|ngle MAreIess access point defining a wirel ess usage
p0| I qy d%?ys'ﬂem ?OI‘ anﬁoﬁlylgto?gpaﬁén 8'1!~ \gi ge;Sl -\é\ﬁla% cpev%c%l ,d
Wi rel ess usage manager 1S

pl ur &bmpyisiof: MAreIess access p0|nts deflnlng a

Wi rel ess usal domain. 20 6. The system of

claimb5, WHEFEPH ROy TragseRr oggte é%ge%fi‘f%%mﬁl?flﬁft Qrin

5 said pluraligyfoRingM Pl%lramoﬁ%a%% d%@idétlﬁaéé";%lfe&%r abl e
to enforce said wirel ess usage policies as sa
wirel ess d-éina@t@nnweeéesaiytdnahleédsdcwppeealdsso mge a wireless
pol i cy donaln

1
wireless usabdieh gorgemerga Sl}élcragg'i’ ég?rS‘%’ gaéﬁ]gl.gg?@j Shr&edbly-

conmands to aia'blM&Iek/ﬁ:@hd) YesPHH O GRidS@hiin Mds @Exﬁe&&e&lﬁﬁgﬁd
policies when said wreless device enters a wreless

usage pol i cyud8sHIdALW. The system of claim 1, wherein
said wrel ess usage manager is

10 2. The system of claim 1, wherein said wireless policy manager is at a

fixed location.

3. The system of claim 1, wherein said wireless policy manager is

mobile.

4, The system of claim 1, wherein said wireless usage manager is
15 implemented using a single wireless access point defining a wireless usage policy

domain.

5. The system of claim 1, wherein said wireless usage manager is
implemented using a plurality of wireless access points defining a wireless usage

policy domain.

20 6. The system of claim 5, wherein individual wireless access points in
said plurality of wireless access points are operable to enforce said wireless usage

policies as said wireless device moves within said wireless usage policy domain.
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5 operable to automatically term nate said wrel ess
usage policies when said wireless device |eaves a
wi rel ess usage policy domain. 9. The system of claim
1, wherein said wirel ess usage nanager is operable to
execute a discovery application to detect wrel ess
devi ces subject to predeterm ned usage policies
within a wirel ess usage policy domain. 10 10. The
systemof claim1, wherein said wrel ess usage manager
is operable to override said wireless usage policies
based on ] ri A 0
cont ol 11 ooperatroanmet” wheleh@uireiies up AR 1 lperable
gengrpleicommepandsi &i mgomatiatlgleefscpaid wireleBnagge policies when said
V%rener te cogmands;. f.or enforqj ng a .15 plurality of

PP JEYCq PSS sl Yass Ralis Ao ut i ng a wi rel ess
policy enforcenent application on at |east one
wi r el essl g.l_-hgnabl ed .devi ce, .thereby causing said

wi r elBess| yIESEBPRPT cliupile ¥hersin said wiglephusags magasfiinds

5 o?l&ﬁﬁfqu)_ ?Qto%ti@ﬁ:l}dte#lﬁﬁ‘lgﬁ saﬁﬂpﬁé{@{s-usﬁ% c;?/ﬂ?iciel%eﬂ%ﬁila%tré?éss

aim 11, wherei'n said wreless po manager 1Is a
devige teavesomwiroless usdge phlecyndointead of cl ai m 11, wherein
said wireless policy manager is nobile. -23 14. The
met hod of claim 11, wherein said wreless usage
manader i Sheispgtmrdotagd lusihagirasaid wikleswisagé emsagee dess

oBgrlaQIte tg %I(elcmenagdi%cSlgéyeellpep?i%atyosﬁatgedegegtl Jvﬁglessdci)er\r}lacleg subject to

predetermined usage policies within a wireless usage policy domain.

10 10.  The system of claim 1, wherein said wireless usage manager is

operable to override said wireless usage policies based on predetermined criteria.

11. A method for controlling operation of wirelessly-enabled devices,
comprising:
using a wireless policy manager to generate commands for enforcing a
15 plurality of wireless device usage policies;
executing a wireless policy enforcement application on at least one
wirelessly-enabled device, thereby causing said wirelessly-enabled

device to respond to said commands generated by said usage

manager.
20 12. The method of claim 11, wherein said wireless policy manager is at a
fixed location.
13. The method of claim 11, wherein said wireless policy manager is

mobile.
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15. The nmethod of claim 11, wherein said wreless
usage nmanager is 5 inplenented using a plurality of

Wi rel ess access points defining a wirel ess usage
policy donmain. 16. The nethod of claim 15, wherein

i ndi vidual wireless access points in said plurality
of wreless access points are operable to enforce said
wi rel ess usage policies as said wireless device noves
within said wirel ess usage policy domain. 10 17. The
met hod of claim1l, wherein said wireless usage

managgr thley en?ngJ)ieclélﬁl BE Ve sﬁgmﬂg?uga%r: manager is

aut omat i cal rce sald wrel ess usage
implemegtiddisinigrasdiegs wileldss acoestt st defininged \esslessaag@ policy
dgollcy domai n. 18. The nethod of claim1l, wherein
4w rel ess usage nmanager is operable to
automatically term nate said wirel ess usage policies

when .sai d rel es 5 devi ce | eaves . a w rel ess usage
pol i d§ e et ofalaim Bl et s &lfﬁieﬂusa&ﬁ&a@?%r is

11%§le§5he\%eﬁQJsﬁ}‘gsa paRds, m%&gsrs ak&ess B&%Ysa&lﬁ 1r§e O wiEIE Gafe

di scovery applicati'on to detect wreless Vi ces

peligy éunaino predeterm ned usage policies within a

wirel ess usage policy domain. 20. The nmethod of claim
11, wherein said wirel ess usage manager is 20

oper dbl e tlheovwathod ofeclami 0, Whefﬂirehsli\déla@wilpdﬁsi; aécess points in

n predeterm ned .criteri -24
sa%gs}’)‘lelgral?ty 0@ wireless access points are operable to enforce said wireless usage

policies as said wireless device moves within said wireless usage policy domain.

17. The method of claim 11, wherein said wireless usage manager is
operable to generate commands to automatically enforce said wireless usage policies

when said wireless device enters a wireless usage policy domain.

18. The method of claim 11, wherein said wireless usage manager is
operable to automatically terminate said wireless usage policies when said wireless

device leaves a wireless usage policy domain.

19. The method of claim 11, wherein said wireless usage manager is
operable to execute a discovery application to detect wireless devices subject to

predetermined usage policies within a wireless usage policy domain.

20. The method of claim 11, wherein said wireless usage manager is

operable to override said wireless usage policies based on predetermined criteria.
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