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SUMMARY OF THE INVENTION

25 [0005] According to one aspect of the invention, there is provided a router, which
may be a wireless gateway, for routing messages between communications networks,
including a persistent storage, and a transport interface for sending outgoing messages
to communications devices associated with a first communications network, and




15 devices, the router intertace conponent having a storage to store

pendi ng outgoi ng and i ncom ng nessages for subsequent sending, the shutdown
- nethod including a step of witing to a persistent storage at |east sonme of
t he pendi ng nessages stored in the storage of the router interface
conponent. [0007] Other aspects and features of the present invention will
becone apparent 20 to those ordinarily skilled in the art upon review of
the foll owi ng description of specific enbodinments of the invention in
conjunction with the acconpanying Figures. BRI EF DESCRI PTI ON OF THE

DRAW NGS [ 0008] Enbodi ments of the present invention wll now be descri bed,
by way of 25 exanple only, with reference to the attached Figures, wherein:
[ 0009] Fiqure 1.is a block diagram showi ng a comruni cati ons system
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20  to those ordinarily skilled in the art upon review of the following description of specific

embodiments of the invention in conjunction with the accompanying Figures.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008]

Embodiments of the present invention wiil now be described, by way of
25  example only, with reference to the attached Figures, wherein:

[0009] Figure 1 is a block diagram showing a communications system including a

wireless gateway according to embodiments of the present invention;




[ 0015] The wirel ess gateway 100 forns a connection or bridge between the

wi red network that includes electronic mail server 110 and wirel ess
connector system 102, and the wirel ess network 104. The wirel ess gateway is
configured as a distributed application, and includes several distributed
conponents i ncluding, anong other things, 5 one or nore wrel ess connector
systeminterfaces 120, one or nore controllers 122, a permanent storage

dat abase 124, and wireless transport interface nodul es 128. Each separate
conponent 120, 122, 128, 124 is preferably inplenented using a separate
dedi cated digital computer running a specialized application, with the
conputers being connected to a common network 118, and thus, as illustrated
in one of the wireless 10 transport interfaces 128 of Figure 1, each
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subsequent forwarding to a destination nobile device 106. Simlarly,
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and it should be understood that the present invention can be applied in other

communications systems having different destination and source devices.




protocol connection to wireless network 104 such that the network interface
adaptor 130 20 routes data packets fromthe wireless transport interfaces
over a TCP/IP connection to an X. 25 nobil e network connection and vice
versa. The controller 122 is responsible for assigning, based on
conventional | oad bal anci ng consi derations, a specific wreless transport
interface 128 to be responsible for comrunications wth a specific nobile
device 106 at a given tinme period. 25 [0020] Mbile networks 104 provide
radi o coverage to nobile devices 106, and nay be a nunber of different
types of network, including for exanple, Mbitex Radi o Network, DataTAC, or
a GPRS, CDMA, or iDEN network. Mobil e devices 106 nmay be handhel d or ot her
nobi | e diﬁ%;aj conputing devices that are configured to send and -5
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[0017] The database 124 of the wireless gatewéy 100 stores data used by the other

components of the wireless gateway for administrative, tracking and message recovery
purposes. Among other things, the database stores configuration information for the
wireless gateway components, keeps data as to the current status and state of the

wireless gateway, stores information about the mobile devices 106 that communicate

25

with the wireless gateway 100, and » as will be explained in greater detail biow, stores
information about selected data packets. The information stored by the database 124




and the nobile device 106 will in many cases be relatively unreliable as it
can be interrupted in a variety of ways-for exanple, nobile device 106 nmay
| ose power, either through intentional power down or due to a drained
battery; nobile device 106 could go out of range of or | ose connection with
wi rel ess network 104; and wireless network 104 5 may drop the connection

W th nobil-e device 106 as a result of insufficient network resources. In
such situations, the wireless transport intertace 128 is configured to
store any pendi ng error code nessages destined for the nobile device 106
and keep for a predetermined tinme period so that they can be sent if the
nobi | e device cones back online prior to the expiry of the predeterm ned
time period. 10 [0024] A potential problemcan arise, however, when a
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as " nevﬁeg'\‘(?r%r 5%%339& 849BRS, FPAM 1y IPRbsretRoOriMalfieltevizes di06ymtay been

t ransm hamthely 6F o j 'd?g?t% 3 "ol d" .errar, code nessages,
meani ng t hose tha%@ﬁgﬁ\l/é’ebm%een E?@b%@ﬁg é/%é%e&?n%tn%rgccggg'g?ﬁ%lt?,segar"ﬁ”dout to a
nobi |l e device. "Ad" error code nessages can al so include stored status
nmessages retrieved by the wireless transport interface 128 fromthe

dat abase 124. Such stored status nessages nmay be nessages that were
generated by a previous instance of-%x 25 wirel ess transport interface and
stored at the database 124 upon shutdown of the previous instance of the
wi rel ess transport interface. The nmessages in queue 300 wll typically be
acconpani ed by status and routing information, including for exanple,
source and destination device addresses, and tine stanp and type of nessage




_g_ information. The data packet queue 300 as shown in Figure 3 is
illustrative only, and in practice the queue may take a nunber of different
~configurations and be .broken into a nunber of different sub-queues or
buffers. [0027] The flow chart of Figure 2 diagranmatically illustrates the
“actions taken at each 5 of the controller 122, an affected wrel ess '
transport interface (indicated by reference nuneral 128-A) and the ot her
wirel ess transport interfaces) (indicated by reference nuneral 128-0) of
t-he wirel ess gateway 100, during shutdown and recovery procedure 200
according to enbodi nents of the invention. In various enbodi nents of the
invention the controller 122 and wirelss transport intertaces 128 incl ude
associ at ed noni totrl ng 10 and shutdown nodul es or applications 132, 134,
respect i VET§VG HEF r?’?fg MRRSagRS TOF SxarmrlpAyoiway paging debces mortgblel electtdram t o
carry outmd¥sashad the roc S, ,CO nces with
det ect i on_ of gn§| r?%g{r%sl ﬁg‘atj r&ggg@ 3teﬁ'%'%pfcé%@i’98 gﬁ?lpa?n'g‘ﬁ rt
mtertacé”qrﬂ& A. In one exarrpl e enbodi nent, shut dovvn det ection is pertorned

by shutd t he rel ess transport . interface
1)2/8 15 A, o \%rec‘?r%%g'gt %‘%@h@&‘&ﬁ"ﬂr‘iﬂ[&m ag%r“cig theperation %ﬁﬁp%%\d@y by
moni t br i A0 dpphg shuidows méalltdermfoﬁ@ oetﬁdﬁjpileétld}%tmaplhbﬁﬁéhﬂﬁé vhkiglis port

mterfacg In so

r co troI 2. The process
enbodi rren?&’%gﬁéhtg 6 WrelHmﬁrb/rialtfﬁﬁb’éﬁagdrdaé%padﬁt@dammg down

i n order tHrougmtheniirelosd hatevalyel for
mai ntenanc gﬂg?l?ﬂ%acen%nte pllgr ggistgghtﬁmzfi&gg%%g %é‘ét%eifjt#ﬂ&tep 203,

upon conftl f AJREISRERP statt paske 0l gert&falaaflﬁecowdmedebee%stl\rﬂmport
i nt er f acgheld®icd & fromeithe

wirel ess connect oérg?ﬂg?gm 1859 om aﬁgéﬁn%lg’?ﬁﬁmg%@m%g‘ Cofrget 'Qﬁ?ﬂﬁat‘on

det ed¥ | ng @Wébeﬁf?@%@fﬂéem@meel ess transport intertace 128-A i s not
acceptin £SS n war k i nter e adaptor 130 is

conf i gurgc?% Ql ghgg@f‘; “’%‘{r}geogrfn"ﬁéb%e“&& ejaveniton, f’}og Agsice d 0 ds rerfigute t o
one or m@mﬁha"\ﬂﬁu resRetsrarighing from ﬁﬁa@é%eﬂi%ﬁh%reﬁrto e infhde
alternatggsqw\% FS transport, i nterface cannot be found, then send an

error co HBIePR @nELiicrge statks massage is sand bapk tq thei mabilsidesices 10 204,

t he ot hefromQvirelegs €h i ih&RRe M| tar,
r edi cteghdat a &ﬁckﬁ alnd i nt eg§3 aﬁ?%ﬁ%%&@gﬂoﬁégt&a% P?@%it MQFb(%AE%t

alr e fgveatinpbeetpyf the following; condisions faee tred: (a) adbibse ocransspor t

i nt erfaC@em,gﬁ t di ng,ness

i ncomi ng f ! on?%rﬁ?égaq%eéggt% %Qﬁ& H%tﬁrfg)%ﬁg’)t“gee}?@@f] é?%or%%sgﬁ WaT'Lﬂfnl ng
firstly $tBlusieesiaggotongetroobishidvicer@h & Heddilurervan bﬁ@i@fd@qf RIFBsH grent ,  the

W rel ess C nti nues t sel ected pending
nessage rgrgtg %ﬁ%@g&fd dsg1 ttag{otn bﬁpéﬁgg@scgg "PBF“*&HE?%%“?P‘AH aéﬂ@ﬁa&d&m ation
(step 20@;thonztaéuonmeadé;ag tcsam%fdsahbfdlw ??Iaqibckét @tlr\meegg@b@tem?@gnﬁnérelsésgs |
untidn a yrat.ion (for exanple seconds) has passe n
var |d(§)us er@ggtto‘? sﬂ%tgﬁ-n (??EO‘E SIREIORIC Malsierverm 19(%5@“ @Bﬁh%!j@namcenmngot her or
addi t i orfallurerin thes Ctﬁnlrﬁmuﬁﬁdné ehalRt P, r}?sﬁéiﬁa %Bﬁflgﬁfra d&]‘? i !Q' [‘lfl@dl gi3dput down
duration,kcan | ast for exanple, if nonit

as,
char act eHAUSMeSsaPes E?@ tianemigadto mabs 6¢\tICQ hO@ if arcler 1|s:23vdid (dsmdam(mqkbfs
Menory UsREetingRREreROAHSH Gird) ik ﬂ% dic t ive of a need to
end the initi aF&shut down duraétélg a?évf%?g%@ nﬁ%rllgtyggqus HEH8ME i ntertace
128- A i SNeFAGeHael te mabile desica 146rfelisomitie wireless transport interface 128 that
25 has been assigned to or associated with the mobile device 106.
[0023] Lost data packets are particularly of concern when there is a high fatency link

o the originating device, such as in the case of mobile device 106 which communicates

through wireless network 104. The communications link between wireless gateway 100




15 transm ssion to nobile device rate during the initial shutdown duration,
so as to not flood the wireless network - preferably, the wrel ess
transport interface 128-A does not substantially go over its nornmal
operating transm ssion to nobile rate. During the initial shutdown duration
(step 205), the wireless transport interface 128-A is configured to
prioritize the contents of the outgoing to nobile queue 304, with status
nmessages 314, 20 for nobile devices 106 that are tracked as currently being
active within the coverage of wireless network 104 being prioritized over
status messages for known out-of-coverage devices. Status nessages that are
required to avoid | ost data packets are further prioritized. Normal enai
nessages 3%@ i n tg$ gutgoiag to nobile queue 304 will generally be ignored
in one enBBAifemPLledeyife 105 wil isgarpeasestter refativeiyranialiabid as @ 2k pk20 Wi | |

be confi gimt&reugied § S: 1 hrough, other w rel ess transport
i nterface 128Ff O irfégﬁﬁ%t %ﬁgﬁ%dgﬁgﬁ%rb@eh Bg'ﬂee‘a%‘f'%%éW'?%Pa‘f-’ﬁéﬂfbﬁf

wirel ess treg@pgtentionakpavarelopdesrAius tohi dramepirtetiehe MBBIRHdvidees og cdlild go
hut down

0031)] Asq i Q at. the. end of the initial
<[1Iur at J| on, Olltjtglrg eggft %ﬂoévlé ?e’%l‘rgegg'b't‘ VAR IBEIgsS '?ﬁt\élP'fkaT,Qé‘IJ @;Zglweé;ﬁseﬁﬁwarisﬂ@bnd

shut ddwn @ay alropthedeorinegtiowivith mdbils tdePRe SIVBHs el df IR naHL eI Ng to
nobi | e qQURME and starts seriallzing any remgai ning

critical sta %’%éhﬁergggﬁgéih%gggréﬁgEi‘{'_"@lﬁsﬁéfqnépfhﬁb Bittéa® tRfbisecklgutcddt stmee
not sent amytpehdinggrsk @we?@lésséqéstde%ﬂb%cf foﬁ‘tﬂ‘l’éS nﬁBE@a gg‘?é?{/h ﬂé l%@ﬁﬁteh 35 °

messages that need to be saved to avol ost nes EUPLR |y,
the af f edV'EHCIRIMECILENG parghee that they dandee 4@8 ifAhe hetile deeTdeaddrtéd Badk6h.

critical | A6F tBRS Sg. 124, .along with tinme stanp

i nf or nat i gir?aé hat i ndi plaﬁeﬁﬁiéﬁdg%%ﬁmﬁpsggd't ransport intertace 128-A

shut d&wn.[0PR4bna neterdial peablem ican tirise viiowaves,svHdh 4 LirBRRY &Fanispéﬁﬁﬁtéﬁg%elzs‘ A
e

i bl W1al ith t dat ab 124 it wll |
critical are oneb Ak A Grash B eRElea s9ihearp appliationTuptingiostba

menory ( fRspcensantit2 of the wissldsgitraveort in@rfabati 2t her tth@hp’E&i@é’Bth‘éf%ﬁ%%

retri eveqNi re. The second shutdown duratio era

i f ut
until alt @eeé{‘r‘e?'ﬁ%é’ *n@ﬁapﬁéﬁﬁe@%@@wm trRnspoddntierfbce edntaafst fmndivy ch

the af f ectatds messhges tHat aRsWARihg t&bS" i n shut -dawn, as
i ndi gat ed_by step gQa uni ess ?hebgwd%gfeggéﬁf &éﬁgéggﬁic?ﬂﬁgr?%@é" -A

crash8s PIPEEsst f%‘iﬁi‘fi?]éﬁ%iiﬁéﬁfdaﬂaalawetso‘mammimcm\m:et’r@s.process- [ 0032j

Tur ni ng HEeR310 el Xi K i . 302, during the shutdown 20
25 dur at irFon, ]t_he af fée}gf%eﬂdﬁ\%n{r’gﬁ @%Rﬁagﬁg%gfwisrﬁ%pgﬁr@g t@%@@mtogécpqad] izes to
the dat alyAB@Nding failiee of wireless trahspdrhinteriangs fi0e anTRMILRaRI B apPRssRges 306
and st at j ; ' t not limted to recei ve nessage
acknow eggg{r@nt sI gg%?’é Igﬁi&éjglr’@%rﬁ%o%bmmﬂmf@ Er¢Rieslictad Sughaponitarjng Mor e
parti cul &anype ﬂ%@rmd@yﬁﬂsnitdﬂagﬁppﬁéatioﬁb@Lﬁﬁrﬁﬁ%oﬂ% ﬁir&feis% ?r%ngéé i ncom ng
st at yg nﬁﬁgﬂg&%h{ﬁa%\;gre in the nobile queue 302 to a selecte I;‘tile in the
dat abase 7O rhe AT e £entoliRrslesy @ad sar induss meaitring ofi vanious epstatingown
ti me. Fochammetdristiessbgas d i i t have not yet
Hfpdrieat, .ﬁéu@d.hgfér*&aﬂtbffér;gpgt%f%g%eg@ggp

been written to the database 124, including Inco br which
the wirelTEE0Y r“éﬁ%GV@DPH@%Waé@mmonth@wireless transpdrt interfadesat2g, ggst one

nor e packsimpatif@thd me rk face 128-A wjtes an error nessage
to the data _as'g@f ile. hg}ﬁgdtgrlp r@gb?ﬂgé:lwgg%é?erfs\%? ggainst W&p%{%mﬁ]?ﬁdbermrmﬂﬁﬁe
shut downCHEFB 2 deiermigationseart be e if mbpecifid taporieht or application is facing an

25 impending failure or crash. In one exemplary embodiment, memory usage by the one or
more software applications of the wireless transport interface 128 is monitored, and the

shutdown process started if such memory usage exceeds predetermined threshoids.




allow an error code nmessage to subsequently be sent back to the originating
nobi | e device 106. |If the database 124 is unavail abl e during the shut down,

-~ the wireless transport interface 128-A will wite the information about

queue 302 to its own persistent nenory, for exanple a |local hard drive,
~under a predetermined file nane, so it can be 5 retrieved at a latter tine.
[0033] In one exanple enbodi nent, the nonitoring application 132 of
controller 122 periodically poles wireless transport intertaces to
determine if they are still operating. Upon shutdown (step 208) of the
affected wireless transport interface 128-A, the controller detects that
the wireless transport 128-A is no |onger operating, and as 10 indicated at
step 209, the controller 122 instructs the w rel ess connector system
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recei vedinedng other thirgsh emmil dedssages d12046nd st aUAESSRTadl 3 dediohelde ‘%.ﬁ;dgm S
weeksy.

occur, predetermned tine interval (for exanple several
[ 0035] ﬁ'{‘éﬁaﬁgs'bgé‘@ﬁpgf’é‘ﬁ %’Pgadmﬂttsrt&}%ngw@ﬂa@mﬁnhmsmﬂa. Jaesestatwocedur e

herein desssagbecdan Bd furpeb6felbRzaP Slen? AOSREL hdpcal status
rresigge‘s t cannot be sent e%pt duriﬁge\ngr?&ﬂtogg\% are gg%sr’gﬁeé@hé ®t hey
can ubéﬂlﬁ‘gb FY8/Nofivek baen frapsmittedavesthe wigelass aptvark tod; and foidnardr.colise

nbodi ngmd " i . i t of bil e devi
oy aseAgee, homting RS it (AR Byl Sy, But ERBECiss Ry SR au B fobi | o
devi ce MRMpdsyicen QT erocertte meesayesrdani alss insiudeastvriokstatusiRedBaBbs € devi ce

; i t f full t ',

o2 s el HBvEPB Nk RElo 8 KBS IR DhTorm lie G ehgesd at <Suoh Barasbi ng to
mobi | qteéu:semesalgarsanay be rseséad@bits :r:]mt wbtg ig@aeidfﬁ B ‘éﬁ?@%u@ﬁ%‘i&%@ & afls o
crigical, sages an n subsequen retrieved and sen a
r ep?gce#é'ﬁ%!e%\%mﬂfaé'lsggg%ﬁ?&ggepﬁ?q Slﬁoﬁ?i?ﬁ‘ theslat 124 upon shutdown of the Y

previous instance of the wireless transport interface. The messages in queue 300 will

t_ypica!iy be accompanied by status and routing information, including for example,
source and destination device addresses, and time stamp and type of message




[0036] It wll be appreciated that the process descri bed above in respect
of a wireless transport interface 128 relates to a wreless network, the
process could al so be performed for devices routing nmessages to wred
networks, and in particular to high 20 [atency wi red networks such as LAN
networks wi th sl ow connections such as dial up connections, or for other
applications were routing between high speed and | ow speed networks is
required.. [0037] The above-descri bed enbodi nents of the present invention
are intended to be exanples only. Alterations, nodifications and variations
may be effected to the 25 particul ar enbodi nents by those skilled in the
art without departing fromthe scope of the invention, which is defined by
t he cl ai ereto, -13 CLAIM A router for routing nessages
bet ween fé@r@%ﬁ?@gﬁ?%a@ta KBt wueue 300 agishayvn | figure 3 isdiisteative agly; anddh an

transporprabmeethbaql@ufecmaﬁe;k@iﬁﬁjrﬁbéﬂéﬁdﬂ%r@ﬁﬁéﬁﬂi@ga BnS ARAWR 5i8ke @. %SVi ces

associ ated wit first conmmuni cati ons networ recerving i nc
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nessagesn"frp _ %8%%%'8%‘!% bydferses, and having a storage for storing
T anspor oL el L O e S e foel HSR YR s Bl ol Sach

transport_ | ntertace, t he transport n
per si'st e?fithe copisgllerdRd. aaafiagted wittassdianspdrt aitetfalanindiostet dyfrefersed al i zi ng
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e

i based. i ned ) | ai
D o e w0 BEAHS xo BRBSHin B oF e Symnton, Inarions cortssémarisr the imventon -
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directin t least one of the transport interfaces to retrieve t he
per gi%st e%tdﬁ @%&%W'%ﬁlﬂf]@ﬁp%é@& hér traspentivdiytbatiesladgdise seri al i zed
t her et o dagcassing h i ce urin hyt down
t her eof .mB(.: 'I§hﬂeg T gﬁ??@%f&@r}%ﬁmﬁn%ﬁmﬁg er gakwt%tés%c%ts??Pﬂer‘b‘?rm‘iag?‘ga? Step
shut dow?Ws thenrocesmegmomenices with sletectionntian irependieg failes HOMS Aceist em
interta O : ort interfaces for receiving froma second
comuni gﬁﬁ?ons 5;1% &griﬁg?f ﬁ%é 33?8’5i"ﬁanﬁgggl@gﬁesem%?dirr&nﬁ shytdayyrpdelectionis
t r ans porPerformed bycbstcowrt applicatonini4 et inertedRid witsless ansRM inflri-ah 8L Nng
coupked 4 ?‘Om%eFi'Zéﬁf' nterface for Sd(ﬁrlec'tl ng the systeminterface to route
t he ‘out §di ng s FPRamerErsHrh datedion @erd e gradertyuganiterings por t
i nt er f aepplicttioes residenttdreeifisr bRBOtH sfanFdyst ird %Hfiﬁt%ﬁfaHQQQB%{)le&%Htﬁﬁl ¢

e persistent's 8Fage

shut dovvq %hﬁéeof. 4, l2ghe router of claim1l whereint
and t he 'BFahdPBrdcesh2OPmae inpeme smbadirpeeisebe somerernsegdyatay of igtentibnal
conput eicpetdiet adtivateROSHIRESAS ik i [ ort interface is
configured_to determ ne, dur= ngrdghﬁﬁbwg?%ﬁﬁg%%%eiesgR%%SW“ 15%"{ Oﬁ'

line for maintenance or replacement purposes.

20 [0028] As indicated in step 203, upon commencement of shutdown process 200, the
affected wireless transport interface 128-A stops accepting any new data packets from
either the wireless connector system 102 or from any mobile devices 106. Upon
detecting that the affected wireless transport interface 128-A is not accepting any
packets, the wireless network interface adaptor 130 is configured to redirect incoming

25  data packets from mobile devices 106 to one or more other wireless transport interfaces
128-0, or, if an alternative wireless transport interface cannot be found, then send an
error code back to the sending mobile device 106. As indicated at step 204, the other



L at | east sone pendi ng nessages can be stored at the persistent shutdown
storage, and if not, to store the at | east sone pendi ng nessages at a
persistent storage local to the at | east one transport interface. 5. The
router of claim1 wherein the transport interface sends out at |east sone
of the pendi ng outgoi ng nessages to the communi cati ons devices during an
initial duration of the shutdown of the transport interface, and then
wites at | east sonme of the renmaining pending outgoing nessages to the
persistent storage during a second duration of the shutdown. 6. The router
of claim1l wherein the pending nessages are sel ected based on a

determ nation of which of the pending nessages are required to be sent to
t he conmuni cati ons devices by the router to avoid an incorrect
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storage ¢ The ,met hod of cl aim8 includi
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wr i tithg heheondiguraids tind otheer pe adyitie j fos - t hen

writing Wd R l,east somFr endi ngnﬁlggggfﬁg L{Sgdetléggtréghﬁ%fe eﬂ]dg?féaﬁ"]ftdﬂ!al to

the intertace ’E@r‘r‘ﬁﬁﬂ%ﬁ?‘.’ %98 suph&siarieample, i moniiated operatingehat RP6righks

noni t or iofdhepirekss § frftd ) r interface conponent and

directin ] '}tm-oj n mﬁé‘sgﬂgﬁé% péfar%&ﬁ%rﬁg%ﬁﬁ @%ﬁ%@??%@é’"@% onent to

anot her HIBAREMINGY ertaried goafisdndinativel ofteheeetbiv drat te iOBEF SHutdSwe ARibh ONS

i ndi cat qoe3ghut . f conponent. 11. The nethod of claim
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t her ef r gabstantially go over its normal operating transmission to mobile rate. During the initial
shutdown duration (step 205), the wireless transport interface 128-A is configured to

prioritize the contents of the outgoing to mobile queue 304, with status messages 314

for mobile devices 106 that are tracked as currently being active within the coverage of
wireless network 104 being prioritized over status messages for known out-of-

20

coverage
devices. Status messages that are required to avoid lost data packets are further
prioritized. Normal email messages 312 in the outgoing to mobile queue 304 will
generally be ignored in one embodiment, as the wireless connector system interface

25 120 will be configured to resend such messages through other wireless transport

interfaces 128-0 if an acknowledgment is not received from the affected wireless
transport interface 128-A within a predetermined time.
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9 queue 304 that were not sent out during step 205. Critical status messages include
those messages that need to be saved to avoid lost messages More particularly, the
affected wireless transport interface 128-A starts serializing the critical status messages
to the database 124, along with time stamp information that indicates the time of |
wireless transport interface 128-A shutdown. In one embodiment, if the wireless
10 transport interface 128-A is unable to comrhunicate with the database 124, it will
serialize the critical status messages to a predetermined file in its own persistent
memory (for example its hard drive), so that the information can be retrieved in the
future. The second shutdown duration preferably lasts until alt the critical status
messages have been serialized (after which the affected wireless transport interface
15 128-A can be shut-down, as indicated by step 208), unless the wireless transport
igterface 128-A crashes first to such an extent that it can't compilete the process.
[0032] Turning now to the incoming from mobile queue 302, during the shutdown
duration, the affected wireless transport interface 128-A serializes to the database 124
the state of all incoming from mobile email messages 306 and status messages,
20 including but not limited to receive message acknowledgements 308, and error code
acknowledgements 310 (step 207). More particularly, the wireless transport interface
128-A writes all incoming status messages that are in the mobile quaue 302 to a
selected file in the database 124. The saved status messages are time stamped with
the shutdown time. For email messages 306 that are in the queue 302 that have not yet
25  been written to the database 124, including incomplete messages for which the wireless
- transport interface 128-A was still waiting for at least one more packet, the WIreIess
transport interface 128-A writes an error message to the database file. The error
message, which is date stamped with the shutdown time, includes sufficient information
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10-u allow an error code message to subsequently be sent back to the originating mobile
device 106. If the database 124 is unavailable during the shutdown, the wireless
transport interface 128-A will write the information about queue 302 to its own perSIstent
memory, for example a local hard drive, under a predetermined file name, so it can be

5 retrieved at a latter time.

[0033] In one example embodiment, the monitoring application 132 of controller 122
periodically poles wireless transport interfaces to determine if they are still operating.
Upon shutdown (step 208) of the affected wireless transport interface 128-A, the
controller detects that the wireless transport 128-A is no longer operating, and as

10 indicated at step 209, the controller 122 instructs the wireless connector system
interface 120 to redirect any new incoming data packets from wireless connector
system 102 that would otherwise have gone to the affected wireless transport interface
128-A to instead go to one or more other wireless transport interfaces 128-0.
[0034] At the completion of shutdown of the affected wircless transport interface 128-

15 A, the serialized state information that has been stored at the database 124 can be
retrieved and used by other wireless transport interfaces 128-0 (step 211), as assigned
by controller 122 (step 210), to replicate the shutdown wireless transport interface 128-
A. For example, a selected replacement wireless transport interface (WTI) 128-0, or a
number of selected replacement wircless transport interfaces, can be instructed to

20 retrieve from the database 124 all of the critical status messages 314 that were saved
during step 206, and to send the critical status messages 314 out to the addressed
mobile devices 106. Preferably, the retrieved data is worked in over time into the regular

 traffic stream transmitted by the replacement wireless transport interfaces 128-Q, in

order to avoid flooding the network or disrupting the regular traffic stream. The

25  replacement wireless transport interface 128-0 also retrieves from the database 124 the
error code messages that were generated d.uring the shutdown procedure in respect of
undelivered incoming from mobile device messages 306, and send such error code
messages to the originating mobile devices. The replacement wireless transport
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109; 100/;{& (r?m!tmp@l@w&&ﬂ(a)ngg}hié}'e]:;?l?wai%?ﬂ?&ife?ﬁré%?fggépt(eﬁ?!c? I1 28-0 when
}/2 0 }/00_ Py E%o&fﬁi&éé@{%eﬁg%& . atdlgi h(e)s be}en c@i‘wgped', or, if successful)delivery does not
9  occur, after a predetermined time interval (for example several weeks).
[0035] It will be appreciated that the shutdown and replication procedure herein
described will reduce the number of lost messages as critical status messages that
cannot be sent out during shutdown are stored so that they can subsequently picked up
and sent out by a replacement component. The embodiment described above in respect
10 are in respect of a mobile device assumes a sent message has been successfully
received unless the mobile device receives an error code. However, in some networks,
the maobile device may need to receive an acknowledgement even for successfully sent
messages, and in such networks, any unsent acknowledgements in outgoing to mobile
queue 304 are also serialized during the shutdown procedure as critical status
15 messages and then subsequently retrieved and sent by a replacement wireless
transport interface 128-0.
[0036] It will be appreciated that the process described above in respect of a wireless
transport interface 128 relates to a wireless network, the process could also be
performed for devices routing messages to wired networks, and in particular to high
20  latency wired networks such as LAN networks with slow connections such as dial up
connections, or for other applications were routing between high speed and low speed
networks is required..
[0037] The above-described embodiments of the present invention are intended to be
examples only. Alterations, modifications and variations may be effected to the
25 particular embodiments by those skilled in the art without departing from the scope of
the invention, which is defined by the claims appended hereto.
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1. Arouter for routing messages between communications networks, including:

a persistent storage; and

an transport interface for sending outgoing messages to communications devices
associated with a first communications network, and receiving incoming messages
from the communications devices, and having a storage for storing pending outgoing

_ and incoming messages for subsequent sending by the transport interface, the

transport interface being coupled to the persistent storage and having an associated
shutdown module for serializing at least some of the pending messages to the
persistent storage during shutdown of the transport interface, the transport interface
being configured to, during shutdown, select pending messages for storage to the

persistent storage, based on predetermined criteria,

2. The router of claim 1 including a plurality of the transport interfaces operating
simultaneously, and a controller coupled to the transport interfaces for directing at
least one of the -transport interfaces to retrieve from the persistent storage for
subsequent sending the pending messages serialized thereto by a further one of the
transport interfaces during shutdown thereof.

3. The router of claim 2 wherein the controller monitors for shutdown of the
transport interfaces,_ and the router includes a system interface coupled to the
transport interfaces for receiving from a second communications network the outgoing
messages for routing through the transport interfaces to the communications dewces

~ the controller being coupled to the system interface for directing the system mterface
to route the outgoing messages to the communications devices through transport
interfaces other than the further fransport lnterface upon detecting a shutdown thereof.

4. The router of claim 1 wherein the persistent storage and the transport interface

are each implemented on separate digital computers that are connected by a network,
and the fransport interface is configured to determine, during shutdown routine, if the
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the at least one transport interface.

5. The router of claim 1 wherein the transport interface sends out at least some of
the pending outgoing messages to the communications devices during an initial
duration of the shutdown of the transport interface, and then writes at least some of
the remaining pending outgoing messages to the persistent storage during a second
duration of the shutdown.

6. The router of claim 1 wherein the pending messages are selected based on a
determination of which of the pending messages are required to be sent to the
communications devices by the router to avoid an incofrect determination by one of
the communications devices associated with the first communications network of the

status of a message originating therefrom.

7. A method for shutting down a router interface component that is configured to
send outgoing messages addressed to communications devices associated with a first
communications network, and to receive incoming messages from the
communications devices, the router interface component having a storage to store

pending outgoing and incoming messages for subsequent sending, the shutdown

method including selecting, based on predetermined criteria, messages from among
| ~ the stored pending outgoing and incoming messages and storing the selected
messages to a persistent storage.

8.  The method of claim 7 wherein the router interface component is connected to a

common network with a database at which the persistent storage is located.

9.  The method of claim 8 including a step of determining if the persistent storage at
the database is available for writing the at least some pending messages to, and if not,
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then writing the at least some pending messages to a persistent storage local to the
interface component.

10.  The method of claim 7 including steps of monitoring operating conditions of the

- router interface component and directing outgoing messages away from the router

interface component to another router interface component if the monitored operating
conditions indicate a shutdown the router interface component.

11. The method of claim 7 wherein the predetermined criteria are biased to select
pending messages required to be sent by the router interface component to avoid an

incorrect determination by one of the communications devices associated with the first

- communications network of the status of a message originating therefrom.
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