WO 2012/067492PCT/MY2011/000235 1 A COMMUNICATION SYSTEM BACKGROUND
[00011WIMAX or LTE communications networks are used to provide "last 5 mile" wireless broadband
Internet acc®¥y2@aigMWxeless however, the microwave air traffic between RE8/§EX20E1 8082 8Ke access
point has security vulnerabilities, for example wireless eavesdropping may be possible. The Transport
Layer Security (TLS) protocol is thus commonly used for access authentication. The TLS protocol
however ties the device to a subscriber. 10 (00021 WiMAX or LTE communications networks may also
provide multimedia services using servé&&QOMMUNCATONSYSJEM k. Such multimedia services
typically require one or more security logins. This results in inconvenience for the user as the user will
need to provide at least two different logins to BACHKGRMIMNIZIa services - a login for access to the
WIMAX or LTE 15 communications network, as well as a login for multimedia services. Typical
multimedia bad088dlk may\ViMBXiser XN E contiqunitstionscastwark® e used taprevigenidast for
synchronizing user configuration and information between server components of the backend.
[0003]Beyond mdeisayisalesyivproadband | doieinehicerass neBeints wisglessaldiwweven cthented
using multiple other access modes such as Wi-Fi or fixed line services. Each of these different access
modes typicallyniciowiane aieitrefiic hetweabaths deviercard dbatraraessepoints hasosaawityrder for
communications to take place between devices in a network, each device traditionally is uniquely
associated withvelperabditiesn bl 2Bctople wikslese cavesdoppindemeayicbs, eagsblehetbalevices

will have its WO 2012/067492PCT/MY2011/000235 2
Transport Layer Security (TLS) protocol is thus commonly used for access

authentication. The TLS protocol however ties the device to a subscriber.

10 [0002] WIMAX or LTE communications networks may also provide
multimedia services using servers in the backend of the network. Such
multimedia services typically require one or more security logins. This results in
inconvenience for the user as the user will need to provide at least two different
logins to access multimedia services — a login for access to the WiMAX or LTE

15 communications network, as well as a login for multimedia services. Typical
multimedia backends may also use XML Configuration Access Protocol (XCAP)
as the protocol for synchronizing user configuration and information between
server components of the backend.

[0003] Beyond the usage of WIMAX or LTE, communications networks may

20 also be implemented using multiple other access modes such as Wi-Fi or fixed
line services. Each of these different access modes typically may have their own
authentication and access control frameworks.

[0004] In order for communications to take place between devices in a
network, each device traditionally is uniquely associated with a phone number.

25 Should a user be carrying multiple devices, each of these devices will have its



own unique phone number. Communications links can thus be established by calling at an originating
device the phone number of a destination device. The trend ahead however points towards a
proliferationWPd813¢¥348here each user may have many devices associateBOAYAM 19¥M133fesult in a
multitude of phone 5numbers associated with each user, thus making communications inconvenient.
SUMMARY 10005jIn an embodiment, a wireless comrdunications system is disclosed. The wireless
communications system comprises a network configured to wirelessly connect a plurality of devices
via plurality of PwaedniquRhore diavbero Gammusications finka eaprthis s #stablished i ss
includes a WiMAX or LTE access mode, and wherein the WiMAX or LTE access mode is configured

for device indepalingnataatheriginating evsroine phpneHumResohadrstinaticudrieeatl e may

comprise TTLS. The system may further comprise a database comprising user datasets, 15 each user
dataset configifeadheaschawevesaqinistawandsaa piatiteratiopcplidayisas WhesatRAChdS®herein

the TTLS authentication is performed using the public identity of one of the user datasets. The system
may further coffigyseays manyidericrs assogiated withihime d i ssdtincadmyltitide ahrhensackhaul

network to a core network, and wherein each user dataset is further 20 configured to associate the
user idéntity witvEbelsassesialgd witheRehusenhtipe Jeakibo RarunypigationfRePIERISAtof each
device to the core network. Each user dataset may be further configured to associate the user identity
with one or more devices The private identity ma)g le associated with one of the one or more
devices of the user identity. The private identity may be WO 2012/067492PCT/MY2011/000235 3
automatically gli08fdted ) AR LGPREIMEDbLaNWIfRIEss SORMMMAIGRHONSD BYHRMNS RiBslorhtity of
the user dataset with an identifier selected from the group consisting of the type of one of the one or
more devices of e WiEIRRRaSOMAWIRTIONS nEYSHaRR SR ISRTC Ac oMK HonfgriRdadet, and a

number
wirelessly connect a plurality of devices via plurality of modes of network access,

10 and wherein the plurality of modes of network access includes a WiMAX or LTE
access mode, and wherein the WiIMAX or LTE access mode is configured for
device independent authentication.

[0006] Optionally, the device independent authentication may comprise
TTLS. The system may further comprise a database comprising user datasets,

15 each user dataset configured to associate a user identity with a device
independent public identity, and wherein the TTLS authentication is performed
using the public identity of one of the user datasets. The system may further
comprise an IP multimedia subsystem configured to connect each device via the
backhaul network to a core network, and wherein each user dataset is further

20 configured to associate the user identity with a private identity, the private identity
used for authenticating the connection of each device to the core network. Each
user dataset may be further configured to associate the user identity with one or
more devices. The private identity may be uniquely associated with one of the

one or more devices of the user identity. The private identity may be



5 uniquely identifying one of the one or more devices from amongst the other of the one or more
devices. Optionally, a request for a communication link to a user identity may be sent to all of the
devices assH@2e3MitH%hat user identity. All of the devices associated witPEACH Y28 /WAty may be
assigned a priority value. A request for a communication link to a user identity may be sent to one of
the 10 devices associated with that user identity accordling to the priority value of the device. Each
user identity may be associated with a profile page. Each profile page may comprise a plurality of
public fields vieswibraatigaliidieneratadriynarsialgerithmn.t6ptiopatiatthe rigeritbmimay gasnbing the IP
multimedia subsystem may comprise a server configured to serve the profile pages. Each profile page
15may be servéteugimlia idenditysoftbe Yeetdaiaseiovitb ranadidentiies seleatasthftomoihecgiouns
disclosed. The wireless communication device comprises a communications circuit configured to
wirelessly conreonsistipuefithe type of @nefofdive nnecer sapeesdevinesogithedisarcdetasefur@d to
authenticate a user with a user identity of a 20 communications system, wherein the device is
configured to anvedebeferenichdbeceniprobiaaseidévcesuet thecHsee Jatasebirnsh acBubar
communications link to any of the user identities currently logged into the device are received by the
device.5WO 201rB@6sty dderdifying zoe afdbessne [0oTeiDp SisvisEs tierdcamaenast thetethelofiprise
an interface for a network- based address book, stored on a remote server and accessible via the
device. The detiheeanayofunhee denigescQptionalyce feauestinbacorysyrigationslitddr, atdsed on a

remote server and accessible via the device The device may also
identity may be sent to all of the devices associated with that user identity. All of

the devices associated with each user identity may be assigned a priority value.
A request for a communication link to a user identity may be sent to one of the
10 devices associated with that user identity according to the priority value of the
device. Each user identity may be associated with a profile page. Each profile
page may comprise a plurality of public fields viewable depending on a friend
status with the associated user identity. Optionally, the IP muitimedia subsystem
may comprise a server configured to serve the profile pages. Each profile page
15 may be served using a schema.
[0007] In an embodiment, a wireless communication device is disclosed. The
wireless communication device comprises a communications circuit configured
to wirelessly connect via plurality of a modes of network access, a secure login
interface configured to authenticate a user with a user identity of a
20 communications system, wherein the device is configured to allow concurrent
association of a plurality of user identities, wherein request for a communications
link to any of the user identities currently logged into the device are received by

the device.



5 further comprise an interface for a network-based address book, stored on a remote server and
accessible via the device. The device may further comprise an interface for a locally stored address
book, wheréNP2¢B1 e locally stored address book is stored on a remAETEMY2H 400235
refreshed/synchronised with the locally stored address book. The remotely stored address book may
be 10stored using XCAP, and wherein SyncML is used#o refresh/synchronise the remotely stored
address book. [0009]In an embodiment, a method of registering a wireless communication device is
disclosed. The [#888bd of @ijiensilygtherdevies may funthieasompesr ardntgrfaes fasrmoetwgrk-
communication device via a wireless access network, 15 registering the device on a multimedia
sub-system usiRgsedorAiesD bioakiclate@oma seroniensarsasandraceassidgcviaviitetidevislimon
public identifier, and requesting a communication link with the device according to the common public
identifier and a Thend@yicedvay duithenconprseaarittetfaserdaraactuokdanad aidnegs hooktood
from the 20following detailed description taken in conjunction with the accompanying drawings and
claims. BRIEF Berdrap A eainole sevesBad/ accss el Vi themierdceo rh predavicte gy alsg of the
present disclosure, reference is now made to the following brief description, taken in connection with
WO 20%2/0674brther sommisg caninterface for a network-based address book, stored on a

remote server and accessible via the device. The device may further comprise

an interface for a locally stored address book, wherein a copy of the locally

stored address book is stored on a remote server and refreshed/synchronised

with the locally stored address book. The remotely stored address book may be
10 stored using XCAP, and wherein SyncML is used to refresh/synchronise the

remotely stored address book.

[0009] In an embodiment, a method of registering a wireless communication

device is disclosed. The method of registering a wireless communication device

comprises connecting a communication device via a wireless access network,
15 registering the device on a multimedia sub-system using a common public

identifier and a common password associated with the common public identifier,

and requesting a communication link with the device according to the common

public identifier and a common password.

[0010] These and other features will be more clearly understood from the
20 following detailed description taken in conjunction with the accompanying

drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] For a more complete understanding of the present disclosure,

reference is now made to the foliowing brief description, taken in connection with



5 the accompanying drawings and detailed description, wherein like reference numerals represent like
parts. [0012]FIG. 1 is a schematic drawing of a communication system according to an embodiment of
the disclosufe0 3R9GIHIE. 2 is a schematic drawing of the core network ofREE/MORAMMLMEAIoN system
of FIG. 1. [0014]FIG. 3 is a flow chart showing a method of registering a device with the
communication system of FIG. 1. [0015]FIG. 4 is a flowdchart showing a method for establishing a
10communication link between devices of the communication system of FIG. 1. 10016]FIG. 5is a
schematic dravifi) Accempanyingdraxings: Rndhdelailedudrsarintienstwheseindike. mferanceD
DESCRIPTION [0017]It should be understood at the outset that although illustrative 15
implementationBWnefaisfepaeestliedn@dsis are illustrated below, the disclosed systems and
methods may be implemented using any number of techniques, whether currently known or not yet in
existence. The W8tdsureRfBuldishahscheynadicidiawing wkallgemmuaitatinmeystens recanigdinggs, and

techniques illustrated below, but may be modified within the scope of the
to an embodiment of the disclosure.

5 [0013] FIG. 2 is a schematic drawing of the core network of the
communication system of FIG. 1.
[0014) FIG. 3 is a flow chart showing a method of registering a device with
the communication system of FIG. 1.
[0015] FIG. 4 is a flow chart showing a method for establishing a
10 communication link between devices of the communication system of FIG. 1.
[0016] FIG. 5 is a schematic drawing illustrating a user dataset for the
communication system of FIG. 1.
DETAILED DESCRIPTION
[0017] It should be understood at the outset that although illustrative
15 implementations of one or more embodiments are illustrated below, the
disclosed systems and methods may be implemented using any number of
techniques, whether currently known or not yet in existence. The disclosure
should in no way be limited to the illustrative implementations, drawings, and
techniques illustrated below, but may be modified within the scope of the
20 appended claims along with their full scope of equivalents.
[0018] As the number of devices that are capable of providing
communications services increases; users may carry multiple mobile phones.

Also other devices such as digital cameras or MP3 players or home appliances



20appended claims along with their full scope of equivalents. [0018]As the number of devices that are
capable of providing communications services increases; users may carry multiple mobile phones.
Also other dW@GEE24163H93s digital cameras or MP3 players or home appliarREeEMy2911/000235
2012/067492PCT/MY2011/000235 6 such as refrigerators or televisions may also require
communications connectivity. Thus each user may have wireless connectivity via many devices.
100191 The present disclosure thus contemplates providing convenient access to the multiple devices
associated withsegbh @ser refiigeratprse @indelexisionscuraayndalseicseguissticommuicationte
devices may be access agnostic. Each user may be associated with a single user profile that provides
connectivity to apnneciditethits eaekhcdsaitmachave wiralessittarettividy ¥iaanasydakicesess.
Taking Voice-over-1P (VolP) as an example, such a user profile may be associated with multiple phone
numbers. Callid@M3y of tHdehdresanhbdisclasusesdbuge contemiplstese punviding| thenyevian
associated with the user ringing. The user may then accept the call on any of the ringing devices
without additior@gcegito thegmuttipte demices: assosiatacbwitit eacly usey.ofistambegene in a
communication link between users. [0020]In certain embodiments, the association of each user with a
single 35 profilgaeiEtard Weviearagnaslisgravaat, -andsiepdeviges maydie 1agaesh agnesiie in
order to have network access, as well as access to the multimedia services provided by the network.
Such a single |&asMHSEHERYIIEnAssaciaied with itasitele sisardiralile dhat rovidre cannaetivity
example, the Tunnelled Transport Layer Security (TTLS) protocol. 20[0021]The conceptual association
of each user witd @ thendevisasirssariated it shenyseibacmss idfiereationaday PirtRetwkance
the concept of unified communications. Each user may be associated with one or many user identities
taking the form@Bqesexkaing, YRise=avemiiz YR A% 26 exeniplensyobeauset pfetievmayheor

many devices. Each device also may be associated
associated with multiple phone numbers. Calling any of the phone numbers

10 associated with a user results in all the devices associated with the user ringing.
The user may then accept the call on any of the ringing devices without
additional logins. This may thus result in a secure and easy way of establishing a
communication link between users.

[0020] In certain embodiments, the association of each user with a single

15 profile may take the form of a single login — a user provides a single login on a
device in order to have network access, as well as access to the multimedia
services provided by the network. Such a single login may be implemented at an
enhanced level of authentication security with for example, the Tunnelled
Transport Layer Security (TTLS) protocol.

20 [0021] The conceptual association of each user with his or her user
identifiers, devices and subscriber information may further enhance the concept
of unified communications. Each user may be associated with one or many user
identities taking the form of for example, phone numbers. Each user identity may

be associated with one or many devices. Each device also may be associated



WO 2012/067492PCT/MY2011/000235 7 with multiple user identities. In other words, certain devices
may be configured to be associated with multiple user identities, in which case these devices may be
reachable bYVBI3¢1a§6d4¥8nnection to any of the multiple user identities ass@&ANY ¢t ser profile.
5100221 Turning now to FIG. 1, a schematic drawing of a communication system 100 according to an
embodiment of the present invention is shown. The corhmunication system 100 comprises a plurality
of network appliances 120a - 120g and a plurality of access points 130a - 130c that communicate with

each other usinWitifayltipleryssrddgpitiesdmotherwandsaeedain dryicesggaydesentiosrgdion

variety of devices known to a skilled person, for example mobile devices such as mobile phones or
laptop computd?s, assaiaiatediwith muttipleureisidantities cithwhich sasgthegedteyicesmandis or
gateways to client local area networks (LANSs). It however is envisaged in a preferred embodiment that
the network apffiacikesla2by -placien:a KepRestierariomanye efe\the s Maliple a usefordertitiens similar
to that of a mobile phone. Also, the access points 130a - 130c may be any of a variety of wired or
wireless acces@gneiatraomith thenasaamsafiiRrson. The access points 130a - 130c may for example
be, as illustrated in FIG. 1, wireless access points such as WiMAX or LTE base stations 130a, 130b or
Wi-Fi bse statl8822130c. TABIG0EW, tﬂhé)ﬁqoaeg obetiranaiic adrawingueh 20 caMMyicatian
Downlink Packet Access@&HSDPA', General Packet Radio Service (GPRS) or satellite connection may
be used. OptioS¥#ERhd mﬁgmgqmem@%mw SEthePreeant sestionis shawas fde
example Digital Subscriber Lines (DSL), telephone lines or power-line intemet. WO
2012/067492Pcammurigatiooodstenod rentisasamaralityinfanetwark@ppligagess R de of
access, it is envisaged that appliances which do not have built-in WiMAX or LTE access capability

may gain WiMARQgG eng adgbEalityiaf acerptRrite EiRes RAGhrtreemmunicaie WitnesX or

LTE router 162. The WIMAX or LTE router
other using Internet Protocol (IP). The network appliances 120a — 120g may be

10 any of a variety of devices known to a skilled person, for example mobile devices
such as mobile phones or laptop computers, or alternatively, static devices such
as computer servers, desktop computers or gateways to client local area
networks (LANs). It however is envisaged in a preferred embodiment that the
network appliances 120a — 120g may be proprietary mobile devices having a

15 form factor similar to that of a mobile phone. Also, the access points 130a - 130c
may be any of a variety of wired or wireless access points known to the skilled
person. The access points 130a — 130c may for example be, as illustrated in
FIG. 1, wireless access points such as WiMAX or LTE base stations 130a, 130b
or Wi-Fi base stations 130c. Alternatively, other modes of wireless access such

20 as High-Speed Downlink Packet Access (HSDPA), General Packet Radio
Service (GPRS) or satellite connection may be used. Optionally, the access
points 130a — 130c may also be wired connections such as for example Digital

Subscriber Lines (DSL), telephone lines or power-line internet.



5 162 is capable of sharing a single WiMAX or LTE connection with multiple appliances. In the
example illustrated in FIG. 1, the network appliance 120f uses the CPE 160 to gain WiMAX or LIE
access and W@ Wadoritddppliances 120c-120e share a WiMAX or LTE conREdHMY YSiB0RSrouter
162. [0024]The access points 130a - 130c are interconnected by way of a 10 backhaul network 110.
The backhaul network 110 uses the IP protocol for confiections. The backhaul network 110 typically
has a high connection bandwidth and may comprise wired and/or wireless connections. The backhaul
network 110 al{8@3hnectdtthepase whares\WAMAX pxdelik is disechasvarinede. afiaceess nidtisork
150 is comprised of a network of interconnected servers 15 responsible for providing services such as

user registratio@Ryigaget hat epliantes whigh deunchhave duiilidasViMSiioely, TheantrssX or

LTE access points 130a, 130b and the associated backhaul network 110 may be referred to as the
WIMAX or LTE ¢apaPiitteBiaegaifk WiMAXo0opslie meeess aisingnseLCustemean iyemisgpically
associated with 20 subscribed users 140a - 140c. In FIG. 1, the network appliance 120b is associated

with a subscrib&SivpBIEAtIGRE)HSA8 WEYARa aedd Edotiter A62 afdre JNIMA% @i lithEaraterr

subscribed User B 140b, while the network appliances 120e - 120g are associated with a subscribed
User C3140c. St87e sppanable; ofushatp®asiaimit¥iMAX nesré Tikacenaastion fwitexamuitilehe WO
2012/067492PCT/MY2011/000235 9 network appliance 120e is associated with both subscribed User
B 140b and Usé@pPelianoes.1iotre examplenflvsirateshisnfdf drdhenpetvark eprlinaesdtR0fases the
communication system 100 of FIG, 1. The core network 150 is comprised of a 5 plurality of servers
each responsibie&dr BRovifithipaaain, MMAde ek bk Rocess\and Hir metwe itk anplianeesotR@pology
illustrated in FIG. 1 is only an example and other network topologies may be used. For example, the

core network 158085haeeca \NBARK a5 EremnechorHsing theorautesd @ultiple redundant

connections. Alternatively, the core network 150 may also be connected to the 10backhaul network
110 across a si[@%‘@atevﬂl@ RASEESTROIBEY e 1ROA oTk 13 carspiRiescanneetrchtRvtway Aekndrization

and
10 backhaul network 110. The backhaul network 110 uses the IP protocol for

connections. The backhaul network 110 typically has a high connection
bandwidth and may comprise wired and/or wireless connections. The backhaul
network 110 also connects the access points 130a — 130c to a core network 150.
The core network 150 is comprised of a network of interconnected servers
15 responsible for providing services such as user registration and authentication,
call routing or multi-media services. Collectively, the WIMAX or LTE access
points 130a, 130b and the associated backhaul network 110 may be referred to
as the WiMAX or LTE radio access network (RAN).
[0025] The network appliances 120a — 120g are typically associated with
20 subscribed users 140a — 140c. In FIG. 1, the network appliance 120b is
associated with a subscribed User A 140a, the network appliances 120c — 120e
are associated with another subscribed User B 140b, while the network
appliances 120e — 120g are associated with a subscribed User C 140c. Some

appliances thus may be associated with more than one user, for example the



Accounting (AAA) server 210. This server is responsible for authenticating the network appliances
120a - 120g and then allowing appliances which have passed authentication access to the
communicaN? 243tee¥9D0. The AAA 15 server 210 is primarily used to cotfiIMRECHEIHN3the
WIMAX or LTE access points 130a, 130b. However, a common AAA server 210 may be used to
control access for all the different access modes in a uflified manner. In the latter case, the AAA server
210 controlling access via the WiMAX or LTE access points 130a, 130b may be the same server

controlling accewtwork\apnlianessd 20mis asseciated!/witbtihothyvsebisonbedrdises & dddbpands.

100281The core network 150 also comprises a Content Services Gateway (CSG) server 276 and a
Billing and Revdsee ifhbgement (BRM) server 278. The CSG server 276 and the BRM server 278
work together to perform subscriber usage metering and billings. The CSG server 276 serves as a

WO 2012/067499261T/M¥1G1 2 osisngs aosghematiovdrewing fofrtketreoretnahuedyd dlbekithe

according to the operator's usage and pricing strategy. The usage measured for each subscriber is
sent to the BRMasamunizabomisysien $60vef F16 tHenTba osgcratworks dfd dsseomprised of @ach
subscriber and bills the subscriber. The CSG server 276 may 5 be from a vendor like Cisco Systems
Inc. while the Brtwiatityef Seerseachfiasponaihin fkerovibnrg acsanise. cERe skidederseaner 276
communicates using the GPRS tunnelling protocol (GTP) while the BRM server 278 communicates
using the Diamwillundesstandthes teaegiotopologydliustiatrd ind-4er/bis, enitiggerample
implemented between both servers to perform two-way interpretation of 10 the communications

between the setierother aciwgile palegiesumaycbe aised. thercpantileldtierarese mebverk 150

may be connected to the backhaul network 110 across multiple redundant
connections. Alternatively, the core network 150 may also be connected to the
10 backhaul network 110 across a single gateway.
[0027] The core network 150 comprises an Authentication, Authorization and
Accounting (AAA) server 210. This server is responsible for authenticating the
network appliances 120a — 120g and then allowing appliances which have
passed authentication access to the communication system 100. The AAA
15 server 210 is primarily used to control access via the WIMAX or LTE access
points 130a, 130b. However, a common AAA server 210 may be used to control
access for all the different access modes in a unified manner. In the latter case,
the AAA server 210 controlling access via the WiIMAX or LTE access points
130a, 130b may be the same server controlling access via Wi-Fi access points
20 130c and/or other wired and wireless access points.
[0028] The core network 150 also comprises a Content Services Gateway
(CSG) server 276 and a Billing and Revenue Management (BRM) server 278.
The CSG server 276 and the BRM server 278 work together to perform

subscriber usage metering and billings. The CSG server 276 serves as a



[0029]The core network 150 also comprises a Dynamic Host Configuration Protocol (DHCP) server
258. The DHCP server 258 is responsible for allocating IP addresses to the network appliances 120a -
120g. This i¥@ce28e#482ily 15 during device registration when an appliancBGEMORAId99823access to
the communication system 100 via WiIMAX or LTE. It is however envisaged that the DHCP server 258
may not be used exclusively for WiMAX or LTE accesd0in which case a single DHCP server 258 may
be used to allocate IP addresses across multiple modes of access. 20[0030]The core network 150
further also corgptewaygrinhiceetforms| theghotud OERge metering accorlirgto-the Xperater SCE
272 is responsible for monitoring end-to-end traffic QoS measures between the core network 150 and
the network appsageesri @ricing Giradegyell he peage)measQied folierchasdbserbeysitosert tsuters
and/or switches. The HA 274 serves as a static point of WO 2012/067492PCT/MY2011/000235 11
contact on the thee BBMaskrys0 28&hd hetBRMappricarc@Zd 2ben tainyiaies dhe susageotosifpliance
were to switch to a different access network, traffic can still be conveyed between the core network
150 and the netnguivegbiaaschitbseribrrandidils it subsoritver, The doRGCheensek 260 mey
comprises an IP Multimedia Subsystem (IMS) 250 which is connected to the backhaul network 110.
The IM$ 250 chefrsesaapndatilikefGisoeBysteints ingewhile tbeiBRM senvenid B mayheifjosach as,
but not limited to, Voice-over-IP (VolP), Instant Messaging (IM) and information synchronization.
10100321 The I¥gepdorclikepbsadetrcolmibie casestiriGPGoerver 6o CBIOCRRRAISIRG 260.

The CSCF gateways 260 serve as an initial point of contact for the network appliances 120a - 120g to
access the IMSPSGRR& dunagllironuipisieot EEFP) mdileibe d3RMiseves 269 remmeicatesthe

gateways may be configured such that different modes of access utilize different gateways.
15Alternatively usingNte BiametgrpwivemgRince Oiffgeaatpriptosolis rie tsgd for the servers, a

bridge is implemented between both servers to perform two-way interpretation of

10 the communications between the servers. An example of such a bridge may be
the Openet Platform software.

[0029] The core network 150 also comprises a Dynamic Host Configuration
Protocol (DHCP) server 258. The DHCP server 258 is responsible for allocating
IP addresses to the network appliances 120a — 120g. This is done primarily

15 during device registration when an appliance negotiates for access to the
communication system 100 via WiMAX or LTE. It is however envisaged that the
DHCP server 258 may not be used exclusively for WiMAX or LTE access, in
which case a single DHCP server 258 may be used to allocate |P addresses
across multiple modes of access.

20 [0030] The core network 150 further also comprises a Service Control Engine
(SCE) 272 and a Home Agent (HA) 274. The SCE 272 is responsible for
monitoring end-to-end traffic QoS measures between the core network 150 and
the network appliances 120a — 120g, as well as propagating QoS policies and

settings to the routers and/or switches. The HA 274 serves as a static point of



modes of access will utilize the common CSCF gateway 260. [0033]The IMS 250 also comprises a
Home Subscriber Server (HSS) 252 that is responsible for authenticating users and authorizing access

to the servic¥® gP&Y By the IMS 250. The HSS 252 may have a user infBf v dotdeIHase

separate from that of the AAA server 210. In this case, different user identities may be used to login to
the WIMAX or LTE and IMS networks. 1003410ptiona’|§/, the databases associated with the AAA
server 210 and HSS server 252 may be synchronized with each other. This synchrgnization may be
partial or may tf&ebﬁﬁbfafethﬁ/mfﬁd{ﬁ&vgdﬁéﬁ%ﬁﬁiéh@ﬁ@%ﬂ%ﬁ&%@@%ﬁ2(%— 1209 so that
2012/067492PCT/MY2011/000235 12 respectively contain only data fields relevant tg its associated
server, whilst stiPREWOEARREINGS WerE 4. sxiteh to.a difierentassessaetworkdiatficfmn sl aaa

server 210 may contain data fields specific for network access control, as well as general user
information anobﬁé?%gyfgzbrﬂ%’ﬁ {26 CRIE, Rrtwork Fégt?@dtéhﬁﬂg%erbs%ﬁ’ﬁ%rﬂ%qmﬁm%n to

the general user information. In such a case, only the general user information is synchronized
between both dAEFYEYOMBY synchronizing the databases of the AAA server 210 with the HSS server

252, a common login may be used for WiIMAX or LTE access and IMS access, thus providing the
advantage of aldfthk Iogﬁ‘.‘w@hg@%ﬁﬂrﬁd‘mrhe%% aa\!%%r(fBrBHfﬁeﬁisqagiWIMWb%%@Nord

Uoed for autom SHRPIGHTTS (BUSERRL IS DB AT e S S A e BFAc] b VS E

254 250 comprises a plurality of servers which together provide multimedia
functionality such as, but not limited to, Voice-over-IP (VoIP), Instant Messaging
(IM) and information synchronization.

10 [0032] The IMS 250 comprises one or more Call Session Control Function
(CSCF) gateways 260. The CSCF gateways 260 serve as an initial point of
contact for the network appliances 120a — 120g to access the IMS 250. There
may be multiple CSCF gateways 260 in the IMS 250 in which case the gateways
may be configured such that different modes of access utilize different gateways.

15 Alternatively, the IMS 250 may use a single CSCF gateway 260 such that all
modes of access will utilize the common CSCF gateway 260.

[0033] The IMS 250 also comprises a Home Subscriber Server (HSS) 252
that is responsible for authenticating users and authorizing access to the
services provided by the IMS 250. The HSS 252 may have a user information

20 database separate from that of the AAA server 210. In this case, different user
identities may be used to login to the WiMAX or LTE and IMS networks.

[0034] Optionally, the databases associated with the AAA server 210 and

HSS server 252 may be synchronized with each other. This synchronization may

be partial or may be complete. With partial synchronization each database may



that is responsible for setting up, maintaining and terminating communication 15links between network
appliances 120a - 120d. Examples of such communication links may be VolP links or video
conferenciny 3 2(B03B The IMS 250 also comprises an IMS server 262. PRE/NISHARWRIHB2 s
responsible for session control and in conjunction with the SBC 254 is responsible for communications
link establishment. The IMS server 262 also 20 serveds a link to the feature servers 256 and/or
application servers 264. [0037] The IMS 250 also comprises one or more feature servers 256 or
application servespétiyelgLortaincanlyadataviekiaTelerant éofdst assotiatixg sctedtjsihilsbtstild
functioning communication links, for example call forwarding or voice mail routing features for a VolP
link. The applichBivingecoensn@@/datan fldids 2052406 exaaiple] /e 2MHt AR 36-kdatediddtim tiitemedia
services such as Instant Messaging, a network based address book, user profile services or user
information syndiarseaven 24 0rafegshabtaiphdatadiclds 3EDifec 1f06 rit®/orkndéecassnecotdrblyids other
existing communication 5 networks by the use of gateways. For example, the IMS 250 allow incoming
links from a PulellSasitgesteniadlegernmfdetvation(REINH® BESS&s268s el widntaie afatze fieltsork
appliances 120a - 120g by having a Multimedia Gateway (MGW) server 266 between the PSTN and
the IMS5250. Fuelatingite IMS 250 iseorigbtsidn additiomtertres g&0dralarsSreisdormaiisdetrCaurtholler
(SBC) 254. The 10 Internet 270 exists outside of the communication system 100 and the Session
Border Controllar (8B€) 24ythihe sgemarals asgatantyrrbatioaeisthsyinBrésizec duetwizearneoth70 for
the purpose of providing voice services. User dataset f0039]FIG. 5 is a schematic drawing illustrating a
user dataset 50fatabdses. By synchronizing the databases of the AAA server 210 with the HSS

server 252, a common login may be used for WIMAX or LTE access and IMS
access, thus providing the advantage of a single login. A single login may require
10 a user to enter his login ID and password only once per session. Alternatively,
this single login identity may be stored on the appliance and be used for
automated logins.
[0035] The IMS 250 further comprises a Session Border Controller (SBC) 254
that is responsible for setting up, maintaining and terminating communication
15 links between network appliances 120a - 120d. Examples of such
communication links may be VolIP links or video conferencing links.
[0036] The IMS 250 also comprises an IMS server 262. The IMS server 262
is responsible for session control and in conjunction with the SBC 254 is
responsible for communications link establishment. The IMS server 262 also
20 serves as a link to the feature servers 256 and/or application servers 264.
[0037] The IMS 250 also comprises one or more feature servers 256 or
application servers (AS) 264. The feature servers 256 provide features for the
establishment and functioning communication links, for example call forwarding

or voice mail routing features for a VolIP link. The application servers 264 then



15 communication system of FIG. 1. The dataset 500 contains the relationships between a user, and
the user's identities, appliances and subscriber information. User B 140b is used as an example in
FIG. 5. The V&¥U3/{dPButes illustrated in FIG. 5, such as e.g. the number BERMWSKIAPINces 510,
the user identities 520 or the subscriber information 530 that is stored, may be varied. 20[0040]In the
user dataset 500 of FIG. 5, the User B 140b is associatéd with multiple network appliances 510
comprising network appliances 120c - 120e. User B 140b is also associated with multiple user
identities 520 cprapidangidtimesdisiserviermesohms Instant/Messaginganse BetwerkepaseqOb is
also associated with subscriber information 530. The subscriber information 530 may WO
2012/067492 P @ddvess0pemooRssr1 prefilexsaipieeso dhrisrestimfiermalionamyncyenizaionadeess
control rights 534. The access control rights 534 in turn may comprise a public ID 536, a private ID 540
and a passwordefeshablesphongsated with the public ID 536 and/or the private ID 540. The public ID
536, private ID 540 and password 538 may be used 5in the method 300 of registering an appliance
with the commuf#38ion sybeniMB02RA: iwilifereenpestad| Math [othe ,exigtipih femmunigatiase
associated with multiple user identities. Taking network appliance 120e as an example, the network
appliange 120enetweskeibyctneseref gatewaysidsasrexaamerl s IMQ 262 atowsinsomiamlinkerk
10appliance 120e may thus be reachable using any of the user identities associated with the user

profiles of Userfomuaip ebligsewitched. T etephgnaNetwerkitR Sihhby tadve egfablished avith onenahay be

stored in a
the network appliances 120a — 120g by having a Multimedia Gateway (MGW)

server 266 between the PSTN and the IMS 250. Further, the IMS 250 is
connected to the Internet 270 by an Session Border Controller (SBC) 254. The
10 Internet 270 exists outside of the communication system 100 and the Session
Border Controller (SBC) 254 thus serves as a gateway between the IMS 250 and
the Internet 270 for the purpose of providing voice services.
User dataset
[0039] FIG. 5 is a schematic drawing illustrating a user dataset 500 for the
15 communication system of FIG. 1. The dataset 500 contains the relationships
between a user, and the user’s identities, appliances and subscriber information.
User B 140b is used as an example in FIG. 5. The various attributes illustrated in
FIG. 5, such as e.g. the number of network appliances 510, the user identities
520 or the subscriber information 5§30 that is stored, may be varied.
20 [0040] In the user dataset 500 of FIG. 5, the User B 140b is associated with
multiple network appliances 510 comprising network appliances 120c — 120e.
User B 140b is also associated with multiple user identities 520 comprising for
example a phone number 522 and/or a user name 524. User B 140b is also

associated with subscriber information 530. The subscriber information 530 may



single database, or alternatively be stored across a number of different databases. In the latter case,
the distribution of data across databases may be 15 done according to data type, for example the
status inforidh B84y be stored in an Instant Messaging server whichAS BApaEMN#the
access control rights 534. The access control rights 534 in turn may also be stored across multiple
servers, e.g. the public ID 536 and password 538 may!e stored in the AAA server 210 while the
private ID 540 and password 538 may be stored in the 20 HSS 252. Optionally, the data may also be
divided into sutfofcexample compaseistates infasnation$32 andioe,asepss waBteoh righte: 634.
implemented using multiple servers which are distributed geographically. Where multiple databases
are used to stordthaceassHentee! tebts Aid IDdundpry-comprisi@ publisdth83G/@ private ID

2012/067492PCT/MY2011/000235 15 multiple databases. The replicated data may thus be
synchronized befflcanddarRassuerh 88 thatcisnasseciated swith dhe i 1R\ 636randies thefied
functioning of the components of the communication system 100. In such a scenario, there 5is a
conceptual Iinkaglé%%fpe@‘?pt-h%%@ﬂ%@a 836y pdvatea 40 andasswarhbd&k mpyikeused 10,
user identities 520, subscriber information 530, user and device status information 532, and/or user

and device acc@s&h@om%hﬂgrﬁggﬁ. RUistelingcan arpianssonditdhe eemmwnicatioatisystsRiem 100

may commonly use the relationships contained in the user dataset 500 for functions 10such as
communication$d@ tiagwilthe deserited latess control, etc. Device Reoistration [0044]FIG. 3 is a flow

chart showing a method 300 of registering a device with the communication system 100 of FIG. 1. The
method 300 coHMdiks theAn appliance may also be associated with multiple user identities.

Taking network appliance 120e as an example, the network appliance 120e is
associated with the user profiles of User B 140b and User C 140c. The network
10 appliance 120e may thus be reachable using any of the user identities
associated with the user profiles of User B 140b or User C 140c.
[0042] The subscriber information 530 of User B 140b may be stored in a
single database, or alternatively be stored across a number of different
databases. In the latter case, the distribution of data across databases may be
15 done according to data type, for example the status information 532 may be
stored in an Instant Messaging server which is separate from the access control
rights 534. The access control rights 534 in turn may also be stored across
multiple servers, e.g. the public ID 536 and password 538 may be stored in the
AAA server 210 while the private ID 540 and password 538 may be stored in the
20 HSS 252. Optionally, the data may also be divided into sub-sets of users for
distribution across databases, for example where a server is implemented using
multiple servers which are distributed geographically. Where multiple databases

are used to store the user profiles, there may be a replication of data across the



15 network appliance 120c to the communication system 100 via the WiIMAX or LTE access point
130a and negotiates for access to the services provided by the IMS 250. Authentication for the access
point 130a W8 WEMB50 may be performed automatically without user iRERNMNRBH8)023Ing stored
login identities. This method 300 may also be implemented without the use of a SIM card. 20 [0045] In
310, the process of registering the network appliance 1%0c is initiated by the network appliance 120c.
The initiation may occur automatically for example when the network appliance 120c is powered up, or
alternatively mé&uiiplesiatabasesy Wi fenticated glatdomayoluss ker&yRetrenizrdcbeiveamtation
system 100. WO 2012/067492PCT/MY2011/000235 16 [00461In 320, the network appliance 120c
authenticates idalah@gethe AAA server 210. This is done using phase Il of the Tunnelled Transport
Layer Security (TTLS) standard as the Extensible Authentication Protocol (EAP). The EAP- TTLS
authentication t984Bk dorddesrpasptehmpeekitatasel RP6 deavmRermitthedyied iBinchianingnts
5281, Network Working Group, http://toolsietforg/htmOfc5281", the contents of which are incorporated
herein by refer&hdbe[components ob the comymypigatian syatem 100 larkrsh aserstanadergypted
and transmitted from the network appliance 120c to the MA server 10 210 via the WiMAX or LTE
accesspoint 1392 ¢ARCERbAR! inkagecbrivEsnienarhserpdbsesHMRandithe dsperiatet) and
the password is associated with the public ID. There thus may be greater security against wireless
eavesdroppersngvwgtl annlisnses &l siser idaptitigsnagthesybsganaHRfomation R30roYREE the

advantage of device independence as no hardware or 15device dependent identities are used.

[0048]In 330, t1RRd oS statvs Afrmation 8. AR/ er yaerand gdenjee access control rights

534. All or some of the components of the communication system 100 may
commonly use the relationships contained in the user dataset 500 for functions

10 such as communications routing, status updates, access control, etc.

Device Registration

[0044] FIG. 3 is a flow chart showing a method 300 of registering a device
with the communication system 100 of FIG. 1. The method 300 connects the

15 network appliance 120c¢ to the communication system 100 via the WiMAX or LTE
access point 130a and negotiates for access to the services provided by the IMS
250. Authentication for the access point 130a and the IMS 250 may be
performed automatically without user intervention by using stored login identities.
This method 300 may also be implemented without the use of a SIM card.

20 [0045] In 310, the process of registering the network appliance 120c is
initiated by the network appliance 120c. The initiation may occur automatically
for example when the network appliance 120c is powered up, or alternatively
may be done manually when the User B 140b chooses to register to the

communication system 100.



210 from the network appliance 120c. The AAA server 210 looks up its user information database to
authenticate the public ID and password. If the authentication is a success, the MA server 210 may
then grant tNReEORXREA4Bappliance 120c access to the WIMAX or LIE RANPGDOABAGH 8423 the
network appliance 120c has been granted access to the WiMAX or LIE RAN and the DHCP server 258
then allocates an IP address to the network appliance 0c. Also, the AAA server 210 then starts the
process of usage accounting. WO 2012/067492PCT/MY2011/000235 17 [0050]In 350, IMS gateway
discovery occuf@04bkre the 320w dhe Agiwaiscapplisnceiiie-authenticatesaiterlfswitt the ASAF
gateway 260. The CSCF gateway 260 serves as an initial point of contact for the network appliance
120c to accessseeen3195dhisne deneowrRingmhase I ehthechunaeiedof ransparttbayersHsIoH0 via

the CSCF gateway 260. [0051]In 360, the network appliance 120c negotiates for access to the
(TTLS) standard as the Extensible Authentication Protocol (EAP). The EAP-

TTLS authentication can be done using for example, the method described in
5 “Request for Comments 5281, Network Working Group,
http:/ftools.ietf.org/htmi/rfc5281, the contents of which are incorporated herein
by reference.
[0047) With EAP-TTLS authentication, a public ID and a password are
encrypted and transmitted from the network appliance 120c¢ to the AAA server
10 210 via the WIMAX or LTE access point 130a. The public ID is a login identity
that is uniquely associated with User B 140b and the password is associated
with the public ID. There thus may be greater security against wireless
eavesdroppers as EAP-TTLS is used. Also, it is noted that the usage of EAP-
TTLS may provide the advantage of device independence as no hardware or
15 device dependent identities are used.
[0048] In 330, the public ID and password are received by the AAA server
210 from the network appliance 120c. The AAA server 210 looks up its user
information database to authenticate the public ID and password. If the
authentication is a success, the AAA server 210 may then grant the network
20 appliance 120c access to the WiMAX or LTE RAN.
[0049] in 340, the network appliance 120c has been granted access to the
WIMAX or LTE RAN and the DHCP server 258 then allocates an IP address to
the network appliance 120c. Also, the AAA server 210 then starts the process of

usage accounting.



services provided by the IMS 250. It transmits via the CSCF gateway 260 to the HSS 252 a private ID
and the password associated with the private ID. [0052]In 370, the HSS server 252 receives the
private ID aMPPR4S RO Trom 10 the network appliance 120c. The HSS se®WETA5Y2[Ha0803p5its user
information database to authenticate the private ID and password. If the authentication is a success,
the MSS server 252 may then grant the network appliddce 120c access to the services provided by
the servers in the IMS 250 and send to the network appliance 120c a message informing that access
is granted. Shol0850% authe3RéhtibAS gatewah disaovece ssiaurswhEe 182 nelwonkoapplirneetwork
appliance 120c that access is denied, in which case the network appliance 120c may choose to repeat
step 360 wherel@ficnistpoenidediwitbe theotPnhagddresssabitbe eSS fogatewaye2hbadbe te&Chch
appliance of the communication system 100 20 be associated with a unique private ID. The private 1D
may be used fgatawieyZ6tingriescas; an indialisorsook contast fionshennetwiorieppfianseajglsnce on
the IMS 250. The usage of a private ID separate from the public ID may have the advantage of
decoupling the igpaticers thel Bt 5@nT ieenedworkcappliantstib2demegotiatesiar asraesd@ingic 1D
across both the WiIMAX or WO 2012/067492PCT/MY2011/000235 18 LTE and IMS networks, with
each appliancelM$/RRPvignibe Coiagaewayigdlay enable the concurrent and unique yet related
registration of the different appliances using the same user identity. 100541 The private ID may be
generated autol®@fitdally UBindffn hgomeiwokTarpligncee Wik pegptiates fBoagress dnotked to
the network appliances 120a - 120g. An example of such an algorithm would be to form the private ID
by appending £6aifas fRMMdedbihthadME g0BIidt transmitfevirdha AR (Htasteway #68 tatheer
uniquely identifying the network appliance 120c from amongst the appliances owned by the user, or
alternatively m %ﬁaﬁt@ﬂﬂﬁ@d%ﬁiﬂ'@ﬂ?ﬁ%ﬁf&ﬂﬂ?ﬁ%@ﬁw dhe/prvaig iDLt the network
appliance 120c. For example, in a specific embodiment, the device suffix is a four-letter string
indicating the al9982hce xSIEhEHAIB SGEvEr ARch IeReiuasHthennrivaie Dt Rasamesd drefbeing
automatic and repeatable. Further, as the private ID is derived from the public ID, the user
convehience ofthesigiwadgapplignse redfigelienhtS Ssheauandntgleekarpeits gisaDinferaieax or
LTE access and IMS access. 100551 While the method 300 of registering the network appliance 120c
is illustrated usfiRjakase de sdhenlisatrdbedrivateatd Andrpagssward ol dheraulbentisatienrisspectively

using the public ID and private ID, it is envisaged that a sin?Ie login identity may be used for both
VVIMAX or LIESHe8eRss theddSS gerver 252 may then grant the network appliance 120c access

to the services provided by the servers in the IMS 250 and send to the network
appliance 120c a message informing that access is granted. Should
15 authentication however be unsuccessful, the HSS 252 may inform the network
appliance 120c that access is denied, in which case the network appliance 120c
may choose to repeat step 360 where the network appliance 120c negotiates for
access.
[0053] It is envisaged that each appliance of the communication system 100
20 be associated with a unique private ID. The private ID may be used for
authenticating access to the IMS 250 and may thus uniquely identify an
appliance on the IMS 250. The usage of a private ID separate from the public ID
may have the advantage of decoupling the appliance’s identity from the user

identity. Multiple appliances may share a public ID across both the WiMAX or



20 example of such a single login identity may be the public ID. In such a case, the AAA 210 and the
HSS 252 may use a single user login in order to authenticate and authorize access and the network
appliance 1302 WRWHHAZMIt the same login identity in steps 320 and 360. Y&/ MVRONIPHRIHSS 252
may then perform access authentication using the same login identity in steps 330 and WO
2012/067492PCT/MY2011/000235 19 370. The login d&ta for the AAA 210 may be synchronized with
the HSS 252 of the IMS. Using a similar user login for both WiMAX or LTE and IMS access may

enable the contdit ¢ng SM§ienetmerksdwithyeaehy appliance havingagdipiqusepoyateddnddishile
still decoupling of the WiMAX or LTE mode of access from 5the IMS system. [0056]Certain appliances

may be configumaytenatie shetoncmenicindhunioue Metretaleth esgiatiation ohdheorifigsphhince
120e is shown in FIG. 1 to be associated with both User B 140b and User C 140c. In such a situation,
the network appipliesceusing the same dsatiestibtration twice i.e. once for User 10 B 140b and
another time for User C 140c. Two user profiles for Users B and C can then be concurrently active on
the network api#eFtle 120&eOprivataliDtaaysbecagnerataskauamalisaliycusing anidlagsthss 140b
and C 140c may be made in the user information databases of the AAA server 210 and the HSS
server 352. In sUis aneasbetidonetnothe it 280 19ud heagliasaiash ip dhenaeivarkcapplippease, the
single session being associated with both Users 140b and C 140c. Device registration thus may be
performed only e J0@0g AR Sxample %@Uéltéfb@lﬂﬁﬁbmtwwﬁhhﬂdﬁi!ﬂé’ﬁﬁbﬁaﬂ@é@t@gﬁn

example, User B 140b is shown in FIG. 1 to be associated with three network _
by appending a device suffix after the user’s public ID. The device suffix in turn

may be a number uniquely identifying the network appliance 120c¢ from amongst
the appliances owned by the user, or alternatively may be a text string containing
10 the model, make, type and/or name of the network appliance 120c. For example,
in a specific embodiment, the device suffix is a four-letter string indicating the
appliance category. The usage of such an algorithm may have the advantage of
being automatic and repeatable. Further, as the private ID is derived from the
public 1D, the user convenience of a single login may be realized while
15 maintaining separate login IDs for WiMAX or LTE access and IMS access.
[0055] While the method 300 of registering the network appliance 120c is
illustrated using separate login identities for WIMAX or LTE access and IMS
access, i.e. respectively using the public ID and private ID, it is envisaged that a
single login identity may be used for both WIMAX or LTE and IMS access. An
20 example of such a single login identity may be the public ID. In such a case, the
AAA 210 and the HSS 252 may use a single user login in order to authenticate
and authorize access and the network appliance 120c may transmit the same
login identity in steps 320 and 360. The AAA 210 and HSS 252 may then

perform access authentication using the same login identity in steps 330 and



appliances 120c - 120e. In such a case, each of the network appliances 120c - 20 120e independently
performs device registration with the AAA server 210 and HSS server 252. The network appliances
120c - 120eWovNA6MEY all be associated with User B 140b in the user inFSiMGA1d4MB3ses and
thus may use a common public ID and password for authentication with the AM server 210 and HSS
server 252. WO 2012/067492PCT/MY2011/000235 2(1)9[0058]Although the network appliances 120c -
120e belonging to User B 140b may use the same login information, it however is notable that the
network appliantéd Th6clogingdataalon the M2 Hdnanbecyyarianized withsieciSfpgs2 of
concurrently. Thus for example, User B 140b may have a laptop, a mobile 5 phone, as well as a
mobile router aHiedMBrdésilshA-sitianiseniedinfardeiR \IMADS af HEEsankIMSacsess Maymultiple
appliances of a user may access the system 100 concurrently, it is envisaged that a first appliance of

the user may eSRa#pigntie-caneeriQfid singledagin. ascbmayiingabertibesadvaniage 8t ser

example, for User B 140b, the appliance 120c may be a mabile 10phone and may establish a VolP call
to the appliancEANRNRACS WRlleLtil AsRRuplRmOf (the YiMAX anbd Bonmedecef asrasstioRbwork

appliance 120c may be further extended for use in registering the network appliance 120c for access
via othey modetN& MLS¥StesR-example for access via the Wi-FI access point 130c.

[0056] Certain appliances may be configured to be associated with more than
one user. As an example the network appliance 120e is shown in FIG. 1 to be
associated with both User B 140b and User C 140c. In such a situation, the
network appliance 120e may perform device registration twice i.e. once for User
10 B 140b and another time for User C 140c. Two user profiles for Users B and C
can then be concurrently active on the network appliance 120e. Optionally, the
association of network appliance 120e with Users B 140b and C 140c may be
made in the user information databases of the AAA server 210 and the HSS
server 252. In such a case, the network appliance 120d may have only a single
15 session active, the single session being associated with both Users 140b and C
140c. Device registration thus may be performed only once.
[0057] Certain users may also be associated with multiple appliances. As an
example, User B 140b is shown in FIG. 1 to be associated with three network
appliances 120c - 120e. In such a case, each of the network appliances 120c¢ -
20 120e independently performs device registration with the AAA server 210 and
HSS server 252. The network appliances 120c — 120e however may all be
associated with User B 140b in the user information databases and thus may
use a common public ID and password for authentication with the AAA server

210 and HSS server 252.



15 Should a mode of access other than WiIMAX or LTE be used, the step of IMS gateway discovery
350 may not occur. In such a case, a network appliance 120c may access the CSCF gateway 260
using a fixedVP24&RIPeE2The CSCF gateway 260 for access modes other tRER/MARMAKISIBTE may be
configured to be different from that for access using WiMAX or LTE. 20[0060]It is also envisaged that
the method 300 may be further used for registering a s%ﬁgle network appliance 120c for access via
multiple concurrent access modes, for example by registering a single network appliance 120c for

concurrent cont®Bns vAlhauaRdhe Detwerk, applidpess JsiAe r30kR8rdbelonging-itadsss Bint

130c. WO 2012/067492PCT/MY2011/000235 21 Link Establishment 100611FIG. 4 is a flow chart
showing a methtPRADFYUsSABs IR iRiRIEANoR ik Ibwexes isppiakieds 3 e network
communication system 100 of FIG. 1. As an example, the method 400 shall be disclosed using a 5
communication3PRIBEEaSIHAAE o8 SRehRendutbantsrieshrast cegisierefanitiieagveiener A
140a to the network appliances 120c - 120e of a destination User B 140b of the communication
system 100. Bel9Q eRBGH ket fhus dof RampledUser BAAMR sppvidiave Blapian: Adnrhile
appliances 120c - 120e are registered with the AAA server 210 and HSS server 252. 10[00621The
establishment PRk Bt I AUERLIR SRR, A Ak bt ARRIRAEER SPRYWARTFESe theers.
Services such as VolP, video conferencing, Short Messaging Service (SMS) or Instant Messaging can
then take place¥8t&BeA Reatsthe SAPeUMG. Fineanae, soutine, RRBIANESS oh R Lses Midtic and
thus the mode of access (e.g. WiIMAX or LTE, WiFi, etc) may have no 15bearing on_ call control or how

the link is estadfEFRRF T E¥eEM 1A RoRGKIZEtIdh P Snvisagesdhat A fissbagrlianss 9idhea

user may establish a communication link with a second appliance of the same
user. As an example, for User B 140b, the appliance 120c may be a mobile

10 phone and may establish a VolP call to the appliance 120d which may be a
home phone.

[0059] The method 300 of registering the network appliance 120c may be
further extended for use in registering the network appliance 120c for access via
other modes of access, for example for access via the Wi-Fi access point 130c.

15 Should a mode of access other than WIMAX or LTE be used, the step of IMS
gateway discovery 350 may not occur. In such a case, a network appliance 120c
may access the CSCF gateway 260 using a fixed IP address. The CSCF
gateway 260 for access modes other than WiMAX or LTE may be configured to
be different from that for access using WiMAX or LTE.

20 [0060] It is also envisaged that the method 300 may be further used for
registering a single network appliance 120c for access via multiple concurrent
access modes, for example by registering a single network appliance 120c¢ for
concurrent connections via both the WiMAX or LTE access point 130a and the

Wi-Fi access point 130c.



140a on the network appliance 120b, the link directed to the destination User B 140b. This may take
place for example when User A 140a dials on the originating network appliance 120b a phone number
uniquely as3¥RizeH0aT#9220User B 140b. 100641Alternatively in place of diZFIGVRYBAMORIMber, User
A 140a may initiate the connection by entering or selecting from an electronic address book a user ID
that is uniquely associated with User B 140b. WO 2022/067492PCT/MY2011/000235 22 When the
link establishment is initiated, the originating network appliance 120b sends a link establishment
message to th 0 ssage contains a destination user identifier that identifies User B
140b as the link destination. The destination user identifier may for example be User B's phone
number or Usef080kls us%rlq?D. dris 1AKTIoMa ORaTH, ShewiBgs & Mathirde 490 105 §stahig Gt Rol that
is known in the art, for example using the Session Initiation Protocol (SIP) that is defined in "Request
for Comments S9BYMNRIGAHAD i PRPe SN 2PRYANESRS Ok ey samimrrisation sy stsMe A0Plvhich
are incorporateg g:rein by reference. 10{1(3)‘065]The destination User B 140b may have multiple
destination usef | nt?ﬁel’ésdsgecim it 15 engtind e shall Bbf4(ﬂi‘°ﬁi%5ﬁﬂjlti'|5§énﬂhcﬁ1e
numbers. In such a case, sjnce.the multiple destination user identifiers are all associated with the User
B 140b%and ac%?‘%t%i'%gé% 'ﬁﬁﬁfrﬂﬁ'@ ARQrgioating neodoaerlignge 19959 0a can
establish a link wjth the 1 net\%{)r pliances 120c - e of User B 140b usiseﬁeag of the destination
.10 f

user idgntifiers%‘plﬂégpg #8b IPIe HEMRK ARRIANGE S o 120G a1 . é I‘ﬂﬁét%@f’fhe
O B b o o B8 T A S iShasiss =
initiated, the network appliance 120b and network appliances 120c - 120e are
registered with the AAA server 210 and HSS server 252.
10 [0062] The establishment of a link between two users allows for the direct
communications between the users. Services such as VolP, video conferencing,
Short Messaging Service (SMS) or Instant Messaging can then take place
between the users over the link. The IMS 250 is envisaged to be access agnostic
and thus the mode of access (e.g. WiMAX or LTE, WiFi, etc) may have no
15 bearing on call control or how the link is established.
[0063] In 410, the link establishment is initiated by the originating User A
140a on the network appliance 120b, the link directed to the destination User B
140b. This may take place for example when User A 140a dials on the
originating network appliance 120b a phone number uniquely associated with
20 User B 140b.
[0064] Alternatively in place of dialing a phone number, User A 140a may
initiate the connection by entering or selecting from an electronic address book a

user ID that is uniquely associated with User B 140b.



20 network appliances 120c-120e belonging to the destination User B 140b by dialling a traditional
telephone number at the originating telephone. The call from the originating telephone is routed
through the W8 PN &8k and arrives at the MGW server 266 of the IMS 280T/MN30a10982¢5en routed
to the IMS server 262 for resolution in the same way as is done in the subsequent steps 420 to 450.
WO 2012/067492PCT/MY2011/000235 23 [0067]In 4243 the SBC 254 forwards the link establishment
message to the IMS server 262. The IMS server 262 resolves the destination user identifier. The IMS
server 262 conlhem the dink astablishmest isr indiatedydhe Asjginatieg networkarpliaseeididdowith
User B 140b. Using the status records, the IMS server 5 262 determines if any of the network
appliances 1208engsoa ik esjrhlisbmenh messaaaiobaRRGy2%n 1ie Messads FRAHAIBSAe
network appliances 120c - 120e are registered, the IMS server 262 then provides the SBC 254 with
the IP addressélestination Mssfiddeatifier thatiidantiiasUses B iihas dharline gestinadion nbhe of the
network appliances 120c - 120e are registered, the 10HSS 252 then notifies the SBC 254 of that fact.
100681In 430, Aestinationrysepidentifieh Mgy e £xampls bR Hsenu B sdbeneIu4oPsn95Ibisthtary
services. The feature server 256 may be implemented as a single server providing multiple

supplerdentary B&riees 1B: hhg linko estakiishmentdnessagemeay hecteri v sgnatingrelaingel

supplementary service. 15Examples of such supplementary services are call forwarding or voice mail
that is known in the art, for example using the Session Initiation Protocol (SIP)

that is defined in “Request for Comments 3261, Network Working Group,
http:/ftools.ietf.org/htmi/rfc326 1%, the contents of which are incorporated herein
by reference.

10 [0065] The destination User B 140b may have multiple destination user
identifiers associated with it, for example where User B 140b has multiple phone
numbers. In such a case, since the multiple destination user identifiers are all
associated with the User B 140b and accordingly all also associated with the
network appliances 120c — 120e, User A 140a can establish a link with the

15 network appliances 120¢ — e of User B 140b using any of the destination user
identifiers for User B 140b.

[0066] In line with the access agnostic nature of the IMS 250, the originating
appliance may for example be a telephone on a PSTN network. In this case, a
voice call may be established between the PSTN originating telephone and the

20 network appliances 120c-120e belonging to the destination User B 140b by
dialling a traditional telephone number at the originating telephone. The call from
the originating telephone is routed through the PSTN network and arrives at the
MGW server 266 of the IMS 250. This call is then routed to the IMS server 262

for resolution in the same way as is done in the subsequent steps 420 to 450.



routing. 100691 The call forwarding service permits the link that is directed to User B 140b to be
forwarded to another user, e.g. User C 140c. In this case, the feature server 256 informs the IMS
server 262 W& 1M to be forwarded from User 20B 140b to User C 15T ah¥2Ha/IMNS38erver 262
instead resolves the destination user identifier to be User C 140c. [0070]The voice mail routing service
permits the link that is directed to User B 140b to termate as a voice mail recording service. In this
case, the IMS WO 2012/067492PCT/MY2011/000235 24 server 262 terminates the link establishment
and the User Al00GH is offe ded0nthe pBfutnd fenwaidsatheilinkastablishmentdnessaos tadhe
100711In 440, the SBC 254 sends a link establishment message to each of the network appliances
120c - 120e as¥¥Setyen®bRcThesiMSsrrvasc262 1eopivesthe destinalion ugerddentifies r%@gsage to
the appliances which are not registered. This can happen, for example when the appliance is turned
off or in airplantMBcRRIVAT AR Enirinscavenewhpfidhe slatusrs.of-tbe ariweganRINFes 1€ stem
100, the SBC 254 may notify the originating network appliance 120b of that fact. The messages sent
from the SBC 254 29¢ asseciated,withUser B 140b. Using the status records, the IMS server

5 262 determines if any of the network appliances 120c — 120e are registered with
the communication system 100. If one or many of the network appliances 120c -
120e are registered, the IMS server 262 then provides the SBC 254 with the IP
addresses of those appliances of the destination User B 140b that are
registered. If none of the network appliances 120c - 120e are registered, the

10 HSS 252 then notifies the SBC 254 of that fact.
[0068] in 430, the IMS server 262 optionally interacts with the feature server
256 for supplementary services. The feature server 256 may be implemented as
a single server providing multiple supplementary services, or may also be
implemented as a collection of servers each providing a supplementary service.
15 Examples of such supplementary services are call forwarding or voice mail
routing.
[0069] The call forwarding service permits the link that is directed to User B
140b to be forwarded to another user, e.g. User C 140c. In this case, the feature
server 256 informs the IMS server 262 that the link is to be forwarded from User
20 B 140b to User C 140c and the IMS server 262 instead resolves the destination
user identifier to be User C 140c.
[0070] The voice mail routing service permits the link that is directed to User

B 140b to terminate as a voice mail recording service. In this case, the IMS



10appliances 120c - 120e may be done using a signaling protocol such as SIP. [0072] Upon receiving
the message from the SBC 254, the network appliances 120c - 120e may then each indicate an
incoming lin¥ @&BIRI@Nt by ringing. In other words, should there be mulBETEYER&1&MH28ppliances
associated with User B 140Db, all of these registered appliances may ring. 15 Optionally, the network
appliances 120c - 120e may be configured to automati€ally accept incoming links. Should there be
more than one of network appliances 120c¢ - 120e registered with the communication system 100, a
hierarchy may BENEEREZ defanates e link estaklisbment éﬁﬁliﬁ}%%@,ﬁ&ﬂfgﬁtm%m&ept
the incoming link. Such a hierarchy may for example be 20 implemented at the IMS server 262 or
alternatively beQRRNENRIBSE 9oy Sricednal reserdingfarrkiser & 44fBrarchy would be the Q-value
system. The 0- value system prioritizes the network appliances 120c - 120e of User B 140b by
assigning each(@Bpliknce ittt 8 ANGRRC AR soare 2 dinorsiablishmant e toR3FBVRLr the
Q-value, the higher is the appliance's priority. In such a WO 2012/067492PCT/MY2011/000235 25
case, the link eS180e¥RER aRRIANGss i1 recizParasroaiatesd withthe destination L&y Batd0bxiling
which the message is then directed to the appliance with the next highest 0-value. Should there be two
appliantes with'§1fiaPEvARLIIME ARbIRERY sAnTirRSPErR dhe ARaliancasuichn #Fe IMRtis
directed to a 5 priarity level where there are multiple appliances with that 0-value, all the appliances
with that Q-valUEJISteicds T%ﬁiﬁﬂ%?%&ﬂ%ﬂd@hﬁ%&&ﬁh@@aﬁ@kmﬁlﬁdmﬁ Othe
destination User B 140b accepts the incoming link establishment on one of the network appliances
120c - 120e. AQIERIARE Mades i g af the netwpiepiansescieing AR ATRLEIsteRD e
120c. When this happens, a bearer path is established between the originating network appliance
120b of User ANSGNSIRIAONcRoRESp SARRRY 521 ThE.PHSINASBTIRMA PRPIFRER (D
appliance 120b then communicate directly Whih the destination appliance to the exclusion of other
appliances assB?i%@a gﬁﬂ% sM8sRages. ek A tReorkly IéetQa8RshnRintheaSeMisted on
network appliance 120c, the gther liances associated with User B e.g. network appliance 120d or
120 rHay ot RPRIROERIZNGH 47 U A SRS MR ReRAIg RiRIRFR SYS-AEE T 206 and
120c. Further, should the incoming link establishment also comprise a message that is to be delivered
e.g. an SMS Zdogﬁj%ln IM ab%%ﬁ%iﬁgad@%%% r?é véRenakf pé@d PG etwork

Spplances 1208 e LAl SR M T SRRl RS S sl more

by ringing. In other words, should there be multiple registered appliances
associated with User B 140b, all of these registered appliances may ring.
15 Optionally, the network appliances 120c - 120e may be configured to
automatically accept incoming links. Should there be more than one of network
appliances 120c - 120e registered with the communication system 100, a
hierarchy may be used to determine which of the registered appliances should
automatically accept the incoming link. Such a hierarchy may for example be
20 implemented at the IMS server 262 or alternatively be implemented at the SBC
server 254. An example of a hierarchy would be the Q-value system. The Q-
value system prioritizes the network appliances 120c — 120e of User B 140b by
assigning each appliance with a Q-value. The Q-values denote an appliance’s

priority — the lower the Q-value, the higher is the appliance’s priority. In such a



than one user, the appliance rings when any of the users are selected to be the link destination. As an
example the network appliance 120e shown in FIG. 1 is WO 2012/067492PCT/MY2011/000235 26
associated With206WaJ¢¥rs B 140b and C 140c. The network appliance 12RCHNNYAMEMWE28dnfigured
to notify or accept a connection when a communication link arriving at network appliance 120e is
directed to either of User B 140b or User C 140c. 5[OO$§]In the case where the originating appliance is
a device on the PSTN network, the link is established between the originating appliance and the
appliance uponGadferieslipk esteblistragt fﬁ'@%ﬁ@@ﬁ]ilﬁqffﬁ(‘?@ﬁi;ﬂﬂ&%@ﬁeﬁﬂ ianseiwvihethrsw
server 266 which converts between PSTN telephone traffic and VolP traffic. 10100761In cases where
the signalling ploWRs Qovalue piailiRguwbichhtos BI9ssAsS IS BEB. girspted ir) iR apRiIARGR M work
appliance 120b and/or one of the destination network appliances 120c - 120e are resident on the

Internet 270, SfbgaexdtRighesh,@yrlvenhowdihere hedwaarpiangesiwith vl QavalikSvall

running on the IP network 268 may filter out IP packets originating from 15the Internet 270. {OO??]In
such a situatiofPRARRIIRNCES BAY NS A FINALPriRLE H s YR heoliRte i Aitgetasier@ which
are connecting the network appliances 120b - 120e to the Internet 270&.& the users' routers&i This
allows SIP paclRSiRrity ¥Rl vheranbese A R wiiPlfc ARRlRNGER vithnihaty Quveiug a il Hgnay
also be 20 performed in the reverse direction at the SBC 254. This allows SIP packets originating from

the IMS 250 to BPpIRRCES, Wit iRt ivRlurageseiueny the: bnk strblishmest message at the

same time.
[0073] In 450, the destination User B 140b accepts the incoming link
establishment on one of the network appliances 120c - 120e. As an example,
10 User B 140b may accept the incoming link on network appliance 120c. When this
happens, a bearer path is established between the originating network appliance
120b of User A 140a and the network appliance 120c of User B 140b. The
originating network appliance 120b may then communicate directly with the
destination appliance to the exclusion of other appliances associated with Users
15 A or B. Thus if the incoming link establishment was accepted on network
appliance 120c, the other appliances associated with User B e.g. network
appliance 120d or 120e may not be abie to listen in on the communication
between the network appliances 120b and 120c. Further, should the incoming
link establishment also comprise a message that is to be delivered e.g. an SMS
20 or an IM message, that message may be received and displayed on all of the
network appliances 120c — 120e.
[0074] In cases where an appliance is configured to be associated with more
than one user, the appliance rings when any of the users are selected to be the

link destination. As an example the network appliance 120e shown in FIG. 1 is



[0078]It is envisaged that while the present disclosure refers to the servers such as the SBC 254, the
feature server 256 or the IMS server 262 as single WO 2012/067492PCT/MY2011/000235 27
servers, theVeBT AW #2 feature server 256 or the IMS server 262 may oRIORAY284LA0B3S

implemented as a plurality of servers. Having a pIuraIr:f%}/ of servers for each function may allow the
servers to be geographically distributed and may per Pa larger area to be served. 5Quality of Service
(QoS) 100791The QoS of WIMAX or LTE access in the system 100 is maintained at the IMS 250 by
prioritizing traff@Sanaiatad with bathMeers BatfOpARd:Calddrofibs-natwarl aRRIRGS ! R%ency of
the application. The urgency is determined using a Differentiated Services Code Point (DSCP) field

present in 10 tHB3YCHWE be cpuHigurad toRolfy Or-AERPt A SRNASSTIAP IBEALA SRS or live

video may utilize a DSCP field code which accords a higher priority than web page traffic. The network
routers and/or Qﬁ}&@féy'ﬂgt\%é‘ﬁm@r&@q&%ﬁﬁﬁ%ﬂa%éﬁrﬁf%ﬁ?fgitﬁoﬁé%pﬁ r@%‘%’ Vi 188R ¥ach

packet on the basis of the DSCP field; VolP or live video traffic packets are deemed to be more time
15 sensitive anH¥#E@1A06uted ahead of the web page traffic packets. Since the web page traffic is
deemed to be less time sensitive, it is thus routed on a "best-effort” basis. 100801Bandwidth

reservation is U99dh corlftiiborRRR bRt thRFPRGNAINGh ARRIANGS InARREB B i EeiN classes

of traffic. It works by ensuring that for . L i
network, the link is established between the originating appliance and the

appliance upon which User B 140b accepts the incoming link. This link is
established via the MGW server 266 which converts between PSTN telephone
traffic and VolP traffic.
10 [0076] In cases where the signalling protocol used is based upon internet
protocol (IP) e.g. SIP, and the originating network appliance 120b and/or one of
the destination network appliances 120c - 120e are fesident on the Internet 270,
SIP packets may be prevented from reaching the IMS 250. This is because a
firewall running on the IP network 268 may filter out IP packets originating from
15 the Internet 270.
[0077] In such a situation, Network Address Translation (NAT) traversal may
be performed at the routers which are connecting the network appliances 120b —
120e to the Internet 270 (i.e. the users’ routers). This allows SIP packets to arrive
at the IMS 250 while the firewall is active. Similarly, NAT traversal may also be
20 performed in the reverse direction at the SBC 254. This allows SIP packets
originating from the IMS 250 to bypass any firewalls which may be active at the
users’ routers.
[0078] It is envisaged that while the present disclosure refers to the servers

such as the SBC 254, the feature server 256 or the IMS server 262 as single



20 each time interval, a minimum number of packets belonging to a higher priority class are
transmitted before packets of a lower priority class are transmitted. In other words, the higher priority
class has a WhaHaobEdwidth threshold. Such a bandwidth reservation sERENVEYRAY/ 288 aptive in
that the threshold for a class of traffic may rise or fall depending on the overall bandwidth utilization.
WO 2012/067492PCT/MY2011/000235 28 BandwidthTéservation is implemented by the SCE 272.
The SCE 272 is responsible for monitoring end-to-end traffic CloS measures, as well as propagating
QoS policies af¢&EhghR PRGodMs HPEI/&?M&:@."W@P@VWH“?U%a§qwg?ngg% (S%ﬁ&ess,
QoS may be achieved by establishing a VPN 5 tunnel between the HA 274 and the network
appliances 1200RtoRGY 8GR D& dp'easntrd. s d RIWERIVA9f SeoYers: daring appiiattysofooc -
120e and a second, VPN tunnels are maintained between the HA 274 and each of the first and second
network appliaiRGR¥eEs RIS InANGHOR By Alsveths SRV i Emsﬁaaﬁeéaemsﬂlﬂvemw
through the tunnel are prioritized based on the time 10urgency of the application and bandwidth

reservation is pRRSMAHPRIBAL S IRIRarR LoRR SerYedy [0081]Example embodiments of the
network appliances 120a - 120g are gescribed next. By allowing a wide variety of appliances to work
with thessyste I an appliance of the most convenient form factor for the 15
task at hand. For example, a user who wants to send an SMS may choose to dq so using a \WiMAX or
LTE enabled laf®Pknhus 5@@%9&8@5 %i—?&%@fﬁ?*&n‘%ﬂ‘z@ﬁi@m& iﬁmj'g??_n?gyaénabled

mobile phone [0082]The network appliances 120a - 120g may include a \Vi - or LIE- 20enabled
mobile phone. RHMGABHYHBAETHIZIDS, Vj'zﬁuﬁf'ﬁt W%ﬁ%é/% aﬁé"&@é\gs%?\ﬁ/mﬁ éfﬁ

b ilable b irng th ile ph ith WiMAX IE devi
B I e R R ased B the “time" Urgency of  the appication. The Urgency i

determined using a Differentiated Services Code Point (DSCP) field present in

10 the header of each packet. As an example, traffic from applications such as VolP
or live video may utilize a DSCP field code which accords a higher priority than
web page traffic. The network routers and/or switches between the originating
and destination network appliances will route each packet on the basis of the
DSCP field; VolP or live video traffic packets are deemed to be more time

15 sensitive and are thus routed ahead of the web page traffic packets. Since the
web page traffic is deemed to be less time sensitive, it is thus routed on a “best-
effort” basis.

[0080] Bandwidth reservation is used in conjunction with traffic prioritization in
order to guarantee QoS for certain classes of traffic. It works by ensuring that for

20 each time interval, a minimum number of packets belonging to a higher priority
class are transmitted before packets of a lower priority class are transmitted. In
other words, the higher priority class has a minimum bandwidth threshold. Such
a bandwidth reservation scheme may be adaptive in that the threshold for a

class of traffic may rise or fall depending on the overall bandwidth utilization.



[0083]Such a mobile phone registers with the communication system 100 using the method 300
without having Subscriber Identity Module (SIM) cards in WO 2012/067492PCT/MY2011/000235 29
the mobile PMORE1EMWI4Tiber information comprising the public ID and pas®&&MYAHA/989235
authentication in 320 is stored within the mobile phone, for example in an onboard memory. In order to
register the mobile phone with the system 100, a user hters the public ID and password associated
with his account into the 5 mobile phone. Account portability may then be achieved by allowing the
public ID and pBasWwidthoreseswsationais iplemestedditérdhe mdble Bﬁgne-grlﬁm%{ﬁwgﬁ? IS
appliances 120a - 120g. 100841Since the mobile phone is no longer reliant on a physical SIM card for
subscriber infori@spRRASRl offtt @%@Tﬁ?%@ﬁéﬁ@vé@%r&ﬁvw& 1@8inyellises
account may be used across multiple mobile phones without the need for additional SIM cards,
100851AdditiorRiPpagatingRe polices And sattingsito shedevters ard/enawmiehrsnyY\iers ¥Mibedded
device. In this case, services e.g. VolP, IM or SMS may be accessible on the mobile phone in an "as
is" manner withBUisthseftas the mmedasel aseass RoRmayde Astigyed-hy fsiaklstinga YRN
example, incoming and outgoing VolIP functionality may be constantly available on the mobile phone
withoutthe usetunighbatwsen g kb ihand the Retskearplianresitdfe 1oléBRolRdNeCATE case,
the user may thus experience seamless access to services with the complexities of the underlying
technology beirﬂf Rdemnadian hetwess, a first of the network appliances 120c - 120e and a

second, VPN tunnels are maintained between the HA 274 and each of the first

and second network appliances. Similar to that described above for WiMAX or

LTE, traffic packets travelling through the tunnel are prioritized based on the time
10 urgency of the application and bandwidth reservation is performed.

Network appliances 120a — 120g

[0081] Example embodiments of the network appliances 120a — 120g are
described next. By allowing a wide variety of appliances to work with the system
100, users may choose an appliance of the most convenient form factor for the

15 task at hand. For example, a user who wants to send an SMS may choose to do
so using a WIMAX or LTE enabled laptop, thus taking advantage of the laptop’s
full size keyboard.

WiIMAX- or LTE- enabled mobile phone

[0082] The network appliances 120a — 120g may include a WiMAX- or LTE-
20 enabled mobile phone. Such a mobile phone may have built-in WiMAX or LTE
access, or WiMAX or LTE access may be available by pairing the mobile phone
with WIMAX or LTE access devices such as those that will be described later.
[0083] Such a mobile phone registers with the communication system 100

using the method 300 without having Subscriber Identity Module (SIM) cards in



[0086]Further, the WIMAX- or or LTE- enabled mobile phone may be a "refreshable” appliance. A
"Refreshable" appliance is a device which decouples the user identity from the device, thus allowing
any user to YaRa & fefreshable” appliance simply by logging in to the "PEFEYNZBId083Rance.
Once WO 2012/067492PCT/MY2011/000235 30 a user is logged into the "refreshable” appliance, the
user may then use the appliance as if it is his persona?&evice. 100871The "refreshable” mobile phone
may be proprietary in nature and may be configured to protect sensitive user specific data. This may
be done by 5 w@ﬁﬁ@%@"%\?@ﬁq%{gs?ﬂgsn atien cronrrising|the. public da andknasswasdcific
data is synchronized back to the network and deleted from the mobile phone once a user logs out of
the phone. Thife) iRk auWbeBicalignniaiAdQ instared véthip dbmicmekiievrivaRen danexagpleie using
for example, encryption technology or operating system access rights. Further, sensitive user 10 data
may also be hidEAThoaEFasmAE ImBEIRr insegistsy tharpahileheapmithdhe avsiren H0mhar
accounts. "Guest" accounts may have a lower access privilege than "owner" accounts and

consequently n¥Eh ARSIk PURIG dPaaBEsRasswerd aspasiatas ovthyiis' acesunt. IQUbs a

configuration, the "refreshable” mobile phone may still require user logins, but the phone would
15recognize a SpekitcrRiiaAscavbtBRrability faanthan beqsbieyss byaliawing theaaeblie Bunts.

Personal Computer ) )
and passwords to be stored and used across different mobile phones and

network appliances 120a — 120g.
[0084] Since the mobile phone is no longer reliant on a physical SIM card for
subscriber information, account portability may be achieved more conveniently; a
10 single user account may be used across multiple mobile phones without the
need for additional SIM cards.
[0085] Additionally, a WIMAX- or LTE- enabled mobile phone may also take
the form of an embedded device. In this case, services e.g. VolP, IM or SMS
may be accessible on the mobile phone in an “as is” manner without the need for
15 a user to actively run and maintain a client program. As an example, incoming
and outgoing VolIP functionality may be constantly available on the mobile phone
without the user having to actively keep a VoIP client program running in the
foreground. In this case, the user may thus experience seamless access to
services with the complexities of the underlying technology being hidden from
20 the user.
[0086] Further, the WIMAX- or or LTE- enabled mobile phone may be a
“refreshable” appliance. A “Refreshable” appliance is a device which decouples
the user identity from the device, thus allowing any user to take over a

“‘refreshable” appliance simply by logging in to the “refreshable” appliance. Once



100881The network appliances 120a - 120g may also include a personal computer. Such a computer
may have built-in WIMAX or LTE functionality. 20 Alternatively, WiIMAX or LTE access may be
achieved byWRHFhaTomputer with WiIMAX or LTE access devices suchP4sTINDSO tHEQ0R# be
described later. In addition to WIMAX or LTE, the computer may also have access to Wi-Fi or wired
internet. WO 2012/067492PCT/MY2011/000235 31 [GfB89]The computer gains access to the services
e.g. VolP, SMS or IM offered by the IMS 250 by running a client program. Such a client program may
be web-based &nHsakysoloagetinéd theappfieshablecrappligncanhthavigsesmmay.dhgactsetthee
Internet 270 by way of the IP network 268 and in the case 5 where the computer is used outside of
the system 1002BRtiansaRRd IdshiPRerapRAbARYIRSSSIng the IMS 250 by way of the Internet 270. In
this case, IMS access negotiation (i.e. the step 360 of the method 300) takes place between the
computer and tHO8RCF Jhewsfreshabizionpbilenhoaa maybe praplirtaydppatureiardsm@ites
may be 10 accessible from anywhere in the Internet at large and thus by using a PC, VolP roaming
outside of the sh8tianfiguied tecnreioahisansitive tnsansresifierdatarnihisapaysteidenst Bxvings
for the user as the user no longer needs to subscribe to a mobile operator's roaming service in order to

remain TontactimRkipgetegadeirsphabliex sabite pheng fdbicelmrinble, the. callSamitve H88Rork

appliance 120a - 1209 does not have in- '
specific data is synchronized back to the network and deleted from the mobile

phone once a user logs out of the phone. This may also be done by hiding
sensitive user specific data within the mobile phone using for example,
encryption technology or operating system access rights. Further, sensitive user

10 data may also be hidden on “refreshable” mobile phones by using the concept of
“‘guest” and “owner” accounts. “Guest” accounts may have a lower access
privilege than “owner” accounts and consequently may not be able to view or
access data belonging to the “owner” account. In such a configuration, the
‘refreshable” mobile phone may still require user logins, but the phone would

15 recognize a specific user to be the “owner” account whilst other users would be
“guest” accounts.

Personal Computer

[0088] The network appliances 120a — 120g may also include a personal
computer. Such a computer may have built-in WIMAX or LTE functionality.
20 Alternatively, WIMAX or LTE access may be achieved by pairing the computer
with WiMAX or LTE access devices such as those that will be described later. In
addition to WIMAX or LTE, the computer may also have access to Wi-Fi or wired

internet.



built WIMAX or LTE access capability, the network appliance 120a - 120g may gain WiMAX or LTE
access using a WIMAX or LTE access device taking the form of e.g. a WiMAX or LTE CPE 160 or a
WIMAX routWO1822/447i49%s shown in 20 FIG. 1 where the network applianc®8dD0FY3Waipeerdfith a CPE
160 in order to gain WiIMAX or LTE access, and the network appliances 120c-120e share a VVIMAX or
LTE connection via a WiMAX or LTE router 162. [00923Where a CPE 160 is used as the access
device, the host appliance i.e. the network appliance 120f is paired with the access device using a
wired or WO 20808857 49Pbe Tamprden BaiDs38cees6irtde thep sefvicesyiar Mok, isSSMSweridihe art,
e.g. Universal Serial Bus (USB&,&vired Ethernet connection, Wi-Fi or Bluetooth. By using a widely
available pairin§feseddy thec sz 250 dhw rsRing Bclisrtipiaaravidichrieglienhpegiapiianays. For
example, using Wi-Fi, a user pairs the WiIMAX or LTE 5 access device with his laptop in order to gain
Internet accessRéhwWeb1Eas and tMaxhedestorhrnan Bprlicationkencer 264.thoe 48 BSGisred
with a tablet device in order to gain VolP functionality on the tablet device. 100931The WIMAX or LTE
CPE 160 is capetaestediadhesimesnslc 22 & hvanayagbihentP oagtwerkr 268 ane in thehcase
memory and thus the network 10 appliances 120f does not need to run a client program in order to
gain acéess to WaefgNhex epmretet s used optsideoahihensyiammtee. ithee domputeroin st

authentication such that it automatically detects the presence of WiIMAX or LTE service and logs into
the RAN once tfRPePle obacsessing be M2 286rbyayaw ef sk dnterpets2dd b thisisass, IMSTE

connectivity with the complexities of 15negotiating for access hidden from the user.
access negotiation (i.e. the step 360 of the method 300) takes place between the

computer and the CSCF gateway 260.

[0090] It is thus envisaged that the IMS 250 and its services may be
10 accessible from anywhere in the Internet at large and thus by using a PC, VolP

roaming outside of the system 100 may be possible across the entire Internet.

This may result in cost savings for the user as the user no longer needs to

subscribe to a mobile operator’'s roaming service in order to remain contactable

overseas.

15 WIMAX or LTE access devices

[0091] In the case where a network appliance 120a — 120g does not have in-
built WiMAX or LTE access capability, the network appliance 120a — 120g may
gain WIMAX or LTE access using a WiMAX or LTE access device taking the
form of e.g. a WIiMAX or LTE CPE 160 or a WIMAX router 162. This is shown in
20 FIG. 1 where the network appliance 120f is paired with a CPE 160 in order to
gain WiIMAX or LTE access, and the network appliances 120c-120e share a
WIMAX or LTE connection via a WiMAX or LTE router 162.
[0092] Where a CPE 160 is used as the access device, the host appliance

i.e. the network appliance 120f is paired with the access device using a wired or



100941The WIMAX or LTE CPE 160 may also function as a VolP Analogue Terminal Adapter (ATA).
In this case, the WiIMAX or LTE CPE 160 is capable of converting between VolP traffic and analogue
telephone sNYRAL12[4E4IMAX or LTE CPE 160 enables telephone connech¢IRYVREROEEOMRPIMAX or
LTE RAN by 20 sending and receiving VolP telephone traffic between the WiMAX or LTE CPE 160
and the IMS 250. VolP traffic is then converted to or frééh analogue PSTN telephone signals in the
CPE 160. The CPE 160 possesses a telephone jack (e.g. a jack of the RJ11 standard) by way of
which the PSTIwiseless ipaling stamtare Shat s denowiayinhthebartisedgto UnivevsabrSeitiateBuiphone
calls. WO 2012/067492PCT/MY2011/000235 33 100951A WiIMAX or LIE router 162 may also be
used to share {dHBk WikedXx hemetsonnartioamWigE rultBleeteotiorkBpplisingea 18ddelypoe. In
this case, the WiIMAX or LTE router 162 independently registers and authenticates itself with the
WIMAX or LIE RyaNlableepining starderd,he/agspesscdavicel@ybe dGedh avithia widerasietieftication
and login information may be stored in an onboard memory. Each of the network appliances
120c-120e sephestignniianteres arcexasmion usinghWidtirea 18searpairse theMAMAXA Ier dofiEection
is then shared via the router 162 with each of the network appliances 120c-120e. The connection
betweeh the roagaessdgnice withohig iaptap drlordeaisp Bain detente) agoess on hevaptbe andising
USB or IEEE 802.3 wired Ethernet) or wireless (e.g. using Wi-Fi or Bluetooth). Further, it is envisaged
that the WiMAXhS sameoNdAAX2an Ly Bl asersraedtamay therualisoobealippisechwitlim sablatLIE

CPE 160 that is described earlier. Network based services
device in order to gain VolIP functionality on the tablet device.

[0093] The WIiMAX or LTE CPE 160 is capable of storing a subscriber’s
authentication and login information in its onboard memory and thus the network
10 appliances 120f does not need to run a client program in order to gain access to
the WIMAX or LTE RAN. The CPE 160 may be configured to perform automatic
authentication such that it automatically detects the presence of WiMAX or LTE
service and logs into the RAN once the CPE 160 is turned on. The user may
thus experience seamless WIMAX or LTE connectivity with the complexities of
15 negotiating for access hidden from the user.
[0094] The WIMAX or LTE CPE 160 may also function as a VolP Analogue
Terminal Adapter (ATA). In this case, the WiIMAX or LTE CPE 160 is capable of
converting between VolP traffic and analogue telephone signals. The WiMAX or
LTE CPE 160 enables telephone connectivity across the WiMAX or LTE RAN by
20 sending and receiving VolP telephone traffic between the WiMAX or LTE CPE
160 and the IMS 250. VolIP traffic is then converted to or from analogue PSTN
telephone signals in the CPE 160. The CPE 160 possesses a telephone jack
(e.g. a jack of the RJ11 standard) by way of which the PSTN phone is plugged.

The PSTN phone may then be used to receive or initiate telephone calls.



15[00961The communication system 100 of FIG. 1 may also be configured to provide network based
services by providing servers offering services in the IMS 250 of the core network 150. [0097]As an
example, thW 8XE HeGHEPk 150 shown in FIG. 2 may be configured to provi@€ BHMEBABYRI2Eed
address book (NAB) service that runs on 20 an application server (AS) 264. The NAB service allows
the synchronization of address book data for a user acidss multiple appliances. When a change is
made to the address book of an appliance belonging to a user, this change is propagated across alll
the other applid@088]beloAgiNMAN RuLdIE Tioutenifg Pay 1alspahe used dpvdhanea ahsingteis
made to the address book on network WO 2012/067492PCT/MY2011/000235 34 appliance 120b of
User B 140b, tHitih s ksTiropripgstian arsongsiomultinianetnvork appliemessizfcaidtamda to the
address book may for example be an amendment to an address book entry, the deletion of an entry,
or the addition 818 reas@ntitpes 10NE heN ABEerautemalbdscisiepandentiy notgisters dand
between appliances and the AS 264. SyncML is a standard defined by the Open Mobile Alliance
(OMA) and is aduthentisatesdtseli mithidhgS¥MEVR @V L TRuRANY Ldbafisr the casesbiie WIMAX
interoperability between service providers, network access providers and/or equipment vendors, and
thus may contri@futel loidtEs 160,1thedsHbssGbe » aniherticatiom antb lagirainformatimo veasreher
service that may be offered is that of having a profile page for each user of the IMS 250. The profile
pages may perfitRredcitl rstwenkiagrdefrmrysdrachhefetheofetuailss anplianceen@ded@0en AS

264, for example
separately establishes a connection with the router 162 and the WiMAX or LTE

connection is then shared via the router 162 with each of the network appliances
120c-120e. The connection between the router 162 and each of the network

10 appliances 120c-120e may be wired (e.g. using USB or IEEE 802.3 wired
Ethernet) or wireless (e.g. using Wi-Fi or Bluetooth). Further, it is envisaged that
the WiMAX or LTE router 162 may also contain all/any of the functionality of the
WIMAX or LTE CPE 160 that is described earlier.

Network based services

15 [0096] The communication system 100 of FIG. 1 may also be configured to
provide network based services by providing servers offering services in the IMS
250 of the core network 150.
[0097] As an example, the core network 150 shown in FIG. 2 may be
configured to provide a network-based address book (NAB) service that runs on

20 an application server (AS) 264. The NAB service allows the synchronization of
address book data for a user across multiple appliances. When a change is
made to the address book of an appliance belonging to a user, this change is
propagated across all the other appliances belonging to that user. Thus taking

FIG. 1 as an example, when a change is made to the address book on network



as a HTML webpage the presentation and layout of which are controlled using a 15schema. The AS
264 serving the profile pages may either be the same or a different server from that for the NAB
service. 100YOCD12/¢ B page may contain selected information about a J$e¥/ M85 ation may
be divided into shareable public fields and private fields. An example of a shareable public field may
be a users online status while a private 20 field may b84 users subscription account number. The
concept of 'friends" and "non-friends" may be used to control who can view the public fields of a user -
the 'friends" of appkancay 28ty Wi YeelicBiclddbs thisusbangdicisnprofragatetntaythet detewrk user
may then have the ability to make another user a "friend" via the user interface of the profile pages.
WO 2012/06748ppieneay 2205600286. 35ubhoa hiange to dhie addressabdakimayifr exblispletatus
information indicating a user's status, for example whether the user is registered with the
communicationkg/Aasnamendmenttecath@ddegss bigplentry, the deletienfcas eifdngddoythies IMS
250. The AS 264 may obtain the user status 5 information directly from the application server which
provides Instanagiitivagihg seweekyor alternatively may also obtain such information from the HSS
252 and/or the AAA server 210. 1001021 It is envisaged that the profile page of a user may also
functiod as a sd088letwotke NABT Iseviot dnRy diaeaBinadlintplsyoabpniae etiataobetvieantice
board or "wall" which allows a user to publish information about himself. Such information may be
multimedia, e.g2ppéADGESHARDERE0IASS284 BycMimisridstansiatdtidefinedubyhihe dpersiviakilend
location. The "wall* may also allow other users to post comments about the user's published
information. AcAdigneettMAhrnehis e epenr steadeydhEheivsage of HyocMek thtemay confer
1001031 The provision of a profile page for each user may also allow for ease in populating one's
address book. fheuRdvariage @, inteseparakiily pbptwaeriseivice Lrovidersy viehvarkhaagessprofiles
of other users, and add the contact information of these other users to his address book by for

example, clickiR§QY e ANdescasiipaet ovknsiaisesandy this axay condriiviecdewante thefile

10 advantage of being access and device agnostic.
[0099]  Another service that may be offered is that of having a profile page for
each user of the IMS 250. The profile pages may permit social networking
between users. These profile pages may be served from an AS 264, for example
as a HTML webpage the presentation and layout of which are controlled using a

15 schema. The AS 264 serving the profile pages may either be the same or a
different server from that for the NAB service.
[00100] A profile page may contain selected information about a user. This
information may be divided into shareable public fields and private fields. An
example of a shareable public field may be a user’s online status while a private

20 field may be a user’s subscription account number. The concept of “friends” and
“non-friends” may be used to control who can view the public fields of a user -
the “friends” of a user may view the public fields of the user while “non-friends”
may not do so. A user may then have the ability to make another user a “friend”

via the user interface of the profile pages.



20 pages - should any user's contact information change, the revised contact information may be
automatically updated in the address book entry. To further add to the ease of populating an address
book, it is eNBAY@@eHRthe contact list information of a third-party service ReAVPEMIAWRESd into the
address book. In this case, contact information is imported into the address book from a third- WO
2012/067492PCT/MY2011/000235 36 party service e.d» Yahoo. This may be done, for example, using
a client program running on a PC. [001041 In addition to the profile page, each user of the
communication [§)3t 10thenpyofiiteypageontayufartberplge publistastdtustinfisraationrindicating
configuration page may take the form of a web page, or may be a user interface provided by a client
program running ouseesapiatus.e. fone exafpleativhethge dhewwutder uisr tegistereduseitsettiveys, e.g,
information privacy settings, or call handling and routing settings. The information privacy settings for
example controtdnerunitationf systemintOnatiowhethesdhelaser os (sigpedilinptayeres oOwed as
control whether his contact details are to be listed in a directory service. [00105] The call handling or
routing settingsseaycesngfferedhdiyuthieniMB [250.ahecAinZtdalnayo dletdian thed uSectstatuing
instructions may take the form of the Q-values hierarchy which was described earlier; the user may set
how heSwishes infoanation directlydony theapplidatienzenieewbickopiavidesiinstantiMessaginges.
Further, call handling instructions may be set where for example, incoming calls from a specific
originating phoseémnisesecpriterpativalyo mayeaismcbitainy sadb infosmatinatifrang dhewiSsd 26@r a
predetermined number of rings. The call handling or routing settings when set or changed on the
configuration page/arthrsviharmatetif the respective feature server 256 or 20application server
264 of the IMS 250 which is responsible for providing the associated service. [00106] While several
embodiments hi0dBden KrisvRrvisaged pratdhe piseiis pege: ehauusee mayalsodunntiothasdisclosed

systems and methods may
social network page. The profile page may for example contain an electronic

10 notice board or “wall” which allows a user to publish information about himself.
Such information may be multimedia, e.g. photographs or videos and may
comprise information about the user's status and location. The “wall” may also
allow other users to post comments about the user's published information.
Access to this “wall” may be controlled by the “friend” status of the other users.

15 [00103] The provision of a profile page for each user may also allow for ease
in populating one’s address book. In such a scenario, a person may populate his
address book by visiting the user profiles of other users, and add the contact
information of these other users to his address book by for example, clicking a
button. These address book entries may then exist as references to the profile

20 pages — should any user's contact information change, the revised contact
information may be automatically updated in the address book entry. To further
add to the ease of populating an address book, it is envisaged that the contact
list information of a third-party service may be integrated into the address book.

In this case, contact information is imported into the address book from a third-



be embodied in many other specific forms without departing from the spirit or WO
2012/067492PCT/MY2011/000235 37 scope of the present disclosure. The present examples are to
be consider®P2918(9s728ve and not restrictive, and the intention is not to bBGIMMAG4HIMEEEtails given
herein. For example, the various elements or components may be combined or integrated in another
system or certain features may be omitted or 5not impmented. [00107] Also, techniques, systems,
subsystems, and methods described and illustrated in the various embodiments as discrete or
separate may HRAEBHISRVERER- tht¥ghaed This aarbe danasfonedamplecusingr slientpsogsamwithout
departing from the scope of the present disclosure. Other items shown or 10 discussed as directly
coupled or comfHORiRayaRE-each other may be indirectly coupled or communicating through some
interface, device, or intermediate component, whether electrically, mechanically, or otherwise. Other
examples of chifJ84] sutaaddition ithairrriie Raass eackusereldhe cararmuinisation sysiennd
could be made without departing from the spirit and scope Isdisclosed herein. [00108] For example, as
will be understofPoyMAY skARI rsanfigusalioa  pagercaasesiatedniwithe hikadesaual bhisingle
server computer, or may comprise multiple server computers. In the latter case, the multiple server
computers mayCRMAIERNPage shayiake hefemdiawebifage Sumalhbea usesdnterfaces
further understood that multiple "servers" each providing different services may be arranged to be
running on a siRGRYISed &yca Rliemé pregram] Miniax andhereppliarsembesasinfigueatiotpageention
is also intended to cover other variants of 4G, for example HSPA+. 4G networks are recognised under

the ITU-R orgafie theysgidariat isHesan setingsce . infomoativnentivacycsettngs or/oal235 38

handling and routing settings. The information privacy settings for example
control the amount of private information the user places on his profile page, as
10 well as control whether his contact details are to be listed in a directory service.
[00105] The call handling or routing settings may comprise instructions on how
an incoming call is to be handled. Such routing instructions may take the form of
the Q-values hierarchy which was described earlier; the user may set how he
wishes his calls to be routed by amended the Q-values associated with his
15 appliances. Further, call handling instructions may be set where for example,
incoming calls from a specific originating phone number are rejected, or where
incoming calls are automatically answered after a predetermined number of
rings. The call handling or routing settings when set or changed on the
configuration page are then propagated to the respective feature server 256 or
20 application server 264 of the IMS 250 which is responsible for providing the
associated service.
[00106] While several embodiments have been provided in the present
disclosure, it should be understood that the disclosed systems and methods may

be embodied in many other specific forms without departing from the spirit or



standard. For example typically 4G networks may be characterised by techniques such as OFDMA,
MIMO, dynamic channel allocation and/or channel-dependent scheduling. MCSLLP 39 CLAIMS 1. A
wireless corA@AIGA3HY system comprising: a network configurBeEMyae1&88023onnect a
plurality of devices via 5plurality of modes of network access; and wherein the plurality of modes
of network access includes a WiMAX or LTE access n¥de, and wherein the WiMAX or LTE access
mode is configured for device independent authentication, wherein the network is primarily a mobile
cellular networlscopetafithe presentidisclesure nEheqresankexamplastarerito diedconsidetest gis voice
calls over the WiMAX or LTE network are packet switched and/or VOIP, with a prioritised QOS. 2. The
system of claimiltusitasiegnanstnatiresirictiveicansk thie dotentiaisisansp dovde dimitedtanbeatiefaitetwork,
each with its own assigned QOS. 3. The system of claim 1 or 2 wherein the prioritised QOS
comprises an agidgtivderiaiwidtiorcexavaplen sbeenarivusosiiemeiots wiih oarfifonéntsizatayn.be
combined or integrated in another system or certain features may be omitted or
5 not implemented.
[00107]) Also, techniques, systems, subsystems, and methods described and
illustrated in the various embodiments as discrete or separate may be combined
or integrated with other systems, modules, techniques, or methods without
departing from the scope of the present disclosure. Other items shown or
10 discussed as directly coupled or communicating with each other may be
indirectly coupled or communicating through some interface, device, or
intermediate component, whether electrically, mechanically, or otherwise. Other
examples of changes, substitutions, and alterations are ascertainable by one
skilled in the art and could be made without departing from the spirit and scope
15 disclosed herein.
[00108] For example, as will be understood by the skilled person, a “server” as
referred to in this specification may be a single server computer, or may
comprise multiple server computers. In the latter case, the multiple server
computers may function as a server cluster, or may also function as a distributed
20 server. It is further understood that multiple “servers” each providing different
services may be arranged to be running on a single server computer.
[00109] WIMAX and LTE are examples of 4G, and the invention is also

intended to cover other variants of 4G, for example HSPA+. 4G networks are

recognised under the ITU-R organization and specified in the IMT-Advanced



204.The system of claim 3 wherein a single subscriber can have multiple devices registered to a single
user ID and mobile number, thereby enabling concurrent access and concurrent telephony services
delivery. M®QR2EUBBIIhe system of any preceding claim wherein the deREEIMISHEHHIABS
authentication comprises TTLS subscriber authentication without a hardware or device dependent
identification. 56.The system of claim 5 further comprisi8g a database comprising user datasets,
each user dataset configured to associate a user identity with a device independent public identity; and
wherein the TTeRad@dnticiosn exammiembypicallyy ¢e poetwatdntinay dre chavacdiesisedtabyts. 10
7. The system of claim 6 further comprising an IF multimedia subsystem configured to connect
each device videsbnigursaucheasddt dMAMIMEWdyranid channel aliesatior andiarechiinnekt is
further configured to associate the user 15identity with a private identity, the private identity used for
authenticating téependent scheduling.



connection of each device to the core network. 8. The system of claim 7 wherein each user dataset is
further configured to associate the user identity with one or more devices. 20 9. The system of claim 8
wherein the private identity is uniquely associated with one of the one or more devices o er
identity. MCSLIS 41 10. The system of claim 6 wherejn the private identity is automatically generated
by an algorithm. 11. The system of claim 6 wherein the“algorithm combines the public 5identity of the
user dataset wit@mﬂgntiﬁer selected from the group consisting of: the type of one of the one or more
devices of the u set;

1. A wireless communications system comprising:

a network configured to wirelessly connect a plurality of devices via

5 plurality of modes of network access; and

wherein the plurality of modes of network access includes a WiMAX or
LTE access mode, and wherein the WIMAX or LTE access mode is configured
for device independent authentication,

wherein the network is primarily a mobile cellular network,

10 wherein the WiIMAX or LTE network is the home network, and
wherein voice calls over the WIMAX or LTE network are packet

switched and/or VOIP, with a prioritised QOS.

2. The system of claim 1 wherein both data and voice services are
15 transported on the same all-IP network, each with its own assigned QOS.
3. The system of claim 1 or 2 wherein the prioritised QOS comprises an

adaptive bandwidth reservation scheme in conjunction with traffic prioritization.

20 4. The system of claim 3 wherein a single subscriber can have multiple
devices registered to a single user ID and mobile number, thereby enabling

concurrent access and concurrent telephony services delivery.



a model of one of the one or more devices of the user dataset; and a number uniquely identifying one
of the one or more devices from 10amongst the other of the one or more devices. 12. The system of
claim 6 wherein a request for a communication link to a user identity is sent to all of thigide\ités
associated with that user identity. 1513.The system of 2 aim 6 wherein all of the devices associated
with each user identity are assigned a priority value. 4. The system of claim 13 wherein a request
for a communication link tg a use idelr;t%jty is sent to pne o{ the devices azlﬁsogated with that(isetr

¢l user

identity 20according to th iR VAR ShPHEREE 9183 e y%'fglr[?u W'?Wgt%?ﬁré

identity is assocza%tt%dey]\ﬂg%ﬁow%glﬁq r‘? eesl Mfgl'slﬁbdé%riber authentication without a hardware or

device dependent identification.

5 6. The system of claim 5 further comprising
a database comprising user datasets, each user dataset configured to
associate a user identity with a device independent public identity; and
wherein the TTLS authentication is performed using the public identity

of one of the user datasets.

10
7. The system of claim 6 further comprising
an IP multimedia subsystem configured to connect each device via the
backhaul network to a core network; and
wherein each user dataset is further configured to associate the user
15 identity with a private identity, the private identity used for authenticating the
connection of each device to the core network.
8. The system of claim 7 wherein each user dataset is further configured
to associate the user identity with one or more devices.
20

9. The system of claim 8 wherein the private identity is uniquely

associated with one of the one or more devices of the user identity.



16.The system of claim 15 wherein each profile page comprises a plurality of public fields viewable
depending on a friend status with the associated user identity. 517.The system of claim 16, wherein
the IF multimedia subsystem comprises a server configured to serve the profile pagesii @811 ke
system of claim 17 wherein each profile page is served using a schema. 10 19. A wireless
communication device comprising a communications circuit configured to wirelessly connect via
plurality of a moges of network access, . secure. login interface .configured to authenticate a
user with a userﬁj 'identityrbef f%%‘i%%u%c%lﬁlgﬂs%))g{é%e,'ﬁlh feiR"tHa'ae 8@% c%ﬁéﬁ?gba{bca&w
concurrent association of a plurality of user identities, wherein request for a communications link
to any of the usgﬁfb%rﬁﬁ%z)@me?ﬁ?%wed into the device are received by the device. 2020.The
device of claim 19 further comprising an interface for a network- based address book, stored on a
remote server and accessible via the device.

11. The system of claim 6 wherein the algorithm combines the public
5 identity of the user dataset with an identifier selected from the group consisting
of:

the type of one of the one or more devices of the user dataset;
a model of one of the one or more devices of the user dataset; and
a number uniquely identifying one of the one or more devices from

10 amongst the other of the one or more devices.

12. The system of claim 6 wherein a request for a communication link to a

user identity is sent to all of the devices associated with that user identity.

15 13. The system of claim 6 wherein all of the devices associated with each

user identity are assigned a priority value.

14. The system of claim 13 wherein a request for a communication link to a
user identity is sent to one of the devices associated with that user identity

20 according to the priority value of the device.

15. The system of claim 7 wherein each user identity is associated with a

profile page.



21.The device of claim 19 further comprising an interface for a locally MCSLIS 43 on a remote server
and refreshed/synchronised with the locally stored address book. 22.The device of claim 21 wherein
the remotely stored address book is 5stored using XCAP, and wherein SyncML is usel ¢S LLP
refresh/synchronise the remotely stored address book. 0

16. The system of claim 15 wherein each profile page comprises a plurality
of public fields viewable depending on a friend status with the associated user

identity.

5 17. The system of claim 16, wherein the IP multimedia subsystem

comprises a server configured to serve the profile pages.

18. The system of claim 17 wherein each profile page is served using a
schema.
10
19. A wireless communication device comprising
a communications circuit configured to wirelessly connect via plurality
of a modes of network access,
a secure login interface configured to authenticate a user with a user
15 identity of a communications system, wherein the device is configured to allow
concurrent association of a plurality of user identities,
wherein request for a communications link to any of the user identities

currently logged into the device are received by the device.

20 20. The device of claim 19 further comprising an interface for a network-

based address book, stored on a remote server and accessible via the device.

21. The device of claim 19 further comprising an interface for a locally

stored address book, wherein a copy of the locally stored address book is stored



MCSLLP
43

on a remote server and refreshed/synchronised with the locally stored address

book.

22. The device of claim 21 wherein the remotely stored address book is
stored using XCAP, and wherein SyncML is used to refresh/synchronise the

remotely stored address book.
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