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WD 2005/ 033916 PCT/ US2004/ 032457 Met hod and Appar at us
For Trusted Keyboard Scanning Field of Invention 5
wQ 0@80339The field of invention rel ates gener al PET/US2004/032457
trusted conputer platforns; and, nore specifically,
to a nmethod and apparatus for trusted keyboard
scanni r tenB
(0S) amn rﬂ%a? ’5‘9 A ?tedsgtﬁggl}rgg %lltlg&(tlg@vﬁr conc
first generation platforns, a trusted (trusted)
environnment is created where applications can run
trustedly and tanper-free. The security is created
through changes in the processor, chipset, and
Fieldoffinpention create an environment that cannot be seen
by ot her applications (nmenory regions are protected)
[000apd Therfiedd obmveatipe reldtes gdngralhd® teusted computéroplatiorms;
cannot be altered). Second 15 generation trusted
and Pindtd epeBifi frlg midtHod efdHpRIRAIES femnEudted kel BohmWcanning.
units. Trusfed graphics would allow for the OGS to
di spl ay nessages to the end user that cannot be
tanpered with, and trusted 1/O would allow for
eystrokes and nouse novenents to be entered in a
fashion. 20 [0003] In desktop platforns
trusted keystrokes w be entere on an exter
[000&dy hdEysied Pﬁe'éﬁtmérﬁystqmﬁéﬁts ShPRIRHGT AP Qr@@sf%%lt"@'@ew
t he keyboard will need to be certified as a trusted
con¢eptuin faetgereration platformar awustechfitisted) mnxironoest ipncreated
wll need to be certified by one or nore third party
wheeg apglicasion¥\Caid ¢0h hQSRRUIY aRTTadp2pfés OBR4 8&curity is created

Bac

through changes in the processor, chipset, and software to create an environment .
that cannot be seen by other applications (memory regions are protected) and
cannot be tampered with (code execution flow cannot be altered). Second
generation trusted platforms may add trusted graphics and input/output units.
Trusted graphics would allow for the OS to display messages to the end user that
cannot be tampered with, and trusted I/O would allow for keystrokes and mouse

movements to be entered in a trusted fashion.

[0003]In desktop platforms, trusted keystrokes will be entered on an external
keyboard. In an environment supporting trusted 1/O, the keyboard will need to be
certified as a trusted input device, and the hardware and firmware design will need

to be certified by one or more third party agencies.
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[0004] In nobile platforns, an enbedded controller,
comonly referred to as the keyboard controller,

W@ osesole supports the integrated keyboard. TPET/US2004/032457
keyboard controller is responsible for scanning the
matri x keyboard by periodically driving a series of

[OOGQPﬁrrﬁbbﬂ’é*ERﬂ%?m%Uéﬁ'éhBédb%% ddhu%néfs b@iX r%?e‘-‘rra as the

0 the keyboard 5 matrix. By th enrealng ano

oyBBRIE So Mo RaF0Ren B bR R hieoh R el ifarct b5 g

keystrokes to are sent to the systemthrou

oSt 5 TESPRDSIIR for SeAnEIEa the fatdk kaYeeaTBrby heoNgiving a
interface will not be deenmed trusted in a trusted

serigg\afrasmesal-purpose cotsltlines itipiseanenialifashiontto dhekeyhward
many i ssues, which may prevent nobile enbedded

matrixn Bydheereadingrbdoki anpthilsreseridstof gehechl-plinpsse thgwt tiwss, the
contain large anounts of CEM specific code in the

keyBBRAI 86t 6IH IR detbct yRABKES. rwmwtuaéteﬁw tRes@ReydIRIkEBltoday
managenent , povver pl ane control, docking interfaces,

are’%@ﬁ:t) Zc)oapﬁaf %;6%[ A hgﬂégﬁ\(gt gé%dfo%r{ﬂ' ﬂ*ft?h‘%@ qg Lexpected that
this 'B{?#a?&ev? 33«?“0‘2%%%5 iREY DR S TBR gt °
enbodi ments are illustrated by way of exanple, and not

l[imtation, in the Figures of the acconpanying
drawi ngs, in which 20 [0007] Figure 1 illustrates a
[0085Kn @ddition terthis, theyeare mharyyeissiies, anhioh dzac preMenhmobite
enbodi ment; [0008] Figure 2 is a flow diagram
emidleddsd bonﬂtgoltehe fronebemgetearhed traviadi. Mhese deviséeontain large

keyboard scanning in accordance with one enbodi nent;
améits of OEM- -specific code in the embedded controller to perform duties such
as thermal management, power plane control, docking interfaces, ACPI

interfacing, all of which is unrelated to keyboard control. The presence of all this

unrelated code may not meet the requirements of a trusted 1/O device.

Figures

[0006] One or more embodiments are illustrated by way of example, and not
limitation, in the Figures of the accompanying drawings, in which

[0007] Figure 1 illustrates a system implementing a chipset in accordance with
one embodiment;

[0008] Figure 2 is a flow diagram describing the processes of providing a

trusted keyboard scanning in accordance with one embodiment; and
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2 WO 2005/ 033916 PCT/ US2004/ 032457 [0009] Figure 3

illustrates a systeminplenenting a trusted keyboard
w@emansige wherein the keyboard scan engi ne i sPQT/Usiodeas2457

on a chi pset conponent, in accordance with one

enbodi nent; and [0010] Figure 4 illustrates a system

[000Op! € rbrmiuastrét@%taegyét@mhﬁﬂﬂ@knéﬁgwybrﬂmste”d KO8 scanning

t he keyboard scan engine is provid on a chi pset
. . o vl . _
whERaP ek odeR sBaf ShOBRCS abyRsdBrch pEBRRY ¢ fingnentun
ac R FRORR oE orBhedEiticriEne . = keyboard (k)
canni_.ng engi ne scans out a value to the KB. The KB

[003 Bhn Fidgred ilusirades asysiean implemandiag aniusted keyborislscanning

depressions on the keyboard. Wien in a trusted node,
wherliedn KB kayitard skey eagihe, is qoovidep ondi chjpset carhgorkent, in
depression, through a trusted internal bus interface.

accdhdandehwitls wat diternativEbembdinferdt. t rust ed node, the KB
scan engi ne sends the key code through a | egacy

interface to be processed by an onboard keyboard
controller. In one enbodi nent, the KB scan engine is

De. B %@é&q R8n2 I /O hub controller. [0012]In the
——qéokgm-n-g—%escri ption, nunerous specific details are
set forth. 20 However, it is understood that
enbodi ments may be practiced without these specific

details. In other instances, well-known circuits,
[0041} uch mmeigodend appaiatisdor seewre keyboarkscasmwnisi described. In

detail in order not to obscure the understandi ng of
onet ¢erinbodiment, a keyboard (KB) scanning engine scans out a value to the KB.
The KB scan engine reads the scan in lines and detects key depressions on the
keyboard. When in a trusted mode, the KB sends a key code, corresponding to
the key depression, through a trusted internal bus interface. When the system is
not in a trusted mode, the KB scan engine sends the key code through a legacy

interface to be processed by an onboard keyboard controller. In one embodiment,

the KB scan engine is integrated on a I/O hub controller.

[0012]In the following description, numerous specific details are set forth.
However, it is understood that embodiments may be practiced without these
specific details. In other instances, well-known circuits, structures and techniques
have not been shown in detail in order not to obscure the understanding of this

description.
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description. 3 WD 2005/ 033916 PCT/ US2004/ 032457

[ 0013] Ref erence throughout this specification to "one
wepdsasivent * or "an enbodi ment” indi cate thatP@EI/US2004/032457

particul ar feature, structure, or characteristic

described in connection wth the enbodinent is

[OOJZIT1 @pl?éfgr%‘?icb%géugi@? BH? ggcacsiﬁég%%i 826he eﬁb}b’cﬁiinféh?’ or “|a|nn

2 earances L e _ ||n one enbodi nent” or '
e et aaHIcaTe hat eartruat Gelirdy Shubife i MhadiEhgye

the sane enbodi nent. Furthernore, . the rticul ar
desedbgd inegonnegtioncvith the erapogmﬁr&d% gm'hqqu?g %398%@%
conbined in any suitable nmanner in one or nore
embodioginteThas, the fuEpeaTsas efdhe phrasesoiiniene fesnbediongnt '« “in
to be deened trusted, the inplenentation nust be nade

an éwdbbimhéret” irovamougiplaess tesudleoutrtkiei specificdtion are not necessarily
certification. As a result of this, it is desirable

all rb%rﬁhﬁ’gb ey shitR dBbEIRIM: aFupReRHEMR, thapaftit@lar features,
inpl e

ntation can be certified in an easier fashion.

0 : j [ [ e
sty oo e BT R o R boraBel i Gy St PR eing e or
chi pset,, ?IJEI} one enbodinent in Figure 1, the chipset
mox PAENGMEs a nenory control hub (MCH) 110. The MCH
110 may include a nenory controller 112 that is
coupled to a main system nenory 115. The MCH 110 nay
al so include a graphics interface 113 coupled to a
[00 ¢4 Hpypiczdly cionendet Farra d&dce Tthbe 2@evied tnasied, thiesioplementadion
an interface with the central processing unit (CPU)
mudtdFe made available to third parties for review and certification. As a result of
this, it is desirable to simplify the implementation such that the implementation can

be certified in an easier fashion.

[0015]In one embodiment, as described herein, the trusted keyboard scan engine
could be integrated in chipset. In one embodiment in Figure 1, the chipset 107
includes a memory control hub (MCH) 110. The MCH 110 may include a memory
controller 112 that is coupled to a main system memory 115. The MCH 110 may
also include a graphics interface 113 coupled to a graphics controller 130. The
MCH would also include an interface with the central processing unit (CPU) 102

via bus 105.

[0016]In one embodiment, the MCH is interconnected to an input/output control
hub (ICH) 140 via a hub interface. The ICH 140 provides an interface to

input/output (1/0O) devices within the computer system 100. The ICH 140 may be
4
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via bus 105. [0016]I n one enbodi nent, the MCH is

i nterconnected to an input/output control hub (ICH)
wa2ds5033@1@ hub interface. The |1 CH 140 provi desPEIUS2004/032457

interface to 25 input/output (1/0O devices within the

conmput er system 100. The ICH 140 nmay be 4 WO

cou%%@ ¥ Qqﬁgﬂpfhep géﬁgﬁéﬁﬂ%%@agﬁ@é{? er B M2 Q’frbfhli‘lﬁ{gal

onent Interc ect (PC) provi di ng

conf SRR ET oRP éa@ﬂgéﬁ %su?ﬁﬁgﬂé%?@%t@ PPERY 55

165 5 aliien dse, hedCHRE pefuded o g8 Biig0R: 1 Bgoevaciqaszaen
path between the 5 CPU 102 and peri pheral device

interfamto] a PG hssedadT e RC baidgaddérprovider & éata, path @ewrgeen the

scan engine is integrated on the ICH of the chipset.

CPUA$02 ahepdriphefalfevidedi ng t he KB scan engine on the
ICH, the logic of the KB scan engi ne can be revi ewed
by a third party with [ess of a 10 need to reveal
CEM specific code in their keyboard controller.

[0018tj %ﬂe&gﬂah\g)‘g)dl Q r&%@{:ﬁbe(ﬁ Fﬁréﬂ? tﬁ& s Eﬁ%ﬁ%% %t@&rated

pset t

on tag o iﬁ@%p@gﬂﬁﬁ BEIER gy @ﬁﬁ%ﬁ“ﬁn Suplneer fhe 1o,

I/O hub controllers. In addltlon in alternatjv
the lpgisoefi thehiR scamengiBesaarbe FRyieiwed Sy iathie nary ‘%é'ﬁ'%%séd)f a

on 15 alternative hardware or enbedded firmare
needrbz havdad @EMipecHicriogerie tkeir seybdardwodiratierann alternative
descri bing the processes of providing a trusted
embodiments, the KB scan engine could be provided on chipsets other than a
chipset that includes MCH and ICH components. For example, the KB scan
engine could be provided on one of a variety of I/O hub controllers. In addition, in
alternative embodiments, the KB scan engine could be implemented on

alternative hardware or embedded firmware mechanisms.

[0018]Figure 2 is a flow diagram describing the processes of providing a frusted
keyboard scanning in accordance with one embodiment. The flow diagram of
Figure 2, is described with reference to the system illustrated in Figure 3, which
illustrates one embodiment of trusted keyboard scanning wherein the KB scan

engine is provided on the ICH.

[0019]As illustrated Figure 3, the ICH 140 integrates a keyboard scan engine 302
that include a keyscan algorithm. In process 202, the ICH periodically initiates the

keyscan process (e.g., every 5 ms). The scan out lines are normally driven to a
5
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keyboard scanning in accordance with one enbodi nent.
The flow diagramof Figure 2, is described with
WO efosnziee to the systemillustrated in Fi gur ePGI/USHWCHB2457
20 illustrates one enbodi nent of trusted keyboard
scanni ng wherein the KB scan engine is provided on

high 16git&Hbné) XAl AR driel erabbdihfsht Fhe s§an Eﬁ%és@WM@es driving

integrates a keyboard scan engine 3 i nclude a

eaclﬁ%ﬁl‘?@gcéﬁ Pﬁéé EQI@Etn%é?)é R{vﬂ‘iﬁ@% 46éin tth@ difdt lines Ioglgc]:ally high.

i odi cal keys process
n out lines ornal

Th'%p@%ﬁ@"%%%%%ﬁa &Q/wedmraéﬁa%wqﬁtm Hestipiiio the

ne) state. In one enbodi nent, the keyscan process
hlghqﬁélgmfscam pifi mdfernaiive keysear PEQGRSSES may Beused vel y
| ow, while holding the other lines |ogically high.
This process is known as wal king a zero fromthe
| owest significant bit to the highest significant

[00207In prldest R4 the Kegbss@insd@ncarfine SORrgadeinis@dscan in lines. If
[0020] I n process 204 the keyboard scan engi ne 302

anygiri?e gw&tglihgs SFdv, ﬂ(éf‘&éprebislon%)ﬂe%fcté eAﬁBPE%e KBR@sn

ey depressi‘on 1s detecte After

onafi S SRR AR KSVER Sod T obuat @;%%Jgg@ r%e%ﬁ"@ﬁ?ﬁg
(GeliRioE o Bead capie 1 oaptERodry RDH08 BT

a | ookup into a keyscan random access nenory (RAM
(not shown) using the scan out and scan in val ues

[0021]In process 206, the KB scan engine 302 performs a lookup into a keyscan
random access memory (RAM) (not shown) using the scan out and scan in values
as a row/column index, and reads from the RAM the keycode of the depressed

key.

[0022]In process 208, it is determined whether the system 100 is in trusted mode.
In one embodiment, the OS is responsible for initiating the entry into the trusted
mode. In one embodiment, the entry into the trusted mode is conveyed and
stored in the chipset. Alternative procedures for entering and indicating entry into

trusted mode, may be used.

[0023]If the system 100 has entered trusted mode, in process 210 the keycode
corresponding to the depressed keystrokes is sent through an internal trusted bus
interface 308 (e.g., a trusted Universal Serial Bus (USB)). The key code

information flows through internal channels in the chipset and are mapped to
6



10

15

20

25

as a row colum index, and reads fromthe RAMthe

keycode of the depressed key. 15 [0022] In process
WQOR®5/083916 s det ermi ned whet her the system 100 PGI/US2004/032457

trusted node. In one enbodinent, the CSis

responsi ble for initiating the entry into the trusted

menﬁ@?@ntel‘f@c@é‘ esRmbAgi etcant e p@iédted vid et ieniory pretection

node iIs conveyed and “stored in the chipset.

ﬁﬁjdi{ £s for entering and indicating
mecﬁéb%h{‘af h\éetr%&? rusted node, nmay be used. [0023] If

t he systen1100 has entered trusted node, in process
210 the keycode corresponding to the depressed

keystrokes is sent throu h an internal trusted
[002431%8?3 sysienos in éegpcy (RopTiystad nupge,dn PEPcess 3 R'&Jseycode
(USB)). The key code 25 information flows through
corréspanding tathetedressed keysttkieps sentout aalegaﬂﬁpﬁeﬂ‘a% 340 (e.g.,
WO 2005/ 033916 PCT/ US2004/ 032457 nmenory interfaces,

a PSayto bé proddserd byrthbonpoatdkéydbard aohtrellerednd. yn an alternative
protection nmechani smof the trusted node. [0024]1f the

&d
omUSTHEY 8 AU 004 e egh 0882 )

for I%éacyfgce Bgt%gﬁ%%&g%ar d 5’(@%@/}‘[&8%%%@? epd‘a/eg)cé)tn?roller

In an aIternat|ve enbodi mrent, the keycode coul d be

sent to System Managenent Interface (SM) for |egacy

free (non-trusted) keyboard enulation wthout an
[0025¢bistude 4 iJusirates laesystem in accordance with an alternative

embodiment. In particular, Figure 4 illustrates a system 100 using an external
hardware component 402 to provide port expansion for the ICH 140. In the
embodiment illustrated, using a separate component to provide the input/output
expansion may reduce the input/output requirements of the ICH 140. In this case,
the ICH 140 still implements the KB scan engine and provides the trusted
interface, but may require less pins on the package to support the trusted

keyboard scanning.

[0026]The processes described above can be stored in the memory of a computer
system as a set of instructions to be executed. In addition, the instructions to
perform the processes described above could alternatively be stored on other
forms of machine-readable media, including magnetic and optical disks. For
example, the processes described could be stored on machine-readable media,
such as magnetic disks or optical disks, which are accessible via a disk drive (or

computer-readable medium drive). Further, the instructions can be downloaded
7
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10 [0025] Figure 4 illustrates a systemin accordance
wth an alternative enbodinent. In particular, Figure
W@ 200508816 at es a system 100 usi ng an external PEED/004/E32457
conmponent 402 to provide port expansion for the |ICH
140. In the enbodiment illustrated, using a separate
intocpopapatiig Hevies eveds dalr@nenww@atfouh of esApNed mdTRked
reduce the input/output requirenents of the I CH 140
verdibnt his case, 15 the ICH 140 still inplenments the KB
scan engi ne and provides the trusted interface, but
may require | ess pins on the package to support the
trusted keyboard scanning. [0026] The processes

ri bed abgve can be stored in the nmenpry of a
loogﬁéﬁsfr@?we&oowge@n@&e @e&m?@é%% flishuysges! glove could
executed. In addition, the instructions to performthe
e ipniryBeBied in@deitiopeticerpputer endlal mackinaaeadatily mhedia, such as

stored on other forns of machi ne-readabl e nedia,

discretel hatdwgreregmpbnentaras lapge-sedle dhtegrted eircuiex dgliss,
the processes described could be stored on

appmr@nngpécﬁ@dﬂkégeaﬂ@a%@u.ts $ASiTap fmw&ls@cﬁ Ia3kSeGfically
opti cal disks, which are accessible via a disk drive

s o S AL e e P

PCT/ US2Q04/ 032457 into a copput i devi ce. over
acofieiial RS SNl o bP s Bl LA (eiGhic el oGS, inflared

[0027] Al ternatively, the logic to performthe
ﬁgﬂﬁkbéB§§%§®ﬂ§kﬁﬁgbh§§%d above could 5 be inplenented

i n additional conputer and/or machi ne readabl e nedi a,

such as
[0028] In the foregoing specification, the invention has been described with
reference to specific exemplary embodiments thereof. It will, however, be evident
that various modifications and changes may be made thereto without departing
from the broader spirit and scope of the invention as set forth in the appended
claims. The specification and drawings are, accordingly, to be regarded in an

illustrative rather than a restrictive sense.



di screte hardware conponents as |arge-scale integrated
circuits (LSI's), application-specific integrated
W@ 20081033986 (ASI C s), firmmare such as el ectri cab@US2004/032457
er asabl e programuabl e read-only nenory (EEPROM s); and
el ectrical, optical, acoustical and other fornms of
Claiptpagat ed signals (e.g., carrier waves, infrared 10
signals, digital signals, etc.); etc. [0028] In the

1) forAe,g]_%itH(;tgj %&?Ehgibéati on, the invention has been

describ ference to specific exenplary
' ts thereof . 1t will,.. howeyer.. be evident
a ke aard, ST SadiiBaRRotaied ol iaSehiBliglise AlyPiseafaacess:
thereto without departing 15 fromthe broader spirit
the keypogrd seapengie deleeting ey sIepeessieith in t he
appended clains. The specification and draw ngs are,
wheadp ér iistgt ynodey transnytiing dekey eoday cortdspendiagitodhe &eper
than a restrictive sense. 8 WD 2005/ 033916
deprSEIddSANBayR3tdSte@linterml bly iftlerfat®od conprising: a
keyboard scan engine integrated on a chi pset
initiating a keyscan process; the keyboard scan
engi ne detecting a key depression; when in a trusted

2) o R R, ARG TRRRP O BabDR o
interface. 2). T d of claim1, wherein th
sl A Sl ALP B (G SPATLPHaE | & a trust ed Uni ver sal
Serial Bus (USB) interface.
3) The method of claim 1, further including:
when in a non-trusted mode, sending a key code, corresponding to the key

depression, through an interface to be processed by an onboard key board

controller.

4) The method of claim 3, wherein, in the not-trusted mode, the key code is

transmitted to the onboard key board controller via a PS/2 interface.

5) The method of claim 1, wherein the a keyboard scan engine is integrated

on a 1/0O hub controller of the chipset.

6) The method of claim 5, wherein the 1/O hub controller includes a port

expander interfacing with a keyboard.



7)

8)

9)

10)

11)

12)

3) The method of claim1, further including: when in a
non-trusted node, sending a key code, corresponding to
w0 b@skadp16 depr essi on, through an interface to BPEI/US2004/032457
processed by an onboard key board controller. 4) The
met hod of claim 3, wherein, in the not-trusted node,

t hqh’é(ﬂ)?ieﬁ@@%fic‘ﬁaiﬁ{@\ﬁﬁér‘eﬁr?ﬂwé @W@g@gﬁ@ﬁﬁgﬁ%w@pﬁénts a

[er via a PS/2 interface.
| .aj wherein the a keyboard scan engine is
key%ﬁ?ﬁ@%"t”é%on a |/O hub controller of the chipset. 6)
The nethod of claim5, wherein the 1/0O hub controller
i ncludes a port expander interfacing with a keyboard.
9 WD 2005/ 033916 PCT/ US2004/ 032457 7) The met hod of
cl & siemgesrising'he keyboard scan engine inpl enents a
key scan algorithm 8) A systemconprising: a central
a centrat pexiesgingnirtit; a nmenory unit; and a keyboard scan
engi ne integrated on a chipset, the keyboard scan
a mefwrPanittand nitiate a keyscan process, detect a key
depression, and, when in a trusted node, transmt a

Y raﬁd;?é;aém 8@58%@@%&88 oh% Eﬁiﬁggtzﬁ_(héjﬁé’sﬂfo%?& QBan Rt

terna us I nter

contr [

initiate a keyscan process, detect a key depression, and, when in a trusted mode,
transmit a key code, corresponding to the key depression, through a trusted

internal bus interface.

The system of claim 8, wherein the trusted internal bus interface is a

trusted Universal Serial Bus (USB) interface.
The system of claim 8, further including:
when in a non-trusted mode, the key code is to be transmitted through an

interface to be processed by an onboard key board controller.

The system of claim 10, wherein, in the not-trusted mode, the key code is

to be transmitted to the onboard key board controller via a PS/2 interface.

The system of claim 8, wherein the a keyboard scan engine is integrated

on a /O hub controller of the chipset.

10



9) The systemof claim8, wherein the trusted internal
bus interface is a trusted Universal Serial Bus (USB)

w0 niososmee. 10) The system of claim8, furtherPCT/US2004/032457
i ncluding: when in a non-trusted node, the key code is
to be transmtted through an interface to be

13)  pr Jhesysterhof @i WhSr&athe 9 Huls eBhirelidrahcludds a}hﬁt
system of claim 10, wherein, in the not-trusted node,

[ nsmtted to the onboard key

exp%ﬁﬁrﬁﬁﬁfgﬁ%ﬁ% \?\/Errlb\%egﬁgé@/z interface. 12) The system

of claim8, wherein the a keyboard scan engine is

integrated on a I/O hub controller of the chipset. 10

V\DgﬁOOS/PBBQ 6, PCT/ US%OO4/ 032457 13) The system of

cl AMFSYSEMREFEBIM TenWhere Hie kevbrargiscan engine)terlements a

port expander interfacing with a keyboard. 14) The
key §Gan algosithrel ai m 12, wherein the keyboard scan engi ne

i mpl ements a key scan algorithm 15) A

machi ne-r eadabl e nmedi um having stored thereon a set of

i nstructions, which when executed by a processor,

15)  peA arathingidRRbROMREIUFh REVing JHENRAREFE LR ReEHBh Ructions,
integrated on a chipset initirating a keyscan process;

which1ndiP ¥ROAIEd HANoRRALIS: BENBIh %tﬁoé%égﬁﬁ% gasi on

eninatru ansmtting
a ke%’éérﬁs&%ﬂdér{bqné %téghr%te%egn a chipset initiating a keyscan process;

14)

the keyboard scan engine detecting a key depression;
when in a trusted mode, transmitting a key code, corresponding to the key

depression, through a trusted internal bus interface.

16) The machine-readable medium of claim 15, wherein the trusted internal

bus interface is a trusted Universal Serial Bus (USB) interface.

17) The machine-readable medium of claim 15, further including:
when in a non-trusted mode, sending a key code, corresponding to the key

depression, through an interface to be processed by an onboard key board

conftroller.

18) The machine-readable medium of claim 17, wherein, in the not-trusted

mode, the key code is transmitted to the onboard key board controller via a PS/2

interface.

11



depression, through a trusted internal bus interface.
16) The machi ne-readabl e nedi um of claim 15, wherein
W0 b@s508398¢ ed i nternal bus interface is a trusP@rUS2004/032457
Uni versal Serial Bus (USB) interface. 17) The
machi ne-readabl e nmedi um of claim 15, further

19) i nghedhaghinefteadatleansdinnt slusiaiff 1 500Rereke il A%ePbdSY scan
code, corresponding to the key depression, through an

engin@lisil@ERittd of% S&trder DR RINALSt key board
£8)

control Fer. e machi ne-readabl e” nmedi um of cl aim
17, wherein, in the not-trusted node, the key code is
transmtted to the onboard key board controller via a
PS%% interface, 11 WD 2005/033916 PCT/ US2004/ 032457

20) 19y heHrachiperaadalda metismeisiaim &9, wheriein 1w I/Qiwibesantroller

. the a keyboard scan engine is integrated on a |/ O hub
includnsta ppitexpandehiatefagineg withZokeybeardrachi ne- r eadabl e
medi um of claim 19, wherein the I/O hub controller
i ncludes a port expander interfacing with a keyboard.
21) The machi ne-readabl e nedi um of claim 19, wherein

21)  thehkeysaahélrésddble PREIOM clbﬂ"ﬂPéthﬁhé’reh?ﬁhefl@Board scan

algorithm 22) A systemconprising: a centra

engiREATBRThESs Wkdy sGarBIRRFthN! ¢

22) A system comprising:

| a central processing unit;
a memory unit;
a graphics controller; and
a keyboard scan engine integrated on a chipset, the keyboard scan engine to
initiate a keyscan process, detect a key depression, and, when in a trusted mode,
transmit a key code, corresponding to the key depression, through a trusted

internal bus interface.

23) The system of claim 22, wherein the trusted internal bus interface is a

trusted Universal Serial Bus (USB) interface.

24) The system of claim 22, further including:
when in a non-trusted mode, the key code is to be transmitted through an

interface to be processed by an onboard key board controller.
12



a graphics controller; and a keyboard scan engi ne
integrated on a chipset, the keyboard scan engine to

WO 05i033986 a keyscan process, detect a key deprBGHUSIN)4/032457
and, when in a trusted node, transmt a key code,
corresponding to the key depression, through a trusted
internal bus interface. 23) The system of claim 22,
wherein the trusted internal bus interface is a

tr ver el ' . T .
) g dHerisiethie R 2 ey e SRR, ey B8t is
nQn-trust de, the key code is to be t smtted
to bR FsisgHted fo it @inaald ke boedpordalsl vy Pl lbtiace
key board controller. 12 WO 2005/ 033916
PCT/ US2004/ 032457 25) The system of cl aim 24, wherein,
in the not-trusted node, the key code is to be

26)  tr dherdystard of olaime2) mheasid thew Heydodrd scan ehgiee i iregrated
PS/2 interface. 26) The system of claim 22, wherein

on & 1@ kubkeoriifslied of tharctapgatne is integrated on a I/ 0O hub
controller of the chipset. 27) The system of cl ai m 26,

wherein the 1/0O hub controller includes a port
expander interfacing with a keyboard. 13

27) The system of claim 26, wherein the 1/0O hub controller includes a port

expander interfacing with a keyboard.

13



