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INTEGRITY PROTECTION FAILURE HANDLING 

METHOD AND APPARATUS, AND USER EQUIPMENT 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority to Chinese Patent Application No. 

202010415321.3, filed in China on May 15, 2020, which is incorporated herein by 5 

reference in its entirety. 

TECHNICAL FIELD 

[0002] This application pertains to the field of communications technologies, and 

in particular, to an integrity protection failure handling method and apparatus, and user 

equipment. 10 

BACKGROUND 

[0003] New radio (New Radio, NR) sidelink (Sidelink, SL, also referred to as 

sidelink, side link, or the like) transmission is mainly divided into transmission modes 

of broadcast, groupcast, and unicast. At present, sidelink radio resource control sidelink 

RRC signaling has been introduced into NR sidelink unicast communication, and a 15 

radio bearer for transmitting sidelink RRC signaling is referred to as a sidelink signaling 

bearer SL-SRB. For security of signaling transmission, integrity check needs to be 

performed for transmission on the sidelink signaling bearer. In the prior art, there is no 

handling method for sidelink signaling bearers in a case of an integrity check failure, 

leading to low security of sidelink communication. 20 
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SUMMARY 

[0004] This application provides an integrity protection failure handling method 

and apparatus, and user equipment, so as to resolve lack of a subsequence handling 

method in a case of an integrity check failure for sidelink signaling bearers in the related 

art, thereby further improving security of sidelink communication. 5 

[0005] According to a first aspect, an embodiment of this application provides an 

integrity protection failure handling method, applied to first user equipment, where the 

first user equipment performs sidelink communication based on a destination address, 

and the integrity protection failure handling method includes: 

performing a security control operation in at least a case that an integrity 10 

check failure indication for a sidelink signaling bearer is received. 

[0006] According to a second aspect, an embodiment of this application provides 

an integrity protection failure handling apparatus, applied to first user equipment, where 

the first user equipment performs sidelink communication based on a destination 

address, and the apparatus includes: 15 

a first execution module, configured to perform a security control operation 

in at least a case that an integrity check failure indication for a sidelink signaling bearer 

is received. 

[0007] According to a third aspect, an embodiment of this application provides user 

equipment, including a processor, a memory, and a program or an instruction stored in 20 

the memory and capable of running on the processor, where when the program or the 

instruction is executed by the processor, the steps of the integrity protection failure 

handling method according to the first aspect are implemented. 

[0008] According to a fourth aspect, an embodiment of this application provides a 

readable storage medium, where a program or an instruction is stored in the readable 25 

storage medium; and when the program or the instruction is executed by a processor, 

the steps of the integrity protection failure handling method according to the first aspect 

are implemented. 
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[0009] In the embodiments of this application, the first user equipment performs a 

security control operation in at least a case that an integrity check failure indication for 

a sidelink signaling bearer is received. That is, performing the security control operation 

by the first user equipment in the case that the integrity check failure indication for the 

sidelink signaling bearer is received can improve security of sidelink communication. 5 

BRIEF DESCRIPTION OF DRAWINGS 

[0010] FIG. 1 is a flowchart of an integrity protection failure handling method 

according to an embodiment of this application; 

[0011] FIG. 2 is a schematic structural diagram of a control-plane protocol stack on 

a user equipment side; 10 

[0012] FIG. 3 is another flowchart of an integrity protection failure handling 

method according to an embodiment of this application; 

[0013] FIG. 4 is a structural diagram of an integrity protection failure handling 

apparatus according to an embodiment of this application; and 

[0014] FIG. 5 is a structural diagram of user equipment according to an 15 

embodiment of this application. 

DESCRIPTION OF EMBODIMENTS 

[0015] The following clearly and completely describes the technical solutions in 

the embodiments of this application with reference to the accompanying drawings in 

the embodiments of this application. Apparently, the described embodiments are only 20 

some rather than all of the embodiments of this application. All other embodiments 

obtained by a person of ordinary skill in the art based on the embodiments of this 

application without creative efforts shall fall within the protection scope of this 

application. 

[0016] In the specification and claims of this application, the term "include" and 25 

any other variants thereof are intended to cover the non-exclusive inclusion, for 
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example, a process, method, system, product, or device that includes a list of steps or 

units is not necessarily limited to those expressly listed steps or units, but may include 

other steps or units not expressly listed or inherent to such a process, method, system, 

product, or device. In addition, in the specification and claims, the use of "and/or" 

represents presence of at least one of the connected objects, for example, "A and/or B" 5 

indicates the following three cases: A alone, B alone, or both A and B. 

[0017] In the embodiments of this application, the terms "an example" or "for 

example" are used to represent an example, an illustration, or a description. Any 

embodiment or design scheme described as "an example" or "for example" in the 

embodiments of this application should not be construed as being more preferred or 10 

advantageous than other embodiments or design schemes. To be precise, the words such 

as "an example" or "for example" are intended to present a related concept in a specific 

manner. 

[0018] In the specification and claims of this application, the terms such as "first" 

and "second" are intended to distinguish between similar objects but do not necessarily 15 

indicate a specific order or sequence. It should be understood that the numbers used in 

this way is interchangeable in appropriate circumstances so that the embodiments of 

this application described herein can be implemented in other orders than the order 

illustrated or described herein. 

[0019] First, it should be stated that an integrity detection failure handling 20 

procedure on an NR Uu interface in the prior art is not applicable to integrity check 

failures of sidelink signaling bearers. For integrity detection failures on the Uu interface, 

security re-establishment can be implemented through reselection of an appropriate cell. 

However, a sidelink is established between a pair of specific user equipments (or a pair 

of specific destination addresses), and security re-establishment cannot be implemented 25 

using other UEs (or destination addresses). 

[0020] The mechanism in the prior art cannot be applied to integrity check failure 

handling for sidelink signaling bearers, which also brings some difficulties to 

implementation of the embodiments of the present invention. 
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[0021] FIG. 1 is a flowchart of an integrity protection failure handling method 

according to an embodiment of this application. As shown in FIG. 1, this embodiment 

of this application provides an integrity protection failure handling method, applied to 

first user equipment. The first user equipment performs sidelink communication based 

on a destination address, and the integrity protection failure handling method includes 5 

the following step. 

[0022] Step 101: Perform a security control operation in at least a case that an 

integrity check failure indication for a sidelink signaling bearer is received. 

[0023] As shown in FIG. 2, FIG. 2 is a schematic structural diagram of a control-

plane protocol stack on a user equipment side. The control-plane protocol stack includes 10 

a physical layer (Physical Layer, PHY), a medium access control (Medium Access 

Control, MAC) layer, a radio link control (Radio Link Control, RLC) layer, a packet 

data convergence protocol (Packet Data Convergence Protocol, PDCP) layer, a radio 

resource control (Radio Resource Control, RRC) layer, and a non-access stratum (Non-

Access Stratum, NAS). The PDCP protocol layer mainly aims to send or receive packet 15 

data to or from a peer PDCP entity, to mainly complete the following functions: IP 

packet header compression and decompression, data and signaling encryption, and 

signaling integrity protection. 

[0024] The integrity protection function includes two processes of integrity 

protection and integrity check. An algorithm and a key for an integrity protection 20 

function of the PDCP entity are configured by a higher layer. Once a security function 

is activated, the integrity protection function is activated, and this function is applied to 

all PDCP protocol data units (Protocol Data Unit, PDU) indicated by the higher layer. 

[0025] It can be found from the foregoing description that in a specific embodiment 

of the present invention, the integrity check failure indication (Integrity Check Failure 25 

Indication) may be sent by the PDCP entity, and the integrity protection failure handling 

method is performed by a radio resource control (Radio Resource Control, RRC) entity. 

[0026] It should be understood that, in this embodiment of this application, the 

integrity check failure indication is not limited to being obtained by means of sending 

by the PDCP entity, or may be obtained by other means, which is not limited herein. 30 
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The first user equipment may perform a security control operation once occurrence of 

an integrity check failure for the sidelink signaling bearer can be determined, which can 

improve security of sidelink communication. 

[0027] In other words, the integrity protection failure handling method in specific 

embodiments of the present invention is applied to the first user equipment, where the 5 

first user equipment performs sidelink communication based on the destination address. 

The integrity protection failure handling method includes: 

performing a security control operation in a case that an integrity check 

failure event for the sidelink signaling bearer is detected. 

[0028] However, the case that the integrity check failure indication for the sidelink 10 

signaling bearer is received from the PDCP entity can be considered that an integrity 

check failure event for the sidelink signaling bearer has been detected. 

[0029] In a specific embodiment of the present invention, the first user equipment 

may be a mobile phone, a computer, in-vehicle user equipment, or the like. The 

destination address is an address for unicast communication with the first user 15 

equipment, and the destination address may correspond to the second user equipment. 

However, it should be understood that the first user equipment may establish a plurality 

of sidelink communications, that is, the first user equipment may have a plurality of 

destination addresses. The plurality of destination addresses may correspond to one 

destination user equipment, or may correspond to a plurality of destination user 20 

equipments. That is, the plurality of destination addresses all correspond to the second 

user equipment, or may respectively correspond to the second user equipment, third 

user equipment, and so on. 

[0030] In this embodiment, the first user equipment performs a security control 

operation in at least the case that the integrity check failure indication for the sidelink 25 

signaling bearer is received. That is, performing the security control operation by the 

first user equipment in the case that the integrity check failure indication for the sidelink 

signaling bearer is received improves security of sidelink communication. 

[0031] In a specific embodiment of the present invention, judging criteria for 

different integrity check failures can be configured by the higher layer or predefined by 30 
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a protocol. For example, the following provides the judging criteria for different 

integrity check failures: 

any one PDCP PDU of the sidelink signaling bearer encounters an integrity 

check failure; 

a predetermined quantity of accumulated PDCP PDUs encounter an 5 

integrity check failure; and 

a predetermined quantity of consecutive PDCP PDUs encounter an integrity 

check failure. 

[0032] As shown in FIG. 3, in an embodiment of this application, the integrity 

protection failure handling method further includes the following step. 10 

[0033] Step 102: Perform a security control operation in a case that a sidelink radio 

link failure is detected. 

[0034] A sequence between step 101 and step 102 is not limited. The first user 

equipment may perform the security control operation in the case that the integrity 

check failure indication for the sidelink signaling bearer is received, and may also 15 

perform the security control operation in the case that the sidelink radio link failure is 

detected. 

[0035] The method in the specific embodiment of the present invention can be 

applied to sidelink communication of various communication standards. In a case of 

being applied to sidelink communication of 5G NR, in an embodiment of this 20 

application, the sidelink signaling bearer is at least one of sidelink signaling bearer 1 

(that is, SL-SRB1), sidelink signaling bearer 2 (that is, SL-SRB2), and sidelink 

signaling bearer 3 (that is, SL-SRB3). That is, in a case that an integrity check failure 

indication is received on at least one sidelink signaling bearer of SL-SRB1, SL-SRB2, 

and SL-SRB3, the security control operation is performed. SL-SRB1 is used to transmit 25 

PC5 Signaling (PC5-S) signaling that activates security, SL-SRB2 is used to transmit 

PC5-S signaling that requires security protection, and SL-SRB3 is used to transmit PC5 

RRC signaling that requires security protection. Security protection herein refers to 

encryption and integrity protection requirements. 
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[0036] In other words, the specific embodiment of the present invention may be 

applied to part of sidelink signaling bearers, or may be applied to all sidelink signaling 

bearers. 

[0037] Configuring the integrity protection function is intended to improve security 

of communication, for example, preventing data from being tampered with. When an 5 

integrity check failure occurs, it indicates that the sidelink communication no longer 

meets security requirements, and then the security control operation can be performed 

in this case. 

[0038] In the specific embodiment of the present invention, the security control 

operation may use one of the following three types of operations. 10 

[0039] The first type is releasing a related bearer or connection for sidelink 

communication, so that a transmission tunnel for sidelink communication no longer 

exists, thereby avoiding proceeding with sidelink communication. 

[0040] For example, releasing a related bearer or connection for sidelink 

communication may be at least one of the following operations: 15 

releasing a data bearer corresponding to sidelink communication performed 

by the first user equipment based on the destination address; 

releasing a signaling bearer corresponding to sidelink communication 

performed by the first user equipment based on the destination address; and 

releasing a PC5 interface RRC connection corresponding to sidelink 20 

communication performed by the first user equipment based on the destination address, 

where a sidelink interface is also referred to as a PC5 interface. 

[0041] The second type is discarding related configuration information of the 

sidelink signaling bearer, so that sidelink communication cannot be initiated. 

[0042] For example, discarding related configuration information of the sidelink 25 

signaling bearer may be at least one of the following operations: 

discarding configuration information corresponding to sidelink 

communication performed by the first user equipment based on the destination address; 

where the configuration information may be configuration information from RRC 

signaling, PC5 RRC signaling, or pre-configuration (pre-configuration) signaling; and 30 
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discarding a security key corresponding to sidelink communication 

performed by the first user equipment based on the destination address; where 

the security key includes KNRP, KNRP-sess, NRPEK, NRPIK, and the like; 

KNRP is a root key shared between two user equipments in sidelink communication, and 

needs to be exchanged through the PC5 interface; a root key KNRP-sess used in actual 5 

security context may be derived from KNRP, and then an encryption key NRPEK used 

by an encryption algorithm and an integrity key NRPIK used by an integrity algorithm 

are further derived from KNRP-sess. The third type is stopping sidelink communication 

by stopping a timer, for example: 

stopping a timer corresponding to sidelink communication performed by the 10 

first user equipment based on the destination address, or stopping all timers for sidelink 

communication performed by the first user equipment. 

[0043] The timer may be included in the configuration information. 

[0044] That is, the security control operation specifically includes at least one of 

the following operations: 15 

releasing a data bearer corresponding to sidelink communication performed 

by the first user equipment based on the destination address; 

releasing a signaling bearer corresponding to sidelink communication 

performed by the first user equipment based on the destination address; 

releasing a sidelink interface radio resource control PC5 RRC connection 20 

corresponding to sidelink communication performed by the first user equipment based 

on the destination address; 

discarding configuration information corresponding to sidelink 

communication performed by the first user equipment based on the destination address; 

discarding a security key corresponding to sidelink communication 25 

performed by the first user equipment based on the destination address; and 

stopping a timer corresponding to sidelink communication performed by the 

first user equipment based on the destination address, or stopping all timers for sidelink 

communication performed by the first user equipment. 
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[0045] For example, all timers related to sidelink communication are stopped, or a 

timer related to sidelink communication with the destination address is stopped. Further, 

the timer includes at least T400, and T400 is used for a sidelink RRC reconfiguration 

procedure and is started at a moment when sidelink UE sends a sidelink RRC 

reconfiguration message. 5 

[0046] In an embodiment of this application, in step 101, in the case that the 

integrity check failure indication for the sidelink signaling bearer is received, after the 

performing a security control operation, the method further includes: 

sending an RRC message to a network-side device, where the RRC message 

is used to report that sidelink communication with the destination address by the first 10 

user equipment fails. 

[0047] The RRC message sent to the network-side device may use an existing 

sidelink user equipment information SidelinkUEInformation message. The first user 

equipment sends the RRC message to the network-side device to report that sidelink 

communication with the destination address by the first user equipment fails. 15 

[0048] After receiving the message, the network-side device may release related 

resources allocated to the first user equipment for sidelink communication based on the 

destination address, thereby reducing resource waste. 

[0049] Further, the RRC message is also used to indicate that a cause of the sidelink 

communication failure is integrity check failure, so as to notify the network-side device 20 

about the cause of the sidelink communication failure. In this way, the network-side 

device is able to perform more targeted handling based on the cause of the sidelink 

communication failure, improving accuracy of handling. 

[0050] In an embodiment of this application, in the case that the integrity check 

failure indication for the sidelink signaling bearer is received, after the performing a 25 

security control operation, the method further includes: 

sending indication information to an upper-layer entity of the first user 

equipment, where the indication information is used to notify that a PC5 RRC 

connection has been released. 
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[0051] In a specific embodiment of the present invention, the upper-layer entity 

may be an entity above an access stratum (AS), for example, a V2X layer and an 

application layer. 

[0052] After the first user equipment performs the security control operation, the 

indication information is sent to the upper-layer entity of the first user equipment, so 5 

that the upper-layer entity stops sidelink communication based on the destination 

address, preventing the upper-layer entity from continuing to process and/or send data 

that needs to be transmitted through sidelink. 

[0053] Further, the indication information is further used to notify that a cause of 

the PC5 RRC connection being released is integrity check failure or failure of the PC5 10 

RRC connection. 

[0054] In an embodiment of this application, the integrity protection failure 

handling method further includes: 

sending a PC5 RRC message to second user equipment corresponding to the 

destination address, where the PC5 RRC message is used to indicate the second user 15 

equipment to stop sidelink communication performed based on the destination address. 

[0055] The step in this embodiment may be performed before the first user 

equipment performs the security control operation, or may be performed after the first 

user equipment performs the security control operation, and an execution sequence of 

this step depends on specific content of the security control operation. When the action 20 

of sending the PC5 RRC message is performed before the security control operation, it 

is not affected by the specific content of the security control operation. However, when 

the action of sending the PC5 RRC message is performed after the first user equipment 

performs the security control operation, the security control operation performed by the 

first user equipment does not include releasing the signaling bearer, that is, the 25 

performing the at least one security control operation by the first user equipment does 

not include releasing the signaling bearer that is corresponding to the sidelink 

communication performed by the first user equipment based on the destination address. 

The PC5 RRC message can be transmitted using the reserved signaling bearer in this 

case because the signaling bearer has not been released. 30 
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[0056] The operation of stopping sidelink communication based on the destination 

address by the second user equipment may include: releasing a corresponding data 

bearer (which is releasing the related bearer or connection for sidelink communication 

as described above), releasing corresponding configuration information (which is 

discarding the related configuration information for the sidelink signaling bearer as 5 

described above), and the like. 

[0057] The first user equipment sends the PC5 RRC message to the second user 

equipment, so that the second user equipment does not need to monitor and receive data 

based on the destination address any longer. 

[0058] Further, the PC5 RRC message carries a sidelink configuration reset 10 

indication. The PC5 RRC message may be a PC5 RRC dedicated message, for example, 

being an sl-ResetConfig-r16 message (R16 sidelink configuration reset message). The 

sl-ResetConfig-r16 message is used to notify the second user equipment that both the 

data bearer and configuration corresponding to sidelink communication performed 

based on the destination address are released, so that the second user equipment does 15 

not need to monitor and receive data based on the destination address any longer, which 

can reduce power consumption of the user equipment and resources of the processor. 

[0059] Referring to FIG. 4, FIG. 4 is a structural diagram of an integrity protection 

failure handling apparatus according to an embodiment of this application. The 

apparatus is applied to first user equipment, and the first user equipment performs 20 

sidelink communication based on a destination address. As shown in FIG. 4, the 

integrity protection failure handling apparatus 300 includes: 

a first execution module 301, configured to perform a security control 

operation in at least a case that an integrity check failure indication for a sidelink 

signaling bearer is received. 25 

[0060] In an embodiment of this application, the integrity check failure indication 

is sent by a packet data convergence protocol PDCP entity. 

[0061] In an embodiment of this application, the integrity protection failure 

handling apparatus 300 further includes: 
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a second execution module, configured to perform a security control 

operation in a case that a sidelink radio link failure is detected. 

[0062] In an embodiment of this application, the sidelink signaling bearer is at least 

one of sidelink signaling bearer 1, sidelink signaling bearer 2, and sidelink signaling 

bearer 3. 5 

[0063] In an embodiment of this application, the security control operation 

specifically includes at least one of the following operations: 

releasing a data bearer corresponding to sidelink communication performed 

by the first user equipment based on the destination address; 

releasing a signaling bearer corresponding to sidelink communication 10 

performed by the first user equipment based on the destination address; 

releasing a sidelink interface radio resource control PC5 RRC connection 

corresponding to sidelink communication performed by the first user equipment based 

on the destination address; 

discarding configuration information corresponding to sidelink 15 

communication performed by the first user equipment based on the destination address; 

discarding a security key corresponding to sidelink communication 

performed by the first user equipment based on the destination address; and 

stopping a timer corresponding to sidelink communication performed by the 

first user equipment based on the destination address, or stopping all timers for sidelink 20 

communication performed by the first user equipment. 

[0064] In an embodiment of this application, the integrity protection failure 

handling apparatus 300 further includes: 

a first sending module, configured to send an RRC message to a network-

side device, where the RRC message is used to report that sidelink communication with 25 

the destination address by the first user equipment fails. 

[0065] In an embodiment of this application, the RRC message is further used to 

indicate that a cause of the sidelink communication failure is integrity check failure. 

[0066] In an embodiment of this application, the apparatus further includes: 
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a second sending module, configured to send indication information to an 

upper-layer entity of the first user equipment, where the indication information is used 

to notify that a PC5 RRC connection has been released. 

[0067] In an embodiment of this application, the indication information is further 

used to notify that a cause of the PC5 RRC connection being released is integrity check 5 

failure or failure of the PC5 RRC connection. 

[0068] In an embodiment of this application, the integrity protection failure 

handling apparatus 300 further includes: 

a third sending module, configured to send a PC5 RRC message to second 

user equipment corresponding to the destination address, where the PC5 RRC message 10 

is used to indicate the second user equipment to stop sidelink communication performed 

based on the destination address. 

[0069] In an embodiment of this application, the PC5 RRC message carries a 

sidelink configuration reset indication. 

[0070] The integrity protection failure handling apparatus 300 provided in this 15 

embodiment of this application is capable of implementing the processes of the method 

embodiments of FIG. 1 and FIG. 3. To avoid repetition, details are not described herein 

again. In this embodiment, the first user equipment performs a security control 

operation in at least the case that the integrity check failure indication for the sidelink 

signaling bearer is received. That is, performing the security control operation by the 20 

first user equipment in the case that the integrity check failure indication for the sidelink 

signaling bearer is received improves security of sidelink communication. 

[0071] It should be noted that the integrity protection failure handling apparatus in 

this embodiment of this application may be an apparatus, or may be a component, an 

integrated circuit, or a chip in user equipment. 25 

[0072] FIG. 5 is a schematic diagram of a hardware structure of user equipment for 

implementing the embodiments of this application. 

[0073] The user equipment 400 includes but is not limited to components such as a 

radio frequency unit 401, a network module 402, an audio output unit 403, an input unit 
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404, a sensor 405, a display unit 406, a user input unit 407, an interface unit 408, a 

memory 409, and a processor 410. 

[0074] A person skilled in the art can understand that the user equipment 400 may 

further include a power supply (for example, a battery) supplying power to the 

components, and the power supply may be logically connected to the processor 410 5 

through a power management system. In this way, functions such as charge 

management, discharge management, and power consumption management are 

implemented by using the power management system. The structure of the user 

equipment shown in FIG. 5 does not constitute any limitation on the user equipment. 

The user equipment may include more or fewer components than those shown in FIG. 10 

11, or a combination of some components, or the components disposed differently. 

Details are not repeated herein. 

[0075] The processor 410 is configured to perform a security control operation in 

at least a case that an integrity check failure indication for a sidelink signaling bearer is 

received. 15 

[0076] Further, the integrity check failure indication is sent by a packet data 

convergence protocol PDCP entity. 

[0077] Further, the processor 410 is further configured to perform a security control 

operation in a case that a sidelink radio link failure is detected. 

[0078] Further, the sidelink signaling bearer is at least one of sidelink signaling 20 

bearer 1, sidelink signaling bearer 2, and sidelink signaling bearer 3. 

[0079] Further, the security control operation specifically includes at least one of 

the following operations: 

releasing a data bearer corresponding to sidelink communication performed 

by the first user equipment based on the destination address; 25 

releasing a signaling bearer corresponding to sidelink communication 

performed by the first user equipment based on the destination address; 

releasing a sidelink interface radio resource control PC5 RRC connection 

corresponding to sidelink communication performed by the first user equipment based 

on the destination address; 30 
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discarding configuration information corresponding to sidelink 

communication performed by the first user equipment based on the destination address; 

discarding a security key corresponding to sidelink communication 

performed by the first user equipment based on the destination address; and 

stopping a timer corresponding to sidelink communication performed by the 5 

first user equipment based on the destination address, or stopping all timers for sidelink 

communication performed by the first user equipment. 

[0080] Further, the radio frequency unit 401 is configured to send an RRC message 

to a network-side device, where the RRC message is used to report that sidelink 

communication with the destination address by the first user equipment fails. 10 

[0081] Further, the RRC message is further used to indicate that a cause of the 

sidelink communication failure is integrity check failure. 

[0082] Further, the radio frequency unit 401 is configured to send indication 

information to an upper-layer entity of the first user equipment, where the indication 

information is used to notify that a PC5 RRC connection has been released. 15 

[0083] Further, the indication information is further used to notify that a cause of 

the PC5 RRC connection being released is integrity check failure or failure of the PC5 

RRC connection. 

[0084] Further, the radio frequency unit 401 is configured to send a PC5 RRC 

message to second user equipment corresponding to the destination address, where the 20 

PC5 RRC message is used to indicate the second user equipment to stop sidelink 

communication performed based on the destination address. 

[0085] Further, the PC5 RRC message carries a sidelink configuration reset 

indication. 

[0086] Optionally, an embodiment of this application further provides user 25 

equipment, including a processor 410, a memory 409, and a program or an instruction 

stored in the memory 409 and capable of running on the processor 410. When the 

program or the instruction is executed by the processor 410, the processes of the 

embodiment of the foregoing integrity protection failure handling method can be 
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implemented, with same technical effects achieved. To avoid repetition, details are not 

described herein again. 

[0087] An embodiment of this application further provides a chip, where the chip 

includes a processor and a communications interface. The communications interface is 

coupled to the processor, and the processor is configured to run a program or an 5 

instruction to implement the processes of the foregoing integrity protection failure 

handling method embodiments, with the same technical effects achieved. To avoid 

repetition, details are not described herein again. 

[0088] It should be understood that the chip mentioned in this embodiment of this 

application may also be referred to as a system-level chip, a system chip, a chip system, 10 

a system-on-chip, or the like. 

[0089] It should be noted that the terms "include", "comprise", or any of their 

variants are intended to cover a non-exclusive inclusion, such that a process, a method, 

an article, or an apparatus that includes a list of elements not only includes those 

elements but also includes other elements that are not expressly listed, or further 15 

includes elements inherent to such process, method, article, or apparatus. In absence of 

more constraints, an element preceded by "includes a..." does not preclude the existence 

of other identical elements in the process, method, article, or apparatus that includes the 

element. In addition, it should be noted that the scope of the method and the apparatus 

in the embodiments of this application is not limited to executing the functions in an 20 

order shown or discussed, but may also include executing the functions in a 

substantially simultaneous manner or in a reverse order, depending on the functions 

involved. For example, the described methods may be performed in an order different 

from that described, and steps may alternatively be added, omitted, or combined. In 

addition, features described with reference to some examples may be combined in other 25 

examples. 

[0090] According to the foregoing description of the implementations, a person 

skilled in the art may clearly understand that the methods in the foregoing embodiments 

may be implemented by using software in combination with a necessary common 

hardware platform, and certainly may alternatively be implemented by using hardware. 30 
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However, in most cases, the former is a preferred implementation. Based on such an 

understanding, the technical solutions of this application essentially or the part 

contributing to the prior art may be implemented in a form of a software product. The 

software product is stored in a storage medium (such as a ROM/RAM, a magnetic disk, 

or an optical disc), and includes several instructions for instructing a terminal (which 5 

may be a mobile phone, a computer, a server, an air conditioner, a network device, or 

the like) to perform the methods described in the embodiments of this application. 

[0091] The foregoing describes the embodiments of this application with reference 

to the accompanying drawings. However, this application is not limited to the foregoing 

specific embodiments. The foregoing specific embodiments are merely illustrative 10 

rather than restrictive. As instructed by this application, persons of ordinary skill in the 

art may develop many other manners without departing from principles of this 

application and the protection scope of the claims, and all such manners fall within the 

protection scope of this application. 
  15 
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  CLAIMS 

What is claimed is: 

1. An integrity protection failure handling method, wherein when a first user 

equipment performs sidelink communication based on a destination address, the 5 

integrity protection failure handling method comprises: 

receiving, by the first user equipment, an integrity check failure indication for a 

sidelink signaling bearer; 

performing, by the first user equipment, a security control operation in response 

to receiving the integrity check failure indication; 10 

wherein the sidelink signaling bearer is at least one of sidelink signaling bearer 2, 

and sidelink signaling bearer 3, SL-SRB2 is used to transmit PC5-S signaling that 

requires security protection, and SL-SRB3 is used to transmit PC5 RRC signaling that 

requires security protection; 

wherein the security control operation specifically comprises at least one of the 15 

following operations: 

releasing a data bearer corresponding to sidelink communication performed by the 

first user equipment based on the destination address; 

releasing a signaling bearer corresponding to sidelink communication performed 

by the first user equipment based on the destination address; 20 

releasing a sidelink interface radio resource control (PC5 RRC) connection 

corresponding to sidelink communication performed by the first user equipment based 

on the destination address; 

discarding configuration information corresponding to sidelink communication 

performed by the first user equipment based on the destination address; 25 

discarding a security key corresponding to sidelink communication performed by 

the first user equipment based on the destination address; and 

stopping a timer corresponding to sidelink communication performed by the first 

user equipment based on the destination address, or stopping all timers for sidelink 

communication performed by the first user equipment; 30 
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wherein the timer comprises at least T400, and T400 is used for a sidelink RRC 

reconfiguration procedure and is started at a moment when sidelink UE sends a sidelink 

RRC reconfiguration message. 

2. The integrity protection failure handling method according to claim 1, wherein 

the integrity check failure indication is received from a packet data convergence 5 

protocol PDCP entity. 

3. The integrity protection failure handling method according to claim 1, further 

comprising: 

detecting a sidelink radio failure; and 

performing a security control operation in response to detecting the sidelink radio 10 

failure. 

4. The integrity protection failure handling method according to claim 1, wherein 

the sidelink signaling bearer further comprises sidelink signaling bearer 1; 

wherein the SL-SRB1 is used to transmit PC5 Signaling (PC5-S) signaling that 

activates security. 15 

5. The handling method according to any one of claims 1 to 4, after performing, 

by the first user equipment, a security control operation in response to receiving the 

integrity check failure indication, further comprising: 

sending an RRC message to a network-side device, wherein the RRC message is 

used to report that the sidelink communication with the destination address by the first 20 

user equipment fails. 

6. The handling method according to claim 5, wherein the RRC message is further 

used to indicate that a cause of the sidelink communication failure is integrity check 

failure. 

7. The handling method according to any one of claims 1 to 4, after performing, 25 

by the first user equipment, a security control operation in response to receiving the 

integrity check failure indication, further comprising: 

sending indication information to an upper-layer entity of the first user equipment, 

wherein the indication information is used to notify that a PC5 RRC connection has 

been released. 30 

8. The handling method according to claim 7, wherein the indication information 

is further used to notify that a cause of the PC5 RRC connection being released is 

integrity check failure or failure of the PC5 RRC connection. 

9. The handling method according to any one of claims 1 to 4, further comprising: 
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sending a PC5 RRC message to second user equipment corresponding to the 

destination address, wherein the PC5 RRC message is used to indicate the second user 

equipment to stop sidelink communication performed based on the destination address. 

10. The handling method according to claim 9, wherein the PC5 RRC message 

carries a sidelink configuration reset indication. 5 

11. User equipment, comprising a processor, a memory, and a program or 

instructions stored in the memory and capable of running on the processor, wherein 

when the program or the instructions are executed by the processor, the steps of the 

integrity protection failure handling method according to any one of claims 1 to 10 are 

implemented. 10 

12. A readable storage medium, wherein a program or instructions are stored in 

the readable storage medium, and when the program or instructions are executed by a 

processor, the steps of the integrity protection failure handling method according to any 

one of claims 1 to 10 are implemented.  


