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and audi b conmponents of the associated tel evi sion signal. The processor in
the television recel fgferfaRfive" fleviion systems have been proposed in which
a television receiver includes a processor programmable by the
broadcaster and capable of responding to data entered by the
user, generating on-screen graphic displays overlaid upon the
10 broadcast video, generating sounds combined with the broadcast
| audio and/or exchanging data with the broadcaster or other
outside data processing service. In such a system, the broadcast
location includes a computer system for generating interactive
application program information, and combining the interactive
15 application program information as an additional component with
the video and audio components of the associated television
signal. The processor in the television receiver receives the
interactive application program information from the broadcaster,
executes the interactive application program represented by that
20 information, generating the graphics and sounds to be combined
with the television video and audio, and processing user inputs
received via a remote control unit.

In a proposed AVI system, the AVI signal from the

25 broadcaster is broadcast in the form of a packet data stream,
including a plurality of time multiplexed packet services. Each
packet service carries a different signal component of the AVI
signal. For example, one service carries the video component,
another carries the audio component, and another carries the

30 interactive application program information. There may be still
_other services carrying stereo and SAP audio channels, and/or
closed captioning information, etc. In addition, some packet data
streams may include packet services carrying components for
more than one AVI program. Each packet service has a unique

35 service component identifier (SCID) associated with it and the
packets in that packet service each include that service identifier.
See U.S. Patent Application Serial Number 234,773 APPARATUS
AND METHOD FOR FORMULATING AN INTERACTIVE TV
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associates the components of an AVI program with the service
identifiers of the packet services carrying those components.
Using this data, the packet services carrying the components of

10 the desired AVI program may be extracted from the packet

stream. '

The components in the AVI signal packet data stream are

carried by one or more transmission units, each consisting of a

15 plurality of packets. A first packet in any transmission unit is a
header packet, and the remaining packets in the transmission unit
are associated data packets. The header packet contains informa-
tion about the following data, and the associated data packets
carry the data making up that portion of the component. Different

20 transmission units may include different numbers of data packets,
and the partitioning of the module into transmission units may be
influenced by the timing necessary to deliver complete modules to
the viewer locatlons at desired times, or other real time consider-
ations.

25 _

* The interactive application program information component
consists of one or more code modules (containing executable code),
possibly one or more data modules and a directory module which
includes data describing the code and data modules making up the

30 interactive application program component. These modules are
continuously repeated in the application program component flow.
The modules are carried by transmission units, as described
‘above, in which the header packet further contains the location °
within the module where the data in .the following data packets
35 belongs. -

A processor in an AVI receiver first extracts the directory
module from the data flow, and utilizes the information contained
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code .module has been completely loaded into memory, the
5 processor begins to execute that code module. During the course

of its execution, that code module may request data from data
modules identified in the directory module. Those data modules
are then extracted and loaded into memory. When the data
module has been completely loaded into memory, the requesting

10 code module is notified, and execution continues to process that
data. It is also possible for one code module to chain to a
subsequent one. In such a case; the current code module issues a
request to chain to a new code module listed in the directory
module, and its memory space is freed. The requested -code

15 module is then extracted from the data flow, and loaded into
memory. When it has been completely loaded into memory, it is
executed. Other functions are possible, and will be described .
below.

20 If the memory has sufficient capacity, more than one code '
module may simultaneously be stored in respective portions of
the memory. In such a case, chaining from one module to another
entails simply beginning execution of the new module, obviating
the requirement to wait until the new module has been loaded

25 from the flow. It is also possible to load more than one data
module in memory, but because data modules may change more
often than code modules, it is envisioned that data modules will
be extracted from the data flow when they are required by code
modules.

30 .

A processor in a proposed AVI receiver need not include
" any mass storage, or preloaded AVI programs. Instead, because
the modules carried in the interactive application program packet
-service are continuously repeated, any module may be extracted

35 " from the data flow when it is needed and no mass storage is
necessary. Because of this, however, the processor in the AVI
receiver must monitor the data flow continuously for required
modules. A method and apparatus for efficiently monitoring the
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includes time multiplexed transmission units. Each transmission
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A method for processing modules in such a receiver includes the
10 following steps. First, a request to perform a process on a module
identified by a name is received and an entry containing the
received module name and requested process lS inserted into a
list of entries. A header packet in the packet service is then
detected. If the module name in the detected header packet
15 matches a name in an entry in the list, packet processing circuitry -
performs the process in the matching entry. Finally a message is
sent indicating that the process has been performed.
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Apparatus in accordance with principles of the present
20 invention includes a source of a packet data stream including a
. plurality of modules, each module having a name and including
time multiplexed transmission units, and each transmission unit
ihcluding a header packet containing the name of the module. A
. memory stores a request queue containing a plurality of entries
25 each entry including a processing request and a name of a module.
The memory also stores a header packet buffer including a loca-
tion containing a module name. Request processing circuitry
receives a request to perform processing on a module identified
by a name and stores an entry in the request queue including the
30 name of the identified module and the processing requested. A
header packet memory storage controller stores header packets in
the header packet buffer as they appear in the data stream, and
generates a header packet received signal. Module processing
circuitry, responsive to the header packet received signal, reads
35 ' . 'the module name from. the header packet buffer, compares the
module name in the hea'derc' packet to the module names in each
entry in the request buffer, and if the module name in the header
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5 FIGURE 1 is a block diagram of a poruon of an AVI s1gnal
decoder, incorporating the present invention;
FIGURE 2 is a software structure diagram of the software
executed by the processing unit 40 illustrated in' FIGURE 1;
FIGURE 3 illustrates flow diagrams and memory layout
10 diagrams useful in understanding the extraction of modules from
the data component in an AVI program;
FIGURE 4 is a diagram; partially in block form and partially
+ in memory layout form also useful in understanding the
extraction of modules from the data component of an AVI
15 program;
- FIGURE 5 is a flow diagram 1llustrat1ng the initialization
function of the system loader; and :
FIGURE 6 is a state transition dlagram illustrating the data
stream monitoring functlon of the system loader.
20
- FIGURE 1 is a block diagram of a portion of an AVI signal
decoder, incorporating the present invention. A decoder as
illustrated in FIGURE 1 is installed in each viewer location at _
which it is desired to participate in AVI programs. In FIGURE 1, a
25 transport mechanism (not shown) is coupled to an input terminal
5 of the decoder. Input terminal 5 is coupled to an input terminal
of a tuner 10. An output terminal of tuner 10 is coupled to a data.
input terminal of an AVI program component detector 30. A data

output terminal of program component detector 30 is coupled to a

30 system bus 416 of a processing unit 40. Processing unit 40
includes a central processing unit (CPU) 410, a read/write
memory (RAM) 412 and a read-only memory (ROM) 414 coupled
together in a known manner via the system bus 416. A stream
1O adapter 408 is bidirectionally coupled between the system

35 bus 416 and a “control termmal ‘of ‘the program component

" detector 30. .
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. 45; user I/O adapter 424, for receiving data from a user via an
input terminal 35; and a modem 426, coupled to an outside
computer (not shown) via a bidirectional terminal 55; all also
10 coupled to the system bus 416 in a known manner. Other
equipment, e.g. math processors, other I/O adapters, etc., may be
~ coupled to system bus 416 in a known manner. In addition, a bus
extender may be included for coupling to other equipment in

enclosures external to the decoder enclosure.

15
In operation, the transport mechanism, which, for example,

may be a direct RF satellite link, a cable system feed or a
fiberoptic link to the decoder, carries a plurality of AVI signals,
any one of which may be selected by the user for viewing. In a

20 direct satellite link, for example, a plurality of AVI data streams
may be frequency multiplexed on the transport mechanism by
modulating respective RF carrier signals. Each RF carrier signal is
rebroadcast from a respective transponder in the satellite to the
viewer location. Tuner 10 selects a desired RF modulated signal,

25 under the control of processor 40, in a known manner. For
example, in the direct satellite s-ystem, the RF modulated signal
containing the packet services carrying the components of the
desired AVI program signal is tuned by a known RF tulier. The
output of tuner 10 is a baseband digital packet data stream

30 containing those packet services.

CPU 410 requests desired packet services from the program
component detector 30 by writing the desired service identifiers
and RAM 412 buffer locations into appropriate service component

35 identifier (SCID) and direct memory access (DMA) controller
registers in the program component detector 30 via the stream
1/0 adapter 408. The program component detector 30 then
monitors the packet data stream for the desired packet services.
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ef ficiently nonipacketgiriteerupt is generated. When data packets from any of the
5 desired packet services are received, they are stored in the
previously specified buffer locations in the RAM 412 also using
known DMA write
techniques. When all the data packets in a transmission unit have
been received, a data complete: interrupt is generated. Reception
10 of header and/or data packets from a packet service may be
“enabled and disabled under control of the CPU 410. See U.S.
Patent Application Serial No. 232,787, PACKET VIDEO SIGNAL
INVERSE TRANSPORT PROCESSOR MEMORY ADDRESS CIRCUITRY,
by K.E. Bridgewater et al. filed 4/22/94 for a more detailed
15 description of the program component detector 30.

For example, when a new RF modulated signal is tuned
by the tuner 10, the packet service containing the program guide
is requested by the CPU 410 by supplying the fixed program

20 guide service identifier to a service identifier register in the
- program component detector 30. When the data in the program
guide packets has been received and stored in memory, that data
allows the CPU to request the packet data services for the desired
AVI1 program. '

25

After packets in the requested packet services are received

by the program component detector. 30, and are written via DMA
into the previously specified buffer locations in RAM 412, the
video processor 420 and audio processor 418 read the data from

30 the RAM 412 buffer locations associated with their respective
packet services, using known DMA read techniques, under control
of the program component detector 30. Video processor 420 and
audio processor 418 then decode the compressed and encoded
data to produce the AVI video signal at output terminal 15, and

35 the AVI audio signal at output terminal 235, respectively. It is also
possible for CPU 410 to cooperate with the video processor 420
and/or audio processor 418 in the decoding process. The data
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detector 30, it is stored in a predetermined location in RAM 412
for that packet service, and a header packet interrupt signal is
generated for the CPU 410. In response to the header packet
interrupt signal, an interrupt handler is executed which analyses

10 the contents of the header packet and either appropriately
updates the RAM 412 buffer locations in the DMA registers in the -
program component detector 30 and .enables -the DMA transfer, or
disables the DMA transfer if the transmission unit is not desired.
Once the DMA transfer is enabled, the data in the data -packets is

15  then loaded into RAM 412 under DMA control. When the loading
of the data packets is completed, the program component detector
30 generates a data.complete interrupt signal. In response to the
data complete interrupt signal, an interrupt handler is executed to
perform “"clean-up" functions' and prepare for the next header

20 packet.

FIGURE 2 is a structure diagram of software 200 executed

by the processing unit 40 illustrated in FIGURE 1. FIGURE 2
illustrates the major software components making up the AVI

25 processing multitasking operating system. In FIGURE 2, all the
components are stored in the ROM 414, except the application
-program, indicated by the darken area. The application program
is carried by the data component of the AVI signal, is received
from the broadcast location and is stored in RAM 412. The

30 software components illustrated in FIGURE 2 represent executable
code and associated constant data. As the code executes, it may
generate and access variable data, which is stored in the RAM
412,

35 In the proposed AVI broadcast system, different decoders
may use CPUs using different instructions sets, e.g. from different
manufacturers. In this system, the application program is
processor independent intermediate code. The software in each
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r eads other software components via an application programming
interface (API). This API, which is basically a list of “subroutines
available to an application program and the information necessary

10 to call them, is published and may be used by the application
programmer to access the decoder elements.

A math library performs all the functions needed to

implement integer and floating point arithmetic. A flow operating

15 system controls all the drivers necessary to monitor the data
component of the AVI signal, and process requested modules, as
will be described in more detail below. A user interface
management component handles all the user interaction, and
utilizes a graphics library, and an event manager to communicate

20 with the user. The graphics library performs all the generation of
graphic images to overlay on the received AVI video, and uses the
math library for drawing complex curves. ' |

, 'The different software components of the decoder software

25 communicate with other asynchronously by sending messages to
each other. Each program component has a message queue and
operates by repeatedly reading the next message from the queue,
processing that message, possibly sending a message to another
program component, and, if no more messages are pending,

30 waiting for the next message. The event manager manages the
communication of these messages among the other sbftwa_re
components by properly routing the messages and maintaining
the message queues. '

35 Each hardware adapter also includes an associated software
driver. The driver performs the actual interaction between the
CPU 410 and the registers in the associated hardware adapter via
the system bus 416. For example, there are drivers for the
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These drivers are closely dependent on the event manager. All of
5 the above components use common functions provided by a
multitasking kernel. For example, the kernel maintains process
priorities, active task queues, signals, semaphores, preemptive
task switching clock ticks, interrupts (hardware and software),
and process stacks. In addition, the kernel provides hardware
10 initialization and initiation of the first system task, which is a
system loader.

At initiation, the system loader executes API calls to the
flow operating system, which in turn calls the stream driver to
15 send the appropriate data to the program component detector 30
via the stream I/O adapter 408. These API calls from the system
loader initiate a scan of the data component packet service for the
directory module in a manner described in more detail below.
When the directory module is found, it is loaded into RAM 412,
20 and checked to see if all of the required resources to execute that
program are available. If so, then the system loader initiates a
scan of the AVI data component for the first module, termed an
autostart module, which will initiate the AVI program. When the
autostart module is located, it is extracted from the data
25 component packet service and loaded into RAM 412. This
' autostart module is in the form of intermediate code, and is
executed by being interpreted by the interpreter. The autostart
module performs the remainder of the initialization and begins
execution of the AVI program. This program may possibly load
30 other code and data modules, and chain to another code module,
all via API calls. In this manner, the system loader operates in
the same manner as a classic UNIX® shell.

In addition, the system loader continues to scan the data
35 component, packet service compqlfing transmitted directory
modules to the current directory module in RAM 412. If the
transmitted directory module is different than that stored in RAM
412, it indicates that the data component packet service has
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program Somponerprogeamc dealldfated aHt its resources, and maintains only a
minimal presence in the processing element 40. For example, the
memory used to store all code and data modules may be freed,
and only the execution state of the application kept in RAM 412,.
When the minimization of the application program has completed,
10 a message is sent to the system loader.

The system loader then allocates the resources necessary to
execute the AVI program represented by the new directory
module. When a new directory module is detected in the AVI data

15 component packet service, a list of previously minimized
applications is searched, and if the application represented by the
new directory is present, that application is resumed by reloading
the necessary code and data modules from the data component
flow, and resuming execution from where it had pre\iiously been

20 halted. This may happen at the end of an intervening interactive

. commercial. This process may be recursive, where a second AVI
program may, itself, be interrupted by a third AVI program, and
later reactlvated

25 FIGURE 3 illustrates flow diagrams and memory layout
diagrams and FIGURE 4 is a more detailed block diagram of the
program component detector 30 (of FIGURE 1) and a more
detailed memory layout diagram useful in understanding the
extraction of modules from the data component in an AVI

30 program. In FIGURE 4, the baseband digital packet stream from
tuner 10 (of FIGURE 1) is coupled to respective data input
terminals of a data DMA controller 32 and a header packet DMA
controller 34 within the program component detector 30.
‘Respective data output terminals of data DMA controller 32 and

35 header packet DMA controller 34 are coupled to the system bus
416 of the processing unit 40. The stream I/O adapter 408 is
coupled between the system bus 416 and respective control input

~terminals of the data DMA controller 32 and the header packet
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5 header packet DMA controller 34. Stream I/O adapter 408 may

then enable the data DMA controller 32 and/or the header packet

DMA controller 34 to transfer data or header packets,

respectively, from the packet stream to the buffer in a known

manner, or disable such transfers, under control of the CPU 410.
10 When the data DMA controller 32 completes a data transfer, it

generates a data complete interrupt for CPU 410. When the

header packet DMA controller 34 completes loading a header

~ packet, it generates a header packet interrupt for CPU 410.

15 Also in FIGURE 4, the RAM 412 is represented by a large
block, and data structures are represented by smaller blocks
within the large block. The blocks in FIGURE 4 are schematic only,
and are not meant to illustrate either absolute or relative locations
or sizes allocated in the RAM 412 for the data structures. In 412,

20 a module request queue 322, a header packet buffer 324, a
directory module buffer 326 and a module buffer 328 data
structures are illustrated. Fields of information within the data
structures are illustrated as horizontal slices containing the name
of the type of information contained in that field. These will be

25  discussed in detail below.

FIGURE 3 illustrates the procedure followed in extracting a
module from the data component packet service and storing it in a
buffer in RAM 412, Similar procedures are followed for other
30 module processing, as will be described. below. In FIGURE 3,
actions taken in an application .program (or the system loader) are
illustrated in the left hand column under the heading "APPLN '
PROG.". In block 302, the application program, using the API,
makes a request to the flow operating system to load a module
35 having the identifier ID from .the AVI program component packet
~ service. “As: descrlbed above, API calls are basically subroutine
calls to operating system functions. The program execution is,
thus, transferred to the flow operating system (FOS). Actions
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includes a field containing the length (LENGTH) of the module ID.
In this case a memory manager allocates a module memory buffer
(328 of FIGURE 4) having a starting address START and an ending
10 address END. Then, in block 314, information describing the
request, e.g. the identifier ID of the module, the type of request
REQUEST (in this case a request to extract and load a module) and
the allocated buffer starting address START, and ending address
. END, are all stored in the entry in the request queue (QUEUE) 322.
15 The header packet DMA controller 34 is then enabled to load

header packets into the RAM 412, when they occur in the packet
stream.

If the request is for the directory module, its length is not
20 known a priori. In this case a relatively large memory allocation
is requested. If this allocation turns out to be too small, the
request is repeated, after requesting a larger memory allocation,
until either the directory module is loaded, or it is determined
that there is insufficient memory to load it, in which case the
25 attempt to run the AVI program is abandoned

The FOS then immediately returns to the calling application
program. The application program is then able to perform other
processing, for example issuing requests for other modules, other

30 intializations, etc. When access to the requested module is
required, the application program, in block 304, may issue an API

" call to a wait function in the kernel. This function suspends the

execution of the application program until a message indicating
the successful loading of the requested module is received by that

35 ~application_ program.: When such .2 message is received, the
applicatio;ﬁ program -is reactivated to process that message.
Alternatively, the application program may remain active, e.g. in
order to respond more quickly to user inputs, and periodically poll
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loads header packets into a header packet (HDR PKT) buffer 324
(of FIGURE 4) in the RAM 412 previously allocated by the memory
manager, and issues a header packet interrupt to the CPU 410. A
portion of the processing performed by the header interrupt
handler in the kernel is illustrated in the column headed "HEADER
INTR" in FIGURE 3. In block 332, the identifier of the module

~which is being carried in the transmission unit for which this is

the header packet, is retrieved from a known location, ID, in the
header packet buffer 324. In block 334, request queue 322 is
examined to determine if there is a pending request for this
modaule. '

If there is a pending request for that module, then, in block
336, the data packet DMA controller 32 in the program component
detector 30 is initialized with: the module buffer 328 starting
address START and ending address END from the request queue
322; a write address which is. the sum of the module buffer 328
starting address START and the transmission unit data offset
OFFSET (i.e. START + OFFSET); and a last write address which is _
START + OFFSET + SIZE (or alternatively, a load count which is the
size SIZE from the header packet buffer 324 in place of the last
write address). The data packet DMA controller 32 is then
enabled. '

In block 338, if this is the first header packet received after
the load request was made, a pointer to the first write address,
FIRST, stored in the request queue 322, is initialized to the write
address of this first transmission unit (i.e. FIRST = START +
OFFSET). In addition, a pointer to the expected next write address,
NEXT, also stored in the request queue 322, is also initialized to
the write address of the first transmission unit (i.e. NEXT = START
+ OFFSET). Other processing is then performed in block 338, which
will be described in more detail below. For example, a special
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The data packet DMA controller 32 initializes a write pointer
(WP) to the previously received write address (START + OFFSET)
and loads data from the following data packets in the AVI
program component packet service into sequential locations in the
10 module buffer 328 in RAM 412. When all the data in the
transmission unit has been loaded into RAM 412, the data
complete interrupt is generated. A portion of the processing
performed by the data complete interrupt handler in the kernel is
illustrated in the right hand column headed "DATA COMPL INTR"
15 “of FIGURE 3.

In block 342 clean-up functions related to the current status

of the DMA transfer are executed.. The current request pointer
(CURR REQ), previously set in the header packet interrupt handler,

20 points to the entry in the request queue 322 for which a
transmission unit has just finished loading. The expected next
write address pointer, NEXT, in the current request is incremented
by the value SIZE from the header packet buffer 324, and now
points to the write address expected for the next transmission

25 unit. If the new value of the expected next write address pointer,
NEXT, is equal to the ending address, END, of the module buffer
328, it is reset to the starting address, START, of the module
buffer 328, in wrap-around fashion.

30 - In block 344 it is determined whether the entire requested
module has been loaded into memory. The value of the expected
next write address pointer, NEXT, is compared to the value of the
first loaded address, START. If they are the same, then the entire
module has been loaded. In block 346, a message is sent, via the

35 event manager, to the requesting application program to indicate
that the requesting module has been completely retrieved, _
illustrated as a dashed line in FIGURE 3. In addition, the request
is removed from the request queue 322. If the value of the
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encoded - current request pointer (CURR REQ) is cleared.

If some portion of a transmission unit is not properly

received by the program component detector 30, then a

10 subsequent header packet will be received before the data
complete interrupt signal from the preceding header packet has
been generated by the DMA circuitry in the program component
detector 30. This, in turn, generates a subsequent header packet
interrupt signal before the preceding data complete interrupt

15 signal can be generated. Processing in the header packet
interrupt handler and the data complete interrupt handler can
cooperate to identify this situation and provide for handling such
an error.

20 In the header packet interrupt handler, such processing is
performed in block 338 (of FIGURE 3), after the data packet DMA
controller is enabled to receive the next transmission unit. For
each header packet received, the expected next write address,
NEXT, in the current request queue entry, previously updated by

25 the data complete interrupt handler, is compared to the write
address (START + OFFSET) for the newly received header packet.
If they are the same, the previous transmission unit was success-
fully received. If, however, the last ending address is not the
same as the new offset, that means that the DMA transfer of the

30 previous transmission unit did not complete successfully. In this
case, both the first write address, FIRST, and the expected next
write address, NEXT, are updated -to the current write address
(START: + OFFSET). That is, previously loaded transmission units
are essentially discarded, and loading of the module is restarted

35 with the current transmission unit. This form of recovering from
a data missing type of error may take more time, because a .
transmission unit which was previously loaded successfully may
result-in an error when reloaded. However, by using this form of
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5 As a part of the module complete message handling, the
event handler performs an error checking on the received module.
For example, a cyclic redundancy check (CRC) code is transmitted
as an embedded part of the module. The event handler calculates
a CRC over the received module in the module buffer 328 in the
10 RAM 412, and compares it to the embedded CRC. If the newly
calculated CRC equals the embedded CRC, then the module was
correctly received, otherwise an error occurred, and the module is
reloaded, as described above.

15 When the requested module has been completely loaded
into memory further processing by the application module may
continue, illustrated in FIGURE 3 by inference as a line from the
bottom of the API call to the wait function 304. However, a
separate task in the application program may be activated in

20 response to the receipt of the message from that application
program's message queue.

The above mentioned API includes functions for accessing
the data stream by the application program, via the interpreier, or
25 by the system loader. An application programmer will use the
published API description to formulate an API call to access the
desired data stream function. A first group of functions relates to -
the directory of modules. A first function, DIR_NEW, is a request
for a new directory. As described above, in response to this API
30 function, an allocation of memory is made, then a request is
enqueued for the loading of the next directory module in the data
stream, then the API function returns. When the directory has
been loaded, a message is sent to the requesting program.
Another function, DIR_FREE, frees the memory space taken by the
35 current directory. The function DIR_SELECT indicated which
directory module will be used in subsequent API calls. The
function DIR_CURRENT returns a handle to the currently selected .
directory.
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' directory module is detected in the data flow (the directory '
module is not loaded). In addition, the request remains in the
request queue until a DIR_STOP_SPY API call is made. When a
10 DIR_STOP_SPY API call is made, the request queue is searched for
the directory spy request, and that entry is removed. These
functions are useful in spying any change from the current
directory in the data stream. Finally there are API calls to extract
information about the current directory: DIR_IDENTIFIER, DIR_RE-
15 QUIREMENT and DIR_NB_MODULES.

Because of the embedded CRC code in the module, any
memory allocation request for loading a module must take this
code into account. Three API calls are provided to handle this.

20 The function MODULE_ALLOC takes a module identifier as an
argument and requests an allocation of the proper amount of
memory to load that module, taking into account any CRC or other
memory requirements. The function MODULE_FREE frees the
memory taken by a module. MODULE_CHECK performs a CRC’

25 check of a loaded module and returns the result. This may be
performed at any time because the CRC is embedded in the
module as loaded in memory.

Another set of API calls deals with the modules, using the
30 currently selected directory to identify them. There are API calls
to extract information about a module: MODULE_REQUIREMENT,
" MODULE_SIZE and MODULE_FLAGS. These enable the system to
determine whether a module may be loaded and/or executed.
The function MODULE_RUN is used to load an executable module,
35 ~as described above, create a.new process, and begin execution at
the entry point.of ‘the ‘module. _This function is used by the
system loader to initiate AVI program execution. The function
MODULE_CHAIN is used to load a subsequent executable module,
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5 the requesting program when the module loading has completed.
The function MODULE_EXEC is used to create a new process and _
begin execution of a module, which was previously loaded by the
MODULE_LOAD API call, at its entry point.

10 The function MODULE_LINK executes a new module using
the current process, resources and variables. It allows for
subroutine-like calls from within a module by providing a
dynamic link to the new module. This permits AVI programs to
be divided into smaller modules. which may be dynamically linked

15 only when necessary. The MODULE_LINK function maintains
relocation and jump-tables. The functions MODULE_SPY and
MODULE_STOP_SPY operate similarly to the DIRECTORY_SPY and
DIRECTORY_STOP_SPY but with respect to identified modules. The
MODULE_SPY API call inserts an entry in the request queue

20 including the -identifier of the module. Whenever a header
module with the same identifier is detected in the data stream, a
message is sent to the requesting program. This continues until a
MODULE_STOP_SPY API call is made. In response to the
MODULE_STOP_SPY API call, the entry containing the spying -

25 request for the identified module is removed from the request
queue. The MODULE_STOP_LOAD function stops any module
loading request currently in process and removes.the loading
request entry' from the request queue. The functions
FLOW_MESSAGE and FLOW_STOP_MESSAGE respectively generate

30 and remove a request for a message when a special signalling

' packet, relating to the data stream occurs, such as a suspended
data flow or the end of the data flow. - When such an event occurs,
a message is sent to the requesting program. ‘

35 - As described above, the :system loader, performs system
initialization and ‘monitors ‘ the: idata stream to ensure that the
execution of the appllcatlon program is in synchronism with the
received audio and video components. FIGURE 5 is a flow diagram
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required, what data structures are required, and how to perform
the initializations. Thus, this block will not be described in detail
10 below.

In block 54 a DIR_NEW API call, described above, is made.
This API call loads the next directory module appearing in the
AVI program component packet service into an allocated buffer in
15 the RAM 412. This API call returns to the system loader
immediately, even though the directory may not be loaded into
the RAM 412 until a later time. The system loader performs other
functions and then, if necessary, a wait API call (not shown) until
a message is received, via the event manager, indicating that the
20 directory module has been loaded. In block 56, the resources
available in the decoder (of FIGURE 1) are compared to the data
indicating the required resources, in the directory module. If the
decoder has sufficient resources to execute the AVI program, a
MODULE_RUN API call is made to load the autostart code module,
25 . identified in the previously loaded directory module, as described
. above. Again, the API call returns immediately, but the code
module may not be completely loaded from the data stream until
some later time. After the autostart code module is completely
loaded, another task is created in a known manner using the
30 multitasking kernel for executing the AVI program, via the
interpreter.

In block 58, the system loader begins to monitor the AVI
program component for execution signals, and directory changes,
35 and controls the execution of the AVI program by sending
_messages to the AVI program as described below. FIGURE 6 is a
state transition -diagram illustrating the monitorihg function of the
system loader, and is useful in .understanding the operation of the
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5 requested from the AVI component packet service, the AVI
program, under the control of the system loader, enters the
INACTIVE state 61. In the INACTIVE state 61, all the resources to
start the application have been allocated and the application may
be partially or completely loaded, but there is no interaction with

10 - the viewer. For example, while the autostart module is being
loaded, the AVI prdgram remains in the INACTIVE state 61. In
addition, even after the autostart module has been loaded, the
viewer may merely be changing channels through the channel
carrying the AVI program and have no intention of interacting

15 with the AVI program. Or the viewer may just wish to observe
the AVI program before making a decision to join the interaction.
In all these cases it is important that the remote control acts in a
normal channel changing mode and not in an interactive mode.
This is the purpose of the INACTIVE state 61. In order to notify

20 the viewer that the channel being watched is broadcasting an
interactive program, a special interactive program logo or icon is
overlaid upon the AVI video.

In order for a viewer to actually begin to interact with the

25 AVI prograni, a special key, called "ACTIVATE KEY" below, is
provided on the remote control. When the interactive program
logo or icon is displayed, the viewer may press the ACTIVATE
KEY. The system loader, in response to the ACTIVATE KEY press,
sends an ACTIVATE message to the AVI program which, then,

30 ~enters the ACTIVE state 63. In the ACTIVE state 63, the
interpreter actually begins to execute the previously loaded AVI
program at its entry point. When the autostart module of the AVI
program begins' execution, it allocates and initializes its own data
structures in the RAM 412, loads other code and/or data modules

35. and” controls all user actions from the remote control and front
control panel: |
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deactivate the program. In response to this key press, the system
loader sends a DEACTIVATE message to the executing AVI
program, which, then, leaves the ACTIVE state 63, and returns to
the INACTIVE state 61. Again, the special interactive program
10 logo or icon is displayed, indicating that the AVI program is
loaded but not executing. The viewer may, then, change channels
or perform other normal remote control functions, or may
‘reactivate the AVI program by pressing the ACTIVATE KEY again.
The ACTIVATE KEY, thus, acts as a toggle to switch between the
15 ACTIVE state 63 and the INACTIVE state 61 when it is pressed.
- The ACTIVATE and DEACTIVATE messages may also be thought of
as ACTIVATE TOGGLE messages, whose meaning (ACTIVATE or
DEACTIVATE) depends upon the state of the AVI program
(INACTIVE or ACTIVE, respectively) when the ACTIVATE KEY is
20 pressed.

While the AVI program is executing in the ACTIVE state 63,
_ there are times when it is desired to suspend its execution. For
example, when a non-interactive commercial is to be transmitted,
25 the transmitted audio and video will no longer match the sound
and graphics being generated by the decoder 10 (of FIGURE 1),
and it is desired to allow the viewer to use the remote control in
its normal manner. The application programmer, however, cannot
know in advance when such suspensions will be required. = Thus,
30 in this case, the broadcaster, independent of the AVI program,
' may repetitively include special signal packets (as described
above), called suspend signal packets, in the AVI program
- component packet service. Each such packet contains data
directing that the currently executing AVI program is to suspend
35 - execution.

' The system loader, via a FLOW_MESSAGE API call, receives a
message whenever such packets are recognized in the AVI
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conponerSUBBERDEDe state 65 axsention of ahe A VI eprogramchaltg in such a
manner that it may be started again from the point where it was
suspended. That is, all the resources necessary to execute the AVI
program remain allocated, and the execution state of the AVI

10 program is stored in a location in the RAM 412. In addition, a
second logo or icon, indicating that a previously executing
interactive program is suspended, but ready to resume when
allowed, is overlaid over the current video image.

15 When the interruption (e.g. non-interactive commercial) is
over, the broadcaster stops including the suspend signal packets
in the AVI program component ‘packet service. The system
loader, after a predetermined period of time without receiving a
suspend signal message, sends a CONTINUE message to the AVI

20 program, which, in turn, resumes execution from where it was
previously suspended, entering the ACTIVE state 63, described
above.

An alternative embodiment of the SUSPEND/CONTINUE
25 - signalling arrangement, described above, is for the broadcaster to
include a single suspend signal packet in the AVI program
component packet service when it is desired to suspend execution
of the AVI program. The broadcaster, then, includes another
special signal packet, called a continue signal packet, in the AVI
30 program component packet service when it is desired to resume
' execution of the AVI program. This packet contains data directing
' the currently suspended AVI program to resume execution. The
system loader recognizes the continue signal packet, and sends a
CONTINUE message to the AVI program, which resumes execution
35 and enters the ACTIVE state 63 as described above.

It is also possible for a viewer to stop the execution of a
suspended AVI program. When the program suspended logo or
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5 61, the program may only resume execution when the viewer
presses the ACTIVATE KEY, causing the system loader to send an
ACTIVATE message to the AVI program, which will, then, enter
the ACTIVE state 63. If the system loader is still receiving
suspend signal packets, another SUSPEND message is immediately

10 sent to the AVI program which, again, enters the SUSPENDED state
65. The INACTIVE state 61, ACTIVE state 63 and SUSPENDED
state 65 are the states among which the AVI program may switch
in response to messages sent to it from the system loader.
However, there are two other states which are entered  under the

15 direct control of the system loader.

An AVI program can reach an end of its execution. For
example, the broadcaster may include another special signal
packet, called an end execution signal packet, in the AVI program

20 component packet. service. The system loader receives an end
execution message when an end execution signal packet is
recognized in the AVI program component packet service, via the
FLOW_MESSAGE API call. In response to the end execution
message, the system loader sends an EXIT message to the AVI

25 program.. Regardless of what state the AVI program is in,
INACTIVE 61, ACTIVE 63 or SUSPENDED 65, the AVI program
responds to the EXIT message by deallocating all its resources, and
removing all record of itself from the decoder 10 (of FIGURE 1).
The program is deemed to have entered the HALTED state 69, and

30 disappears from the decoder 10. In some cases, the program itself
can recognize that its execution has reached an end, either via a
user command, or by its own execution. When the AVI program
recognizes that its execution has ended, it performs the same

. processing that it would have performed had an EXIT message
35 - been rgik ived,;z‘(q? and’ it-enters. the HALTED state 69 on its own

......
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program. In both these cases, the new AVI program will include a
directory module, which is different from that for the suspended
AVI1 program.
10
. The system loader, via the DIR_SPY API call, receives a
message whenever a directory is detected in the AVI program
compbnent packet service. The system loader compares the
currently active directory-to the just detected - directory.. When
15 the  system loader recognizes that a different directory is present
in the AVI program component packet service, it begins to load
the AVI program represented by that directory.

First, a message is sent to the currently suspended AVI

20 program to indicate that the program component packet service
no longer is broadcasting its program, or that the program has
'lost the flow."! This message is a request for the currently
executing program to minimize itself, i.e. is a MINIMIZE message.
In response to the MINIMIZE message, the currently suspended

25 . AVI program first stores its .current execution state and

| environment in a small block of the RAM 412 containing the

identification of the AVI application, and a time duration, which
will be described below. Then the suspended AVI program begins
to deallocate is resources. A minimized AVI program does not '

30 include any code, and, thus, cannot change states in response to
messages, or restart itself.

The system loader then loads the newly detected directory
and autostart module and places the new AVI program in the
35 - INACTIVE state 61 displaying the mteractwe program logo or
icon, as described above. The viewer can then start and stop
interaction with this new AVI program by pressing the ACTIVATE
KEY, and the program may, itself be suspended and continued.
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program component dekie€SHetHasBeen ctive data output t =gt -
controller 32 and 3 cket DVA controller 34 are coupled to
the system bus 416 oiﬂﬂ&l‘,ﬂﬁ@ﬁ g unit 4026%he stream |/ O adapter 408 is
coupl ed between the and respective control input termnals

of the data DVA controller 32 and the header packet -12- DMA control | er
34. In operation, stream|/O adapter 408 supplies control information, e.gqg.

buf fer location star‘rh@nﬁuﬁhﬁzﬁ@r e§s.i§e@0keaﬂfk1%' ﬁcé@hﬂreFéﬁSexa?ﬁﬁh
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control l er 32 PrRRiaiity ThaaReen Bt AL mmgq dh Y¢lo
adapt er 408 napnother AVI program is detected in the AVI program component

5 packet service. In this case, another block of memory is allocated,
and the execution state and environment of this AVI program,
along with its identifier and a time duration, is stored in this
memory block. Then the newly detected AVI program is loaded,
as described above. The number of programs which may

10 simultaneously be minimized is limited only by the amount of
memory required to store all the memory blocks containing the
. executions states and environments of the minimized programs.

tuner 10 (of FIGURE1) is coupled to respective data in ﬁ
data DVA controller 32 and a header packet DVA control | ¢r

_If there is not enough available memory space to load the
15 new directory module, or execute the program represented by a
previously loaded directory module, and if there are memory
blocks allocated representing minimized programs, the system
loader may automatically deallocate some or all of the memory
blocks according to an algorithm (such as deallocating the oldest
20 memory block first, or first deallocating memory blocks marked
as expendable by the originating application) in an attempt to
derive sufficient memory space. Alternatively, the system loader
may present a list of minimized applications to the viewer, and
allow the viewer to select some or all for deletion. Blocks
25 representing selected minimized applications are then deallocated
to derive sufficient memory space. a

In the meantime, the memory blocks containing the

execution states and environments of previously minimized AVI

30 programs remain allocated in memory. As described above, there
is a time duration in each such memory block. If the time
duration in any block is exceeded, then that previously
minimized AVI program times out. In this case, that program is
considered to have entered the HALTED state 69, and its block of

35 memory containing the execution state and environment is
deallocated; and all record of that prev10usly minimized AVI
program is lost. '
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The system loader begins to load the 'mew' directory in the AVI
program component packet service. Whenever a new directory is
loaded, the application identifier is compared to the identifiers in
10 all blocks containing execution state and environments currently
stored in the RAM_412. If a matching block is found, then the
code and data modules are loaded, and the AVI program placed in
the INACTIVE state 61, but its execution state is updated to that
. just before it was minimized. When the viewer presses the
15 ACTIVATE KEY, the AVI program enters the ACTIVE state 63, and
begins execution where it previously left off. In this manner, an
AVI program may be temporarily stopped to run another AVI
program, and then resumed, without requiring sufficient
resources for both programs to remain in memory simultaneously.




of" the type of information contained in that field. Thesef A L URTR
di scussed in detail below FIGURE 3 illustrates the procedure folhp m@d in
extracting a nodule fromthe data conponent packet serviceé and.storing it
in a buffer in RAM 412. Sinilar procedures are followed for other 3 0
nodul e processing, as will be described bpgow. I'n FIGURE 3, actions taken

i n an application program (or the system|loader) are il I
| eft hand col utm under the heading "APPLN PROG ". In blo Ilmm‘“jl"m“““ﬂ“l
appl i cati on GLAJMSn using the API, nakes a request to the flkow optrdt
systemto load a nodule 3 5 - having the identifier 1D fromthe AV

program conponent_ packet servi ge. described a APl calls are
basi cal |y subroutlne cH|an t%lddﬁe?’ﬁsqondng%@f:@m’fagxﬁ) oFESEivETe TESEIYHRE

execution i sa pdeket sereivd dnchdihg 4 hslurhlity aifensddules,seathmidddle. Actions

having a name and including time multiplexed transmission units,
each transmission unit including a header packet containing the
name of the module, a method for processing modules comprising
steps of:

receiving a request to perform a process on a module
identified by a name and inserting in a list of entries an entry
containing the received ‘pname and requested process;

detecting a header packet in the packet service;

determining if the name in the detected header packet
matches a name in an entry in the list;

performing the process in the matching entry if there is a
matching entry; and

sending a message indicating that the process has been
performed.

2.  The method of claim 1 wherein:

the receiving step includes the step of receiving a request to
process a complete module; and

the sending step includes the step of removing the matching
entry from the list when the complete module has been processed.

3.  The method of claim 1 further comprising the step of
receiving a request to stop performing a process on a module
identified by a name and removing from the list of entries the
entry containing the received name and requested process.
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-13 - taken by the FOS are illustrated in the next colum *omtﬁesffﬁi‘ghfa,. v
under the heading "FOS." Because the request involves the ljoadi ng#BfAgk< N
modul e, in block 312 the FOS requests a menory all ocation fromthe menory
manager of sufficient size to contain theaLS9 modul e. For exanple, if
the requested nodule is a code or data ne@¥-e, the previo
directory nodule 326 (of FIGURE 4) includes a field cont aﬂﬂlﬂ!ﬂlﬁ’“ﬁﬂﬂ!“ﬂll
(LENGTH) of the nmpdule_|D. In_ this_case a_ nenory, manager alflocat€s nodul e
memory buffer (32&-of ﬂ%@l@@?ﬁh&@i‘ﬂ@“& %t&’gi%i"i"ﬂ@:addr ess START and an
ending 1 0 aédchs&a]gwissibﬂn?nitn fbfuhekladmprr]iseéoanph%mmitylewrdbtmg the
request, e.g i e 0 e ul e . type of request REQUEST
(in this ,cas’gagﬂggqgggéélf‘he x‘L’B cteagﬁdhgggﬁr aParFB(SE’l e) and the allocated
buffer starting adle execeiVingTstepndneludesgstepdrefss END, are all stored in
the entry in the request qu : JF) 5 T, ket DNVA
controller 34 is then enabl Zgg?lg%;% rﬁééé%tr %Bagﬂ%%egsi n onﬁﬁgﬁrﬁmlz, when
they occur in the packdeading the module into a memory; and
allocating a buffer in the memory to contain the
module; and
the performing step includes the steps of:
storing each data packet associated with the
detected header packet in a respective location in the
allocated buffer; and
removing the matching entry in the list when
Y each data packet in each transmission unit in the
module has been stored in the allocated buffer.

5. The method of claim 4, wherein: -

the plurality of data packets associated with each header
packet in a transmission -unit contain' data in the module located at
a respective offset location from the beginning of the module;

the header packet further contains the offset location of the
data in the associated plurality of data packets; and

the storing step stores the associated. plurality of data
packets in the allocated buffer at an offset location equal to the |
offset location in the header packet.

This Sheet Has Been RTlaced




stteam |f the request is for the directory module, its |
known a priori. 1In this case arelatively large nenory al
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repeated, after requesting a larger nenory allocation,

directory nodule is |loaded, or it is det€@tned that there Syl
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of the requested
When such a

message i s recei $hel detgsting step further includes the step of setting a

write pointer to the offset location in the detected header packet;
the performing step further comprises the step of saving the

offset location in a first detected header packet after a request to

load a module has been received as a beginning load location; and

the storing step comprises the steps of:

storing each data packet associated with a
detected header packet in the location pointed to by -

the write pointer;

then updating the write pointer to point to the
next sequential location in the allocated buffer after

the data packet has been stored;

then comparing the write pointer to the stored
beginning load location and performing the removing

step when they are equal.

7. The method of claim 6 wherein the detecting step

further includes, before the setting step, the steps of:

comparing the write pointer to the offset location in the

detected header packet; and

replacing the -beginning load location with the offset location

in the detected header packet if they are not equal.
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_er natlA/er,
the application programmay remain active, e.g. in order tpo resp@mlsxmare '
- quickly to user inputs, and periodically poll -14- its neseage queue for~
t he nessage indicating successful | oadi a%_of the reque

process the nessage when it 'is received
t he header packet DVA control | er 34 | oads header packets ﬁmﬂm nnl

packet (HDR PKT buf f _Fl e RAM 412 previ ous
all ocated by th gé%g OFW g 8@% éader packet int errupt to
the CPU 410. A p@¢h| modarlet ﬁertbcncm@émd@s pan { embedded en@rhdmmmterrupt

appl i cation programis reactivated to process that messagé” Al

10 hapgher in the kernel is illustrated in the colum headed "HEADER
INTR' in FIGURE 3. In block 332, the identifier of hﬁ modul e
the storing step stores the embedded error detection code in

the allocated buffer; and
the sending step further includes the steps of: .

' checking the data in the allocated buffer to
detect an error using the embedded error detection
code; :

sending an error message if an error is detected
in the checking step; and | '
sending a module-loaded message otherwise.

9. The method of claim 8, wherein:

the embedded error detection code is an embedded cychcal
redundancy check (CRC) code; and

the checking step calculates a CRC value for the data in the
allocated buffer, compares the calculated CRC value to the
embedded CRC code and detects an error if they are different.

10. The method of claim 4 wherein

each' transmission unit further comprises a plurality of data
packets,

the receiving step includes

storing each data packet associated with the detected header
packet; .

determining if all data packets of a stored transmission unit
are error free; and

discarding the entire transmission unit if all data packets of
the transmission unit are not error free.

11. The method of claim 1 wherein:

the receiving step includes the step of receiving a request to
spy a module in the packet service; and

‘the performing step includes the step of sending a message
whenever there is a matching entry.
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whi ch i's bei ng carried in the transmssion unit for which this is the

header packet, a known | ocation, ID, i S REpMEKET
buffer 324. In bﬁmn”wﬂmﬂuumm queue 322 is 15 hﬁa&eﬂ%g
determine if ther® i & pd&ndfng* request for this nodul e. Imm lHlll .
pendi ng request for that nodule, then, in b3k 336, the d

controller 32 in the program corrponent 20 detector 30 is initialized
with: the nmodul e buffer %8 St n& address .STAEQA@d endi ng address. END
fromthe request que - auglo; videQ Jinderaciye t FeECLURT o FOPHEIHBEI e
buf f er 328 starti ng adbuess dBTAFﬁadml daea Straamrrmdudmgjrd tpldmliatyobfset

OFFSET (i . e. OFESH, hy;

START + GFFSET +8§Fﬂf€ &) Inodilg, ﬁ%‘éﬁ'\? ralfe, Y SRClalthg it PO

Sl ZE from t he HBulp ea&dkétansuns%pnsgmmn cpﬂe&rcetrmsmtsélomsunw incdluding cas) .
The data packethdgdderCpaéket! t6htadrinigs tﬁ@eﬁa:ﬁeabteme %Qodule, I'n bl ock

338, if this is the first heagder packet received afte
a memory Ior storing a request queue contamlng a plurality

of entries each including a processing request and a name of a
module, and a header packet buffer including a location containing
a module name; _ '
request processing circuitry, coupled to the memory, for
receiving a request to perform processing on a module identified
by a name and storing an entry in the request queue including the
name of the identified module and the processing requested; -
a header packet memory storage controller, coupled
between the data stream source and the memory, for storing
header packets in the header packet buffer as they appear in the
data stream, and generating a header packet received signal; and
module processing circuitry, responsive to the header packet
_ received signal, for reading the module name from the header
! packet buffer, comparing the module name to the names in each
entry in the request buffer, and if the module name matches an
entry name, performing the processing requested in the matching
fequcs,t queue entry, then sending a message.

13. The receiver of claim 12 wherein the module
processing circuitry comprises a processor, and the header packet
received signal is an interrupt signal for the processor.

‘14, The receiver of claim 12, wherein the header packet
memory storage controller is a direct memory access (DMA)
controller.

15. The receiver of claim 12, wherein:
the request processing circuitry receives a request to
perform processing on a complete module; and
- the: module processing circuitry removes the request queue
entry after performing the processing requested on the complete
module.



tHe | oad request was made, a pointer to the first wite adadHEsSHETN RETEEEN |
stored in the request queue 322, is initialized to the wjite a&ﬁf‘eég‘éf .
this first transmission unit (i.e. FIRST = START + OFFSEF—Ttmaddrtion, & ~
pointer to the expected next wite address, 3 5 NEXT,—atso stored in

t he request queue 322, is also |n|t|ai|z-6dS-to t he wrlte
first transmssion unit (i.e. NEXT = START + OFFSET). ab ﬂwai ”@ “l“l
then performed in block 338, which will be described in eta

For exanple, a spdwi alThe reqelsermf claim t15,t mherest i on in the r equest

queue 322 of the (h&dHRHo rfﬁmkgysaﬁbg\gapﬁmgegu ffegRR REQ is stored in
a predeterm ned Irtﬁcatlon ﬁot shown) RAM . Then, in block 339, the

further including a plurality of data packets associated with. the

header packet included in the transmission unit;

the receiver further comprises a module memory storage
controller, coupled between the data stream source and the
memory, for selectively storing the plurality of data packets from
a transmission unit in the module buffer as they appear in the
data stream, then generating a data complete signal, in response
'to an enable signal;

the request processing circuitry receives' a processing
request to load a complete module, identified by a name, and
stores an entry in the request queue containing the identified
name and load request; and’

the module processing circuitry generates the enable signal
if the module name matches an entry name and is responsive to
the data complete signal to remove the request queue entry after
the complete module is loaded into the module buffer.

17. The receiver of claim 16 wherein:

.the data stream source produces each module including an
embedded error detection code; and

the module processing circuitry error checks the data in the
module buffer after the complete module is loaded into the
module buffer using the embedded error detection code, and
sends an error message if an error is detected, and a module-
loaded message otherwise.

18. The receiver of claim 17, wherein the embedded error
detection code is a cyclical redundancy check (CRC) code and the
" module processing circuitry calculates a CRC value for the data in
the module buffer, compares the calculated CRC value to the -
embedded CRC code and detects an error if they are different.

heet Has Been Reﬁaced
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The data packet DVA Controller 32 initializes a wite poi.nt er. L WP} - t-0-t-hes;
previ ously recei ved W | L8asq (START + OFFSET) and ljoads data i omihég
foll ow ng data p I program conmponent pacféet se‘rv;zu:aﬂnto
sequential |ocatio raﬁ ﬁﬂ nodul e buffer 328 i-H-RA 27 Tralrt”
t he datainthetr t has bek-|oaded into RﬁM412 the dat a

conpl ete interrupt |s generat ed. A portion of -the proce lwﬂu m umemuny
the data corrpletelnt lpt handl |nthg Y,glrnel is il

right hand col ur®hea eﬁﬁ’r"ﬁc@fﬂ eréin: of FlI GURE 3. In Bl ock

342 cl ean-up f urthei msaredreamd sourtd eproducest satedssbveoftramemiddponr ansf er

header pactlis Geatelfife, gﬂ%ﬁ@?%"'l&fwd( 3 et SR jf%ﬂ?ﬁ% e
request quefwnBZ:hef beginming afttrh&nmd;ﬂepranmmmdaseq abe headeshed | oading.
e, Exoect GAGREY! G cOEGRY BT bfses Nioh of M Spaci gRoucst L
associated data packets;
the header packet buffer in the memory further includes a
location containing the offset location;
the module processing circuitry extracts the offset location
from the header packet buffer, and supplies it to the module
memory storage controller; and |
the module memory storage controller initializes a write
pointer with the offset location from the module processing
circuitry, loads each data packet into a location in the module
buffer pointed to by the write.pointer, then updates the write
pointer to point to the next sequential location in the module
buffer, until all the data packets in a transmission unit have been’
loaded, then generates the data complete signal.

20. The receiver of claim 19 wherein:

the data stream source continuously and repetitively
produces modules;

the memory further contains a beginning load address
location; and - '

the module processing circuitry extracts the offset location
from the header packet buffer after the header packet causing a
first match has been loaded and saves the offset location in the
beginning load address location, and, responsive to the data
complete signal from the module memory storage controller,
compares the write pointer from the module memory storage
controller to the beginning load address location, and sends the
“message if they are equal.

21. The receiver of claim 20 wherein the module process-
ing circuitry, responsive to the header packet received signal,
compares ‘the offset location to the write pointer, and replaces the
beginning address location with the offset location if they are not
equal.



points to the wite address expected for the next transni ss le ‘ SET b i d
unit, If the new value of the expected next wite address F?%I ntehi qu*, |s i
equal to the ending address, END, of the nodul e buffer 328, 2 J
the starting address, START, of the nodule buffer 328, in wrap around
fashion. 30 In block 344 it i-<3%leterni hed whet he

request ed nodul e has been | oaded into nmenory. The val ue of ﬁmIIHmII”"I
next wite address pointer, NEXT, is corrpared to the val ue o the uf | mst

| oaded address, START. |f they are the sane, then the entire nodul e has

been Ioaded | n BRock TIe6 receives sefl claims ¢6t whersir he Smodule event

request | ng %@sgﬂ%eag%@gngg%gfgr;g "8 DPFRRhr. Ak Eh 08 W8Pt | o
line in FI Gsigha}. is| anaintieriupt, signal rﬁ@;uéhe peogessoried from t he request
~queue 322. |f the value of the

| o rnhn-l-

23. The receiver of 16 wherein the module memory
storage controller is a direct memory access (DMA) controller.

24. The receiver of claim 12, wherein the request
processing circuitry further receives a request to stop processing
of a module identified by a name and removes the entry in the
request queue including the name of the identified module’ and
the processing requested to stop.

25. The receiver of claim 12, wherein:

the header packet memory storage controller selectively
stores header packets in response to an enable signal;

the request processing circuitry generates the enable signal
after an entry is stored in the i'equest queue; and

the module processing circuitry further removes the enable
signal after the processing has been performed if there are no
entries in the request queue.

This Sheet Has Been Reilac
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-i6 - expected next wite address NEXT is not the sane as 1] dedn
address, START, the data conplete interrupt handler retur ).
next transm ssion unit containing data for the requested n
processed by the header packet 5 I nterrupt handler as descri bed
above. In either event, the current reggest pointer

If sonme portion of a transm ssion unit 1S not properly recelved b t he

program conponent detector 30, then a 1 0 subsequentTh laced
wi Il be received before the data conplete interrupt signal
precedi ng header packet h é o circ
program conponent det ect oWﬁﬁ@g& S tes a subsequent header
packet interrupt signal before the preceding data conplete interrupt 1 5

signal can be gener MEFHODPANT ARPAR ATUS FORPROCHSSING i nt errupt handl er
and the data conpl et ANABDIOPYVIDEUINTERACTPPESIGNRALY | dentify this

situation and provide for handling such

- Apparatus is disclosed which includes a source (10) of a
packet data stream including a plurality of modules, each module
having a name and including time multiplexed transmission units,
each transmission unit including a header packet containing the
name of the module. A memory (412) stores a request queue
containing a plurality of entries each including a processing
request and a name of a module, and a header packet buffer
including a location containing a module name. Request
processing circuitry (410)- receives a request to perform

. processing on a module identified by a name and stores an entry
in the request queue including the name of the identified module
and the processing requested. A header packet memory storage
controller (408) stores header packets in the header packet buffer
as they appear in the data stream, and generates a header packet
received signal. Module processing cii'cuitry (30), responsive to
the header packet received signal, reads the module name from
the header packet buffer, compares the module name to the
names in each entry in the request buffer, and if the module
name matches an entry name, performs the processing requested
in the matching request queue entry.

Fig1l



Zan error. 20 . In the header packet interrupt hangl€gu-sdehs cow .y
processing is performed in block 338 (of FIGURE 3), afterfithe daim faEKe
DVA controller is enabled to receive the next transm ssi op=tBit-—FEof-each. .|
header packet received, the expected next wite address, NEXT, in the
current request queue entry, previously, ypdated by 25 t he data
conplete interrupt handler, is corrpar-edl o the wite address (START +
OFFSET) for the newy received header packet. If they are the sane, the
previ ous transm sﬁ\on unit was success- fully received. If, however, the
| ast endi ng gaddr gss T>—pot3dhe same as the new of fset, that means g phe

" DMA transfer HANER preGeYi ous t e e
successfully. I nTTNrs ca ecoggt h the flirst wite address, FIRST, &awW the
expect ed next ' s PEEXT, are fjupdated to the current writvDB@di8ss
(START + OFFSEW). That i s, —p+ew=-busly lJoaded transm
essentially didcarded, and | dadi ng of tjhe nodule isjrestarted 3 5 LOCAith
the curremd08xansni ssion unitl Thié8Adrm-of red@veling frod2~ PROCESSOR

STREAM 40 AUDIO VIDEO e 45
i) — PROC PROC PORT
_ % 416~ ' % e _

310~ 412y ¥ 457 = 424 26~
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a data missing type of error may take nore tine, becauselaTHMﬁEﬁTS!SA@BEEN '
unit which was previously |oaded successfully may result i n anREPra&Enhen ’
rel oaded. However, by using this form of -17- recovery_%
performed by the header packet interrupt handl er and data conplete

i nterrupt handler are minimzed, and onjy two pointers arepag

i
menory. 5 As a part of the nodule conplete nessa ?H cpated
event handl er perfornms an error checking on the received m)mﬂﬂ w
exanple, a cyclic redundanecy check (CRC) code is transmtte ed

part of the nmodul e. The event handl er cal culates a CRC over the received

nodul e in the nodul e buffer 328 in the 10 RAM 4TZ] and conpares it to
t he enbedded CRC. If the newy cal

aﬂ t i enbedded CRC, then
t he nodul e was <
E3E 2.
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correctly received, otherwise an error occurred, and the no éﬁi’TkﬂﬁtﬁrN

rel oaded, as described above. 1 5 When the request
been conpletely | oaded into nmenory further processing by thé— L
nmodul e may continue, illustrated in FIGURE 3 by inference_as a |ine from

the bottomof the APl call to the wait function 304. However, a separate —
task in the application programnmay be aév#vated in 20  ‘This Shé:PERYISE, 1 O

the receipt of the nessage fromthat application programs ed
The above nentioned APl includes functions for accessing tH y by
the application program via the interpreter, or 25

| oader. An application programmer will use the published APl description to

formul ate an APl call to access the desired data stream function. A first
group of functions relates to the directory of nodules. A first function,
DIRNEW is a request for a new directory. As described above, in response
to this APl 3 0 function, an allocation of nenory is nmade, then a
request is . '

PACKET
STREAM

~START
--FIRST

CURR REQ D . ‘ : '
-"'H'E'GCEE‘I"'. c I] ENGTH - —OFFSET

—ms'm' — = = WP Igze

_FIRST | 324~ NEXT
NEXT ~
322

RAM 3267 328~ *TEND

Fig. 4



LI Y

‘enqueued for the |oading of the next directory module in the data stream

then the APl function returns. Wen the directory has bee H_ﬂgj - AS BEEN ;1
nessage is sent to the requesting program Another functiapn, jﬁg\:{) =
frees the nmenory space taken by the 3 5 current dire . 3,,@-...1.._%:___'
function DI RSELECT i ndicated which directory nodule will_be used in

subsequent APl calls. The function DI NT returns a handle to the —
currently selected directory. -1 8- e functions Dl RSp

) DI R STOPSPY
are simlar to the DIRNEWfunction. In response to a DIR_S = Replaced
request i s enqueued in the request q e for a directory ' 'H,

I nstead of | oading a directory nodul g%ﬂd—s-endﬁ»-n-g—a-nessag

| oaded, this function sends a nessagqd WhdNAVAIIZE
SYSTEM

54~

LOAD
DIRECTORY

s, L

RUN
AUTOSTART
MOOULE

58~ | L
- MONITOR
AVIDATA -

. STREAM
Fig. 5
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directory nodule is detected in the data fl ow (the dirgetory-fodule s no;t

| oaded). In addition, the request renairns in the reque=tﬁﬁjﬂé‘1}e ‘R FHEET |
DI RSTOPSPY APl call is made. Wien a 1 0 Di R_STCP_SE’Y APl @&kl - ‘13 ﬁﬂﬁiel
t he request queue is searched for the directory 'spy re*d%ﬁ‘f_-;_—_emd ‘that entry
I's renoved. These functions are useful in spying any c é“fromfhe

current-directory in the data stream Finally there are APl calls to

extract information about the current direcibry: DIRIDENTIFIER, DIR RE- 1 5

QUI REMENT and DI RNBMODULES. Because of the enbedded CRC code in the nodul e,

any nmenory allocation req Gth| s code into
account. Three APl calls ég% % The function
MODULE_ALLCC t akes a nodul eAN B”rlequests an .
all ocation of the prdfier presamt uufemﬁmmrrqlat&s twaal mhbthodradd| eppamkasidor nt o
account any CRC @geff b¥edshilt!l 4 BBIS vidbe ihedtakiios MOPH-GERRER frees
t he mem)rg/ taken by a JPﬁodﬂq3 lv%ﬁu - CHECK pevrlfor Cif-l?cé]

Interactive television systems have been proposed in which

a television receiver includes a processor programmable by the
broadcaster and capable of responding to data entered by the
user, generating on-screen graphic displays overlaid upon the

10 broadcast video, generating sounds combined with the broadcast
audio and/or exchanging data with the broadcaster or other
outside data processing service. In such a system, the broadcast
location includes a computer system for generating interactive
application program information, and combining the interactive

15 application program information as an additional component with
the video and audio components of the associated television
signal. The processor in the television receiver receives the
interactive application program information from the broadcaster,
executes the interactive application program represented by that

20 information, geherating the graphics and sounds to be.combined
with the television video and audio, and processing user inputs
received via a remote control unit.

In a proposed AVI system, the AVI signal from the
broadcaster is broadcast in the form of a packet data stream,
including a plurality of time multiplexed. packet services. Each
packet service carries a different signal component of the AVI
signal. For example, one service camries the video component,
another carries the audio component, and another carries the
30 interactive application program information. There may be still
other services carrying stereo and SAP audio channels, and/or
closed captioning information, etc. In addition, some packet data

streams may include packet services carrying components for
“more than one AVI program. Each packet service has a unique
service component identifier (SCID) associated with it and the
packets in- that packet service each include that service identifier.
See U.S. Patent Application Serial Number 234,773 APPARATUS
AND METHOD FOR FORMULATING AN INTERACTIVE TV

25

35



25 check of a | oaded nodule and returns the resul t= '
performed at any tinme because the CRC is enbedded in theEmagzemas dpage
in menory. Another set of APl calls deals with the nodyl es, uii Nﬁ t@_ﬁso,
currently selected directory to identi'fy them There af ®afPl” &a g S9!
ext ract J nformation about a nodul e: MODULE REQUI RENENT’LWEBUL

ESEZE-and |
MODULEFLAGS. These enable the systemto determ ne whether a nodul e may be
| oaded and/or executed. The function MODULERUN is used to | oad an
execut abl e nodule, 3 5 as descri bed above, create a new process, . and
begi n execution e [.pt : g&qlgq b Sl i,00, hiSasUsed by
thg system | oadeﬂbtrgglghi ? ?";%5 %P %ér%lé%&;%eexe lﬁ‘l‘ oar?hhq‘ﬁe%gt P%ér:]&t
MODULECHAI N i s 4 $5eamats g"%‘ﬂﬁ@equent execut abl e nmodul e, -19-

Further, in the proposed AVI system, one packet service
carries a program guide and includes a predetermined service
identifier. The data carried by the program guide packet service
associates the components of an AVI program with the service
identifiers of the packet services carrying those components.
Using this data, the packet services carrying the components of

10 the desired AVI program may be extracted from the packet
stream.

The components in the AVI signal packet data stream are
carried by one or more transmission units, each consisting of a
plurality of packets. A first packet in any transmission unit is a
header packet, and the remaining packets in the transmission unit
are associated data packets. The header packet contains informa-
tion about the following data, and the associated data packets
carry the data making up that portion of the component. Different
transmission units may include different numbers of data packets,
and the partitioning of the module into transmission units may be
influenced by the timing necessary to deliver complete modules to

- the viewer locations at desired times, or other real time consider-
ations. '

15

20

25

The interactive application program information component
consists of one or more code modules (containing executable code),
possibly one or more data modules and a directory module which
includes data describing the code and data modules making up the

30 interactive application program component. These modules are
' continuously fepeated in the application program component flow.
The modules are carried by transmission units, as described
above, in which the header packet further contains the location

within the module where the data in the following data packets
35 belongs.

A processor in an AVI receiver first extracts the directory
module from the data flow, and utilizes the information contained



end execution of the current nodul e, and begi n execution f?p_f,_\_t_he, ﬁgz\ANQV 1995
| oaded nodule at its entry.point. No new process is created“ this case.
The function MODULELOAD is used to | oad a nodul e,

but not “st'art”-executi-on.
As described above, a nessage is sent to 5 t he requesting program
when the, nodul e | oadi ng has conpl eted. The functi on MODULEEXEC is used to

create a new process and begi n execution Ofeﬁ nodul e, which was previously
| oaded by the MODULE_LOAD APl call, at its enhtry point. 10 The

functi on MODULELI NK executes a new nodul e using the current process,

resources and vapi @Rl @frectdry 2ld @éferffific SWRICRUELAE tholi@leCR Iriysf 1oMbav thin a
nodul e by providi

prograns to be (ﬁx\g?ﬁggdy mtg l#ﬁnﬁP&ﬁﬂénﬁe eqv}é/hlrég %lﬁ'%} g‘@@iﬁ%ﬁ&#ﬁfﬂé‘\q i nked
15 onl y whemdnteastedainto FhenavwobUpeatiominf memaryn When ghasinidalocat i on
and junp tabl es.coliee niodiié i R dehUbémpietelyntoddddUifoS hidmmbiy, oy at e
si m 1 arlye to the BLEECTGRY, 0% ang RUESRICSNas T Soatle! CHbri Ihe 53658¢ ¢°
-of its execution, that code module may request data from data
modules identified in the directory module. Those data modules
are then extracted and loaded into memory. When the data
module has been completely loaded into memory, the requesting
10 code module is notified, and execution continues to process that
data. It is also possible for one code module to chain to a
subsequent one. In such a case, the current code module issues a
request to chain to a new code module listed in the directory
module, and its memory space is freed. The requested .code
15 module is then extracted from the data flow, and loaded into
memory. When it has been completely loaded into memory, it is

executed. Other functions are possible, and will be described
below.

20 If the memory has sufficient capacity, more than one code

module may simultaneously be stored in respective portions of
the memory. In such a case, chaining from one module to another
entails simply beginning execution of the .new module, obviating
the requirement to wait until the new module has been loaded
25 from the flow. It is also possible to load more than one data

module in memory, but because data modules may change more
often- than code modules, it is envisioned that data modules will
be extracted from the data flow when they are required by code

modules.
30 _ : : :

A processor in a proposed AVI receiver need not include
any mass storage, or preloaded AVI programs. Instead, because
the modules carried in the interactive application program packet
service are continuously repeated, any module may be extracted

35

from the data flow when it is needed and no mass storage is
necessary. Because of this, however, the processor in the AVI
receiver must monitor the data flow continuously for required
modules. A method and apparatus for efficiently monitoring the



” ‘_r? ...%\_r i
MODULE_SPY APl call inserts an entry in the request que\tiﬁ Z NDHC@Q@I ng

the identifier of the nodule. Whenever a header npdul e 7% he..sane..

identifier is detected in the data stream a nessage is 'sieﬁ't"'tb‘t-he

requesting program This continues until a MODULE_STOP_SPY APl call is
made. In response to the MODULESTOP_SPY API call, the entry containing the
spyi ng 25 request for the identified nodule is rempved fromthe
request queue. The MODULE_STOPLOAD function "$tops any nodul e | oadi ng

request currently in process and renmoves the | oading request entry fromthe

request queue. TgRal ARG, ARG AGEsifd tiddMes T4 Nﬁﬁﬁ’g ossiBd | vely
generate 30 and rermve a reques for a message when &:smp%%
si gnal | i ng packelS TPAPHEAng to the data stream occurs, such as a suspended

data flow or the end of the data fl ow. Wen such an event occurs, a nessage

is sent to the requesty ngcBrPc8Mwith rmc1?les of tﬁ% pRsseht %dcrﬁ'?&i’eanthe

system | Qqader, pe for /14y .nit m)nltors he data stream
t o ensur egt hat tﬁ dio nteractive {R{III)Z tecfive? recewes a packet service

mcludmg a plurality of modules. Each module has a name and

includes time multiplexed transmission units. Each transmission

unit includes a header packet containing the name of the module.

A method for processing modules in such a receiver includes the
10 following steps. First, a request to perform a process on a module
identified by a name is received and an éntry containing the
received module name and requested process is inserted into a
list of entries. A header packet in the packet service is then
detected. If the module name in the detected header packet
matches a name in an entry in the list, packet processing circuitry
performs the process in the matching entry. Finally a message is
- sent indicating that the process has been performed.

15

Apparatus in accordance with principles of the present
20  invention includes a source of a packet data stream including a
plurality of modules, each module having a name and including
time multiplexed transmission units, and each transmission unit
including a header packet containing the name of the module. A
memory stores a request queue containing a plurality of entries
each entry including a processing request and a name of a module.
The memory also stores a header packet buffer including a loca-
tion containing a module name. Request processing circuitry
receives a request to perform processing on a module identified
by a name and stores an entry in the request queue including the
30 name of the identified module and the processing requested. A
header packet memory storage controller stores header packets in
the header packet buffer as they appear in the data stream, and
generates a header packet received signal. Module processing
circuitry, responsive to the header packet received signal, reads
35 the module name from the header packet buffer, compares the
~ module name in the header packet to the module names in each
entry in the request buffer, and if the module name in the header

25



execution of the application programis in synchronismwt h tmzAEg aa;@dg,,.
audi.o and video conponents. FIGURE 5 is a flow diagram - NUV

9
the initialization function of the system | oader. In block Zl‘&af!)-‘fFJGUR ..... g 51
various hardware and software-conponents of the decoder (of 28F=are s w wimms

initialized. In addition, locations in the RAM 412 are allocated and
initialized for various data structures. 5 These initialization

functions are well known, and depend upon ot hdr- software conponents in the

decoder. A system programmer w || understand what hardware and software
initializations are reitqw re

d, d how,
performthe initi Bf‘?li |“6?f§ﬂésl'rm% °n iy 2“%%‘%3%%{9%?“%853 ¥ é@pgbgng?ed

detail 1 0 bin othe mtbhm rgqu@stDnReuEwmw cal |, descrl bed above,

is
made.

-In the drawing:

5. FIGURE 1 is a block diagram of a portion of an AVI signal
decoder, incorporating the present invention;

FIGURE 2 is a software structure diagram of the software
executed by the processing unit 40 illustrated in FIGURE 1;

FIGURE 3 illustrates flow diagrams and memory layout

10 diagrams useful in understanding the extraction of modules from
the data component in an AVI program;

FIGURE 4 is a dlagram, partially in block form and partially
in memory layout form also useful in understanding the
extraction of modules from the data component of an AVI

15 program;

FIGURE 5 is a flow diagram illustrating the initialization

function of the system loader; and

FIGURE 6 is a state._transition diagram. illustrating the data
stream monitoring function of the system loader.

20

FIGURE 1 is a block diagram of a portion of an AVI signal
decoder, incorporating the present invention. A decoder as
illustrated in FIGURE 1 is installed in each viewer location at
which it is desired to participate in AVI programs. In FIGURE 1, a
transport mechanism (not shown) is coupled to an input terminal
5 of the decoder. Input terminal 5 is coupled to an input terminal
of a tuner 10. An output terminal of tuner 10 is coupled to a data
input terminal of an AVI program component detector 30. A data
output terminal of program component detector 30 is coupled to a
system bus 416 of a processing unit 40. .Processing unit 40
includes a central processing unit (CPU) 410, a read/write
‘memory (RAM) 412 and a read-only memory (ROM) 414 coupled
together in a known manner via the system bus 416. A stream
I/O adapter 408 is bidirectionally coupled between the system

bus 416 and a control terminal of the program component
detector 30.

25
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This APl call loads the next directory nodul e appearing .-wrhr:tﬁ‘LﬁG% ,=E?lgrsgg;_'g_am|;l
the RA

conponent packet service into an allocated buffer in 15 AM 412, !
This APl call returns to the system | oader i medi ately, \&%Ih@@w\ftﬂﬁfl l
directory may not be |l oaded into the RAM 412 until a | at Lge-—-The-syst-en
| oader perforns other functions and then, if6brnecessary, a wait APl call

(not shown) until a nessage is received, via the event nmanager, indicating

that the 20 di rectory nodul e ha een |0aqded., I n bl ock, 56, e
resources avail able i fBtf lﬂeeﬂﬁng‘{ro?l% @ﬂ'ﬁeﬁ) to, the cSystemehus o‘d*e dat a

i ndi cating the rpravides anesudiocsignal tot A¥Idawdiot ontputottninénal R6, tamd decoder

has sufficient rofduy PPScesSorc 420U tasd '&uﬁ}@d Ré6 Oﬁhéagjrstéidv‘g@k”—ff%{'\'p‘fﬂid%@' |
is nade to | oad éheiq% t oSt

C ule, 2 . Jdentified 1.0 the
previ ously | oade cf’&?? &r?)d&ez U@%"d%@@??ﬂ%ﬂ“’d‘@&vﬂﬁ AEH’r'tﬁ?r tlﬂguglgl“dcal I
returns i dnedi at enjputbfacilities erxipravidedebyean dfQ pertcédl cowpled tbaded from
the data stream gdllotate@RchPiftbcddsBR: (not t SHowl)e vidi 0 Pidirbc il PeXehihgl | S

conpl etel y | oadeqs, g5t haigled 125, Sk Sobitidly KR BN EoDs S VB9 o

input terminal 35; and a modem 426, coupled to an outside

computer (not shown) via a bidirectional terminal 55; all also
10 coupled to the system bus 416 in a known manner. Other
equipment, e.g. math processors, other 1/O adapters, etc., may be
coupled to system bus 416 in a known manner. In addition, a bus
extender may be included for coupling to other equipment in
enclosures external to the decoder enclosure.

15
In operation, the transport mechanism, which, for example,
may be a direct RF satellite link, a cable system feed or a
fiberoptic link to the decoder, carries a plurality of AVI signals,
any one of which may be selected by the user for viewing. In a
20

direct satellite link, for example, a plurality of AVI data streams
may be frequency multiplexed on the transport mechanism by
modulating respective RF carrier signals. Each RF carrier signal is
rebroadcast from a respective transponder in the satellite to the
viewer location. Tuner 10 selects a desired RF modulated signal,
25 under the control of processor 40, in a known manner. For
example, in the direct satellite system, the RF modulated signal
containing the packet services carrying the components of the
desired AVI program signal is tuned by a known RF tuner. The

output of tuner 10 is a baseband digital packet data stream
30 containing those packet services.

CPU 410 requests desired packet services from the program
component detector 30 by writing the desired service identifiers
and RAM 412 buffer locations into appropriate service component
identifier (SCID) and direct memory access (DMA) controller
registers in the program component detector 30 via the stream
I/O adapter 408. The program component detector 30 then
monitors the packet data stream for the desired packet services.

35



: [ i
30 mul titasking kernel for executing the AVI prograny jd® acresssy Shio N

interpreter. In block 58, the system | oader begins to noni }or th@ZAMJV 1995 i
program conponent for execution signals, and directory chalggse 3.5 ...cccccovmerees

and controls the execution of the AVI program by sending =gt HE
AVI .program as described below. FIGURE 6 is a state transition diagram '
“illustrating the nonitoring function of the systemloader, and is useful in
under st andi ng t he operation of the -21- syptemloader. If a directory is
detected in an AVI program conponent packet service, then the programthat

the viewer has selected is an interactive program Once the directory has
been | oaded into nRﬂMQﬂZPa%dest em, any s ok rthe c desiredy packets services “are

requested from't hecéidedcatipgnard staeldetin s€rpredeteridined\\ieader packet buffer
in the RAM 412 using known DMA write techniques, and a header
~ packet interrupt is generated. When data packets from any of the
5 desired packet services are received, they are stored in the
previously specified buffer locations in the RAM 412 also using
known DMA write
techniques. When all the data packets in a transmission unit have
been received, a data complete interrupt is generated. Reception
10 of header and/or data packets from a packet service may be
enabled and disabled under control of the CPU 410. See U.S.
Patent Application Serial No. 232,787, PACKET VIDEO SIGNAL
INVERSE TRANSPORT PROCESSOR MEMORY ADDRESS CIRCUITRY,
by K.E. Bridgewater et al. filed 4/22/94 for a more detailed
15 description of the program component detector 30.

For example, when a new RF modulated signal is tuned
by the tuner 10, the packet service containing the program guide
is requested by the CPU 410 by supplying the fixed program
guide service identifier to a service identifier register in the
program component detector 30. When the data in the program
guide packets has been received and stored in memory, that data

allows the CPU to request the packet data services for the desired
AVI program.

20

25

After packets in the requested packet services are received
by the program component detector 30, and are written via DMA
into the previously specified buffer locations in RAM 412, the
video processor 420 and audio processor 418 read the data from -
the RAM 412 buffer locations associated “with their respective
packet services, using known DMA read techniques, under control
of the program component detector 30. Video processor 420 and
audio processor 418 then decode the compressed and encoded
data to produce the AVI video signal at output terminal 15, and
the AVI audio signal at output terminal 25, respectively. It is also
possible for CPU 410 to cooperate with the video processor 420
and/or audio processor 418 in the decoding process. The data

30

35



program under the control of the system | oader, enters th ;F‘i\lﬁmvﬁétﬁa{‘éE
61. I'n the INACTIVE state 61, all the resources to start the appli £q§i+;3@qggq
have been allocated and the application may be partially or!{_f;pﬁ_p}»_-gf_é:_?fg}":-_f_-_-.-“...
| oaded, but there is no interaction with 10 ~the vi evver“_."“FbT‘"Exa'_rrp-I“-eﬁ--‘f:
while therautostart nodule is being | oaded, the AVI programremains in the

| NACTI VE state 61. In addition, even after the autostart nodul e has been

| oaded, the viewer may merely be changing channels through the channel
carrying the AVI program and have no intention of interacting 1 5 W th

the AVI program €®mpeRenti pagketngervicestpagkets are giseesssed tumieAVthepcogiram

before nmeking a defithé CPUO4I®iin 4 inarinet edez6iibéd beldwal | these cases it is
i nportant that the renote control acts in a normal channel changi ng node

and not in an interactive node. This is the purpose of the INACTIVE state
61. In order to notifyAQOdescnbef’h%bQMeeV\)EPe‘!Wﬂ 2 theadem masket §tamy aat ched i s

broadcasti iy an i nequeatedi packetogernive dssreeeivd ibyt elieqiroyfandr @hpeadn@go or
icon is overlaid deRBtdr"$0,AW i3/ ist@d in a predetermined location in RAM 412
for that packet service, and a header packet interrupt signal is
. generated for the CPU 410. In response to the header packet
interrupt signal, an interrupt handler is executed which - analyses
the contents of the lieader packet and either appropriately
updates the RAM 412 buffer locations in the DMA registers in the
program component detector 30 and enables the DMA transfer, or
disables the DMA transfer if the transmission unit is not desired.
Once the DMA transfer is enabled, the data in the data -packets is
15 then loaded into RAM 412 under DMA control. When the loading
of the data packets is completed, the program component detector
30 generates a data complete interrupt signal. In response to the
data complete interrupt signal, an interrupt handler is executed to

. perform “clean-up” functions and prepare for the next header
20 packet.

10

FIGURE 2 is a structure diagram of software 200 executed
by the processing unit 40 illustrated in FIGURE 1. FIGURE 2
illustrates the major software components making up the AVI
processing multitasking operating system. In FIGURE 2, all the
components are stored in the ROM 414, except the application
'program, indicated by the darken area. The application program
is carried by the data component of the AVI signal, is received
from the broadcast location and is stored in RAM 412. The -
software components illustrated in FIGURE 2 represent executable
code and associated constant data. As the code executes, it may

generate and access variable data, which is stored in the RAM
412.

25

30

35 In the proposed AVI broadcast system, different decoders

may use CPUs using different instructions sets, e.g. from different
manufacturers. In- this system, the application program is
processor independent intermediate code. The software in each

T



‘ 'REPLACEMENT SHEET
In order for a viewer to actually begin to interact with the 25

V
program a special key, called "ACTI VATE KEY" below, is pr _vbﬁk_edzgn!\.lgﬁe{g%

renote control. \Wien the interactive prqogramlogo or icon i aFed—the=
vi ewer may press the ACTI VATE KEY. The system | oader, in response to the
ACTI VATE KEY press, sends an ACTI VATE nessage to the AVI program which,

then, 3 0 enters the ACTIVE state 63. In the ACTIVE state 63, the
interpreter actually begins to execute the pgeviously ‘| oaded AVI program at
its entry point. Wien the autostart  nodul e of the AVI program begins

execution, it allocates and initializes its own data structures in the RAM
412, |oads ot heidegader dnglustesqar gompancas which interpretsonke ointermediateer

actions from t happtivatien cder INEBRPRETERY.ONTh3! epdtsles .the broddcast
' application program to be executed on decoders containing any
type of CPU 410. That interpreter will read the AVI data
5 component instructions in intermediate code from the. RAM 412,
manipulate memory, and interact with the hardware through
other software components via an application programming
interface (API). This API, which is basically a list of subroutines
available to an application program and the information necessary
10 to call them, is published and may be used by the application
programmer to access the decoder elements.

A math library performs all the functions needed to
implement integer and floating point arithmetic. A flow operating
system controls all the drivers necessary to monitor the data _
component of the AVI signal, and process requested modules, as
will be described in more detail below. A user interface
management component handles all the user interaction, and
utilizes a graphics library, and an event manager to communicate
20 with the user. The graphics library performs all the generation of

graphic images to overlay on the received AVI video, and uses. the
math library for drawing complex curves.

15

The different software components of the decoder software
communicate with other asynchronously by sending messages to
each other. Each program component has a message queuc and
operates by repeatedly reading the next message from the queue,
processing that message, possibly sending a message to another
program component, and, if no more messages are pending,

30 waiting for the next message.. The event manager manages the
communication of these messages among the other software

components by properly routing the messages and maintaining
the message queues.

25

35 Each hardware adapter also includes an associated software

driver. The driver performs the actual interaction between the
CPU 410 and the registers in the associated hardware adapter via
the system bus 416. For example, there are drivers for the



Because the AVI programcontrols all user interaction, it cap=prevemrt-—the~—
user® from changi ng channel s or performing other normal renpREPCARRAERT SHEZET ]
functions. In order to revert to normal renpte control functions, the ;]
viewer nust first stop the current 5 AVI program The vi='ewer2--Nﬂ&s’lgg&-_-_-;____ﬂ
t he :‘ACTI VATE KEY, again, to deactivate the pg@gram In response to~thi's key "
press, the system | oader sends a DEACTI VATE nessage to the executing AV
‘program which, then, |eaves the ACTIVE state 63, and returns to the

| NACTI VE st at e anodemaid6,tthe spternal /Ot ponctd422% theogtream JO adapeteyo or

icon is displayesh iand G8é 1 iert 0 438 AYh RAGHOH] ég@ed@féd%@f& fidintai

executing. The vi e\gﬁr may,. t hen, .change c@ngel S or rr.,orm of her, nornma
remote control fROIHWHE tigaerand, QRefate 4 rntappngl of the KlecgAessi ng t he
ACTI VATE KEY agédlleseTdeivees |avdTelosEly, depeademtcion alie sevemyginanageswi Ath of
between the 1 5 V 3 d %l]' t . n,it is .
pressed. ‘The AC'It WA?@%%dg@k%ﬁ}nggﬁe%é@g%ds ycéﬁg g gié&[lﬁ%%\é\ﬁf 3t as
ACTI VATE TOGGLE multitagking esnel. e Kor nexample, viwE karnel maintains process
- priorities, active task queues, signals, semaphores, preemptive
task switching clock ticks, interrupts (hardware and software),
and process stacks. In addition, the kernel provides hardware
10 initialization and initiation of the first system task, which is a
system loader.

At initiation, the system loader executes API calls to" the
flow operating system, which in turn calls the stream driver to
15 send the appropriate data to the program component detector 30
via the stream I/O adapter 408. These API calls from the system
loader initiate a scan of the data component packet service for the
directory module in a ‘manner described in more detail below.
When the directory module is found, it is loaded into RAM 412,
20 - and checked to see if all of the required resources to execute that
program are available. If so, then the system loader initiates a
scan of the AVI data component for the first module, termed an
autostart module, which will initiate the AVI program. When the
autostart module is located, it is extracted from the data
25 component packet service and loaded into RAM 412. This
autostart module. is in the form of intermediate code, and is
executed by being interpreted by the interpreter. The autostart
miodule performs the remainder of the initialization and begins
execution of the AVI program. This program may possibly load
30 other code and data modules, and chain to another code module,
all via API calls. In this manner, the system loader operates in
the same manner as a classic UNIX® shell.

In addition, the system loader continues to scan the data
35 component packet service comparing transmitted directory
modules to the current directory module in RAM 412. If the
transmitted directory module is different than that stored in RAM
412, it indicates that the data component packet service has



1
DEACTI VATE) depends upon the state of the AVI program (| NACITI PECACIETR VBHEET
respectively) when the ACTIVATE KEY is 20 pressed. Wile_the a2 NQY 1995
programis executing in the ACTIVE state 63, there are times WHBA«I&ig ...
desired to suspend its execution. For exanple, when a non-interactive = =
comercial is to be transmtted, 25 the transmtted audi o and video

wll no | onger match the sound and graphi cs ,bei ng generated by the decoder
10 (of FIGURE 1), and it is desired to all’ Wt he vi ewer" to use the renote
control in its normal manner. The application programer, however, cannot
know i n advance ¢HapgedUest ex@APIE;i sueh ¥ WheRear digwief &hangesT thanndlsOor 1 N
Ll s case. Lhe bhpdfRfshile bRHRRARHTE oy bReadiihy PPIRR Lot
repetitively include special signal packe as esc,rlgsek above), called
suspend si gnal pHREREAES, is sentnto Abe ARIGAUAR RFPBFHB YIapthek sVeRle MPNAGET Each
such packet contuasing. that APlli r &ctrespprisbato thie messaget the epplicationg AV
programisg to SupRfem3deallocat&X 3AUits Ofesources, and maintains only a

minimal presence in the processing element 40. For example, the
memory used to store all code and data modules may be freed,
and only the execution state of the application kept in RAM 412.

When the minimization of the application program has completed,
10 a message is sent to the system loader.

The system loader then allocates the resources necessary to
execute. the AVI program represented by the new directory
module. When a new directory module is detected in the AVI data

15 . component packet service, a list of previously minimized
applications is searched, and if the application represented by the
new directory is present, that application is resumed by reloading
the necessary code and data modules from the data component
flow, and resuming execution from where it had previously been
halted. This may happen at the end of an intervening interactive
commercial. This process niay be recursive, where a second AVI

program may, itself, be interrupted by a third AVI program, and
later - reactivated.

20

25 FIGURE 3 illustrates flow diagrams and memory layout

diagrams and FIGURE 4 is a more detailed block diagram of the
program component detector 30 (of FIGURE 1) and a more
detailed memory layout diagram useful in understanding the
extraction of modules from the data component in an AVI
program. In FIGURE 4, the baseband digital packet stream from
tuner 10 (of FIGURE 1) is coupled to respective data input
terminals of a data DMA controller 32 and a header packet DMA
controller 34 within the program component detector 30.
Respective data output terminals of data DMA controller 32 and
' header packet DMA controller 34 are .coupled to the system bus
416 of the processing unit 40. The stream I/O adapter 408 is
coupled between the system bus 416 and respective control input
terminals of the data DMA controller 32 and the header packet

30

35



The system | oader, via a FLOW MESSAGE APl call, receives a _S'ﬂgégﬁﬁ@ﬁlg\?’éﬁig -
such packets are recognized in the AVl -23 - program co «'__)nen; Afketddy
service. For exanple, when a suspend signal packet is receiy em*M?LWSYSf,&tﬁL
l.oader receives a suspend signal nessage, and, in response to thHe™Fifst
suspend si'gnal nessage, sends a SUSPEND nessage to the AVl program which,

inb5 turn, suspends execution, entering, the SUSPENDED state 65. In the
SUSPENDED st at e 65, execution of the AVI progfamhalts in such a manner

that it may be started again fromthe point where it was suspended. That
is, all the resoppes doardHEAr 4.1 OLEXSHeratfod,NStrédth DO Gdapterenns ”suchlies_
all ocated, and the _execution state of, the AVI 10 programis,stored in a
| ocation in the ﬁﬂwﬁgiztfl rmatIf F@n,b'ﬁf]??e(!gﬁﬂlqrbg%a%raq(g(ﬁﬂd iaﬁf} ©3t$:ng
that a previousl yeadkeand jwrite addresses, and transfer counts, in known manner
from CPU 410 (of FIGURE 1 to the data DMA controller 32 and the
5 headér packet DMA controller 34. Stream I/O adapter 408 may
then enable the data DMA controller 32 and/or the header packet
DMA controller 34 to transfer data _or header packets, .
respectively, from the packet stream to the buffer in a known
manner, or disable such transfers, under control of the CPU 410.
10 . When the data DMA controller 32 completes a data transfer, it
generates a data complete interrupt for CPU 410. ‘When the
“header packet DMA controller 34 completes loading a header

packet, it generates a header packet interrupt.for CPU 410.

15 Also in FIGURE 4, the RAM 412 is represented by a large
block, and data structures are represented by smaller blocks
within the large block. The blocks in FIGURE 4 are schematic only,
and are not meant to illustrate either absolute or relative locations
or sizes allocated in the RAM 412 for the data structures. In 412,

20 a module request queue 322, a header packet buffer 324, a
directory module buffer 326 and a module buffer 328 data
structures are illustrated. Fields of information within the data
structures are illustrated as horizontal slices containing the name
of the type of information contained in that field. These will be

25 discussed in detail below.

FIGURE 3 illustrates the procedure followed in extracting a

module from the data component packet service and storing it in a

buffer in RAM 412. Similar procedures are followed for other
30 module processing, as will be described. below. In FIGURE 3,
actions taken in an application program (or the system loader) are
illustrated in the left hand column under the heading "APPLN
PROG.". In block 302, the application program, using the API,
makes a request to the flow operating system to load a module
having the identifier ID from the AVI program component packet
service. As described above, API calls are basically subroutine

calls to operating system functions. The program execution’ is,
thus, transferred to the flow operating system (FOS).

35

Actions



i nteractive i ded, b s 1 e s SHEET
programis suspended, but ready to resume when®&FlHwgd \zﬁgq% '
overlaid over the current video image. 1 5 V\hegi the i eﬁe pridn
(e.g. non-interactive commercial) is over, the broadcast gy stops--i-nctuding_ji
the suspend signal packets in the AVI program conponent pacKet™service. The
system l.oader, after a predeterm ned period of time w thout receiving a

suspend signal nessage, sends a CONTINUE nessage to the AVI 20
program which, in turn, resunes execution ibm where i t was previously
suspended, entering the ACTIVE state 63, described above. An alternative

enbodi ment of t hgke'3 '}th%@' MeEilfwstrated inl He2hbk QoRIrhANGE IRt ht,
descri bed above, 1s for hFe 'broﬁgﬁ sfer,to mc{}ude a si nquI? suspe I gnal
packet in the AWRSTteaheadingo - padieEAue e JEanpRtnITvOlYes iP¥HE o
suspend execut i oof af modeleAVin blegs 32 Hee FXHadquestea, memory alotatibes
gBOt her speci al fbfn3he PRekR)r ftiﬁhhgéfr_ %fc\él\l{hfffi'c%hti §iz6 &) _c%géitﬁt thel N the AVl
PLoor am &R € Forl’ 2xample, if the: requested moduls 35’ 4 code of data
module, the previously stored directory module 326 (of FIGURE 4)
includes a field containing the length (LENGTH) of the module ID.
In this case a memory ‘'manager allocates a module memory buffer
(328 of FIGURE 4) having a starting address START and an ending
IQ address END. Then, in block 314, information describing the
request, e.g. the identifier ID of the module, the type of request
REQUEST (in this case a request to extract and load a module) and
the allocated buffer starting address START, and ending address

END, are all stored in the entry in the request queue (QUEUE) 322.

15 The header packet DMA controller 34 is then enabled to load
header packets into the RAM 412, when they occur in the packet
stream. '

If the request is for the directory module, its length is not
known a priori. In this case a relatively large memory allocation
is requested. If this allocation turns out to be too small, the
request is repeated, after requesting a larger memory allocation,
until either the directory module is loaded, or it is determined
that there is insufficient memory to load it, in which case the
25 attempt to run the AVI program is abandoned.

20

The FOS then 'immediately returns to the calling application
program. The application program is then able to perform other
processing, for example issuing requests for other modules, other

30 intializations, etc. When access to the requested module is
required, the application program, in block 304, may issue an API
call to a wait function in the kernel. This function suspends the
execution of the application program until a message indicating
the successful loading of the requested module is received by that

35 application program. When such a message is received, the
application program is reactivated to process that message.
Alternatively, the application program may remain active, e.g. in
order to respond more quickly to user inputs, and periodically poll



execution of the AVI program This packet contains data &iif‘f@ﬂ?@ﬁ@?%ﬁ'@”sﬁ n
currently suspended AVI programto resume execution. Thelisyste

R )
recogni zes the continue signal packet, and sends a CONTI @i%?&&@gdﬁg“thej
AVl program which resunmes execution 3 5 and enters theACTHVE staté™
63, - as ‘descri bed above. It is also possible for a viewer to stop the
execution of a suspended AVI program Wen the program suspended | ogo or

-24 - icon is displayed, the viewer nay presi4the ACTI VATE KEY. The system
| oader, responsive to this key press, sends a DEACTI VATE nessage to the
suspended AVl program which in turn, enters the I NACTIVE state 61,

descri bed above.it¥raessape AueNCTIOE theamessage indicgting sucossefyl dendingy ofnl y
resume executi onthehgstielted intydilepraasis roddss el InvésEag&EXhes aigsisng t he’
system | oader tq.08¢eqn

5 As described above, the header packet DMA controller 34
loads header packets into a header packet (HDR PKT) buffer 324
(of FIGURE 4) in the RAM 412 previously allocated by the memory
manager, and issues a header packet interrupt to the CPU 410. A
portion of the processing performed by the header interrupt
handler in the kernel is illustrated in the column headed "HEADER
INTR" in FIGURE 3. In block 332, the identifier of the module
which is being carried in the transmission unit for which this is
the header packet, is retrieved from a known location, ID, in the
header packet buffer 324. In block 334, request queue 322 is

examined to determine if there is a pending request for this
module,

10

15

If there is a pending request for that module, then, in block
336, the data packet DMA controller 32 in the program component
detector 30 is initialized with: the module buffer 328 starting
address START and ending address END from the request queue
322; a write address which is the sum of the module buffer 328
starting address START and the transmission unit data offset
OFFSET (i.e. START + OFFSET); and a last write address which is
25 START + OFFSET + SIZE (or alternatively, a load count which is the

size SIZE from the header packet buffer 324 in place of the last

write address). The data packet DMA controller 32 is then .
enabled.

20

30 In block 338, if this is the first header packet received after

the load request was made, a pointer to the first write address,
FIRST, stored in the request queue 322, is initialized to the write
address of this first transmission unit (i.e. FIRST = START +
OFFSET). In addition; a pointer to the expected next write address,
NEXT, also stored in the request queue 322, is also initialized to
the write address of the first transmission unit (i.e. NEXT = START.

+ OFFSET). Other processing is then performed in block 338, which
will be described in more detail below.

35

For example, a special
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ACTI VATE nessage to the AVI program which will, then, en\n &= tLﬁe j
state 63. If the systemloader is still receiving suspend@&:i
anot her SUSPEND nessage is immediately 1 0 sent to the AU
whi ch, again, enters the SUSPENDED state 65. The | NACTIVE state 61, ACTI VE
state 63, and SUSPENDED state 65 are the states among which the AVI program
may switch in response to nessages sent to it fromthe system | oader. -
However, there are two other states which ane | entered under the 1 5

direct control of the system | oader. An AVl program can reach an end of
execution. For exanple, the broadcaster may include another speci al

packet, call eg apoiatet axaheltlo@ansngnalth@aeheést qneﬁélazaVlofptdmglreqne%O
conponent packet e c e R
Foebage whon_an SR b "%?"m&’& "’%ﬂ f‘*‘fffr?cé%‘% é‘ip R
progr am conponen °°ﬁ§9ke(t“°§é|hw"é‘é in, R4 h‘é 2:|_ p3 %ame I n

response to the artdrmpéchandiermestxge, (330 system I oader sends an EXIT
message t@ the AV

its
si gnal

€4

b

The data packet DMA controller 32 initializes a write pointer
(WP) to the previously received write address (START + OFFSET)
and loads data from the following data packets in the AVI
program component packet service into sequential locations in the
10 module buffer 328 in RAM 412. When all the data in the |
* transmission unit has been loaded into RAM 412, the data
completé interrupt is generated. A portion of the processing
performed by the data complete interrupt handler in the kernel is

illustrated in the right hand column headed "DATA COMPL INTR"
15 of FIGURE 3.

In block 342 clean-up functions related to the current status
of the DMA transfer are executed. The current request pointer
(CURR REQ), previously set in the header packet interrupt handler,
20 points to the entry in the request queue 322 for which a
transmission unit has just finished loading. The expected next
write address pointer, NEXT, in the current request is incremented
by the value SIZE from the header packet buffer 324, and now
points to the write address expected .for the next transmission
25 unit. If the new value of the expected next write address pointer,
NEXT, is equal to the ending address, END, of the module buffer
328, it is reset to the starting address, START, of the module
_ buffer 328, in wrap-around fashion.

30 In block 344 it is determined whether the entire requested
module has been loaded into memory. The value of the expected
next write address pointer, NEXT, is compared to the value of the
first loaded address, START. If they are the same, then the entire
module has been loaded. In block 346, a message is sent, via the

35

event manager, to the requesting application program to indicate
that the requesting module has been completely retrieved,
illustrated as a dashed line in FIGURE 3. In addition, the request
is removed from the request queue 322. If the value of the



25 program Regardless of what state the AVI programflsuzn,_,ll\mcmvr_—? H ‘f
61, ACTIVE 63 or SUSPENDED 65, the AVI program responds tolithe EXI T nessage i

. |
by deallocating all its resources, .and renoving all record!o&ba&;SQl NGT/rmnf.' ..... i
t he decoder 10 (of FIGURE 1). The programis deened to hav é-=ert

-t heT e
HALTED st:ate 69, and 30 di sappears fromthe decoder 10. In some
cases, the programitself can recognize that its execution has reached an

end, either via a user command, or by its owb-execution. \Wen the AVI
program recogni zes that its execution has ended, it perforns the sane

Fecei ved. "and 1 tAREIRAL eRl “FfETantert NERT 3 o cthe e g e fist 25 “wmen
an AVl program |badﬂdt#ddI§EBP§NMFstthbedanat complete interrupt handler
returns (349), and the next transmission unit containing data for
the requested module will be processed by the header packet
5. interrupt handler, as described above. In either event, the
current request pointer (CURR REQ) is cleared.

If some portion of a transmission unit is not properly
received by the program' component detector 30, then a
subsequent header packet will be received before the data.
complete interrupt signal from the preceding header packet has
been generated by the DMA circuitry in the program component
detector 30. This, in turn, generates a subsequent header packet
interrupt signal before the preceding data complete interrupt
signal can be generated. Processing in the header packet
interrupt handler and the data complete interrupt handler can

cooperate to identify this situation and provide for handling such
an error.

10

15

20 In the header packet interrupf handler, such processing is

performed in block 338 (of FIGURE 3), after the data packet DMA
controller is enabled to receive the next transmission unit. For
each header packet received, the expected mext write address,
NEXT, in the current request queue entry, previously updated by
the data complete interrupt handler, is compared to the write
address (START + OFFSET) for the newly received header packet.
If they are the same, the previous transmission unit was success-
fully received. If, however, the last ending address is not the
same as the new offset, that means that the DMA transfer of the
previous transmission unit did not complete successfully. In this
case, both the first write address, FIRST, and the expected next
write address, NEXT, are updated to the current write address
(START + OFFSET). That is, previously loaded transmission units

are essentially discarded, and loading of the module is restarted
35 with the current transmission unit.

25

30

This form of recovering from
~a data missing type of error may take more time, because a

transmission unit which was previously loaded successfully may
result in an error when reloaded. However, by using this form of
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p:ossi ble that a different interactive AVI programw || be qcr;@,ﬂyx-m_r\gmxm faczET
AVI program conponent data flow For exanple, if the AV -

ptfogr am was
suspended for a commercial, that commercial 5 may itsglhatbe,.! ONQY--199%-
| At eractive program or the user may have changed channel st ref—r=
broadcasting a different AVI program In both these cases, the new AVI
programwi || include a directory nodule, which is different fromthat for

t he suspended AVI program 10 The system |ddtler, via the DR _SPY APl call,
recei ves a nessage whenever a directory is detected in the AVl program

conponent packet service, The system | oader conpares the currently active
directory to t hEECPYETY.ddhe tasks cﬁ’errg‘&’c“&?‘f/l.db)(/\ﬂ@ﬁngsa‘?er packet iBIEITUWRh | oader
recogni zes t hat handlef f sndndatdi comiplstg imterrups cidndler tare Avhimized| aand :
conponent paCkebﬁﬁﬁrtWoC‘ioiﬁ&rPea%nﬁeéd%dl Rdnt ey Programrepresented by
that directory. Fi'rst,

nessage is sent to the Currently suspended AV

5 As a part of the module complete message handling, the .
event handler performs an error checking on the received module.
For example, a cyclic redundancy check (CRC) code is transmitted
as an embedded part of the module. The event handler calculates
a CRC over the received module in the module buffer 328 in the
10 RAM 412, and compares it to the embedded CRC. If the newly
: calculated CRC equals the embedded CRC, then the module was

correctly received, otherwise an error occurred, and the module is
reloaded, as described above.

15 When the requested module has been completely loaded
into memory further processing by the application module may
continue, illustrated in FIGURE 3 by inference as a line from the
bottom of the API call to the wait function 304. However, a
separate task in the application program may be activated in

response to the receipt of the message from that application
program's message queue.

20

The above mentioned API includes functions for accessing
the data stream by the application program, via ‘the interpreier, or
25 by the system loader. An application programmer will use the
published API description to formulate an API call to access the -
desired data stream function. A first group of functions relates to
the directory of modules. A first function, DIR_NEW, is a request
for a new directory. As described above, in response to this API

30 function, an allocation of memory is made, then a request is
enqueued for the loading of the next directory module in the data
stream; then the API function returns. When the directory has
been loaded, a message is sent to the requesting program.
Another function, DIR_FREE, frees the memory space taken by the

35

current directory. The function DIR_SELECT indicated which
directory module will be used in subsequent API calls. The

function DIR_CURRENT returns a handle to the currently selected
directory.

N gy oA TR AT Na i i mae——el



20 program to indi cate that the program conponent paﬁkeﬁ.o, ENT GeERD
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flow.' This nessage is a request for the currently executifjngepr.agramit.o....... !
mi.ni mi ze itsel f, i.e. is a MNIM ZE nessage. |In response tg-the=MN=M=

nmessage, i he currently suspended 25 AVI program first stores its
current execution state and environnent in a_small block of the RAM 412
containing the identification of the AV applligc'at ion, and a tine duration,
which will be described bel ow. Then the suspended AVI program begins to
deal l ocate is resources. A mnimzed AVI program does not 30 I ncl ude

any code, and, thus, nnot chan t S | S nessages, or
restart itself. The s&g’l"efﬁqc&gﬂ‘é%{ﬁrﬁfoﬂﬁg d@e—%ﬁﬁ@%t%ﬁt%&‘@? rtQcthr y
and aut ostart noddIRe_NBW fuactien.t Ha responsd tqorao@iRmSPFY AR @l a request is

| NACTI VE state 63e:ﬂfg%ﬁé&wixﬂ€lhéhﬁ uese @@hevporpaoam r?gﬁx&fulécﬁﬁt as
descri bed I n

bove a.an C$ lst Orﬁl raction wth this
new AVl pr gram JrfeRtgEy module a sen mg message

when 1t 1s loaded, this function sends a message whenever a
directory module is detected in the data flow (the directory
module is not loaded). In addition, the request remains in the
request queue until a DIR_STOP_SPY API call is made. When a

10 DIR_STOP_SPY API call is made, the request queue is searched for .
the directory spy request, and that entry is removed. These
functions are useful in spying any change from the current
directory in the data stream. Finally there are API calls to extract

information about the current directory: DIR_IDENTIFIER, DIR_RE-
15 " QUIREMENT and DIR_NB_MODULES.

Because of the embedded CRC code in the module, any
memory allocation request for loading a module must take this
code into account. Three API calls are provided to handle this.

20 The function MODULE_ALLOC takes a module identifier as an
argument and requests an allocation of the proper amount of
memory to load that module, taking into account any CRC or other
memory requirements. The function MODULE_FREE frees the
memory taken by a module. MODULE_CHECK performs a CRC

25 check of a loaded module and returns the result. This may be

performed at any time because the CRC is embedded in the
module as loaded in memory.

Another set of API calls deals with the modules, using the

30 currently selected directory to identify them. There are API calls
to extract information about a module: MODULE_REQUIREMENT,
MODULE_SIZE and MODULE_FLAGS. These enable the system to
determine whether a module may be loaded and/or executed.
The function MODULE_RUN is used to load an executable module,

35

as described above, create a new process, and begin execution at
the entry point of the module. This function is used by the
system loader to initiate AVI program execution. The function
MODULE_CHAIN is used to load a subsequent executable module,
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mnimzing process is a recursive process. For- exanpl e, %ﬁﬁéﬁ\ﬁ SHEET
program if suspended, may al so be mnimzed if yet anot f“ }3\ %hﬂg{/a t_s
detected in the AVl program conponent 5 packet servi ¢fis . IrFt _____________

anot her bl ock of nmenory is allocated, and the execution 4
environnment of this AVI program along with its identifier and a tine
duration, is stored in this menory block. Them the newly detected AV .
programis | oaded, as described above. The number of prograns which nay 10
si mul t aneously be mnimzed is ,limted onl b t he, anpunt of _menor
required to stofBdapXecutien phdhs GREERS lg ﬁi“ﬁg £5@ Execution of éleat es
and envi ronnment aevily tloaded nhoduledaprisgeany. pointt h&ve nesr ipedbcessoisgbreated

avai | abl e menor yn S§RACLsEC T8%uhBfion MODULE_LOAD is used to load a module,
but not start execution. As described above, a message is sent to

5 the requesting program when the module loading has completed.

The function MODULE_EXEC is used to create a new process and .

begin execution of a module, which was previously loaded by the
MODULE_LOAD API call, at its entry point.

___g_,___.;....'

10 The function MODULE_LINK executes a new module using
the current process, resources and variables. It allows for
subroutinie-like calls from within a module by providing a
dynamic link to the new module. This permits AVI programs to
be divided into smaller modules which may be dynamically linked

15 only when necessary. The MODULE_LINK function maintains
relocation and jump-tables. The functions MODULE_SPY and
MODULE_STOP_SPY operate similarly to the DIRECTORY_SPY and
DIRECTORY_STOP_SPY but with respect to identified modules. The
MODULE_SPY API call inserts an entry in the request queue

20 including the -identifier of the module. Whenever a header

module with the same identifier is detected in the data stream, a

message is sent to the requesting program. This continues until a

MODULE_STOP_SPY API call is made. In response to the

MODULE_STOP_SPY API call, the entry containing the spying

request for the identified module is removed from the request

queue. The MODULE_STOP_LOAD function stops any module
loading request currently in process and removes the loading
request entry from the request queue. The functions

FLOW_MESSAGE and FLOW_STOP_MESSAGE respectively generate

and remove a request for a message when a special signalling

packet, relating to the data stream occurs, such as a suspended
data flow or the end of the data flow. When such an event occurs,

a message is sent to the requesting program.

25

30

35 As described above, the system loader, performs system

initialization and monitors the data stream to ensure that the
‘execution of the application program is in synchronism with the
received audio and video components. FIGURE 5 is a flow diagram
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other software components in the decoder. A system programmer
will understand what hardware and software initializations are
required, what data structures are required, and how to perform

_ the initializations. Thus, this block will not be described in detail
10 below. :

In block 54 a DIR_NEW API call, described above, is made. -
This API call loads the next directory module appearing in the
AVI program component packet service into an allocated buffer in
15 the RAM 412. This API call returns to the system loader
immediately, even though the directory may not be loaded into
the RAM 412 until a later time. The system loader performs other
functions and then, if necessary, a wait API call (not shown) until
a message is received, via the event manager, indicating that the
20 directory module has been loaded. In block 56, the resources
avajlable in the decoder (of FIGURE 1) are compared to the data
indicating the required resources, in the directory module. If the
decoder has sufficient resources to execute the AVI program, a
MODULE_RUN API call is made to load the autostart code module,
identified in the previously loaded directory module, as described
above. Again, the API call returns immediately, but the code
module may not be completely loaded from the data stream until
some later time. After the autostart code module is completely
loaded, another task is created in a known manner using the

30 multitasking kernel for executing the AVI program, via the
interpreter.

25

In block 58, the system loader begins to monitor the AVI
program component for execution signals, and directory changes,
and controls the execution of the AVI program by sending
messages to the AVI program as described below. FIGURE 6 is a
state transition diagram illustrating the monitorihg function of the
system loader, and is useful in understanding the operation of the

35
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m nimzed AVI programtimes out. In this case, that progr

mis co Bered
to have entered the HALTED state 69, and its block of 3 5 »tnmarrgsbl Y 995
cont ai ning the execution state and environnment is dealloc ———;—-‘—':—
record of that- previously mnimzed AVI programis |ost. -27 - However,

It I.s possible for the decoder 10 to again receive an AVl program conponent
containing the directory, code and data m)dul es of a previ ously mnim zed

AVI program or for that AVI programto ' reg%a? the flow.' For exanple, the
i nteractive 5 comercial may have term ed, entering the HALTED

state 69, or the viewer may have changed the channel‘ back to this channel.
The system | oadersy3ggh"fodder.! 0 af a&ecaﬁw lsdﬂéﬁﬁfegr 'dﬁ A1 AYbgfhPgr am
conponent packet Service. epever neV\‘l ﬁ Or Yoy

component packet serv1ce, en the pr gram that the viewer has

selected is an interactive program. Once the directory has been
loaded into the RAM 412, and the autostart code module
5 requested from the AVI component packet service, the AVI
program, under the control of the system loader, enters the
INACTIVE state 61. In the INACTIVE state 61, all the resources to
start the application have been allocated and the application may.
be partially or completely loaded, but there is no interaction with
10 the viewer. For example, while the autostart module is being
loaded, .the AVI program remains in the INACTIVE state 61. In
addition, even after the autostart module has been loaded, the
viewer may merely be changing channels through the channel
carrying the AVI program and have no intention of interacting
with the AVI program. Or the viewer may just wish to observe
the AVI program before making a decision to join the interaction.
In all these cases it is important that the remote control acts in a
normal channel changing mode and not in an interactive mode.
This is the purpose of the INACTIVE state 61. In order to notify
20 the viewer that the channel being watched is broadcasting an

interactive program, a special interactive program logo or icon is
overlaid upon the AVI video.

15

. In order for a viewer to actually begin tj) interact with the

25 ~ AVI program, a special key, called "ACTIVATE KEY" below, is
provided on the remote control. When the interactive program
logo or icon is displayed, the viewer may press.the ACTIVATE
KEY. The system loader, in response to the ACTIVATE KEY press,
sends an ACTIVATE message to the AVI program which, then,

30 enters the ACTIVE state 63. In the ACTIVE state 63, the
interpreter actually begins to execute the previously loaded AVI
program at its entry point. When the autostart module of the AVI
program begins execution, it allocates and initializes its own data
structures in the RAM 412, loads other code and/or data modules

and controls all user actions from the remote control and front
control panel.

35



oL oatt sl ,__.—-
L ooyttt
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the RAM 412. |If a matching block is found, then the code gnDadatm-br
are | oaded, and the AVI program placed in the | NACTI VE st
execution state is updated to that just before it was mnimzed. Wen the
vi ewer presses the 1 5 ACTI VATE KEY, the AVI programenters the ACTIVE
state 63, and begins execution where it preypously left off. In this
manner, an AVI program nmay be tenporarily stopped to run another AVI
program and then resumed, w thout.requiring sufficient resources for both
programs to remain iBecanserthes AN tprograns | gontrols - A8 use€litdvBetian, fin can

audi o video int greveht Vihe( A¥D fr&HCICHBAgIMEChXhAGs or performing other

normal remote control functions.

tl-es

In order to revert to normal
remote control functions, the viewer must first stop the current

5 AVI program. The viewer presses the ACTIVATE KEY, again, to
deactivate the program. In response to this key. press, the system
loader sends a DEACTIVATE message to the executing AVI
program, which, then, leaves the ACTIVE state 63, and retums to
the INACTIVE state 61. Again, the special interactive program

10

logo or icon is displayed, indicating that the AVI program is
loaded but not executing. The viewer may, then, change channels
or perform other normal remote control functions, or may
reactivate the AVI program by pressing the ACTIVATE KEY again.
The ACTIVATE KEY, thus, acts as a toggle to switch between the
15 ACTIVE state 63 and the INACTIVE state 61 when it is pressed.
The ACTIVATE and DEACTIVATE messages may also be thought of
as ACTIVATE TOGGLE messages, whose meaning (ACTIVATE or
DEACTIVATE) depends upon the state of the AVI program

(INACTIVE or ACTIVE, respectively) when the ACTIVATE KEY is
20 pressed.

While the AVI program is executing in the ACTIVE state 63,
there are times when it is desired to suspend its execution. For
example, when a non-interactive commercial is to be transmitted,
the transmitted audio and video will no longer match the sound
and graphics being generated by the decoder 10 (of FIGURE 1),
and it is desired to allow the viewer to use the remote control in
its normal manner. The application programmer, however, cannot
know in advance when such suspensions will be required.  Thus,
in this case, the broadcaster, independent of the AVI program,
may repetitively include special signal packets (as described
above), called suspend signal packets, in the AVI program
component packet service. Each such packet contains data

directing that the currently executmg AVI] program is to suspend
35 execution.

25

30

Tﬁe system loader, via a FLOW_MESSAGE API call, receives a
message whenever such packets are recognized in the AVI
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recei ving a requessssage, sends a SUSPEND message to the AVI1 program, which, in

5 turn, suspends execution, entering the SUSPENDED state 65. In the
SUSPENDED state 65, execution of the AVI program halts in such a
manner that it may be started again from the point where it was
suspended. That is, all the resources necessary to execute the AVI
program remain allocated, and the execution state of the AVI

10 program is stored in a location in the RAM 412. In addition, a
second logo or icon, indicating that a previously executing
interactive program is suspended, but ready to resume when
allowed, is overlaid over the current video image.

15 When the interruption (e.g. non-interactive commercial) is

over, the broadcaster stops including the suspend signal packets
in the AVI program component packet service. The system -
loader, after a predetermined period of time without receiving a
suspend signal message, sends a CONTINUE message to the AVI
program, which, in turn, resumes execution from where it was

previously suspended, entering the ACTIVE state 63, described .
above.

20

An alternative embodiment of the SUSPEND/CONTINUE
signalling arrangement, described above, is for the broadcaster to
include a single suspend signal packet in the AVI program
component packet service when it is desired to suspend execution
of the AVI program. The broadcaster, then, ‘includes another
special signal packet, called a continue signal packet, in the AVI
program component packet service when it is desired to resume
execution of the AVI program. This packet contains data directing
the currently suspended AVI program to resume execution. The
system loader recognizes the continue signal packet, and sends a
CONTINUE message to the AVI program, which resumes execution
35 and enters the ACTIVE state 63, as described above.

25

30

It is also possible for a viewer to stop the execution of a
suspended AVI program. When the program suspended logo or
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and
icon is displayed, the viewer may press the ACTIVATE KEY. The

system loader, responsive to this key press, sends a DEACTIVAT'E
message to the suspended AVI program, which in turn, enters the
INACTIVE state 61, described above. From the INACTIVE state
61, the program may only resume execution when the viewer
presses the ACTIVATE KEY, causing the system loader to send an
ACTIVATE message to the AVI program, which will, then, enter
the ACTIVE state 63. If the system loader is still receiving
suspend signal packets, another SUSPEND message is immediately

apEhIEN] SHEET

i
T
i

1
e ik
(R}

..............
. e =5

sent to the AVI program which, again, enters the SUSPENDED state

65. The INACTIVE state 61, ACTIVE state 63 and SUSPENDED
state 65 are the states among which the AVI program may switch
in response to messages sent to it from the system loader.
However,. there are two other states which are entered under the

.direct control of the system loader.

An AVI program can reach an end of its execution. For

‘example, the broadcaster may include another special signal

packet, called an end execution signal packet, in the AVI program
component packet service. The system loader receives an end
execution message when an end execution signal packet is
recognized in the AVI program component packet service, via the
FLOW_MESSAGE API call. In response to the end execution
message, the system loader sends an EXIT message to the AVI
program. Regardless of what state the AVI program is in,
INACTIVE 61, ACTIVE 63 or SUSPENDED 65, the AVI program
responds to the EXIT message by deallocating all its resources, and

- removing all record of itself from the decoder 10 (of FIGURE 1).

The program is deemed to have entered the HALTED state 69, and
disappears from the decoder 10. In some cases, the program itself
can recognize that its execution has reached an end, either via a
user command, or by its own execution. When the AVI program
recognizes that its execution has ended, it performs the same

 processing that it would have performed had an EXIT message

been received, and it enters the HALTED state 69 on its own
accord. '
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| ocati on equal tan tthe AVI program component data flow. For example, if the
- AVI program was suspended for a commercial, that commercial
5 may itself be an interactive program, or the user may have
changed channels to a channel broadcasting a different AVI
program. In both these cases, the new AVI program will include a

directory module, which is different from that for the suspended
AVI1 program.
10

The system loader, via the DIR_SPY API call, receives a
message whenever a directory is detected in the AVI program
component packet service. The system loader compares the
currently active directory to the just detected directory.. When

15 the system loader recognizes that a different directory is present
in the AVI program component packet service, it begins to load
the AVI program represented by that directory.

First, a message is sent to the currently suspended AVI
program to indicate that the program component packet service
no longer is broadcasting its program, or that the program has
'lost the flow.! This message is a request for the currently
executing program to minimize itself, i.e. is a MINIMIZE message.
In response to the MINIMIZE message, the currently suspended
AVI program first stores its current execution state and
environment in a small block of the RAM 412 containing the
identification of the AVI application, and a time duration, which
will be described below. Then the suspended AVI program begins
to deallocate is resources. A minimized AVI program does not

include any code, and, thus, cannot change states in response to
messages, or restart itself.

20

25

30

The system loader then loads the newly detected directory
and autostart module and places the new AVI program in the
35 INACTIVE state 61 displaying the interactive program logo or
icon, as described above. The viewer can then start and stop
interaction with this new AVI program by pressing the ACTIVATE
KEY, and the program may, itself be suspended and continued.
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steps of: StOrlt o eaChAqflt pr gram, i Sélsxg;%n e& may also be minimized if yet
another AVI program is detected in the AVI program component
5 packet service. In this case, another block of memory is allocated,
and the execution state and environment of this AVI program,
along with its identifier and a time duration, is stored in this
memory block. Then the newly detected AVI program is loaded
as described-above. The number of programs which may
10 simultaneously be minimized is limited only by the amount of
memory required to store all the memory blocks containing the
executions states and environments of the minimized programs.

If there is not enough available memory space to load the
new directory module, or execute the program represented by a
previously loaded directory- module, and if there are memory
blocks allocated representing minimized programs, the system
loader may automatically deallocate some or all of the memory
blocks according to an algorithm (such as deallocating the oldest
memory block first, or first deallocating memory blocks marked
as expendable by the orfginating épplication) in an attempt to
derive sufficient memory space. Alternatively, the system loader
may present a list of minimized applications to the viewer, and
allow the viewer to select some or all for deletion. Blocks
representing selected minimized applications are then deallocated
to derive sufficient memory space.

135

20

25

In the meantime, the memory blocks containing the .

execution states and environments of previously minimized AVI
30 programs- remain allocated in memory. As described above, there
is a time duration in each such memory block. If the time
duration in any block is exceeded, then that previously
minimized AVI program times out. In this case, that program is
considered to have entered the HALTED state 69, and its block of
memory containing the execution state and environment is

~deallocated, and all record of that previously minimized AVI
program is lost.
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| i ACERATNT QEMET l,g
det ect ed header packet in the location pointed to by the Wri''[;ﬁ"’:ﬁSnéﬂ""r'?t"“"ri"“‘_"""’“‘z ;
t hen updating the wite pointer to point to the next sequenti h‘[pcafimv |1395 i[
the allocated buffer after the, data packet has been stored; | tHeh ¢anparidg i
the wite pointer to the stored beginning | g3d |ocation and performing the
renovi ng step when they are equal. 7. The nmet hod of claim6 wherein the

detecting step further includes, before the:.setting step, the steps of:
conmparing the wite poHnwever dt tihpossiblsefor] theadeender nlQ fe againe#eceiveheader
packet; and repl agnn@VINgrdpeanBomMPonehd dcdmaining nhev directdry, afddseand ocat i on
in the detected heademRRfdehr'd prdA¥udy SmitinifH'AVI program, or for that
AVI program to 'regain the flow.! For example, the interactive
commercial may have terminated, entering the HALTED state 69,

. or the viewer may have changed the channel back to this channel.
The system loader begins to load the ‘new' directory in the AVI
'program component packet service. Whenever a new directory is
loaded, the application identifier is compared to the identifiers in
all blocks containing execution state and- environments currently
stored in the RAM 412, If a matching block is found, then the
code and data modules are loaded, and the AVI program placed in

the INACTIVE state 61, but its execution state is updated to that
just before it was minimized.

5

10

When the viewer presses the
ACTIVATE KEY, the AVI program enters the ACTIVE state 63, and

| begins execution where it previously left off. In this manner, an
AVI program may be temporarily stopped to run another AVI
program, and then resumed, without requiring sufficient .
resources for both programs to remain in memory simultaneously.

15
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-3 1- 8. The net hod of claim4 wherein: each rmdul e fu tr _Aﬁﬁ&ﬁﬁge%HEE

enbedded error detection code; the storing step stores the enbed(?ﬁﬂgqrmﬁ
detection code in the allocated buffer; and the sending tmﬂafurt

i ncl udes the steps of: checking the data in the allocated
an error .using the enbedded error detectiypof. code; sendi-hrg—an—er+roer—nessage

If an error is detected in the checking step; and sendl
nessage ot herw se. 9. The net hod of cl aim 8, wherein: ! #
detection cmulel@n enbedded cyclical redundancy check

checking step calculates a CRC value for the data in the

o) det ect

1. In an audio video interactive (AVI) receiver receiving
a packet service including a plurality of modules, each module
having a name and including time multiplexed transmission units,
each transmission unit including a header packet containing the
name of the module, a method for processing modules compnsmg
steps of:

receiving a request to perform a process on a module
identified by a name and inserting in a list of entries an entry
containing the received name and requested process;

detecting a header packet in the packet service;

determining if the name in the detected header packet
matches a name in an entry in the list;

performing the process in the matching entry if there is a
matching entry; and

sending a message indicating that the process has been
performed.

2, The method of claim 1 wherein: .

the receiving step includes the step of receiving a request to
process a complete module; and |

the sending step includes the step of removing the matching
entry from the list when the complete module has been processed.

3. The method of claim 1 further comprising the step of
~receiving a request to stop performing a process on a module
identified by a name and removing from the list of entries the
entry containing the received name and requested process.



al l ocated buffer, conpares the cal cul ated CRC val ue to the~&nbegaan. CRG -t |
code and detects an ,ﬁ“ :ﬂmummnum ‘different. 10. The metRod“61 "¢l aim 4 "I
x ) r conprises a pluralifty of 2 NOV 1rof

wherein each transm U _of EpdaNuV 1ns i
packets; the receiving step ihcludé€s storing each data padkefassociated———i

stored transm ssion uni-t are error free; and discarding the entire
transmssion unit if all data packets of the transmi ssion unit are not
error free. 11. TFhe meThedmsthed pfnclaimel ewhereine recei ving step incl udes

the step of. receigidld tPan$ifisSsén t enRPfuRthBPdebBiptides N8 PRHEUHIty S6f vdamy and
the performn Stepasls%%ligt%(as v;[lﬂﬁ g'g‘gﬁ Bgaagrndla% ezti' message whenever there
is a matchi $y2 P »
.the receiving step includes steps of:
receiving a request to process the module by
loading the module into a memory; and
allocating a buffer in the memory to contain the
module; and
the performing step includes the steps of: .
storing each data packet associated with th
detected header packet in a respective location in the
allocated buffer; and
removing the matching entry in the list when
each data packet in each transmission unit in the
module has been stored in the allocated buffer.

5. The method of claim 4, wherein:

the plurality of data packets associated with each header
packet in a transmission unit contain data in the module located at
a respective offset location from the beginning .of the module;

the header packet further contains the offset location of the
data in the associated plurality of data packets; and

the storing step stores the associated- plurality of data
packets in the allocated buffer at an offset location equal to the
offset location in the header packet.



-32- 12. An audio video interactive (AVI) receiver, conplli BEPASEMESUBYBET

of a packet data streamincluding a plurality of nodul es, jleach oQdyug 1995 j

having a nane and including time nultiplexed transm ssion {uBates....each v |

transm ssion unit including a header packet containing the=fame of the :

modul e; a nenory for storing a request q,l.ga?g containing a plurality of
S

entries each including a processing request and a name of [} l_
header packet buffer including a |ocation containing a m)ummmn "Iﬂ Uﬂt
processing circuglry, T rhethdd dfheldiBnd Wwhéreins ecei ving*a feduest fo *

per form processi @9?0

t he request queu ng? nﬁ}%ﬁ@%:@%ﬁ‘%‘?@ﬁ %’élﬁtaiq’gpgﬁg%% Olrlgp‘gﬁagf ﬁgtry "
processi ng mlidesedarried by successive time multiplexed transmission
units - containing module data located at sequential offset locations
from the beginning of the module; :
the detecting step further includes the step of setting a
write pointer to the offset location in the detected header packet;
the performing step further comprises the step of saving the
offset location in a first detected header packet after a request to
load a module has been received as a beginning load location; and
the storing step comprises the steps of:
storing each data packet associated with a
detected header packet in the ‘location pointed to by
the write pointer; '
then updating the write pointer to point to the
next sequential location in the allocated buffer after
the data packet has been stored;
then comparing the write pointer to the stored
beginning load location and performing the removing
step when they are equal.

7. The method of claim 6 wherein the detecting step
further includes, before the setting step, the steps of:

comparing the write pointer to the offset location in the
detected header packet; and _

replacing the beginning load location with the offset location
in the detected header packet if they are not equal.



T >

a header packet nmenory storage controller, coupled bet weer{,-’ f‘fﬁélﬁ’?&f?&ﬁsfEiie!@:fm“ji
source and the nenory, for storing header packets in the 'eader_pzqm {
buffer as they appear in the data stream and generating @ Reladeré. &95 -"'
recei ved signal; and nodul e processing ciycuitry, -resp Fre-to-rRe—hea gl
packet received signal, for reading the +bul e name fron}

—

t
buf fer, conparing the nodule nane to the nanes in each e gnm‘"ﬂm&ﬁmﬂmst
buffer, and if tQe nodyl e n mat.ches an entry.name, perk s x
processi ng requeSted ﬂﬂ‘et H‘é&gg’pcm%ngeq@qgeﬂ%?}é&e entry, then sending a -
message. 13. Theachcenoduleoffurihermindiidebeani embetddedd @reoprdetestiong
circuitry c?gaélses a processor, and the header packet received signal is
an interrupt srgnal for the processor. 14. The receiver of claim 12,

wher ei n t he headdhe pstoring ridepr toresr tige esabedded arrens detegtiont caderpiny
access (DVAYhgoanoeated bukfer; Thadr ecei ver of claim 12, wherein:

the sending step further includes the steps of:
checking the data in the allocated buffer to
detect an error using the embedded error detection
code;
sending an error message if an error is detected
in the checking step; and
sending a module-loaded message otherwise.

9.  The method of claim 8, wherein:

the embedded error detection code is an embedded cyclical
redundancy check (CRC) code; and

the checking step calculates a CRC value for the data in the
allocated buffer, compares the calculated CRC value to the
embedded CRC code and detects an error if they are different.

10. The method of claim 4 wherein

each transmission unit further comprises a plurality of data
packets; '

the receiving step includes

storing each data packet associated with the detected header
packet;
' determining if all data packets of a stored transmission unit
are error free; and :

discarding the entire transmission unit if all data packets of
the transmission unit are not error free.

11. The method of claim 1 wherein:

the receiving step includes the step of receiving a request to
spy a module in the packet service; and

the performing step includes the step of sending a message
whenever there is a matching entry.



the request processing circuitry receives a request to perf 01‘1‘11";5“_:‘ __;g;___‘
on a conplete nodule; and-. the nodule processing circuitr nﬁé‘mﬁve*s*”-th et

request queue entry after perform' ng the processing requested on 2 KOV 1
conpl et e nodul e. -3 3 - 16. The recejyer of claiml15, S R Pt 1 [
menory further stores a nodule buffer; the data stteam source produces
transm ssion units each further including a plurality of data packets

associ ated w t12.he Agpagediopadded interacteve i(AVEE foceived,seonprising; t he
recei ver further

bet ween t he dat%a® g’ﬁ?‘g rﬂsfeguﬁﬁéi?%z@?ifmm \3’%5'?%@%%”2%?{4}@%020“” ed

toring the
pl ural i ty modulesa ¢aolkaneduleohaving a name and including time

multlplcxed transmission units, each transmission unit including a
header packet containing the name of the module;

a memory for storing a request queue containing a plurality
of entries each including a processing request and a name of a

module, and a header packet buffer including a location containing
a module name;

* H

request - processing circuitry, coupled to the memory, for
receiving a request to perform processing on a module identified
by a name and storing an entry in the request queue including the
name of the identified module and the processing requested;

a header packet memory storage controller, coupled .
between the data stream source and the memory, for storing
header packets in the header packet buffer as they appear in the
data stream, and generating a header packet received signal; and

module processing circuitry, responsive to the header packet
received signal, for reading the module name from the header
packet buffer, comparing ‘the module name to the names in each
entry in the request buffer, and if the module name matches an |

entry name, performing the processing requested in the matching
request queue entry, then sending a message.

13. The receiver of claim 12 wherein the module
~ processing circuitry comprises a processor, and the header packet
received signal is an interrupt signal for the processor.

14. The receiver of claim 12, wherein the header packet

memory storage controller is a direct memory access (DMA)
controller.

15. The receiver of claim 12, wherein:

the request processing circuitry receives a request to
perform processing on a complete module; and

the module processing circuitry removes the request queue
entry after performing the ‘processing requested on the complete

module. - _
”!I IIC L M S *




a transm ssion unit in the nodule buffer as they appearzgm ’at‘a*st‘r'eam
then generating a data conplete signal, in response to

n' en‘afb‘l’e m@g b
the request processing circuitry receives a processing re yest +2 N 3%5
conplete nodule, identified by a nane, and stores an entr@ T the request
queue containing the identified nane and3®ad request; and the’ ‘nodul e
processing circuitry generates the enable signal if the nodul e nanme matches
an entry name and is responsive to the data conplete signal to renove the
request queue enfliby affther re¢mivenngdl elainmobiy svhiereimaded i nto t he nodul e
buffer. 17. The e epe e stream source
produces each m) h&ﬁ%?‘%lfﬁkmem g{ra%wgdédmbrdr&olrg gq?fectlon code; and the
nodul e processi ngh mdm tsltx;ﬁamrmur@necmg uees Jaemsmissior Hots| eaghffer-

after the cognhef Sinebading 'aS ﬂleﬁﬂﬁ? lof! GatdpaEREN asBytiated UitlD thee
enbedded er%%&dé’re t&? e%nu? uﬁed m the transmission unit;
the receiver further comprises a module memory storage
controller, coupled between the data stream source and the
memory, for selectively storing the plurality of data packets from
a transmission unit in the module buffer as they appear in the
data stream, then generating a data complete signal, in response
to an enable signal;
the request processing c1rcu1try receives  a processing
request to load a complete module, identified by a name, and
stores an entry in the request queue containing the identified
name and load request; and
the module processing c1rcu1try generates the enable signal
if the module name matches an entry name and is responsive to
the data complete signal to remove the request queue entry after
the complete module is loaded into the module buffer.

R el

17. The receiver of claim 16 wherein: _

the data stream source produces each module including an
embedded error dc_aiection code; and

the module processing circuitry error checks the data in the
module buffer after the complete module is loaded into the
module buffer using the embedded error detection code, and

sends an error message if an error is detected, and a module-
loaded message otherwise.

18. The receiver of claim 17, wherein the embedded error
detection code is a cyclical redundancy check (CRC) code and the
module processing circuitry calculates a CRC value for the data in
the module buffer, compares the calculated CRC value to the
embedded CRC code and detects an error if they are different.

* [ L M H *




detection code is a cyclical redun ney @ h

processing circuitry calculates a CRC value for the. data '_rDettfne odute
buffer, conpares the cal culated CRC valug40 the enbedded%%ﬁde“a'ﬁ
detects an error i'f they are different. - -34 - 19.” The receiver of claim
16 wherein: the data stream source produces successive'transm ssion units

cont ai ni ng nodul diat a‘HeogﬁadeﬁtoqualmH@I whefeiat | ocations fromthe
begi nni ng of the

the of fset | ocat Flg% ‘g?tat t’? aggﬂ eﬁ@?g@?? ?‘é aé@ p{gﬁﬁ%ﬁémco”t aini ng

units containing module data located at sequential offset locations
from -the beginning of the module, and produces the header
packet further containing the offset location of the data in the
associated data packets;
' the header packet buffer in the memory further includes a
location containing the offset Iocatlon,

the module processing circuitry extracts the offset locatlon
from the header packet buffer, and supplles it to the module
memory storage controller; and ‘

the module memory storage controller initializes a write
pointer with the offset location from the module processing
circuitry, loads each data packet into a location in the module
buffer pointed to by the write pointer, then updates the write
pointer to point to the next sequential - location in the module
buffer, until all the data packets in a transmission unit have been
loaded, then generates the data complete signal.

sends an error nessage if an error a rrodgt-,e:f..—'_,sera%récf:f“;}f{
message ot her wi se. 18. The receiv ml mﬁm y ere| n — ﬁﬂv = r“

20. The receiver of claim 19 wherein:
the data stream source continuously and repetitively
produces modules;

the memory further contains a beginning load address
location; and

the module processing circuitry extracts the offset location
from the header packet buffer after the header packet causing a
first match has been loaded and saves the offset location in the
beginning load address location, and, responsive to the data
. complete signal from the module memory storage controller, -
compares the write pointer from the module memory storage
controller to the beginning load address location, and sends the
message if they are equal.

21. The receiver of claim 20 wherein the module process-
ing circuitry, responsive to the header packet received signal,
compares the offset location to the write pointer, and replaces the

beginning address location with the offset location if they are not
equal.



t he header packet buffer—in the rrermry further includes a; etat _T::'

cont.ai ning the off_s dul e processing ci rdunF’y’zé P]éqtﬁgﬁ
t he of f set Iocatio’n m “Hm “Iggcket buffer, and sugpl ies | t ‘
npdul e nenory storages cantnol hers and the nodul e nenory sth)r—ag?e TOALE Bl er
initializes a wite pointer with the offged_I|ocation from tH& nodul e '
processing circuitry, |oads each data packet into a |ocation in the nodule

buffer pointed to by the wite pointer, then updates the wite pointer to
poi.nt to the next sequential location in the nodule buffer, until all the

data bompl ete S 3%2{ g R L T T LI
source contpragassing aigcuitret¢ampeisgs pa oprecassond ainds the hdatae eonyplets t her
contains a biRmalnis"an' PRErAHPY Siend1OFSE 1thE: pfotkssor.

23. The receiver of 16 wherein the module memory
storage controller is a direct memory access (DMA) controller.

' 24. The receiver of claim 12, wherein the request
processing circuitry further receives. a request to stop processing
of a module identified by a name and removes the entry in the
request queue including the name of the identified module  and
the processing requested to stop.

25. The receiver of claim 12, wherein:

the header packet memory storage controller selectively
stores header packets in response to an enable signal;

the request processing circuitry generates the enable signal
after an entry is stored in the request queue; and

the module processing circuitry further removes the enable
signal after the processing has been performed if there are no
entries in the request queue.



the modul e ‘processing circuitry extracts the of fset Ibcatio
header packet buffer after the header packet causing a firs
| oaded and saves the offset |ocation in the beginning |oad

mat Cheh 4V yags

......

..............
ess ----------
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| ocation, and, responsive to the data conplete signal from the nodul e ===

menory storage controller, conpares the wite pointer fromthe nodul e
menory storage controller to the beginning |oad address |ocation, and sends
the message if they are equal. 21. The receiver of claim20 wherein the
nodul e process- ing circuitry, responsi 4@ Lo t he header packet received
signal, conpares the offset |ocation to"the wite poi.nter, and replaces the
begi nning address location with the offset location if they are not equal.
-35 - . ' .
' METHOD AND APPARATUS FOR PROCESSING AN

AUDIO VIDEQO INTERACTIVE SIGNAL

Abstract of the Disclosure

- A processor for a packet data stream including a plurality of modules,
each having a name and including time multiplexed transmission units, having
a header packet coniaining the name of the module. A memory ( 412 ) stores
a request queue including a processing request and a name of a module, and a
header packet buffer including a loca,tion' containing a module name. Request
processing circuitry ( 410 ) performs processing on a module identified by a
nmae and stores an entry in the request queue including the name of the
identified module and the processing requested. A header packet memory
storage controller ( 408 ) stores header packets, and generates a header packet
received signal. Module processing cifcuitry ('30), reads .the- module name,
compares it to the names in the request buffer, and if a match occurs performs

the matching processing requested.

Figure 1



22. The receiver of claim 16 wherein the nodul e proce55|ngﬁgf %§VTS“E“‘ ’
conprises a processor, and the data conplete signal is an i'nterr ;
for the processor. 23. The receiver of 16 wherein the nodul.e nEnDry storagewhﬁ
controller is a direct nenory access (DVA) controller. 24. The recei'ver of "
cl aim 12, wherein the request processing/4ircuitry further receives a

request to stop processing of a nodule identified by a nane and renoves the
entry in the request queue including the nanme of the i.dentified nodul e and
the processing requested to stop. 25. The receiver of claim 12, wherein:

t he header packet ry sgorage control l er selectively stores hgader
packets in re§ erunerdnFabtey si gnal .t he request proceSS|ngéummmﬁ§try
generates the ena si-gna c # an efptry is stored in the request queue;
and the nodul e processing,ri idry fulther renoves the enable Qﬁghahsafter
the processing hps been petioroed if there are no
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entries in the request queue.
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