PRODUCTION MONITORING AND CONTROL SYSTEM HAVING
ORGANIZATIONAL STRUCTURE-BASED PRESENTATION LAYER
TECHNICAL FIELD [0001] The subject invention relates to industrial
control systems and, more particularly, to human-machine interfaces
(HMIs). BACKGROUND [0002] Due to advances in computing
technology, businesses today are able to operate more efficiently when
compared to substantially similar businesses only a few years ago. For
example, internal networking enables employees of a company to
communicate instantaneously by email, quickly transfer data files to
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become partially or completely automated. For instance, operations that
once required workers to put themselves proximate to heavy machinery
and other various hazardous cORGHBRS 24t ot be completed at a safe
distange therefioneuPRoOa]venrihierslipasiaciionsahsoneigdimith MdMastre
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manufacturing to databases or web services referencing databases that

are accessible by system/proce%sAQf '&@ft&ﬁqﬁgers on a factory floor.
For instance, sensors and associated sortware can detect a number of
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processing unit relatéd to system alarms. Thus, a factory automation
SYRAErAgEart FE AN BlsH el asavanliag ol ae amplonessof a company to
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device, and other various procedures that relate to automating a process.
(oo rtkienthas Itiplito conRichioredice srpligiiésde work

Vb ciNe SRt RAHAE IR SRVIFRAR aNIS IRRINRR B BAMIEAGHNBIS
typically. create specialized human-machine interfaces (HMIs) that are
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through employment of highly precise machines. Many of these factory devices supply
data related to manufacturing to databases or web services referencing databases that are
accessible by system/process/project managers on a factory floor. For instance, sensors
and associated software can detect a number of instances that a particular machine has
completed an operation given a defined amount of time. Further, data from sensors can
be delivered to a processing unit related to system alarms. Thus, a factory automation
system can review collected data and automatically and/or semi-automatically schedule
maintenance of a device, replacement of a device, and other various procedures that
relate to automating a process.

[6004] To quickly and easily effectuate control of a system or process within

industrial automation environments, equipment manufacturers typically create specialized



implement and control devices and receive feedback by monitoring device
status and health during operation. Without these interfaces, high-level
industrial automation would be difficult if not impossible to achieve.
[00051 Over time, HMIs have undergone several and drastic changes. For
instance, a push-button that commissions and de-commissions a machine
is a simplest_form of a HMI, and these interfaces have been existent for
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OIMANE iSRS PiEh fgs shifted a burden from an automated
device or associatéd processor to a client-side graphical user interface.
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HMI for particular devices or programs. Therefore, it an operator wishe
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then populated with existing control data. If the operator wishes to view a
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[0006] Designers typically generate an HMI for particular devices or programs.
Therefore, if an operator wishes to review a particular HMI, they request such HMI from
a server and a client device utilized by the operator is provided with the HMI. This HMI
is then populated with existing control data. If the operator wishes to view a disparate
HMLI, such operator can request it from the server. These HMIs are static in that they do
not alter with a user or changing conditions within a plant. For example, a first user will
be provided with an identical HMI as a second user for a particular device, system,

process, and/or sub-process.



100081 One aspect of the present invention provides a human-machine
interface generation system comprising the following
computer-executable components: a reception component that receives a
request to generate a human-machine interface relating to at least one of
an industrial system, device, process, sub-process and parameters
associated with an initiator of the request; and a view generation
component that generates the hurgenimaghine interface based at least in
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art upon the at least one of the system device, process, and sub-
pratesprenstteddaitermined parameters. 100101 A further aspect of the
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manner based at least in part upon the at least one of the system device, process, and sub-
process and the determined parameters.

[0018] A further aspect of the present invention provides a human-machine
interface generation system, comprising: computer-executable means for receiving data
relating to a device; computer-executable means for receiving parameters relating to a
user that is requesting generation of a human-machine interface; and computer-
executable means for automatically creating the human-machine interface for the device

based at least in part upon the received parameters.



[0013] FIG. 2 is a block diagram of a system that facilitates creation of an
HMI through querying a database, the queries relate to user parameters.
[0014] FIG. 3 illustrates exemplary hierarchies that can be utilized in
connection with a hierarchically structured data model. [0015] FIG. 4
illustrates exemplary hierarchies that can be utilized in connection with a
hierarchically structured data model. [0016] FIG. 5 illustrates an
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em ar combinatign of hierarchies. [0018] FIG. 7 is a vi
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diapralerest ia systeratiharfaciitatiewailding an HMI through aggregated

data. [0023] FIG. 12 is a block diagram of a system that facilitates

performing a dialog in connection with obtaining sufficient information to

generate an HMI. [0BB4FF 13 SGRIRIEHAES R Tebré¥ntdidéfiow diagram
ofga mmpthodolegy fors Quilding @ reRistand cHsiemizadHi basedal leston of

in part upon user parameters. [0025] FIG. 14 is a representative flow
iR Eed tRemSHsIoN for generating queries that are employed in
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0 h&%ﬁﬁl&ﬁeﬁ at %ﬂd‘éﬁ{é AR ANISMRBBS A EIG. 16 s a
SW}IQ&]I that faﬁ]maseﬁmeaﬂmgmmbiw tricenrghieauttiplengdBtautilized in connection
tra o mations. & %8 FIG. |s an elxample operating system upon
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varlous featiras deserb ]ﬁereln can be implemented.
[0015} FIG. 4 illustrates exemplary hierarchies that can be utilized in connection

with a hierarchically structured data model.

[0016] FIG. 5 illustrates an exemplary combination of hierarchies.
[0017] F1G. 6 illustrates an exemplary combination of hierarchies.
[0018] FIG. 7 1s a visual representation of an exemplary structure upon which a

hierarchically structured data model can be based.

[0019] F1G. 8 illustrates a conveyor system that includes equipment modules and
control modules

[0620] FIG. 9 illustrates a mixing system that includes equipment phases,
equipment modules, and control modules.

[0021] FIG. 10 is a block diagram of a system that facilitates creation of an HMI

through utilization of data associated with legacy devices.



[0029] FIG. 18 is an exemplary computing environment within which

various features described herein can interact. DETAILED

DESCRIPTION [0030] The claimed subject matter is now described with
reference to the drawings, wherein like reference numerals are used to
refer to like elements throughout. In the following description, for

purposes of explanation, numerous specific details are set forth in order
td?ﬁwide a thblgughisndedrsietiamanoe fiss xegmdors (isidictiasdredleding arayMI
benaxigeakshaweralathat such matter can be practiced without these
specific details,_ In other instances, well-known structures and devices are
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subject matter may be implemented as a method, apparatus, or article of
ntEfstaRaHeRsing standard programming and/or engineering techniques

tqauEsjuce SORVEIe7 i mAE PIRISIATE: DS AMAERRRIRAIANVISIBOfdures
C;;%téofé a computer to implement the disclosed subject matter. The term

8¢ hersitsap s deRleEB frerein is intended to encompass a
cgnpalter progriin EcRessi@nplan anypRanp eiRirieadalleideNiGich various
c?ergitgr or me ia gor.examgql‘e, computer readable media can include but
are ncg% imited F(Sl e&a‘ﬁé‘t‘?@ Bffrélﬁté devices (e.g., hard disk, floppy disk,
magnetic strips...), optical disks (e.g., compact disk (CD), digital versatile

disk (DVD)...), smart cards,%g%ﬁmgﬁ{g?fgﬁﬁs (e.g., card, stick,
ou Ciated that

key drive...). Additionally it s eappre a carrier wave can
bH@¥Hibloyed tBhealainedmghitet-weddablawsledtonisedatitistdhras thoshe

Uéﬁ%lﬂgﬁﬁﬁ@éﬁﬂﬁ%?&&%ﬁ%@’h%erais are used to refer to like elements throughout.
In the following description, for purposes of explanation, numerous specific details are
set forth in order to provide a thorough understanding of the claimed subject matter. It
may be evident, however, that such matter can be practiced without these specific details.
In other instances, well-known structures and devices are shown in block diagram form in
order to facilitate describing the invention.

[6031] As used in this application, the terms “component” and “system” and the
like are intended to refer to a computer-related entity, either hardware, a combination of
hardware and software, software, or software in execution. For example, a component
may be, but is not limited to being, a process running ont a processor, a processor, an
object, an instance, an executable, a thread of execution, a program, and/or a computer.

By way of illustration, both an application running on a computer and the computer can



electronic mail or in accessing a network such as the Internet or a local

area network (LAN). Of course, those skilled in the art will recognize

many modifications may be made to this configuration without departing

from the scope or spirit of the claimed subject matter. Moreover, the word
"exemplary"” is used herein to mean serving as an example, instance, or
illustration. Any aspect or design described herein as "exemplary" is not
nbeassartgrenbelnsrgtroes aempefsniedioy achidntriiouspovasotndfor thread of
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a system 100 that facilitates "generation of a customized and robust
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component 102 with answers to the inquiries, wherein such answers
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[0033] Turning now to the drawings, Fig. 1 illustrates a system 100 that facilitates
generation of a customized and robust human-machine interface (HMI). The system 100
includes a reception component 102 that receives a request to generate an HMI. For
example, the HMI request can be provided by an operator and relate to a particular
device, system, process, and/or sub-process within an industrial environment. In a
specific example, the HMI request can relate to a pump, a collection of pumps, presses,
conveyors, or any other suitable collection of devices. The reception component 102 can
further receive user parameters relating to the provider of the request for creation of the

HMI. These parameters can be explicitly provided by the operator upon solicitation by

the reception component 102 or any other suitable component. For instance, the



[00341 The reception component 102 is communicatively coupled to a

view generation component 104 that generates a robust and customized

HMI 106 based at least in part upon the specified device, system,

process, and/or sub-process provided in the request for the HMI 106 and

the user parameters. Thus, for example, an HMI generated by the view

generation component 104 for a first user can differ from an HMI
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filtered based upon user identity (e.g., for security putposes), and
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created by the view generation 7 compaonent 104, and a final portion of
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dities, processing capabilities, ...), the HMI 106 can be disparate for a same user on
separate devices.
[0035] To enable such robust and customized generation of the HMI 106, the
view generation component 104 can access a data store that includes various associations
depending upon the system, device, process, and/or sub-process, as well as user
parameters, and the view generation component 104 can sequentially filter data based
upon at least in part upon such parameters and selected industrial entity. In more detail,
the view generation component 106 can create a subset of data for a specified device.
This subset can then be filtered based upon user identity (e.g., for security purposes), and
thereafter filtered based upon user role, and then filtered based upon user preferences, efc.

Thus continuously filtered subsets of data can be created by the view generation



in a plant, and any other suitable parameter. The reception component
202 can relay received information to a query generator 204, which can
then create one or more queries based at least in part upon the
information received by the reception component 202. For instance, the
query generator 204 can create a succession of queries to obtain data
necessary to create the HMI and/or can utilize the information to create a
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employed in connection with generation of an HMI. For example, the
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other contrallers as well as higher-level systems, such as an Enterprise
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of entities within a plant, association between entities, and any other suitable data. This
information can be generated manually by an Information Technology engineer and/or be
automatically generated during design and implementation of one or more control
processes.
[0037] For example, the server 206 can include data relating to a control process
that conforms to a hierarchically structured data model, such as one that is based at least
in part upon ISA $95, ISA S88, OMAC, or any suitable combination thereof. In more
detail, devices such as controllers can include at least a portion of a schema that enables
the controllers to recognize and output data that is structured in accordance with the
hierarchically structured data model. The controllers can interact with other controllers

as well as higher-level systems, such as an Enterprise Resource Planning (ERP) system.



across system and/or process boundaries. For instance, today's

manufacturing facilities include batch processing, continuous processing,
discrete processing, as well as inventory processing. Communication of
meaningful data between these systems and processes is extremely

difficult, as they are often designed and operated without regard for an
adjacent process. The hierarchically structured data model can be
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schema for use in connection with industrial controllers). A first hierarchy
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[0039] A view generation component 208 can receive data resulting from the
query from the query generator 204, and thereafter utilize such data to create a robust and
customized HMI 210. For instance, the HMI 210 can be customized based at least in part
upon the user parameters. The view generation component 208 can further create
communications between the HMI 210 and, for instance, a device desirably controlled
through the HMI 210, Thus, actions undertaken through the HMI 210 can be relayed to
the device.
[0040] Now turning to Fig. 3, hierarchical representations that can be employed in
connection with a schema utilized by programmable logic controllers to facilitate use of a

hierarchically structured data model are illustrated. The hierarchies illustrated in this

figure relate to equipment hierarchies, which can be integrated with procedure hierarchies



unit can relate to a unit of machinery within the process cell, an equipment
module can include a logical representation of portions of the process

cell, and the control module can include basic elements, such as motors,
valves, and the like. Furthermore, equipment modules can include

equipment modules and control modules can include control modules.

Thus, as can be discerned from the figure, four disparate hierarchical
répesseriationdcandpe smployed topleprésbintaginompatwithntoatchchema for

PIQESES S Sne SR W&%ﬁﬁ&ﬁ?%%ﬁm‘?éé&'i?tg Qg&ﬁ}%?&%ch mﬁ%%%{xs a

[00411 A second hierarchy 302 can be utilized that représents each of the
aferEsTraMIsAcRf BIBHRFeRHt Al feinre slantgives disparhie rarcRFS0 Feainstance, a

INGlGenIGRIRISAIAHANS B ABAHBIBESS A1k A RArANRRGRRINES 2

work unit, an equipment module, and a control module. Thus, a common
rSprEBEstatich &58 hEogeT sty th sHuiRrBghbEN e ARds I aNiBsrchy
36hthor, pUipRsas & egnsisienide tnipigttHtanaPiedaEABRrocess can

associjated with metadata indicating which type of, process they are .
RSO AT, HTRIGH) S RER DU PPRHAB A SASIRE R
actpripnibatiisdidg sistertnvihmatnhal isage ok ddaiChpReepssEoin represent
eé?mell%t b0 %hcggleggtors can utilize differengt ter inqlogy than a ¢
con mqus procesg oB’éFlaStlo? fgnsr(seﬁiéﬁ/svenn 53‘/‘??1%1 NEE Y %@S?al\ﬁ%?araﬁfﬁsen a
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For instance, it may be desirable to house equipment modules an

coRtficrsaRdu RIS I Eshtrandrl anaad et madvles Ramiplyde control
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units within a controller (but not equipment modules or control modules).
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[0045 Now referring to Fig. 4, standard hierarchies that can be utilized to

rei¥élent prode SRR M BeRNpiTerAtLbS NiHLtrd i frpeitRig eactnol the

hagspuielay 1 #Red IEprashis pnesditiesHdal GamiedatWiBim abatahde
process. For ins}ance a procedure can relate to a high-level Erocedure, )

<RI EHIGH 8P &UFRHNG &I aP afeR 2 tgaf conter,  work unil, an equipment

module, and a control module. Thus, a common representation can be generated that
adequately represents the hierarchy 300. For purposes of consistent terminology, data
objects can be associated with metadata indicating which type of process they are
associated with, Therefore, data objects can be provided to an operator in a form that is
consistent with normal usage within such process. For example, batch operators can
utilize different terminology than a continuous process operator (as shown by the
hierarchy 300). Metadata can be employed to enable display of such data in accordance
with known, conventional usage of such data. Thus, implementation of a schema in
accordance with the hierarchy 302 will be seamless to operators. Furthermore, in another
example, only a portion of such representation can be utilized in a schema that is utilized

by a controller. For instance, it may be desirable to house equipment modules and
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procedure can be more specific, such as adding particular chemicals to a
mix by way of a particular unit. A unit operation can be still more specific,
and a phase can be yet more specific (relating to operation of low-level
machines). For instance, a phase can relate to various states which can
exist with respect to low-level equipment, such as stopping, starting, and

pausing a motor, opening and closing a valve, and the like. A hierarchy
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unit sucltlw as a work unit described in Fig. 3) can be associated with an
g coniro c[r . . .
equipment procedure, an equipment unit procedure, an equipment

ofijon, andNawecftipinent Plaagejtahiaid, e ppcanedhsesan dpendliian, o

and phase can.be associated with a particulay work unit. An equipmen
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illustrated. The hierarchy Is substantially simila escr thin
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ISA S95, OMAC, or other standard. Any suitable representation that can
bR sstils SEr iRt arrsrinRipd &e Briavpl aprciaray diondnstmesaRisg can relate to

RuiiaE, iRy QR EQAIRIARSSIPWE 1 1D8SE - lIGWES;6ARRAIURENY stopping,
mgleimm%?nted intg a controller. For instance, data objects in accordance
I Y

BB B AT apRs R SRR g7 RRjEe ArddhA We e didtisrgrehy 402

Lkt noanripaleisiitalide vicey (Epthed BOMBICHCH R)ABACMIR &AL displayed
machinest at enabl?waiﬁi\tiﬁg of such objects. 100441 Referring now to
erarc

FIg 27 fos iSEars i RS I REREiRE RO RO e e

cdssnebtid inwithi el bisitavoihicaipestroiBigrad data model described herein
) gt CEHE 0 o aben R O A IRBE0 b SRR
flatazaatienpé ces hithachica diiffend0OMNFHigddd anlbntesmdsetlemél (F0sh as a work
B A R SR SRR o
unit procedure, an equipment operation, and an equipment phase). Thus, the procedures,
operation, and phase can be associated with a particular work unit. An equipment
module can be associated with one or more equipment phases, and can be above a control
module in the hierarchy. Referring Briefly to Fig. 6, a hierarchy 600 that can be utilized
in connection with equipment control is illustrated. The hierarchy is substantially similar
to that described within the unit portion of the equipment unit. As stated above, the
hierarchies illustrated in Figs. 3-6 can be based upon a standard, such as ISA S88, ISA
8935, OMAC, or other standard. Any suitable representation that can be utilized to model
an entirety of a plant, however, is contemplated. Further, the representations shown in
these figures can be directly implemented into a controller. For instance, data objects in

accordance with any portion of the hierarchies described in Figs. 4-6 can be existent
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the enterprise level 702 can be a site level 704, so that a particular factory

(site) within an enterprise can be represented within a data packet.

Beneath the site level 704 an area level 706 can exist, which specifies an

area within the factory that relates to the data. A line level 708 can lie

beneath the area level 706, wherein the line level 708 is indicative of a

line associated with particular data. Beneath the line level 708 a workcell
levehin k@ ipdnsakistaiecdby . indicating a)wodabd asdosiatethaviimth ehdataable
Ujlizing gatle(gd Qgrarchlcal data model, PLCs can become more

aware of data assomated therewith. Furthermore, the hierarchy 700 can
bl@4iomize Rbipaimpners tof sich hisrershiarF bieinstanalestragge 700 which can

gﬁ@'ﬂl‘ﬁ'@ie@@i?@éﬁﬂ@&%ﬁ GAth %%é@&%x%l@%ﬁ%@tﬂ%@&a&&%n%% aﬁggcl}ﬁ))ed herein is

Now referring to Fig. 8, a system 800 that illustrates exemplary equipment
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relate to the gap conveyor 804, and the equipment mo can re ate
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interface can jllustrate the equipment modules and 12 control modules in

aheherencalin Bifiwichnd (S evides s usamierd b vaceeRs @iy htierarchy. For
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exa ﬁple a controller can include data objects, interfaces, state
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an out-feed conveyor 806. As stated previously, control modules can be defined as low-
level motors, valves, and the like and corresponding control logic. Thus, a control
module can be a motor that is employed to rotate conveyor belts and control logic
associated therewith. Accordingly, the system 800 can include six control modules (six
motors and control logic associated therewith). Equipment modules 808-812 can be
defined in accordance with the conveyors 802-806. More specifically, the equipment
module 808 can relate to the in-feed conveyor 802, the equipment module 810 can relate
to the gap conveyor 804, and the equipment module 812 can relate to the out-feed
conveyor 806. Moreover, an equipment module 814 can be defined that includes the

equipment modules 808-812. A user interface can illustrate the equipment modules and
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be utilized to add an ingredient to a mixer. Therefore, add ingredient A

900 and add ingredient B 902 are equipment phases. The in-feed itself

can be an equipment module, and it is understood that an equipment

phase can support one or more equipment modules. An out-feed can be

an equipment module, and recirculate and transfer out 904 can be
equipment phases (e.g., the out-feed equipment module can be supported
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structured data model, however, devices within an industrial automation
eRiAsehAiEsstinyEhieeacnd wstealpiematicn davicem suberhandringatagrammed at

centlisaysaadtHensrs: anppthedikednysiie able to receive, execute,
and output data that conforms to a hierarchically structured data model.
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Figs. 3-9. The system 1000 includes a reception component 1002 that receives a request
to generate an HMI, wherein the request includes identification of a system, device,
process, and/or sub-process for which the HMI is desirably created. The reception
component 1002 can further receive user parameters, such as user identity, user role, user
location, time of the request, display device capabilities, user preferences, and the like.
The HMI request and the user parameters can thereafter be provided to a query
generation component 1004 that access a server 1006 to retrieve data that can be utilized
in connection with generating an HMI. For instance, the server 1006 can include data
that conforms to a hierarchically structured data model, metadata describing associations

between data objects and the like.
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communicate using the Common Industrial Protocol (CIP) while a legacy
controller 1008 may communicate through utilization of Hart, Fieldbus,
Foundation Fieldbus, Modbus, ASlbus, or other suitable protocol.

Accordingly, a proxy component 1008 can be employed to facilitate

utilization of a uniform data model throughout an enterprise, wherein the
proxy component 1008 facilitates mapping data from the legacy device

1088 8o data thatebnfermsracctienlijesanchicadlyistructdeb dolataanddelcdnwithin
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FieldBus, Foundation FieldBus, Hart, or the like, while it may be desirable
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that it is hierarchical in nature. Therefore, the server 1006 can include

B IheR Y SRt tLReR AN skt i bridgina corappnent § 16 vt etprsptes as a bridge
CRRKRURIR QL ARYILRNGHE lagRekslaVice AN/ RIQvidethby ﬂ?r%%réaspfed to

vendors. 14 [00491 The query generation component 1004 can then

réeRReghte dr aveat B mshak IR braeh AsdreienddqsByrd 48 Tors,

tRcREBVS FHRBatdH FRAB CAMIRE U thearBaNAROR A HNUS dSHEb RS or the server
eguipment modules, contro] modules, or any. other, suitable units,
a %fa&s&%wsééﬁaﬂﬁ%?ﬁeﬁ‘g&% mANGe L RATRISHIE W PrRpgols such as

resnltarnie bedgithecanponean thenherprovidediaaiviewgeaes ainoy device 1008
ci%mg%réen& 1016 thcet can ¢ etgte atrobtust End custgmi% d HMI 1018 b
AT S A BRSO U A e s b Popemiseapmonkes s
cdanpondat it 002Xand thehiserpatameiaiSprotocol. The bridging component 1012
can be associated with a mapping component 1014 that can reformat the data so that it is
in accordance with the hierarchically structured data model. For instance, the mapping
component 1014 can access templates associated with the hierarchically structured data
model and utilize such templates to map the data so that it conforms to such data model.
In other words, the legacy controller 1008 can output data in a flat data structure, and the
mapping component 1014 can map such data so that it is hierarchical in nature.
Therefore, the server 1006 can include data that is structured in a uniform manner,
regardless of whether controllers or devices are legacy devices and/or provided by

disparate vendors.
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[00501 Referring now to Fig. 11, a system 1100 that facilitates creation of

a customized and robust HMI is illustrated. The system 1100 includes a
reception component 1102 that receives a request for an HMI and

parameters associated with such request. The specificities of the request

and the parameters have been described above. The request and the
parameters are then provided to a query generation component 1104 that
clBed8t a quedhetesr geramebonf uarissEHIdPtovidssusivigadayatbaged at least
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generation. In more detail, the server 1106 can include templates,
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through utilization of the aggregation component 1108, the server 1106
chhcifRqueE andibeRammpsm suhteneieyideding syenfacnsrpanfsonast 1104

Datadrom e satver 1008 dhat &3 gatractecigyway05ibe dieagarates oe,

by the query generator 1104 can then be relayed to a view generation
cHHipBHIYIeE feta it reeds ermbtoysisraRsationcrdhE M gsnetasqg. In more

caetaiEe e HM| 1193 8 10RBLE TS ROW RIS dediRioHSIEMRQ, thatany
facjlitates creation of an HMI is illustrated. The system 1200 includes a

SLSPEBHS B eHieoP AL fetavag Ui s agerespio ermpaueah i that is
withiregpe etdeiva astdeuhal sys i@, Hen eaulpiieessiranelor 130b-pracessre
For example, the request ¢ lﬁ voice reguest, and the reception

sty PR s RO S s ok S BB RS ity lta ha
analfres and hbaahizhBpdswsucledeluesioddr staheeipthefsaidedata from each
ragoRnion component 1204 can, determine g device for which g user is
requesting an'hy ased atie gt part upon’ voice COMnianas provided
brephes egetiof ofthplmord hthegyoigetiecognjimrodhPpdboanbe utilized to aggregate
data from these controllers 1110-1114. For instance, the aggregation component 1008
can solicit data from the controllers 1110 -1114 by periodically querying such controllers
1110-1114 and/or automatically make copies of and collect data objects output by the
controllers 1110-1114, Thus, through utilization of the aggregation component 1108, the
server 1106 can include a substantial amount of data relating to a factory environment.
Data from the server 1008 that is extracted by way of the query generated by the query
generator 1104 can then be relayed to a view generation component 1116, which can
employ such data to create a robust and customized HMI 1118.

[0051] Turning now to Fig. 12, a system 1200 that facilitate s creation of an HMI

is illustrated. The system 1200 includes a reception component 1202 that receives a
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1204 can recognize identity of a user based upon received voice input.

This identity can then be relayed to a security component 1206 that

ensures that only authorized personnel can create an HMI through the
system 1200. In another example, the security component 1206 can

request identifying data from an initiator of the HMI request, such as
usemame, password, personal identification number, digitized biometric
indziest e aenestisan Bhithhichdatacdihe spatiityl soypansdtvi@)Groansthend/or

analyzaedhe. pﬁgv@&w@zm@r}g&%&%&ni%M%rg% %{?a%%ﬁai@&%}nsgx is

authorized to generate an HMI. For instance, the security compon
190BROARTYE A Encan Al et TAtte aroo sasinhicsrapeentd2Qdrifjat analyzes and

atbhprigating {aVR R ARSECIRIE INRRWMILR I ADRIRSHL RYATORIE, GhARET 94 can

entity may wish to_ provide additional data to a server (not shown)

SLsERns A IRHR ST adishsr o m pemsstne op Hihhredatiasyin part upon
cosigaoneinth 20 eaRdRaY thihakl) thelleimbhy sitalofRastoanaiable dfonent

t ta desirahly input and 2) the entity is authorized to input the data. .

R I O A B PRI Al es Ao, This ity can
phranheteisyad welkeasritgerenityent H20d hatamatessia enSUeIRSEREl personnel
addition of d the seryver. Furthermore, the security component, 1206
D e e SOSUR STAIS Pl vaarLggponent
td@hhiciancedestribianiying daacintity usanisascenfitie [dltheguenaiuignancemane,

i j . . Xt can input to the securit
B e O O S SEE v
1903l Hatde Thepseuaiivromanestdedssathbaystalyize 200p@sided data and

deiRmine I Rt Bemee eIt GaORANe LR85, N6 T8RRI CAMRORE Pnstance,

1202 can receive user parameters “relating to the request for the HMI. For
iR SREWil jeRBeaBbIIOA SstriepRAthirdhat inshites idesitiased ontities and

usRhdcRREE: R athakWRNdS 'tﬁé\/@\ﬂiﬁi.uﬁ?ﬁﬁ@@ﬁ&t&@ﬁp@&t@mpgpeﬁmﬁay wish

voice recognition component 1204), various other user-related parameters
(&uBrPKle ddtional dala i reraien B shesmmssasiurmhivil e sassgon
casmiponeit [P208aadnHe camplaxrabihslicoadditienalinformatian JiePhysical
the user if.s information is necessary 16 to enable creation of an HMI.
R e T SOTRBER & PS8 ah BE GRS aHETE B enidhe
Sﬁgﬁglg“ ﬂnti,ttﬂﬁpfmwt dbﬁi?h{iﬂﬁégtlomgﬁdﬂﬂ.th@oﬁae_ | Epﬁﬁf&smﬂﬁe?&@neters as well
received throu e dialog and/or the initial reguest for generating an
B SRR 990

HIRATCATBEY Broviaed T8 5 View GRRHFAISR UG S
dredtemmwobubt andidustomjzredntHi0d 242 doaskidupomiivg ueetiveext, such as
'@BQI%EQ“S Il(:)ﬁjﬁl; %%E%%rs ’tégﬁrﬁ/éieavz\{, %?e%?rﬁ%}é%r,l ...}, an entity/user’s scenario (routine
maintenance, plant diagnostics, ...), and such context can be input to the security
component 1206 and employed to manage access to the system 1200.

[6052] If the user is authorized to access the system 1200 (as determined by the
security component 1206), the reception component 1202 can receive user parameters
relating to the request for the HMI. For instance, at least a portion of such parameters
can be associated with user identity. In other words, given a user identity (as determined
by the voice recognition component 1204), various other user-related parameters (such as
user role, user preferences...) can be determined. A dialog component 1208 can be

employed to solicit additional information from the user if such information is necessary
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component 1210 can include a tool-tip component 1214 that facilitates

usage of tool-tips in connection with the generated HMI 1212. In more

detail, the tool-tip component 1214 can cause a tool-tip to appear upon

an operator hovering over a particular portion of the HMI 1212. This can

be enabled through metadata or any other suitable means for creating

tool-tips. [0053] Referring to Figs. 13-15, methodologies in accordance
vittsRabiocreatispedendfiie Elaimesishjbetdirdntercampaticrit i cawlaiiénut visual

fon@umeRes Ofisimplisiy:of-&¥Ranatiers themethadalQgies 266,308 WBata

and described as a series of acts, it is to be understood and apglremated
thegaediipvel derlsdesnadaribn stitinliteavsy doe swmsntire aetsMbashe
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For example, those skilled in the art will

that shown and descriped herein, ¢ [
m&%&&o"%‘b%ﬁﬂr@éﬁ%@tﬁﬁf HRRE AR oY LSTIRP HitdhA R geperation
reprgseried 280agehefnoé dnteirdlatechstatas 02 eveatIaSlithias g stai]-tips
diagram. Moreoyer, not all ill ts, may be required tq implement a
Ry el R e e s R Ry 1214
ittshealddetfvithiprtappreaiatec that phemeboddlegies: dipattisekir portion of the
hatqinalter %‘f&@&?\%@ *e%zaﬁ'ag salfisatian.are sapable. %’Iﬁ*i’a?dlggm%&r{se?'or

. on an article of manufacture to actitate transporting and transferring
stiehtim@tholddbsgies to computers. The term article of manufacture, as

Uggeddjerein, i%&%&%%ﬁ%ﬁ?%@?ﬁ%ﬁp@%&ﬁﬂn REOYAM-BGEAT S us

from any computer-readable device, carrier, or media. [0054] Turning
spwefie afiyhe dagnadsubisrmstsicys illsootsd c W atlagier pampRtespisimplicity of
cugiemized, B ksHiwivird a i @0MetRad AaQyd30R Beains 8t 4393 AhE be

at 1304 a request to generate an HMI is received. For instance, the

reptestocdrreatecRisgdhatihrdaime dordusssmatien bt st iy gy order of
veldishaaBomiv hissdesiradii-ge aemaiest driiss AUaSirRIrRAPF vigesther acts from

through voice commands, a mquse, keyboard, or any other suitable
8P ¥ G THET PR UERE AT TR P DribergHd ynderstand
paay it efiatbehze Queshodol ey asafdtaieathtvelyinsiapescarddgifyries of
as: gr?iﬁtee% Y ittl*ésao rovic%er of}tlhe 17 ret%tue t, a roleh%ssociated tvv,fl'ﬂ)t‘:l\f’iucht d act
provider, pre Eranc&sCioeaton Br'the L& Ridation O & Yevite Hilgtec acts
amadyiid isqidsidablanpieaiad apacdnédbrgyaissaciaidohyeithith displRymed subject
e RTRELAY SUSRIRGRE (il RS QNG 1RGOl IR icclosed
suitable parame 5. ese parameters'can pe solicited fTrom e%)I‘OVI er
dfdteenrdguesd throughout this specification are capable of being stored on an article of
manufacture to facilitate transporting and transferring such methodologies to computers.
The term article of manufacture, as used herein, is intended to encompass a computer
program accessible from any computer-readable device, carrier, or media.
[6054] Turning specifically to Fig. 13, a methodology 1300 for creating a robust
and customized HMI is illustrated. The methodology 1300 begins at 1302, and at 1304 a
request to generate an HMI is received. For instance, the request can indicate a system,
device, process, and/or sub-process for which an HMI is desirably generated. This
request can be provided through voice commands, a mouse, keyboard, or any other

suitable manner for generating the request. At 1306, parameters relating to a provider of

the request can be ascertained. For instance, an identity associated with a provider of the
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automatically determined through utilization of sensors, context, and the

like, or determined through querying a database or reviewing a table, or

any other suitable manner. At 1308, a customized and robust HMI is

created based at least in part upon the request and the received

parameters. For instance, templates, graphical depictions of devices,

inputs and outputs of devices, and the like can be accessed based upon
thequetjuestlanshonaieowive s phmnederspefstbrrendreatomititicatiohssation of
chapprISGARRE afpﬁmlpa@eimetb&g@@egmﬁew L ANASYHRAY display

device, process, and/or sub-process, there yena ling an operator to
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device than a maintenance individual. At 1406, t uery IS provi
stisreby FRebSas &t eRgTdiveElikoBlghen eabosHdBithatindisus gatvireatacrighrough

t%@q{muﬂ@h@%%g%%gmg@g@mﬁg% whemgthe data can include data
relatlng to organizational units (such as eqUJ)ment modules, equipment

cedurdiowdatFaIRSIRdEs |4 ¢ msdiadeleaticA0der poilisinggequery o
Prefereness R RIBieR S MRHRAHOCH A G M ATNIREIRKIARIE The

data. Moreover, the server can be a distributed server - it is understood

(Aol BYalIRORr R PhA I L R A e i By Satedthased at least in part

Oﬁlbﬁtgma{uqm Qﬁﬁeseﬂ{eralﬁdmﬂ&éﬂﬁbatﬂihﬁﬁdﬂﬁlﬂnﬁﬁﬁh&rﬁ%kh’@ﬂﬂhgﬁﬁ For
ope of the hereto- algf) (ﬁded claims. At 1408, results of th uer are

%S 185 et rerbsRE A RIS S A SR AR AP RS fﬁrﬁ‘} H’é‘?ﬁ?ﬁ%t%‘%d the
Cpatdne: (b8 cfmmda'@ﬁbmsd?duﬂi bﬁ&é bt flarisgpo Ty ieauesied deNied angtrieve

00|atecgap%ran§te hle doI 14 O th n.comp Ieé S &tv 1410. ata t
[gggéfs?ummg how {6 Fig. 15" a me Ology  THE fob Al r$g Y § data that
is associated with a role of the requesting entzty In a particular example, an operator
may be authorized to receive disparate data with respect to a device than a maintenance
individual. At 1406, the query is provided to a server. The server can include a data
repository that houses data relating to an industrial automation environment, where the
data can include data relating to organizational units (such as equipment modules,
equipment unit procedures, control modules, ...), user identities, user roles, user
preferences, templates employed to create HMIs, or any other suitable data. Moreover,
the server can be a distributed server — it is understood that any suitable configuration for
storing data and any suitable configuration of a server is contemplated and intended to

fall under the scope of the hereto-appended claims. At 1408, results of the query are

employed to create a robust and customized HMI. For instance, templates can be
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illustrated. The methodology 1500 begins at 1502, and at 1504 a voice
request for creating an HMI is received. For instance, such request can

be received through utilization of a microphone or other suitable device

for receiving voice commands. At 1506, the voice request is analyzed to
determine parameters associated with a provider of the request. For
instance, based upon the voice commands, identity of the provider of
shepulegd dssehif esaanrineon Wsiragthet sdeletificativhensfotatediparameters.

o6y RATRMALRLS 1 £ REABIGPRIDES: SHieh as user preferences, user

role, and the liké. Moreover, sensors can be utilized to determine location

oftfebtequest IyBiBOIOS @ ditide adasbedeipaithS9AdvequetingimEItH is

thRURRUeSt RS BBIIBST25SBTRIRA N asteyigtithal il disRiaYdfiRst for
HMI, and the_ like. At 1508, a determination is made re%arding whether
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Ew?ratléon af the HI\éItL If s f'flc%llﬁgtl formation is existent, then at 1510 an.

s B TR A L TR E A S AR RS B AR L SRC RS g @drovider of
atie theupsirdmetessutfdtiaednnsuliicientd Rfiarmatids, idelditioofithe provider of
!%"cﬁa”}%é'l?e%t'é f§Quested.from q“s? YKL AL ARES, For i"}%ta”‘%%nfeo’%ﬁé"rasa‘l?éjmeters
inquiries can be provided to solicitadditional information from’a user in a
peetibaldetesaimmslesutiearamee stdareniredi cate widevicktiorikhidviamosiviisensors

AeRbNARAPIRILANL JAANS ) RIATIALAn R AT PENER ALAEHES with
within a plant, type of device, and the like can be solicited. In another
ettgrifsiecshiins ridhaieguash praediveresbesigiedisgtioe d¢vise teajattdisplay the
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sufficient information is obtained to enable gener of the HMI. The
oy Isedr e et shatist 4 Fooesmmnito the arifgirg iemeRyls taay have
opgkedenTRasispRlemean aliantieQRRtanAWRe Wescrbadiasaindformation is

illustrated. A user request 1602 for generation of an HMI is delivered to a

tEHSRTRIATTOA fnklife HBAS AHRAPHAH S HERAY RRSIIGALSAS Brgstarpon the
creplienaatl de piMindibe rENRtesRAtOTRIRGlNedcR4tithassnE@ied dhntion is
T R T, TN
C@ifdﬁ%ﬁd(ﬂiﬂdf@@ﬂiﬁﬂﬁﬁl’fﬁimdﬁr(qlm B.iﬁﬂmmmmm&l@ﬁguegt can
REBEh SRS R R, S el
astdnaa tioraamddd dcontrel hys tephatiay e b iyanizadiahtunitke odete @ligited. In
Cg&t&%r@}({)a%glﬁe, eagﬁig %%HEr{QSP 9&9:1'%6 delivered to the issuer of the request for the
HMI. Thereafter the methodology loops to 1508 and repeats until sufficient information
is obtained to enable generation of the HMI. The methodology 1500 completes at 1514.
[GG57] Now referring to Fig. 16, one exemplary implementation 1600 of an aspect
described herein is illustrated. A user request 1602 for generation of an HMI is delivered
to a transformation pipeline 1604, which can selectively filter data to enable creation of
an HMI. The transformation pipeline 1604 is associated with a data store 1606, which
can include data relating to an industrial automation environment. The data store

1606can include data that conforms to an organizational model (a uniform model across

an enterprise), which is made up of organizational units. Each organizational unit
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process cell, line, site,...). The organizational model can be stored in a

relational database or an Extensible Markup Language (XML) document,

for instance. The organizational model can also include a presentation
template or style sheet for each organizational unit in the model. This

template is a pre-cursor for the HMI that will eventually be rendered to the

user, but requires additional processing before itis rendered. The

ténapldes iodrrbetistoreldtingxtténsibtei Btypershbepiangtayeyslalipnfend/or
'%ﬁp&%mE?fmé%p%%mgtﬁ)@:rhﬁ?f'ﬁ{J@Jl?%&PUQtﬁHl@I{{QS&?& B m&;lﬁnodule,

user can employ or each given organizational unit in the organiza iona
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and the like can also be stored somewhere in the organizational model,
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a specific screen, page, or%FeIta_s IS Conventionaly, the userrcan announce
h@pbhérr@ni_ét@imm@a@mtwﬁ@wgommamabamdalprqcedure).
Thgsiers unigys.dapiiention B UTRSEANRAEQErted 2loRG TN os the
user's’initial location, time o gy, a8 well as an identifie representing the

tyser Grdlspra clengierizhiéonsticigserosfergnocsasod shethibetran sloprhagened
PUBRLN 4R04 i ipi £BR:RAA HaEUIORR! WORKSIRHOR A L SEBBHACEH: 4 server.

device, a wireless device, a cellular device, or any other suitable device.

TristheirdRicamaH Erib peb resEhE wsTe Tl YRRY BT tists (pebagabedded into each

IRfMBHAREE LN G.Ias 10GAaNsditagyaRd devisenis aVallalIeloRRtuiSits based on
referred collectively herein as a client request context. The information

A hE e fPdrEf o the transformation pipeline 1604 that is existent upon

a[6esypr 16061 khereintieseentaRb dMostimtiia preanizatonabegerl when the
and utilized to generate an HMI. [00601 Additional information relatiré%éo

ST 150 PRI & G USRS 0o DS H o 4 el e s than
caskiext a EpecHarveredf G gachidis @uisteostanidsill thatiseOdnchigesnsatis or

R A RN RSN S data, SiRre, 1008 Can 8 Jup Nk 38R d &ligue
identification number can be collected along with the user’s initial location, time of day,
as well as an identifier representing the type of display device the user is employing to
access the transformation pipeline 1604, which can be a traditional workstation, an
embedded device, a wireless device, a cellular device, or any other suitable device. This
information can represent more than just the user (because information relating to
location, time, and device is available), and is referred collectively herein as a client
request context. The information can be delivered to the transformation pipeline 1604
that is existent upon a server 1606, wherein the server 1606 hosts the organizational
model, and utilized to generate an HML

[0060] Additional information relating to the user can then be ascertained through

utilization of the client request context. The server 1606 includes a data store 1608 that
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least in part upon the user identification as well as the role that is
associated with the user in the organization. Further user preferences can
be retrieved from the data store 1608 based on the user identification ID.

A set of information can thus exist about the user; the user's identification,
the user's role, preferences, the user's location, display device and time.
This set of information can be referred to as a "request context." The
réepledts vontextcandpeeiroresseuidbyutiedstrserrd 6668ina hagseicdbased at

srALaRtialSiees &a@%sé;%a(aﬁeaﬂgqagi&%m 1604) dbak canaRPlYel&ith the user

request context to the organizational model and transform it into
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area of interest to the user, represented by the request context. For
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110 ame Rortion, (Gubsell pLibe prganizational model data can be
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alf®dded fronThiedrrasfoesetombrirtelidatzegtarmall #Hrst thaffiamation 1610 that
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tieausskcoatErtd demasiascelsivionsahdeveedivarparaneienifonseeassiag portions
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indicating the user has no access to the data; in other cases the full da

ISP RBASHE A dpsrethiadoreniidastulncauimeating dehiwosagserll, line,
hag fulh a6ces S, {09A2L AdhsdiraRSHRYRNAL ARl dafanPE ARRIGH. DBF §ebviding

upon device, which may accessed from the request context to the data

h :
rRERHER 1PORT tHe' SeesiertrinersAtfatome PeTSom e fithefdhnatrsnizational
piReliKeIdBQ4n bordnsiRACA RiHEANARTNIG SEHCIOIN ehRatpriRiake With and time
respect to theg}evice. In more detail, Iarggasop isticate dis%lgg devices 610
AT BEA LT SR AT ISP E L Sp AR CE prals fim draslogmgien 1610
b lewire esssformealbiasdisplayiderie pruaanteel aaseniated frath thisn plan
templates. Moreqver sr,srroge nd time can be appli ttzle )
SR A RS R e R R pengven
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indicating the user has no access to the data; in other cases the full data from the previous
transformation will be returned indicating that the user has full access.

[0062] A third transformation 1614 can be applied based upon device, which may
accessed from the request context to the data returned from the second transformation
1612 in the transformation pipeline 1604. For instance, this can enable selection of a
template with respect to the device. In more detail, large sophisticated display devices
can be associated with large, sophisticated templates, whereas small mobile wireless or
cellular display devices can be associated with simpler templates. Moreover, user, user
role, and time can be applied to the template to determine if access for a given device

types is permitted. In a particular example, a template for a cellular device may not be
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accessible for a specific user, role, and time. Once the template is
selected, it can be applied to data resulting from the third transformation
1614. In one analogy, this would be similar to applying an XSLT style
sheet to an XML document, where the output is still an XML document,
but it is now in a different format. Incidentally, the output can be
renderable, since the template can include rendering instructions that are

t@dsessipplibn topiveligarer. 1006 3ndaifoertmamiboienmion B6eedteh Hpphybe
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the third transformation 1614. As the input to the fourth transformation
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congdesion of the fourth transformation 1616, output can be in the form of

P tational content thaf.can be ngered to the user on the displ
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processing unit 1714 can be any of various available processors. Dua
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be any of several types of bus structure(s) includin%the memory bus or

M o Mot of St idiaiay dridcsbsire maPlISdd e 45%cal bus

UBiDEsRNY VarieiofRyaiiable bus erchitesturpmipiudingntut notdimited
to, 8-bit bus, Industrial Standard Architecture (ISA), Micro-Channe]
ARSI VREIRYS ERESHAIISRYRASR) Mty rfoBmyE B éltrom s computer

(IDE), iNESRsLosk Bighh{\ink )1 7 PEripherahGasmpenent éntecosnten(Ris)),718.
iversal Serial Bus (USB), Advanced Graphics Port (AGP), Personal |
R Rbr eeRP ES FOT A PR PBLICIR) s he
SyathCompoited Diste ths patectane (G 31)1400REpIhessirsianitrh2iMann be any

Lo ingudes vojadie memonnl /P and, nonvolatile , memon 1/ 2% 4ae
basic mpuﬁou%p@t VSt (élcy?él)a, EORIAIMNG the basic routines 1o
architectures also can be employed as the processing unit 1714,
[0065] The system bus 1718 can be any of several types of bus structure(s)
including the memory bus or memory controller, a peripheral bus or external bus, and/or
a local bus using any variety of available bus architectures including, but not limited to,
8-bit bus, Industrial Standard Architecture (ISA), Micro-Channel Architecture (MSA),
Extended ISA (EISA), Intelligent Drive Electronics (IDE), VESA Local Bus (V1.B),
Peripheral Component Interconnect (PCI), Universal Serial Bus (USB), Advanced
Graphics Port (AGP), Personal Computer Memory Card International Association bus
(PCMCIA), and Small Computer Systems Interface (SCSI).
[0066] The system memory 1716 includes volatile memory 1720 and nonvolatile

memory 1722, The basic input/output system (BIOS), containing the basic routines to
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22 transfer information between elements within the computer 1712, such

as during start-up, is stored in nonvolatile memory 1722. By way of

illustration, and not limitation, nonvolatile memory 1722 can include read

only memory (ROM), programmable ROM (PROM), electrically

programmable ROM (EPROM), electrically erasable ROM (EEPROM), or

flash memory. Volatile memory 1720 includes random access memory
(RaMicrihichratisnds exeyeBincedh e ihemtbeycBypway 101l Miusichée dwng start-up,

NQL BRI RO oIS 1?}}491%%'9'Piﬂi.”l?;ﬁ%&@gﬁiﬁ&é?ﬁtﬂ%SXMHB?ﬂ%ﬁtﬁfﬁM
(SRAM), dynamic RAM (DRAM), syrichronous DRAM (SDRAM), double

daeavateismremoryD DR spraivde EathanbesSoRANMFE Drogsamable ROM
SpreoNaK DEAMa( Aiin A BBSE R RIS, FAM PR BANMILRV

Comﬁuter 1712 also includes removable/non-removable, volatile/non-

vERRTB OO bR hdrsgemet oty mempys 8 dngbidex siRe a e memory
siwayp, Likdh Riskstatagel L4k ineludss, Bytis et limiedits, Avieesmitation,

like a magnetic disk drive, floppy disk drive, tape drive, rive, Zip .

S IR B TR BB ey R S T MRS BAM
st@RgM /b cdanioeiUoR L0 (SHR raktljal cstplarddelyao: §DRAMIDRGEORDRIAM),
other sto ia.] ing,but not. limj ical disk driv
R I AT S BRI, g famons
((BBM @WMD rewritable drive (QD-RW Drive) ora digital _versatile
d@hﬁ?'\" dr"’%é%%@éﬂ%@all&i:f&%é!ﬂé@&%&%@%%ﬂ%&%&%%&ﬂi%‘f %%&%%ﬁm-
devices 1724 to the system bus 1718, a removable or non-removable
irteldtibecrmppicatipiasednsdioh Bizidfehstairedoiosssple i dlpetorage 1724,
apiiecialegh A g 1dd a3 i0ES SRlNATS 1ARLRELSRS AlaBHSTT R ve,

between users and the basic computer resources described in suitable
operatihiskiren en i va daslitre sbiiaiecideuded div o fadtmgragsteaid, or
- 14R&hofIREratInG sysies, LikSwyhich sandg sterast %ﬁ%ﬁ&@(@gﬁﬂ% or in

acts to control and allocate resources of the computer system 17

appvAtoRTher Fen@eddvaRkiRe PN dii5arife dp optical disk drive
rese eReschpRE AR R ovatestid/RARongh pogessddprdHes (CIRR andve), CD

program data 1734 stored either in system memory 1716 or. on disk
sfSYéf&éEi%ﬂY?tﬁ loshE Eﬁﬂf’éaaﬁeﬁﬁﬁﬁ‘fﬁ@ jé@#iﬁ\%ﬁtﬁth%zﬂ%’a-ROMl To

impleiaenteshedtionel iy Ao eratipg dystesb7n combinatienswf ousating

o %1??»’3%080563 e e commands gl niarnaten nte the cpmputer
[0068] It is to be appreciated that Fig. 17 describes software that acts as an
intermediary between users and the basic computer resources described in suitable
operating environment 1710. Such software includes an operating system 1728.
Operating system 1728, which can be stored on disk storage 1724, acts to control and
allocate resources of the computer system 1712. System applications 1730 take
advantage of the management of resources by operating system 1728 through program
modules 1732 and program data 1734 stored either in system memory 1716 or on disk
storage 1724. It is to be appreciated that the subject invention can be implemented with
various operating systems or combinations of operating systems.

[6069] A user enters commands or information into the computer 1712 through

input device(s) 1736. Input devices 1736 include, but are not limited to, a pointing
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input device(s) 1736. Input devices 1736 include, but are not limited to, a
pointing 23 device such as a mouse, trackball, stylus, touch pad,

keyboard, microphone, joystick, game pad, satellite dish, scanner, TV
tuner card, digital camera, digital video camera, web camera, and the

like. These and other input devices connect to the processing unit 1714
through the system bus 1718 via interface port(s) 1738. Interface port(s)
1#38cineihdes, forexermpidbalssrdiportch padakelpont.agemord portj @mtick,

a%%'é’ 5?1%%@@!3 BUs, (URRY: PYIRILICYIGeE I 20:188 OME B dDE camera,
sam (s) 1736. B

e type of ports as input device us, for example, a USB .
porbrerese srbihedibrovitiesinpid W eompUteeIFEZoRIRg S Sipprrcessing unit
InfMaHAR o SRERWE! H153.10 AR OMPLARYIGe k7 4P uLANRtENS

1742 is provided to illustrate that there are some output devices 1740 like

rifsidsslos Rl 2t RATE R P A IHE thd BRTIHRRGeRd agmivatsal serial bus

which)reguipRsRecial gdanteise sthe eripdtadapipesot fodsincluger dyiay)
of iIIustﬁtion and not |imitation, video%/a\gd sound cards that provide a
Y

méatis DB e fLtA RAS Bat0R 1S/ REPAHaMPYhE SYRRHFHLE >
1afli8 o lbsipauldibanadteditatoihpiitdevidesaanarpysieniscdf7doviCesput adapter

provide both,input.and output capabilities such as remot uter(s
o RSP LR At LSBT b mOR R crs
ugicekéogioad ponpectionsgebaecotmuolevieendfttGonipcliorsusgcipeasa] adapters.
r%Héootgt SRy tﬁerr(ssi 7"4541%&198 bré? r@g&%ﬁ 8@&9&&5@%&5 ﬁét ﬁ%ﬂtg&)ﬁ video and
persondl computer, a Server, d router, a network PC, a workstation, a

refersheanisdbet vasists appiian of canpeetiaebitwesndlivangomdssish etddaed the
node A dhe fikeand SRl naldoen ey s A @b RGOS N R vices provide

described relative to computer 1712. For purposes of brévity, only a
rhéﬂiﬁGiy%t’t‘fié@étﬁ\éﬂﬂééawllé@%@mbﬁé@é@ﬁiﬂ?%@béﬁ&ter(@ 1744,

Resneje ComF@B@ﬁﬁ?}kéﬂlﬁi%&ﬂ%ﬁ&W@ GPARBAIRHKIQI CAMIRISED AbZng logical

through a network interface 1748 and then physically connected via
CHRREHHBAND AONHEE RO RO ST BRIk SHESrPRdEMo A S UPRYRTSAdddd: The

GRMGM! BIEANAB NG AKSHHh Fereal- 36 R DRIVOEKS B AND@BE a network PC, a
wide-area networks (WAN). LAN technologies include Fiber Distributed

CREk RO AR SBIg iR R ReY BRES AR mmon network
Bty ey thER8 0 tiakaly RifgdéshiaSoarahod dheclikRnWAadNcribed relative to

oo P Bt LAl pobe Lok ol
Viliisdigad viithrean;tpackeuswitshing nBiwaskscangubigiipl Bdasdofeally
L(iQI%?eé%% Ifg'computer 1712 through a network interface 1748 and then physically
connected via communication connection 1750. Network interface 1748 encompasses
communication networks such as local-area networks (LAN) and wide-area networks
{WAN). LAN technologies include Fiber Distributed Data Interface (FDDI), Copper
Distributed Data Interface (CDDI), Ethernet/IEEE 802.3, Token Ring/IEEE 802.5 and the
like. WAN technologies include, but are not limited to, point-to-point links, circuit
switching networks like Integrated Services Digital Networks (ISDN) and variations
thereon, packet switching networks, and Digital Subscriber Lines (DSL).

[0071] - Communication connection(s) 1750 refers to the hardware/software

employed to connect the network interface 1748 to the bus 1718. While communication
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[0071] Communication connection(s) 1750 refers to the hardware/software
employed to connect the network interface 1748 to the bus 1718. While
communication 24 connection 1750 is shown for illustrative clarity inside
computer 1712, it can also be external to computer 1712. The
hardware/software necessary for connection to the network interface

1.748 includes, for exemplary purposes only, internal and external
texsmnettigiret7S0ch shown doeithssirtiveliny ite gubadctetephore 1§iddé can also be
mademecaliHRAenS 200 Rk ROdem RN AdAPIEr s AN FIR R

cards. [00721 Fig. 18 is a schematic block diagram of & sample-computing

eRcATEHRkBHY fasoly fitincleden fRecsapplervenaess eatyintsemal apdexternal
SYSIRI14 8009 wd e Qene inPIAIR S IEHI LR ERod g e plba: A8 10— Modems

be hardware and/or software (e.g., threads, processes, computing

d s} Prdeays N 89eriss wdilithsensheadismore server(s) 1830.
Thwrgrver(s) Bg30scan aisehaibatdvkadn @ad] oF SHWBIE denthuliMeadsronment

p SS omputing .devices). The servers 1830 can house threads to
o RGP SHERA, 7 T S L RGO P e o
Onerpolssitle) t®MmThicaion(Yetbidarnabeliand d&tadidrasenses (B830threads,
can LN the oM, of 3 Aats PREKet adapredio,oe lrgnsmitted between twa,)
of more computer ﬁrocess S. e%ys]tlém %Gﬁmcfu esa )
chbimubbeatorefan 83ibeknlBS0bh hirdanbeadipleyidde facilitdieads, processes,

c Alcatl iept 0 the server(s),1830. Th
T BB S B B s by
1e8plepEchs Hbieah poyatom &besampbrniationdsvblacameuidration betvaen a
UMURTY 1 68VENS) K83 A S ORI AILEIEDIORN G MU Ebe

server data store(s) 1840 that can be employed to store information local

tS RREUERIIE Y SED O MO KRR S HRISR g aseribISHBSTR iFRGaRlgdes a
exsimplesaidhevertan: $spmal GawsempilRassipleitR-fessrif S¥eiYns

conceivable combination of components or methodolo‘zies for purposes
i

oPAREER R G AR AR TILREiSHY BRSO SharRpERIT §HORE SRerBly
recoaRizd thahemdiy thrncambinations ssuwibareayiationsieftato store

invention ar ssihle. Accordingly, the invention is intended to embrace
B A B A SR LT DR A ePEEArD
andhsenabtobitorappendeccthimsiobugsinggoarar tardhe exdisiottdab there

term "includes” is used in eit e detailed description or the claims,
sllﬂ]gélr?éarrlﬁ) lllsﬁfﬁ%godt;g FS%%‘?ﬁgﬁQve in a manner

[6073] What has been described above includes examples of the invention. Itis,
of course, not possible to describe every conceivable combination of components or
methodologies for purposes of describing the subject invention, but one of ordinary skill
in the art may recognize that many further combinations and permutations of the
invention are possible. Accordingly, the invention is intended to embrace all such
alterations, modifications and variations that fall within the spirit and scope of the
appended claims. Furthermore, to the extent that the term “includes” is used in either the
detailed description or the claims, such term is intended to be inclusive in a manner
similar to the term “comprising” as “comprising” is interpreted when employed as a

transitional word in a claim.
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similar to the term "comprising" as "comprising"” is interpreted when
employed as a transitional word in a claim. 25 CLAIMS What is claimed
is: 1. A human-machine interface generation system comprising the
following computer-executable components: a reception component that
receives a request to generate a human-machine interface relating to at
least one of an industrial system, device, process, and sub-process and
parameters associated with an initiatGLAf S request; and a view
generation component that generates the human-machine interface based
atyigast I, pash sypon the request and the parameters. 2. The system of
claim 1, further comprising a query generation component that creates a

qhery bés!@anaﬂtg%b1ﬁepaﬁrlﬁwﬁﬁ@rﬁéqaé%@ﬁucmép@mméfe@aﬁw

ng%ggtmxggggmg},gﬁgag&qma from a server within an industrial
automation environment. 3. The system of claim 2, the view generation

comporE SN R ARt SE RS ‘o565 o AFBETfi# buman machine

humﬁﬁbmatdaiﬁ@tmae ttacechasadaideastiin Partinerenre, 4rddessysieimbbrocess
gw 3, the extracted %?t onforms to ?hlerarchlca:?g structured data
gf‘r%m?tﬁ‘és 335/%% ke r%nlf,n{H%t?ﬁ P&ﬁ%‘é‘fﬁﬁ% %tured data model
is based eiclegshanatparcompnrane thatmare atiSie HOmahSAbBBe dmdriace based at
(?(J:\/Iéét\m The s¥§tem of gla|g1§14 or5 fyrther comprising a proxy
compo ent acilitates use o amfeom legacy controllers in
connection with generating the human-machine mterface 7. The system
clai 0 0
oo o S R R bl
coRviEns auRssbaedrad eAtiacestdBaD taf’smyﬁ&t n@ti\ﬁl@ﬁwﬁ@w@sﬁ o gtilizes the
Hus SUSIERR Lk AAlNT-Sm RS R NEIMATKRFAIRGALIS.ABE A R iR ment.
dbus, ASlbus, Hart, Fieldbus, and Foundation Fieldbus, and the
second network protocol is CIP.

3. The system of claim 2, the view generation component receives the extracted data

and generates the human-machine interface based at least in part thereon.

4. The system of claim 3, the extracted data conforms to a hierarchically structured
data model.
5. The system of claim 4, the hierarchically structured data model is based at least in

part upon one or more of ISA S95, ISA S88, and OMAC.

6. The system of claims 4 or 5, further comprising a proxy component that facilitates
use of data from legacy controllers in connection with generating the human-machine

interface.
7. The system of claim 6, the proxy component comprises a bridging component that

receives data formatted in accordance with a first network protocol and converts itto a

format that accords to a second network protocol.
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9. The system of claims 6 to 8, the proxy component comprises a

mapping component that transforms data from the programmable logic
controller into data that conforms to the hierarchically structured data
model. 10. The system of claims 2 to 9, the server comprises an
aggregation component that aggregates data from multiple

programmable logic controllers. 11. The system of claims Ito 10, the
réceptickheomponehtleompribedisisetuity potponeontiedtRtetdrmindsdbus,
WOGHRE AD-NIHBIRNAT A EAMGRIRS e AR ARNOS BTRHASA Brotocol is
authorized to generate the human-machine interface. 12. The system of
cfdifns 1 to 11, the reception component comprises a dialog component
that generates a dialog related to the received request to extract additional
information from the provider of the request. 13. The system of claim 12,

tRe dialdgCHMEBRdHEBIREAFIHN RIS SBRGRSBHECBIPHSGE- b AKERINE
iRAHIpG ANV Yisa:-ASe AAROBEIEShd AroLhesystean «@f e letantd die that
reception compaonent comprises a voice recqgnition component that

QTR PUS QR DT UNBH PiSIAFFRAE TIFGGbh 2 voice. command. 16,

The system of claims Ito 14, the view generation component comprises a
tQql-tip .component tr}at fagjljt provision of tool-tips within the
o TS MG LSTAES 21575 TR ShbiHC R Tor Bt don component that
gpzgamadiingdntenfdtele progrisingeaiile foliowindgrotlomputer-executable

acts: receiving a request to generate a human-machine interface related

to one or more of an industrial system, device, process, and sub-process;
dekermimhivg pégameédenebtingOohe prentition opthiRonsgUCBRPAITESE SeRINEY
RS RN MARIBEINE (Pr& 1R LU S H S PAMS BRRD SR dBhine
part upon the at least one of the system device, process, and sub-process
aftpthec dctatbanived passnsers e rmemselsBIsgRet claim 16, further
comprising: generating a query based at least in part upon the at least one
of the S)l@:gm device, process, and sub-process and the determined

p]agrame S}gimgﬂm@ IHe &wlrgcg;ggwé:ﬁmponem comprises a dialog

component that generates a dialog related to the received request to extract additional

information from the provider of the request.

13.  The system of claim 12, the dialog component solicits information through one of

text-based inquiries and voice-based inquiries.
14.  The system of claims 1 to 13, the reception component comprises a voice
recognition component that facilitates recognition of user parameters through a voice

command.

15.  The system of claims 1 to 14, the view generation component comprises a tool-tip

component that facilitates provision of tool-tips within the human-machine interface.
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18. The methodology of claim 17, further comprising: receiving data

resulting from the provided query; and utilizing such data to generate the
human-machine interface, the data conforms to a hierarchically structured
data model. 19. The methodology of claims 16 to 18, further comprising:
receiving the request as a voice request; and determining the parameters
based upon an analysis of the voice request. 20. The methodology of

cleims 18 toetodilethefocomprisirghagegregatingedater faoerr anpitisaligytiaf following
c S; ilizing.the aggregated data to create the

hggnﬁgag#%r%c ir?é%ﬂ%éﬂ} agée. 21. The methodology of claims 16 to 20, further
comprishagetienarmitnes thageheragreidmenfiisviaq ietstias amahivnizscons or more
cialgiihp M amBachinednissface 28 4 phrduethodology of claims

16 to 21, the parameters include identity of the provider of the request,
role of tHEBFEIHE TSF IS Fat REENg & F aeideicop Hrarmeters aldcation of
the proviglaniah #he reaMash-anfasaliaR Offhe.ehissted HgmiRAUESId 281est in

human-maghine interface generation system, comprising:

cBARptRER Bttt eatianhieh %ﬁ%ﬂé&éﬁ%@emwéﬁa%%ﬁ@@%@?d the
caanpuigiee yarithatie. means for receiving parameters relating to a user
that is requesting generation of a human-machine interface; and

_ computer-executable means for automatically creating the
hiiman-Machictkodolepfact daithEdBiribervasegtiaingast in part upon the

rece"’e?% A Amete TS el ﬁq Fé%@k%%?hmo%%h,%“{%ﬁ‘%tcg@ %?ﬁllrf]:%%stem
means for accessing a'server that Inc es associations re atlng to the
paeaive EIs:ces aifheubystesrso inthihe Adtedaiacdipaimrtistersepndr conforms

toa hier&r&mﬁgg)(hgw&w%g datamodel. 26. The system of claims 23 to

25, further comprising means for determining the parameters based at
least in part upon voice commands. 29 PRODUCTION MONITORING

AND CON REthomof HAY I GuARGAMEATHPONSL
STRUURE-BASE PRESENTATION LAYER
receiving data resulting from the provided query; and

utilizing such data to generate the human-machine interface, the data conforms to

a hierarchically structured data model.

19.  The methodology of claims 16 to 18, further comprising;
receiving the request as a voice request; and

determining the parameters based upon an analysis of the voice request.
20.  The methodology of claims 16 to 19, further comprising;
aggregating data from a plurality of controllers; and

utilizing the aggregated data to create the human-machine interface.

21.  The methodology of claims 16 to 20, further comprising determining that the

provider of the request is authorized to create the human-machine interface.
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A human-machine interface (HMI) generation system comprises a
reception component (102) that receives a request to generate a
human-machine interface (HMI) relating to at least one of an industrial
system, device, process, and sub-process and parameters associated
with an initiator of the request. A view generation component (104)
generates the human-machine interface (HMI) based at least in part upon
the. req[l‘éstrm‘tﬁothéqg&r@fmkaiets 1bos ékmtrqaiwih&:tsystmh:datdﬁmt}eﬁf the

comprise uer atl hat creat $a que based
I asﬁélef)grt upoeé ﬁe request allfd tweelb%rai?ﬁer% use%l’n (i? dey S the qatf%{a}fters
tdosatrae v gt frovider of the reqithih amdi ﬁmamrabfahw’manmf drviegnesent.

Figure 1. 30

23, A human-machine interface generation system, comprising:
computer-executable means for receiving data relating to a device;
computer-executable means for receiving parameters relating to a user that is

requesting generation of a human-machine interface; and
computer-executable means for automatically creating the human-machine

interface for the device based at least in part upon the received parameters.

24, The system of claim 23, further comprising means for accessing a server that

includes associations relating to the parameters.

25. The system of claim 24, data within the server conforms to a hierarchically
structured data model.
26. The system of claims 23 to 25, further comprising means for determining the

parameters based at least in part upon voice commands.
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