PRy Eq

Key rate per signal sent

0.205

0.195

M,

1/5

Mo

Xy O

'y

Xo Oy

FIG. 1

0.2

“-\- Traditional method
|- Example embodiment

10 15

20 25

MNumber of sampled sub-blocks

FIG. 2



Key rate per unit time

107°]

108

Key rate per signal

_..-{- Traditional method
. Example embodiment

0.53

0.52

0.51

© © ©o o o
B N T
) 4 ® © o

o
'S
(&)}

o
X

0.43 "

5 10 15 20 25 30
Number of sampled sub-blocks
FIG. 3

*++ Full B
i -+ -+ Splitting
X +‘|‘+_|_ 1 X Small block | 1
; X +++ 4

X ++—L— I
3 X T
: +++_|_ +
g X o Ty ]
[ b'Y ++_‘_
- X ]
r X
" X % J
: X
[ X
- X
C X ]
_ X
: X
[ X
C X % ]
i X%
[ X
- X ]

X ]
5 10 15 20 25 30

Number of sampled subblocks

FIG. 4A



1.000000

0.100000

0.010000

0.001000

0.000100

Key rate per clock cycle

3/5

1074 : : : : :
Full ]
-+ spliting [
X Small block | T
K
--_-_----_----%*%**
*** 1
3K F !
v '
|
10-5} 9}6* ! _
0 — | ] * I ]
]
* il i
| 1
* | 1
| 1
[ 1
_* T 1
[ 1
| 1
10—6 | 1 L 1 L 1
0 5 10 15 20 25 30
Number of sampled subblocks
Min P-value
Y 3 .
?’Qd e?’\){& Q‘Q" & $ Q?& & @Q\ﬁ @Q\’S& ‘qe}‘? &OQA x"’\O& .xo'(‘é‘\& ‘:Q‘(@ \‘5}6
‘é& \'z'rdl o“\@ & &° & 'é-év (@‘c} & bo&q
N N & o & & &
& é\o‘i é\eQQ q"\‘@+ @obo @@"'} é“é}
o ¥ 3
\}o(‘ Q:ob



4/5

Minimum P value

10714
1072
1072 " . .
N A o5 & A+ 2 2 > N & Q.2
0@“{;\?@,"\‘1@} Ozé@‘} Q:o‘\ Q“@Q‘Z} Q\‘Z}_\‘\@\‘; &‘o ‘é\o‘: Q;;{b Coe}‘ C}Qj?
& ECIRS &
& & e & £ RIS i
D Y \\@Q B O é\b Q,"‘o §
o¥ O\\Q’ SARVEEPN
N &
S Q%
FIG. 6A
600
Min proportion
1.00 T T T T T T Ip lp T T T /I T T
0.99
0.98
0.96
0.95
0.94
N
& &
g




5/5

700

/702 /704 /

708 706

FIG. 7

800

/ f802

sampling a cryptographic key to generate one or more sub-
blocks

804

K

determining a lower bound of the entropy in each sub-block, 1
wherein the determining of the lower bound comprises

consideration of correlations between each sub-block and
unsampled bits of the cryptographic key and/or other sub-

blocks 806

-

hashing each sub-block for randomness extraction on each
sub-block

FIG. 8



