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In accordance with the teachings disclosed herein, methods and systems are
provided for handling an electronic message. As an example of a system and method, an
electronic message that is associated with a digital certificate is to be processed. A digital

25  certificate checking module determines whether to check the validity of the digital
certificate based upon the length of time since the last time the digital certificate was
checked.

As will be appreciated, the systems and methods disclosed herein are capable of
other and different embodiments, and its several details are capable of modifications in

30 various respects. Accordingly, the drawings and description set forth below are to be

regarded as illustrative in nature and not restrictive.
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BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is an
overvi ew of an exanpl e communi cation systemin which al 9 FEB 2007
wi rel ess communi cation device may be used. FIG 2 is

woops/wik42di agr am of a further exanpl e conmuni cBCT/6A2005/000278

systemincluding 5 multiple networks and multiple
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co"ﬁﬂe |"n°é1c{]a Ifedp?ﬁ?e%see tificate. 10 FIGS. 7-9 are

bl ®Iks Hiagmicek wha @m R_f A firthe} eﬁﬁhblefé&ﬁhﬁm"cﬁﬂxc% 8¢ktem including
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FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a
wireless gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile
communication device 100.

An e-mail sender system 10 may, for example, be connected to an ISP (Internet
Service Provider) on which a user of the system 10 has an account, located within a
company, possibly connected to a local area network (LAN), and connected to the Internet
20, or connected to the Internet 20 through a large ASP (application service provider) such
as America Online (AOL). Those skilled in the art will appreciate that the systems shown
in FIG. 1 may instead be connected to a wide area network (WAN) other than the Internet,
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al though e-mai|l transfers are commonly acconpli shed

t hrough I nternet-connected arrangenents as shown in 0 9 FEB 2007

FIG 1. The message server 40 may be inpl enented, for
WO3085N 7842 on a network conputer W thin the fi PERKIA20¢5¥000278
a corporation, a conputer within an I SP or ASP system
or the like, 5 and acts as the main interface for
althGughi d-mRKC RARSRIOVRE EdifimbAlyerdeeémplishedl tiUgh éMetconnected
messagi ng systens might not require a message server
arraggements aoshowmwdlCe 1devi ce 100 configured for
re Y S I endi nor mal e
asgﬁ'l;celllg &aggg?rggrfdgla C%Uﬂ 1&96“%egngégg)égernllslg,r?/%? peWorE computer
witlie the fisevidiEof AVBorpBfdtiofi OAGOMpIRS $40En SR TSP S A’ﬂl’esystem or the like,
M crosoft ExchangeTM and Lot us Dom noTM _The
and #chgrfcths rasia lemfgﬁp frresgmial exghangs; Qﬁ%tﬂil%ﬁltwﬂﬁhm Although other
I t
mecyfHEE RFhpER rhight HhFIUk 3 mEQURE B3 BftontSI0, Minle device 100
configured fohegcetdingaid ﬂmssﬂ'xty kendmbgy-mail ol nonnallyebs essociated with an

nessage ocessi cri bed, bel ow. Message servers
acct o & E‘@F %f‘@gftf ?’E’éhaP?/ tB?{tt&’r‘?dm%EfBH’g“?rhé?eséaﬁ?a?qwefs are
Mlc?@{bq}ﬂ Tk cAR™EC Ghy 'E‘&ustﬁﬁﬂurﬁlmo | pplddd rdﬁﬁ@%mafe often used in

dat abase storage engines that have predefined
conjlachibasattf dutemes nfaplr rohédra thatheutaahruh deliwr mal.ddl helss ms;tprmedxate

- con?fé)l% g@&iﬁ;ﬁ?’%g‘oéﬁéowwﬁgb SCPE,S@%S gfﬂlrggﬂ)é prqynﬁ role ifi the secure

mei@@éé’\?ﬁﬁeish% dditBbdEbelowO Mbsdayd §&b&§ %u&?ﬁé"&!rker]éﬁﬁtypifﬁﬁy extend
rel es

s infrastructure 90 determ nes the nost |ikely
beyped wastke-mer! seadugi ag eecgivies: they mlsenmciudgcdogianie dgtabase storage

eng?}l sttlﬁaq)ﬁa\éé; ?Ilm \(}Eﬁlté gffali]al)[ca%g ﬁ;rrri)a? Sfo? atarlﬁé V@B%aars’qton?osﬁﬁg Qask lists,

ev ce
e-malrapdeissumeaasoa.ssi on, 20 typi caI ly at a radio
frequency (RF), froma base station in the wr

net Wat KTElSS gaieway 85 apgi inRasimipiure S9ouovitra Ity l?ths%khe Internet
20 2&d WAt vﬁes}%ﬁtm)( RB. Vikd H@xlele\és ?XEE’ sYi‘uEt%l*é%ﬁ d@?e F ethe most likely

over nessages may be exchanged w t
networkntori loadtingna den awser Agl shckarthe mséil 46, thiy rearg dmpwacbountﬁes or

e SR TR e D AP Sk s apmision

typic%ll? Qf FRadiy ffeHhédéy' (REY "ol £8dse stapio M thiS®reless network 105 to the
traditional Sinplé Mail Transfer Protocol (SMIP),

moRiCgevich éQ@er'EhQan@TIMAiht nptwqmbsléblma)e baetrtivily any wnreless network
sian ne the forma

over SRS ap Ly b0 SihaBEEd dith R fifuld G i e Rioun

to nhasewskhlHIEd 1] B cb o@éd e- nirdwpmmgags i Bentdy thé@Smail sender
at the nessage server 40 and i s nornal Ig stored in a
tl

10, r}e@aﬁ%f%;éorg@\bh@r onhe Ikp@ah20.nEhisagrsrees V& tenymallyfsHy imthe clear
e S50 gt e B SRR AREEE SoB PRI, B peers s

Mulgpurpé sectntteskt M ail BRtoABiDE AVHMVEY pagtstib defiR®@ttiel format of the mail
devi ce 100. Sone systens provide for automatic routing

megfage. u@heafe@@\gg@@sm dhwelldamonade dieseckilledrip the arpedhe message 15
M hea}g?{ﬁ%es ur A %Iéf ‘3 &\égtng'xg}lgl Igﬁqrgﬂ) B{ L ?neggaggss?or%.o%ost known

descr ow, mnmessa
meéui@ﬁgss;eténtscsugpm asagalleerpdr raessagiiccess3sdbee wBerdfi0the mobile
device 100 must request that stored messages be forwarded by the message server to the
mobile device 100. Some systems provide for automatic routing of such messages which

are addressed using a specific e-mail address associated with the mobile device 100. As

described in further detail below, messages addressed to a message server account

3.
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WO 2005/ 107142 PCT/ CA2005/ 000278 associated with a

host system such as a home conputer or office computer 0 9 FEB 2007

whi ch belongs to the user of a nobile device 100 are

WOr286/108t2ed from t he nessage server 40 to the REBICAZ005/000278
device 100 as they are received. Regardless of the
specific nmechanismcontrolling the forwarding of

assomatsd gath 4 host ystem swehiak @ hd@e cinphAér ort dTBCEBSRBARr #Aich belongs
tot{?%ggos ibly a trans]lated or reformatted version

& of 2 mebileedavigeol Qe fpdirccted Sroya thsvmpswge samver 40 to the mobile
i i et ure 90 i ncludes a series of
deﬁﬂﬁﬁiﬁﬁ%ﬁ&t@?ﬁre'ess network 105. These connecti ons
couRegarélesnd £ dreasedifBemeticmism ogirdldihg Neé ierwardih S messages to
h Fr%?ng3 Rel.%}sl §5 &%’ connections using the TCP/IP )
the gpollsc Aevicrs 400, 16 BERSRERL S+ HePPsHRLY fetransiafed, 9 deformatted version

theRBE, 84 Bont kd he Vol SMess B E) 5585 ”?ﬁéé‘?'irjéiésé ﬁlfx{(ag&&%}ﬁlee%d @cljuges a series

include three different "types net wor ose belng
of qonneciwmna-te eviteléss neitwetkekS. nEbaserdosnectip} cunliddr- bsprated Services

Digll Rsfions PRY el hiitiar 1T coRtrioBatFBRAbG LP P Habtocol used
thr&uERButP theS Ifi@heass sik@f heRm, tggﬁghﬂe%ipé{%s'rié)m%g(c’i’eis intended to

. hetworks include, but are not limted to, (
inchydg jtisiee §if{ereny Pipes AE petsorks, dBMabeing (10 rdaty-c4rdlic hieeless networks,

eci-ak_ Mbile. or th obal .System,for Mobile
) TR Pl Ot a0 BP0 Bppor v
voiGeand data( Edihinitetiowd &ver the@ahd)phybidhlubse stations. Combined dual-
“third-generation (3G networks |I'i ke Enhanced

mogs, gty grks sinelyde.cbab are meb|linpitesh to,( EDcEpdefivisien ddultiple Access
TR ' ' t (U . | der )
(€ exa:‘?‘p et;s%{g??gai a- cg%%)l?&ggﬁg%{%or fléc%% 9??‘2"%?{%8&% Mobile

Corﬂammt:laﬁbnmgﬁﬁl?dzradd ltlliEeGelmmaH'a%@'ﬂ\%RﬁdiSEnﬁbé V?PRS) nclatwgrks, and (3)
Ex es of .o [..voi ce-centric. data networks include

fuus TBHEEAGHRICH G RELYPR S5 ESHENGeR P i aho ok sOJabRb Evolution
(EBSH 288 dUARNRLE WIBBIS TeldcGmnturiSatRnd! Gskerld RBMRIELT Some older

further exanpl e comrunication system i'ncluding
examples 9 edatetcaptries nebriuinclude e theo Bl dtetexdfmBadicatNepmork and the

Do JHENGNARE™ Bhafb it b SRRt ervorks incuce
Persotfil €0m3tunicatiodd ysasis (PTS) REQTRIMIKEGSHM, R ITTRMVO

E)skens.
cradle 65, a wreless virtual private network (.VP%QI) ®
r oub ¥y 35 adiogly diagaam i of e furthier eixempleneommukication apstem including

' ' cat Lon devices 100, .
ke DS PRI LRI G5E 0800k Apssvgem o G, 21
substaptisliye sinsilaz noother MGV @fstéms P licludest Mpokt §RRM BBY a redirection

gh the encoded pessage. processi ng systens and

Al th s
PIOgEaTh S M9l IEKISE CHsH o fijrelses il pavate nebyarls(VPN) router 75,
i i L agi-es., rk _..of FIG
o RN TS S0 P P 18 100
desceiidr etmivieoin eygtuestionewith @I6d 1, FIGhRi ptegedtbAvicovelView of a sample

central _host g?{ tem30 wll typically be a _corporate
netyprk dePaleeXt hévthpsh theytenc IMRESBRER] PERSCES I rRySigmis ard methods

desEM&Ein%afngP@H@ﬂB Crﬁfvlﬂ&g ﬁa%? E}I‘faqﬂy}mgﬁ"eﬁeggﬁ)ipgp gjes, the network

nessages are g exchanged.
of BlG.i 2 is hwefubds agelesstanding 40, autemnationg-medil redirection system mentioned

briefly above.

The central host system 30 will typically be a corporate office or other LAN, but
may instead be a home office computer or some other private system where mail messages

are being exchanged. Within the host system 30 is the message server 40, running on

-4-
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conputer within the firewall of the host system that 09 FEB 2007

acts as the main interface for the host systemto
wo0eHHiyEe e-mail with the Internet 20. In the BGEA3905{000278

FIG 2, the redirection program45 enabl es

redirection of data itens fromthe server 40 to a

someWaipater GAHTH The ftdvedll dﬁtﬂedﬁbsﬁ@ﬁk&enﬁl thapagh as |t’l&3 mam interface for
redirection program45 is shown to reside on

the bwyﬁﬁa@ht%ex%nsmé mis dtheths dniesmet 49- 1 b ﬂ@faé)@t%n “of FIG. 2, the
n ¢ r t

aSEEARLAS LOBIE by Ml GO SRR e LB o 4 movi

comtﬂa{ﬁnﬁdfuﬂxohh&vwﬂ‘EHE)agAlthemglerheék@dlaccmodqzmgnaa‘d45 0s shown to re51de on

the ngmgf%gﬁlgﬁa{]sg tﬁﬁ?&m?e{sgggt?eggrggrlsl Bvé)trhewgg EF gsentatlon there is no
ol r

el f81 1 s 500 0L RS IR 801668 progrm 45 nd

messadeosersen df drer desigpdcid co-opsmte and integdat etot sllow th® pushing of

out .t hrough.the cor ate | e .devi ces
infoBga o SR SEHE PR Holt b 2P VRGP PBITTGm 45 takes
conf@EAtMRERd ASn-BBNfiR&tiAP&Horale Inlf&rr?a‘ﬁﬁﬁq&l ¥ sﬁ&ﬁ;ﬂi(gﬂﬁﬂ and redirects it
United States Patent 6,219,694 ("the 694 Patent"),
out ghroigh d¢ cosparateniing w@llwfetmlef@mqaaslﬁﬂ ndt metre datailpd description of

/gt em
the gefiFeth S0P SAOREY 8 bR GF BB Roray BN States Paten
6,2 15630 tHe 60 PaftBEl) Hititlco Syé’t&nlaﬂﬁMxﬂhodiﬁmHtﬁﬁinigdﬂfcmm.atlon From
April 17, 2001 which is 15 herehy incorporated into
A ch;é SysteBERe Aaé\éwll%P?@nCwmu@fféPeﬁ Qeviernhavipagh Shared Electronic
AGEEP LA R [BAYo S Gt RS Rislahl SAANHENEANIHI 17, 2001 which is
conpfe33|on enctyption techni'dque to de rver a
heretf Dicomporaed froo ahdsrptnsbrﬁ applicamn b u@ex&flé@cﬂ" hwe;bqsh technique may

ext endi ng.t he secur,j firewall i n
s B TLE0 VB Y 1015050 CPIPERSR 1% HETHR 16§ 808He dp deliver all

infdithafiBR'Y al RotfileRievice, Eﬂlﬁre@fe@ﬁ%l?%xﬁﬂﬂﬁﬁ Qh& 8EBky Yifewall to include
paths for getting informtion 20tgermblle devi ce

each @ebilenievive 1RO dssooratédowtth tap hqst sirstrat BON onto the

nobi, | e, devi c 0 t hr.ou a.port. desj fed,.50 .

ot 7 SHOTRUT EIE o gt s ey BB CRRIRASE! Gy mrormation t
the WSstilel debRle 100UI0ne éB6 &R 108diHP tEbABatdint @ito ﬂ&hﬁ@bﬂl@ﬁiewce 100 is

at initialization of a nobile device 100 w t

throushta pars desigrtedo?0, asgripdavice @algiop hilhis méthggiéfréh‘wts@e useful for
bulg\l';lzfro?r%x z(gnal agessnéﬁ{e%%rfo gga{n tlﬁé&p&?gp%gﬁlblle dewﬁ:e 100 with the
host R{QEmE30 &Na cé‘ﬁlpﬁhﬂ\ﬁlﬁ withiR Shd-byster2 30t Hite othyr main method for data

acconpl i shed through a wireless VPN router, 75 or, )

exGhAngststoVAT-ther HBHPENS B Rifeless mEPHRIKS (o Flier .ﬂz;nméyﬂtagoa As shown in
e r

R

tradifivh&lr InfEndt congeetion 3Nty wivriedless gatewuyusds aiyd andlrelasd infimastructure
that a VPN connection could be est a%l i shed d| rect
90, %Fr‘?ﬁ'ﬁ@%bf‘él aboyeci FheccoRpeRl|  SsWHEESH Y K N A e o/ a‘srﬁ%‘f }rbthe wireless

1ndq1§t 11eIhtﬁa 3S§PPI' 'cbxf\r}é gén %hf&gb? é@’}a!é)ﬁg Scou tgplfﬁrough a

rou er 7 as only recently been avali
spaetficwirdleshinetwiorie 1 b@vo & nichileelevicPrl600 Qe posfbiliviepfusing & wireless

PV6) arri ve into_l P-based reI ess, hetworks. This
VP&%w%ﬁr&SOw onlyrgqently heery %vaéh%ﬁﬁgaﬁl 199U e%%ie‘gh%the new Internet
V
PrfifI U Alort B RO Rty Ll BV-YaoB Bl s UV, B8 Blw protocol
willpyovide dxﬁﬁhghﬂP adgrebsesto dékhpate an P address to every mobile device 100 and

thus make it possible to push information to a mobile device 100 at any time. A principal
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advantage of using this wireless VPN router 75 is that 09 FEB 2007

it could be an of f-the-shelf VPN conponent, thus it
wOoood/th73t require a separate w rel ess gat ewayP85Can05/000278
wireless infrastructure 90 to be used. A VPN
connection could be a Transm ssion Control Protocol
advdnidge) dfl Rimyg tHis evirdRess AR Folted 79 GO khdt WDEY U1 BeCansfahé-sifelf VPN
to deliver the nessages directly 5 to the nobile )
compaRdnte thusoit pould fipt dpqits YPIePARHY SviRRessagaieyal| &5 andnwireless
infrfrhblt 9010 e bt A WPR! i ol Be E3inst IR Coptrg Protocol
(TCRpt er Uber Ddtegrani Puotdcot (WRH)/IRecdrinetticry ot dabived theImgssakges directly
a conposed, e-nmai | _message 1 leaying the e-mail
to theprgble dsviger 1QPesIfat Wi eSﬁe\Z%Tz{g@ BcRQfctvargblg ihen @ link 95 to the
Intefrief 20 86 HRImBY: dddgmor @ (b i dcREniBHORAAMIS And Rak BE i
nem)bi e dlgli-nce 100. 0Asot [ sf redic?ecltpl?’onat a esnpl gcg Etnhgescnbed
aboveessage 15 is re-envel oped, as indicated at 80, and a

i Dl letary. ' ncryptjon .
D 38 e e, FriPebioa ST F R B BrEgiRiard Fduhgesssage 15
leaving tHeNeiHiS sei¥r 10" RASEIRStHRGhBGafE 38vEN 40 hid B RESBected by the

device 100 are no less secure than if they were read
redipggtion, Mng&tmﬁﬂtgrqhgtraoblqugugm 186. 38s whishiediredion takes place the

f] L. Al h d, bet 15 1t ,
mespldi e o5 6 P0G Bt AL NG DR BUIOpE® FBycqggression and
encr@feoﬁ hil SorftBfS agie th&Pdekaplied tot dehsrigiHg. neaigbers.gaal this way,

0]

this outer envelope is to maintain the addressing
mespages PR 16pd 0B the Mebie defieral Ohirs s@desseeewrsithamid they were read on
! t r [ iy . ' I I
+ SRS 18, P 3T 0O AR, AT EL O boven
the edddectadil pwgrarhets"dndai® nidbéledievizer @Ol aey usd thes nebdage repackaging

user's, desktop address, Usi the user's e-mgj| . | )
teChé‘WQS@n‘?t ?fn%‘f‘% é’?(ﬁjlﬁﬁiof"?r &B\’/‘?qg%e oo rpynign g}ﬁsac{dﬁ%ssmg information
of th€68LHE0mebBSS 8Ueepk ThARRAA"s &% §&%9&v5ﬁ§a&@§s§@gﬁ"ﬁs allows reply

origrnated fromthe user's desktop system 35 rather
mesgégen to eadkothe lappripviateedestination; fhd alsberllomsehb d&knt ofi¢lido reflect

ort 50 an adl.e 65 connectivity to.t nopi | . .
the %‘8\5?}18 gsery .’SE{Oﬁ)i aélgaegﬁ ngfgxlngg e Bsglr 5 eéwlé Fggﬁ%gomethe mobile device
1002411630 BgeRcéifbd eNabiden® &peat héMthdligdhahe thd8aEeoRtinated from the

| arge itens. For those skilled in the art of personal

userds geskinp ysteng 8 & pater(thapdie metdlexsviogrd®Rr oni zat i on, the

NDS{:.£01] { ange [ i nk .1 s Personal . .
ol SRR AR, BNl Sl e covc
100f ¢His térgnektios pathi dPeers Riady datanta@RdBr tkabigigloak dBne tita exchange of
quantity, bulky in nature and requires a |arge,
largsatiemp-dt Rot éhesst skibledidrl thatast oheparenmial aligitad vassistantro (PDAs) and
smif85Blin 805 VSRRl Bt IS SRAAL Pkl Bormacon
Manageniena{(RIMedas 55y Wiesn ekthargied HfonthedirstSirve MiEs dataRéxds30 be large
. specific private key, the Certificate (Cert) of the .
in qyeRftya RBIkyHBiNANEE AR{ Fequates apanes CapAwHi fQ g8t lopdsd qyto the mobile
. H C s
dev?él.slk()t-bg\gh% 1%%%‘?1%% Elyqdcﬁ{‘mké.erogd(. ?g%gsgeglaf fAntk H?aty 418 be used for other

e device are one
purpeses,oimaluding settingnp aprivad deouriyckes 31 hguel las rmi §/MIME or PGP
rt and CRLs are
specific private key, the Certificate (Cert) of the user and their Certificate Revocation Lists

(CRLs) 60. The private key can be exchanged so that the desktop 35 and mobile device

100 share one personality and one method for accessing all mail. The Cert and CRLs are
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normal |y exchanged over such a |ink because they 09 FEB 2007

represent a |large anmount of the data that is required
WOoRp0s/HE14evi ce for S/IM ME, PGP and ot her publ i ECK&iA2005/000278

security methods. FIG 3 shows at 140 a systemfor

checking digital certificates 154 that are associ ated
normaliyhexahasgaicovercsuph enlirsk bécmut&thegxmlimhmtaf largeSamduntaof the data

nmessage, sender 150 wi.shes to an e-mail ness
that 195rfqt"<5343h3é“t§rde|’ﬂﬁeef°h§@§%5 ?@é .853 eﬁteg Pyblr k%%cgewofa?tiods
15 xasesssg@\t«é a0 & Eeﬁféhnﬁ"fﬁptchéclghg'&l talcgé&.hute@t 84 that are
I'n order to encod e nessage ore sen

assqctatetcbwathr mesqagerrtcnﬁféﬁts The thei g(am;ile cdrEI. i L at me]ssatgenspylder 150
i ncl ude man ferenﬁ L}/ es of information. for

wishes to Sensig mall fopssaee | hb i et BeTaRteriricnis [0, The sender

1503884 @dta BeRDE E’ccxﬁéﬁ’t"é’ &%lt@l%e%‘ﬁ&%& 184 PHMer ﬂooerfbﬁ)dé AR message 151
certificate holder's public key, etc. D gital

befQIesmdﬁm&att@srmmemolrﬂOormto the X. 509 standard (or

&t ec{ gxi ezgrétgicgiq g#%d x%rsg chg edrﬁgqxl\g&% efgquers I%mformatlon for use

in eﬁ&fdihé isaath @s et deptifidat€Bolders harfie, dehial n@fiber, expiration dates, a copy
aut hent i cat | ng user (e.g., sender 150) can obtain
of the Rertifigaterhpldarigpubdic ke eicr | igiws certifisaley speepnipgm to the X.509

stan%gltda r! %ﬁiserabgglog %qul%lsq e '?r? By' eby “?ng#i,&@g% @l%gl le over a

conveni ence, |g|ta certi

netvodrkal Gor &ordeieﬁiﬁfia&edltb@ﬁmadmsl) ¥o tHdah dushentinsténgwser (e.g., sender
assurance tinme perjod 155 is established that bal ances
1503 gy phtaip %}é‘?fd’é?ﬁsd\&‘t?hceﬁ%ﬁ?%?ﬁmnce consi derati ons,
th b ' ebhityCAEGrafl Ahts
i fenaeyéltsgésﬁl thﬁ Esgég%ar I;‘gaé cglﬂeg}’deg > ﬁ/g assz,i ur anceconvenlence
by phzcqumg digital Asrtefivaiek | Lkt pata prc-dettémanecassupdmdg p&hatow, once an

of four hour i.S est atus ch f
asspmce Sne JRHPf 155 3 G B At Bkt steRh botiiefit ip Serformance
condideAfiOns, tRE SysterR 940 ChEXKK tRE dighel HrefiéAt safstiF tHeClRbtecheck occurred

154 is perfor nmed; el se a check of the digital
outgide pf fhecrspuran@parndnds. piy ol lvsdatior, lf Heasserapre peragdof four hours
18 e%gag!%iheg)anﬁcg él sgatS cé}gﬁ%k %£ &x%glﬁ caﬁ? rfIc et c‘l)jcggﬁ%% ?&%ﬁ than four hours

agoreeinl £néle ehesk dﬂlﬁe diydtap bértificitd amttls) psﬁ@mfdal, e aachHeelof the digital
certificate or take other corrective action. The
cergfjente k4 oo perfemss. be configured such that 25 the

use{f 1fi&Lerifid etsPattM;%feulIE dﬁ%‘i@ % ﬁgﬁé Eél‘tlh AL Ral ggérpfe%gf(ed)f the system

desire erstoo t hat
14(er$ru_rawiceh¢)aserodf =5 nobile izvive! B eddbﬂb&dthqmmrto searth for a new

consi derations, such as bas eco on that
ceragméa@ig OFRAC COBRER 45§i0BN iﬂlﬁé@stm Wb oS Prihiiced such that
the’ﬁgéry&h%@ﬁd t Elatle'v@%éd%rﬁﬁ&m ﬁ:ﬁlﬁ‘?entt feedtil) ddslrsq. updat ed

about every our ours and ce that perrodicity can
ser Iﬁaslmsldabdaasdsrsmod shatcarf gsstitanct ipesod d§ 5 orant bee setedied dased upon

30 devjce.100 between checks. |f _ ne ssur anc
mapY FORAer2iEpns oCh 2§ a%e@tupps SoeRepiten DR ERY S gL pically change

; o) \V/
n PSR AR5 5ROt 218 QS ot cvery o

howraysad ihence ther pd:rmodméy @ serve as a basis to specify the time lag on the mobile

device 100 between checks. If needed, an assurance period 155 could be set to cause a
check with every message sent or received, or with every connection.
The mobile device 100 can be configured in different ways in order to use an

assurance period 155 to check digital certificates 154. The message sender 150 on the
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assurance period 155 to check digital certificates

154. The nessage sender 150 on the -7 0 9 FEB 2007 09 FEB 2007

WO 2005/ 107142 PCT/ CA2005/ 000278 nobil e device 100
WOHRS/HEdEss a digital certificate checking nodBCECH2005/000278
routi ne 152. The checking routine 152 determ nes
whet her to check validity of a digital certificate 154
mothileséaVicephd0 car ddckscaddegimheedtificgteashietleing anodulé of raditinen152. The
he cert|f| ate checking criterio informati on can b
checliing dautine 454 4eterinGs r‘me atﬁodwefgo@é@lwftﬁé‘l@f?icqsrtﬁgcate 154
basé@ﬁﬁdm&r@xﬁgat& Qh@ck‘i‘ﬁ%@ﬁ i8R iMRehEEsN. Cq{hte'cfeh?ﬁéa?e checking criterion
validity checkin occur. As an illustration,
infopietién pgn be storat mandatnfstnrmiﬁi? end ibraisediéy thenpeking routine 152 to

et T R et R St iBleteRring SEoWE oae” ot o8 ilepag, checking
critér@drt infdriRtien IkdudeSSeripstuhinkdtntation sch ﬁlﬁﬁ'ﬂatsth@ hSsutaie fperiod 155

can be configured to contain nmany different -types o
is apchvbehwiay tha last dedeking tirne 4 fpfas adligital rcsmﬁca@sman ce
suran e

per koo B FIGas: add ifore 138 sih e i RS EMin oy ifferen

typé&sl bbdhfomatibn, hautll. ad-ehulRNBiffererd Adstfinc@SSetioddc@80, 182, 184).
eri od 180 can be selected fromthe checking data

Diferest asqsanasyperiods ¢Hk HBAg1 $Dane ussd deperdidgapppdhe situation at -
hani! { poxfale n?;h{e 3] g ﬁo ragéufrin%@tp%nf)ﬁ ng %an Ff)%rsteie:i;,h‘ildairrom dthi §Becking data

certi I'ty;, a second assurance perio
stormaySSbby uhecthwemg deuﬂinen(gﬂ wHeln d?eadi'ngi\t/'ah L digitaf icenifieate from a
ued froma different certificate authority
parlien eprisicats avfﬂa’éwstao*saort%%ur&r!?? Bf g%wa%%sed when dealing

thﬁ’ei @8 8] N &t S&He P EFRHSE RffeRhNRErifRGIORSthoRHEN RSshould be
but not limted to, trust status, encryption versus

undsisgeridngabodifiehat sesisage pehed/semay)foe used bygusonf oflrer dadtery, such as

of .the.nes ortance of the nessage, .etc. FIG 5
vutgiols DU B0 Bist B SREEEn L Ful SRR IofghE megrey tovel of
encE@ftionf pE@its- ofkﬂwme@bgg impORar R &f ¢ BEsshp@tet@d sender is

prepar i n% to send a nessage that has to be encrypted.

€

DecFKF-oh deplotssanepepgiionak sefinade fahekesking didigitay|certificate. Indicator
I A
20 O 83 e ReBRRS £ RSO FRft nbiica. Desison
stepy 20Rdextantines Svh&dfbdaﬁgltztlh&?tlﬁbz&emf&hlanE§Sag@ﬁ6@ﬁfkﬂt(§)ﬁdeed to be
sent. at step 206. However, if one or .nor

valigatsd; baforeeinerynting: the meseage; olfe va)&hﬂaatlweeciqﬁieﬁh%% message is
enc%ﬁé& hid Sat gtSSt\%]et iaﬁo%tv&d ifdne &rerﬂo% thpggqt?i 9%11? &8s need to be

exam nes message shou
valmwagxemsucghd:eruﬁéatcmm lvelidatert attstepeldeci pient if the

rec i.ent i ficate ¢cannot be valida or fails
{ he DRGSR le OF (FHEEBES WIEH! » Hetsags ST Rgent. “A Tessage migh
note¥Piskdio aleecilfp : t TEIRA Y 1§nﬂq§)tceﬁﬁicla€e s&itot (})tehg%hdgﬁeél or fails the

processing fo i's operational scenario en
valldlatiok 2ddess I(€.8t, fecammss Stihes iespiral)belfsthatmessagers hbeto be sent, then

message i.s encoded. and sent  at, st P
progRaBtcior oo ausia supmans @ndget s 0pAag Ly HTRe Hestike s to be sent,
theR R AbésAPAls eiesmrdnq sER¥at dRb0Bl PhitEs RS Eh& at@nd block 210.
certificate 30 needs to be validated based upon
t enplrab iostsitete pmtaperationalnsticoato o 86teimitingtvdwthdnat certificate

nef{glggi)%[ssﬂ%taﬁggoaggq)i%?g igﬁ%qzrglzéon%(%?atlzo%%. dJ%EhecEl rrbeS% mglcates that

processing begins at step 252. Step 252 determines the last time that a particular
certificate was checked. If the last time of the check is within a predetermined threshold

(e.g., an assurance period) as determined at decision step 254, then an indication is

-8-



10

15

20

25

30

certificate was checked. If the last tinme of the check

is wthin a predeterm ned threshold (e.g., an 09 FEB 2007

assurance period) as determ ned at decision step 254,
WO 2885410342 ndi cation is -8 0 9 FEB 2007 WO 20B€F/€52005$00278
PCT/ CA2005/ 000278 returned at 256 that the
certificate does not have to be validated. However, if
retuﬂﬁd laB2861that gie ceRffcatted Rk Mbhesveltd Bk vahidattdSHolveVE:, ifdecision step
the check is outside of the predeterm ned t hreshol d,
254 dgtermutes ithati thedase timesof the pheels issputsidg of He predstermined threshold,
thenC r'ﬁh{ %1 @r’i f ?gﬁ.?ﬁlesd ﬁtO%SQQh%&uﬂfg 1%g%c nteegkg%edvakl)ﬁatfefl. It should be
erstood tha rocessi n ows

undd'emodItba(.isuhﬁaetd’lthet&hqutreﬁﬁssmgd‘ldvb&d&cﬂbe@ lhemin tthe steps and the

ste in the flowhart descrihbhed herein my
ordemfp ﬁ@dstenﬁ)m fhes flomichard [deseriRsaebired way b Plthchmoéiféed and/or
‘;eot\?\;E perational scenario is
augrBE@t\%gﬁﬁé]E@?aaﬂé] (teiresellf%r’%l an Imfé)(l nf ormati on
t ecAmushaygyperatibriahi sbnatoons 256ws prcFiGed, twitereins am difc éinformation

corRGBeSAnetAul B b it S P i b
checl@x@é mesEse8)S 8/ RBC &Qr@%dlﬁ’l@(@@wé’e@z(eag ed@\?l@é’ '1‘?5@5j Uthe assurance
nobi I'e deV|ce 100 over the network 0 (or other
pendéﬂsm?%@metqw@d tm&xham)tslﬁ) deviceu pedoser ﬂn@ nsfiworki hof) (or other data
a store .15 bi
conf@8p M o, P AR e R B 30 B TRE motile ggvice 100 can
be w%ﬁigﬁnh&dt\ﬁﬂq bl agiliddniek peiiad %10[23291 Y upRbed By thet T€administrator
initial assurance period provided by an IT

27020 epmbaye tedpitial assumngg peregd proxited YKL lmiaistrater 2780 A system
I C
can %é rclg}gfé&r & o il%(? gﬁg&/n'p ausgp{o se@ggrfﬁé %g%[?él : \ge;?ér'ég; reaa%EﬁFaﬁ& }?erlod For
cxamlxpﬁi g”rm:tlﬁtbcmmntseatormﬁs émgr)atéd)ajchdammlf syery fuseliowrsra et can set on
% nobi | e device a m)r&? secure setti n% such as
her B\P@Pﬁ FHFE 8 THIESECUTE RN S8 %%Ver%%%h%{r er things,
COMPARIfzSvilkd, Narh iy GARARKIHEY c&rﬁpé&H&t thz fhe caPBHUItINGCCcustomize
periods to suit their needs. Al's an | T adm ni strator
ass\picecpamods v isdid théie necdse Alset 4 nggdmmlsratomﬁﬁ tan provide the same
devi ce

of .t.he thereb t hat conmpan .
setffgh et S EOERAEN b, SPBBAY oA DY crhsurife JBR Bgfbany mobile
devi¥es hdhepOtd a:yoxfsadaemwah@y ced upon nobile devices in

rran ways. FI GS. and descri be an exanple of this
éTfnﬂlncM@tandJ@s@ﬁme@ upen mllﬁcﬁlwwm@r@@mww FIGS. 8 and 9

I S e ti
L MR O T
Unitdd Siarsrp a@ﬁmtanhce&IonEbmh 1o rhe&b@&m:&p&ateﬁaey tﬁbrehlwb@ystem And
10/ 732,132 filed on_25 Decenber 10, 2003). The

Mejhiop Qf 1Qies Gomral QE@rleféﬁom%Peﬁﬂﬁi; Seatl b 1 /EOB1 52 filed on

De&ﬁﬁ)\é?qt()e%Oéﬁyonﬂl EI'S[&\ 3 s s?xra% Hbgiﬁ%c?éég%?ctﬁ Hﬁ{)ﬂu&gﬁevme can be

predéntgt fomidlleting batiasmgassysioepetibds sppeificd by aviffeadministrator.
i nformatj on and . owner_control infornmation

asstiCartl pRiprhdiagam dhisgating & sutemaHiieseRvng P\'a,m%rem"@atwn and
ow%f?ce)co?erBi ?ﬁ?bi’rﬂatﬂn?g L QGk4Hde eﬁBd@b‘? grﬁ)t[)oa[ﬁ glegtg%? (?g%bdle device.

an owner t|on|n erti ol nt
Theasystamn én FEGn8riatiudey ar sktiromic |dasmet3ilOna1powmbr FdOrmativm insertion

.owner i nformation ) . . . . .
point 320, and an owner control information insertion point 330. The owner information
insertion point 320 is alternatively referred to as a branding point, while the owner control
insertion point 330 is alternatively referred to as a control point. An owner information

store 312, an owner control information store 314, and an interface/connector 316 are
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insertion point 320 is alternatively referred to as a

brandi ng point, while the owner control insertion 09 FEB 2007

point 330 is alternatively referred to as a control
wWOpg05it07142n owner informati on store 312, an owh€F/CA2005/000278

control information store 314, and an

i nterface/ connector 316 are -9 0 9 FEB 2007 WO

provZd¥a5h 1Ry diderdifid 46AO9D0. 0ODRZdWnerih @indeion imdeftivd point 320 includes
el ectronic device 310. The owner information insertion

an oygiehtinfprmatipe [sQues 32énmwﬁérm'ieh%¢/%meetﬁr Sdgr c&hgpvner control

. .an-i f T

mfo%&é’?’ rr%a s%ﬁfllpﬁoglgt/r %‘ﬁggﬁxﬁiﬁﬁt 1“’1)’1%%1865 Iaﬁ y | ngf t ersmatlon source

3349mmemnﬂemﬁdaﬁonhaﬁ6ﬂ3ﬂﬂn on source 334 and an

|nterface/connector 332.. 5 The ¢ informati on store
1XhetQiees infrBRHaR |SEﬂ*ie 3§acﬁtpra%l ATTB% SHalhs gn owner name or
Ned ' fd?:ht fi t
oSS ORS00 PP o S o
devioeu3d 0. cbhet owher a:n‘xmrontrmfounatscnnstereSZim s’cbmsesfqrmfatnomuhatom used to

that is used to nt r ol i on of
congplabe B0V 126 RO ARICeCRITE ¢ GIMIFR ORHRl pgarmtign may, for
exaxﬁﬁfe b@§1§’é€Pﬂi§} inkB RMEFHatiSH rdcBrPhabHitd Qéﬁ\zﬁte'a?ghéeﬁib% Quthorized

li'sts software applications authorized
to biensistallee cindnekeented uare theoeleethenie | dskice ohlilc (e®y iseeh Zaformation can

s Bt LD BT oY% 8 bl Mg

assuRaiRRI feriod) aThe dSHef aiT6EndRNI Bd)ce IPACnAVRE lowinef B6ritEdliifformation
source 324 and the owner control information source

sourgg 43 o gpuldpbe | loedl| mﬁﬁﬁﬁy;ﬂebj@w,cw&?ﬁmﬂ da@dudes through which
rem%dﬂlleg'i%r#r IHCQH‘,QP SMHD OW{lé; Hltf %Br%ddﬁ\%hgre §01ﬁ}0quh thIl are
ornmatl on afd owner conﬁrol rmation are
acca@6ibéxs o pbssiblgus@rdatrfates themughiwitiel dwoersinfammatigh amdbeher control
owner informati on and owner contr ol i nformati on are
infoFReUeRare SftfEeq -nt er f ace/ connect or 322 is conpati bl e
Wt d el fidelohREQ6LC @Q@qgt&)‘?np%iiglet QitheeafkdrBleRonnector 316 to
conmmuni cation |1 nk between the owner information
estalbhsleat:ommlpmam)n 328 betwieenithe owhercinfamation eweg®n3iint 312§ and the
there ion to.be transfer

cleqiE S GEUFBCtoric P BEDY 88 Fo OB T RETBIRD be ranstirfed to the

eledtfdnRy A&iEOB 16 Gk ¢hd dmer! FfointRInf suedec NN e qherinteffdde/connector
simlarly enables transfer of owner control

332 pimwtarint enabley &mnsfn@ o virverer cenminiod | informpbengdtans nthe oeivee control
334..onto the r [ 0
indeffiag0R pllr B hCRIE SRS, ABet A BT AP Ghon tink
esta%llhdhé’dlﬁetwwe thdﬁh&frfa@@/@élﬁmﬁf&§ 832 and366. Th2 Znteﬁfhcb/ é’cﬁﬁlectors 316,
establish wired comrmuni cation |inks, where t
322, ﬁﬂ‘éﬁ?%\é‘@b’ﬁﬁhb@t wited spranpmication Ainks gtheze ﬂlﬁdﬂteéfﬁﬁ%wectors are
e
o A P T A SR e e o
int@faceich et s aeinfrairehmoduleBedvwirkless Evmaunidatibm lnHEWOrRm Owner
and owner control information transferred to a devic
information gpd eringerentiol dnfprragiiongransfesicddo pleyies aegectively inserted
or ét&]{e ﬁrﬁ'{ o Qe i¥ofin wﬁm ﬂ% 198 EEwEQHohEb 1nformat1on store 314.
ormation store ; é owner control 1 nsert

poOi The 3Rfet Sor®$ hseriontomttI20ds assotmatedofith bneowner of the electronic
el ectronjc
device 310. Where the electronic device 310 is provided to a user by an employer, for

example, the owner control insertion point 320 may be a computer system or device
controlled by a corporate computer system administrator or IT department. The electronic

device 310 is "branded" with owner information by establishing a communication link
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WOMeYHH43r device controlled by a corporate cBaPE&AaI05/000278
system adm nistrator or |IT departnment. The el ectronic
device 310 is "branded" with owner information by

betwaeh A beRENBfEmeaidNUNdes@d Pinl 3TKand &2 el€ctdnkFEevd&O710 through
WO 2005/ 107142 PCT/ CA2005/ 000278 bet ween t he owner

the interfaceigonmnctarn 3e? tan@)ﬁléemtheazoseamg pWaerinfermagiandnto the owner

mfogﬁ%ﬁ at%g’% 3t1I3r O‘tﬂh ss! gt%ellvﬂgee rdeaf Q}QQ e&\{'ﬁ)é’r m%%lﬁnazmﬂ has been

en”inserting owner r ma

mseﬁw ofito thehisbiRtdeditest10[ thed bily tHeloeatkr ot heprawysmay be authorized by

desired, once owner_ information has been inserted

the gngr 1 ableolei Fhenge e @WaeD InfoRRationn ey, IRsEE Quphanggrovger control

infofifich SFpheRfeAhROIAERG 1Y © (he owner [ able fo
e owner Information or insert or change owner
corBercanhse insérapmaf| mvneonont’nrd iefeeniatiomiontodthei elect®bic device 310 is
Because |nsert|é?1 wgerbcontrol i,nf ormati on ontf. p .
restiigied nget PWRFLC infarmationshes bgen (lpsertefl (R OSCE GoRAe} information
msehﬁfrp?gﬁﬁ 1330 A RACReceaRly 8E cohfEIIVBYT the WWAR! of the electronic
information insertion poi'nt 330 need hot necessarily
devige Tldnt rWherdhdyowriee oantansofontind @ieedhe omwner 1@ngkoV iinformation

. 310. Wh he own mai nt a C r.ol er. the o

inscBUST PAE AP o Pt raon PRULS oPg AR a0 aB§e iiplmEHiE in the same

corripil & rst}'bt@ﬂ] pPidBYice 320 sBmd tﬁSQmﬂBMnQﬁfabé‘!@d)rﬁféBm edbWeddiEseparate
sane uter system or device and share the sane

msertmnepcflat?e wdSSOas shewivEIG. Ssadjoay ai ewnerefdhe lgstronic device to

I

deldler pimdl* SoftS it Bl Hiinidh K 2, sl BMiGT HUfkmer control

mfomﬁmsmmseamn isseoritiodied tusing dipitalt sgnatutes,t for dxbmple)en owner first
control 15 |nfornat| sertjon |s controll ed ing . ...

brangls gihe flectiopiadgyics 31 o‘i‘“J;RE?ﬁ‘Hieé the, Flesgivate fipyieg 310 and digitally

SIgTQHW?e tRGtrél ﬁﬁ"&ﬁ%ioﬁ devige :ixerhlé‘rb‘ESé)rtHé’ bd@Rr EBRrol information
el ectronic device 310 and digitally Signed owner

inserioort point 330 anambe cﬂme tiger'a cogputer [systeh, svhiets &, thehaisedve insert the

tr.ol . nfornmat insertion point 330 t he

cie fi<i el sthptir dpnis§ Spirang RS B PRt e fhs or
t hemn b diifpldnYer®tthne the \Waer HPdYniaBloniifdedtidtPpdi@N3PNARY the owner
the el ectronic device 310. 20 In nost inplenentations,

contrakinfommeationnéantieh ot J3Agaeluie thepsani type(Pfanterfage/connectors 322
o] t.r, ol f.or n_,control d

and %ﬁfscor% %{b&g o*tlrx] # n%#eéféﬁlg%rglﬁgt% 03?133' él’& iﬁg’ CFQI%Jélgc Qevice 310.

Howevepat itht e aveétkbmbe devier f 3¢e/ canpechpémadly n indkide multiple
el ectroni c device 310, However, the el ectronic devjce

mtegt:@ge/ﬁggnegtqr% rshel that ph)ff&r% tynRgs oﬁmt@rf%geé:onnectors may be implemented

at Aln é&ﬁ{ralﬁ?(érﬁ&lﬁlag (i['l oF & nnggl?lg g&{)] % %lnf é\gﬂeg rgfg{l')g{) ﬁ‘?foﬂﬁatlon insertion

ace/ connec errent

poihtn830. meAlttesughnatly ta ﬂﬂg][aOd)Wﬂﬁer&Z)(ﬁtrahdnfannﬂmemsemmrpximt 320 and
information insertion point_330. Al though only a
OWRSTFgPEObHBTMEiNR; NgFrtiom PeitaBY gFe FRRYEH 1 BH pbi 'chfsorsmte insertion

sysﬂ:ﬁrg 9‘4‘6‘&@%%% fBn 'oHé 8 E%h' ﬁﬂ:ser ﬁ?errﬁ&)ﬁ’ o1BP' Hlt B y& &nfipany, for

I on

exainiplé, Lud)epomireecohlnamercnyeteaf administriajope nofy benaahdsmmd tpqienform owner
In a large conpany, for
information insertion operations from administrator computer systems, or from any

corporate computer system from which administrative functions can be accessed, thereby
providing multiple owner information insertion points 320. Similarly, when an owner

allows users to insert digitally signed owner control information onto electronic devices,

-11-



exanpl e, corporate conputer system adm nistrators may
be authorized to perform owner 30 infornation 0 9 FEB 2007
i nsertion operations from adm nistrator conputer
systens, or fromany corporate conputer systemfrom
whi ch admi ni strative functions can be accessed,
thereby providing nmultiple owner information
eachgearsicomppiol $yskn32@y bShsed|ag rh pwneihentrahinéwmetion mis¢rtiows point
ers to insert digitally signed owner control
I nformati on onto el ectronic devices, -11 0 9 FEB 2007
eachFls éris s Wdarkpdiagamf sh etacirayic kievids adwhsh arsysteamednd method

o Bt e B S ob REaPPIe o BB h (iFlenropis ofice i o

m%bﬂé &N orahgiedito Qferwﬁ&mn&wirﬂs@tﬂemrz OAls6 Shovadim HIG. 9 is
mpl enmented, In FIG 9, the electronic device is a

aqr%?ftl%ﬂ welphesed Winserhpved infgregsionnte fiF mebHe devifs Hess
net Warskeylflos 9%)&1?8% Hasddkifeddn ki arbfhal &ﬁ? fel c%Pnpt)QéHts Hidolved
used to insert owner information onto the nobil
indaty jowae4 g@ntro] sysi¢o @rd shyevrappen?. A gnethlsséevidei tlypléeillx mcludes
I r
o o 1058 AMADGRLE SR EE ol S0 s
an ymscai\deyexamplewcfe& elefCthmheievxco rfqnowmnh snjow nalduinay ivosh tocenforce
sl ORI i e s UR0d? P MRS s of
elsbir@tic devicewrsach myoweshleplmnegﬂmmonﬁmms smr}tDAJi forsaxg@ple.

policy. An o OWISh o control the ge of
ot he.f*st%wym?% eqngc‘f‘i%fﬁ devige AR cempEFest Iagmﬁ%‘f% a processor

44| SPAPICSionl @me@mgoar,pmseﬁﬁmaﬁghd?@&4 JQEerqﬁ@HQéee(UPS\SI% a
shown in FIG 9, a mobile device 430 conpri ses

iEEHSY (fanssdiver 448 andedpierfaceionnegiordspl Theanemary ﬁacmy include a
sé‘iﬁzare %Bpﬁc'at?i@f{st 30 4TR A &y i oA st rg %%, faaGGitHoHbdtion record

6, a wreless transceiver 448, an ] ‘
Sionet €39, as evetlorsrmwstibly ubg. dakhsgtonge ﬁmoylawgwrfaythbméttmyatems in
. t. t 3 L
SALLU SRR R T8, 31 Pk #04 cn 0B lRR 495 20T, Apurance
pasodie)ssi bl y other data stores associated with ot her

Such s T aR? o SRR Te Ot Ak AR Bt B hmemcty into which

oftek ded¢eSdompbentsBaD it data.i HovieveF, WrAd ] &herR & edthasoftware
a RAM or Fl ash nmenory. into which _other device

apRlifIbAR HeE ‘}%éythwowner pirpatipietret3o, i the 2utherizafige gecord store

438 Qﬁa%sbetr@stﬁagd i haar bRl ﬁ%lérﬁéhtaﬁio% @&%ﬁamﬁl@ea user of the
owner information store 436, and the authorizati on

mehslsrdevise $p8 may3g whly theetiievstdatacren, the gloraseldd. Azh, ape 438, but
\Jn“eaei Id éevl glg@Arg 'fgp‘%%esg Qt r@&@@t&troﬁe&‘sg dstcn%&grtﬁelow. The

e ab e toretrieve data
ftwastappb@tm@tsl;ore%m makmdemwabmpplwtlme ttan dlaer lzese installed on

er at,i sfo t hese stor are cont oII
BB o0 5 a S B Eer b parplear Siial Sringpg checking
dpﬁﬁ&altidﬁSaIS @fetmane g3 ginpahppdiastidmat pdraval eernation management
[ nst aI led.on the nobile device 430, and may. i ncl

ude
BBPAAPIQE; 2aneh g Vel axeinen apPheationt Hae emagr information $tore 436
sfmpsl InfoRhhtR, suBN aShPEH AL Hafne B SBROIdBR fREMH, Q&R 1iRBaritR and source
personal information managenent
authentication information, such as a digital signature public key associated with a digital
signature private key of the owner. Owner control information, in which an owner of the
mobile device 430 specifies usage permissions and restrictions for the mobile device 430,
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(PIM application, ganmes, as well as other

appl i cations. The owner information store 436 stores .09 FEB 2007

i nformati on such as an owner name or other
WO 0e51t47142cat i on, data integrity and source PCT/CA2005/000278
aut hentication information, such as a digital
signature public key associated with a digital
is sﬁdre@aﬁ]uraﬁ Qﬁthyﬁ{aﬁoheﬁec&fd methemmnon%ﬁrréeem ®re 438.  Such
information, 1n an owner of nobi | e devi ce
auth¢8@atsqre cécbirdsscansing bidp emei Qrsmon:soﬁth}t afesﬂmawmomseq‘lmed allowed

he i]J]e device.430, 12 0 9 FEB 2007 WO

and}?ﬁﬁ%?qogefil%p?‘ﬁﬁ?'ﬂﬂﬁ%/ 000278 is stored in an
aUtmgiréé’ésb&WJO% e6shekiedith eheaWirbIesd t%aaisbaoerrm%ﬂ thhPEfbles the
438 uch authorization records can include one or

mobilsrdevise 43Qdon¢unmppisaiiansada p aduslese aetvedrk ollbd applination loader 442

| uded
and CERAFCuBBl, AR, ARhbaL S, SHOLIGE" Plovinfrel Romected 1o e
inteffaedit &mettoe 456 to@lbwecod@MingiCattbaOw thIthe H¥BHIONCIAb] 964 through the

via a wireless network. The application | oader 442
co-opSERtiNgJBlerfaBH{CORGEIOB 4924, described in further detail

?g"g}ﬁ URhfe GRINES LR of &o}{‘ﬁntch Rb6hIAS §LEP Q{‘? %F’%fégégr keypad, a

Oow communi cation W I'nsertion
dispidy, @m@thdr ltemponempehéshi acgeptrinhgrtf &oal copuoeiiearutphlid to deer of the

motleydissie 0t Ak DRse shavn T gingly S0k Bt Fjt et B iddctmparent that
a m%il@ *he@&%e@o g}ﬁdeg? 156195%30{11 ﬁm‘éhgcﬁ-leom P tHeOUR 448 elE therefore

nobi | ce 430. hou shown as a single
mtebdi@tlo rlepreﬁdtrfﬁon@,or htorsshmuirdeﬂf@eappar ent that a m)bl l e

ce 430 t i C des nore tha ne Ul
the THs, igsatiod ﬁ@ Jeﬁy“oﬂ%cu 055t SRASY DD IAEpaten; S8 4&0 and an
intePfRE & cHERELdr M52 IthARRBR - wHEDE inl fO8R4tIdnOR dxeRAngt84vit el gi8Bile device
an owner information store 460 and an

1
430; prd g ceprednmiedt ownarspiarmetey msanioapainfB0rEI G o). i 4s described
abosé(cla]ﬁ" rV\fntfc;}xr}aBSn %?ﬁ'fr{'lgrh_g)%YﬂtCSlChllgs the ”ﬁ"sehib St%péo464 may be

é resents an owner tron 1nsertion poin

con(rEll@ b§)an Asndlesfain dedronihasece. aTherefge, thefindemmdén adl 464 is, for
insertion point such as the insertion tool 464 may be
CXaEift r BRRIERICRAF 0P GRneImiBSURIPTefUBPRER SYStERy Hegl by an authorized

adm-mfsfrﬁfo?rl% gﬁzﬁﬁe | ARGEs! R LOQkhetfke! §onff§:a['e BX IR élevme 430.

I npl'enented on an adm ni strator conput system use
Bedayseamtwutltudrqonqmwz&ysatdms oas typadably teaised biplaay sie¢ry itheassertion tool
for or otherw se n ure the nobile device 430.

4643@&%&%%68# ‘-‘v\ifFR%“’ ERMRYIER SYSEET: Hha CORpOEate petwngk, dependent

upo‘ﬂstﬁg BYicBRY uss MWat id %énﬂ?efég' e ohO@le coftPhtdMBYstbMst ead
be atcessible to any conputér systemin a cofporate

net Woe andepémmtmn stgo H60 htorgraowneruhformatien ta hainseged onto the
rrentl ed on' the co stem . The owner
mofilf it Yo SHare Foereepa et rechPofihadqahmediogs component
such A§ %’R&M €Hp Oa N mémorRRIR, 88y h&@ diskOdri @ AWHRRY tHREinsertion tool
i mpl ement ed, for exanpl'e, on a |ocal nenory conponent
A64sisGmpdementiRhin elmletworhed temputeesystan devihee netyrorh -coanetted device,

the S Rl HED RIDIREH RO TEOs! ST speytsybfile server that
is AREYIBIK- EOMNLGhREHFE Y €464 through a network connmection. The owner
information store 460 may instead incorporate a memory reader such as a smart card
reader, a memory card reader, a floppy disk drive, or a CD or DVD drive, for example.
Information is transferred between the insertion tool 464 and the mobile device

430 via a communication link established between the interface/connectors 450 and 452.
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the owner information store 460 may be a renote nenor

y
system such as a file server that is accessible to .09 FEB 2007

the insertion tool 464 through a network connection.
WOTHIS/10W42r 30 i nformation store 460 may i nst eakCT/CA2005/000278

i ncorporate a nenory reader such as a smart card

reader, a nenory card reader, a floppy disk drive, or
The %t&@a&?eo@ﬂ&t&s' 450 aﬁ@MSQXéﬁﬁM ®e adynbpPranBlutaMiy iof compatible data

transferred between the insertion tool 464 and the
transfesb¢darepaienise dnalgding; fom exampigniopticalodatn j transéast mkgrfashe guch as

o 5 G L1951 SRR 080 i oficaions

interfabés; rdrawited anrReRtar suchS4s soidl 4p Unioedsal BeridlnBuo{USB) ports and
plurality of conpatible data transfer conponents
connegHqNgi né-"o’f"ﬂr SROTFRIEE, VOISIGSE aforABBICAiaRss fidterfaces’ include,  for
exmﬂpdﬂé,efélﬁ E83TYE ndduled Bl B0LY) ROGuIES 305 D the 'Hitooth™ or
orts, other short-range wreless conmuni cations
802. lhispesdiﬁmsms Orespéativdlyl. nitewilhbe sappareht &s tlsesei skiiller in the art that

Bluclaihie 307 Hngenie 11 6b SBocAHDS: PERGOIn R Sies nstitute of
Elecirigl léﬂ@ El‘c Qﬁ'omgé(mllr?eers ?ﬂE‘E@) o1 1oapivies ﬂﬁ‘ils anc?[ fVlreless

802. es according to the Bl uetoothTM or
perscsplécaréa mtwamks rerspscpwty velesreﬂ)te ] ICDmbmnmplanehmk tb@tween the
. hose skilled. in t Bl.uet oot hTM and
inseg ool 04 abinedpitfe Figs SRLmag ks RBEEN FOMeper or & physical
wireh@gﬁ,i,etcubﬁ of Electrical and El ectronics Engi neers
(IEEE), relating to wireless LANs and wireless 10
pePSOISE CamERIMEeAtings ketweer dscipsarijen {pol #hped Breanobjle device 430
6
needc %@Ur? c%?stang)gvllec g%ﬁ(grgﬁl\fn\%lsg bIéQ‘Zg é nféﬁ’é{é,’ép Bzghﬂcgéc o?ibﬁre?é?g'lces to
comﬁcmliysu ardbileddviet oRAeRbdrion tBeC Richrleceymaniizhingt cmumcations
between the insertion tool 464 and the nobile devic
througdpeithes pHYHeR! CREBELIORS PT YigKEsHE |5cRerBes uhusyt mobile device
430 99%1_%'1)%8(!(?:199&@@ ¢ {H%ninsérﬁ&? 1§71 462 b gQ:onﬁgbtﬁgrégﬁﬁtﬁd}& 6h the mobile
nobi |l e device to an insertion to inclu
devies #abland hher (nseivminolc 4G4, dDIySMJSth(Ju@']thelmdftBle qevyesi €4 such that an

nnec |on or Wi,reless transf.er. sc Thu
Pt BPTNBE0] 0 & 30% O T a1 AR PO O Jhs HECRingaPEl 46¢. or by
conﬂe@ﬁhg %@%nlaﬁgﬁgrtﬁs #AdbIE E&Ridedd30PHId theQRsdriiéh BBNI462 in some other
devi ce 430 and the insertion tool 464, by positioning
manneresontbhi dada deayi iweex4Bangsdc he rpatucaiar ocpltaitleas inyglved n establishing

compﬁgxécra? 08?1%F sen 4?6210%51? dgwcg O'mg 1210$&1 tg?l %rg :&a gnden{1 tpon the
ypek B€ intelfhded ME/6r @Bnrcetbra ﬁdaﬂa'ﬁl% in ol theQﬁoE@@Hev‘i&%ﬂd‘the insertion
some other nmanner so that data may be exchanged. The
t001part| cul ar operations involved in establishing

co n| at ' é)m ot}eth (ﬁ)ﬂ% dd;%? lé?iodx%%kco% @Q‘i’ltaqu Py inserting owner

i nser I on are epen upon

infolmated aﬁﬁst}ﬁl’lﬂb’@xﬂe deviee aBornsingvihi| iasreon IﬂodJ0¢64 bdfore the mobile
nobi | e device and the insertion tool. 25 Owme

devxsp 4ARBiingparbley absr| dhigevixke acronpkishash f@ra@iamaleatbé@re-loadmg
ow BT GBIORE mb IR 40, SR bSP B P Gmer, o

before the mobile device 430 is configured for use. In the former example, the owner

maintains physical control of the mobile device 430 until owner information has been
loaded, whereas in the latter example, the user has possession of the mobile device 430 but

can be unable to make use of the device until it is configured by, or at least under the

control of, the owner.
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device 430 is operable by a user. This may be

acconpl i shed, for exanple, by pre-loading owner 09 FEB 2007

i nformati on before the nobil e device 430 is provided

WG WO/ 14iser by the owner, or before the npbi PETH&205400278
430 is configured for use. In the former exanple, the
owner 30 maintains physical control of the nobile

de\Bre2oatfl bNbivhe OIS tidh Unid theomobide dOEES 430 ¢agedormed using
whereas in the latter exanple, the user has possession

the dnsertin fasthi464. dé\si described briefly baveethgriapgrtion domaﬂé‘i may be a
f
con1 ?erosfystte%e ?%%{éﬁc‘gﬁ{‘ Ira&c.)'l A\El?ér SR tg%o%l/\%g rn?sgragc% 89 r@ c,ggg)uter system

whiZthay BaRs2005/alMébAR dRGT¢ (200 24 ¥for. ADEpdndind ujdnGhe owner
owner information onto the nobile device 430 is

infogmatien REdloading gehamts thegesrtipn ipal g6t isieperated by ageebilsedpvice user
or ah hﬁﬁﬁﬁtrﬂbme the insertion tool 464 nmay be a
nmputer system associated with an owner system
ad rfWﬂneB theatnobile deviae @Gﬁ’mat beersglcstnemedwdmthﬂhrﬂaylob e@ools45d, owner

) mobi | e, devi ce u or ni strat or. endi n
mfouf%*aﬂoe o TEiRiued ST tas | ﬁ’é{‘t‘iebﬁn Fraafieh §ioRg 4 QgGh%ﬁie“a‘H%%md to the

mobifs 8E¥ik& 30080 tﬁeS 1&8@5&?&%&‘)(0@ FbLLE SBVIa68 MRS to the
or an adm nistra When the nobi |l e device 430 has

mselm@n modnisetddan the mCHBlCI desmetdidonwhisblstotéithe @mmer information to the
nfo mat i on '31{3 trieved fro the owner i'nformati on
T

Owrée‘lrér? QIBPTLSIOe 43R 18 {15 EGORG, nmobi | e devi ce 430
t hmug&nghhmenﬂsteetrléraﬁ@/dmmmitscsmwﬂﬁa Aacd 94a5,ooelr?g3@onnected to the

passed to the 10 insertion nodul e 444 on the
lntea@w/éms@r 43Ri 8ns saashudss is permpliyemplementedies ansofiyvargenodule or

appm@%}ﬁoglullgﬁg ﬁre%édtgcpb? ttl"ge rocég'sg?lj ﬂl&hgs SUc d%%l%?anstfgfﬁo aéxd from the

thé i nser I S Sho

intepfacebmigc NS el taetutahge bd nteshplished dinechtiig 426, through the
this mpdule is norrg? npl enrent ed. as a software
Pro¢RseRf a4t the, giterdag f&ﬁn@q%%rt 494 dndhist @ae,bghemecessor 440 may be

mstﬂic@&? $9 Qe HQrtidStodYAB4 tg asttﬁ El{eaﬂéérﬁBﬁ I‘hgdelﬁ@ A4k "R NRe owner

I nterface/ connect or 0 may actual
mfczrmaunp i§ saresdlertad toabe mn@lldaﬂbmct HB@u@ﬂtetrtaﬂ'velm dreqsscn*ssor 440 may

be ghidieuted B 1o U FoHBOn TELE 404 PN @RS PR B icigg received.
Thé‘ﬁéeﬁh@n%ﬁr%ﬂﬁ@y binS Ry 1 SaTEdre nﬁﬁﬂll@&f ;gfp?lcﬁtlft?n QW Rl executed

information is transferred to the nobil evi ce .
by Aprasessar (noadlshownhia qdms@@wsmmoormylcem wlo ol t@unwtwmtool 464
O€§Hart the insertion nodul e 444 whenever owner :
PhfSrmation is received. 20 The insertion tool 464 may

si NTh@bwebR fendiohWaitds pRAWageDontd PR inoBilE @BviE® 380 nfay include
executed by a processor (not shown) in a conmputer

dat%y%tpslmymdd@rvm@cq)ﬁuthmtmtlﬂmenfong@tmm $Hch @8la argptographic system

0 |
B T T AT e
by &l&dﬂvﬁfer s®digitell asighanformati orobefof 10 fstdnis fefred 36 e rasbide devxce 430.

ryptographic system 25 like a digital signature
Preple ipg ofdle dafp dptegBir BRIT@Yreeusheatigition indgrgiesipn caables greater

secHﬁf @fo%&?%oﬂt?&doperatmns Owner information may also include, for example, a
name or other identifier associated with the owner of the mobile device 430.

In an owner control scheme in which digital signatures are used to verify data
integrity and authenticate a source of data, when the owner's digital signature public key
has been inserted into the owner information store 436 on the mobile device 430, owner

control information, which specifies permissions and/or restrictions for the mobile device
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by the owner to digitally sign information before it

is transferred to the nobile device 430. Pre-|oadi ngU 3 FEB 2007

of the data integrity and/or source authentication
WORHSOYRAHR2I on enabl es greater security of ownePCHEARI0H/000278
operations. Oaner information may al so include, for
exanple, a nane or other identifier associated wth
430, tl@@n&W@ﬁ ron@cﬁ tﬁ@%dﬁﬂ@'de@nc@%@ eAfBSugh38n P ifoRRAtion insertion
control schene I n which digital signatures are used to
poing emsehyordwph464 n$ ngth in BlGd aittwilrbeei apparentfremi6e 8gand the above

wh i tal t I
cese S A BB n SrobEn s A BB b Gan avic
aﬁerol'ﬂetcﬁ‘%dEUIkHs' Beesl BrasdediSP ms@m(growﬁd?ﬁhfdﬁnatlﬁlﬁ @ht’ﬁitheotﬂbwce An
whi ch specifies pern ssions and/or restrictions fo

ownemheontishiinforyation ensertipy tgolo(npEshaym configuredofior neg Mlil the mobile
devxaeevésg:Az %gr%{lzgro ?%}% inse :%’gonn (1)(\?‘/\%;4{6%&;4%\?%% Itagnc;»ll}\ﬁeé'erghjoﬁmformanon
storf?@hdtan irfﬂérﬂde!déﬁnécﬁ@ cetfigatibis wathowe interfdceicofinedtér #60.1 Owner

be apparent from FIG 8 and the_ above criptijon
contq]dpfasmatien db MseBed PRoMAEEPRIIS devigestill P%ds S19&et tnethe form of an

auth%HE:ﬁ d)?]nreg&%c&rtﬁg'aﬁthgﬁﬂtfo% re@&{kdesrtoxrehﬁ@eﬁ’li a‘ﬂead?lztﬁ‘l}%ﬁgﬁl record, an
nserting owner ormat i on onto the
owndﬁ‘vbfalee nArbllE dnm%ibnpeouﬁesl aflisr phsofhwaienapplicatoonst el a user is
ot . shown)  confi gured for W|tht e mnobi. evice .

authged 30 IRl S 1 PRBTE ket . b oyell g PoriEs i, of eaired
soft@mqlppﬁgmc{nglthdt%&ﬁ BRtdsPMed %B%@m@'ﬁﬂie é@vlce 430.

I'nterface/ connector conpatible wth

i ntleofdaraed poyvertca oser 4500 inGHoE fale@ﬂwn@ﬂ cqnﬁpbmfmﬂl%wmtg thereby

e g St B SR LTS Lo o

owrleE§ @E@taﬂs%? tASPrivhid 1y BafbRBdiZR trafsTeiréd @ the ﬂlﬁbﬂl@ device 430.
owner of the nobile device 430 specifies a.lis

Thesigperiign enedpe i4d4t man betqeafigured darvardy the,digstal f@la%e before the
S I VIrCeheA R RbileSs p
OWI{szI (ilog kljo})? Ht;oé%gtllﬁgé S?Or? (?V\(glr g-leapplblﬂga(%ewgéne S 4?@a Hsrr%%? Ll% glgnature
verifiostial 61, dientthe ovwolet kentesVinfoemA4B86n id notostoeerd drothe mobile device
prevent a user frominserting fal se owner control
tnformation to thereby circunvent owner control,

owﬁfgltﬁﬁ%é%éurlsnﬁc@éﬁ%g d&?lle ?{! BRofleaibat ! é/orﬁ'cﬁn?rgnsformatlon of

usin owner''s signature private key
dlgxltzér)oslgnéﬂemfgrmmwmstbqnoadetfor ctmekmgbhb entdgniiyoef th80nfoTimation and .

sl BF G OhFDFEnER M IOBRAGH c ot (<apaple, acttiding 1o one

kno'v&fhf Q{gﬁﬁf 5igRathie RlRAigHe,ONdIgBR SYORKdfhatleN it6 DeABBitallyf signed is first
digital signature verification fails, then tRe owner

genembed abinign# oraneteivonsibile digast sigaridemoer ﬁmsfnﬁbaﬂl@ delfmewen digest

o2 RS PP A TR A tgoriom

(MDBf OO | B fesk ‘i’edﬁhﬁfﬁb? Ehat gfod‘ilb@ﬁkinﬁtﬁletchgeslt Hbegichtihi@fe input may
the informati on and authentication of a source of the

alss bg me@d i Tﬁh@ ndrmu isrtherFbirthex ramifermescesinglk digitad signature private key

nat ure techni que 2 | gest
and PR RRCT B TLE Hirefele R8Tt P B FERY s gpifoation. o
dight8ll $1ghaAre PAbLEKEY écbr?ésﬁoﬁ’dlﬁgﬁd the bﬁ@ﬁﬂeﬂ(@?‘h@uﬁsed
transf ormati on. Known™ di gest . .
In the context of owner control and owner control information, insertion of the
owner's digital signature public key on a mobile device 430 as part of the owner
information provides for digital signature-based security of owner control information. If

all owner control information is digitally signed before transfer to the mobile device 430,

-16-



10

15

20

25

30

25 al gorithns include Secure Hashing Algorithm1

(SHA- 1) and Message-Digest algorithm5 ~(MD5). O:her 0 9 FEB 2007

est techni ques that produce a uni que digest for
W%ﬁ"gﬁ 197#%ue i nput may al so be used. The di gedCT{GA2005/000278
then further transformed using a digital signature
private key and a signature algorithmto generate a
therdthgiibszrticyi modolerdd4 dan vérify that owhenaintiioe mfeﬁmftldhﬂ’(ds%tually been

. a, diqgital fur ublic ke orresponding to th
signi e oy ets Qe s Btetp PGt 69 RO RBrOTM R fhe ower, and that
the SQHEF QntrN %f@i‘i‘ﬁﬁfonc%tr{d? et ERY, Hr?g sﬁ%e 1! Qfﬁ? Gilghod! gI his manner,

owner's digital signature on a
onl)dewnc!ecml afopmatiornfhat hegimatee with ﬂfeocwmdrlcﬂ'ra miobilé deace 430 is

it na bas security of owner control
Storfﬂoo q{ @ﬁn%i’?gmogﬁ? 8‘6 ?ﬂkont rol information is
di gdwaéd dortiol MM AR OIS B 4GS heant Fvidd & oiRBI ot ¥iof Snsertion
430, -16 0 9 FEB 2007 WD 20057107142

tool oI @n200%T 00w ol gnformation $tere, mbiésht may bera derheteAddta stare accessible

owner ontrol i nf.or mat.i on has
to tli()ee nsexxlsolngﬁel aV\@c?} gs(%?rﬁe L Semme f% glrx%eéﬁlorglrﬁ?‘cgfiru?sedélscnbed above.
Owiri yatited] kidYormiafionis osstablikiged B@se@V\@l@ra, s@n@lf shfdvaret Bsplications or
owner contral infaormation _has not been changed since

fungtiongéegsp giaitel cefificte shepivimroutinglnndagkres-, asevranes period(s)) that
f
e Y018 R 0 1L ACUES Y D SUBEE AL B R i

coulfietheaebed BigitalDmsegned dyt & cecurafnipatérasysiesn obtsaftwart Et)inponent to
own control information insertion tool froma
Wh‘g}i}vﬂﬁlry %E’{S‘HPPHPtOF%'F‘%‘iEr?&FF%n“%P%F@ OWPRT & KligHa) Sigmature Ems%t@ key. In
this¢ate sihed SwAELESTR? |1ﬁ'orrﬁﬁ15r1hl§ tl'lé?xssg&reh Qp atlﬁﬁ jon %glt 3§§Ace551ble to
store,” or some form of nmenory rea escri
admamstretor cOnpeter sptmoind pdssiblmbibencorspatst systdnsd add betsiedkd by an
sof t war e app ations or functi ons
owftl GntS, iffonRRidn HisFrR loal 35 URBRRE o TutTRE) “Birol dpsprmation
insefr@orf) tool AB& taREErsPBE | sPeHed ) owidi &ontrb ﬁlf@ﬁ?ﬂﬁfonv‘!osﬁl%smgﬁle device
aut hori ze on an el ectroni c device. Such owner control
430; nPepersking Hpor Bawdofiere pvper g@rgrctl anfoymatigm ehanges a>r is expected to
chaﬁ%eic %ee%%?é@wggr c%}é%ﬁave 3%18 mvv%,rbe Fu IEQI? ﬁgprg)m%e% t.o each computer

nistrators access,” usin

systéngllnt @hetsioghnai otider o progide 1€yl acdals td Ehgﬁed?aﬁ'ﬁer é‘dnﬁ@ﬁhformatlon
owner control i nforrratl on is then stored at a | ocation

Whep Hew @WaEE 6QTY)| Bfqraiation 48 mensratef aans sigaehuhe signed new owner
S
PRG5BS REOPREES: B BB ) rvion. o
des¢ritmrd 1a§umlmndetaelcbeldih e Wide drstm:mnioncmlf olwmfeﬂwrﬂtdl mformatlon provides
insertion tool then tLF sfers th wner contr ol

casie AR BIF QUMM LGP S ei288 Sh e AHAPiscE o8, of owner
COHH@WIQth%QUM@{HUI%nFMh ﬁﬁa%s"gfhéﬁrheﬁh%ﬁgﬁ?‘ (f?ﬁltrb? information is
ange, e

expected to e sl gned owner contro
estabhifliadmat i on may be further distributed to each
co uter, 20 s emlnane rk in order to rovi de
eI 155858 ROV BIeS oy P e U E o NERSETS GEBHAUST gRf ovmer control
mfc)ﬂ'h%ﬁoﬁ%ﬁ N nef QBhHOI idfSinPdHRt in8ehibs B8N TRRY 1aniq the present

i gned, the signed new owner contro I nf ormati o

examp;lﬂ alaie vaulld mquit itheg tlmoqu cohtrohiefewaton dosettionl tool has access to
nf or

the g S LB RO GG - QPRSI ORGSRt diBtal signing of

owiRrR6h88F information only by secure computer systems or components is generally
preferred in that it limits the number of computer systems that can access the owner's

digital signature private key.
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easi er access to the owner control information,

whereas shared renote storage of owner 25 control 0 3 FEB 2007

i nfornation requires fewer updates when new owner
WORBMYY03142i nformation is established. It is al BgT/CA2005/000278

possi bl e to support digital signature generation for
owner control i nformati on on an owner contro

I nfMHenEsigied owisee cbhool thhmanbbwsumfsfer'red tohhke msemantmodule 444,
exanple, this wuld require t at t gr contr
dlE“Ph?‘S‘FWu ificaden PP?SH“?‘I?O?I € RSSO P‘b !S(b‘afﬂgnat“’c is verified,

thengli{\ﬂg\ﬁmér éungr'oi ﬂlfoghzggﬁl itlsfo &f o ?r{eemg BiYe d¥UESR) in the authorization

erw se desire glta stgning O owner contro
recoidndtorerdBi ddtherwiye, blye swnm*raemtrohmdi@mat@ygm sotsstayed. In the event of a

. .conponent s 1y refer &in t hat
g BERBerer o BEr ey SEifE R cuiPrdpepb ouffut B  user on
a UPWH@ rsush &1 Pidiglays i MNEket freBédokah8y KRYreturddd Go Ihé %Elner control
2007 WD 2005/ 107142 PCT/ CA2005/ 000278 When si gned
informatiem mmmpmltoqlnm amaindimatios of thentilorer oy aBOtbhe)utput to a user of

nse 444, .digital,signature veri.fj LON;
the oyEsordi, TP i Boitn o1 BRGNPl e ihlefalifT inserion
failsy @étty bE6ther tehdR pH&ssﬁ’n‘éF@ber@ﬁBﬁsf flayi bef Serfoinie@rdnl the owner control
e

stored on the nobile vice 430 in the authorization
inforagtinndnegrtipe tqu,,ghe m%éﬁ\ﬁiﬁ%’ée 43bcordifer control

| nfordmiiQn el S ﬁgr? & !)1@ ég&?at%\ﬁe%r 915% E*T‘iaiig"i akdigl 430 is

S|gna ure veri |ca I on ure an error

prefemadliyC aithe Nperiytmize cﬁuimhkbrlzted By useadmoinistratol ind 4files ugtensure that

as a displa an error nessage may, be tyrned 1o e
accusplg SPVIEH RPREP! INfOITGHARES BRCHSsRD e moBHlF 36‘3%4%91 'thE prevents

a usla?ﬂ'bﬁﬁéﬂ'&ﬂn&gmlhg%vfn@ E&{tfoor ym?érﬁﬁ & S Q}gnafu?e ﬂuM?cekey other

owner ¢ ntro tion nsertlon t ool
thanathe ewneodsdieathl mgﬁabmm@bbmke:nsmptth@mobﬂadb\spe 43Q.r y or

ot error _processi i on
© et er e Roman o FgIPE RaR§ O PRSP CRTeT SOES (f dxpand or
ﬁlrtlﬁ@t%'ekt?icfj% &8 486h eRbirbgitNMevhel KdiSéxaaWe ran'y”sfx@:ftﬁ%t dvoer control
i nsertion operation for any nobi | e device 430 is

infopmatier nefpradiy hb@méebﬁf @*Pmdor Agudersribed @bpye, apew owner control

1nfogg%{1$rlblsstprrﬁ#e br\;é{ixgotgfl}' gl gln%ésj, a%?%llil [ Sﬁ{l%ialﬁ% %rr fo%?rgem&!}natlon is
distAB&ed Thbhe Pr gilveNlosatichsUbah wWHichTitdé rettienedobi ilgerdion ®hto electronic

control by inserting a di gital signature public key
devigemer 15 than the owner's digital signature public

keyAR\fmq §&%raﬂ%ééh€mg§\]\q§' £ sﬂl%ge \éﬁf“ ﬁlﬁﬁﬂg{oncef‘%{ggg% CPew owner

i nf'ormat i on an: own stoe
con@bl ihforinfAton ries elecbdnit héews@ afe @nssalblect rWherc ribewiovener control
for exanple, an eX| t|n owner contro|l infarmation . .
ﬂ-@,"&nser’uon

infosmatien ab Aipta rféweacfé)atrow BERRHAILBEETH B 0L
toof)ﬁ{’ﬁﬁ '58 ‘&SHE%&'&% t Hét@& él Nt ewPhFh&r &mr)él RicSHdaBbhYand to transfer
si ghed, and the sig

w owner control 1 nformation
the irew20wders tmixtb:]tiaﬂ)rtrxatmmeo dhe morbélel dayatei 4305 tHer ment ilme bhe mobile
it is retrieve fo i nsertion ont.o electro
devigs, # &

Qs copppe (O IeFSORER; glﬁ%rma&fmslafgé% fopl.  As described
abo¥k Si 4ty A 6T m?drﬂﬁﬁgn N8N Yint 330 (FIG. 8), such as an owner control

information insertion tool, may be controlled by a user of an electronic device. Many
modern electronic devices are configured to be synchronized with computer systems. In
such systems, this type of owner control information distribution may be supported by

implementing an owner information control insertion tool in a user's computer system.

-18-



10

15

20

25

30

control information to el ectronic devices are

possi bl e. When new owner control information is 0 9 FEB 2007

di stributed to each owner control information
WO 208¥07142n t ool , the insertion 25 tool may be PCT/CA2005/000278
configured to detect recei pt of new owner contro
information, and to transfer the new owner control
New Bivaenedrit@) ihfribgonT ik udnsfeted 433 thet dlectrané devioe tHehmext time
nobil e device 430 is connected to the owner contro
the ‘Flﬁ(ftm%ﬂﬁ"@?ﬁ isisyehrppiged with thecorapider SYSEM- above, an
S{tlai:%{&"'d;g%l of" B&%F@Sﬁti’ 1hf2) #)19 naspgf'entas%%gla(:?ﬁlgxt of existing
OWner con ornmation in I on

owrieﬁ@bntrdiﬁ&iyxfchﬁlanom isoin thik bgfanmlelshaafrelﬁbf depenglesic tpamn verification of a
devij ce. ¥ 30 no
Be

dern el ectroni c deyv are )
dlgl%ﬁﬁngﬁlf%ay eHOP ABRdYG Yidd TRASH Sgﬂkeljflé‘iw il gppreciate that
othérr&g'ne%cﬂﬁ)éﬁ Y& ergd?'l'n%dttﬁéﬁﬁeg 159%%%&0595“61‘@18 replaced. In order to
or et ron di Stribution may support ed
prevenplrepiapt attagksnirowiech i aid cowreer | mntmd)rmfcu‘matmselst reomved by the

I.n.a user's conputer system 8.0 9,.FEB 200
clecl@fiso 8y gt TaNDe PeSTIOLOORBTOHOR FEHEY UHBR SreiRs information.
Ex1étﬂ‘fgo bWRE} Qdnirsl tlﬂﬁ*)ﬂnﬁt'i&ﬂsii erE]Slﬁé’eci Qi ViR € Gt QWL owner control
device the next tine the electronic device is
infogmaton srriened thentthe existinpoapuereonggkinégrmatiant Generatlyy rgyeer owner
f r.co hnfornation, as well as replacenent
CO“%Plggng“ﬂaﬂa 8¥mﬁgﬂ?P8WuF%?ornatlon isinthis
examh@gmh@wﬁ&y irfepeaanis wpetedveiitof theaibbite @evize 430 using the

gital signature by the insertion nodule 444, Those
msegk@m lted] 464 andespribediabpvaphirBEssalOeCX IS SWRET InfARRAIoN, such as
[ t
whéﬁat% g@g P? ,%P‘E{ %gﬁﬂﬁ% ﬂ}g{ag\/ﬁbﬁ% rk%g ngg 1% ?lflé?{ggg, r'nlgﬂ afténatlvely be
udetHdCdm dledmobilerdeent430! usimg drgmat signatuse teeheiques! [y thimeend, the
el.ectrqoni c devic %er cont i nf.or mat

i 0
insqsligh A0S el SRR o1 RS COROD medpice (Rigj shown), such.
as PWielesS BahdR]vel B AbRRIrk @BnhedtdreRIragafhpR liifat WASI&Rs secure than the

recel ved owner control 10 information i S newer than
intetr fage/esuirscton @ 53 wike that oaxter aihy suchapdates ere. de@emdandipgn verification of

n I._owner . con L nf or mat.i.on has a. her ver.si on.

a g RE s IF BRFEP IR sy s ichbE g By Hlon.
t heTH® tfb}e%oﬁ'x%V H@@nﬁﬁ@n Uslattd prid@arilyn&L ity bo@kr 48fr@ation and
descri bed above anges 'to existing owner

owheifeonrat ixﬂﬂm@mtoa@emm@n i éle@%ﬁ@lﬁ devigieguch jas the mobile device

156 PRSIADE 1LY S e B 5B M B gy com

mfcbtﬁidﬁ@ndw@hb@d repl@ it ébﬁﬁlrtgemmﬁrﬂtiaﬁ willonéwiiafoemdtiof.hdn this case,
insertion tool 464 may include other types_of

becausfmifHP BB W IsrHat IDeHiE( HEites HeWMPMosY (. @ @vige, no signed owner
1nf3¥n{a?1oﬁsc§ ot\{]r?e?%ﬁﬁfrx & maB6h Wuif 58 @?xﬁctgocﬁe dEQice Instead, an erase

are ess secure

comfmhﬂdl facequesnmay de £n? to lthe tdbalrce CaBmsu@ngnagumh a further function
pdat es are dependent upon verification of a digital
S“@P&ﬁ%?ﬁlﬂée 1@§‘Frﬁ@n§1‘lﬂiiuiﬁ - signature public key in

exi ffté\ﬁx?ei Q}i‘f%%ﬁh@e %rt%te'eﬁﬁejl %%mﬂl’x% Me? Qﬁbﬂﬂatlon store 436, then an

descri on relates primarily to witing owne

erasmfcommh'dm raqukst dvagitaltpsighed ahdfsermtnat the nnstemtmsrerrmdyle 444. As
on an el ectronic device such as the nobil e device
Wil pRRER Bormation i oMV TIeh OB dnigreation, 2figad eafpmand or request

codl&fb%rslgﬁ{ td er%ﬁgbl?é"’ﬁé‘\ﬁcec%ﬁ ﬁﬂbugh either the interface/connector 450 or the

wireless transceiver 448. The insertion module 444, using the owner's digital signature

public key, executes the command or completes the request only if a digital signature is
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i nformati on, wi thout replacing existing informtion

with new information. In this case, because 09 FEB 2007

information is not being witten to menory on
WOPEW/Ha142no si gned owner 25 information or ovvnBi?T/Cf“ZO‘W000278
control information would be sent to the device.
I nstead, an erase conmand or request nmay be sent to
verifidie drhdrodse, Bieasommandyorbeqaest udyhbe ignored,i m-rd an error or failure

ted b h
indicaibb PHAY HEoA P18y Qeforiouser Q3T f45on B fovice 430, retumed to &
r [ r or
sod 0, T 2SS oD Syl 08 RTMEORLO, Pt emor o
fallum)plnmlc&sm%&ouﬁﬁes B8y thiet be pexfoometeat tho$andireg systenoor devies:
trol i nformatian, Si n conmandg. or re est cQoul .
e Skshiow e ETHIP: dEUR BeASURT JaUr BETHGR PROY Key in a
s1gnétmee5£s€&ec4v91%n&?rﬁl%ﬂ ABEME efabifie Yf B%QISSnﬁ)hﬂﬂﬁ&Elrﬂa%f be tightly
. The insertion nodul € 444, usi ng the owner's
conttbl@dt aForsc)gmnlur@ly mwmer @yktelyl a@u@m@ss mee/ ko antntzest to send

e R Sl S B e b s ShERGHES S i

devi¥€rdd0 &4 th&ehnt his Rrabl eres@idtadnto Addniigdtie®t c@ypler systems or
ignored, and an error or failure indication nay be

accogintsp lanyoycher anfarmaégn giserion) togy @r ¢ qwf@rﬁmrpléedjéxmré tool. For
exa,mgl% af, ?ntsgrft g%g?élfsggtb ggﬁm geg:b(g,{%},?gs ng\sggara o;h@@&o S8 existing

ownfsﬁldfblmtmqe@ﬁ shaghobiledevies 4B®jbytp|ﬂ@\nding apedriiger coptinarid generator
t he sendi ng system aor device. 5 Since

or stofeoWhiEh Bnalph Couplsd @h@leows@facgfcap@w% 4§?rr gnaligmatively, owner
infoRHRdiF el S¥re! Jdufl besb kRePRSE, acé ﬁllfeﬁnB{vﬂEr-é&hﬁJYEd erasure

erasure of owner |n tion na
toolcimnbrpotdting. suéhrarexainploemmndygmpr 9y§tcarm and an interface to the

motdfsiicre 5 *EaetiEe o€ SvBE APheS o igRER Te sRHERAL gontrolled in o
sim189H&8stes t0 the nobile device 430 is therefore

preferably restricted to adm ni strator conputer

sysWhass agroviier gerisRlrfystenais conngired Hf SINPaTti Ul hand pgssiply other
t 00l

owner mfolrmratlgn and o0&, e? %Qﬁ cﬂl ln 8& %ﬁgg’rﬁgnt El?lEthIlS ac?ess to the

PhSary |on nsertron t

owrftg4 (ﬁgiﬂdtldm@ﬁ‘ataﬂbapheﬁtet be}eﬁﬁ@@efepabgt resgrictedwigrorder to control the
informati on fromthe nobil e device 430 by providi hg an
infosmgBen, Jeaupsifdanfberanmends thay C%lth’fr(@gw%%gm%i @dsfént to"an electronic

u t

dev g PR el Bt BV Ao W Mt Pbigere I fulidhs may be
accéssipeoniglto Zlﬁa?blﬁd)wmﬁ[ﬁutemy&fenisloedldemmsmater Ibgirt mbunts for example.

i ncor porati.n n erase comm ener at oy, or store

A BAR R 67 e Ot oihen oyiein P dha BbHE r¥ge da0araerss o the
melﬂ\ﬁﬂﬁ%forﬁréf&aﬂl %‘9&9@ étém%h%(lﬁf B@laﬁlecﬂﬁh{s@ﬂ‘tl E8hnigB, or erase

il ar - Ienmar ere an owner control systemis

owmnﬁrf@mammor sumpo rconeola smfoenatwoh mtshsutblsybmttheg properly signed

owner i nformation and owner control. i

nf or ma
infQrERHGR B APMAET SRy dalptiges, fUghaRdhe oWngviR Gitistigtion store 436 and
the dé\ﬁhéﬁiatﬁggf@Hﬁr tdpé | VR ethgteEétoré Sowiéf ffféhadtion or owner control

restricted in order to ¢ontrol the information,
inforecation tase thereforeqrefenatdy fdratedaarprotectdd gmermcbﬂyyarsasg nigferably, only
theaiggertslgg tmct)cﬁll IA4$ lh%%t\;/gtry gnd erase access to these stores, such that digital
signature-based control of insertion and erasure of owner information and owner control
information is maintained. Other device systems have read only access to owner

information and owner control information. In one possible implementation, any systems
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device. The digital signature private key or digital

signature generation functions may be accessible onl yU 9 FEB 2001

t ific conputer systenms or adm nistrator | ogin
woagoggﬁﬁﬁgz’ for exanple. As shown in FIG 9, ot W@F%“°°5/000273

systens on the nobile device 430 have access to the
25 menory 432. Preferably, no device system shoul d be _
or compenentsi thsagh whithnthe, memory 432 iscancessitilefare manfiguredrto allow

e ntrol |nformation.without submtting, properl .
merf§t3tea® SBkiaBlons fioBh %y Bt L enfiymibhy 4727 b Canbpwrite or
eras@SopdiatieaNes heheryMaédafions tstbréngt PR dinfdrfifation or owner control

aut hori zation record store 438, that store owner

inforrmptienuRiesihe opeatiens enginais with ar arerputhasized by the insertion module

th . t ' . )
o B L 8Lyl B TR g vt
marfage alir nt@orndceesasperaiaas sSiich 4 festorytamager BUGhfighai to direct

digital signature-based contrql of insertion and ]
anyév'g@&reefe?re CREFRIONS P YR NN WneAHBfsHAEPN @B RPNST control information
storEg‘foofh@qrée?Hoﬂ FodBl U4 2 Qigifh P‘%‘hal‘ﬁ%’ L}?e%kﬁ%se{n%%tngtion before

read only access to owner ~ I nfornmati on and owner
compdetingothe penatrans. orOwher arfermatasi hhé owmpdrecmmioatinfoimation may

systens . -20 0 9 FEB 2007 005/ 107142,

therest PESGHTS o6 weo%ryswm%pg\ﬁtewge%bﬁy AP PE fpsergd: changed, or
eraseB WHed a4fgitdl 5688 & Riigiear e configured to allow

menory read operations fromany |ocations in the

rrerfblsgoudéb,e apptecthiéety thahthevgbiove public sendigitepeigattutneperations are

. ry: locatipns. storing,o I pf orymatign or , owner

mefBOPEN 58} LRATR AR e 8h B e R g v

integtityncltuck gearnduiduedd ZRRertitafiie séHea@k] Ay iRl Be Bscith. verify the

. In an alternative inplenentation, a nenory nmanager

ntegRBt WHoWAYICF s Opravidedorisol afeagatian | omeepuyardscesBurther, the

auntRRRERAIICRSd seiflly HSETREYnIBRAAR ve! zﬁecﬁgfehﬁ)lf{' ed Qo transfer the
direct any wite or erase operations ‘i nvolving owher

owrnen fapphedtioarncomtrobwfermatmmt holveverf ounidis ©Rtensst efdemethdds of owner
h.aag.insertion dul e 444 for di_gitcﬁl signature . . |

PPURAEAR FRIUE 15t HOrSE A RFUERHGY 8N/ AgUES itigsmission in order to

achﬁf‘?];@'ﬂ?et dfred o@ﬁ@ﬁ%&ili@ﬁtﬁfd@n&t‘apa@&@cﬂmer @ntr ol

i nformati on may t hereby be read by ot her device

sy singhe mabiie dovieé 48 siwnemagntoriliyfopmatiors srineldded imamgethorization

Ql, ,.erase en digital .signature is verified, It .
ree i S Sapbr b Peiuloriaron RERbclere | chpthorization record
speclifig padticBlaf BoftwaR DPREAIoNS Msat AfeLauthSHiAANBE 1R MtiES oA fhe mobile
illustrative exanple. OQther digital signature schenes,

devige dihemdgmey alsmspasifyt iquived kpRiyarnepmisations (e.g., digital validity
cno PO EFNBEURITS B0 B g7 B YRRt and s

on tirf @obh¢ idevicor4300nSwdhdsn alihbiibfion f36rd provitRBtdnCAbLtRhic device
and security described herein above are preferably

oWREs stith gelativdy ftight corirolovinzaw apper azakies wse @fitthemobile device 430,

o ion: 1.0 t n t-hods, of., .

sindoirty BRIk AMIBKE R AR g N S e B TR MRS B dgice.

andfar astherized o1 fogmired Abphcdtions)r stefe bsterA€ Rh@\Weoille a more fine
desired owner application control as described herein. .
graipgd cAntrelevigpitheawtbrization serordifheln sush sysems.thopyaer esn provide

mofessﬂe@ﬁicug&ﬂrdlg oﬂnth@%Pgtfoﬁgtthﬁninstalled application can perform. Such

controls can be specified on an individual application basis, or in some cases by groups of
applications. Such operation controls can determine whether an application can connect to

external resources, and if so, the channels that may be used for such connections, can
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record that is stored in the authorization record

store 438. An authorization record specifies 09 FEB 2007

particul ar software applications that are authoriz
W0f28?5’10ﬁ§4t2al | ati on on the nobile device 430, a 9“&93005/000278
al so specify required software applications (e.g.,
digital validity checking nmodule 152) and data (e.g
commssisateneith pther apiflor)ionhexecming obthe deyicel dndépranad aGS@d part or all

£1 é on the m?lbl | e device 430. Such an authorizati on
of lopal BFOY WG JEVISH el ectronic device owner with

rekahiviR! ¥pplicatidn fAINR0bpePitione Wrelehtibidd HRRSMEBRe @Evice 430 by
t he nobil e device 430, since only authorized software
the apphicaticat laader 4hdi/ o“ss d@pab%chﬁb% inoeegerd onths wpgrtion module 444,
althcg&%éltt%%%ppigrﬁtl%% E)R?I 1s %Bow? qy bélgg cgﬁpéc CF%B&) tﬁ@ ﬁ{ter?&%onnector

nore ral ne

450 %fd}hﬁnbﬂenéwidﬁ@{llyzﬁé bxdhahgabbeteadn tHenapplichtioy Kiader442 and the
t he owner can provide 30 nore specific c%ntrols on

mteltfirf@/C@pé?Ca@r Psorithevinelpss m@swsbm Beueihe RrPCsEsor 4fth
(i1hkec(9\P}xér IL'AE rﬁﬁHoP Gnd BEAEL Ldiffro? 'ﬂnf@ﬂ-gét el wbaale apphcatlons may
app I'on basi's, or In sone cases by groups of
be ragyivedc BY i thesmolHlec Be\nace “aoiaa tho mmmd‘a@/mnedet dbfni orethe wireless
onnect ..t 0. extegLnal

whet her an appli.cati on can E
trangcgtysy Ao s Onggssibl esssumfﬂr?z SeRuAraAPelipHigns Faptigged forpperation on
the %188%? %891{% Q@ggT% c‘%ggso g?rgguter gﬂsté}n QqiEBed Wth adterface/connector

027 conmuni cate with ot her
comapipble edth masntevfem[ntqmgcton%m eWden itleeccanpiter system wooanected to a
part _or a Sof t

corTREA4F LN 5 KERBIm SR APPURUIORS STHGH! 6 2SRHITRE Swner of the

mommévﬁzedﬂd nly %%Qeﬁiéved FOnfRA1E GadvePBn HAHAN 44 dtheAStore on the
descri bed above in regard to the insertion nodul e 444,

LAIS, mdttmsgamredﬁe thpmbbidadevee. | H£GBPULE 3ystemgpBN#s@ S instead obtain
softw Ienzgp 1ca Qc?ncstf%g tﬁe ?EQ%T BE\L% E?& ﬁ/aﬁjogg}ﬁ%e ore %Q'ohher sources, such

on nmay ac & exc
as Iﬁtﬁﬂiet-ﬁ @deﬂ&ﬁuiceadaelth Miﬂ;hahel céhputet smsmnf mag/comrmnand:abe

450 or the wireless transceiver 448 through the
pr obEs¥mlicauen 193dgie 4G Prefsrrly ronhighredrig (isiiine whether owner
conft8nf C?'ngfl% Ei%}édocgl he $W&v%m3'0‘3@1t1érf30§r ABYtw R application is

recelrve evice 430 via the
recdiveder Ifanebwunmemrttnﬂ mﬁﬁnemn fsepresant lopsthe midbile device 430, then no

oSSR S G BRI HE 01 g g s

appUEM|mSisARQall&. 2AUSBatiPel G OIHR ?hca%()%t 1%3&6@%2%@1 Wbiislt a remote
an 1 nterface/connector “conpatible with

servent for f ac @oenreotrol infetnatirenipdite prerpta @ﬂe@ygﬂérﬂlp smstallatwn
ate. . LAN, .for e

ted. t
SofiF RBRET 190 iBra0RB B o Y bbb h SREFops 3 RPIRE a received
app‘l‘i@ﬁidneﬁﬁet\b' 18€ sBRRarPpplitatid stoRVETH i B erhbhyed BX lex@bcting files
the LAN or other store on the 15 LAN, and

for tstfangﬁ & itheed sofowareeappbipitian elevd 484, & Q@ﬁﬁhh/ exeaijisigesn installation
progﬁ%n %ﬁoﬁltgfr Jlé\gSJélggl gr(?);gpctfl?l mgﬁ?%ilgﬁr §§ %rrﬁgntll Al S%I?%P oxtltg the mobile

deviQUI L exisBHE Boftisrelapp REdtidhs BRSHefesably Gl@éi:ke&\ﬁb?' Rithéx 1B application
the conputer system may conmmunicate. The a i cation

loaflradi@ror4he inssrtjpnahedulp 44 to ansugrthatiall éomf@@rapph@atlons resident on
the Bt Serder da0 250 MueHatrotE s BRLbdioh o £8Ptk apptications

that have not been authorized are erased from the mobile device 430 or otherwise rendered

inoperable.
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20 received. If no owner control information is

present on the nobile device 430, then no owner 0 9 FEB 2007

controls have been established for the nobil e device
WOAL805/1032 t he software application is installBgI/CA2005/600278

Alternatively, the application |oader 442 coul d

consult a renote server for an owner control

i nlorsvate mrrcmpshah&sprdvmertmfmemntmmg have been inserted onto an

installation. Softmare |lC i on | t.al | atiqn
electigpf 3svlr~‘§» R RSO Fr BRI g gous B 5TiRg. 4 order to prevent
loadfngcff ¥ 80fdard licﬁﬁ‘&{ Qﬂtoft'hle endiflle! f&ickOR 30MBaE subsequently inserted
I cation store 434 in the nmenory 432, extracting
own€i ¢aggrol ﬁmfpnnatmrag@stmt aithos o, thwamebdp pbv:cat‘fB@ magythersabstantially

.43 or .pOss cu n installati RLogram or.
disaled peiftE e R ettty e s eins P8 s BT i ovwner
conttd1S b RRatIM §s tiRQr¥ADI | QterifMiehe 30ap®ichfibh MBader 442 may be

software applications are preferably checked by either
conﬁmeépp Hﬁf@amr@nwhertqucevnemafoamatlmls preesnt joprtherebile device 430
whegn gﬁ%{é}elrgsaﬁrgglcttpo%tlsarleém& 2130 el au?xﬁll ﬁ)%llngarﬂ%nf ?%ﬁ'nedqtmdlcatmg

e device orize

that apRlet EarittAisforfiaios Al veegatippbd aad ussdsfor tHeahobidy/ éevied 430, the
been authori zed are erased fromthe nobile device 430
applifatign hlepdrs 447 herk detsrmings pehethere ownen conteolFpformpdipn has been

mseyt\@d 2919 elcgl i'lf" &a? %%Qcﬁ—ﬁ{aggg %Z?notl Jbvlﬁeg\rlzgn%%]elhlfomatlon is found,

I'T'cunst ances, owner rmation na

the |ap§b¢an®d tmatder a2 édsachotolvad devrm;vebusofo)\mera@dinntﬁmi. Error
i nformati on has yet to be ted, In order .to

proc&ﬁ%v%rﬂperaheaa.%v &pengd %@Fftjﬂﬁ?%[ 2561 aSaP g Fieorechived software

appi®ioh efr&i'ﬁvdn‘}'eteﬂl?grafr? Aensith 36 BALh YwhiBR §F fvad sto?é’é!"ﬁfhen received,
control 1 nfor i on” does hot authorize, the nobil

and dié\mereoy3@seruygesoen thelsobike dta41¢ey43§) mrgablsmngghc mqewedgsoﬁware

nly a limt¢t subset fde ti.ons to
wop i bredhe e WIRE 130 s AEH ot o PRF P pible. Any software
applithRnt 8bredNr BhialahN@|are tHeRSrofRbéChy tHRapphiosiedn Wader 442 when
may be configured to determnmi ne whether owner

owrienfcontrak indarmagiosy @s@mrteénontﬁéhwmm@ e 8303 A lthggh software
appﬁc 1ontsvé\3f?r StofdP !) 891]& ge\;lgég 5'3(\] ?rg ttﬁm%rb%d%?rthﬂ kaould not be

ormation I s oun at” owner con
usalblﬁflmltxm&mﬂ cohirdl hﬁorﬁ&tlablm ﬁﬁeﬂedmdtouthednf)mle tikhvéce 430 .and it is

nobi | e device 430, the 10 appli %atl on | oader, 442 then
configned fhahdle RPBYAE: ARPRAEIONS GHE ABINOARD PG 1atiets B agdmount of

merg%ﬁ/ggﬂa%g ‘madd ﬁ\nﬁfaﬁl\é%} sﬁ&?&o%@ragbﬁéﬁfo'ﬁ@t&l H{pyn@tpreferably

rr control ormation 1s foun he ap
limitah derthdl2vailabk lmemof)oaphcb hveillr matehev éeplstod tbaﬂs’termg unchecked and

|ication oceSS|ng operations may then be
rmsﬂgﬁwgpﬁgwﬂzgﬁé ﬁg "%he received software
aDDWh%atthe gﬁrlwoﬁgxade?mgr@ét%nﬁﬁ&ofhm 'o%elt t@ftrdlNnformation has

which It was stored when received, 15 and, if nenory
been assartedesntorthe hnobrtfbde\eced éﬁO,céxemhpmcm {qadst 642 rigert determines

cej,ved sof tware l.ic t|on 0 b|| Vi ce )
Wi e i ed Rayrard Bpp heabpn 00 sthokiaga dap statfzfigh G the mobile
devR@f 43R B th@BRMECEAHtRM S fSER4tRA ihPlub&d gn a&&ﬁaﬁiedas"owah@ Bpplication

processed by the application | oader 442 when owner
list dhnﬂppillcaltlnfl doadet #4hseaschen therlisttb detemningavhetiisr the rdearveksoftware

30. Although re ppLicatio re stored, on.t
eoRHERITTL TPPCR! 30 ShgonRr SBhEH ARHcA PRy ABHGed software
appl%atlon list preferably includes mformatlon that uniquely identifies the authorized
software applications, such as a hash of the software application source code or executable

code, for example. Because a software application developer is free to choose a file name

23



20 usable until owner control information is inserted B 2007
onto the nobile device 430, and it is confirmed that 03 FE
e software applications are authorized for
wq ?@?’é‘ﬂé’tl on. The anmpunt of nenory space mad&CT/CA2005/000278
avai |l abl e for such software applications may occupy is
preferably Ilimted, so that available nenory space
for anyl $ofiverre appligavioat Eie bames may mgt prohide k edliaiel authorization check.

HoRRES % BPHo At 49 ALcar i TR COBARS apolication and
mcl@dé@ttﬁé)has‘hrm%%{vh@ﬁcé}ﬁx%l iffBfflatidhSBhl Rdngile@ oS tHEORObIf device

device 430, the application |oader 442 then determ nes

430,/fhen lealy mmculewm@ds 9éfamher1@eda§3:pﬁwa;ratap9hcat19ns can be installed on
the au%t‘lgrd ed lﬁ St?agglﬂa%t?tg??%faﬂs ng% &eﬂgrggas ash of a§9 received

e O er- cont

sofrabiieh aplzators Odrid\aistal RPtNel Sotw 8 applisdtiont belyaiipihie C@dniefited hash
| oader 442 searches the |ist to determ ne whet her the
matghes & hash 18dhe wayner 39nfa®1punf%maﬂen ilB qsder tof suppert different hashing

algoglglyﬂg\gh ﬁ%rgﬁfetlé/@xroﬁxc aat dé % a@fk %‘IE ? Sg gﬁs%qe than one hash of

applicati on pre

each sftwaratpyslivatibhand lmthitebych leehtin fhee:ﬁwﬁdﬂ eomudlinfor@m@tion inserted
sof twar e aE)FpI icatjons, such as_.a_hash of the software
ontogashijoed SIFCERRICH Vicsd ATbe leaiani faneemay ifs, use @ny of a number of

; I I
dlff\fqg@e;n%sgmgﬁﬁgggﬁgnﬁms g&%e\;ﬁn% 8 1?&%@ doﬁ%l&%c%geggség“&p@ apbRcation.  Of

couz@0&tht0 vduRe RENS0AR0SHODRR Tshesoroukthylse dfet weedeto generate owner
p ation n Y no rovi.de,a reliable
con3 HEBFAETSrrich dek SCTEE, aothel TRFEiGiih et geor dplications are
autHogisBd &fr ikasitaut hori zed software application and
includes the hash in the owner control information
t hddwher ¢anteol tiefgroation may alsshinckudden rgpuired 30ftwakee application list
thatolrllllﬁucgtr lldgﬁtl 1eas;ﬁ(y grleoaggfspélfélfaté%stga Et][%cg g)wsr{;%gltqvfaara elecggnlc device
estaﬁﬁéhes Beenan@plorgatd fqulre@defiwdd ZipgReaiont18s aHoWwash odner to ensure
any received software application, and _installs the

thatsgfervamaned pi p5teoais éﬁwemsypwmt Frtaife feFea fingtinag psuch as electronic
|
mesg?%g? %fi% @g&ulg% g?t J&x%tl?ﬁ?ﬁ%&&ﬁr?ﬂgg S'()Fl’g ore”ﬁ#lfagtlorlsnin a required

softeiafd eppdichtied dstt mapibe whepieteslenafick by ore @nvmerre jeslersabedescribed
t han one

of hsoft e application and.
abof ik o COUBEROALHORFE, FPIGHNEN. ¢ i PRICCAT A B Epipation loader
442 @ﬁ&fﬁcﬁfjn{bguﬁsnhm egch fﬁm&ddgxéct:&ﬁﬂbr%ng%\‘ ns%@temo"f’s configured to

el'ectroni c devicé may then use any a nu
perdichBHy ahltck]atsrmnlgeaﬂhgb r:adhhrmutr@d geﬁmam eppilchasm mfpre:sent on the

of t : our se,
mobfi s 4 ek e ABLO ot it so S el Gipansishgs a hash in
thetr sk 85 Ak Er fEati g0 Wherd)h gkl 95RRAd o ?thatlon is not present
erm ne whether received software applications are

on ﬁmc}quez@dwf lgshidoss allot otatdbre hash idvthe requanstirsoftware application list,

t| on aI ncI de a ui red sof.t
whig W AEbEGR FRg iy heheh e R fiaile device 430,
or @&PRhitCRIOHE itk Mahctidie, eMNBE rofdeddll Bh@EbIEONAGeHRWVED, the mobile
establ i shes as mandatory. A required software

devagept 30ccanidomvnll gast angl| ihghald naissimvpre¢orTupteshapplicatiansdranspazently to the
usef o Wﬁgﬁ? giﬁgl?zte,;o %}‘C%lgcgéﬁlsglﬁ'tlpﬁﬁﬁ%{otnsof &h trgclplr}re o}r)r%grams the device is
restored to operability.

The systems and methods disclosed herein are presented only by way of example

and are not meant to limit the scope of the invention. Other variations of the systems and
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Software applications in a required 20 software 09 FEB 2007

apgl ication list nmay be uniquely identified bf\i one or
WORBYN¥I0AEhes, as described above in the cont ek§T/EA2005/000278

aut hori zed applications. The processor 440,
application | oader 442, insertion nodule 444, or a
methids tdeseritedv atwey ecwith deeappacent sy sthese iskillednini ther ad and as such are

cons B IS hE o e IR § S et
that g%%iystéﬂﬁaha FhetRodtasibe18dedarRedin 'h?ag'bl%er Bed Sehvdra alidation of a digital

. i cation matches a hash in 25 the required software
certifipast iig asé¢dosudchi ast certifieate statusecheicke dsioaf@waP e FIG. 10 depicts another

) li,catiaon i 0 resent. on.the device or..its_hash

s B3t & Bl R e abfip M Gl ) 8 el 520 ot

mesARP fiorbérdRr KOG teceiveiovBr HetWotk SCEURA dibRi#l caripfidate\Bliezking routine
application has been changed, the nobile device 430

522 detemmines yhetasribe sigital sertifivete Hneciated vitle theesrndprg00 needs to be

. . Y h ' ' C . . .
B AT Pt R RSB s s
upori GANSRREEIY paridd S2hendCheiskiie dfat tthe digital cestifafateetvas last checked.

successful i1nstallation of al]. requiyed 0 , the o
Otheggesitugiaonsswhere digifal gertgicafsetiesringyay {méS%@(%% gre not limited
to: g&gﬁpﬁq@gd? O5ed cgﬁﬁ&'tignar@SE/fIi%ﬁ{‘t@rd ARy c@%iﬂ@%/eﬁgised secure

nd are not neant to |limt the scope of
comimmeratipnncheBidsde.gy ®GRAt i ons of the systems and -24 0

9 EEB 2007 WO 2005/ 107142 PCT/ 05/ 00027 th .
ot PSR TR TG TT SBEES G EATIED FHOSE L RFFIGtEy e used with

manlyNBffefeht @BhpaRrsS Hed) da¥iBes, GRES helarwidlelb RBbIE thnfuni€itions device
Scope of the invention. For exanple, it should be

showmiteFEt.ood Withaefar¢ncedg Flentl.dhel mebtlpdaxicelil 8@ ipa dyal-mode mobile
herei,n be ,used.whenever ' [ a diqit .
aevigf i er F S DRI Ermi BBl e, Lot 81, ponvolatil

mentiSrly 2406880 mF Cesshideiopi (RAMYALN61e &r Bibteuatxiaryibgutdutput (I/0)
a certificate status check determnatiagn is performegl
deviggs §2§.¢x b1t mertsZ, arkexbosrd Sddga speakeT Sahdepiggphone 036, a short-

ran %ﬁg@iﬁé&dco%ﬁﬁnigfdéﬁ‘@ %gb-géét?em%ﬁr@,i gid Vﬁherctﬁwé.efsiuﬁ-gﬁ'gimtng I642.

I'ng routine erm nes et her the
cerlhef framtavasSbl irnelheids wi febeit éreb e pndeansbiiferntleld anteanie616 and

val i dat ed bhefaqre ocessin he,.nmessage, The check]
618, 8ot ioﬁé“@.?zl%ajrf’sﬁﬁlg‘g’_r? 6434 8Bl 1aﬁ°c=§§§oa_r®‘§é’5%20~ The
ant%fsié l@% g4 6@§dn{at§f%etoéﬂ§1ﬂah§5mﬁﬁl§ of 'a%hﬁipl&@kt&ieﬁt ﬁ.ﬁ‘tlteﬁna, and are

ast checked.” 10 Qther situations where digita _
prefesibly finbeddedcinteriviang Hrayevis the exstéme budiedthadsatesciirsd herein are
in ’7|€|3‘E‘,1E§’ -?:g%sict:tg%rtg e%ﬁ lgxﬁérrngrpg iois?({:l :{nglg,ggrgé]\%glgtlﬁ?\gireless communication
devicegmuni cati on schenes (e.g., PGP). As another exanple,
the systens and net hods di scl osed herein may be used

wi tFhe mmbjleddevicsr €04 it prgferablys a dwge-dey icomsnunigationadevice having

voidh w4 558 oo EPE HeRebluieR TS Fy ety 1RE Tl govice 100
manyQQnﬂ'rﬁlrﬁcéi'él%Iveﬁﬁ%ié@ﬁétlv@ﬂ@!eéﬁicﬁeasadgg'sbﬂﬁ{euﬂ@aﬁog”l or di%ital cellular

transceiver 611, a m croprocessor , a display 62
networksy gdamialy elsoreemumynieatd ovema deim et werks Hreavpeige @RANpta networks

are %%gibte%r}lel 1G. TPE)?I {fe’ )c%rlmln%g‘x}/ca IO y&v(/grl‘glgur‘l‘h(e%é \(/)c))ice and data networks
may be separate communication networks using separate infrastructure, such as base
stations, network controllers, etc., or they may be integrated into a single wireless

network.
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devi ces 628, a serial port 630, a keyboard 632, a

speaker 634, a m crophone 636, a short- range wreless 03 FEB 2007

comuni cati ons sub-system 640, and ot her device

WOV ER2ens 642. 20 The transceiver 611 i ncl uBet/CA2005/000278
receiver 612, a transmtter 614, antennas 616 and
618, one or nore local oscillators 613, and a digital

Si FRetraRécepRs 801 id k3o Bctimunitate Vit EHRYRSwEKES 181 dndiih%ludes the
may be antenna el enents of a nmultiple-elenment ante

receiy A6 bd éhe preBsraitiep 6y 4.cthb one O mate dorah oscillpines @13 artthtahe Bsp 620.

The E\é%’t ggq {Bestegfi iiggc%f\re s?%%%lél%raﬁh Hroth the t'rzglsggvm%l? and 618,
restrl I CUl ar ype O antenna, or ev

and o @k@&&esﬁ:mﬁﬁﬁhhmhhﬁﬁbn {5thd ewdeies .6 1 Zhamdnibittaasiéter 6@4. If the

100 is preferahly. a two-way comunj cati on devic
voice 2 ndpta OPEBUTHER OBAOS O AR rHREE iTFRIUERGYa T Glpsebyspaced sets of
frquf!glE]EIeushlifhgg tagﬁ%p |l (?/%?}:agmﬁielb?\g%ﬁ% g%g]lg ggnjgﬁé’tlor% w1tpI the receiver
612 anditlegtramsnoitigi 684. G’dtemdtlaely, rfedifferdns freqnmcmyarallmdlzed for voice
conmuni cat e over a data network, The vq

COMAMEIHRES IETSYS Q}%pqo&xgumpﬁ]qglséorlixaggp en a ;()jlura?ity of local
osmﬁﬁm@@i?@% @R deuwab £l8ratelBGHEaNB) 6€ ﬁ%&ﬁ’ed&?ésacd?ﬁtsﬁ‘&{df& to the

may be separate communi cati on net'wor ks usi ng separate
voice nindasiatalotetwerkss Gth adnfoavationst whichbnancludeswboth voice and data

oSS naBiinaf i 5 RN RS e e Do
620 3RO HelRicIdpo Bt @¥R005/ 000278  The transceiver 611 is
used to communicate with the network 619, and i ncl udes
t h&her%@ﬂqﬂeﬁem of e transepive O brsushsas fraguegae hgpd, component
e I cill r
seleggﬁx Q\ﬁegé%\p % étc %%‘ﬂa% dg‘%pgégg‘?h\c;e&p?ﬁ gt% Sg‘ﬁxg.lmcaggsl r%ﬁeork 619 in
whith eéhet mbﬂeeﬂe\/ﬁ:eslo@lx@ iardd&ll &, opand. Ebsex:pnp)lw aiesobnle device 100
control information to.the r cel ver

intepded {o Aperats 1ng3 NorthfArpericag gy Etem% H‘Cgif‘[%e? transcexver 611 designed to

opeRRTUARA! £81 4002866 W WhicelcothMBhiBati S ALGIENs, sB¢h as the Mobitex or
cl osel y-$spaced sets of frequencies, then a single

Dati'aal m@bdel data cnonﬁmﬁncm:)onbeetwsel@ i AMPSR jUPMEA, 00 DMLAK PCS, etc.,

whesgiieh Faeriy aieyice; FOERSPR foF PRl EHPEamaF e ferfigyeq o operate

witl e JPRS aata%rﬂmﬁmeatdrpfmwm&h@i@mmmhﬁaﬁﬂmﬁm network.
for exanple, then a plurality of local oscillators

Othm@pcmf data aé oice ngeverkaithettasqparate nd integrated cgag alsp s utilized

corr nd4 n o the 10 voice and data networks 619.
wu}f ﬁfrb F‘éﬁeq\%hl ch includes both voi ce and data

i nfméﬁﬁi@updﬁthé@mﬂﬁﬂm@@ dranednékkh 609) Ihbelccess requ1rements for
transceiver 611 via a |link between the DSP_ 62

the m@% daviner RLwyralgngary THEOr faemplce dn dhs MRbitsK atnﬁé)ataTAC data
d
necl RS RRIE 400 PSR SPGB ANRRL jeeniatn

nunitee 28suEaied eath eqthnabhity Heddd ThrGPRS daty ﬁétwfohés motiel &, network
device 100 is intended to operate._ For exa

I
accemsis pesoiatadoeith e subseribprerdsepoiopeichile device Tﬁléief%ﬂﬁafievice typically
req@g«?sr 4 GA0sRE }(%enﬁw Iﬂora%leufj‘%]ﬁi"j, rRRRASL \{‘S(EUI%lindgﬁlleg %%perate a

mobile device on a GPRS network. Local or non-network communication functions (if
any) may be operable, without the SIM device, but a mobile device will be unable to carry
out any functions involving communications over the data network 619, other than any

legally required operations, such as ‘911’ emergency calling.
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operate with any of a variety of voice comrunication

networ ks, such as the Mbitex or DataTAC nobile data 03 FEB 2007

communi cati on networ ks, AWPS, TDMA, CDMVA, PCS, etc
WO8YHH4423 nobi | e device 100 intended for use PﬁT/Eiﬂ‘rZB‘b*ém‘ms

may be configured to operate 20 with the GPRS data

communi cati on network and the GSM voi ce conmuni cati on

n etA/ﬁnrkany G‘fehmred yﬁasorbf regédtatian dorv acteativat wesdedurebolidve been

comﬁf?@?aqr 3he ge ggﬁewar/n% : Sﬁi @ﬁeyeteél:aézﬁ%rﬂve“mtxgw signals,

lnclﬁlné‘%wmﬁﬁ:e%% déts‘%x@‘éﬁe%§e{ ﬁﬂ:uhét@gﬁ&t 619, ‘B’lgnﬁlp%(iqewed by the
| e device 100 may al so vary. For exanple

anteanb 611 @ frasm theDegmiTing cdtivra netd®rin 61 Mark muterbis the rdesiveresl 2, which

iste n.the.network using a.unigue. )
proviies foF b ARt famiehey douh chfyehsi i tting hannel selection,
etc. ob%wrﬁ@y alk® pfIvidk Qﬂto} tB_Qﬁ%KH] k6nverQYE Valo B A¥RItH conversion of the
access i s associ at th a subscriber or usér of a
receiisidi |segrabyvaléeys AnmRsoamkmecqnypumaathn fugefignsessugh as digital

A R T

signaBt 40bK trah@matedom n@nnewbmosm QeS| QitlidiAg trhédifation and
(i.f 30 any gbeoerable W t hout the SIM devi ce,
encqﬂmg afoﬁ@bilmﬁled yithe DRP| 020hand, #shen peovidadrtp the drangmifter 614 for

dlglﬁagtnﬁ) 'raaglg)%' QchRJ ﬁééé}g 't ﬁgﬁﬁgﬁ@g @;? %%Fr;ﬁl}/o?lgq@:ﬂ%u%at ﬁnphﬁcatlon and

transxpess@hltomlm ccﬁmohmastlorgﬂflwoﬂmmﬁm amdrinaréd8. - 26 0 9

7. WD 2005/.107142 PCT/.CA2005/ 00027 .
8{&%&@59%8%1%%@5@%%@&% af%] %ﬁﬁﬁ%@émp&wm for
tran@@é\{\eertb%‘ﬁf}ol RrRk&hEH, tﬂergamm'eiseapgﬁw ?C?C(;TQQIUWUBH Qignals in the
send and receive conmmunitation signals, including
receb‘tﬁtrrﬁlacﬁndéhandnmfar §14malyde aduptivetn eomllndrtks)u@h@utomatxc gain
ignal s .receiv t.he 6 from
C°“§8€rﬁ%ﬂf‘85?? 5RP 8}‘3 cPkmat_’[‘@alg$F %?gm ég“’f cB’aPﬁ%e‘Yeéccem\‘f:Sl algorithms
coufildso WRlikPlemeRtcdvindBs DISPr 620 @naterddProdide adreRophisticated control
frequency down conversion, filtering, channe
of thetrenscpiyar 6llet ., and may al so provide anal og to
i opfhGamueLal 9@3§ H0031:981, R 104 Ll SARNETRI 9008 operation of
the “recei FETe F ex conmuni BR

the obileidenize 1$)01:lMasy gpes 6ﬂﬂmcrﬁkﬁﬂm1;§dnatdr (ﬂﬂcﬁﬂdnﬁ@@tﬁd cogld be used
to be perfornmed usij nlagthe DSP In a sim

herWnéktema%Y dhat gingls Pt@Qr@mq P%&Sftdotot ??é%@%kbﬁkfuethns of the
mlc?(;oﬂ:ro&rsg eﬁow’ lré%l%%g%&éd%gﬂ gﬂﬁcﬂﬂ)ngqgcﬁgl rh‘?? ép@aga and voice

exanpl e, by the are then VI de
contrhmubartmnmtetpcerfoﬁﬁdd floougldingi D3R 620 iatiel tm\mcmmme&]sll @ther, high-

freque verS|on filterin ampl i ficatj. ona
levql RSNt PORCIOTE RS & SOIB OB OB FgP Ul opig4A, and a

dat2BSARRAIAkSn abﬁh@a‘ﬁ@ht&@ﬁ 619)665 be?&ﬁidqﬁhetﬂ?)% volatlle memory 624 for
communi cation signals, the P 620 al so provides for

execmtansbyeltherrmcmmw@rssorm% eEamemplththegmlcﬁ lcemgiumnication module
6242.?81'355%0{/138 atqpnglﬁg%%ﬂllg? rll%t%rli qr%g%psébalé)[f% ggilqsgjg ira,r?cf reéc\éﬁle voice calls
betﬁ@éﬂ thelh&slie J&%@@O%H%éggiaﬁ dgé‘f SthEOWiEQSr I ddeMRices via the

l emented in the her transceiver control
netwbgoﬁlﬁ hfsnilarly, the data communication module 624B may provide a high-level

user interface operable for sending and receiving data, such as e-mail messages, files,
organizer information, short text messages, etc., between the mobile device 100 and a

plurality of other data devices via the networks 619.
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could also be inplenented in the DSP 620 in order to

provi de nore sophisticated control of the transceiver 09 FEB 2001

6, he m croprocessor 638 preferably nanage
“KE%ﬁ?FgPQ the overall operation of 20 the nDb?F@R%amwmmn7s

devi ce 100. Many types of m croprocessors or
m crocontrol l ers could be used here, or,
al t EhBrigrparagessar SR gl ingrage vithoethar Bevies sebsystemar sych as the

: i ORS,1f ' or . :
disle} 633 3n} W25 GRPu aokTry Mol BRBRF RS R Termg 678, g seral por
630dathe Argboi C632,c ahaTuspealedri 608, tAE EmPEOHIINEEG3IBNT BB Ibhort-range

the DSP 620 in the transceiver 611. Qther, high- |evel
COMIBUHEHI QNS SUBRYSIEHD 0P &0F GRY othey digvige subsysiems generally designated as
g42communi cati on application 624A, and a 25 data

comruni cation application 624B nay be stored in the

nonSemok aof Itke rmabeysten@24hdwn ineXGut I lopebfprhheommunication-related

mi cropr,ocessor, 638, For exanple, .{he vpjce, . )
Fun g S50 AU PS5 R rayid s BRIy G- oPedlice functions.
NotdBE/ somié @ﬁﬁs@@@nﬁﬁﬁfcﬁmsﬁhé re?lbb_aﬁﬁmzt arff e H%%W@zz%hg Be used for

calls between the nobile device 100 and a pluralit
botlyfcoptmenicativinerglaged fnatioms ductd ey ienesingiaatexh enessegevior kransmission

19, .Simlarly,. the data co ni cati gn. nodul e §24B
ovel b it opb g e Sed A rERpel duians Spe Fop CRbutator or
tasiS B dr bther PH A 8GRI MAdAPnEat a, such as e-mail nessages,
files, organizer information, short text nessages,
et cOpeEngBEsiem saftyratsi used S Vhemicroproagsdont3iis prefeiably stored in a

pe gL U5E 00 S5 0014 bl SR 3o o 624 may be

impitroentpd, ofoe ssample 38 aFkeh nnsirgebmpohém, ot fEbat@eybasked-up RAM.
%ﬁﬁsgstenﬁ, such as the display 622, the RAM 626, the ]

In agdiion dp fhe Apgratpa sy MiiTh coBEglst lomslerolgfunciens of the mobile

dev?c%ré A, tlﬁ’@ﬁ&n—v@ﬁgle ﬁl@ﬁog}ﬁgﬁg Bt 3 %glﬁ%ﬁ%@@%arg :ri:’xibdules 624A-

the m crophone 636, th rt-rang nicati
624 By ste lve G4 6cwed bartlye oiidreprodesspr 638 (st the®SP 620), including a

.gener al | esi gnat e 642. Sone of the.,s st ens .
voidl Ofiaunicann "HREPIAR. A SuR ORI RD CRPGE 42T and & pluralit
of dtHacCspeRatsonaMiRydaRs G2uNefor %H@?M_ Stodim pTEAlIBS OVbMEr functions. These

"resident"” or on-device functions. Notably, sone

modyps \a5¢ ergcutedidty Hie nheropmgbwar d3@3andpaovife adhightlayel - interface

ni cat .on-rel ated .

vl T B85 PO T SRR A htuces o rapicn

conipamRANDPESIids ARowphetheadibiflby 629 THlD af dhp@IbulRit WinponeMdprovided
devi ce-resident functions such as a cal cul ator or

thrqughy the; apxiligry J{Q 12 8pisayhapik 682n snaabers 034mndamirgphone 636. The
1 t : ] 6 '
or SIS EARSR Y aea T 0P ERIS0 o SRl v, may e

temporerilp ll@ddet entoenvslytile 2tore, [Sueh o RAMI 626 foe FA¥EFVpYraBidfl. Moreover,
i mpl epent.ed,, for exanple, as a Flash nenor

may , be : y
recel¥hh GREWRUNIGHIORNS Signale apay Blee Kes tamparamly stgredntoaBeliMj @36, before
(0 V. ' rols.. e
pern LB, AEREE A SICHEmaM RSB ARGAN LY p o s
memenp634.624 i ncludes a plurality of software nodul es

624A- o
An exemplary application module 624N that may be loaded onto the mobile device

100 is a personal information manager (PIM) application providing PDA functionality,
such as calendar events, appointments, and task items. This module 624N may also
interact with the voice communication module 624A for managing phone calls, voice

mails, etc., and may also interact with the data communication module for managing e-
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624N t hat can be executed by the m croprocessor 638 09 FEB 2067

(and/or the DSP 620), including a voice conmrunication
nodul e 624A, a data comuni cati on nodul e 624B, and a
WO HII42y of ot her operational nodul es 624N PEE/CA2005/000278
carrying out a plurality of other functions. These 20
nodul es are executed by the m croprocessor 638 and
maibc@umdnicatidrisgind etbhied dzitmmnfrmssaionbet\\l\kmtiaelys ell ofintee fdmetlonahty

nobi | e device 100. This interfac ically |nclu
of thir Y3 eAPMUBISAIER Bl G R v RN AL @;9 s $34B may
be n?t@ a?é?l ihPH %/P@Mﬂ%ll,(lgorrponent provided through the

[Tary 1/0 628 eyboard 632, speaker 634, and _
m c?lmpmmaeolét%ﬁ mémery 6%rpa¢fﬁngl>sylso @mvié@e@ifﬂé systemi toefacilitate

storggihnb IV (412 Bl 80 Hhe SexRb PSPy BglRalion dRgfenbiifgiudes the

abilfiy o 5&Hd irﬂ%@&v@@@tb@ﬁehﬁnextﬂ\é@ b9 QMET, or iH®SR/juEHon with the voice and
conmuni cation signals may al so be tenporarily stored

data eprRANhGRIEON bwidokes 62ﬁér ABnviaythervirdlesy nehwonks ®18. The BIM data

iten e a1 rsrtgeépe%-i%ﬁgl%%al gﬁﬁl zi;t:;)cgﬁtynggu% erﬁ“c lgpsdégegﬁw}: %%%Sehwireless
netwdsks 51 9| edded d@ﬁfegpdridﬂlgrf@ebldfedéi@\ﬂeﬁﬁ staﬁdl&oadsﬁc@ted with a host
per sonal i nformation manager SIpl ication
)

CONMpUERFi Tisteg, Pharebyrreeatgad |mlyroreds wﬁera E dp@ntems agwstaied with a
Qi Agrents, and task itenms. This nodul e 624N may

al'so Interact with the voice comruni cati on nodul e

624@oritext oherag repgesehtonge at:EIad;tSparthﬂlyC&codai Hsta iehs, as artl as fully

decg@ﬁ (?@é% gtﬁéng;z?rrgap%f?\g hgttorp]egggrg Co%”%g%} QQ?)?ngv&atlle and non-

perdtsed iR RAREIDAORER ANPE 6. Oﬂ@ﬂﬂfo@ﬂ%ﬁ@rﬂﬁw?@ﬁstéﬂd@ st&%ﬁ@n the non-
transmssions. Alternatively, all of thé functionality

volatfle trhenenyi @24, donmxamplat wben sodageeing2vals aredrefdtvetjashort, such that

i cation ed into the .

the ST R B SR QRRETY eRetr o B SRr ciahRufh tofage of this

infeHRBoR IR hIRAM 26l & St MolAilé agd nbheistént Stére a8 Breferred, in
of PIMdata itens on the device. The PIM application

ordeyr of ensuisl hat Hel indumatine is atgbed from meweny whae themepile device 100

ooyt 9 L P S EDBIIEL 90 et
pariiley tb@deil fefopatine byaeksving% niEhprPcMpdtm thetrmotiladerice 100,

preferably seam essly integrated, synchronized and
for gxeaPld, via the wirel ess net wor ks 619, with a

Cor Eﬁé %Mie”%%@é 186 rHQ}'; Pe! heiEL ti%%@mﬂ[zeﬁ%ﬁﬁ'a%@& system by

ost conput er” system creat
placmgrthe edviey sit0eninf ar idedfzce ¢redis, asmbr:ccmpdnt ﬂmetsrenal port 630 of the

moBf Fet 00 48 Birers anpatof Griom AL SH PSS ety The Sl port 630
mag%%%qlsg@E@eﬂa%fé@ uséth& seﬁ ?éf%fe%@ésythﬁiu%ﬁ%ﬁ Rferhd] Qievwe or software

| e device 100 in a vol atl e and non- persistent
apmicetien, swdah dasvridesl QAR gfdicatBuc moidnies 624N fon imsailation. This wired

i nstead _be stored.in.t non 15.vo] atil e ry 624, . .
doy o g PaaY PRrHeRd 40 Mk PHRrEnian KspnsS, tBF AETibe hich is a more

secBfbdethoi8fant Bahanging encryption information via the wireless network 619.

P

Interfaces for other wired download paths may be provided in the mobile device 100, in
addition to or instead of the serial port 630. For example, a USB port would provide an
interface to a similarly equipped personal computer.

Additional application modules 624N may be loaded onto the mobile device 100
through the networks 619, through an auxiliary /O subsystem 628, through the serial port
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the information is renoved from nmenory soon after it

is stored. However, storage of this information in 09 FEB 2007

the RAM 626 or another volatile and non- per si st ent
WOQBYH714 preferred, in order to ensure that PRE/CA2005/000278
information is erased fromnenory when the nobile
device 100 | oses power. This prevents an unauthori zed
630,pdirbygh rnthen sthbtta'hmgmgommwmctatibasi siibsysthral @10, 26 through any other
) rtially decod i nf tion by renmovin
suitdb SRy 5 AR R RIG SHe0 (hE GPTeiais BIEmArY 624 or RAM
626 n@@dﬂ ﬁeﬂsmt‘f &n 139911%nqgst9m%| InkreaYeiCtRE F0h&RMaltyt Bf fhe mobile
ost system by "placing the device 100 in an intérface
devncc abDOe andhimaly mypxieegnhmeé epii- dbvxpgrﬁmmsofcommumcanon -related
dev to the serial ute
Foncl{385. o b0 3G CEEP s e R e RNy Bye RS TS Ghapls clectronic

comufee i RRAb| MdaoWUse udlP findhcifl GhRdaeHERS td tbraowkbrafed using the
external device or software application, or to

Indﬂbwhwmadoﬁther appl i cation nodul es 624N for

%é moblThldgw 1%% d8 Lt‘? 1ﬁ)a§ I?la Xo %u%f’c%ﬂoﬁ mode, a
a

encryp i OR' Key ont

receliKE&demgﬁzﬂQ giich aEhhe: hi&mtgemiwngabn}gagenwwbadgns processed by the
information via the wireless network 619, Interface
trangesivesmpretuled | bandipvatidssdophe mucroRyPosEsop P8 Waighipreierbly further

prodBis!ife g&:\él\fég §g§ngl:uf ﬁuﬁ%l@%géés RNk Gt 4035t e%g:l e@éntﬁzgg)utput to

seril a port or ex USB port woul d provi
the displalyrt28r bpaitetmatiaclyj wi ziraadxyllzﬁgd!(b pledicpé28.0Aalser of mobile device

co Addi ti onal application dul es 624N be
100; BRRAE D RRBPS IO HIerE: GUUT &6 Crg8 PFSGEEgn SEhe e Keyboard 632,

whx?lﬁ?%’ﬁ%é@&aﬁléyg% ectrjll?xgi%i% Eﬁl\ﬁn@%é’ﬁé kgﬁ%égdf géé %Q?YﬁttngTY style,

alth@@@ﬁbm@v $¥esRETWoBA G0 BhIRORMEric 8Yhoardw mghisﬂh@ known DVORAK

short-range c ni cat subsyst.em 6 hr ou
st18 AR AP it KDL aith ) B Bt LT 1P af Byt Hifehgea wien
plutd§igy of ButiligryPO-desicrt ioke, WRIEhr vap Zdclede B&Mmlﬁaﬁeel&@h device, a

flexibility in application installation increases_ the
toughpads 3 vty of S\Mftcltqﬁea FRskeT iapuigavifcde citod harampgyed data items input

by Memékéjrem h@x@ﬁ %ﬁ e \few{ﬁg'c%%nmggztitho.n B%trworks 619 via the

onnunlca ion-rel ate unctions
trang&engd reodideélit.e communi cati on applicati ons may enabl e

el ectronjc rce functions and other such
{1 nienahe (peli a8t 08 5 BBCIBLRE oR rfetoifs ARG Rication mode, the
ovelPbp&atisV b e }Agc%gle\%eﬁe {h&anRikisy g%‘ﬂa? ?0 e Qia{asmode except that

operating In a a communi cat | on ‘node, recei v
recgw@ahgna@tafe pseferabbhx be nagpeg® _cbhe apwédsr pﬁﬁ@eantbwmhmdl,gnals for

I S .processed by t 10 t.ransce r |l e. 611 and .
ST o oEREH dPop BLECEDT 6986 VPIUReBRaraldpey audio L0
subg%&; t&HE sulh A6 @SefiSe eSsak &l oYEids SuB&Atent, AV hish Fﬂeelmpl?]mented on

es as described abOve, for evertual output to
the dn@plm@emmo{b rAlthmugle rvnmelweﬂush,o sngnee\muamt g pl@fgrabllycaccomphshed

6 A f le d
oGS 44 Baee 6ol thes GisDfR; §22, 9088 beusly g paovide an
mdi‘(ﬁ}igﬂ af %eﬁlagmtlty\MF'aCéallin% ST Blealtiritich SO/PbigS Ball, olr other voice call

al phanuneric keyboard l'aid out in the QAERTY sty
related information. For example, the microprocessor 638, in conjunction with the voice
communication module and the operating system software, may detect the caller
identification information of an incoming voice call and display it on the display 622.
A short-range communications subsystem 640 is also included in the mobile device

100. The subsystem 640 may include an infrared device and associated circuits and
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15 al though other styles of conplete al phanuneric
keyboards such as the known DVORAK style may al so be 0 9 FEB 2007
r input to the nobile device 100 is furth
‘Na%ﬁ%%@z%&mnth a plurality of auxiliary I/C)de3?5@§2MHmmn78
628, which may include a thunbwheel input device, a
touchpad, a variety of switches, a rocker input
ComgRQNERts, Ot ghortrrange gﬁfpmuam@pn meduleisipyas a Wuettmth module or

o 4051 AR AR NS, A5 ETTUTG0 bgg-raic

systens ambubecebevmma@mnea inpdeadri Mgl dppreciftt aRat “BluetoothTM” and
‘ﬂoﬁ&gnun%catlon node overal | operation of the
eigelp; 8eds jof 'lcamnswawyﬂ@hl?nfrcan the Ingftuigaeh Electrical and
sl r I

Elegig(?tgﬁst E{n%ﬁ@%e %ggéua etrgcvzgf\zq@s@ np?r%%?icgreglngtggfrﬂ ?%(?l&;lyelesg local area

netwpeissrespativalyar e generated by a m crophone 636
Al ternative voice or audio UO 25 subsystens, such as
a voi ce nmessage recordi ng subsystem may al so be
i npl emented on the nobile device 100. Al though voice
or audio signal output is preferably acconplished
primarily through the speaker 634, the display 622 nay
al so be used to provide an indication of the identity
of a calling party, the duration of a voice call, or
other voice call related information. For exanple,
the m croprocessor 638, in conjunction with the voice
30 communi cation nodul e and the operating system
software, may detect the caller identification
i nformati on of an incom ng voice call and display it
on the display 622.' A short-range conmuni cations
subsystem 640 is also included in the nobile device
100. The subsystem 640 may i nclude an infrared device
and associated circuits and -30 0 9 FEB 2007 WO
2005/ 107142 PCT/ CA2005/ 000278 conponents, or a
short-range RF communi cati on nodul e such as a
Bl uet oot hTM nodul e or an 802. 11 nodul e, for exanpl e,
to provide for conmunication with simlarly-enabl ed
systens and devices. Those skilled in the art wll
appreci ate that "BluetoothTM and "802.11" refer to
sets of .specifications, available fromthe Institute
of Electrical and 5 Electronics Engineers, relating to
Wi rel ess personal area networks and wirel ess | oca
area networks, respectively. -31 0 FEB 2007 CLAI Ms:
1. Anethod for handling a digital certificate for use
with an el ectroni c nessage, conprising: determning a
previous tinme when validity of the digital certificate
was checked; checking validity of the digital
certificate if length of tinme since the digital
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certificate was previously checked satisfies a g9 FEp 2007
pre-selected criterion. 2. The nethod of claim1, i
wherein the nethod of claiml is for use on a wireless
nobi | e conmuni cati ons device. 3. The nmethod of claim
1, wherein the nmethod of claiml is for use on a
CLAMSonal digital assistant (PDA). 4. The met hod of
claim1, wherein the digital certificate establishes
identity of a mnessage recipient. 5. The nmethod of
1. cI aA mdthodme rhendlinghe digltelcderttivat: foessagehias cavireniandssage,
ssage. 6. The nethod of claim 1, wherein validation
Cor'Eﬂ“sggdlgltal certificate includes comunication over
a Wdighesisg 0 etamuuk tl‘v‘lilet\hhea \I‘aﬁm 6f thedigitakcektitddate was checked,
val idates djgital cer ate 7. The met hod of.
cl ailieFiing yHihgonthg g1 f% it iengthf e St ther el o
cerﬂlﬁtcaleud@ﬁne\ﬁ&mmleg@tdlsmﬂ@yﬁbreascvyueelcﬁﬁ:ﬁomet work with a
renote certificate authority. 8. The method of claim
1, wherein status of the digital certificates is not
2. Cheﬁk&ﬁﬁne Q@%ﬁgﬁﬁn tlh§ heRB! the B cgc{ng' i %'toF&! dnfz{ GAkRss
o ed I's wthin an assurance tinme period
molgite dogmniomcatiOns deheenet hod of claim 8, wherein a tine
value for the assurance tine period criterion is
sel ected based upon a security consideration and a
3. I’TDlehcﬁm@hGNtﬂ o€clapenf eheraince arisiddechlimanis G2ud o dfBsonal
q 10, The nmethod of claim1l, wherein data fromthe
digiigl g5t P21 fi cate is used to encode or decode the
el ectronic nessage. 11. The net hod of cIa|n110
wherei n the encodi ng or decodi ng includes di al
4. gj gjﬁlé@c @@@106,06@&@, lngvheé*r% gfyap(@lg Cﬁftk-;l@é‘gsqsﬁells es ldentlty of a
megggggg lQ processing, and conbi nations thereof. 12.
he nethod of claim 11, wherein a public key fromthe
d|g|tal certificate is used in encoding the
el ) '
5. uherts A6 SEAAROL wikitin MOBIRAROMe Rnede B Ml messose.
used in processing a digital signature associated
MAt t he elec r ni c S ai
o 1 e Er He CR e ATz ap cviianet 8 T refhyicflenuces
consiuatlmloafm*eha witkleskegwelikgivitala eafdid téreRt aha waildhes Wigital
ils. 15. The method of claim1, wherein the user
Ce' P8P nes whether to still send the electronic
nmessage despite status of the checked digital
certificate's validity failing. 16. The nethod of
7. cl aftg methgdeplerlaingi I feheasin \awgﬂroan@feup@glmsorseﬁ&rcéte includes

conf RSRESHR YL WiSEGs network with a remote certificate authority.

8. The method of claim 1, wherein status of the digital certificates is not checked
because the last time the digital certificate was checked is within an assurance time

period criterion.

9. The method of claim 8, wherein a time value for the assurance time period
criterion 1s selected based upon a security consideration and a mobile device
performance consideration.
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to determ ne whether to check validity of different

digital certificates. 17. An apparatus for handling a 09 FEB 2007
digital certificate for use with an electronic

nmessage, conprising: a data store to store

certificate checking criterion information; said

checking criterion information including tenporal data

related to checking a digital certificate; a checking
d e ha

cce ta,st
Frocul s ebed i e Pt A% dReh B & pRp G St Btncode
ordjeg(bdeahe ele@fdmcfm@sa&@ based upon the certificate
checking criterion information stored in the data
store; 33 0 9 F E B 2007 wherein validity of the
1di 9i TRd nfe@lddi & €RIS 103 v\q{%?&llfqge RAGRFheUBO Bedddfg includes digital
determ nati on perforned by the checking nodul e. 18.
signpeurg ipedeating SEneHan mracessing efesiyntioh @rasgisiigatand qogbinations
thfi%[)fuse on a wreless nobile comunications devi ce.
The apparatus of claim 17, wherein the apparatus
IS for use on a personal digital assistant (PDA) 20.

1%?8, ]fo%i i WC%Zlge\ém é%nﬁ{l\fral | t?lgtdl otgl certlfacate is used

nica
uMM&&hQ@&eQEkWﬂmknm$§@ea renote certificate authorlty.

21. The apparatus of claim 17, wherein the data store
i ncludes a data structure for containing different

1 8SSUTADGRIRAMIRMSM Whehetelh 4 h@ldike) Goaihe ABHMT &dHifcate is used

periods are respectlvely used to determ ne whether to
ircpreedesipap digitalsigiatye agsacialsd withghe elpcteoBiNessest es. 22,

An apparatus for handling a digital certificate for

use with an el ectronic nessage, conprising: nmeans for
Idlet erlixe matrpdaofplami behetrdimthewhgitel watifidate ys ot us¢rbif status of the

ertidfi checked; neans for checking
Cg: e&g¥n8 ngﬁaég gll(%/\R’Sfacertlfl(:ate if length of tinme

S|nce the di gital certlflcate was previously checked

atl i es criterio wher ei tat us.,pof
o i oo BF B dar et it biehdkeitbo e BeBe fh i tend the
eleaﬁbmt I¥Esabh@esplé ghtugbf ke chdcked digRalwasifichres keittifystailing.
within an assurance tinme period criterion; wherein a
time value for the assurance tine period criterion is

18€! ectRgnIRRESt cIHRON veheRE Wiffelsht GRNGRhELHHMIO BredBedively used
nobi | e devi ce perfornance consi deration; wherein the

telgjprmaine whethertp ehack viakidiphefrdereridigitaberthifsalesr ocessi ng
an electronic

17. An apparatus for handling a digital certificate for use with an electronic message,
comprising:
a data store to store certificate checking criterion information;

said checking criterion information including temporal data related to checking a

digital certificate;
a checking module having access to the data store;

said checking module determining whether to check validity of the digital

certificate based upon the certificate checking criterion information stored in the data

store;
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wherein validity of the digital certificate is checked based upon the determination

performed by the checking module.

18. The apparatus of claim 17, wherein the apparatus is for use on a wireless mobile

communications device.

19. The apparatus of claim 17, wherein the apparatus is for use on a personal digital
assistant (PDA).
20. The apparatus of claim 17, wherein validation of a digital certificate includes

communication over a wireless network with a remote certificate authority.

21. The apparatus of claim 17, wherein the data store includes a data structure for
containing different assurance periods;
wherein the different assurance periods are respectively used to determine

whether to check validity of different digital certificates.

22. An apparatus for handling a digital certificate for use with an electronic message,
comprising:

means for determining a previous time when validity of the digital certificate was
checked;

means for checking validity of the digital certificate if length of time since the
digital certificate was previously checked satisfies a pre-selected criterion;

wherein status of the digital certificate is not checked because the last time the
digital certificate was checked is within an assurance time period criterion;

wherein a time value for the assurance time period criterion is selected based
upon a security consideration and a mobile device performance consideration;

wherein the digital certificate i1s thereafter used for processing an electronic

message.
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