1 METHOD AND SYSTEM FOR DATA RETRIEVAL FROM HETEROGENEOUS DATA SOURCES
FIELD OF INVENTION 5 The invention generally relates to data retrieval from heterogeneous data
sources, and more particularly, to specifying and coiifiguring multiple types of data sources, for
information searching and retrieval from the different types of data sources through a network
interface. 10 BACKGROUND Data storage of data and information and search and retrieval of the

stored inforMBEITHOD N SESVENINOToDATR RAUTTEAVIASKFROMITES N 0RRpEIES
systems. These tasks are complicated by the number of different types of data storage ‘sources or
stores that are available and by the number & EE R AN S U applications that are available to
access and search the data sources. Often, some of the data sources are incompatible with the
search or ac AMmams the search and retrieval of the data and information stored
on the mconm possible. 20 To access incompatible data sources, the application
must incBrporate the accessing and searching logic and codes of each data source type desired.

Writing such code |srllésual more ¢ ex.and re uwes more_ effort to program than other types of
programming code.'Ea&N ?8%%?98@%8%5&8 At ey abipm distrigaenspes seta 6MErRSine to -

perform mformdttnnreqimi@iﬂi}s&arsﬁvﬁgyﬂiﬁwﬁr@d%ﬁ m&%@&%&%@;&%ﬂ&@%&m'que to
s

each data source. Additionally, searches rme e Internet uc as a web-wide search, span
millions of wéb PAGEE ATTAt o (ff’gég g’% Frg Y%‘és SetA SAERSs BreRENR indexes a
much smallenebubrhutarfaese varied set of content types. The web 30 wide type searches are less
specificl H"lan enterprises-type searches, and users or requesters performing enterprise-type searches
typically require access to different types of data sources.

BACKGROUND

Data storage of data and information and search and retrieval of the stored

information through a network interface are significant tasks performed by computer

15 . systems. These tasks are complicated by the number of different types of data storage
sources or stores that are available and by the number of di.fferent types of applications
that are available to access and search the data sources. Often, some of the data sources
are incompatible with the search or access application, which makes the search and
retrieval of the data and information stored on the incompatible data sources impossible.

20 To access incompatible data sources, the application must incorporate the accessing and
searching logic and codes of each data source type desired. Writing such code is usually
more complex and requires more effort to program than other types of programming
code. Each data source typically has a set of query languages or a search engine to
perform information retrieval or searching. The languages or search engine are usually

25  unique to each data source,

Additionally, searches performed on the Internet, such as a web-wide search,
span millions of web pages. Another type of search is an enterprise-type search, which
typically indexes 2 much smaller, but much more varied set of content types. The web-

30 wide type searches are less specific than enterprises-type searches, and users or
requesters performing enterprise-type searches typically require access to different types

of data sources.



2 Attempts have been made to provide systems to retrieve or search information resident in multiple
data sources. US Patent No. 5,634,053 issued 27 May 1997 to Noble et al. describes a federated
information management (FIM) system and method for 5 integrating data from multiple databases to
provide users with access to a virtual database. The FIM system provides a uniform user interface,
however, the multiple databases mentioned are of a similar type, specifically, database management
system (DBMS). 10 International Patent Publication No. WO-A-00/75,849 published 14 December
2000 to Lackey et a|. disclosgs a,middleware system that provides access to disparate data sources,

such as relational AHTREBREREEIIRRISJedLoHERRISIemS it R pRischdrmaicnextensible

mark-up langeddentkMhlliigk daiesorsten oYYt 8R/75 S008dR 299085 W eifierRabipes of
data sources,tr%#uéoﬁ%l%iconfi%res theg%? properties of the data source, which enables the application
to create a cEelERHIPSH thErdgtated MR anasrmsHs G ssien and mathedise attributes

requireds for ineaseling dimaBsenaatiigsisiamsel W ardvY 6eR4Riaxides diexihiggpnnectivity to a

single data spurce, but does not provide such flexible and configurable data retrieval from
heterogened B&ﬁ?ﬁ's&?&@ﬁfﬁsﬁ%m&?%éé Raifete BeeRiatR s s Ry oy shermatiplsuerying
heterogeneatigabiaie seesediais Daiesiaver aypehwuk iy, cumsxtdinaichanas: HsBatent No.
5,953,716 im September 1999 to Madnick et al. describes a system for querying disparate,
heterogene ‘sources over a network that includes a request translator 25 and a data translator.
The request translator translates a request having an associated data context declared by the
requester into a query havin secor}j ta context associated with it. The second context is also

?a tﬁ?‘%i re

associated with the SYERIATRRHEAROn NN PR 4P aiishedal dJoreembenis system
also includege0dataliiekelesos]. wibithsbonshatateirael s damiioniitdaeconiarspgsiared by the

data source queried 30 into the data context, associated with the request. A related method for -

querying disHeAR AT AR LS PR-rolaonaldatbasest muiidimesasioarides the steps
databases, objects and extensible mark-up language (30ML) files. The system of WO-A-

00/75,849 provides access to different types of data sources, but only configures the

15 properties of the data source, which enables the application to create a connection for the
data source Without configuring the search and returnable attributes required for
searching. In essence the system of WO-A-00/75,849 provides flexible connectivity to a
single data source, but does not provide such flexible and configurable data retrieval
from heterogeneous data sources.

20

Attempts also have been made to provide systems for querying heterogeneous

data sources distributed over a network using context interchange. US Patent No.
5,953,716 issued 14 September 1999 to Madnick et al. describes a system for queryiﬁg
disparate, heterogeneous data sources over a network that includes a request translator

25  and a data translator. The request translator translates a request having an associated
data context declared by the requester into a query having a second data context
associated with it. The second context is also associated with the query and is declared
by, at least one of the disparate data sources. This system also includes a data translator,
which translates received data from the data context declared by the data source queried

30 into the data context associated with the request. A related method for querying
disparate data sources over a network is also described. The method includes the steps

of translating a request having an associated data context into a query having a second



of translating a request having an associated data context into a query having a second s data
context. The second data context is associated with one of the disparate data sources to be queried.
The method further includes translating data received from the data sources, from the data contexts
associated with the data sources, into the data context associated with the request. The above
systems are unable to support different types of data sources and dynamically identify applicable
types of data sources, or dynamically define the scope of a search. Thus, a need exists for a method
or a systemdaaduriess e peobldmsdiscussad aaoiadb mihtamortts, Bezacly datretoigval from

multiple heteyogergetisddataesawited. fHtHIMARYI&Neaaspeabofidhe preseat invantien gravides a

system 1_‘or %@%@HDQ&HQH@W@MBgntQQJ@J:E&SBi@ze{H WK@JHX}@ BRlEBORRE CHis IR FH IGSRethe system
comprising: a%s%%fﬁ'&%’(ﬁthe%ﬁ 1entfqr communicating with each data source, wherein each data source

has at least one associated data source type, data source category or data source owner, and said
configure element confi%ures and selects at least one data source from which to retrieve data,

wherein the selectibifi$¥¥8eydraniyaanrbkuteestppertadtdseiicarsatefsiforatess sBidrce owner;
a search elelyiam ikl godariieapierbistiyive cofigreisiementmathsalil dsélectbd wate sburce, said
search elementicdnfigured to retrieve said data from at least one of the heterogeneous data sources
in accordance with a task request; a search translator for each data source, to communicate with both

the configure elemepyand, (R seRIcyCIEMERLANCLADSIIPHS INGHACH {9 cATMURGANNG between
said eIementg an s%gahetero%ene§us datta Sources. An aItanate asl%egst 8f the Bresent invention
5 ,

. above I access, wearch, or retrieval from multiple heteroge ata solirces.
prowdes a mec%hOGO]IOI’ searchirig and’ retrlevmg a(%a %m g. P urah‘fg o1 heterogeneous data sources,

through a network interface, comprising the steps of. providing a configure element in communication
with each d2kd¥5ddrBe. wherein said configure element configures and selects at least one data
source from which to retrieve data, from said plurality of heterogeneous data sources, wherein each of

said data sources igrasapetaletiwiiicatde asianeCprserRININGdIar searching and retrieving

' data from a plurality of heterogeneous data sources, the system comprising: a configure

element for communicating with each data source, wherein each data source has at least

one associated data source type, data source category or data source owner, and said

configure element configures and selects at least one data source from which to retrieve

data, wherein the selection is based on said data source type, data source category or data

source owner; a search element for communicating with the configure element and each

selected data source, said search element configured to retrieve said data from at least one

of the heterogeneous data sources in accordance with a task request; a search translator

for each data source, to communicate with both the configure element and the search

element; and a network interface for communicating between said elements and said
heterogeneous data sources.

An alternate aspect of the present invention provides a method for searching and
retrieving data from a plurality of heterogencous data sources, through a network
interface, comprising the steps of: providing a configure element in communication with
each data source, wherein said configure element configures and selects at least one data
source from which fo retrieve data, from said plurality of heterogeneous data sources,
wherein each of said data sources is assoctated with at least one corresponding data
source type, data source category or data source owner, and said selection is based on
said data source type, data source category or data source owner; and retrieving said data
in accordance with a task request, using a search element in communication with the
configure element and each selected data source; wherein communication between the
data sources and the configure element and the search element is via search translators.



source type, data source category or data source owner, and said selection is based on said data
source type, data source category or data source owner; and retrieving said data in accordance with a
task request, using a search element in communicatibn with the configure element and each selected
data source; wherein communication between the data sources and the configure element and the
search element is via search translators 4 BRIEF DESCRIPTION OF THE DRAWINGS These and
other featuresFabeatsa0R BNAINQE J BeDRAWTNGS of the invention will be better understood and
readily apparent to one of ordlnary skill in the art 5 from the following written description, in
conjunction with drawings, in which: Figure 1 is a block diagram of the system of an embodiment of the
invention; Figure Zﬁ@bmkaﬂmgrﬁmg;\btﬁxeﬂmm@ﬁ%h@@ﬁ@ﬁ%%ﬂiﬁl@ﬁ?@@ﬁﬁ@m 10 within
Figure [, Frg%?%l{s afla fl %%%am of a 3 SO rce nfr uration and cate orisation operatron of an
embodiment of the nven e'Igrgurefafs I%lw E% SPERBSRHG oAt bieams shilsm SR #ethod;
Figure 55is afiiony &a@ﬁnm&mmﬁ&mpﬁoasmwmﬁmﬂ segichaamligwiserrch by data
source owner) of an embodiment of the invention; 20 Figure 6 is a flow diagram of a requester's
access control and search operation (search by data source category) of an embodiment of the
invention; and Figuiiguis & flovbilielydingrafreofiuasiten ateasaruinakansrspaishangration (search
by data source type) of an embodiment of the invention. 25 DETAILED DESCRIPTION A system and
method are disclosed for specifying or configuring, together with categorising or classifying, various
types of multiple dafigsve s Thelsjstgmmofa0natphdopiriedmastevesiiadiomdie various
types o{diat%% ]]a network interface. Examples of the various type of data sources may
include, for example ational database management system (RDBMS), a light-weight directory
access 5

Figure 3 is a flow diagram of a data source configuration and categorisation

operation of an embodiment of the invention;
15 Figure 4 is flow chart of a configuration and categorisation method;

Figure 5 is a flow diagram of a requester’s access contro] and search operation

(search by data source owner} of an embodiment of the invention;

20 Figure 6 is a flow diagram of a requester’s access contro] and search operation

(search by data source category) of an embodiment of the invention: and

Figure 7 is a flow diagram of a requester’s access control and search operation

(search by data source type) of an embodiment of the invention.
25

DETAILED DESCRIPTION

A system and method are disclosed for specifying or configuring, together with
categorising or classifying, various types of multiple data sources. The system and
30  method retrieve search results from the various types of data sources via a network
interface. Examples of the various type of data sources may include, for exampie, a

relational database management system (RDBMS), a light-weight directory access



protocol (LDAP), an extensible mark-up language database (XMLDB), extensible mark- up language
(XML) files, hypertext mark-up language (HTML) files, TEXT files, and the like. Pre-configuration and
pre-categorisation of search categories may be performed during deployment before actual search
(information retrieval) takes place. Both the 5 configuration and the categorisation of various types of
multiple data sources may be implemented via an application programming interface (API) or a web

service, suchmsoaosiiplePybiactacedbi pieteas) (SR aalks el RaENS withhahslprf a data

source confi Lﬂ%tor ele igure 1 shows_an embodiment of the system 10 having a configure

10 F
element2 h %ngm rHiR%e TYBRRSHE ek B dananaea BT Wih BlandB¥Tr8icsomurator 12.
The system @ Hilso Pas-contatebtiole merird-cammisingon %?@E@Pcméﬁ@%&ﬁﬁfﬂem%%ﬁgme) 20

in communi;:(ﬁtion %a search }ilter engadllg% 16, A search translator 18 is provided for each data
source 30. THEBESTNPEHGLRSIOFS AFeal I Bshicniornpsion separal wharodass. nRgibeequired to

commuﬁcatemﬂ@ﬁﬁ@@ﬁiﬁ%@ﬂi%ﬁﬁﬁtﬁﬁﬂé@v%@ﬂ@%ﬁEﬁ‘ﬁlﬁ[ﬁg%%@ﬁ@é@&%ﬂ@caﬂon 6
invokes a netwark inteerégace, which.is a search interface 8, such as SOAP and API, which is in

communicat/S¥ HARRER ARILOR BIAEHIR LR e e AR Rk dcrghtenicer ek &t em 10 also
comprises aimeiadhgeor mmasiesindes 220 poreaMsHeatesHtHRG; fate IRUCS safiowater 12 20

and the search ssanaﬁer 0. The data source configurator 12 and the search manager 20 are also in
communication 08 G5 8burces 30. Moreover, the search translators 18 are also in
communication with the data sources 30. Figure 2 illustrate exemplary options for configuring and

catego fﬁing of dat}.25 siugzes 30 that a .ailablcegj the administration element 14 of Figure 1, such
as, adding 32, delettfgf 34, BP ViR 8‘};”6%{{5 Py Sl Ry 8 & fomistTs S midh A requester

26 selects oheviignaradssiaishetbraancholian porinen iaimaion @ialigatedbenfEapgsed search
38 in the seqrfh iiter ergénl\g 16 to.form a r%ggival task. The requester 26 also selects the type of data
sources, for exampie CaSPAP SS0 BESISRAR: S PRRAISINEBEPA A MHEREE, (5P#FRE category of

data sourcespftiraxaginty NEWGnMSERS 06 ROV Sl RANSAGEIINS, of dalapasiagsa0 to be
included for w% %]z%t\iggegefgrr%gc% data source 30. The search translator 18 of eaéh particular type
15 of data source 30 may be required to communicate with the search elements 4 and/or the
configure elements 2. A search application 6 invokes a network interface, which is a
sr;arch interface 8, such as SOAP and API, which is in communication with the
administrative element 14 and the search filter engine 16, The system 10 also comprises
a meta-file or master index 22 in communication with the data source configurator 12
20  and the search manager 20. The data source configurator 12 and the search manager 20
are also in communication with the data sources 30. Moreover, the search transiators 18

are also in communication with the data sources 30.

Figure 2 illustrate exemplary options for configuring and categorising of data
25  sources 30 that available in the administration element 14 of Figure 1, such as, adding
32, deleting 34, or viewing 36 a data source 30. During a search 38 operation a requester
26 selects one or more search terms and other pertinent information relating to the
proposed search 38 in the search filter engine 16 to form a retrieval task. The requester
26 also selects the type of data sources, for example RDBMS, LDAP, XMLDB, XML,
30  HTML, TEXT and the like, or the category of data sources, for example NEWS, USERS,
GROUPS, TRANSACTIONS, of data sources 30 to be included for information search



and retrieval. The requester 26 may be a user or an application or a combination of the two, each
performing different functions. The retrieval task and information on the data sources to be included
are sentto 5 the search manager 20. The search ngnager 20, in turn, formulates a task request, such
as a search request, for the relevant selected type or category of data sources, and forwards the
formulated search request to the appropriate search translators 18 that correspond to the specified

tpe or catoqgpieltaln sAusen Ao nagaied The SAIERURRSRITS AR s gyt cata

sources 30 issue their respective search 10 requests to t respondi ata sources The
search transi#oreaeBnasfinyming diffemud Enodeiest syntax is appropriate to its corresponding data
source type. The search translators 18 use the respective search requests to retrieve the search
results from their corresponding data sources 30. Searches are carried out in accordance with the
retrieval task on thehsarEeedbizsic endiduienatiforentthadstosmuttple batadudedes@nSearch 15

results feom gach.afd - ig u he search manager 20 back
to the requester 26. P?giéé%%figurégg%c%ag%%%%%?ggh%%%’gﬁgﬁgﬁ%y%gﬁggggugﬁg 1égol(}ejrces 30

that are confi@resargh degainsgdids diedalingntrsigatedsynroer matiipuratidintinmd @@asategorisation
operation a i, El fl hich of the data source(s)
30 can be s A T

) e types o ata sources
(RDBMS, XEpm Apthr wneckHTEd LYPRRX Fathikosyert dasn dotreageieticserncthedteBosisation(s) or

classification(s)- b g fateg ?%@?eﬂ%{y&ty%%e %&%%%ﬁ}%%%%ﬁ%ﬁfi%g% , etc.), under

which the data 25 sources 30 fall. In this embodime ies or

configithes, dReneEiifie hekewarnansiyp dataaences dGrcEbaeereciutransiaiatsel Fecrrfytérag aeor

example, thedlath e PNRETA Wﬁ%@ﬁ&%ﬁ%@ﬁg niosaien %ﬁf%&%@&@& the

required data 30 sources, Searchable attributes, returna outes, and t ke under generic
categories i@ HgoseAfcesathstaspriEY herchiceanesthi setiievertharegeeuils Sifipstheid executes

different kindgetgearmhe auiidhrdetp ok tas-Aeaseh MISLARAUNG J0.BRMINE SRAGR fetrioval

task on the selected pre-configured different types of multiple data sources 30. Search
15 results from each of the pre-configured data sources 30 are returned by the search

manager 20 back to the reguester 26.

Pre-configured data sources as mentioned above may be those data sources 30

that are configured and categorised during the data source configuration and

20 categorisation operation as shown in Figure 3. The data source owner 42 may configure
which of the data source(s) 30 can be searched. The data source owner 42 may aiso
specify the types of the data sources (RDBMS, XMLDB, LDAP, XML, HTML, TEXT
files, etc.) and the generic search categorisation(s) or classification(s) 24 of the data
sources (NEWS, USERS, GROUPS, TRANSACTIONS, etc.), under which the data

25  sources 30 fall

In this embodiment, the data source owner 42 specifies or configures, and verifies
the various types of data sources 30 required by the requester 26. For example, the data
source owner 42 specifies or configures the information or properties of the required data

30  sources, searchable attributes, returnable attributes, and the like under generic categories
into the search master index meta-file 22. The search manager 20 classifies and executes

different kinds of searches with the help of the search filter engine 16 and the search



translators 18 on those pre-configured data sources 30 based on any one of: data source type, data
source category 24 and the data source owner 42 who configured the data source(s). The search filter
engine 16 is configured to receive search informatiof, the data source type or category, and
information of the data source owner that configured 5 the data source. Search translators 18 such as
SQL, X-QUERY, XPATH, Netscape Directory SDK 4.0 for Java, and the like, retrieve search results
from the variparskies d6uncelo3 prespedivatd basadardhe Gbaseh infanpationaaeingdata source
type or categor or 10 the data source pwner 42 that configured the search forwarded by the
search filtergié’n%ir%{:all t YOuFRS & %%W#éﬁ%gﬁ%%ﬁ%ﬁq&%%@% Ve %&%&W?Q&b‘éﬁ’@sing the
search inforsnatim(shathedsarchyfilte seginehlffitsroongingedeinseiilaira il approniitaipyntax
information specific to its corresponding data source type. The search translators 18 use the
respective sé%?%ﬁollgaﬁbﬁg % ?ﬁ%%ﬁ%%%&ﬁ?gﬁ%%%&e AP RS Q3RS A conREasdnt types of .
multipledatalsodatzesr@freFigure 3 shows a data source configuration and categorisation operation of

an embodiment of the invention. As shown, each data source owner 42 specifies a set of categories
24 under which one or more heterogeneous data sources 30 can be configured 20 for data retrieval.

Each specified catefjaryitnhfigires sidkastSuie, daIsBREe BPA FiguRi-shomsasgrexample of
the data sou at.are configured and categorised by the data source owners 42 (data source
owner, - dat%g&%%%g&fgﬁﬁ&%&? %7 f@é%g"g ,tséngﬁgmmgvggt@w
configurationreapectatégdrisatian de tharchriedopniigoteshdate: dak 66630 (Rl arsQuEesry TAkR

sourcelN), shown as arrows betw 25 levels. During the data source, configuration and
catego&it}satigﬁao%ae??ast?gff%%%ﬁg%%%gggo %%%‘geé#é‘g%@ﬁ‘ﬁ 388”55 Q’n%?ﬁ&ﬁf%l%@ﬁﬁﬂ%ﬁes more
access contrbh by easgathdatmager2e fonmeatside ughactidal sosseeicatqoeatiesieyale asstdata source

types level, tg the requester 26. The,data squrce owners 42, categories 24, and data sources 30 may
be configuréﬁé By FRSEd o P Sw’%kﬁ%%i%ﬁ%&%?ﬁ@%%% FRIRBHARGBAE gorisation

andior categorised hany €o
operation asisfiswatiorFipenifid @ik vitrespbadingelatakigure fyrmn TbedirdereaflamelngS70
comprises t%cdx%ts%g’c RI€ Search requests to retrieve the search results from their corresponding |

15 different typés of multiple data sources 30.

Figure 3 shows a data source configuration and categorisation operation of an
embodiment of the invention. As shown, each data source owner 42 specifies a set of
categories 24 under which one or more heterogeneous data sources 30 can be configured

20  for data retrieval. Each specified category 24 configures at least one data source 30.
Figure 3 shows one example of the data sources 30 that are configured and categorised
by the data source owners 42 (data source owner; — data source ownery) and categories
24 (category) — categoryM)f This data source configuration and categorisation are the
pre-configured data sources 30 (data source; — data sourcey), shown as arrows between

25  levels. During the data source configuration and categorisation operation, various access
levels are established and maintained, which provides more access control by way of
data source owners level, data source categories level, and data source types level, to the
requester 26. The data source owners 42, categories 24, and data sources 30 may be
configured and/or categorised in any combinations.

30
During the configuration and categorisation operation as shown in Figure 4 and

with reference to Figure 1, an embodiment of 2 method S70 comprises the data source



8 owner specifying or configuring S72 which of the data source(s) 30 are to be searched along with
their respective data source types and generic search categorisation(s) or classification(s) that those
data source(s) fall under. The data source(s) is selefted 574, and data is retrieved 576. The data is
translated via the search translators 578. 5 Figures 5 to 7 illustrate access control of data sources that
is provided to the requester 26 in relation to the data source owners 42, the categories 24 or the data

sources typesvaér Sireidin $0¢RHEIAIPRT D BIcANF trealAArSuABRIEI d¥Re s hatkassegmmonly
found in departments such as sales department (RDBMS), finance department 10 (LDAP), human

resource defartmen GG YRS RS 8RB Ses e 48O oA s@arch and data

retrieval baseldseifitacisa(py ereombse FehandBEes) RIPGMISCATHR @ BPMRR A) YASIgUS 20608S levels
based on any qf the ]‘ollowir\\(% search by data source owners 42, for example, ramasamy (data
i

W1
source ownB19 A% REACVFER(fte 50a 8955 SRR #igdita (Be sraechArendlaess S %or example, users

(categody,) as shown in Figure 6; or 3) search by data source types 30, for example, RDBMS (data
source3) as shown.in Fi%lé]!e 7?]@2[0 An example of "search by data source owners" is shown in Figure

5. A particular datd S8R Jusbrats ecesseratipl nheain sourreatian usdu a9 thenfigures

multiple datacprsea28icaiinus Hrensudire BREMSL BARXMERE XM inlHIML, TEXT files,
and the like, under differ%%céaé;e ories. The requester 26 may perform a search or data retrieval on all
[

those data SHUTCES PRES B3 L MRy BRoL A tvey Rccramnip meTiigiration and
categorisatieomapessiyciophy ihdepaattienla st asass AQRsiA2 (RRRRSHPhadat gnpwner,).
Such 3 gear@égg a retrieval might use the %%g%\aénd: searchByUser(">20 && < 30", "ramasamy").
An example t EPRLTIER; ﬁ&%mlll%%k B arasRstaPaata sources 30
of various firsiitypelsosprartoas RialMand B cans ihedied & eefiiaLisshancgalepprised under a
particular first gateg%gg%é for examtple "USERS".
categorised dafa sources at various access levels based on any of the following:
1) search by data source owners 42, for example, ramasamy (data source
owner;) as shown in Figure 5;
15 2) search by data source categories 24, for example, users (category;) as
shown in Figure 6; or
3) search by data source types 30, for example, RDBMS (data sources) as
shown in Figure 7.

20 An example of “search by data source owners” is shown in Figure 5. A particular
data source owner 42, for example “ramasamy” (data source owner,), configures
multiple data sources 30 of various types such as RDBMS, LDAP, XMLDB, ML,
HTML, TEXT files, and the like, under different categories. The requester 26 may
perform a search or data retrieval on all those data sources pre-configured and pre-

25  categorised (during the data source configuration and categorisation operation) by that
particular data source owner 42, “ramasamy” (data source owner;}). Such a search or

data retrieval might use the command: searchByUser(*“>20 && < 307, “ramasamy’’).

An example of “search by data source categories” is shown in Figure 6. Multiple
30  data sources 30 of various first types, such as RDBMS, LDAP, and the like, are
configured and categorised under a particular first category 24, for example “USERS”.
Multiple data sources 30 of various second types, such as XML, TEXT files, and the



Multiple data sources 30 of various second types, such as XML, TEXT files, and the 9 like, are
configured and categorised under a particular second category 24 for example "NEWS". The
requester 26 may perform a search or data retrieval gn all data sources that are pre-configured
(during the data source configuration and categorisation operation) under a specific category for
example "USERS" (category?2) (or "NEWS)". 5 Such a search or data retrieval might use the

command: s h ry¢'kumar”, "USERS!). An example of "search by data source types" is
shown in Fig%?é%&l\%l%ﬁ%%&a% & énc?& ?8%%1'{5’8‘%?‘\}% o@%ﬁi&sﬁfﬂ%ﬁ%i@%@f%ﬂ@DB, XML,
HTML, TEXT HEWES, di theukkier remanfigtitath 7 bearclgvediens 26180y PRSI MR e or data
retrieval on data s@urces pre-confi d (during the data, source configuration and
categorisati(;;lrlilkl g}o%e%gaﬁgeﬁ%r% S &&H@rg}l@%&&%&gﬁ ?ﬁﬁ"é%?ﬂrﬁ@d'wt’%ta source,, data
sources). Sueiperazancindensaafitevatkpuighforas shepRoMUIBERG™ seAEEaRYT netashaly:
"RDBMS:). 18,1 ster index 22 meta file may gomprise elements of information, such as are
exempliﬁjed iﬁ% %Ebe?eg%%gﬁo%.gﬁaabﬁ% e@?&ﬁﬁ%l@%ﬂ%f@%&%%@ﬁ%@ ID

automatically*§EHER&8d by 1 ID the system, which corresponds to the new data source being
configured. Data Source Name of the data source owner which ramasamy Owner configures and
categorises the new data Name source. Password Password of the above mentioned data tesingl43

source owner whichAorfigupds afiftcatbdorides tamew peda isatten BateetruTcaViighiatagource
location refers {40y (A6, 2820 iR 3¢ RDBMS, LDAP, XMLDB, XML, HTML, TEXT
10 files, and the like, are configured. The requester 26 may perform a search or data
retrieval on all those data sources pre-configured (during the data source configuration
and categorisation operation) for that specific data source type, for example “RDBMS”
-(data source,, data sources). Such a search or data retrieval might use the command:
searchByType(“ashok*”, “RDBMS™).
15
The master index 22 meta file may comprise elements of information, such as are
exemplified in Table 1 below.

-Table 1

NAME 'DESCRIPTION EXAMPLE
Data Source | A unique ID automatically generated by | 1
D the system, which corresponds to the new

data source being configured.
Data Source | Name of the data source owner which ramasamy
Owner configures and categorises the new data
Name source.
Password Password of the above mentioned data tesing143

source owner which configures and

categorises the new data source.

Data Source | The data source location refers to the http://192.168.20.9:1521

Location network accessible IP address and port of

the data source.




Location network accessible IP address and port of the data source. 10 Data Source The type of the
data source, such as RDBMS Type RDBMS, XMLDB, LDAP, XML, HTML, TEXT, etc. Data Source
The category under which the data source USERS @ategory falls, such as USERS, GROUPS,
TRANSACTIONS, NEWS, LOGS, etc. which is specified by the data source owner during the data
source configuration and categorisation. Data Source The data source name refers to the webs

Name colle
or the directo
data sourcs
source. Dat
the above

Ma@éﬁﬁ:’é In 1ML
(i.e. absd

§@Fname refBi3

a Source The
hentioned. vali

AR Rl Bo thETaIRRASE NaMER FHHfIEsCase Of RDBMS amd DAP
Iute ath) names in the case of XML, HTML or TEXT files. Data Source The

yi8eD8sbOMdm&NHlid user name who can access the data
qﬁwurgg{@agword refers to any uscpass Password valid password of
user name wha can access the data source, Data Source The data spurce

refers to the
case of XM
files.

R Somtes
- BReghigct n:

P ratrEonmisoviRe Ehindgie seureeof BIBBIMS, schema names in the
A0S ighggeasegggggL@ﬁB@pgle namesiin the case of XML, HTML, TEXT

TRANSACTIONS, NEWS, LOGS, etc.
which is specified by the data source
owner during the data source

configuration and categorisation.

Data Source | The data source name refers to the webs
Name collection nanies in the case of XMLDB,
the database names in the case of
RDBMS and LDAP or the directory (i.e.
absolute path) names in the case of XML,
HTML or TEXT files.
Data Source | The data source user name refers to any | usc
User Name | valid user name who can access the data
source.
Data Source | The data source password refers to any uscpass
Password valid password of the above mentioned
valid user name who can access the data
source.
Data Source | The data source refers to the table names | PAF FSC_DATASOURCE
in the case of RDBMS, schema names in
the case of XMLDB, object names in the
case of LDAP or file names in the case of
XML, HTML, TEXT files.
Searchable | The searchable fields/attributes refersto | DATASOURCEID,
Fields the column names in the case of DATASOURCELOCATION,

RDBMS, XML tag names in the case of DATASOURCEUSERNAME,
XMLDB, or attribute names in the case | DATASOURCEPASSWORD,

of LDAP. DATASOURCENAME




Searchable The searchable fields/attributes refers to DATASOURCEID, Fields the column names in
the case of DATASOURCELOCATION, RDBMS, XML tag names in the case of
DATASOURCEUSERNAME, XMLDB, or attribute nagnes in the case DATASOURCEPASSWORD, of
LDAP. DATASOURCENAME 11 Returnable The returnable fields/attributes refers to
DATASOURCEOWNER, Fields the column names in the case of DATASOURCETYPE, RDBMS,

' se of

XML tag n \FEGORY XMLDB or attribute names in the ¢
LDAP. Exar%?&%?QSme igﬁl@ﬁuﬁﬁaﬁﬁgggm%ﬁ%%s & oth&tAEAR A ERKEOTHBER. are shown

in Table 2. bHialdle 2 SEAREEHHIR N KESGRIBIIGN "ashok* Sparaxionpiripgs siarting with
"ashok" in all the pre-conﬂgured searchable character/string fields of the data sources. "> 20 && < 30"

Search for humbers great a8 QamES W e areRe T prelb tehabBleORMeric
fields of the data sources| XRPNBE, Seatabier siaRgsHadRgdwo characters in the front of the
specified characters "mar" in all the pre-configured searchable character/string fields of the data
sources. ">£'01-10-2003' é’g%ch for dates more recent than '‘g1-10-2003' and older than
<--'31-10-2003111 '31-10-2003' in all the pre-configured searchablé date fields of "the data sources.
"male” Search for strings ?xactly matching "male” in all the pre- configured searchable character/string
fields of the data sotFeBPISAhSHIS GG ERSS, tFe < senditiravicaothexipmiphdashaemyesisd
configure diftgecsioipas heiata source(s) under various generic categories and classifications for
information or properties like searchable attributes, returnable attributes, and the like.

U

5 Table 2

SEARCH STRING DESCRIPTION

“ashok*” Search for strings starting with “ashok” in all the pre-configured
searchable character/string fields of the data sources.

¥>20 && <307 Search for numbers greater than 20 and less than 30 in all the
pre-configured searchable numeric fields of the data sources.
“??mar” Search for strings having two characters in the front of the

specified characters “mar” in all the pre-configured searchable
character/string fields of the data sources.

“>=01-10-2003" &&
<=31-10-2003""

Search for dates more recent than *01-10-2003° and older than

’31-10-2003" in all the pre-configured searchable date fields of
the data sources.

(13

male

kbl

Search for strings exactly matching “male” in all the pre-
configured searchable character/string fields of the data sources.

10

With this configuration, the system provides flexibility to specify and configure

different types of data source(s) under various generic categories and classifications for

information or properties like searchable attributes, returnable attributes, and the like.

For example, as shown in Figure 2, the requester 26 may add a data source 32, delete a

data source 34, or view a data source 36. Based on the configuration completed by the

requester 26, the selected data sources 30 are searched 38. Additionally the system has

the ability to handle and execute searches on different types or categories of data

source(s) 30 (global as well as user-configured), for example RDBMS, LDAP, XMLDB,



10 For example, as shown in Figure 2, the requester 26 may add a data source 32, delete a data
source 34, or view a data source 36. Based on the configuration completed by the requester 26, the
selected data sources 30 are searched 38. Additionally the system has the ability to handle and
execute searches on different types or categories of data source(s) 30 (global as well as
user-configured), for example RDBMS, LDAP, XMLDB, 12 XML files, HTML files, TEXT files and the
ike. The Systam aina feeiiigtannormatianseaichexecudan Audsiipyafigmavarie of
pre-configured data source(s) belonging to different types or categories at any point of time and
returns the BEaFEIRUPRSRISCR EResUionBRThsiven S onay vedalifefore-tydeafedatatsources that are

5 pre-configyred. an egptse if] rdingly. Information search and retrieval
from differerllététypes %%gn%%g %;ata sour%&%éﬁﬁgﬁﬁggigggﬁéﬁﬁ%ﬁ%%%ﬂ ‘ée{r%é‘é"ﬁ&ga. The
search resul¥§Wm9mS@1m@d€mfi§mm@at§®wa(® difBiffetampety pEdata saeteantnhtmek to the
e 2 Bl BEURCA PE I MAIERER A AN A A0 YIS IRb BRIy vy

software, cohnected 1o one or more networks, such as the internet foprle ary internda aé)tWOI’kS, for

example, to BtEewy drnancditfigent Biftsrehnygltslslatamemetsr(glotiniomiatendat gneedrnessible
through suc : itional mc]mgx Indic ni n intain the searchable
and returnaggfst%%%afe%%\%%%i%%%ﬁe 0 p?ﬁcgo%%gg%%ﬁy%%% c%‘ggr%gs Sgéég%fﬂ&ommon or

generic searbibcg afegetienegheaskds NEWSIESIRAOPS, TRANSACTIONS, USERS, LOGS, etc.)

maybe established for the pre-specified or pre-configured types of data source(s). Different kinds of
searches may be performed on various pre-configured and pre-categorised data source types, for

 exampl® RDBMS, Thnsystem epbmethied mavhe MEXafonted vof 2O mpitiptefdncasopicbisyawhile
complex se i r 0 | ‘ ystem and a method for
e RN B RA R RIS SRR n IR EUP DAL o DAl

data retrieval from heterogeneous data sources is disclose nly severa S are

described. PRégrBRbReoRkBdIFareptedoreeitiand sond s differesftppes dif dhsa srautbeis)2 5
numerous chapgrSAMNAABRAIERIGHS MAER MAFGMBAL deRad AP BINE SE9PE.9f the

invention.

indicate, organise, and maintain the searchable and returnable attributes for the pre-

15 specified or pre-configured types of data source(s). Common or generic search
categories (such as NEWS, GROUPS, TRANSACTIONS, USERS, LOGS, efc.) may be
established for the pre-specified or pre-configured types of data source(s). Different
kinds of searches may be performed on various pre-configured and pre-categorised data
source types, for example, RDBMS, LDAP, XMLDB, XML, HTML, TEXT format of

20 multiple data source(s), while complex search conditions may be represented.

In the foregoing manner a system and a method for data retrieval from
heterogeneous data sources is disclosed. Only several embodiments are described.
However, it will be apparent to one skilled in the art in view of this disclosure that

25  numerous changes and/or modifications may be made without departing from the scope

of the invention.



13 Claims 1. A system for searching and retrieving data from a plurality of heterogeneous data
sources, the system comprising: a configure element for communicating with each data source,
wherein each data source has at least one associated data source type, data source category or data
5 source owner, and said configure element configures and selects at least one data source from
which to retrieve data, wherein the selection is bagé"d on said data source type, data source category
or data source owner; a search element for copygupigating with the configure element and each

selected daja source, sids§e@iah elemaniaandioured tReetipywe said datadrom alleagt 19 one of the
heterogeneﬁ%?‘_ data sourceﬁain accordance with a task request; a search translator for each data

source, to co ﬁ'?gﬁﬂ:%%svgﬁ 55t SR nsf?ﬁltﬁ@ YEWIERSind the search element; and a network
interface for comnaussictigivig bemedricsaichetamesisgnithsaddh vete royeneovsetkiteesoidas. 15 2. A

system accgsdiag iuslaimeheVbrsciRsidiHa1a-59 Woa YPGB a826iRe: ramRAgrerRs@nsisting of a
databage management syst r%@[relagonal %atabase é?ana ement system, an extensible markup

language RE ) seo,wgﬁrgh?- 8%6%@ REsas ﬁ? §EF A AR eaﬁ]'gﬁaﬁ[ﬂ};‘?naaﬁge file, a
hypertext neakigs feanguduenfile retundaiaewhiifeindihEelepstenisduemdioy seididitassbure, wherein

said data coppprigas ehlyce &@gggﬁ, of aata reeosdayailable within said data source. 25 4. A system
according to any one of theg‘rece i

|nf% claims, wherein: the confli%ée element comprises a data source
configurator opera%lé%rcgo a g

R ARS GRTEERIE SR % iFd BRRIiARStrZA%8 element
operable tosgentedutatntowith $ridsezach elempmntc@oigiradsistetieaecaididgtafpomns Béthe preceding

claimsygvheggindhasEas By SlemAN AXKIISEs 1A SeFeRR8AGE] RReFakiRde communicate with each
selected data , . '
a search translator for each data source, to communicate with both the configure
element and the search element; and
a network interface for communicating between said elements and said
heterogensous data sources.
15
2. A system according to claim 1, wherein said data source types are selected
from a group consisting of a database management system, a relational database
management system, an extensible markup language database, a light-weight directory
access proiocol, an extensible markup language fiie, a hypertext markup language file,
20 and atext file.

3 The system according to claims 1 or 2, wherein said data comprises only a
portion of a data record available within said data source.

25 4 A system according fo any one of the preceding claims, wherein:
the configure element comprises a data source configurator operable to
communicate with each of the data scurces and an administrative element operable to
communicate with the search element.

30 5. A system according any one of the preceding claims, wherein the search
element comprises a search manager operabie to communicate with each seiected data
source and a search filter operable to communicate with the configure element.



source and a search filter operable to communicate with the configure element. 14 6. The system
according to claim 5, wherein said search manager formulates said task request and said search filter
filters the retrieved data based on said task request. 5 7. The system according to claim 6, wherein
said search manager formulates said task request based at least one of a data source owner, a data
source category, and said data source types. 8. THe system according to claim 7, wherein said data
source owner uses said 10 configure element to configure said data source category and said data

source types. 9. A systeRa a¢aeriBectddiiy oneph thevREReROAl Gadms, MatbgecRmpiisieg an index

element in commupication with the search element and. the configure element for stori
characteristcif’]:'s%~i gfl” ?rgfé?%uaet%r? rr‘éilaftall hg ?8%% (%ﬁa{n 3 s'cE)%rrscehse? fé:tri%\{%yhga%/s & accord i%rgp%)kany one of
the precedirggietaims, wherein said data sources are pre-configured. 11. The system according to

claim 10, wherein a data owner of said data 20 sources pre-configures said data sources. 12. The

system_accgrding to any one f the regedin laims, wherein s%id se%rch translators §aid configure
e he s stem accqrdin 1 claim &, 'wherem said Searc fManager ormulgtes .
elemerit and'said search elément arélocated on a computer system used to Mmplement said system.

25 13. The syistéepkassmatingasse iy rstoinboprcdrigifgEREmyNhérdris aRINsR 4RROPENS|ators are
selected frognp-gI@URtEADsIstRgeE SQL translators, X-QUERY  translators, XPATH translators, and
Java translators. 30 14. The system according to any one of the preceding claims, wherein at least
one of said search translators is located on a server containing at least one of said heterogeneous
data source$. 15 15. ATirethisiéTorermapbiing AR rotHeoiRy ¢aie daitnsaysrsranenfises said

10 configure element to configure said data source category and said data source types.

9. A system according to any one of the preceding claims, further comprising
an index element in communication with the search element and the configure element
for storing characteristics of information relating fo the data sources.

15
10. The system according to any one of the preceding claims, wherein said
data sources are pre-configured.

1. The system according to claim 10, wherein a data owner of said data
20  sources pre-configures said data sources.

12. The system according to any one of the preceding claims, wherein said
search franslators, said configure element and said search element are located on a
computer system used to implement said system.

25
13. The system according to any one of the preceding claims, wherein said
search translators are selecied from a group consisting of SQL franslators, X-QUERY
franslators, XPATH translators, and Java translators.

30 14, The system according to any one of the preceding claims, wherein at ieast

one of said search iranslators is located on a server containing at least one of said
heterogeneocus data sources.



heterogeneous data sources, through a network interface, comprising the steps of: providing a
configure element in communication with each data source, wherein said configure element
configures and selects at least one data source from which to 5 retrieve data, from said plurality of
heterogeneous data sources, wherein each of said data sources is associated with at least one
corresponding data source type, data source cate1g50ry or data source owner, and said selection is
based on said data source type, data source category or data source owner; and retrieving said data

in accordangg with a tagk Feauest. #5ing-asRMEh £l§MeidNinl0 sammysicationwittyihe gonfigure

element and each selected data source; wherein commungation between the data sources and the

configure el IR AT AR LA AP BTe FIEHOR 31 e A A B PR A tSeSIRS Bfécording to claim
15, wherein a datasoificg ecrfigigratosiofigng id Baonfiginatietewitneairh ciansanicatiohangth each of the

data sources;igQutiayies ABfeRelEsiRdiNe daky SQUEERS R W BRECI SRS HRIARAHGRILHPES are

selected from a group consisting of a database management system, a relational database
managBme &St éiH alf B EHGiBlEARHA] I ERGEEE R HR HBE B U S i NETGH: RSP cess
protocol, ardettesmsibiesmarkegptaaigd agiéhfibg, edsyporterbrrmmapiian glatgedilesangea 26tgext file. 17.

The method gf claimRdorPb PardB6HRIB SRickHalACOMPESes Rl ZAUHAR Lfig galpsksresd available

within said at least one data source. 25 18. The method of any one of claims 15-17, wherein said

configuring ¥R% REANGSEEFRIMNEE WSS P oRMTuring said at least one data source. 19.
The method of claieiritBinglsertivate datomwadmrcef \gilicadtsastivas, daiag sosrseicelapites said

pre-cofiguipgSiaReAR2Ri] b MRHAd0%ABS: 8h§1akns skhsdRaWhereiyRaid search element further
comprises a search manager that formulates said task request and a search filter that filters the

retrieved data bas¥8BRSAITTER I8P MESY oh 3R BR5EFET A3fn50 SN 5% arch
manager foemndifatesssait tdskent is via search transiators.

16. A method according to claim 15, wherein a data source configurator of the
15  configure element, in communication with each of the data sources, configures and

selects the data sources, and wherein said data source types are selected from a group

consisting of a database management system, a relational database management

system, an extensible markup language database, a light-weight directory access

protocol, an extensible markup language file, a hypertext markup language file, and a
20  textfile.

17. The method of claims 15 or 16, wherein said data comprises only a portion
of a data record available within said at least one data source.

25 18 The method of any one of claims 15-17, wherein said configuring and
selecting step further comprises pre-configuring said af least one data source.

19. The method of claim 18, wherein a data owner of said at least one data
source completes said pre-configuring step.

30
20. The method any one of claims 15-19, wherein said search element further
comprises a search manager that formulates said task request and a search filter that
filters the retrieved data based on said task request.



request based at least one of a data source owner, a data source category, and said data source
types. 5 22. The method of claim 21, wherein said data source owner configures said data source
category and said data source types. 23. The method any one of claims 15-22, wherein the configure
element comprises a data source configurator operable to communicate with each of the data 10
sources and an administrative element operable td@ommunicate with the search element. 24. The
method any one of claims 15-23, wherein said search translators are selected from a group consisting

of SQL trangiators, X-OtE éiHanstaiars, 2@3 &b Handaior %ﬁ%@“@%&%iﬁa&@w
translators. 25. ngegmet

od any one of claims 15-24, wherein said task request specifjcally includes
said one or (PR HRER Sh I BB th Ao B B S B & r eGP BE° TREEPPIOB KNTT Sy STEM

FOR DATARETRUEMAYIPFROM HETEROGENEOUS DATA SOURCES ABSTRACT A system (10)
and a method are provided for specifying and configuring, together with categorising and classifying,

heterogenequs types of multiple data sources (30). The system and method also_retrieve search
rosulte i ackordance wiIF SEBRIT Ea BTS2 RSN, A SLTGRRBIE P ATSITRE daca
sources, foreiamplecacritabonancdsidivide snaraderaent system (RDBMS), a light-weight directory
access protocol (LDAP), an extensible mark-up language database (XMLDB), extensible mark-up

I L) files, h t k-up | (HT il TEXT files, th h licati
prograrmingintertace TR0 SPeL AR SEACE MBI Sach A0S vl COIURV RS Plotocol

(SOAP). Figompidses a data source configurator operable to communicate with each of the data
10 sources and an administrative element operable o communicate with the search

element.

24, The method any one of claims 15-23, wherein said search translators are
selected from a group consisting of SQL translators, X-QUERY translators, XPATH
15 franslators, and Directory SDK for Java transiators.

25. The method any one of claims 15-24, wherein said task request specifically
includes said one or more data source types that are provided by a requester.

20





