, e3e6snnoDp: gr 6r Teskt CVETHOD AND ARCHI TECTURE FOR REMOTE MONI TORI NG CF A
USER STATI ON VI A AN | NTERNET- TYPE' NETWORK AND APPLI CATI ON THERECF TO A
SMART CARD DEI\/[]\ISTRATCR The invention relates to a nethod for renote
-control of a user station equipped with a smart card reader via an |nternet

type networ kyiETIROD X R A RCHIEOCTORIEFOR REMOTE‘ MQWJH“@RiNG opR| ementing
such a nethod. The invention is particularly applicable to a smart card

denonstrator. | AUSER STATHONVEAWAN INBORNEA -TYVRE NETWORIeANR at i on" shoul d

be understood,i 2 e ' |

particularly éﬁ’é@ﬁ&e‘fiﬁﬁai&ﬁ?@@pﬁﬁSwﬁg‘?ﬁ%@lﬁmﬁﬁﬁmf@i‘r. ous
operating systens such as WNDOAS or UNI X (both of which are registered
trademarks). It can al so be constituted by a workstation, a portable

comput € or a sbaciavenipndalates tep meHrd fos smpte epriel afe@w&eats@élon FRiepethfter, a
user stati t ed a "termnal." ~ 5 Li kew se,
inthe fie ghg mtdﬂé:gfdnrég(ﬁetr?@nh 1?6#3??%&5%%;:?\9%91& net network" includes, in
addi ti on to theTheheemii ahercodeernPan Mehitectuntt éoifipkenentingisugd methdwor ks
called "intranets" and the networks that extend themto the outside, called
"extranets." Snhiin¥eHpR inpatigelady ppplicablednd smag|caut dammRita§r-and heal t h
care applicati ofishe ﬂéld%?tl?&hb&ﬂxo%' fie érﬂ’ﬂhﬁ dxpéz!étﬁfns sh&li§ be NRIGQUEE in SEVEr al
applications can coexist in a snmaft o car ti-application card). Wen
a new #eppl gematal emmse.sI'rederemeaiidral| seation can pantictladgbe constituted blgsi rabl e t o be
able to use terEn nal s, whet her dedi cated or not tg orvg@s ﬁ,éral ni ng

sessi ons, PFEIRLTATRYISF Wﬁ?lnépgé’éﬂ?‘f%@ef%‘@g%ﬁ%‘fl? CIEIRN é Ris card and
its Capab'UN!IXQ%th-Bh%?chtzfr@kéghsl?&e@[raﬂﬁrﬁﬁﬁﬂt RlchPBIsE B8 SbRhtutéPPy Re ai ned at
vari ous audi ences: nai ntenance 25 personnel, vendors, or even end users.

The educat wgﬁkaﬂatlemratmtabbrv@mméerfooaﬁv@allqd@r@te@@mt atidgnde dedigéedr ovi ded
shoul d gengral | end audi he prior art, the
sol uti onsnﬁ?rﬁkﬁaﬁf} ﬁé'ﬁ?rf?%lrogpﬁ}ga&pg @rsgg?elpl r?ﬁ flesd;%&\tf:n%l d denonstration
statiors, which higeisegihtiee fivhdlof tisd 1i’mémoheth@Qérhﬁdnt@rneﬂ@éfﬁz@ﬂi"ﬁﬁ&l@des, inUse a
personal conput er-based confi guration and specific prograns to control the
terninal 3uldiien tottke Biginet persel Privaigentermrie K6 similg natworky ealied sintigneten
witten in " l.atered trademarks)
type. "ol hEBENRRR Bl GlRaTRRh S LRl S bR O ot et ¢ hat
is particularl yS:ampemls \1&: sad &i m)ioas }ﬁerdSDlﬂﬁlklrlgCHﬂiﬂl]hEﬁﬂﬂ) caré spplahtioecessari | y

free of drawbac
So-calie CICCtI'OIlIC pUI SEs, etc. MOI‘COVCI’ several appllcatlons can COCXlSt ll’l a smart

20  card (multi-application card).

When a new application is made available in a smart card, it is desirable to be
able to use terminals, whether dedicated or not, to organize training sessions,
particularly for presenting the functionalities of this card and its capabilities. These
training or presentation sessions can be aimed at various audiences: maintenance

25  personnel, vendors, or even end users. The educational content and the form of the
presentations to be provided should generally be adapted to the intended audience.

In the prior art, the solutions traditionally proposed for creating a smart card
demonstration station, which hereinafter will simply be called a "demonstrator,” use a
personal computer-based configuration and specific programs to control the terminal

30  and its smart card reader. These programs are most often written in a language of the
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Basic, C++ or Java (registered trademarks) type.




including the followi ng: - the aforenentioned specific prograns are nost
‘often voluminous; - their installation is also |engthy and conplex; - it is
necessary to save the newy installed prograns in the nmachine and, during
-the first installation, if the machine does not have a programthat allows
them to be saverhiosolaispahilalid geackal @ do@heit adquiefeqhipemehOMaGA partieglaslyer ed
trademark) type or the like, it is also necessary to install such a
program -expeisivedesinpefesort compuigppisinohnecspsas birediof ayhecksmart card, or
when the qgagﬁ,}gétr%ffohgﬁir%@npns_trati on is different (adapted to the audience
in question, Tor exanple), it is necessary to reiterate the processes

ment i oned above;th@afdremdnbibnédspeodifieprdo@tms ateoiofign vblenaparsat i ng node of a
pi ece of software written in the | anguages nenti oned above takes tine,
since Pheir graphfitHstalat) s atsedengtly st completandar di zed; the operators
must therefore QejsREGLAY IS8 e PRGNy GARIRAIRO draRE S tHeORRbineQRlS. |t nust
be added that if several "term nals a?le used for denonstration purposes, the
af or ement idsmiag thlr Brabmstablatéone ifrtbp emtlkide flogs e bhveod progesethabalinvwsahem | n
particular, it is necessary to |pad t rogramx.times, {f x is the
hanber of BRI Shgapdarhde of helRERSAIRE T i bed Rkl iveRe
anot her . E}qR Jiffe, R1i96REHERSsarPlo oMM searis pgfanpm a central server are used,
it is still necessary to nake sure that the version of the software present
in alllot he ter mfeatashiupdatdehthcopplicaBivesidredinglesmpg cagt pvehgybeedures are
therefore required. Furthernore, wth the vel o nt .of the |nternet
networ k. 4ot §68¢ AepEBLOR i etehf e B Br APAFR i nute o
term nal s dx@mpled) ivis néeésshryits rdifcfé 8RR Predcsads knentishaDativawhdr d transni ssi on
protocols used in the latter. Sonme solutions of this type have been

proposed. Howevelr theipsiars|learnipssheprersing Mooy Pigcaisatrare wilteer . They
essential |y tﬁ@il{éﬁ%dnatggg@ﬁﬁ@@‘ﬁﬁ%ba% RN RAd IR it BbhicdTnb e GhaRdtal . T oF

each denonstra Ion, a speclific piece’of software nown as a
"pl ug-isn, "stgelaslizdt shewpetatars nfist theagfiag e spectized,sxhitthedn dnitwel ddelitdmabl can
communicate with the smart card via a smart card reader. The af orenenti oned
pi eces of ¥Ftware suffer fromthe same problens as those mentioned above:

vol um nous codey ifiRf bdWRied i 1NV &h! ©fniRAhls ARNNCE FHERnRIns @AtidnDuBHGEs,
denonstrati on, non
the aforementioned drawbacks are repeated for each of these terminals; in particular,
it is necessary to load the same program x times, if x is the number of terminals, and
20  the latter can be quite remote from one another. Even if procedures for downloading
from a central server are used, it is still necessary to make sure that the version of the
software present in all the terminals is identical. Specific administrative procedures
are therefore required.

Furthermore, with the development of the internet network, it is desirable to be

25  able to control the presentation terminals remotely, via this precise network, using
standard transmission protocols used in the latter.

Some solutions of this type have been proposed. However, these solutions are
not free of drawbacks, either. They essentially make it necessary to download or
install in the terminal, for each demonstration application, a specific piece of software

30  known as a "plug-in," generally written C language or C++, so that the terminal can
communicate with the smart card via a smart card reader. The aforementioned pieces

of software suffer from the same problems as those mentioned above: voluminous

code that must be installed or downloaded prior to each demonstration, non-

2



st andardi zed graphical interfaces, etc. As before, it is essentially
i npossible to install a plug-in once and for all, since the latter
specifically depends not only on the type of browser used, but on the
-application being denonstrated and the versions of the control programs. 5
The i ”Ve”ts'té?nﬂal%%ﬁ%ré&m%l lrﬁérﬁf'&%@ eEd“%s%ﬂ%@qpiﬁ%s&hﬁlbﬁmﬁ%ﬂ@}é&o?i‘r%@alﬂeV' ces
of the prior art, sone of have just been nenti‘oned, while neeting the
needs t hata plag-én endcsied fonTzﬂle smbgt &@tlat@ﬂ spmfwahl\yehpmﬂs npsomlm oprtlas/fyge o net hod

o, oSG e ORR R e SRURRRE 2 o

net wor k, Rhirbicptbgfalg. i n order to performdem)nstratl ons of at |east one
appllcatlon stored in the smart card. To this end, according to an
essentisal char aldednyeantios sg«fksmellmmaéqmﬁdrawnahles ofdhe methodendydevaceséci fi ¢ t o
each of t denonstrati a is.ho QY. ype
server coﬁnegliloraarF soO?WhéC%@}?r\{g L%eﬁ]a entmng& 1 mé‘eltmgnﬁ) ﬁete\élg%[ net wor k.
The term rnaventisdl f is equi pped with a partl cuI ar pi ece of software that
will hereinafter be called "specialized." Wthin the context of the

i nvention, the therqbiecs aééwamezlaan I8 POVidE 2 Method sind @sYYemsFhiRaWE i ndi cat es
merely th d‘?otn installed
in the te?ﬁr%lr %5@'&16@2{1@&1% gﬁé} ggi/slﬂpgﬁﬁgrt ?ﬁh}réﬁsgae% |(r:lg%{§at e application
bei ng wenoatemioaal. w@totdnentemtt-lt)qjeyxetwdnkqu)tleﬂaly)fn adérttopedprnzo from t he

poi nt of w of an application, js.entir eneric and i s independent
fromthe |A§'Ft°élﬁt‘at Hgg‘tlS?St\%%i‘PHIFaﬁ‘%“ S%ﬁé%vgrsma&cfé&f ding to anot her

i nportant char agd @fd §ldl focoldife & AfesSdniiaNéhaPic®GR LT BRIk VAL RYUI red can be
very small, for reasons |inked to the nature of the functions devol ved to
it, which omntrbl stmét“eixmmpﬁ@dobeﬂmf th8deraoseratipn arbplp;atums 1s:h<pst¢dab325 instal |l ed
once and for P aaﬂsd .resi de ilhere % Wi t hout
signifi carfFW ‘iv?be ypﬁdertv%coggﬁ%glq é”Pé’sC%Ye@ 8“%‘6’% et“b & terni nal ,

i ncl udjsng AeiorkETRE derdaRAREdYis e Fpé@whaalpxrucmarr b@cé af §twir6 tHas @all f or ot her
tasks. The invention therefore offers many advantages, including the

f ol | owi ng: hereigafigsibe calied speraalized." OV itkindheieaninid of HeilByaatios, the terenl y t he
programs h p e

ot or vont | SRR AR RLGTIR SraGh Bl SRACHC el £, FlERAMdeED
conf i gur atpiede affsoftiwarettRitrinabe insillel ic die (tréninal sk mdaincanlyyopse wht it is

m cr oconput er, equi pped W th a browser ich can al so pe, of nmon type
on the n®FKEE o deragRlightien; bﬁ@ﬂéﬁ@ﬁ@ast@%&] Qiribe canfeecy dhs ieee 88 spib¥iFone

above _hef,&ﬂttﬁeggcn ff\h bPar 1&5&*&@%& I@l&el ég&einh iRl nhemtcﬁﬁ_'“ the

si npl e

server |ca Interface 1s ardi zed, nce It is
provi ded bue iater, moonateer whahivse char acterl stl cs and operatl ng node are

famliar to th er at or Q.thet r m. nal atter. does not have
any particul ar el}ﬁtggeé’lyﬁrrrﬁ?‘ﬁ’ 188 1 é’?lp‘é‘;ﬁfgrcﬁ?r@‘ge”%‘r‘fdthe 258t PR ost  and
the i ncreag@oftvaf@Bhitod dav bdURry Sndil oSG lifkdlr e heShAme Bknd he invention
are negligible, since they are reduced to ({ ust one installation of a piece

of speci al fupetipns gevolsediogt. vdrieh wilkbeexplained balow) Beganssrofithiscih cambe mor eover
under ?sert?lstgll&{ 5[%%%?#1 C8Sin b teﬂﬁfnaP&{H%gs@é‘ﬁa%maﬁeqmaﬁ% t@?lf Lithble Fol I ows that

t he présen emorters rea uni versa erm naI can

virtual |y sjgnﬁa{mrllyaﬂ&rmg tmmoﬁm;ang)rasswrc& s;recmcaomaanynmaldﬁmmalmgmi ons, no
matter what the smart card to be presented, .the only condition being that
the | at t er MPBOBE CaRacitya Rasicuiasy af @9,!?@655 used fo5 ofher &askbat i bl e with the

termnal, whichpid ﬁ%xgldnﬁh&%&é gﬁfrrs %nlylaﬁvﬁﬂ%gtmélﬁﬁﬂ 0 tilGijgvention.

The system al so provides great i abi e main Subject of the
invention is a meiphifled opdatiagof meaientomsﬂratmms aincsenlysthapragnams bosied by

I nternet-type network, id use n, bei n ped with a smart card

reader“%mdt¥l 6‘?ﬁ3‘|’tF§?‘}’{§r “aﬁealbleéli“)dé’é?ﬁswﬁ ‘H“éeﬁwﬁg'(?f‘g'é € lermippls 1500 19ngerar t card

reader conplb§hfRg a second communi cation protocol stack and said smart card
- a fast and simple configuration of the terminal, which can be a standard type

of microcomputer equipped with a browser, which can also be of a common type on

3



20 'conprising a third comunication protocol stack, allow ng conmmunications
‘between said user station and a renote server connected to said network and
comuni cati'ons between said user station and said snmart card via said snart
-card reader, said user station also conprising neans for generating
requests tf anamel to?tgn gf’e-ﬁ@l!aﬂeé F0PhE sérﬁé YEons R ALibRE gb%ge:gﬂ hhat i1t
conpri ses: P B et prelimnary phase Y6r storirng rn's 1'd Fenot e server
dat a and/ gpedifisto the dempastakibokelfbdihg |@ardiatieansrvef); speci fi ¢ commands upon
reception of specific requests originating fromsajd request generating
means and t hei r the giphiraldnisHageis apdtandaidized etinesrt 15 PravidetBndepr el i ni nary
phasg for ﬂr&?ﬁa’r, hés@tcgarﬁaleﬂst}@%B%%P%ﬁﬁ)@mggphl%qﬁm far%?th%%??r'a?dr'o?% sof t ware
formng an Interface between sal Irst” and second protoc stacks, and
desi gned tterniin@nsleati£thsdatttr dpescidt hevecanypantiaiiargregramdiby os@mpuiger st ati on
into commands that conformto a first given conmunication protocol; - and
at |east tOBHISHI138%i ng st eps: a/l the transmission to said renote server

of at |east one (§Psdiclicesti80WRShereRde ihRBMPRRAY ALk MW p&MiCplo@FRInG Server,
upon reception of such a request, of at |east one of said specific comrands

and t hei r dftlmisnegsinome negligitilel siwe theytaxe reslicedsiogystans éstalldtion obn
i catl, t . 5 cl t ept i id. i fi d i id
oer ot ot it Fegeiifed slbs it ByaLERR 45 B DR Hudr RGeS A e, "ana.

its transl@khidtilchinStaf@sobd pdrforme & sRINBEMI.Cati on protocol; d/ the
transm ssion of said translated command to said smart card using said first

gi ven communi cat fadlkewsitat secopresant system affsivegreat gaivarsabidence GaErmirle/ the
activatl Oncar?%'r?u%llld.ptehgnﬁ LALE, gt?tg;g)‘?iggs 8, ?(gmé&gsstde%ﬁstgﬂt%ﬁp, Jo%g‘#éron of at
n sail smart card,

| east one applllca ron stored i I'n order to pertormsaid
control . Anigdt ey snsdibg 4 to 8 prefemtddnurrinl peondsticn tsyisy than the et Bedlia e f or

i npl enenting this nethod. ~ 5 Mire particularly, the invention applies to
the appl i chandaidized typResoAstp g C%.'Haatthﬂ“ewé‘{)é]?ee‘i‘?f‘&‘r"éhi“tq%‘& el ' pude e + car d
denonst.r ator ' ' ' 2dd t kdliagiigat er detail by
refer rlltsng S?%Ctts (ﬂﬁa(%f?g%ﬁggqg)ﬁgwénss%%ﬁm: S%?%ll g. lal1 iE%Ihematti cally

il lustrates an Bwanphankjestndithe inserdionds e dnesippl foc etnae c@urdad pé b esar
architecture, accordijng to the prior 2 ill uséra es in greater

art: - Fiq..
detai |t hSULisHvEaRD Rstees Beors safaserstatipaising cahwped Pl & 3maN [ ust r at es

an exenpl afyd AhLE A8 ehbpRsihe firfiQohRARTiSatiof PrétBlol facR, saiPdmAaEAd based
application systemaccording to the invention. 25 Hereinafter, without in

any way | imider agmprising 6 speondwemmunicaion periecadsiacland sid pnart esrded
appl i CaL! Ocnon?;%iséﬂgga thi ecgrtnlmgl%(ijcléﬂlol? Sfort(g({o?)?t%gvﬁ?aﬁg%v&%c%ﬁﬁ&if%{oﬁs betweEn y

application nart car enon us brrefl
revi ew t hesagbssenttaddn dreichirndd setvarcanictddabisaid nefwak andcomomnitatiosed

application system It generally includes the follow ng nain 30 el enents: -

a smart cdregveen sgidisst stafen awh saishapart card yin HESBATbBHERAFLAYE YYY mi nal ; 5

station also comprising means for generating requests transmitted to said remote
server, characterized in that it comprises:

25 - a first preliminary phase for storing in said remote server data and/or
instructions allowing the generation of specific commands upon reception of specific
requests originating from said request generating means and their transmission to said
user station;

- a second preliminary phase for loading into said user station a piece of

30  specialized software forming an interface between said first and second protocol
stacks, and designed to translate said specific commands received by said user station
into commands that conform to a first given communication protocol;

- and at least the following steps:



" - d.comunication network i.e. the Internet network in the preferred
application; - and an application server connected to the Internet network.
Fig. 1 schematically illustrates an exenplary architecture of this type.
.The 5 termnal 1, for exanple a personal computer, includes a smart card 2
reader 3. This re [ /. I i {.nto the
termnal 1. The s%rﬁ? tr%%ﬁ*ﬁ%?%ﬁ ls%eﬁsmé;%r?%%éza{f%% Jé n%?ée?ﬁcﬁtegges:tmose

i nput - out put connBLiht @BserapPERY sadreinivge sdivdragsonatcdption 90 bsdhraakequesq as to
allow a supply of electric power and comruni cations with the termnal 1.
The latter conpri 8bdf least eng efssaidispegific gemarands and their tiapePisEen Kesaidr k. Thi s
may i nvolve a nod f.ar. I t | : ne line or an

i ntegrated servi cggspré%fﬁgpggg%ﬁ%ﬁ gﬁe@ﬁrﬁ%@ﬂg&?ﬁ%ﬁé@w a an Internet
servica provider ¢hohe kdsBptionldfisatdespetifialcothniaat] un edidl yseratgoivnsiess al | t he
circuits and elenents required for its qperation, which are not  represented
in order to keep PHECERUARiYGal Rigteet spesitlizgd S‘ifgwﬁ'reo%‘@s‘%tfa}“s}a&ﬁﬂlmaccess

and read-only menmpij¢sg fRYNSHInTuri3in PRsiScott or age, di skette and/or CD- ROM
drive, etc. Normally, tt%e termnal 1 is also connected to standard

peri pheral s, whi ch/ thayrapsmissipn pbsaidranshatedyeernmdnd tousakd sigarbcatd gpingy screen
5, a keyboard 6 and & ointer 7, for. exar[BI a m)gse. t20 dI n (ih.e field of
the invention, it 3¢ 1?8&‘{61'15851"??11%8%}’50 400 IR S STRLSATIFAYH Y e i nal s
that the denmonstr gtthelciwafioR ByREARALIBEd cdenan8ofaidhst bn€ aiveRgurithiaged in
comuni cation with servers connected to the network R, one of which 4 is

illustrated i n Fi gf atlleasThee appdisstéonciterediin said smpit gerd, inederde peraim 1 i n
comuni cation wt rS] .1 hg [grvers 4 using a particular piece of software 10 25
call ed a browser. altﬁg ter nmakes it possi bl e to access vari ous

applications digidthdrsuB@ct siribeighentior iBa spatmirdhiBLure@nahplemgntiny dis
client-server node. Normally, conmmunications in networks take place in
accor danc engifpsh protocols that conformto standards conprising several

super pgsed sof tM%{-(egpa'rll%{ﬂrﬁr, tdé‘inﬁr&ﬁioﬁ%@@ﬂi&fto% liesatoridPmeioh Wik R,

communi cations ta pl ace “using proto s 30 that are specific to this type
of conmunitbasystam afwhitedthratto alssartcarpddnsensgatoer al software | ayers. The
conmuni cati on ot.ocol. is .chosen based an the li.cation specifically
ntended.  wob phentesion el AN B RERAR s PR SRR e et s 6
The archi t gGEMdEIringHWHiGAt | on networks is described by various |ayers.
For exanple, the OSI "(Open Systens Interconnection) standard defined by the
| SO conpri ses sehignl schpmaticaliyhilasirages anregemplaey sroart adtddusedoapplicatigper s (f or
exanpl e the sacall ﬁedugggy C louégéptop%: supports the physical

transnissi Sé/ﬁt)en} "Hclfi & Cccgfcﬁl%
- Fig. 2 illustrates in greater detail the logical architecture of such a system;
and
- Fig. 3 illustrates an exemplary architecture for the remote control of a smart-
card based application system according to the invention.

25 Hereinafter, without in any way limiting its scope, we will concentrate on the
preferred application of the invention unless otherwise indicated, i.e., its application
to a smart card demonstrator.

First of all, let us briefly review the essential technical characteristics of a
smart card-based application system. It generally includes the following main

30 elements:

- a smart card;

- a host system constituting the aforementioned terminal;



"5 l'ayers. (for exanple the so-called application |ayer), passing through
intermediate layers, including the so-called transport | ayer. A given layer
offers services to the layer imediately above it and requires other
-services fromthe layer imediately belowit, via appropriate interfaces.
The layers COW&&%ﬁmQXtIdﬁe&n\%o&fl epEHe%EelrIéﬁﬁetw-Eh@Iﬁ tﬁé‘Bre@éx@é@l communi cate
with ayers of the sane level. In certain architectures, one or nore of

t hese | ayeapplinationbe nonexi stent. I'n an Internet envi ronment, there are five

| ayers, nore premsel fromthe a o.the bottom | ayer, the
appl i cations Ia I%PB&%IOP ervgﬁ‘é(fnlneag‘ﬁ Ecpt)he @/tﬁré'eheéwg ort layer (TCP), the
net wor k addreSSFl?aV%heﬁiaB&allyt1|Ilﬁst€hf@ésaan|dx@iﬁpla@y’ﬁfch(taﬁﬂe o‘SIﬂlptypeti:he) and the
physi cal | ayer 5 W will now describe in greater detail pi cal exanpl e
of an & chictrsi@all, éowwana)l%mwmrtaéﬁ@nb@tg@w%wﬁIa@martcmrds%sqaé@n dé¥t ding to
the prior e i I igure
descri bes It% %ﬂﬁ‘éﬂ)}}gho{ﬁ%géﬁ?tgb%lph&g’nc?ﬁ!l)?mte?uatg@fn%ﬁ]@%% thﬁal Ir!lfe S%Qﬂt%a@ezg t he
circuits ldonhmiseQacmesrited tideuinzd whsde iffbut- deplﬁhoﬂQlﬁ@isrhpbbﬂ dncnwr software
layers C, and C- corresponding to the aforenentioned 20 physical and data
li nk | ayer$irfagg abity aippsae se é&jtoaﬁ“é’wt hBIPRBPRfrele e PRV RIZNG GAMEMINCHiPRS pondl ng
to the netupr Iheatéﬁl? i @hg)laté?goﬁlf)figbig%ﬁ (T ab@¥Clotine HHARRLIRS
application layer p, , etc.]) I's represented by a we brovvser
10 of &ny lenpmaypn'e:ﬂeerabonlcm fot amaactthgt tppewsichel wlephbee lirerdeetn. 25 The

interface between the | d CZ and.the upper la ersCSandC4
o Conet 1 t BHeRE s Gt i e Tk TISPIN B ampf Vil Y BB 0l | 2y er
driver. TheouRRelorigers C- and C4 are supported by this interface and are
i npl enented by nmeans of libraries of specific functions or network
libraries 14, \ATlnehteVmIn@hl natesallwprrwwmil the piredits and stemshts fequiresk for Het |
TCP/IP is inplenmen kets." This
or gani 22t | BAIPORG P HE BRGaEarens 7 arir S Rsed e SHudte T8 509 et o
server 14, pxﬂc&&&?l’anﬁ@mC@Bé‘sWahd‘f@B ddgembhEs] Ehe@iaeﬂi@@l@k nasd gtamgéer files
(FTP protocol) or send enuil (enail protocol). The termnal 1 also
conpri ses dipkctigmadior E3-BOM 4eEe. 4. which nmay or may not be integrated. In
order to comun r nt ai ns
The tuo | over 1 Aoy pieleliiacF R oo Xhikcted () B A pHERARK, Fhal " S e
pl ay a rol er maymdtare ihtegtateel, hiahes s di:splwmtrdéﬂs dkeytlsatd vanda poiner f7afoes wi t h
the layers CC, 5 and CC2 are described, for exanple, by the PC/ SC
speci fi cat PEHPRI® PAVSE, service provider”). The layers CC, and CCZ
thensehyes are ﬂletﬁg'ﬁ'ef?le(q tpé’mR/QlﬁldnSQ d @;;e@lfljeaﬁif'gug @lifle foste AR thesé\
additional software |ayer forns an interface between the application
| ayers, i ntrowaksdhasyhe Mn@mretmemr@mcefomed and the | oner | ayers CC, and
CC~. The mainf ct ion Efvolveﬁt%thlsla er. ed (o 1
mul i pl exi g de 0t ErBrekl 58 Pemetfioh SohmmElarralisRerssonpreed @ nal 1
descri bed Hiiwbek RNbfe BPWAIchi4Sis @Nistra@l ¥n BRMIOTh dbcéNRiduitOr L Flate thei 9. 2 al so
represents, in broken | i nes, an additional element 8, which will be cal | ed
a speci al | Esdingblin eommunicatiagnuith fheservsrs hesing g paticwlar pees of spbarel® |
di spos b |- Ay ter i on of th|s 15
nmodul eggm I ?&1@@%& %lrnecfelgtt%%gh ‘{bﬁselbis%gr {x—aegsg\r/%ﬁ)fsgﬁﬁ,éa ﬁlgg or gani zati on
is siml arditsmbmtbatthmi]glhdsm theenenworkl R/] geriend lyudiandiehteryer @selece of two | ower
| ayers, referenced . ( sical |aye CC Z. (dat Ilnk | ayer), as
wel| 25 an i nt NP a%%%yugﬁlpmswzrﬁ I?Id‘F aIanzwﬁg 5%‘?”“13 Thi's |ayer
23 pr ovi deprofgbolthcbffmis RaAtl Bompi G SERE SHRAPREPIAHRRAre YR ] O

the case of an internet-type network R/, communications take place using protocols

30 that are specific to this type of communication, but that also comprise several
software layers. The communication protocol is chosen based on the application

specifically intended: web page queries, file transfers, email, forums or news, etc.



20 'CC 2rand one or nore application layers, represented in the formof a
singl e nodul e referenced 26. Communi cati ons between the ternminal 1 and the
smart card 2 take place by means of standardized comands. Various
-protocols may be used, including the follow ng non-exhaustive 25 exanpl es:

- the ETSI GSM e %&hlh&ﬁﬂmmgﬂ@qﬁgg{ ﬁe[?@g()t%@%&&@lllbééﬁ;}’ faupy?ygﬂe | SO

7816-3 standard, 1n character pr ot ocol |ne the 1SO
7816- 3 staFm”aﬂxdmplcntHal(bﬁil(OpbniSyﬁaﬁs Intemonmdaeom)rwamiaml dedlimbd bgdldi}‘s(l he 1 SO

3309 standard, .in HDL evel Control procedure)

frame modeSOMTEsH? ?FVFﬂg'ygE?oﬁ’Q‘ bggotrL |t}?ﬁr?§’n‘ﬁﬂaa?° 2 eés(ﬁ "g’lep[?'&s%col i's
pref erabl yciegdnydidhl MﬁpmaM9ort§the p|h§151é‘d] ttaﬂ&hlsé‘i@h?l@'thé’sd‘-@é«l}@ﬂ uppYn each
protocol |ayer is associated a certain nunb primtives that allow

dat a exchalayers (ﬂ@et:memeltmr@lled amﬁwas@l@ybrémssmg\dlrougmnmn@edlagseer to
another. In the urrent sta (tgf the art not .possi bl e tﬂ}?pl ace the

smart car dlay?{sdp Eg't"gé%erﬁ?u l(?g aB%‘PO\lI‘\ElP"[,'Ier Argé gyegé); SSCIAVI?/GG&O e Internet

net wor k Rl jayéd¥ ifitnedadelp @bk it hid RGHREs dtRerfRefiddsfrcn dRMys imalciarklpf one or
nor e appllcatlons stored in the smart card 2, it has been proposed in the

pr| or art baowiit M@rappmlé?‘iﬁémef@%cﬂ@ layyis semanupicaisty Waans af prigHéveser ni nal
1, d d
i o OO ARD GOAMAAE TR A The Sdlps Bef, R Tulln BEHROKAS of 507

sol utions ave rea

now dem:rl@anaresqfsm@m@efshm)ewm@mmor ding to the i nvention that makes it
possible to ellmnate t hese drawbacks, with reference to Fig. 3. Wth the
exception of thid BJakTAst EnyiFRest-dhese gre @Y?e‘ayff{%éﬂ?‘ied’lﬁec‘ste%ga‘r“éﬁf({”écture

presented j b @y?:r?torﬁﬁé l%tﬁ')'rrpﬁ?&lﬂ'%l %g;f)ﬁ o‘EL laﬁéf Hﬂ“@;@ his QtTct)V‘@nEe

configuration o 1 and only t t's t hat "ar e

i ndi spensatnhmspbm la:yep(ﬂﬁié)r themeeysk addiiessglayerS IR)f thehdata lmkdayardAPRrSip,

r epr esent ed ‘i'iﬁ] %éf qe common el enents of these figures have the sane
r ef er encesCEAAMIEPRINEY IB¥ T o- descri bed as necessary. It should al so be

cl earlys under st aedyfiNfiw §EeriBOR drefidt &bt 889 FcalStaniR66f 4farBiiYecAf@Rdrat i on.
The conmuni cations between the terminal 1 and the latter take place, as in

the prior asmart@aﬁddgmdw@pélé@ts)ncﬁyst@traamandmgzt@dh@:mmu§v11thrrafermvéo Bigen
succinctly descr. orde o ke sinple, the
var i ous. comrAroRerBrape Stb B8y RS el RER Ay BEE T "The prior
art, are not repregemimafl comprises the circuits 11 for access to the network RI, which

contain the lower software layers C; and C, corresponding to the aforementioned

20  physical and data link layers.

Also represented are the upper layers Cs and C,4 corresponding to the network
address (IP) and transport (TCP) layers. The uppermost application layer (http, ftp,
email, etc.) is represented by a web browser 10 of any type, preferably a standard type
sold on the market.

25 The interface between the lower layers C; and C; and the upper layers C; and
C, is constituted by a software layer 15 generally called a lower layer driver. The
upper layers C3 and C, are supported by this interface and are implemented by means
of libraries of specific functions or network libraries 14, with which they correspond.
In the case of the Internet, TCP/IP is implemented by means of libraries called

30  "sockets."

This organization allows the browser 10 to present requests 10 to a remote
server 4, in order to consult web pages (HTTP protocol), transfer files (FTP protocol)

or send email (email protocol).



’ According to a first inportant characteristic of the invention, the
‘essential information and codes required to performa dennnstratlon of a
particul ar 'smart card, 25 and nore generally, to control such a smart card,
-are | ocated not onIy inthe termnal 1, in whatever form (program or

speci fi ¢ plug-i et rmmalolaqgo %Om[l))rlilt SH%: tnpa?t s ea(daelsf%%h 1§‘1a A}C 39%{‘9 to a
second inportan aracterts e 1 nven d speciallze dule 8 is

provi ded ive lhteglat@lr M ok b colrﬂﬁmn@rte wiith tlsdmuzhﬂcebe 2citeaaidy1eauuﬂersst ood t hat
30 the term "specialized" has ecific meani n the scope of the

n
i nvent i on.Conifansiibeitwelogver éayer%%s y¢iealheen) thﬁ(f%(@aﬁa g Tgyerk G ot ocol

st ack of t at ed
Sbove. 11 1 AfGuRRL: f APt o) MECL A8E IR IReTIds wih hEREAECS C
essent |5al dndr@T4 e desaribed, dopaxaxipite bamhd PCAC @eelﬁbﬁimme(epart 6eservitent er net
network Rl and the smart card reader 3, and to translate commands received
fromthe SUPVEry TpedayereCtningd GEe themsilypsamridescuibgd &y eS0T 8ql E‘éﬁ{mands

t hat conf Ofgqbtép [{zﬁrﬁforemantl oned | SO standards. In this sense, the nodul e
8 is "generic' |n nature, since it is conpletely independent fromthe
application or mppddigenal s<mf$w5resla3@lr éd formstanenenfacd batweeh Be applicatorr, gi ven

the functions deyolv to it uaptity of code r ir is.yery small
in practi caYerfAngje (fgy H&S&Pﬁeéﬁpm‘g ?{’] d?ﬁé e rgaé{ “gid%d(} (Téﬁprl ses,
for exgmpl BainGeNRAdeONIE ORRUARE 198 @nmtqgeﬁﬁgl/a&nmm&n{gmhampr esent ed) ,

an HITP server 40 per se, and storage devices and 42, which have
arbitrarily becPheashitesarie efithe t@rrs@gelr@ﬁ@bﬁd up te thispoist iseageelyievi ce 41

arati o+ Raingh P eSbEErFlk D B b leath o S EEORE YRS

st orage degjivaich wal B¢ &Meed spesializ2d MudRI@idtis SpHcaid 1 mtefnwenﬁm Thisst or i ng
data representing the contexts of the smart card or cards that are subject

to a 15 dempdde Bas disposedbeisvesn thedayes (uowmed dhe intarkace, 13.chedupeiionaf hisi n nmenory
of the, 55”9151Fd199(x9113e?£ lgltﬂﬁd[)agg,te server level 4. The smart card context
conprises, ftor ex ep e version nunber of the operating system
controlling theOs [tmrstmamcajd 2End, the orgagezatdeviscenida taltlso ofrtleaermibalpossi bl e to

store data or .jnstructions_tha e it possi ratea , of
Shoet T 1o egrlvdindahs BETCEaT P lovihs (agpisr ERSRMei LR SSat:
deronst r at ddgﬁslmk-mﬁe?? aS RRAIak b ROMERNEr 98| dnil&y sMhifh ¢S ety 3 1 Tl

specialized nodul € 8 and translated so that they can be understood by the
smart car dlagel\mqnovltleyalamwfacah@mecm the afereinentioried pretoeol dayepsCet ande met hod

accordj ng i nvention . descri bed be w. .l n an intrinsic

convent] orGE g ond Hempis AepAcsticBgRe. rapiey ik e TofR oE TS BRBTREA D ouer
up the smefferémed26via the smart card reader 3, and nore generally, to
initialize it. Mre precisely, it is the specialized nodule 8 that powers

up the smart cafemmunisatippsdieiwesm the temingl 1 and therseeprt gird Réakealiedyserver 4.
The web brg \@Qxﬁrofjsgn@rﬁ%d'c&m?{%ﬁ&é ble, in an equally conventional way, to
present requests to t renote server 4, via a nodem 1l or a simlar
device, a convevammqirotbcdnmaysmmed dindudiag thedOlI8Wingaohelxbpistine | i ne or
anot her ty nd the Internet network RI. The transm ssion path normally
passesZt %5 service provider, possibly a firewall and/or a so-called
proxy system (no&lemflmtleq)l re&gﬁmgﬁgpdﬁg},e the request presented nmakes it
possible to to display the hone page of a web site on the screen 5, and
then to navi gat ethe lpratosil defindt puthh ISQIBE6-Si svaridyrddinsgiacacted npuigéfs=0based on

;Ihgooﬁglkcem?t pgg: Eyscgoeol%gfnrleedquyeﬁ\te Iéé%?gﬂ3 sttan%artdomtttlgckr I%ngt T= ?er ver 4 can

- or the protocol defined by the ISO 3309 standard, in HDLC (for High-Level

30  Data Link Control procedure) frame mode.
Within the scope of the invention, the ISO 7816-3 protocol is preferably used,

in block mode.



di spl ay "pages in HTM. | anguage related to the smart card 2, pages
associated with the current denonstration and stored in the storage device
41. In a way that is nore specific to the invention, the request
~transmtted to the renote server 4 results in the generation by the latter
of a set of spqgiahiigriaQEARNERDVHESAEREEh hotdeBNay& is hiteciamBittasdazn duri ng
the denonstration. In essence, certain specific requests are recogni zed as
such by t mamber ofprimives thaaaldovadeta grdvegesdittuecnpayars of theisame davebsitd of t he
smart carqr stolrlefi irnotahghgpvi ce 42. It nust be noted that the context of
the smart EAPE"S'PE hp&i d, for exanple during the powering up of the
smart card 2, Oy tséurgent ieteSodigadrt, ¢cis RESEosidlegollace fthd digart adrll éxt dirdan an
intrinsically conventional way, the generation of the commands generated by
the sedverconunEHFRLOBINIIN a Fomis sasecréhda the iglerast ngtwerk R{.cyiom nefgleln- 5
I'nt erface)orhé/rgg §R{)ﬂﬂp% gerﬁphsﬁ atiSn Bf BE LGS HSrelPBlicd:Rn¥Gbledsh MWkl t&lﬁ]]@ skilled
in the art”Ih the Tield of cllent-server co nications through the
| nt er net . Edrhaebasmpreposstientie prior artltaeivhdrympeleafent sudetpiéces bf sufewiret ed to a
web server, it is transmtted via ? gateway to a di rector}( F]or,rral ly called
"cgi - bi n" ipshegereinak bar gpwnload thamyfrap a remoteysaryer i g FOIR QT PIUGHIY he
execution fle.asha Aswbérnaﬁgaha%a@ﬁse“rh%hr@a%mr&&fydoewmuabnédhe reverse 20
path and sent to the client"that transmtted the’request, 1n this case in
t he forom of speWiefwil noendescnils 4 syarsmarchigetturo acdveding torihaahvehtiottwever , as

noted, the smart card 2 cannot co nicate directly wth the |Internet

net wor k RIM&S W%Slbg’rtﬁeﬁm ?thgﬁwgh?%érwﬁh&%vg%{e trql)oPlt'lg'az’t'forti ori
interpret the cwimBREsxdep@srSom thé gsbcliie frbeisRAL ¥Eihe4fvenlibRIBe SoRTENGE are
normal |y transmtted in 25 packets, the destination |P address being that

of the terpreseatedin Fig. 8 main@ins|theessential hesdivaee andrioliygrecopfgpiatiph 86d pl ug-in
is installegd i,n t 0 r t er i I ly with
the smmrt Bavd 50 ARG RS bl BRI PRI F BG4
end, Wwst h ¢fhBe HvBRioNPAre tpe&enicayMbreo0ér, tHiecohtnid ¢lamedts of these fidurésee Fi g.

2). The specific commands received 30 by the termnal 1 are intercepted and
"under st oorve e ame rrisarnces and willrnly e edesgribes asirecesigiyor di ng to one of the
essential char hSLi ' i I r heminto
a set of commﬁ%éﬁ(gﬂg%lsggﬁg %?I:]Y?F ga#ﬁg%ggggﬁéﬁ?{toﬁé%ffi%%@??ﬁgggggg’ The

ot her comatagstioeCBiewetnarncations betoees edernyinalHeandobielagieBlakapldcaras in
transmtted, i.n conventjonal fashion, to the browser b10. The server 4 has a
separ ate cORRELE HYSHE F 195 ¢ a@ﬁgﬂ%eélﬁo?@aaq%&ﬁt a¥ GFHngCCéIbCE ection can
be secyye @hgrig@an support an encryption of the so-called SSL (Secure Socket
Layer) type. Schematically, in order to better illustrate the nethod
specific to theAlspyviamriesrio keen the deoving pimpde itevasiug Bpmawairaien JeEeol he

I nternet networ.k and the nmpdul.e .8 is illustr separ at e channel 80,
repr esent e@y?rﬁ’ lagfnt“ecaltw FHesonE \t/\}}éa’\?élro,rafttarg Sﬁeﬁgﬂ%x%ﬁder stood that all the
comuni cati ons passdinB e ifst ifportdid dharaqemitiei of alid dRetivanthelessendald t ake
place in conformty wth standardi zed transm ssion protqocaols (for exanple
TCP/ | P f orinfeignagpe andifodes seqwiad Fepeiotpn demamstration pfen pArtGiHasmag) cards g

nodul e a r [ . 0 ' thehSBhihacar d
readerzsg. %@eﬁgél% gi%P el‘t?dr]é’ntgtrcn&{itg&}tcS gd% ﬁgm ?lét% g@r&gﬁg&gegn%%gg 1?{?&1 has linggei ved
and transl atiadvhativesformpfpregrasm caspedcplypptieddownlnaiedy dar in the femdte |ink is
secure) and translated. They are then understandable by the smart card 2.
In essenceS*™t'er translation, the conmands retransnmitted to the smart card

2, via the readgp.R3ding"& alsEbonl empsinf B&aderistic of the invention, a specialized

module 8 is provided in the terminal 1. However, it should be clearly understood that

30  the term "specialized" has a specific meaning within the scope of the invention. The
module 8 is disposed between the layer Cy4 of the protocol stack of the terminal 1 and
the interface 13 (see Fig. 2), as indicated above. It is advantageously constituted by a

piece of software and its essential functions are to provide an interface between the

9



~ 5.format and are therefore conpatible with the comunicati on node used
between the smart card reader 3 and the smart card 2. The comands thus
transmtted to the smart card 2 nake it possible, for exanple, to power up
.the smart card 2, and to activate the application or applications stored in
t he | att erintefRf n@¥@AORELadthesAGF chRl RAERS Bt Bndd@tidnSldlefonfrbidiek keeBeand/ or to
read 20 specific files stored in the latter. In return, the smart card 2
transmts framthesesyssdivig ihe sefernsbugtwork REintp standagdigadtcomynands dhgder 3,

commands and/or .instrictio t ke it sible, in bsequent, step,
Lo a sp ay OBl5 e MR H RGOS B0 TR, BEBRRERS eHotug I TR > he g
denonst r atig@atukigwRiceit,is thiapletetifidestde RITEG thel applicdtivniod lﬁﬁplﬁfaﬁoﬁsﬁ rst

transl ated by the specialjzed nodule 8, transmtted to the server 4 and 25
retransni t¥@Ed trothe gwattgpid hdforeoygigeiven thedunitions dsvolwd teife thegantilyi zed

nmodul e 8 io?c?déf‘erqﬁﬁéd ﬁfvehh&nzﬁg?/ﬂrgct xpe that receives TCP/IP requests _
originating from-a script executed In the server 40. The comuni cation with
t he speci al i zednraodoreeletiled wagsthe tadote R¢vesd nleo uasprides] foeexampie, br owser 10
and the server 40. This script is ,reslgzgnsi ble for executl a seéhes of

conmands 0L OMPYETURR RIPLRSTIRE eats (mottnPEesgntednan HidPeerichdl act s

like a TC'?!e'r'?e,%‘ﬁH‘é%rrag%Qﬂvfc% Y1 Bd 82, WAREPHSR a@&fraﬁ@f%eﬂ_ g:f/rés_%m‘éﬁmmnd
received fromthe server 40. The aforenentioned sc¢ript, 'which can use a

procesk® ofsepiratelp- cal l ed CA (Common Gateway | nterface), or Java Servl et

(registered tragenar type rocesses_ al. f the TCP/IP responses from 12
the spect al | zed® nbaal s Eiea 1 HFARF Fheiubledh staTestelyh hee R RAT B2

transnitt edferRdidgs REROSTOr dmplO USHTMIUSEnof e ForhRPESENER]D) . for exanpl e
the hol der of the smart card 2, can interact with this smart card 2 by

means of the brbwseeondpstorgse figpies, sfeigasash <% ismen napicubskndesigned to he
iali | 1 . kes it
obect o o cao TR PrABlFe RTRE L SPE ARty TR L QURRLIEP T2 7

! SorRd

possi ble to di%s ents € snart car ore clear
that tise sdeaidnseaich. A 'ismaschidddnyexdl i aatprgsenaiion oh heehdpy ofith€Gmattyprl pr ocess
and a card_context stored in the server 4. Everything therefore takes place

as t hough 4 Mehgraate seive lovaldy Bhg smayt fud CORERRATRERES, b7 SARIRIS HEE | atter and

recei vi ng r i Ird I B
{RGHPRE AL AR HS O BRI o smdPeleh! HAIAORE Bee

concepts, In order to performthé tasks tha
8 typi cal 142 #ssmakesiizpossiblsid skide dhta ot amstrinetidns dlke anakatitopdaskiblesd gesgrateneans
(not representfd% .vaith whi ch t he % rn'bna%) lis. Fr‘PVi ded prior to the start
of a denori 8t RS ‘C\fé’W“ﬁ@?Effﬂuye gorrt QRGFTHIoped B CUHE | size, by means
of a djgskedednfonkQ4ticX aNRsE speRffid doRim AR vﬂ}lhﬁﬁnt@ﬁ:ﬁ?&é'b?@hé@%ﬂbi!dﬁiedBUt for the
sane reason, it can also ~ 5 be left resident wi thout any di sadvant ages,
after an impdylaB andsanslsipd pothat dicysar be updarsfoes i idismgritcaed 2 whonthe®s of the
term nal, ﬁ@fr%hs%h@ﬁl&"tits storage resources. Again by reason of its small
size, it is al'so pOSS|1b'Ie to download it fromthe renote server 4, or from
any other web SHEie/tin sWipk lbf tHeemethod srtbrdieg tonhe dgierdon aiv doasasibed belsivng a
sinple switched telephone |ine having a fast nmodem (56K), downl oading a
program of t hi sINZ9 i8iripgicalbyeanveRtiy aydhe fesminag ppecHical g BKESIt Thi s met hod
has thg a WA I Maid.-ab j.Q0. t he
speci al’i zgly g?%gregr%{vggnlstl t% H?l?[ ndélﬂgﬁi%aﬁlltag%é@?éfﬁde}rg’ %@seégiegéegggﬁg’hat it is
not necesstriyitihbize it.Mowepecadedy, it io tiraspecializedpaodule 8 itlzat ppwerg ruarthe srgart

e LB b b AReL Bl SR st it s i teDrproer 10 25
entirely TafkdsiiafossiBidin &P BohRAliAIIAY iRl 2GRS AU RATIOT the veb

site to which he nust connect,” an addr.ess I h. can be pr.e-stored in the
browser 10servem4avipiaghodsin $boné bioulat flewicn., iatcesvengionalitrankmrssipn ghag! &0@&nent s,

I "book ks." .S , . i ndi d,
gener k. KSR 1R BN R A NG By TR Rl o

denonst r at acHhallP phReP@idphBErGedploeiddr, pobaMed firBwhilénd/or motalRdMeNU
constituted by hyperlinks, the operator selecting one of the options
present ed BPXyrexstan mOtﬁmeS@éVEbﬁgde@mﬁﬁ, the resRpH gresented grekes it pasiEe of t he
nouse 7. 13 However, in order to further facilitate the running of the
denonstration, and to nake it nore automated, it is also possible to

downl oad into the browser 10 an applet, for exanple in the formof a piece
of software in JAVA | anguage whose siz&is very snmall. This applet nmakes it
possible to control the running of the denonstration by 5 transmtting the
necessary requests to the server 4, which in turn generates comands
specific to the specialized nodule 8, then transmits the result of
calculations it perforns to the browser 10, in the formof an HTTP
response. In this case, the essential work of the operator can be

b o o o o - o

)




30 ‘only'the renpte server storing the data and the prograns required for

t hese denonstrations is involved. The nethod also allows an interactive
node between pages, for exanple of the HTM. type, provided by the renote
-server, and information and data originating 14 fromthe smart card,
under the : BH%,”&% e(ﬂp[xg kO | f thi. 3 sanme
server, antg(a{&ﬁ)g@ls&r%‘???@g, fter@?érjg%s at?g%,e 8%g’%tnﬂgﬁésdr}grntao%garecimgél?he pi ece
of speci al thzegh sadceymvedy display¢dpagee baked onlthe oftomk grdsented.ear, however, that
t he i nvention if not limted tp just the exenpl ary enbodi nents explicitly
described,  par t] REUP4YIS) TSSOl (R Fampls RV RFAN A3 RIPRE § PPULHS B od by F g.

3. F! na! | Ydisp'ib}t p&g&gm Hr i RhL @&e%@lﬁteﬁh@t&rm%@a‘?& Eﬁ?ag_@@é(s%o@_%@ “glﬁscri bgad in
detail in the case of a smarf card denonstrator, the invention is not in

any way | ithe ceuent demhngrapan g sfogad inphs Sterage deviceldlo The i nvention is
appl i cabl e whengver one w shes to.control a.station conprisin t erm nal
20 & smart carl 5 enaie RlE Sacsi b e ot M kSRR SR or
intranet, @iloicdReer 4k8sults (-NeNendratidebn e 1h@dr of @RBI ST spedifi¢ dmMbhnds user
station via an Internet-type networ k, said user station being equi pped

with a snedesigoed i cansebtheapartcerd? duiingythg dgmppsteatiogormuni cati on pr ot ocol
stack, said s t rd rea ri.si ni i r ot ocol
Stack and sai d oreaRReE gefRAShedRCRLLEL e B QS0 of RIS fietdr 0 B0

st ack, j0al | o agproedsedhcpdri ofitie betwaer tisadnthrtiGed sotal inohe dgvibeadr &not e 6
server connected to said network and conmmuni cati ons_ between sai d user

station an@us bediowddhairthe et of dhesmag corme 1 Weatedr loagesmpledrgngder station
al so_conpr bR Qﬁarﬁceﬁl&Qeﬁgﬁgm%{)ﬂe%@l%%ﬁéémfsﬁ@% rl &kt el d remot e
a in that i co 10 - a firs

server, characterize t t ri ses: t prelimnary
phase for storingn(id@nsicallsedrdentdrmi @agahe genefatjondditlee @mothandsi nst r uct i ons

allowi ng the generation of, specific. command upon re Lon of ecifict 2
Fequest s oTGIE Ie Fristh AE0H PRl ISER TPy HEane ey Bl ¢ hei r
transnisssi Qerfaeytyfe SRipt TEls aYr8dcs@hal iskwali kiowh o dhe SRIUCASH ME@kIiAT nary
phase for loading into said user station ( 1 ) a piece of ~ 5 specialized

sof t war e (¥ fielst ofiohigntaservancemnnecaensibrovg dhallntérnelt Faregampleomdiemppot ocol t

6 stacks apd d ned.t o traqslate %ﬁid specific. c mands. recgi ved by said

Si ) .
user stat i B POF R iSO coftorR Ty 5 PO e

comruni cat gewdr tacdifdctorl Bormalydabéd '@adin "tilevhich deeipisnge Sb@ASTheldata/ t he
transm ssion to said renbte server of at | east one specific request; 20 b/
t he gener alepyHNS{roapthe exesyHpR ok pyEEulanscripy pgierans Bt dthrongh dhectgverse

20  path and sent to the client that transmitted the request, in this case in the form of
specific commands transmitted to the terminal 1.

However, as noted, the smart card 2 cannot communicate directly with the
internet network RI and, in particular, can neither receive, nor a fortiori interpret the
commands transmitted by the server 40. These commands are normally transmitted in

25  packets, the destination IP address being that of the terminal 1, i.e. the client.
Likewise, unless a specialized plug-in is installed in the browser 10, the latter cannot
communicate directly with the smart card 2.

The specialized module 8 forms an interface, on a first end, with the upper

protocol layers of the terminal [, i.e. C4(see Fig. 2). The specific commands received
30 by the terminal 1 are intercepted and "understood" by the module 8 to be intended for

it. According to one of the essential characteristics of the invention, the latter

translates them into a set of commands that conform to the aforementioned 1SO

standards. The other commands received are not processed by the module 8, and are

11



- 2~'request, of at |east one of said specific commands and their

transm ssion to 22 said user station ( 1 ) using a second given

comuni cation protocol; 23 c/ the reception of said specific command in
-said user station ( 1), its 24 interception by said piece of specialized
sof twar e (§%ns§?gedﬁtir§cér{v@ﬁ‘§$rﬁi faQRioA 0!t BroRRLAI (. The k9t RasCPRMAICAL | ON
protocol; 2 the transm ssion of said translated command t0 said snart
card (2) usinmgetivn &awih fherspeciglized maima@iiitoatonmactpmataobelsecwre andse@ind smar t
reader (3); and 28 e/ the%rfﬁtivatlilegm ai da{()rpgn | at ed command of at | east
one gi ven {UPRENABEnggPen ok th ssCaled NoLiSsPine SoekHl 138y \or ed i n said smar
card (2), in ord&enta@cAfy, RESIISF iH b2k 6RIE He- méifod snge_ci?ic i iaderfomor di ng.
to claiml, characterized in that said data and/or instructions stored in
sai d r enot biesempmmiqaipn gsiablishebhgtwgen te igternst aetwork oid thpawidpled 8 commands
conprise sg-call rt rd xt . d - I d, cont bei.

r epr esent aﬁ lluts)tﬁ?te(l?ﬁy ? ngaﬁ%gng}ﬂvng% g?péesreg&ngtlléagtéefdvlgnres'( Ii?‘?'e\b ’ lg %ﬂogl(fs]bnear t card
(2) presentinderitdodthnchlbe combiinications pas3 thrdugh. thdvaidapcoramanicaiisry to cl aim 2,

characterized in that, said smart card (2) 2 being controlled by an
oper at i ng ¢psnelmm and e placedn wprfieriaity shid sindpigiasd iransmission pEdegA o onpri ses

at | east sg ! . rat | od according
to claim 1‘?*3%\4?2?? g?ifgﬁp?ﬁecﬁ%az%gﬁo(agﬁs%ﬁdgg%rp??Zéergtﬁé Br%gv lf%/‘g}e(gijent to said
activato on st epThamoleleRtalso3otths an git@fackodn 4 seapadretd, iwith Wlas@aaoador

i nstructions between said spart card 4 (2) and said termnal (1), via

sai d smar t AP HEBfert APMILS i ther ek iR COIBINGS THS hereper Bt frees'Sting sai d
first givepnhCauBHRimal hx%%e@(y@?eﬁﬁ%éce?sa%/ iPhe UiRR if QeuleNgnd hANBL&L Hapy of said

data and/or instructions by“said piece of /7 specialized software (8) and
i ts transnirsshanunderstaidable bprtheesnsart gasd 2( ) essehcesifiey tremslgionetdend gi ven

comruni cation protocol : .h/,a step for .the. processi of 1hj and/ or
Chece i nat panpRaReeEgsDulted Baft iBad Sy Vialpe RE3E! I 4 b oIt 78t
gener af4 onfdpshat dtdSars eHeY&bre(cbinpalibEabith B bAGHMIdatibh trodE udedbetwe@the gur at i on

of said smart card (2) and/or of an application stored in said ~ 3 smart
card (2), smattad reader 8 endiheisswiioard?. said characteristic data to said 14

termnal (1) in i Y C j i o) o ~5j/ a
step for the i St S ahdbl BN EEPTHEMGR; 83 bRt Pos Bee o nal
1), of sabthmshlaragbeet i ihe stattaard2, abBtdadivacane dppigation 6f @plivations
characterized in that, said request 2 generating neans .being constituted by
a web typeStBrgvaghe lattearphor exampls ip prdse o exepHe AUl SIMCHPRRATYPRA SR

consi sby Ngg ks FfﬂE% S8reldIn &2 1Fdr r3 §hY §hart #rdBatfsmR0 S fht:@?éc'?zgizéﬁm
cal l ed static display pages, and subsequent steps conprising the

transm ssi owdules, nip the smand cardireatiey 3 vemoandnand/oainsonctpme thpt olake ifpon

reception of ecific requests 6 generated by said. browser (.1 of all or
Come of *t hpessHldh ¢ SSSOFTE SRR AR By dereTby S variohs QHe PRy e of

i nfor mat i ogma% e[Sk ddrhdhshated. BOREVer GREE ORIMAAs 8Ad/Br Mk SRItRYs BreSCr €€N
(5). 1 6. Method according to claim5, characterized in that it conprises a
2 fourth pfigtimngiateq bptespedaliredanodude Sftrapemisteditp the sewer fe@ads of sai d
browser_( 1 a. ticul.ar . ransnmitted to a renpte server
connec%sed feg‘)agarpﬁ%fi%?{ehre r%%r?n lﬁaeltl\/\%(ratkégﬁsn%rol%rslgrolroder to downl oad a particul ar

pi ece of softwamae spdclatidedmoaplplsat aiserver dithe IOAPIPWSEY thatli@PeiveoT @B/IR O
automate all or sonme of said steps a/ through j/, 7. Method, according to
claim6, cHIVeYs afigpaing ompseriptaxgeuiph nshe Servor 44} iThe egmpiinicaien WitBgi st er ed

trademar k) tﬂeangéiﬁ‘lgz%d module 8 is inserted into a request between the browser 10 and the

server 40. This script is responsible for executing a series of commands addressed to
30 the specialized module 8. The latter then acts like a TCP/IP server and returns a

response for each TCP/IP command received from the server 40. The aforementioned

script, which can use a process of the so-called CGI (Common Gateway Interface), or

Java Servlet (registered trademark) type, processes all of the TCP/IP responses from
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- 8. 'Method according to claim1, characterized in that said specific 2
commands are the result of the execution of a C@ type script in said
renote server 3 (4). 1 9. Method according to claim1, characterized in
-that said piece of 2 specialized software (8) is |oaded into said user
station ( e Qpe@rarlkagmg@mel 8f That itFoRARY ATHTEPhyphRSFonst BamMmite@tcaheecor di ng
medium 1 10." Method according to claim1, characterl zed in that said piece
of 2 specrtmd)wmdos"ﬁﬁusmn@r(@t represtoiad), (fa!d@dlﬂim diedigidgr abdie Smaatqatﬂ"ﬂ( 1)
during said first 3 hase a,teny Qe server

o er 2o 2 sap b Rbr pauP B AR AR Eans o A Ro SO st Bt Bhocitef bR O | 1

that said thé §gber@OVER s Mddald DindthekseeRlcatdrefderBhe TCP/I P type. 1 12.
Met hod according to claim 1, characterized in that said second %r ven 2
#r

conmmuniscat i on hoewserdmpakeni possiblg® disalin dheeonvissofthe ppatgard 2| 6- 4. 1
13. Method acc [ I gi ven 2
conmuni cat i on E# gttg%?){()%& & t%tﬁge Wb@%&% 18%%3511']}%5&%% C%E{é%leéir h‘?t ecture
for renpt eCGDIybE proceds aadlaaﬁrd &dnadxit Stordd 111 the serr‘aeranEQerlyrlﬁnq theiefdry pakenet wor k
(R~, said user station 1) being equipped with a smart, card reader (3)
and conpr iRgEqs shqugh dhe %’%Fhfﬁﬁi 2asTH N ?)‘Ffift‘ gemmuaicaipn wihithe latietrandcar d reader
4 (3) compiisiin réﬁué ﬂxtﬁQWﬂhﬁ?&t%Q&ﬁOt ocol stack and said smart card
(2) 5 conprisi ng comuni cat 1 on protocol stack, allow ng

comuniocat i ons ’b:eﬂl\umeme ﬂaemnclepﬂsm osieatd menfofm1hg taalmdhat aredotodvesigpvier (4)

connect ed net wor k and , catjons  bet n said user station
1) and sé&‘ #etg té‘ﬁ‘r"@l”X%s ajizp %fcaﬁ%gﬁgnjércfm% E)é‘F]?fF g’@rs lorage meansy yser (
station ( ?aot)reﬁrle§é?1t&9'mfﬂ whiH tHE@AinhOr 1sqﬁ6‘\‘ﬁﬂé’ébr‘f& tb auest sr 4 10)

transmtted to said renpte server (4), characterized in that said renpte
server _(4)demqnstrr@0®qu¢rppred:kw shregsaareiges viepassal( dae, byeans pf sdisketiyy dat a

and/ or instructi rat o) G S upon
ecent i on 1ot SEi R orfieg Bt dbRRg R 8O0 e SBRE odsin JOTIIE, aF g
means (5 1Qje lafidesideat mrhmaraa idfsat vantdges, Saaredamrierﬁalséa@t ivixhoft sigxﬁflcantlgi and in
that said user station ( is equi pped with an additional so-called
speci al | zeWrdaning @%@PW@? the terminali RarabaEist RBAC EaPYCes: ALAIngY second
Protocol - SkAblibe 0 dman 3 zg%fls%%d%&%b ¢ BIABWAIRd 3t St RGO s F UATARGHS

recei ved by said user 3t ormty Irst given
comuni catfr&n apy othec akb s¢rméxoMdnmamdﬁerﬁthadhnomgfe@rmeh@vhlaﬂ vaingecsirnplegi ven
conmmuni catigon protocol, in order _to tranzé?}l{) t hem using said second 18

gi ven commiicked [ephpRolinglaving 2 fsmpdens E%‘?’HIOP‘S‘%I@ rQEImQ S g spart
card (%), $f &% ra%nipse@erar WAk 8f @coh&aThlsQH&h&d NRMnd HVGhia@R oPhiwalys | east one
application st in said smart 20 card (2). t 15. Systemarchi ecture
accor di ng haying the mtﬂavmhaba@tsecm ofatie ppecidhiacd paigthnR constibiting slae medul¢ 4)
conpri ses gn HTTP server (40), first storage nmeans (42) for storing 3 said
data and/or instructions allow ng the generation of specific commands, and
second storage gadasy {Aske khdt &is BbOidcB@atiefontHe @pstatdrd hivg aiiyqﬂh&wl@ages in
HTML 5 | anguage. 16. Application of the systemarchitecture according to
cl ai m 14 tRrogmaming expariissn The Seapbieak intestice) vhughisdhatf gie \(f@) browseigl Qyser
station ( p dat a

trans mgt t e‘éh%h%%gr%‘,ama legl}géers&\jlgr@ﬁ(k ﬁﬁ)&/ﬁ tﬁ%@oﬂé %P {hg lée:rt’ersrt% é{rlygyrmdul e (8)
and char acfagiiligttd dimfHanedringxkno tbeamérrwlnndrireﬁraf tlﬁeZ\)'eb sisd togvldctbhe hi rd

gi ven commruni cati on protocol ., said charact tic dat bel ner at ed by
sai d remot BUEPRRACLERAdgIEHWhICE SRR b6 Rreofotg il éwrwrf;r & BHEiF 10-car d (2),
usi ng sai d; a?l@&@fWOr]:h%s (k8 £ QARUNLIEAER OTLREQNIQRRbwn b «mhcﬁraﬁ&."by sai d
suppl ement ary nodu % ransmtte to this renote server (4) using
said first gi ve$uncmdmsmvea4 cmnstpneoas)mdicateﬁ&o -called static pages in HTML

.Afe. A . Af_ A A Af Ae. A@ A AS. A AfAf . A3 L9(JC=
oh| NRA A Y‘]aeéljaéﬁ]térzﬁj‘ré‘rekﬁ]s % é?@éj“é‘é‘]@ﬁ]‘%&%a?&r] é‘}eéac]aﬁﬁf@./ﬂ)@é{f@ﬁ] cg] caV] c
a] ca] ca] caghe fbeRbramesl @&]sﬁﬁﬂt&ﬁﬂ}cﬁslﬁéﬂ k@ the operator selecting one of the options

presented by means of the keyboard 6, or clicking on them by means of the mouse 7.
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r gk5_ .
aR} gsni_d_Z] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca! E* |
SOt d" " #an#SQBEB&b&&E ' g' ' (V(}())*}xsnid _Z]]calca]ca]lca]ca]ca]calca]lca]ca]c

KD00, o055 ns a0 T GLTERENG 2 RELER ERI NG NGB T B CRl R BICR T LaT
e e R R
] ca] ga] cal af@ﬂ%a}rbﬁqeggq%a LRFESY %ﬂf%f%aqléa fé %%%eé dék‘é(] ca] ca] ca

ca] ca) cal c5F Sal ¢ a] (RS Ca) 6B CAl <o) Al o €2 B3 3%%3@5%‘@@5‘&?2"%2} ca cal ca

ca] ca] ca! TWWIWM@’@M etessary@equedis to dlpasgiovel Bcwdutﬂﬁm‘mee gedfrites ogbinXjdsa) ca] caVv

| cal o2 cal calsal eplealoatodl sal sl spbeal sahealealarl pahanlesl el ool oal e ca

g: @3 xsni dyefldrmdls Bk trdwal 18] inahe fRkmalraalIRTE Akpalse ahGrk cadecakcal cal caj cal ¢
a] ca] ca] ca] ca] ca] ca] catljca] cal ca] ca] ca! G 6NDH@&angnt xsni d} xsni d_z]] ca] ca] ca
] ca] ca] ca] @ajnsia] watkeel] thappapiontauhcninunirizsl @aferecal s ) bapoairchinsh] ca] cal ca

K- 109B& 09B& (),-.3 109B&' (,).- 00 &' -109B& () -1
Loobe: () - SFOTORRR e ereR pat iRt g Tmal o iR o i () - o
1098B& (g - ﬁm&‘}@&@ns(ﬁmmg the spec1allzed module 8 after havmg(gowered up the termmal 1

109B&' ()-(JC K-, : ! 109B& () 109B&' (% F(3109B& () - FL' 109B& (
%QLOYB () angthayigggserted the Snlfmmgﬂ )inte the aden 3710988 () - F5: 10%3& ()-34

1098& F210 & () -

100 () - 1008 [ EOTBAN - %f%ﬁ‘ 0 g padb it ed ™
' 1i H*3ss108M&ct Jet forl) YBB& () 3910988 ()-3109B& () - 310‘%8& ()-
T 109B& () - 1098 K- F 10%B& 100/8& 09B&
" 10YB& 8 -3 @.0‘%@ ymd rlt g_@%ges( l)ot:g( (a)ia g(g(%@ i‘lll 3}8& l)atlon terminal
1098 () edn(belPiiFodoln grf&: Féﬁ‘@&hé )naﬁc/élg/ﬁéﬁrﬁliar%eégﬁe?ﬁ&e)sn Féégaﬁle@?y 0-_
ai K- YF7 10988 ()-Y5109B& () -, 4! @ 1098B&' (

, | @O0YB& (parnremlmw&pr(a)m@@mrmmy EL@%I#&IFSQ;@W t@ltﬁé (n)./entfdﬁ 1&@%}1( +(& () -
4F F10% UL & () -, . , o :
f F" 1090JU8: l(‘?“tg%jéﬁ’é BICBYS LY (§ lopriyaaelivmaey Bss- 3 Reqe) oL i WasRive: () - F1 D

" 109%Q& () srfrA1@i2d) ﬁﬁﬁ\@%f Goftware’ tﬂ&%ﬁh@yﬁﬂd@%ﬂé@%& the apFicaddPIB& () -

3109B& ()- 109B& ()- 10 U U 10
apphcatlons stored in the smart card during a demonstration. As indicated, this piece

20  of software can be loaded once and for all. It can also be downloaded from the
internet network. It follows that the configuration of a demonstration station is
reduced to its simplest expression and does not require any particular expertise, which
also contributes to making the method particularly economical.

The graphical interface is familiar to any operator, since it is the one

25  associated with a web browser, which can advantageously be a common type.

The method allows great flexibility and great universality. In fact, the data
specific to one or more demonstrations is stored in a remote server and is capable of
being used by a large number of stations. The updating of a given demonstration
and/or the addition of one or more demonstrations can be done very simply, since

30  only the remote server storing the data and the programs required for these
demonstrations is involved.

The method also allows an interactive mode between pages, for example of

the HTML type, provided by the remote server, and information and data originating
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T10°U UIS"10% U U& ()-F1"10% U U& ()-F* | 0!l dErS410 , 109B& () -

S109B& ()-9109B& ()- @O0wB& ()- 109B& ()- |

109B&' ()-!!"d"" #a#aBr S43109B& () - 3109B&' () - 3109B&' () -

. S109B&' () -109B& ()-!, 109BB& () - a##$BSS&AEr S4394.09B& () - 9$F" 109B&' () - 3"y10%
! | . 1009 ! - .

2%0((%)8&3 Sl@f?%% &éﬁ‘k %ﬁ@ff‘g@ ﬂ]%(?:éﬁ’é‘ol(c)f %‘H)%ndgandjg %\(54(9(@]1&@% f{'()m this

109B& () Fsah@9@Ale, )&n&tmﬂlﬂ%&&d(a)ﬁer@’dﬁszlét{c(d (3 thy shaSMARPbUSE Plec@0% US () - 10B

10B 103 L9 1098 Y7- 109 () Y6 109B& () -) S**4+++m ~<bCl @ 109M M

& ()- S@%‘WBF%V q@len 1006 US ()-S " 10% U ()-S " 10%

am T ensidshes i e oy

US; * 10% U&xemplaty tﬁﬂdﬁélﬁm&'ts(@xp'hcnﬂyﬂéwm& farticularffin relation to the
1 & ()-">0K000- 122dBh] >! S, 109% /& ()-3 f 10% & ()-f!10% & ()-3 10% &
0%8& () - 3VERGCRIre Em%%‘%‘ﬁ%é& Eh]( )>| SIF 10% & 8 10% & 8 Ff MLO% &(%)

10% & () - F, 10% ginhlly Eiltﬁc%  the ﬂeﬂﬁﬂ%%@zﬁ)@ﬂﬁécﬁlm Qv l%h BedokibEan detail
10% & () - $'10%&() FI"10% & ()-F 10% & () -
in the case of a smart card demonstrator, the invention is not in any way limited to this
particular application.
10 The invention is applicable whenever one wishes to control a station
comprising a terminal and a smart card reader, via the Internet or a similar type of

network: intranet, extranet.



" 3910% &' () -5*6667_77dEh] >! SI YOS 10% & () -
S/IS10% & ()-Y-:10% & ()-,10% & ()-Ys*g
10% & () - F(10% & () - 78] 8889999dYNC! S! 10/ 10/ 10/vyy:
- "10% & ()-YI 710% & ()-Y5' 10% & () -, 34410% & () Y2GL0% & ()-9J: : <: =4>>zX6YNC
11 "109%7& ()-!; "10%/"/& ()-11 "1
"10% / & ()-fy3"109%&' ()-!fy3"10% /& ()->@D@\A BIA<YNCI ! @/"10% /' /& ()-
1 "109& ()- 16,/"10% /& ()- c-il0%& ()- "10% & ()-!' @
"109% /" /& ()-qBsBt B
1000 & (- 31000 B () - eI oI HytR! pfa usgplatigp viagpjternet-type
- 10% &'A ) - (el EMDRE BeBR LA @in eé@fgfyécﬁmthaﬁﬂr&%c&r& deaderk@¥dcEmbprisidg 40% & () - 3
10% & ()-f& 10% & () -i EEF_FFF' &d
10% & (?) mqmr&umyatmu%)@zc@l)srackosm@sr(lamt Fyrdogder comprising a second
T10% & (
' E10% é. qgk%%t Brgt%gplfg%( éln?)salg.sgﬁ%cgrd(sonﬂnsi%/% tg.lrg)colglmumcatmn
10% & (s) - Fﬁiﬁid&detd@J gl ank c@hmun@h8M el ween sa@ i &align and a remote
. @O0%&' ()-,f,10% & () -
* 1094 & 6 ) - SeIYeL GURECHef ten3did RUVRTl arg peremEnign @nsdwg veeen)saiduser staponiandy -

oston & () AT itom ERAEE TR PR T
10% & (9 - npeBeOth& réquedy 11AAENSItEJ to hiPdefiatg ser&dndidt ©ortized knth@l it! @
9  comprises:
10 - a first preliminary phase for storing (42) in said remote server (4) data and/or
11 instructions allowing the generation of specific command upon reception of specific
12 requests originating from said request generating means (10) and their transmission to
13 said user station (1);
14 - a second preliminary phase for loading into said user station (1) a piece of
15  specialized software (8) forming an interface between said first and second protocol
16  stacks and designed to translate said specific commands received by said user station

17 (1) into commands that conform to a first given communication protocol;

18 - and at least the following steps:

19 a/ the transmission to said remote server of at least one specific request;

20 b/ the generation by said remote server (4), upon reception of such a

21 request, of at least one of said specific commands and their transmission to
22 said user station (1) using a second given communication protocol;

23 c/ the reception of said specific command in said user station (1), its

24 interception by said piece of specialized software (8) and its translation

25 into said first given communication protocol;

26 d/ the transmission of said translated command to said smart card (2) using
27 said first given communication protocol, via said smart reader (3); and

28 e/ the activation by said translated command of at least one given function
29 of at least one application (26) stored in said smart card (2), in order to

30 perform said control.
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10% & ()-F10% & ()-, 10% & ()- F@ 10% & ()-Fl0% & ()-
T10% & () - PcPPPQTQQUENDC! || @ (10% & ()- Y& ' 10% & () -
%40% & ()-$10% & ()-FF 10% & ()-F z 10% & () - QQRRRRRSSAENDC! ! | @f 2
10% & ()-3 010% & ()-Y@: 10% & ()--10% & ()-, + 10% & ()-Y *
10% & () - SSSTZTiTTTLM@H@!aICé@ﬁagY@EﬁHﬁ‘I ( dhar Qﬁ@érlz%glm that sald data and/or
10/ 18410% & ()-TF710% & () -151096 & ()-, 41 10% W WWKXYZ XOmb@ ! @ 10%
U&' () - 12, @inew@giang jtored @ 30O ER Sél)ve@@(agd allowmg the generation of specific

& ()-! @ 10%@e& ()-1. @.10% YqY, Z OMb@ ! 1 6-" 10%CUCU&' () - $"10%
o ()7 % R prTiRe s tiine e G b Bt bapgG,

U&' () - bl c™e @’éé}ﬁat"dmﬁ_ﬂm@dnﬁ&gn@%%ﬁd tdmotd QW& (@), -offséG%B&rt(c)ard @9 pkésdt U 10
U@; 10% U& ()-!; - "109%H& () -

Q 25 adB-SaighuserstaHa@y () - 3510988 () - 38310988 () - 109B& ()-3109B& ()- F
F10%B& () - apaab_bbcdE~ @!!6! 109B& ()-3y109B& ()- 109B& ()- 3,

109B&' ()-3109B& ()-:! 109B& () - ccdddbeeedE~ @!! 6F*- 109B& () - F( 109B& () -

TP 10984 () - FOMIBYBE Methbl at€3@ig (1o ¢Bim 2, characterized in that, said smart card (2)

109%& () er ffgaggdE~ @ !! 6F4Z" 10%3&' ()-F2 109B& () -
emg con rolled by an operating system associated with a version number, said

3 context comprises at least said version number of the operating system.

1 4, Method according to claim 1, characterized in that it also comprises,
2 subsequent to said activation step, at least:
3 f/ a step for transmitting data and/or instructions between said smart card
4 (2) and said terminal (1), via said smart card reader (3), said transmission
5 being performed using said first given communication protocol;
6 g/ a step for the translation of said data and/or instructions by said piece of
7 specialized software (8) and its transmission to said remote server (4),
8 using said second given communication protocol;
9 h/ a step for the processing of this data and/or these instructions by said
10 remote server (4);
11 i/ a step for the generation by this server (4) of data characteristic of a
12 configuration of said smart card (2) and/or of an application stored in said
13 smart card (2), and for the transmission of said characteristic data to said
14 terminal (1) using a third given communication protocol; and
15 j/ a step for the display, on a display screen (5) connected to said terminal
16 (1), of said characteristic data.
1 5. Method according to claim 4, characterized in that, said request

2 generating means being constituted by a web type browser (10), it comprises a third
3 preliminary phase consisting of storing in said remote server (4) data constituting so-
4 called static display pages, and subsequent steps comprising the transmission, using
5  said third given communication protocol, upon reception of specific requests

6  generated by said browser (10), of all or some of this data to said terminal in order to
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I 7. Method according to claim 6, characterized in that said applet is

2 written in JAVA (registered trademark) language.

I 8. Method according to claim 1, characterized in that said specific
2 commands are the result of the execution of a CGI type script in said remote server
3 4.

1 9. Method according to claim 1, characterized in that said piece of
2 specialized software (8) is loaded into said user station (1) during said first

3  preliminary phase, from a data recording medium.

1 10.  Method according to claim 1, characterized in that said piece of
2 specialized software (8) is downloaded into said user station (1) during said first

3  preliminary phase, from a remote server, via said internet network (RI).

] 11.  Method according to claim 1, characterized in that said first given

2 communication protocol is of the TCP/IP type.

1 12.  Method according to claim 1, characterized in that said second given

2 communication protocol conforms to ISO standards 7816-1 through 7816-4.

! 13. Method according to claim 4, characterized in that said third given

2 communication protocol is of the HTTP type.
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7  communications between said user station (1) and said smart card (2) via said smart
8  card reader (3), said user station (1) also comprising means for generating requests
9  (10) transmitted to said remote server (4), characterized in that said remote server (4)
10 is equipped with storage means (41, 42) for storing data and/or instructions allowing
11 the generation of specific commands upon reception of specific requests originating
12 from said request generating means (10) and their transmission to said user station (1),
13 and in that said user station (1) is equipped with an additional so-called specialized
14 module (8) forming an interface between said first and second protocol stacks and
15  designed to translate said specific commands received by said user station (1) in
16  conformity with a first given communication protocol, into commands that conform to
17 asecond given communication protocol, in order to transmit them, using said second
18  given communication protocol, via said smart card reader (3) to said smart card (2), so
19  asto activate at least one given function of at least one application stored in said smart

20 card (2).

1 15. System architecture according to claim 14, characterized in that said

2 remote server (4) comprises an HTTP server (40), first storage means (42) for storing
3 said data and/or instructions allowing the generation of specific commands, and

4  second storage means (41) for storing data constituting display pages in HTML

5  language.

1 16.  Application of the system architecture according to claim 14 to the

2 creation of a smart card demonstrator (2), said user station (1) comprising a display

3 screen (5) for displaying data transmitted by said remote server (4) to said

4  supplementary module (8) and characteristic of a context of said chip card (2), using a
5  third given communication protocol, said characteristic data being generated by said

6 remote server (4) upon reception of data sent by said smart card (2), using said second
19
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