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Method and Apparatus for controlling several smart cards

The present invention relates to a method and to an appara-

tus for controlling several smart cards.

Background

Currently a pay TV decoder is only working with one smart
card and does therefore use only one card reader. If the us-
er owns several smart cards each one dedicated to a specific
broadcaster, each time he switches from one channel to anoth-
er the user has to exchange the smart cards in order to be

able to descramble the new channel.

Invention

It is one object of the invention to disclose & method for
allowing a processor or a pay TV decoder to control more -
than one card reader. This object is reached by the inven-

tive method disclosed in claim 1.

In principle the inventive method consists in controlling
two or more smart cards (11, 21, 31), whereby said smart
cards (11, 21, 31) can be inserted in a respective number of
card readers (1, 2, 3) which are supplied from a power sup-
ply unit (4) with the required supply voltages, whereby said
card readers (1, 2, 3) and said power supply unit (4) are
controlled by a processor (5), which receives authorization
management data (6) and which selects one of said smart
cards which is suited for access to main data related to
said authorization management data (6), whereby the power
for the other card readers is switched off by said power sup-

ply unit (4) under the control of said processor (5).
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Fi el'd*of the Invention The present invention relates
H#d to an apparatus for controgling several smart cards.

Advantageﬂus additional embodiments of the inventive method

are result{ng from the respective dependent claims.

1t is a fuvther object of the invention to disclose an appa-
ratus which utilizes the inventive method. This object is

reached by the inventive apparatus disclosed in claim 8.

In principle the inventive apparatus comprises two or more
card readers (1, 2, 3) which are supplied from a power sup-
ply unit (4) with the required supply voltages, whereby said

2, 3) are connected with data lines (D 1I/0,
3)

card readers (1,
RST, CLK) to a processor (5) and said card readers (1, 2,

and said power supply unit (4) are controlled by said proces-
sor (5), which receives authorization management data (6) '
and which selects one of said smart cards which is suited

for access to main data related to said authorization manage-
ment data (6), whereby the power for the other card readers

is switched off by said power supply unit (4) under the con-

trol of said processor (5).

Advantageous additional embodiments of the inventive appara-

tus are resulting from the respective dependent claim.

In the last few years almost every new pay TV system intro-
duced in the market has a control access with its security
relying on smart cards. The satellite diffusion has brought
in every home the possibility to watch or to listen to dif-

; ferent channels encrypted with the same scrambling system,

g but managed by different program providers. With one stan-
dard decoder and a bunch of right smart cards, the user has
access to a lot of pay TV, data or audio programs. But with
the standard decoders, the user will have to change manually
his smart cards in order to feed into the decoder the smart
card corresponding to the tuned channel. In a period where
zapping is a main component of the TV watcher's or radio lis-

At b s L

tener's behaviour this constraint is archaic.
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4 pay TV decoder only works with one smart card and therefore
one card reader. If the user owns several smart cards each one
to a specific broadcaster, each tinme he sw tches from one channel
r the user has to exchange the smart cards in order to be able to

I e the new channel . US-A-5 060 079 discloses a TV with two
ers. However the cards store a tinme accou
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which is controlled by the processor supplies the card read-

ers with appropriate voltages.

Drawing

Preferred embodiments of the invention are described with

reference to the accompanying drawing:

~-Fig. 1 shows a pay TV decoder working with several

smart cards.

Preferred embodiments

In Fig. 1 a processor 5, which can be controlled by soft-

ware, is connected to each_of three card readers 1, 2 and 3

via a bi-directional data line D T/0, a reset line RST and a

clock line CLK. These card readers are physical connectors

in each of which a smart card 11, 21 and/or 31 can be insert-

ed. In order to comply to the 'ISO 7816 standard, the follow-

ing signals are provided for the card readers:

- power supply Vpp and Vcc (in lines 12, 22, 32);

- ground voltage (not depicted in Fig. 1);

- reset signal (RST);

- clock signal (CLK)

- bidirectional data line (D I/O)

- a mechanical switch provides an electrical signal in order
to detect the presence of the smart card in the card read-

er (DETECT, in lines 12, 22, 32).

Processor 5 receives authorization management data 6 from
e.g. a TV, data or audio signal (i.e. main data), treats

them and transfers them to the right smart card which will
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ect” of the invention to disclose a nethod for allow ng a

a pay TV decoder to control -nore than ane card reader. This

pr -

ob alised by the inventive nmethod disclosed in claim1. In
price the inventive nmethod consists4n controlling two or nore smart
_card 21, 31), whereby said smart cards (11, 21, 31) can be inserted

ctive nunber of card readers (1, 2, 3) which are supplied froma

powel pply unit (4) with the required supply voltages, whereby said card

r eads Ipet2rn3) idnauddiod ipeder thepplighiniim fopmatiran domn mtdasb$gr o

procg E&SHFS@Qgﬁgl@qugv%c@q%q Is334qn managenent data (6) and which
one o

S said_smart cards which'is suited for access to nmain data
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;'es %QS &QVEthgstgﬁt0§§-1IQ5% RBLG%E 'ahd 32 to the respective

| card readers 1, 2 and 3. Power supply unit 4 is also connect-

ed with a command line 7 and with an interrupt line 8 to pro-

cessor 5.

Due to the fact that processor 5 handles at one moment only

one channel, only one smart card has to be active at any mo-

ment. Therefore the power supply unit 4 delivers at.any mo-

: ment the voltages Vcc and Vpp only to one card reader and

i the voltages of the other card readers are tied to ground.

In the block diagram of Fig. 1 processor 5 has one dedicated

line for the signals D I/0, CLK and RST to each card reader.

If the number of card readers is greater, advantageously a

i multiplexer can be used for these lines. This solution sim-
plifies the software and reduces the number of pins needed
on processor 5. For instance, in the case of 4 card readers

instead of 12 pins only 5 would be requested.

f
H

In the following a pseudo code software coffering minimal fea-

tures is listed. The reaction to four events is described:
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e t he inventive apparatus disclosed in‘clain{8. In principle
t hei! ¥ - ve apparatus conprises two or nore card readers (1, 2, 3) which
ed froma power supply unit «(4%) -with the required supply

vol t whereby said card readers (1, 2, 3) are connected with data |ines
(D . RST CLK) to a processor (5) and said card readers (1, 2, 3) and
sai d supply unit (4) are controlled by said processor (5), which

€s agEEéLkééﬁﬁﬁa_ﬂanagenent data (6) and which selects one of said

snar § car dgpWBir6BekBorsHist @drikahtagC @3S ki it alrid Hied ratagh-d oreay d
aut h@f i zati on managenent data 6) whereby the power for the other card

readgFs is smﬁtBﬁgdlﬁﬁ?rﬁﬁds&? dodRet 98855 unit (4) under the control of

sai d fpr ocesss8E (5). Advantageous addi ti onal enbodi nents of the

i nverfti ve appar re disclos de ende aim9. In the | ast

few \ear s alnnsﬁgééagﬁoﬁeﬁFﬁﬁﬁ §§§Fe %tf? dd in the market has a

cont fol access MIDGESSsrsenaRVZysrehylagsanrsmaruecands The satellite

?BfL.fS'ngeh?S bpught EDr8VEEY+HAMBaLRC (BOBR! Rideld %ilth MHE b U gddh | st en
§ rently tuned THEN

processor works with this card

e R T

ELSE
processor disconnects VCC and Vpp from card read-
er
processor waits for insertion of a new card
ENDIF i
ENDIF

card extraction
IF the card extracted is the card currently being used THEN

processor diéconnects Vcc and Vpp from power supply unit

processor searches valid card
ELSE

ignore card extraction
ENDIF

channel'changed

IF processor was working with one card THEN
IF the currently working card fits with the new channel

THEN
CONTINUE
ELSE
processor disconnects VCc and Vpp from card read-
er
processor searches valid card
ENDIF
ELSE
processor searches wvalid card
ENDIF
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ncrypted with the sane scranbling system but managed by

program providers. Wth one standard decoder and a bunch of right
ds, the user has access to a tobé of pay TV, data or audio

5. But with the standard decoders, the user will have to change

y his smart cards in order to feed into the decoder the smart card
onding to the tuned channel. In a period where zapping is a main
conpfhent g2¥®e VBAL@teard' s or radio |istener's behaviour this constraint

is syst ens. g?veral card reagders are co nS§Led and controlled by a
si nglfe processdfEITE MAT| BFopefiet 28 uppt yC ahft ich is controlled by the
proc@ssor supplies theFoRrrédatikaderd imsbdrapdrDOriate vol tages. Drawi ng

processor connects this card reader
processor analyzes the answer to reset
IF the card is the card to be used with the
program currently tuned THEN

processor works with this card

ELSE
processor disconnects VCc and Vpp from
" card reader
ENDIF
ENDDO
ENDDO
ELSE
wait for a card to be inserted
ENDIF

Some enhancements can be added: ‘
- Each time that the processor performs an answer to reset
to a new card, it meﬁorizes the parameter of the card spe-
cially for which program provider it works. By that mean dur-
ing search valid card, it can switch directly to the right

card reader instead of scahning each of them;

- When a channel is selected whose authorization management
data can be evaluated by the smart card but for which the
user is not entitled, the processor searches among all the
cards inserted, if there is any other which is entitled for
this program;

- Some pay TV transmissions (e.g. D2MAC) or radio programs
have somewhere in the signal the description of broadcast
programs of other channels. An improved decoder could then,
according to the cards fitted in its card readers, indicate
to the user which programs he is entitled to watch or to lis-
ten. This feature would greatly help the user, if he owns

several cards.
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enbodi nents of the invention are descri bed with ref erenbe to the

! ing drawing: Fig. 1 shows a pay TV decoder working with several
smar i

ds. Preferred enbodinents =~ 710 Fig. 1 a processor 5, which can
be cqmtol | ed by software, is connected to each of three card readers 1, 2
and J@via a bi-directional data line DI/QO a reset line RST and a cl ock
l i ne §ELt

f:K. These card readers are ph&gical connectors in each of which a
snar tfcar @he1 CiFsudfdAgscribesh fisg iFider tlean PORMT tf Gnply to the 1 SO
7816 Bt an¢a@b@oCRN®T, EUROCRYPT or any other smart card based pay TV

decoder.
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Method for controlling two or more smart cards (11, 21,
31), whereby said smart cards (11, 21, 31) can be in-
serted in a respective number of card readers (1, 2, 3)
which are supplied from a power supply unit (4) with

the required supply voltages, whereby said card readers
(1, 2, 3) and said power supply unit (4) are controlled
by a processor (5), which receives authorization manage-
ment data (6) and which selects one of said smart cards
which is suited for access to main data related to said

authorization management data (6), whereby the power

claims

- for the 6ther card readers is switched off by said pow-

er supply unit (4) under the control of said processor

(5).

Method according to claim 1, characterized in that said
processor (5), power supply unit (4) and card readers
(1, 2, 3) are part of a pay TV decoder or are part of a
respective decoder for aud%o or other main data with

conditional access.

Method according to claim 1 or 2, characterized in that
said processor (5) selects automatically one of said
smart cards which is suited for access to said main da-

ta.

Method according to any of claims 1 to 3, characterized
in that said processor (5) determines all of said main
data to which can be accessed with the smart card or

smart cards inserted.

Method according to any of claims 1 to 4, characterized
in that said processor (5) stores in memory means the
related connection information already found between
smart cards and allowed kind of main data and switches

according to said stored connection information in case

T e
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follow ng signals are provided for the car d -r-e_adems' eot HaPQUE!
V[ert] and V[err] (in lines 12, 22, 32); - ground cplaced
dinFig. 1): - reset signal (RST)y - ' \[n [r ” H"I

of choosing other main data instantly to that one of
the card readers which is related to this main data

without searching for other smart cards.

6. Method according to any of claims 1 to 5, characterized
in that in case said authorization management data (6)
can be evaluated by the actual smart card but for which
respective main data an access is not allowed, said pro-
cessor (5) searches among all the other smart cards in-
serted, if there is any other which is entitled for

this main data.

7. Method according to any of claims 1 to 6, characterized
in that said processor (5) determines from information
data within the actual main data about other available
main data, to which of said other available main data

can be accessed with the smart card or smart cards in-

serted.

8. Apparatus for a method according to any of claims.l-to
7, comprising two or more card readers (1, 2, 3) which
are supplied from a power supply unit (4) with the re-
quired supply voltages, whereby said card readers (1,
2, 3) are connected with data lines (D I1I/0, RST, CLK)
to a processor (5) and said card readers (1, 2, 3) and
said power supply unit (4) are controlled by said pro-
cessor (5), which receives authorization management da-

ta (6) and which selects one of said smart cards which
is suited for access to main data related to said
authorization management data (6), whereby the power
for the other card readers is switched off by said pow-

er supply unit (4) under the control of said processor

(3)-

9. Apparatus according to claim 8, characterized in that
said data lines (D I/O, RST, CLK) are replaced by multi-

plexed data lines.
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5 ignal (CLK) - bidirectional data line (DI1/0O" - a mechanical
vides an electrical signal in order to detect the presence of the
din the card reader (DETECIoin lines 12. 22, '32).

§r 5 receives authorization managenent data 6 frome.g. a TV, data
b signal (i.e. main data), treats themand transfers themto the
=rt card which will return, if authorized, the right information
summaiyt o descranbl e the received signal. Processor 5 controls the
on of the powersupplyvoltages V[err] and V[err] for the smart
gd the communication with the smart cards. A power supply unit 4
f es e epdilivagePay &V [degrrier ek ¢ | crbrpvorkgngovite epangmadtl SO

card and does therefore use only one card reader. If the us-
er owns several smart cards each one dedicated to a specific
broadcaster, each time he switches from one channel to anoth-
er the user has to exchange the smart cards in order to be
able to descramble the new channel.

The invention enhances the ease of use of such conditional
access systems. Several card readers (1, 2, 3) are connected
and controlled by a single processor {(5). A special power
supply unit (4) which is controlled by the processor (5) sup-
plies the card readers (1, 2, 3) with appropriate voltages.

Fig. 1
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and ¥ connected via lines 12. 22 and 32 to the respective card readers 1,
2 an@@3. Power supply unit 4 is also connected with a command Iine 7 and
with®n interrupt line 8 to processor 5. Due to the fact that processor 5
handigs at one nonent only one channel/qonly one smart card has to be
acti e at any noment. Therefore the power supply unit 4 delivers at any
noner§ the voltages V[err] and V[err] only to one card reader and the
vol tgges of the other card readers are tied to ground. In the block diagram
of Figg. 1 processor 5 has one dedicated line for the signals D1/0, CLK and
RST @0 each card reader. If the nunber of card readers is greater, ad-
vant ageously a nul ti pl exer can be used for these lines. This solution
sinplg fies the software and reduces the number of pins needed on processor
5. Fqr instance, in the case of 4 card readers instead of 12 pins only 5
woul ¢ be requested. In the followi ng a pseudo code software offering
m ni r§ features is |istedpIffe,reqction to four1events i s descri bed:
\ 4
RST ,’ 3 ‘A
* = 3 31
K, 3 . 7 |
5 ?——»-
9- —
6 ] ,
Jd
- 1
.
[\ i
~ i
12 22 |32

Fig.1
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card insertion | F processor is currently working with another card

THEN

connects this card reader
IF the card is the card to be used with the program cur-

t uned THEN

new i nserted card is ignored ELSE processor

-1 -

Method and Apparatus for controlling several smart cards

The present invention relates to a method and to an appara-

tus for cohtrolling several smart cards.

Background

Currently a pay TV decoder is only working with one smart
card and does therefore use only one card reader. If the us-
er owns several smart cards each one dedicated to a specific
broadcaster, each time he switches from one channel to anoth-
er the user has to exchange the smart cards in order to be

able to descramble the new channel.

Invention

It is one object of the invention to disclose & method for
allowing a processor or ' a pay TV decoder to control more
than one card reader. This object is reached by the inven-
tive method disclosed in claim 1.

In principle’the inventive method consists in controlling
two or more smart cards (11, 21, 31), whereby said smart
cards (11, 21, 31) can be inserted in a respective number of
card readers (1, 2, 3) which are supplied from a power sup-
ply unit (4) with the required supply voltages, whereby said
card readers (1, 2, 3) and said power supply unit (4) are
controlled by a processor (5), which receives authorization

management data (6) and which selects one of said smart.. .....-—

cards which is suited for access to main data fﬁteﬁut"

said authorization management data (6), whereb dhe p r 506
‘u I

[

processor analyzes the answer to reset
rently

for the other card readers is switched off by sai power fEE:MJ

ply unit (4) under the control of said processof
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processor works with this card ELSE
processor disconnects V[err] and V[err] fromcard read-
er processor waits for insertion of a new card

ENDI F ENDI F 2

Advantageous additional embodiments of the inventive method

are resulting from the respective dependent claims.

It is a further object of the invention to disclose an appa-
ratus which utilizes the inventive method. This object is

reached by the inventive apparatus disclosed in claim 8.

In principle the inventive apparatus comprises two or more
card readers (1, 2, 3) which are supplied from a power sup-
ply unit (4) with the required supply voltages, whereby said
card readers (1, 2, 3) are connected with data lines (D I/0,
RST, CLK) to a processor (5) and said card readers (1, 2, 3)
and said power supply unit (4) are controlled by said proces-
sor (5), which receives authorization management data (6)

and which selects one of said smart cards which is suited
for access to main data related to said authoriiation manage-
ment data (6), whereby the power for the other card readers
is switched off by said power supply unit (4) under the con-
trol of said processor (5). '

Advantageous additional embodiments of the inventive appara-

tus are resulting from the respective dependent claim.

In the last few years almost every new pay TV system intro-
duced in the market has a control access with its security
relying on smart cards. The satellite diffusion has brought
in every home the possibility to watch or to listen to dif-
ferent channels encrypted with the same scrambling system,
but managed by different program providers. With one stan-
dard decoder and a bunch of right smart cards, the user has
access to a lot of pay TV, data or audio programs. But with

the standard decoders, the user will have to ch e-manually 

his smart cards in order to feed into the decod rrthe smart..-

& e s

card corresponding to the tuned channel. In a p r%od wh re (394
zapping is a main component of the TV watcher's o% radio lis-

tener's behaviour this constraint is archaic. [
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access systems.

trolled by a single processor.
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The invention enhances the ease of use of such conditional

Several card readers are connected and con-

A special power supply unit

which is controlled by the processor supplies the card read-

ers with appropriate voltages.

Drawing

Preferred embodiments of the invention are described with

reference to the accompanying drawing:

Fig. 1

smart cards.

Preferred embodiments

In Fig.
ware,
via a bi-directional data line D 1/0,

shows a pay TV decoder working with several

1 a processor 5, which can be controlled by soft-
is connected to each of three card readers 1, 2 and 3

clock line CLK. These card readers are physical connectors

in each of which a smart card 11,

ed. In order to comply to the -ISO 7816 standard, the follow-

ing signals are provided for the card readers:

power supply Vpp and Vcc (in lines 12, 22, 32);
ground voltage (not depicted in Fig. 1):

reset signal (RST);

clock signal (CLK)

bidirectional data line (D I/0O)

a mechanical switch provides an electrical signal in order
£

a reset line RST and a

21 and/or 31 can be insert-

to detect the presence of the smart card in the
er (DETECT, in lines 12, 22, 32).

|

Processor 5 receives authorization management dat

e.

g. a TV, data or audio signal (i.e. main data),ixnaats
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card extraction |F the card extracted is the card currently being used
THEN processor disconnects V and V  from power supply unit
processor searches valid card ELSE i gnore card extraction ENDI F

return, if authorized, the right information for processor 5§
to descramble the received signal.

Processor S controls the generation of the power supply volt-
ages Vpp and Vcc for the smart cards and the communication
with the smart cards. A power supply unit 4 generates the
voltages Vcc and Vpp complying to the standard ISO 7816-3

and is connected wvia lines 12, 22 and 32 to the respective
card readers 1, 2 and 3. Power supply unit 4 is also connect-
ed with a command line 7 and with an interrupt line 8 to pro-
cessor 5.

Due to the fact that processor 5 handles at one moment only
one channel, only one smart card has to be active at any mo-
ment. Therefore the power supply unit 4 delivers at.any mo-
ment the voltages Vcc and Vpp only to one card reader and
the voltages of the other card readers are tied to ground.

In the block diagram of Fig. 1 processor 5 has one dedicated
line for the signals D I/0, CLK and RST to each card reader.
If the number of card readers is greater, advantageously a
multiplexer can be used for these lines. This solution sim-
plifies the software and reduces the number of pins needed
on processor 5. For instance, in the case of 4 card readers

instead of 12 pins only S would be requested.

In the following a pseudo code software offering minimal fea-
tures is listed. The reaction to four events is described:
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channel changed | F processor was working with one card THEN .I F

the currently working card fits with the new channel THEN

CONTI NUE ELSE processor disconnects V[err] and V[err]
fromcard read- er 5 processor searches valid
card -

card insertion

IF processor is currently working with another card THEN
new inserted card is ignored
ELSE
processor connects this card reader
processor analyzes the answer to reset
IF the card is the card to be used with the program cur-
rently tuned THEN
processor works with this card
ELSE
processor disconnects Vcc and Vpp from card read-
er
processor waits for insertion of a new card
ENDIF

ENDIF

card extraction
IF the card extracted is the card currently being used THEN
processor disconnects Vcc and Vpp from power supply unit

processor searches wvalid card
ELSE

ignore card extraction
ENDIF

channel changed
IF processor was working with one card THEN

IF the currently working card fits with the new channel

THEN
CONTINUE

ELSE
processor disconnects Vcc and Vpp from card read- ey
er i,
processor searches valid card i

ENDIF

ELSE
processor searches valid card

ENDIF P e e
eet Has Been Replaced Preo 1y
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ENDI F ELSE processor searches valid card ENDI F

search valid card

IF there is at least one card inserted THEN
WHILE NOT processing one card DO
FOR each card inserted DO
processor connects this card reader
processor analyzes the answer to reset
IF the card is the card to be used with the
program currently tuned THEN
processor works with this card
ELSE
processor disconnects Vcc and Vpp from
card reader
ENDIF
ENDDO
ENDDO
ELSE
wait for a card to be inserted
ENDIF

Some enhancements can be added:

-~ Each time that the processor performs ail answer to reset

to a new card, it meﬁorizes the parameter of the card spe-
cially for which program provider it works. By that mean dur-

ing search Gé;;d card, it can switch directly to the right

card reader instead of scanning each of them;
- When a channel is selected whose authorization management
data can be evaluated by the smart card but for which the
user is not entitled, the processor searches among all the
cards inserted, if there is any other which is entitled for
this program;

- Some pay TV transmissions (e.g. D2MAC) or radio
have somewhere in the signal the description of br

programs of other channels. An improved decoder co

according to the cards fitted in its card readers,

to the user which programs he is entitled to watchj

ten. This feature would greatly help the user, if he owns

several cards.
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-4- search valid card

The circuit described for Fig. 1 can be part of a

VIDEOCRYPT, EUROCRYPT or any other smart card based pay IV
decoder.
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|F there is at | east one card inserted THEN VH LE NOT processing
one card DO FOR each card inserted DO

processor connects this card reader This Sheet Has BEbh REHR 2L
anal yzes the answer to reset

_ 8 - S the
card to be used with the pr4 IHME" IH
t uned THEN processor S

card ELSE
Claims

1. Method for controlling two or more card readers (1, 2, 3) into
which smart cards (11, 21, 31) can be inserted, said card
readers (1, 2, 3) being supplied from a power supply unit (4)
with the required supply voltages, characterized by
controlling said card readers (1, 2, 3) and said power supply
unit (4) by a processor (5), which receives authorization
nanagement data (6) and which selects one of sald smart card
readers having inserted a smart card which is suited for
access to main data related to said authorization management
data (6), and further characterized by switching off the power

for the other card readers by said power supply unit (4) under
the contrel of said processor (5).

2. Method according to claim 1, characterized in that said
processor (5), power supply unit (4) and card readers
(1, 2, 3) are part of a pay TV decoder or are part of a
respective decoder for audio or other main data with

conditional access.

3. Method according to claim 1 or 2, characterized in that
said processor (5) selects automatically one of said
smart cards which is suited for access to said main da-

ta.

4. Method according to any of claims 1 to 3, characterized
in that said processor (5) determines all of said main
data to which can be accessed with the smart card or

smart cards inserted.

5. Method according to any of claims 1 to 4,
in that said processor (5) stores in memo

related connection information already fo

smart cards and allowed kind of main data

according to said stored connection infor
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processor

ENDDO

di sconnects Vcc and V[err] from
card reader

ELSE

ENDI F
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of choosing other main data instantly to that one of

the card readers which is related to this main data

without searching for other smart cards.

Method according to any of claims 1 to 5, characterized
in that in case said authorization management data (6)
can be evaluated by the actual smart card but for which
respective 'main data an access is not allowed, said pro-
cessor (5) searches among all the other smart cards in-
serted, if there is any other which is entitled for

this main data.

Method according to any of claims 1 to 6, characterized
in that said processor (5) determines from information
data within the actual main data about other available
main data, to which of said other available main data
can be accessed with the smart card or smart cards in-
serted.

Apparatus for a method according to any of claims.l to

7, comprising two or more card readers (1, 2, 3) which

-are supplied from a power supply unit (4) with the re-

quired supply voltages, whereby said card readers (1,
2, 3) are connected with data lines (D I1/0, RST, CLK)
to a processor (5) and said card readers (1, 2, 3) and
said power supply unit (4) are controlled by said pro-
cessor (5), which receives authorization management da-
ta (6) and which selects one of said smart cards which
is suited for access to main data related to said
authorization management data (6), whereby the power
for the other card readers is switched off by said pow-
er supply unit (4) under the control of said pProcessor ...

(5).
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Some enhancenents can be added: Each tine that the processor perforns
an answer to reset to a new card, it nenorizes the paraneter of the card
specially for which program provider it works. By that means during search
valid card, it can switch directly to the right card reader instead of
scanni ng each of them Wien a channel, ;i s sel ected whose authorization
managenent data can be evaluated by the smart card but for whi ch the
user is not entitled, the processor searches anong all the cards inserted,

if there is any ot D&g%%i #gi ipp%&%ﬂsﬂr%i CRMNTROLS, TRICO $EVERAL, Sone pay TV
transm ssions {e.qg: | rograns_have sonewhere 1 n the signal
t he description of br oadcast pro%!ﬁﬁg—ﬁéggﬁher channel s. An inproved
decoder could then, according to the cards fitted inits card

ABSTRACT

Currently a pay TV decoder is only working with one smart
card and does therefore use only one card reader. If the us-
er owns several smart cards each one dedicated to a specific
broadcaster, each time he switches from one channel to anoth-
er the user has to exchange the smart cards in order to be
able to descramble the new channel.

The invention enhances the ease of use of such conditional
access systems. Several card readers (1, 2, 3) are connected
and controlled by a single processor (5). A special power
supply unit (4) which is controlled by the processor (5) sup-
plies the card readers (1, 2, 3) with appropriate voltages.

Fig. 1
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readers, indicate to the user which prograns he is entitled to watch or to

listen. This feature would greatly help the user, if he owns several
cards. The circuit described for Fig. 1 can be part of a VI DEOCRYPT
EURCCRYPT or any other smart card based pay TV decoder
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Method and apparatus for controlling several smart card&.

Description

Field of the Invention

The present invention relates lo a method and to an apparalus for controlling several smart cards,

Background

Currently a pay TV decoder only works with one smart card and therefore uses only one card reader. If the user
owns several smart cards each one dedicated to a specific broadcaster, each time he switches from one channel ta
another the user has lo exchange the smart cards in order lo be able to descramble the new channel, .

US-A-5 060 079 discloses a TV with two card readers. Howaver the cards store a time account, and both readers
are always powered up to enable account decramenting.

EP-A-0 427 600 discloses a Pay-TV decoder with one card reader contralled by two microcontrollers, one dedlcated
to authorization processing, the other to supplying power supply voltages.

Invention

It is one object of the invention to disclose a methed for allowing a processor or a pay TV decoder to control more
than one card reader. This object is realised by the inventive method disclosed in claim 1.

in principle the inventive method consists in controlling two or more smart cards (11, 21, 31), whereby said smart
cards (11, 21, 31) can be inserted in a respective number of card readers (1, 2, 3) which are supplied from a power
supply unit (4) with the required supply voltages, whereby said card readers (1, 2, 3) and said power supply unit (4)
are controlled by a processor (5), which receives authorization management data (6) and which selects one of said
smart cards which is suited for access to main data related to said authorization management data (8), whereby the
power for the other card readers is switched off by said power supply unit (4) under the control of said processor (S).

Advantageous additicnal embediments of the inventive method are disclased in dependent claims 2 to 7.

It is a further object of the invention to disclose an apparatus which utilizes the inventive method. This aobject is
realised by the inventive apparatus disclosed in claim 8.

In principle the inventive apparatus comprises two or more card readers (1, 2, 3) which are supplled from a power

. supply unit (4) with the required supply voltages, whereby said card readers (1, 2, 3) are connected with data lines (D

170, RST, CLK) to a processor (5) and said card readers (1, 2, 3) and said power supply unit (4) are controlled by said
processor (5), which receives authorization management data (6) and which selects one of said smart cards which is
suited for access to main data refated to said authorization management data (8), whereby the power for the other
card readers is switched off by said power supply unit (4) under the control of said processor (S).

Advantageous additional embodiments of the inventive apparatus are disclosed in dependent claim 9.

In the last few years almost every new pay TV system introduced in the market has a control access with its security
relying on smart cards. The satellite diffusion has brought in every home the possibility to watch or to listen to different
channels encrypted with the same scrambling system, but managed by different program prowders With one standard
decoder and a bunch of right smart cards, the user has access to a lot of pay TV, data or audio programs. But with the
standard decoders, the user will have to change manually his smart cards in order to feed into the decoder the smart
card corresponding to the tuned channel. In a period where zapping is a main component of the TV watcher's or radio
listener's behaviour this constraint is archaic. ’

The invention enhances the ease of use of such conditional access systems. Several card readers are connacted
and controlled by a single processor. A special power supply unit which is controlied by the processor supplies the
card readers with appropriate voltages.

Drawing
Preferred embodiments of the invention are described with reference to the accompanying drawing:
Fig. 1 shows a pay TV decoder working with several smart cards.

Preferred embodiments

In Fig. 1 a processor 5, which can ba controlled by software, is connected to each of three card readers 1,2 and
3 via a bi-directional data line D /0, a raset line AST and a clock line CLK. These card readers are physical connectors
in each of which a smart card 11, 21 andfor 31 can be inserted. In arder 1o comply to the SO 7816 standard, the



1. Method forcontrolling two or nore card readers (1, 2,3)yrnto-W mert |
cards (11, 21, 31) can be inserted, said card readers {HBE Ege)ﬂgggﬁ‘%ﬁfé
supplied froma power supply unit (4) with the required supplfy Volrtages,
characterized by controlling said card readers (1, 2, ) jandgsald 18he
supply unit (4) by a processor (5). whigh receives author- ization
managenent data (6) and which selects one of said snmart cafjd Teaders havi ng
inserted a smart card which is suited for access to nmijn data rel ated
to said aut horizati on managenent data (6). and further characterized by

SWi t chi né“"&“f“fgT‘%‘i@sﬁb%‘f‘“f’fﬁ’?mﬁf‘é"'ﬁ%@% card readers by said power supply

unit (4) _under 0 ol. of ' r ocessor (5). 2. Method according
to cl ai m_1,§§'\ﬁ§%p5£\}%§%e%§; '3%&%?;%2?3 '5), power supply unit (4) and card
readers (1, rede sighhi (8§16 part of a pay TV decoder or are part of a

respecti ve #eeagarciwr audio or other nmain data with conditional access.
- bidirecticnal data line (D 1/O)
- a mechanical switch provides an elactrical signal in order to detect the presence of the smar card in the card '
reader (DETECT, in lines 12, 22, 32).

Precesser 5 receives authorization management data 6 from e.9. a TV, data or audio signal (i.e. main data), treats
them and transfers them to the right smart card which will return, if authorized, the right information for processor S to
descrambie the received signal.

Processor 5 controls the generation of the power supply voltages V,, and V. for the smart cards and the communication
with the smart cards. A power supply unit 4 generates the voltages V., and Vpp complying ta the standard ISO 7816-3
and is connecled via lines 12, 22 and 32 to the respective card readers 1, 2and 3. Power supply unit 4 is also connected
with a command line 7 and with an interrupt line 8 to processor 5.

Due to the fact that precessor 5 handles at one mement only one channel, only one smart card has to be active at any
moment. Therefore the power supply unit 4 delivers at any moment the voltages V. and Vpp only to one card reader
and the voltages of the other card readers are tied to ground. In the block diagram of Fig. 1 processor § has one
dedicated line for the signals O 1/O, CLK and RST to each card reader. If the number of card readers is greater, ad-
vantageously a multiplexer can be used for these lines. This salution simplifies the software and reduces the number
of pins needed on processar 5. For instance, in the case of 4 card readers instead of 12 pins only S would be requested.

In the fcllowing a pseudo code software offering minimal features is listed. The reaction o four events is described:

card insertion

iF proéessor is currently working with another card THEN
new inserted card is ignored
ELSE
processor connects this card reader
processor analyzes the answer to reset
IF the card is the card to be used with the program cur-
rently tuned THEN
processor works with this card

ELSE
processor disconnects Vcc and Vpp from card read-
er
processor waits for insertion of a new card

ENDIF

ENDIF




3. Method according to claim1 or 2. wherein said processg
automatically one of said smart-cards which is suitel
said nmain data. 4. Method according to any of clains 1

processor (5) determines all of said main data to which

with the smart card or smart cards inserfed. S. Method

clains 1 to 4, wherein said processor (B§'stores i n meno
rel at ed connection i nformation already found between
al I owed Kki_n in data and switches according to said
COﬂﬂECtIOﬁ‘gﬁﬁ%%ﬁg ;

that one of the card readers which

%ﬁééwe&ﬂ?ﬁr

3, Wherern sa

gam HET4E%Rs
ac¢ording to any
y neans the

smart cards and __
“stored

tion in case of choosing other main data instantly to

IF the card extracted is the card currently being used THEN
processor disconnects Vcc and Vpp from power supply unit

processor searches valid card
ELSE

ignore card extraction
ENDIF

channel changed

IF processor was working with one card THEN

d
%e(
of

IF the currently working card fits with the new channel

THEN
CONTINUE
ELSE
processor disconnects Vcc and Vpp
er
processor searches valid card
ENDIF
ELSE

processor searches valid card
ENDIF

from card read-



Is related to this main data w thout searching for other
Met hod according to any of clains 1 to.-5, wherein in case
aut hori zati on managenent data (6) can be eval uated by[the
card but for which respective main data an access i s not
processor (5) searches anong al | thﬁ ot her smart cards
there is any other which is entitled for this main data.
according to any of clainms 1 to 6, wherein said processoi

frominformati on data within the actual main data about ot v ¢
mai n dat aseaElvalgead, of said other available main data can be accessed with

the smart card or smart cards inserted.
IF there is at least one card inserted THEN
WHILE NOT processing one card DO
FOR each card inserted DO
processor connects this card reader
processor analyzes the answer to reset
IEF the card is the card to be used with the
program currently tuned THEN
processor works with this card
ELSE
processor disconnacts V&c and Vpp from
card reader
ENDIFE
ENDDO
ENDDO
ELSE
wait for a card to be inserted
ENDIE

Some enhancements can be added:

- Each time that the processor performs an answer to reset to a new card, it memorizes the parameter of the card
specially for which program provider it works. By that means during search valid card, it can switch directly to the
right card reader instead of scanning each of them;

- When a channel is salected whose authorization management data can be evaluated by the smart card but for
which the user is not entitled, the processor searches among all the cards inserted, if thete is any other which is
entitled for this program;

- Some pay TV transmissions {(e.g. D02MAC) or radio programs have somewhere in the signal the description of
broadcast programs of other channels. An improved decader could then, according to the cards fitted in its card
readers, indicate to the user which programs he is entitied to watch or to listen. This feature would greatly halp
the user, if he owns several cards.

The circuit described for Fig. 1 can be part of a VIDEOCRYPT, EUROCRYPT or any. other smart card based pay
TV decoder.
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8., Apparatus for a nethod according to any of clains 1 tg@g-Fr—conptistrg-—t
or nore card readers (1, 2, 3) which are supplied fr )@%PWE&‘EMU%I’EEET
unit (4) with the required supply voltages, wherein saidjcqrdTeaders—tt
2. 3) are connected by data lines (D 1/O RST, CLK) f{oia s oggs;gg;(!')
and said card readers (1, 2, 3) and saigi power supply init” (4) e
controlled by said processor (5). which'i's adapted to regeive aurhoriza O'HI
managenent data (6) and is characterized in that sai§l processor is
adapt ed tc(&ins1el ect one of said smart cards which is suited To0r acCess 10
main data refated to said authorization managenent data (6), and to control
sai d powar \3diBkaY cdAiiing tad ofrded Sabt @ddkrs (1. 2, % B WAV GTan ELEs (1N, 9f) B be GREM, said
readers.  SardMR@E A12)9) baBFOBbdIB@maQakdr &Pl thit (VR 1R rBubadtisChp@biAgds] dABScthrded
| /O RST, Gylépnraiing saititad qpddecs @1d2.3pdna sdid fEr supply unit (4) by a pracessor (5), which receives authar-

ization management data (6) and which selects one of said smart card readers having insertad a smart card which

is suited for access to main data related to said autharization management data (6), and further charactarizad by

_ switching off the power far the other card readars by said powar supply unit (4) under the control of said pracessor -
(S).

2 Method accarding to claim 1, wherain said grecessar (S), power supply unit (4) and card readers (1, 2. 3) are pant
of a pay TV decoder or are part of a respective decoder for audio or cther main data with cenditional access.

L4

3. Method according to claim 1 or 2, wherein said precessor (S) selects automatically one of said smartcards which
is suited for access (o said main data.

4, Methed according to any of claims 1 to 3.' whereain said precassor (5) determines all of said main data to which
can be accessad with the smart card or smart cards insarted.

5. Method according to any of claims 1 to 4, wherein said precessor (5) stares in memory means the related connecticn
informaticn already found between smart cards and allowed kind of main data and switches according to said
stored connection information in case of chogsing other main data instantly to that ane of the card readers which
is related to this main data without searching for other smart cards.

8. Maethcdaccarding toany of claims 1 o 5, wherein in casa said autherization managemant data (8) can be evaluated
by the actual smart card but for which raspective main data an access is not allowed, said procassor (S) searches
‘amang all the other smart cards inserted, it thers is any other which is entitled for this main data.

7. Methogd accarding ta.any of claims 1 ta 8, wharein said processor (S) determines from intormation data within the
actual main data about other available main data, to which of said other available main data can be accassed with
the smart card or smart cards inserted. ; ’

8. Apparatus for a method according to any of claims 1 to 7, comprising twe or mare card raaders (1, 2, 3) which ara
supplied from a power supply unit (4) with the required supply voitages, wharain said card readers (1, 2, 3) are
connected by data lines (D 1/, RST, CLK) to a pracassor (5) and said card readers (1, 2, 3) and said power supply
unit (4) are controlled by said processor (5), which is adapted to receive autharization management data (6) and
is characterized in that said processor is adapted to select one of said smart cards which is suited for accass to
main data related to said authorization management data (6), and to control said power supply unit to switch off
the power far the other card readers.

9. Apparatus according to claim 8, wherein said data lines (O /O, RST, CLK) are muitiplexed data lines.

LT
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METHOD AND APPARATUS FOR CONTROLLING SEVERAL SMART CARDS

ABSTRACT

Currently a pay TV decoder is only working with one smart card and does therefore use only
one card reader. If the user owns several smart cards each one dedicated to a specific
broadcaster, each time he switches from one channel to another the user has to exchange the
smart cards in order to be able to descramble the new channel.

The invention enhances the ease of use of such conditional access systems. Several card
readers (1, 2, 3) are connected and controlled by a single processor (5). A special power supply
unit (4) which is controlled by the processor (5) supplies the card readers (1, 2, 3) with appropriate

voltages.

Figure 1



